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A TOE BEET 2B KL OBHRICOWTIIRIED L B Y Th b,

1.1.2.1 BREEX) T4 0%KAEH
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TOE |3, RIEZRMERT 7 B ANHIR S, A o Z —x v MBIk S vz LAN
RSN LBRETE SN ZE2MEL TV D,
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TOEZ& A
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TOEA4# : FUJIFILM Apeos 5570 / 4570 models with Copy, Print,
Fax, Scan and Overwrite Storage
N—Tg v Controller ROM Ver. 21.26.11, Fax ROM Ver. 2.2.1

A TOE i3, Bok, T3, 77V, M7 7T oRETH5,

LG ASFE AN RAEA 1T 724 TOE T = & % FIFIFIZEA T OHIRIC & - CHe
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L DT A Z 2 ADZEHENE > T TOE OERENE/ SR I ERENTZLL T D
15z MR T 5,

- Ry —4,  TFUJIFILM |

CBRREA LT oW
Apeos 5570, Apeos 4570

- BSRE D FEH -
at—, VU, T7 7 A AXxy URBEOR X UINFRRIND T &,
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3 Xl T4 AE

A TOE 1%, MFD OMAMEEL L Ca v —RERE. A% v U 8he. 7 U > M&RE.
77 U AERE. SCEOMRIFELEY H UEREARML L TRy, FIHEDO L E T — 4 %
TOE WENZRIE LTV . 2y b U =27 20 L CHRIHE ORCE Y — LD b
0 L7=0 3 5HERE A £,

A TOE IZ, MFD O 9 LEF—20t X 2 ) F 4 [THET ARET — F L5}
HET D012, WA PP DEREMET DX U T o HEEAIRILT 5,

A TOE O+ 2% 2V 7 HEEOT R & LT, ATOE M EET 5, FIfFE
Bk, R PE, B, kO 2V T 4 HEELLT O 3.1 Hinvd 3.4 HiloRd,
AKTOE OtEFx =V 7 4 BBEOFEMIX, 5 FEITRT,

3.1 FAZEDEE
K TOE OFEET HHIHH OEE 23K 3-1 1TR7,

x3-1 FAZEDKRE

e=X EE
— A A WAIRRAE S PRI C, BEERE 2R 0A
ik

Normal User
A User who has been identified and authenticated

and does not have an administrative role

=g ARBIRERE SN FIHFE ©, EFELEER A ORI HE
Administrator A User who has been identified and authenticated

and has an administrative role

2B, ATOE TIT IEFE | ot % [V AT LEHE] LIFATEY , A
EEHEHALTWSHE EE) L V2T 058E ) IR LEW®RTH S,

3.2 REEE

A TOE OEET L IRERELF 3-2, K 3-3, £ 3-4 1T, TOE DIR#EEREIC
X, R B2IRTLOIHIHET —# & TSF 7 —2 O 2 /N H D, £7=, FIH
FHT =235 3-3, TSF 7 —Z13#£ 3-4 1T T X o2, SbiTimrshd,
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®3-2 REEE

E=Lu3 3] EE
D.USER FMET—4 TSFOEMEIC L KIF S 720, FIREOT-DI12F]
RFEIZL > TR SN Te T — X
Data created by and for Users that do not affect the
operation of the TSF
D.TSF TSF 7 —#% TSFOEMEICZ L 52 56 LitZewy, TOEDT=
DOTOEIZ L » TER sz T —#
Data created by and for the TOE that might affect
the operation of the TSF
x3-3 REZEFRET—F)
E2Lu3 X EE
D.USER.DOC | FIH#EZGET — | ETMELII N — Fav—oRX T, FIHEFEOGE
7 WCEENDEH
User Document Information contained in a User’s Document, in
Data electronic or hardcopy form
D.USER.JOB | fIfi#&E Y a7 FIRFE OSCGEF 1213 3CGERE Y o 7 2B 2 (F#H
wA\‘\_‘ &
7 Information related to a User’s Document or
User Job Data Document Processing Job
=34 REEETSFT—4)
B X EE
D.TSF.PROT | {Ri#EXi7= TSF | T— X D& CHLEHERKETHL2WAAEIZ X
T4 HME /N TOE O F 2 VT 4 I[CHBE RITT
H LAV, BRITFFA CTX 5 TSF 7 —#
Protected TSF TSF Data for which alteration by a User who is
Data neither the data owner nor in an Administrator role
might affect the security of the TOE, but for which
disclosure is acceptable
D.TSF.CONF | %D TSF 7 — | T — X OfiAHE THLEBERETHL 2 WFIHEIZ X

7

Confidential TSF
Data

HEBEIIIUS AN TOE O X = U T ¢ 1T
2 FAETH LAIVRWTSEF 7 — 4

TSF Data for which either disclosure or alteration
by a User who is neither the data owner nor in an
Administrator role might affect the security of the
TOE
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A TOE DIEET 2 W&k 3-5 1277,

®3-5 ER

AT

[T
KT

T.UNAUTHORIZED_ACCESS

W#E X, TOEDA v #Z 7 = —A %@ LT, TOEN
ORFELET—2~T 72 (BE, &E, -
IHIER) . £RITRAE Y a 7T — 2 2 E (WA
TUXHIER) 2008 LivZauy,

An attacker may access (read, modify, or delete) User
Document Data or change (modify or delete) User
Job Data in the TOE through one of the TOE’s

interfaces.

T.TSF_COMPROMISE

Wz T, TOEDA X7 =—2 %@L T, TOEHN
DTSFF —ZIIARET 7B AT 50 LIV,

An attacker may gain Unauthorized Access to TSF
Data in the TOE through one of the TOE’s interfaces.

T.TSF_FAILURE

TOED#EAERFF A Sl hG . TSFORRFEERNIZ K-
T, BF=2 V7 0 DBEREGISE TS LR,

A malfunction of the TSF may cause loss of security if
the TOE is permitted to operate.

T.UNAUTHORIZED_UPDATE

WEEIT, TOEICARAERY 7 =T %A A F—
VT HE LIV,

An attacker may cause the
unauthorized software on the TOE.

installation of

T.NET_COMPROMISE

WBET, Xy FUV—JlEEZE=F LI VEIEL
V352 T, BEROT—FIIT 7EALRED,
TOEDtF = V7 4 b L7V 50 b L
Uy,

An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.

Hgotexay T4 A8

AKTOE IZER SN MO EF 2 U T ¢ 7B 2K 3-6 ITR”T,
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#3-6 HMBOEFxaT 1A

e EH

P.AUTHORIZATION FIHB L, SCEALEL R OVE BRBERE 2 SE1 T 2 AN HE
Rz s s,

Users must be authorized before performing
Document Processing and administrative functions.

P.AUDIT X VT ABET T o BT 4 BRI NI
6T, £k T v arou ZiiME#E
SH, ANBIT= T 4 7 4 ~EESNR TR S
AR

Security-relevant activities must be audited and the
log of such actions must be protected and
transmitted to an External IT Entity.

P.COMMS_PROTECTION TOEIZ. LAN LD TS A A L B & 2kl T& 7
FIUTZR 57220,

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPTION TOE I & ST BT — & % 7= 13 OTSF> — 4 %
B AZ B AT 2 RAEFEME A b L — U F /8 R TRAT
T 586, TOEXZNOLDT NA A EOY T —X
ALY D2 &,

If the TOE stores User Document Data or
Confidential TSF Data on Field-Replaceable
Nonvolatile Storage Devices, it will encrypt such
data on those devices.

PKEY_MATERIAL FIHESGET — 2 £7213ME DOTSFT — % OB HIAS
HAPTRER RFERIME A b L — U D72 ORE 8D ARk
WCHG5T D97, EXO#E, YT~ Rx 7 ELE
FFEOMDH B P HIEIX, NERT 78 RAND
RS NRTNUTRERD, DOZEDAFL—UF
INA A BRI TR B 720,

Cleartext keys, submasks, random numbers, or any
other values that contribute to the creation of
encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF
Data must be protected from unauthorized access
and must not be stored on that storage device.

P.FAX_FLOW TOENPSTN” 7 7 AfERE & &4 2546 PSTN
7 7 7 Alalft L LANO R O 5B 2 (RFET %,

If the TOE provides a PSTN fax function, it will
ensure separation between the PSTN fax line and
the LAN.
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PIMAGE_OVERWRITE

SCEMIR Y g T O T £ 213 IEOESIC, TOEIZ#
DIMAZHAFTRE/ R RHEFEMEA B L —U T A A LD
FRAFEGR T — 4 & EEZIHEELR TR 5780,

Upon completion or cancellation of a Document
Processing job, the TOE shall overwrite residual
image data from its Field-Replaceable Nonvolatile
Storage Devices.
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AR St & AT mEE R ) AR

ARETIE, FBET D58 A TOE OFHOHWHZAH M tFH s LT, KATOE %
T 5 72 ORISR M OSBRI SV TRER T 5,

FRARVREICEAYT SAREH

A TOE Z T HEOFHRSRMFZ L 4-1 17T, 2D ORHESRMUN - S
ROGE. KTOE Ot 2 U7 4 BEEDSANCEMES 2 2 LIFRIES L2,

F4-1

ATiR S

E=L]

[T
T

A.PHYSICAL

TOEK O TOEDMRAF F 72134 5 7 — & OAfifilZ
GOl X2 U T 40, BREICE o TRitS

N5z e EEET 5,

Physical security, commensurate with the value of

the TOE and the data it stores or processes, is
assumed to be provided by the environment.

ANNETWORK

HEHEREIL, LANA V& 7 2 — A~DOINEN S DA
VDT 72 ANSLTOEZR#ET HZ L2 ET D,

The Operational Environment is assumed to protect
the TOE from direct, public access to its LAN
interface.

A.TRUSTED_ADMIN

TOEEHF X, V14 bOEXx2 VT ¢ HEHTHEST
TOEZEHT L &, BHINTWVD,

TOE Administrators are trusted to administer the
TOE according to site security policies.

A.TRAINED_USERS

FFA S IRIHEIL, A bovX2 U T 4 HEHC
it> TTOEAMEMT % L 5 #AFF S TV 5,

Authorized Users are trained to use the TOE
according to site security policies.

ERIREE & R

A TOE OET L EMEREE A 4-1 1ITR7 T, A TOE [ L—ki72 47 ¢ AITERE
SN, MBRORE R v U —27 Tih %D LAN F OVAREFEHREIC B LT &
o, FIAEZ, A TOE OFfE S0 LAN ([Z#ki S ii=2 74 7> h PC (—
WFRE 2 94T NV AT HEHE 7 747 ) ZHEAELTARTOE 2 H

ERAR
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YATLEEE
DAATIE | N\ .--mte- _ TOE
-Web 7594 \ LAN TURIAEEH
YAT L Y ,
gmEx ST
BLEER
[ E&7-N
[ AREE
\\\ @ﬁm .-"‘ % %
_ﬂiﬁlﬁq% AT L
FEE
E4-1 TOEMEMIRE

K TOE O3#EHBREL OAE RS & LU IR T,

(1) —FIHEZ Z47 b

—RFNHEMERTHULHD PC THDH, Web 77 U & TOE HO TV 4
RIANNULETH S, KFHMETIELLTOY 7 bo =7 &2,

+ OS : Windows 10, Windows 11
+ Web~” 7 7 : Microsoft Edge, FireFox

s T B RTAN (BLETANDEDRAL ) R_R—3 g 4EEAE)

PCL6 Print Driver Version 7.0.5
Q) VAT LEBE I F4 T b

11
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AT NEBEMNMERAT A PC ThHbH, Web 77 U RNETHSH, K
M TIZLL T DY 7 h = 7 A4,

+ OS : Windows 10, Windows 11
+ Web 7' 7 ¥ : Microsoft Edge. FireFox

(3) Mail #—

TOE /»SFRIHE OLET — 2 k5T 2561+ 5, TLS 1.2 XISD
SMTP 7'v b3z HhR—F T2V 7 MU =T PRETHDH, AFHITIILLTO
V7 by =T Hf,

+0OS: Cent 0OS 7.9
+ Mail #—/~ : Postfix version 2.10.1

(4) B Y —

TOE DR LI-EA 0 7 &7+ 5% —Th %, TLS 1.2 %50 Syslog 7
2 RanEYFR—TEY T N 2T RLETHD, REBCIELLFO Y 7 b
1717%{95)2H0

c0S:Cent0S 7.9
- BEAE - — N rsyslog 8.24.0

B, AERITOREINTWS TOE LSO N— R =27 KON 7 b o =7 O
PEIFIAFHI O Ty (HIGEETEL280 8T 5),

4.3 ERIRIRIC & 1T S TOESEH

K TOE O S8R, KUY, AFHl THRIES 5 A TOE OfREICIX, LT D
HIFID B D,

(1) FHEHSH— K7 747~ PC

TOE L ##E L CEMET AR — R/ T4 7 0 FPCHREF 2T ITEH SN
HZEF, BHEAODEMELTHD,

12
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5 T—F% TV F BT SH1ER
AKETIZ, A TOE OFiPH & FE MR 25T 5,
5.1 TOEER LA VR—F Y MEK
TOE (X, MERF T a r Zf# L7z MFD O&KTH 5,

TOE O#2#td 2 8&REIX, MFD OIEARKREL ¥ X = U T A HRRE TN S LD,
MFD OEARERETH 2 = ' —HRE. A+ HKRE. 7 U » MERE. 7 7 7 ABKRE.
LEORMAELEBY HLEREIZOWTIE, 11 EEZZR, UT, TOEDEFX=2U7 «
BRI O W TR T %,

(1) WREREMRE

ABEREIZ. TOE OFHFE %, FIHE D ID L/NRA Y — R CTiltnllFdaEd 2 F6E T
%, AREREIL, LITIRT TOE O ARFZEH S b,

- FIFHZED, MFD O#fE 2V, 77472 s PCDWeb 77U, 754
T RPCOTY A RT A5 TOE #EHT 5 & &,

AREREIT. FRAIFRAEZ MR 272012, LN ORI 2 2 T\ 5,

s /IR — RROFIR,
+ 18 U 72 RRRIE I BRF O R RERIE DA 1L
* RORERREN TR . —ERFRIEREDR W E O v v a T,

(2) 7 7 & Ak EE

AHEREIT. MFD OIEAMRE THIME 7 — % 28Ed 5 L iz, FIHET —4
DT 7 AKIHZIT OB TH D, 7 7 v ZAHNL, FIPET —Z O & E#
&L FIHFE OBHIE B OEENZ SN TS,

(3) 7 —Z 5L bkae

AHgEEIL. TOE WEIIRFET 27 — 2 RONBET — & 25T 2 HiETh 2,
(A7 T — & ORFE{LIE 88 256 £~ b O AES CBC & — R& 7 5, @57 —
5 O EALIE T4) mEFEERE] O SEE7 v F=a LTSS,

W gid, HEROWE 21557 b o B —2FoR A ka2 IV TAR S
o,

(4) =EEEEHRE
APEREIX.TOE & A IT B2k & O OdET — & & [ ZdfE 7' = b 2L TLS

1.2 CIR#ET DHEEETH D,

13



JISEC-CC-CRP-C0811-01-2024

G) BX =2V T ¢ EPEEAE

ARREIL. %2 U7 RREORES £ AT NERFIHIT 5 TH 5.
L, —RIAE T, AADSAY— ROEERTHETHS,

6) Ex= U7 B AiaE

AHEHEIL, X ) T I o BE RSB R /L LTER L, B
P NEETHMEETH D,

Fo, ARSI ER 2 71X TOE WEHIZ B IRFES L, (RMERELZHE X 256
R b VR AETEE L T LW e ZRMRFE SN D, (RESNZEEr S
X, 7 74T FPCOWeb 77 UWnG, VAT LEBERLITNL Y o— R
THZLENTED,

(7) el B RE

AHEREIL TOE BIHIC T 7 — 50 = 7 DF = » 7 4 AR ORI RO EHT)
IFa7 A N T REIES | 77— A0 = T EHHCHHIR T 7 — b =7 OBFE
E BET HHRE T B,

(®) PSTN 7 7 7 A-% v k7 —2 R4 BibkhE

AHgREIE, AREFEFIFME (PSTN) & LAN Z 0t d 2HRETH 5, BRI
#RiE2:5 TOE 2k LT LAN IZ7 —Z =254 2 2 LT TE R0,

(9) 2 FL—T 0 FEX WLk

ABgRelL, TOE OHAREREDORK T £ 72 13HM MH OHIFREAEIZ L > T, TOE 28
MMEOXET —Z 2 IR DB, XET —Z B3 S Tz TOE WEO
N— RT 4 A7 EE O E EESHET OSHETH D,

5.2 ITIREE

TOE IZ.LAN %ZJr L THFEY— s T4 7 | PC Li#E%1T 5, TOE DI(4)
rfEEIEEAEAE] 13, T IT RS L L THRI SN, LT 1 b= zfl
)EH‘a_‘éO
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