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x3-1 FRAEDRKRE

B E&E
— A FRBIRRRE S LT FI A ©, BEEEBI Z R e WRI R
A User who has been identified and authenticated and does
Normal User not have an administrative role
EEE FRBIRRRE S LRI ©, EEE B 2 FF ORI HE
A User who has been identified and authenticated and has an
Administrator administrative role
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A TOE OBET HIREGEL LK 3-2, £ 3-3. £ 3-41rF, TOE OIR#EERE
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Data created by and for Users that do not affect
the operation of the TSF
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72® TOE (2 L » TIEk S =T7 —#
Data created by and for the TOE that might
affect the operation of the TSF
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D.USER.DOC | FIH#EXET— | ETHELIFN—Rabv—olEA T, HHEDOXL
v BIEEND W
User Document | Information contained in a User’s Document, in
Data electronic or hardcopy form
D.USER.JOB | #IfHFH v a7 FIHZE OSCGEE 3 CERR Y 2 712 EET 515
T—H w
User Job Data Information related to a User’s Document or
Document Processing Job
®3-4 REZETSF 7—43)
E2Lu3 R EE
D.TSF.PROT | fR# S 7= TSF | 7 — X OFAH THLEHERE THL Z2WHIHEIC
T—H XU SANTOE DXV T 1T 8% KT
Protected TSF TH LRV, ZREIFTATES TSF 77—
Data A
TSF Data for which alteration by a User who is
neither the data owner nor in an Administrator
role might affect the security of the TOE, but
for which disclosure is acceptable
D.TSF.CONF | D TSF 7— | 7 — X DA #H THEHEHREITHL Z2WFIHEIC

i
Confidential
TSF Data

KOBREFTIIUSANTOE DEF U T 412
WL RIETHE LV TSF 7 —#

TSF Data for which either disclosure or
alteration by a User who is neither the data
owner nor in an Administrator role might affect
the security of the TOE
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T.UNAUTHORIZED_ACCESS

BEBFIX, TOE DA %7 = —A %@L T, TOE
NOFIHESLET —2~7 782 (W&, W&, £
TIXHIBR) . FRITFAE Y a 77— 2 2 LT (K
EETITHIER) 5000 LR,

An attacker may access (read, modify, or delete)
User Document Data or change (modify or delete)
User Job Data in the TOE through one of the
TOE’s interfaces.

T.TSF_COMPROMISE

WEEF X, TOE OA 47 = —A%i@ LT, TOE
WO TSF 7 —XICRIET 7 82T 5008 L
AN

An attacker may gain Unauthorized Access to
TSF Data in the TOE through one of the TOE’s
interfaces.

T.TSF_FAILURE

TOE OEENFF Al SN 7254, TSF OFRIEER)IC
FoT, X2V T OBERESISEZT N LA
720N,

A malfunction of the TSF may cause loss of
security if the TOE is permitted to operate.

T.UNAUTHORIZED_UPDATE

WeEEIL, TOEICRIERY 7 MU =T %A A
=T b LR,

An attacker may cause the installation of
unauthorized software on the TOE.

T.NET_COMPROMISE

WEEFIL, Xy NIV—7BEEZE=F LIV EEL
720352 LT BEYOT XTI EALEZ
V. TOEDEFx =2V 7 42k LIV 4 25000
LiL7gvy,

An attacker may access data in transit or
otherwise compromise the security of the TOE by
monitoring or manipulating network
communication.
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=36 HBOEX )T 1A
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P.AUTHORIZATION

R 1T, SCERLEE K OVE B RE &2 51T 9" D AT
R H SRT T B 720,

Users must be authorized before performing
Document Processing and administrative
functions.

P.AUDIT

XV T ABET T4 BT 1 iFEES R TN
ERbd, L0k 5RTrvaron ZiikiE
S, SN IT =27 1 T 4 ~FE ST hiEe
SRANAN

Security-relevant activities must be audited and
the log of such actions must be protected and
transmitted to an External IT Entity.

P.COMMS_PROTECTION

TOE X, LAN EOMOT /A4 X & B H %5 Tx
RITHIT R B,

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPTION

TOE 23 FIHEXLET — ¥ £7213R%E O TSF 7 — 4
Z BLHIAZ A R RE 72 REEREME AR N L — U7 /8 TR
79 5% 6, TOEIXZZNHDT /A A D%
T—HEEEETHZ L,

If the TOE stores User Document Data or
Confidential TSF Data on Field-Replaceable
Nonvolatile Storage Devices, it will encrypt such
data on those devices.

PKEY_MATERIAL

R CET — 2 £7213MW% O TSF 7 — & 08
HATRE R ARFERNE R B L— 2 D72 O B4 4
RICTHGT D897, FXofk, b7~
B, F320M0H P LEIZ, RERT 7B
MO S NRTNIER B2V, IDOFEDA R L—
DTN A BIRAE ST R B R0,

Cleartext keys, submasks, random numbers, or
any other values that contribute to the creation of
encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential
TSF Data must be protected from unauthorized
access and must not be stored on that storage
device.

P.FAX_FLOW

TOE 7% PSTN 7 7 7 AfRe 2 et 2 554,
PSTN 7 7 7 A[alft & LAN O D558 & RFEd
Do

If the TOE provides a PSTN fax function, it will

ensure separation between the PSTN fax line and
the LAN.
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ARETIE, BET DHE 23K TOE OFHOHWrHZAH M2 FH#H s LT, ATOE %
T 5 72 ORISR M OSBRI SOV TRER T 5,

4.1 HERAXVREICET SRS

A TOE Z T DEOFHRSRMFZ L 4-1 17T, 2D DORHRSRMUN S
ROGE. KTOE Ot 2 U7 4 BEEDSANCEMES 2 2 LIFRIES L2,

F4-1 BHIREM

& E &
A.PHYSICAL TOE. NOTOE DMRIEE T2 1T 57— % OAff
EIZRA ST T 4, BEICK > TR
fltans Z L 2MBET S,

Physical security, commensurate with the value of
the TOE and the data it stores or processes, is
assumed to be provided by the environment.

ANETWORK HEAREEIX, LAN A V& 7 2 —ZA~ONN GO
EHEOT 7B AE TOE 2 {ri&ET 5 Z L 2 ET
Do

The Operational Environment is assumed to

protect the TOE from direct, public access to its
LAN interface.

A.TRUSTED_ADMIN TOE E#EIX. VA bOvX=2V T 4 eI
TTOE #EHT 2L, FHEHINATWD,

TOE Administrators are trusted to administer the
TOE according to site security policies.

A.TRAINED_USERS A S NTFAHE IR, A boEx U T 0 H#HIC
WE->TTOE ZfEHT 5 X oHFIHINTND,
Authorized Users are trained to use the TOE
according to site security policies.
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(1) 7747k PC
FHEDERT2UHDO PC THD, UTDY T MU =T RULETHD,
+ OS : Windows 10
TV HRTAN
SHARP <A{KDHF>PCL6 K7 A 73— 04.00.08.17
- Web 7 7 7
Microsoft Edge 116
Q) EEY——

AKTOE IZX YV ERSNIEE R 72 RGFT DO DEEY — 1 "—Th %,
syslog 7’1 ha /L&A L, TLS 1.2 IZxfi L TV TER B 7L,
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AZEAMTlE. Postfix ver.2.10.1 Z{# A,
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AREAECTrx. Windows 10 (24 @ Microsoft Internet Information
Services ver.10.0.19041.2130 % .
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« 7747k PC(Web 77 ) : HT'TP over TLS

« P T7AT 2 RN PC(FY % KT 43 IPP over TLS
« BEASH— X— : syslog over TLS

« A—)LH—,3—: SMTP over TLS

« FTP #—/3— : FTP over TLS

« F8FEY— 3— : LDAP over TLS

14



JISEC-CC-CRP-C0808-01-2024

BEmRfTrFa Ak

K TOE OHA X ZADOi#H 3 6-1 L OE 6-2 (TrT, AATIE) BP-
B550WD % 7213 BP-B540WR T& 2% TOE O H A X v AWK 6-1, AAKEIEH BP-
B547WD % 7-1% BP-B537TWR T& % TOE DA X2 A )% 6-2 T 5, TOE D
FIUAE L, AHES2W7-T720 TRt R = A > b O+ 70 Bifig & BsE R ER S
D

#6-1 i1 &> X (BP-B550WD % 7=(d BP-B540WR)

2% N—o3v

Start Guide

TINSE2441QSZZ YT1

Quick Start Guide

bpb550wd_qsg_0la_us

User’s Manual

bpb550wd_usr_0la_en

Software Setup Guide

software-setup_a30-02a_en

Data Security Kit Operation Guide bp70C65_dk1l_0la_en
Data Security Kit Notice Q1-1
How to set up this product to be the “Protection m3-1

Profile for Hardcopy Devices” compliant

#6-2 i1 # >R (BP-B547WD #F7=(d BP-B537WR)

2 ¥ N—o3y
Start Guide TINSM2442QSZZ CR1
Quick Start Guide bpb547wd_qgsg_0la_en
User’s Manual bpb547wd_usr_0la_en
Software Setup Guide software-setup_a30-02a_en
Data Security Kit Operation Guide bp70C65_dk1l_0la_en
Data Security Kit Notice Q1-1
How to set up this product to be the “Protection m3-1
Profile for Hardcopy Devices” compliant

15



7.1

7.2

7.3

JISEC-CC-CRP-C0808-01-2024

STMAERRC &k HEEER R VSR
ST 455 B

A FE M U7 — R FE AN IT EX 2V 75 o'y 2 — SHlEHIE, IT EX =2V
T 4 PR OGREFHI I L 0 KGR S D & & 12 ILAC ([EESERBR TR E W S HkE)
DOFIEAGRIIHINGE U T2 EHEET a7 AT Bk AR 53 B iy s R e & o
H—) ICEVREEZITTEY ., i EH RO OD~R T A N R OEEZED
TWEMEIC DWW T OESRFEIHZN M- L CWD Z ERNEMICHER STV 5,
I A&

S, WA PP AAERT S CC 28— b 3 DIRFFEEIZ ST, CEM ICHE S
=T E R ONE S PP OIRGET 77 4 © 5 4 Z W Thiviz,

I

FHEZE OFEHIL, AR S EICB W THE Sz, FHMiiEREETIL. A TOE @
I CEM DU —7 2=y K O#EAE PP DIRGET 7T 4 ©7 4 Z & OFHENE
KOV B A 3Bl 5,

ST SE e B =

PUF, SRS & X 5 3l 320 o B 2 7~ 4,

P, SR 54ES AT, D64 1 HiMlilEEOTERE b Te T L
Too REAMAEREIX. BAZEE D> ORI B3 2 5L iRt — Kot 22 1), —E#

DOFHIIZI T HREHLE A LTz, 72, 5F 5 4 8~9 AICBFE A b CrHiliE
T A N EFEE LT,

SRS S oo T2 O R AT, REEL B a— & LCRRR EN T, AR
~E XN,

IO ORI, FHmEERE & OBRRE DR L0 b, SRS E IS U
77

16



7.4

7.4.1

7.4.2

JISEC-CC-CRP-C0808-01-2024
MEATX b+

A, Al OERE TR S AL BGE L 72— D, ®/andtx 207 o
FEREDNHERICEI SN TN D Z & 2RGET D 12O ORFMEIMAZLT 2 b K OVasatERE
IS SFHERAT A & EAT LTz,

BFEETA b
AFHMIZ BT, BIRE T A MIMEGFEEICITE TR0,
FEEHRII TR b

PR X, FEM O TR SAVZEELN D . B OEF 2 U T ¢ BEEED I T HE
BFENTWD Z & ZRGET 272D OFHIlAMSLT 2~ (LT RSZT 2 b & 9,)
e UTe, Rl S ERL LML T A &2 LU ICEAT 2,

(1) I TR FEREE

PSTT A P OBEEIT, K 4-1 127 L7 TOE OEHBEICHE LR Th b, M
ST A S DOBREECEA LML A 71 1T,

R7-1 I TR MRIEOER M

HE R B

- SHARP BP-B550WD fax-standard model with BP-FR12U
N— 3 > 0110M300

- SHARP BP-B537WR fax-standard model with BP-FR12U
N— 3 2 0110M300

AT — N — rsyslog ver.8.24.0

A=t — X — Postfix ver.2.10.1

FTP H—/3— Microsoft Internet Information Services ver.10.0.19041.2130
FOREY— N — openLDAP ver.2.4.44

7747 K PC OS : Windows 10

Web 77 7 .
+ Microsoft Edge 116

TV HERT AN
- SHARP BP-B550WD PCL6 04.00.08.17
- SHARP BP-B537WR PCL6 04.00.08.17

MSET A S ORERIE, ST IZEBWTHRAI LT 5 TOE O & LLT D KL 9 72
EWRH D, iHBE L. 2o O@EWICHEEIL R < FHliE O EE U727 A R
WL - T, STIZEWTHA STV D TOE OO x = U 7 ¢ #EE E U
TANINTEERZ2TZENTE L EHE LTS,

@O 7 & FRZ O

17



JISEC-CC-CRP-C0808-01-2024

2 #® TOE #%5T/r L7= TOE OfFEICIT, LLTFD L 9 fi&EIc Xk, Eko
RN G FN TV D,

- FIRER i

FHEOEX 2 T A HEBIIFRCTHY . LRROMHERZBE L TRET L 2 #
a7 AT 5Z LT, TOE SO X2 U T A ENT A FShiz s BT
ZEMTE D L, FHIlFEIHEBTL T D,

@ TAMNICERSNEZT 77— 727 O

MANLT A N TlE, B EHEDOHEZRDOT-DIZ, TOE D7 7 —A 7 =7 Ofb Y
W2, TAMELE SN 7 7 —2 0 =7 MEH Sz, 7 A MRIROBESHEEED
EV 2= /VIRA—THY, 7 A MNHICERE SNHSITEEL L2202, T X
MNAZ 7 =0 =TIZEDT A MNIRYTHD & FHBHITHET L T\ D,

@ 72 MY —voEhnfEH

MNLT A R THE, BIET — % OERSE T, B S HEEOHRR ED=dls, T A
FHOY —LMER SN, FROHDT A MY — /LD YT E 1 L - T
WENTWES,

(2) ¥h3ITR MEEER
S DO FEME LTS T A MILLTOEHBY Th A,

a) MIITRFDESR
R 2SS PP OER K O S 7o Al R S B R LN T
A N OBLR A LLFITRT,
<JNLT A DBLE >
O X272 Ex 2V 7 o HEEZEM: (SFR) Z&ICiERT 2.
@ BEETNLITY RLDOFEENE LW L 2RI 5,

b) MITR MEE
APAM# A3 e L7207 2 R OBEBIILL RO L B0 Th D,
<HMSLT A b FHE>
TOE (2% LT, TOE O/ SxL, 2 I 7> FPC, T2 NV —L%
AL TANZTO, ZDSLEVELUTOFETHEE LT,

SHFNN, TOE DI A 2 7 = — A BFERTRER 581X, TOE
DOINERA B 7 = —AEFHT 5,

18



7.4.3

JISEC-CC-CRP-C0808-01-2024

SAHFNN, TOE O A v B T 2 — ANLIERTX 2 WEAIT. 7
ANHZ7 77— =7 &#FHT 5,

<JNLT A N DEENE >
PSETF A M. FMEFIC L - T 3 EEEMI N,

WALT A b OBURICHHE L7 A MNEER T2 1R T

R7-2 EELEMITR

#lm TRAMEE

©) X2 VT o BERE DR
#45 PP O SFR Z L ITHRESNIRAET 7 7 4 ©7 4. £721E, SFR O ZEfF:
WZESWTER LT A MHBIZED, T XTOEF 2V 7 ¢ e AR E
BOICEIEST D Z & 2GR T D,

@ 57 L2 R LD FEEDOHER

TOEIZA Y A M= LT A MNHT B 7T A%MHLT, LTOK ST /LA
URXLPHARE BV IZHEEISNTWD Z & 2R T D,
RSA@EARL, B4 A /T
ECDSACE 4 #i7iE)
AES-ECB-128, AES-ECB-256, AES-CBC-128, AES-CBC-256, AES-
GCM-128, AES-GCM-256
SHA-1, SHA-256, SHA-384, SHA-512
HMAC-SHA-1, HMAC-SHA-256, HMAC-SHA-384
CTR_DRBG

o R

AN 2N FE M L 72T R TOMNET A MIIELLSET L, #Hli& X TOE 055 %
WEMERS LT, RHliE X, 3 X3TOT X MR EHIFGF SN D52 F VR —E L Tn
L LS Lz,

FEERAT R b

AL E X, RO TR SRR D . FRE S D TEABRET L B L UL
BOWTRER SN OMETMEL e 2 aietER S 5 b DIZ >N T, FHEFRAT A b (B
T IMRBATAR EWH,) ZBRLUEM LT, dHENERE LIZRAT A MELT
(2R %,

19



JISEC-CC-CRP-C0808-01-2024

(1) BATR MEER
A AN I L2 RAT A OBFUILL T O L B0 TH D,

a) BRINDHEHBEN
AL, RS AV RELE RO AR O IR & U | IBER R a9 2 BRER
L. RBAT A bz b8 L4 % LUT Offggatt 2 L7,

O TOEICEXK L2V y hT—Z7 R — EBRHNTWARENH D, £,
TOE TH@ L T\ oxry NV —7 % —E R ZAHOKEFIEDFIET DI
Bnd D,

@ TOE ® Web A > # 7 = — AN O M tENrET D8ERH 5,

@ TOE OHIBALELIZ A DOWEEFENFIET D EN B 5,

@ TOE O#fE v, TV Z RTANKERWeb A V4 72— ANDHDAR
ERAINCED | FRBIRGHEEED A RS2 SN DIBENRH D,

® TOENTLS 7 74 7 > k& LTEET BRI e 0 — SFEEOfiE
PR WESS MR T D AT REME D B D

b) BATA FOHE
M L, ER R IR E N S S ATREE A T B 72 dIs, LLF DR
AT A N &S LT,

<fFAT A EREE>
RAT A FOBEIL, MLT X FOBREIC, BAT A NHOY—LEB
MLEERETHD, BATANCHERALEZEY —VE2F 7-3 17T,

R7-3 RATAMRAY—IL

E2E BE - FIREM
Nmap 7.93 FIA®ge2 %y N = R— M+ 5Y—1
Nessus 10.4.1 X v b U =27 R— hOXNOKEEEE R 5 Y —L
OWASP ZAP 2.12.0 Web 7 7'V or—3 g o OMagE 224 5 Y —L

Active scanner rules(beta)
N— 3 40.0.0 Z380

PRET 0.40 FIURALEE DR & 72 ffasgtt & i3 5 Y — b

<ARAT A b OENRHEA >
B S D MEIME & RIS T HRAT A FPNAEERT-4 1T,

20



JISEC-CC-CRP-C0808-01-2024

R7-4 RATAMEE

fEsetE T A MEE

@ | *Nmap ZffH L T, TOE ([ZEENDFK Yy bV —27R— FBRAWV T RND
L EERT D,
* Nessus i L T, TOE THEI L CWA Xy U —7 P —E R A
FIMENR RN & AR
® 0%%PﬂW%ﬁ%LfTOE@W@4/ﬁ7I—x INHD JEgetE D
ELRWZ & 2HERT 5,
® | *PRET A v ¥ —%y b TAFLZHBEa— F&EH L T, TOE OHIRIL
HZAFIDOMEFIVER 720N 2 & Z R D,
@ | + TOE 0#fE x, TV Z FITANKRWeb £ ¥ T =2—AZHBNT,
AIETR A 2 584 S 2 W[ REMED & 5 30575152 A ) L TH, TOE ICRIEZR 5
DBEVWNRREAELLWT EEMERT 5D,
G | * TLS O —  GEREFEDOKFELEH Z TOE AIEL < EfL TWD Z &z A —/L
B IZ B W THERT 5

c) R
FEME A FESE LR AT A STk, ABET D BBRAE S & RO BB E AN E A AT
BEZe MEgs PRI IR SN2 o 72,

7.5 @RI DT

KREHOFIHE & 72 D TOE ORGSR, 6 BEITR LTc A ¥ v ARk ST
W5 EEYTHD, KTOE ZiHMili CRIESNTZ & BV ICZRIMEHT 57201
IE, A X ADFLRD LBV IZ TOE Z5%E LT LR b7, A X AL
RIRDBEIC LI aid, Al & D PRAEDRIR TITZR WY,

7.6 B EEES
ML, Rl EE B o> CTARTOE 28 CEM OV —7 2= MR #EH PP O
RAET 7T 4 BT 4 OFT X T &l LT\ 5 &Il L7z,
P TIZLL I DWW CRERR STz,
PP 5 -
Protection Profile for Hardcopy Devices 1.0 dated September 10, 2015
Protection Profile for Hardcopy Devices - v1.0 Errata #1, June 2017
[IhN—FRabt—TF M 2AQTaTrrvaryra7y )] #@MaORiEERME:

[ZOWTDOHA RF7 A [16]

- FCS_RBG _EXT.1 OF A Mz #ET AHEIZHOWT
- FCS_TLS_EXT.1.1 ®F & M4 AH@EIZ OV T

21



JISEC-CC-CRP-C0808-01-2024

X2 VT BB E . aE'r s T7A4T7 V)T N—12 B
X2 VT g RGEE . aE® 7 IA4T7 YT =13 G

S OFER E LT, A PP RNERT LU TOMRGEa > R—F3> MMZHoWT T4
Kl HIENENT-,

ASE_INT.1, ASE_CCL.1, ASE_SPD.1, ASE_OBJ.1, ASE_ECD.1,
ASE_REQ.1, ASE_TSS.1, ADV_FSP.1, AGD_OPE.1, AGD_PRE.1,
ALC_CMC.1,ALC_CMS.1, ATE_IND.1, AVA_VAN.1

A ORE RIT, 2 FISFEE S Z@ANC —ET % TOE IZ L > T S b DD
TS D,

7.7 FEEa A MENE
P T T R & TS A I, BT,

22



8.1

8.2

JISEC-CC-CRP-C0808-01-2024

RELEE

PORERERIE, AR TRAEAER L VR S DK BRI E B L1, LT OB
TRERIEZ FEhE L7,

O FBHINFHHEEZY 7Y 7L, TONELZREL, BiE+ 25 CEM @
U—ra=y NG PP OREHET 7T 4 T 4 DNl G ECTRINT L
NNCFHHEENTWAH Z &,

@ Rl R S VISR ORI ORI 2 TH D Z L,

@  FHlES R S MR OFHE 5 52 CEM R OV A PP ORFET 7 7 «
BT AICHEELTWND I L,

IO OFRBFEICR W TR SN EFHEE nquI/t 2—& LR L, #FAfh
*%%E\EJ - %{Tj‘ L/7LCO v nﬂi%%g i ZIK ST &U\nzl:ﬁﬁi& j;OI/\VC mu nftl/t :L"_‘VC:T:EI
i SRR R SN TWD Z & A fEsd L, Zlimu REREF AT LT

ARRLAER

AR & 0 £ S 7R S L K& OB 2 R RE AL R & BRGIE L 72 R
RAEFEBSIE. A TOE OFHiANE A PP OERT HIRGEE AN 727 6 O & g
60

IEFE

AKTOE ([ZHIRD & HilzEa i, 4.2 HEHBREL LR kO 175 GRS
DNT] OFEHNEZ S L, A TOE OFHiief R EOZSRFHD, 45
HOBET HEAFHCEE L TWDNE I DNEEBLETH D,

BEAy 5 — 2 DBEZEH— S ~DRE(E N LT 35A. #E SR L % ) Web ~2—
U A e IR SIUD, TOR BEE— 5 OFER&HA D5,
FIXEE A L= VICEET D UERH D,

MR =

RrlZ7e L,

23



10

JISEC-CC-CRP-C0808-01-2024

tXa)T4 32—y bk

AKTOE D=l 7 4 %Z—4y M12lid, AREZ L IIHICEL LT TFD L
Bt b,

AR SHARP BP-B550WD / B547WD / B540WR / B537WR fax-
standard model with BP-FR12U &%=V 7 ¢ ¥—% v |

N—T=zr: 1.02

FEATH @ 202349 A4 19 H

TERCE - Ty — TR

24



11

FHzE

JISEC-CC-CRP-C0808-01-2024

KEETHEN SN CCIZHET IFEZ LI FIORT,

cC Common Criteria for Information Technology Security
Evaluation (&% = U 7 ¢ #HAlli 2L 1E)
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Multifunction Device
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