JISEC-CC-CRP-C0793-01-2023

Jisec

E'illl
-
o
i

ARSE ﬁ&&k%ﬁ
HER ik 0

IT# 5 (TOE)

HEE=fr e (ZfES) SF5FE4H 208 (ITHRFE3846)

oS il JISEC-C0793

Canon imageRUNNER ADVANCE DX C39935KG/
C39930KG/C39926KG/C39922KG/C3935F/C39351/
C3930F/C39301/C3930/C3926F/C39261/C3926/C3922i/
C3922 with Fax & PDL

LSRR

N—=Va kY Y —2%F%5 | 310

5 A2 v ) RS

FERE LI & Fuarrarrarr A e, CCR— FYEIE

Protection Profile for Hardcopy Devices 1.0
Tar s varyrazyAN dated September 10, 2015
(GRFERR: JISEC-C0553)

ITEx =2 V7 ¢ MBI D4R | kXNt ECSEC Laboratory #Hifit & —

FROTOEIZ DWW T ORHiIIE, LTFTO LB THDHZ LE2RIAELTZOTHREL 7,
AF54E10H 13H
X2 VT2 — XU T o HEEAmE
B BE R E

FHIEEES - [ITEF= )7 4 AR ORERHEOEARRE] TED D TROBKIZES
TRl iz,

(D Common Criteria for Information Technology Security Evaluation Version 3.1 Release 5

@ Common Methodology for Information Technology Security Evaluation Version 3.1 Release 5

AR - O

[Canon imageRUNNER ADVANCE DX C39935KG/C39930KG/C39926KG/C39922KG/
C3935F/C39351/C3930F/C39301/C3930/C3926F/C39261/C3926/C39221/C3922 with Fax &
PDL /"—2 = > 310] &, MNATEOE NG SALBRHEERERSE 3 B 00 DIT® ¥ = U 7 4 FRAE (IS
B9 2 ERFIHICHE, EO DTS G252 T, FTE ORAEE: 2072 LTz,



JISEC-CC-CRP-C0793-01-2023

EPN

T R ettt ettt ettt ettt et ettt et et ae et et aeeaeaes 1
L1 AR R E T oottt 1
111 a7 7 yar7uaTd y A VETIIREE S Y 7 =2 e 1
1.1.2  TOEE T X 2 U T A BEEEME oot 1
1121 B E TR 2 U T AR IRITEE oo 2
1.1.2.2 BB B e 2
11,3 BEETHIH oottt ettt ettt aae 2
1.2 BEAMODTZH coovieieeeeeeeeeeece ettt ettt 3
1.8 BHAI DD RERIE oottt ettt ettt ettt ettt ettt et et e ettt et te et e nreenee s 3
2 TOETEB vttt ettt 4
e SR R G 5 2 LSOO SRRSO 6

3.1 FUFHFE DBEE oottt ettt ettt enens 6
B.2  EFEIE L oottt ettt ae s 6
Be8 I oottt ettt ettt ettt 8
3.4 FHRRD B 2 U T 4 TR e e 8

4 ATFRERAE & RTAMBEIH O BATEAL cooveveeeeeeeeeeeeeeeeee et 10
4.1 R OB BT D IR oo 10
4.2 TEFIBRBE LA oottt ettt eas 10
4.3  GEFABRBEICISIT DTOERIH ...cooveeeeeeeeeeeee ettt 12

5 T AT T T R T B T D I oot 13
5.1 TOEBEFRE T2 TR =L PE oo 13
5.2 ITERBE oottt ettt ettt ettt ettt ettt ae s 15
6 BUETRIT B0 2 A U B ettt 16
SRR & 2 FTAR FEHE B UG TR ettt 18
TL BB oottt ettt enens 18
T.2 BT TTIE oottt b et b et et nseaen e 18
7.3 BFHIFEHEBETE «.ooooeeeeeeeeeeeeee ettt ettt ettt n ettt aens 18
Td BLELT AR et ettt ettt ettt ettt 19
TA L BHZEFT A D oottt 19
742 G TENTT A R ettt ettt 19
T.4.3  FHEEIR AT A B ettt 22
7.5 BB IZ DU N T oottt n st et aeas 23
T8 A A R ettt 24
TT R T A S N e 24
8 FRRIETEME cvvcvevevereveeeeeee ettt ettt ettt ettt et a ettt a et et s s 25

8.1 FRFEAE IR et 25



JISEC-CC-CRP-C0793-01-2023

8.2 TR TH oottt ettt ettt et et et et an ettt et et e ae et etean et teaneseas 25
D BB T ettt ettt se e 26
10 B L U T A F 7 0 D et 26
IL R oottt ettt ettt n e anneee 27

12 B 29



11

111

1.1.2

JISEC-CC-CRP-C0793-01-2023

EREN

DOFEGEREEIL, v/ VA SH03H% L7z [Canon imageRUNNER
ADVANCE DX C39935KG/C39930KG/C39926KG/C39922KG/C3935F/C39351/
C3930F/C39301/C3930/C3926F/C39261/C3926/C39221/C3922 with Fax & PDL
N— 3 310) (LAF IRKTOE] £vv9,) (Z2oWTEX &4 ECSEC Laboratory
Pl 2 — (LT TRHIERS) o) 3 54FE9H 1 RIZE T L IT X =
U7 4 fHiId L. ZORNBEORBGER R Z HFEH ThH L F v /) UHRASHICHE T
L& & BT, ATOE IZL AR OPFEECHBEF I L X2 U T o Hla it
TLHLDTHD,

AFFEAEEOHTEA L. 10 =D X=2) T 02—y (LLF IST] &1n9,)
PP SN2, BRICAK TOE Ot % 2 U 7 ¢ BEREEEME, fRFFEM: & O O+451E
OB, STIZBWTEHERIL TV,

Zlinm uE?& 0i\ 2': TOE %Eﬁ)\?‘ég)ﬁé%&%m%k*aﬂi L/fl/\%) zlgnm nft%&ﬂ:
X, AR TOE 2N E T 2B ISV GERE R 2R~ T O TH Y | fH3]0
ITRMEZDLDERIET 56D TIIRNT LITHE SN,

ETAM T SR B R E
K TOE OfRE, HEHRMOMELZ LI FIORT, sbllix 2 LB EZSHROZ L,
JOF92arFai A IVERIRRIENYS—3

AKTOE X k7 uaTr 7 varrua7yA[14]1[15] (LLF ES PP &V 9,)
AT 5,

Protection Profile for Hardcopy Devices 1.0 dated September 10, 2015
(GRFER%R]: JISEC-C0553)

TOEE XY 7 1 #aetE

ATOE X, 7'V > MERE, A% v eE, = U —MRE. 7 7 7 ABeE. RO,
EORFEHRY H LRz IR o7 2 V868 (LI TMFP) &vw9H,) T
b5,

K TOE 4. MFP O 5 SCHF — 2 0t % 2 U 7 ¢ [T 5 e 7 — 4 575
BINT-VLHISAVEINTZNTHZLEBIET A2, A PP NERT LIS =
R T e



JISEC-CC-CRP-C0793-01-2023

IN6DEF 2T 4 BEREEMEICOWT, £ OBFEHT# O RV & F2ED IEMENEIC
DOWTIES PP 32K 2 PRAEEA(F O TR M T Havz,

K TOE EET 2 E B OFHRICOWTIIRED LB Th D,

1.1.2.1 ERELFT) T4 /KA
A TOE X, YA FOEBAEIEELTWD,

TOE ORFEEHETH HFNHEDOLET =X L X2 U 7 (ielic 222
F— %1% TOE OFREAREMESL. TOE RS SN TWAE Ry U —27 ~DORIEA
TIRAZE ST, BBEINEVRSALENTVTIEEBNH D,

72, TOE HEDOgES, RIERY 7 v =T DA A =112k, TOE ®
X2 T A EENELDNDIERDH D,

ZI G DBBICHHT 572010, A TOE I, #MIGEGE. 7 7 & 2 HE., w5k,
BFEARED, G PP RERTLHEX2 U T A HEELIRILT 5,

1.1.2.2 B ES EaRES
ATOE X, kD X 5 7R ORTHECHEAT5 2 & 2 48ET 5,

TOE |3, NIEZ2WBE) T 7 2 ARHIR S0, A ¥ —F v MO IRGE S L7z LAN
WCHER SN DRI CERH SN Z EEEEL TS,

TOE O E M OHERFE BT EHH T E 2 HE NI A Z 0 ALF I » T T2
FiuEie bisvy, E72. TOE OFIAF L, 240 TOE 267 2 & 5 dilix 1)
TWRITNIER B2,

1.1.3 REEE
AReHMCiE, AT OEHZRIEL TR,

(4.2 HEHBREE E MR Ot & R 2 EABREEOM L
(7.5 Sl DOWT ) Oftd#l & e 25% €D TOE



1.2

1.3

JISEC-CC-CRP-C0793-01-2023

B ik

PRI R 95 IT B = U 7 ¢ 5l S ORRRERI BEIZ S D & ARIGE TIT
X VT o Pl & ORRRERIE O SARR ) (11, TIT ¥ %= V7« FBEEFICET 2
ZOREIE ) (2] TIT B3 = U 7« GHBEEBEARR S IC B3 2 2R BITRES
TN, FEMHERIIZ K > TA TOE (2B 2 B RE B o OMRGEZE SR IZ He D
TIT vF =V 7 fHliA TN S 4L, 554 9 HIZFE T LT,

_:F1ﬁ 0) A IJ

RRERERA X #M%%ﬁWﬁLtﬁﬁﬁiihmﬁwﬁﬁﬁéﬂﬁﬁm%ﬂ%@
AEL . KTOE@J%#%E@?% o AT Z L 2R LTz, WiEoid
&_kwf%ﬁéMK%%;ome\M£VE;w%¢%Lt FRRIERE RS 23 FE T
L7z RS, 7T S, >0, TOE oFFilizs CC ([41[5116] % 7=1x[71[81[9])
&medeMﬂ®wfhﬁo’%6Lfﬁmmiménfwé’&%ﬁﬁbko
RGBS I LRI RS D E ARGRIERE E L AER L, RAEEEAK T LT,



2

JISEC-CC-CRP-C0793-01-2023

TOE: A
ATOE IE, LIFOLBY#HENS,

TOEA#F : Canon imageRUNNER ADVANCE DX
C39935KG/C39930KG/C39926KG/C39922KG/C3935F/
C39351/C3930F/C39301/C3930/C3926F/C39261/
C3926/C39221/C3922 with Fax & PDL

N—T g 310

TOE 1%, U TOWTNNTH D,

- WRFEHIIE ;@ wEE
Canon imageRUNNER ADVANCE DX C39935KG with Fax & PDL 310
Canon imageRUNNER ADVANCE DX C39930KG with Fax & PDL 310
Canon imageRUNNER ADVANCE DX C39926KG with Fax & PDL 310
Canon imageRUNNER ADVANCE DX C39922KG with Fax & PDL 310
Canon imageRUNNER ADVANCE DX C39351 with Fax & PDL 310
Canon imageRUNNER ADVANCE DX C3930 with Fax & PDL 310
Canon imageRUNNER ADVANCE DX C3926 with Fax & PDL 310
Canon imageRUNNER ADVANCE DX C3922 with Fax & PDL 310

- AR 0 B
Canon imageRUNNER ADVANCE DX C3935F with Fax & PDL 310
Canon imageRUNNER ADVANCE DX C3930F with Fax & PDL 310
Canon imageRUNNER ADVANCE DX C3926F with Fax & PDL 310

- HRFEHIING © R
Canon imageRUNNER ADVANCE DX C39351 with Fax & PDL 310
Canon imageRUNNER ADVANCE DX C3930i with Fax & PDL 310
Canon imageRUNNER ADVANCE DX C39261 with Fax & PDL 310

- HRFEHIIEG @ BRI - S
Canon imageRUNNER ADVANCE DX C3935i with Fax & PDL 310
Canon imageRUNNER ADVANCE DX C3930i with Fax & PDL 310
Canon imageRUNNER ADVANCE DX C3926i with Fax & PDL 310
Canon imageRUNNER ADVANCE DX C3922i with Fax & PDL 310

- Arpeiilk - B
Canon imageRUNNER ADVANCE DX C39351 with Fax & PDL 310
Canon imageRUNNER ADVANCE DX C3926i with Fax & PDL 310

- RcHE T T
Canon imageRUNNER ADVANCE DX C39351 with Fax & PDL 310

4



JISEC-CC-CRP-C0793-01-2023

Canon imageRUNNER ADVANCE DX C39301 with Fax & PDL 310
Canon imageRUNNER ADVANCE DX C3926i with Fax & PDL 310
Canon imageRUNNER ADVANCE DX C3922i with Fax & PDL 310
Canon imageRUNNER ADVANCE DX C3930 with Fax & PDL 310
Canon imageRUNNER ADVANCE DX C3926 with Fax & PDL 310
Canon imageRUNNER ADVANCE DX C3922 with Fax & PDL 310
- HRoeHUE - A R
Canon imageRUNNER ADVANCE DX C3930 with Fax & PDL 310
Canon imageRUNNER ADVANCE DX C3926 with Fax & PDL 310
Canon imageRUNNER ADVANCE DX C3922 with Fax & PDL 310

L DNEH - FEREZ 52 IF 7oA TOE Th D Z & & FIMHEIZLLFOHIEIZ L - ThHE
WTDIEWTE D,

K DT A F 2 ZADFLHUNE - T, B OREDLEBIE SR TR ENTLLT O
THHz R T %,

c XKL
[Canon]

- FEL LR oW
lfmageRUNNER ADVANCE DX C39935KG
limageRUNNER ADVANCE DX C39930KG |
limageRUNNER ADVANCE DX C39926KG |
lfmageRUNNER ADVANCE DX C39922KG
lfmageRUNNER ADVANCE DX C3935F |
limageRUNNER ADVANCE DX C3935i |
limageRUNNER ADVANCE DX C3930F ]
lfmageRUNNER ADVANCE DX C3930i ]
lfmageRUNNER ADVANCE DX C3930]
limageRUNNER ADVANCE DX C3926F |
limageRUNNER ADVANCE DX C3926i |
lfmageRUNNER ADVANCE DX C3926]
lfmageRUNNER ADVANCE DX C3922i ]
limageRUNNER ADVANCE DX C3922]

e Ty —h T
[310]

s Ty A
[Super G3 FAX Board-BH |

- PDL :

PCL) & [PS]



3.1

3.2

JISEC-CC-CRP-C0793-01-2023

X2 T 1478

AR TOE 1%, MFP OEEAREREE LT U > MEERE. A v HERE. = B —H&HRE,
77 7 AfERE. KON CEORFLEID H LR 2RI L TR0 FIHEOCET —
%% TOE WEIZIRAFLTZD . >y U —7 %9 L TR O ROl — /3 —
£V LY LT DREZ RO,

A TOE |%, MFP O 5 LETF— 2kt F 2V 7 4 ITHETLIRET — 2 FE a2k
T DI, WA PP OERZET 28X U T 4 HRE AR 5,

AKTOE ORMT 52x =2V 7 s HiEO L LT, KTOE BWEET S, FHHE
RE, REEPE, B Mot 2 ) T 4 FEELULTO 3.1 85 3.4 HiloRd,
AKTOE OtEx =V 7 4 REOFEMIZ, 5 FITRT,

FMAZEDEE
K TOE OFEET HHITH O&RE 22K 3-1 1ITR-T,

#®3-1 FABEDORE

E=Li] EE

Normal User
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A User who has been identified and authenticated
and does not have an administrative role

(EStiEsy FAIFRRE SR HE ©, BEEER 2R ORI HE
Administrator A User who has been identified and authenticated
and has an administrative role
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Data created by and for Users that do not affect the
operation of the TSF
D.TSF TSF 7 —% TSFOEMEICE L 52 56 LitZewy, TOEDTZ
DDOTOEIZ L » TER E =T —#
Data created by and for the TOE that might affect
the operation of the TSF
x3-3 REFEFBAET—2)
& X &
D.USER.DOC | FIHEGET — | B EIE— Fav—olX T, FIHEOGE
7 IZEENDHEH
User Document Information contained in a User’s Document, in
Data electronic or hardcopy form
D.USER.JOB | filHi# Y a7 FIRFEOSCEFE I I3CEE Y 9 72 BT 5 1
F—
Information related to a User’s Document or
User Job Data Document Processing Job
®3-4 REEETSFT—%)
£ E EE
D.TSF.PROT | ff# &7z TSF | T — X OFTA#E CHEBEREICTH W HEIZ X
T4 HUENNTOE OB F = VT ¢ ICEELE RIETTHh
HLNARWD, BEIFFTFATEDL TSFT—%
Protected TSF TSF Data for which alteration by a User who is
Data neither the data owner nor in an Administrator role
might affect the security of the TOE, but for which
disclosure is acceptable
D.TSF.CONF | %D TSF 7— | T— X OpiA#H CHEBEREICTH W HEIZ X

7

Confidential TSF
Data

HEBELITIUEZANTOE O F 2V T ¢ (2R
ZRIETHE Lt TSF 7 — 4

TSF Data for which either disclosure or alteration
by a User who is neither the data owner nor in an
Administrator role might affect the security of the
TOE
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T.UNAUTHORIZED_ACCESS
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DORHEXLET -2 ~T 72 (HE, K&, /-
IXHIER) . £ITRAEY a 75— 2 2 E (WA
T2ITHIBR) 5000 Lty

An attacker may access (read, modify, or delete) User
Document Data or change (modify or delete) User
Job Data in the TOE through one of the TOE’s
interfaces.

T.TSF_COMPROMISE

WEF 3. TOEDOA v % 7 = — A% LU T, TOEN
DOTSFTF —ZIZARIET 7B AT 50 LIV,

An attacker may gain Unauthorized Access to TSF
Data in the TOE through one of the TOE’s interfaces.

T.TSF_FAILURE

TOEDHEN T -84, TSFOBEMEENC L -
T, BX2 VT s OBKEZGIEE TS LivZel,

A malfunction of the TSF may cause loss of security if
the TOE is permitted to operate.

T.UNAUTHORIZED_UPDATE

WEzHIT, TOEICARERY 7 =T A VA h—
VT B0 LIV,

An attacker may cause the installation of

unauthorized software on the TOE.

T.NET_COMPROMISE

WEgET, *v N —JHWEEE=X L=V #EL
FO+AZ LT BEFOF—FIZT7EALED,
TOEDY X =V 7 4 &G L2035 Ll
A

An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.
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P.AUTHORIZATION FIRFE T, SCELPE K OV B RE & F1T 3 D Al
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Users must be authorized before performing
Document Processing and administrative functions.

P.AUDIT X UT BT T o BT s ITERE IR TR
X759, 20X 5T v aron iR
S, ANEIT= T 4 7 4 ~EESNRTER S
QAN

Security-relevant activities must be audited and the
log of such actions must be protected and
transmitted to an External IT Entity.

P.COMMS_PROTECTION TOE(L, LAN LD /31 A L A B & @Al C = 72
TiE7e b,

The TOE must be able to identify itself to other
devices on the LAN.
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B A Ha n[ BE 7R RHEFREME A b L — U T A R TRATF
T 2584, TOEIZZNHLDT N, A OGS T —X
R SAbT D2 &,

If the TOE stores User Document Data or
Confidential TSF Data on Field-Replaceable
Nonvolatile Storage Devices, it will encrypt such
data on those devices.

PKEY_MATERIAL R SCET — 2 7213 OTSFT — % OBLHZZ
ParTRE 72 RAEFEME R B L— U D12 DI B4 D Rk
WZFHGT DX D7, EXOHE, YT~ A T ELEK
FTEOMDOH B P HEIX, RERT 7 ERND
REINRTNIZ B0, DOZEDA L —UTF
INA A BRI TR B 720,

Cleartext keys, submasks, random numbers, or any
other values that contribute to the creation of
encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF
Data must be protected from unauthorized access
and must not be stored on that storage device.

P.FAX FLOW TOENPSTN 7 7 7 A#HE # #2954 5. PSTN
7 7 7 AlAlfE & LAN OB O 4y Bt 2 ARFE 3 5,

If the TOE provides a PSTN fax function, it will
ensure separation between the PSTN fax line and
the LAN.
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A.PHYSICAL

TOE., K OTOEDMRG £ 7230 T 57 — & OffifE
WCRESTeEE X2 U T 4 23, BREIC K - TR
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Physical security, commensurate with the value of

the TOE and the data it stores or processes, is
assumed to be provided by the environment.

ANETWORK

EABEEIL. LANA VX 7 = — A~DOHIEEN DS DE
VDT 7B ANLTOEZR#ET 5 Z L 2ET D,

The Operational Environment is assumed to protect
the TOE from direct, public access to its LAN
interface.

A.TRUSTED_ADMIN

TOEEHE X, V1 hOEX= VT ¢ HEHITHEST
TOEZEH T 5 &, BEHINTVD,

TOE Administrators are trusted to administer the
TOE according to site security policies.

A.TRAINED_USERS

PR SNRIHEZ, VA bovx =2 T 4 FTEHS
> TTOEZMEMT 5 L 5 AT S TV 5,

Authorized Users are trained to use the TOE
according to site security policies.
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+ OS : Windows 10

Y UHRTAN
(HAIm1F) Generic Plus LIPSLX Printer Driver V2.80
Generic Plus PS3 Printer Driver V2.80
Generic Plus PCL6 Printer Driver V2.80

(BALIS:) Generic Plus UFRII Printer Driver V2.80
Generic Plus PS3 Printer Driver V2.80
Generic Plus PCL6 Printer Driver V2.80

« Web” 7 7 : Microsoft Edge (& FiE D7)
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TOE 04k LI-EE 0 7 2R FT 57200 —_"—TH 5, SMB e Y 7
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+ OS : Windows Server 2022 Standard
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