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ST #:% (ST Introduction)

AETE, ST S, TOE S8, TOE #iE. HLU TOE Bk (oW TEER T B,

1.1. ST S8 (ST Reference)
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1.2. TOE SR

(TOE Reference)

AEITIE TOE OHRIFHEL LTS,

TOE 4

FUJIFILM
Revoria Press E1136 / E1125 / E1110 / E1100 / E1100GK
dE—. TV AFvY ARL—IDLEEEFE. PostScript #EEEEHET IV

TOE ON—Y3v:

Controller ROM Ver. 1.1.1

A TOE [F. UTFOVTNHOERTHS.

BALRE T

7 N=I3y

FUJIFILM Revoria Press E1136 JF—, JUV b, 2F¥+¥>, AL | Controller ROM Ver. 1.1.1
—JMEEEFHE. PostScript HEEREHET IV

FUJIFILM Revoria Press E1125 JE—, 7YV b, A¥v>. AkL
—JMEEEHE. PostScript HEEREHET IV

FUJIFILM Revoria Press E1110 JE—, 7YV b, A¥v>. AkL
—JMEEEHE. PostScript HEEREHET IV

FUJIFILM Revoria Press E1100 JE—. FYU b, A¥v> . ARL
—JMEEEHE. PostScript HEEREHET IV

BALSMERE T

7 N—=I3y

FUJIFILM Revoria Press E1136 JF—, JUV b, 2¥+¥>, AL | Controller ROM Ver. 1.1.1
—JMEEEHE. PostScript HEEREHET IV

FUJIFILM Revoria Press E1125 JE—, 7YV b, A¥v>. AkL
—JMEEEHE. PostScript HEEREHET IV

-1 -

Copyright®2025 by FUJIFILM Business Innovation Corp.




FUJIFILM Revoria Press E1136 / E1125/ E1110/ E1100/ E1100 GK t&+aUr18—0vF

FUJIFILM Revoria Press E1110 JE—, 7YV b, Axv>. AkL
—3JMEEEHE. PostScript HEEREHET IV

FUJIFILM Revoria Press E1100 JE—. FYV b, A¥v> . ARL
—JMEEEHE. PostScript HEEREHET IV

FUJIFILM Revoria Press E1100 GK JE—. JUV b, AF¥v. A
-0 L E&H . PostScript HAEEHET )

-2 -

Copyright®2025 by FUJIFILM Business Innovation Corp.




FUJIFILM Revoria Press E1136 / E1125/ E1110/ E1100/ E1100 GK t&+aUr18—0vF

1.3. TOE#Z (TOE Overview)
1.3.1. TOE m%&%l (TOE Type)

A TOE 3. HHO-DLIVP 2V FT—D (LAN) ABE SN, JE—#RE. A vUiae, TUV MgRE. X
ENREFCIMOL LiEE. ZYR— % MFD TH3.

1.3.2. TOE OfERAEEELX1T1HEEE
(Usage and Major Security Features of TOE)
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MFD (&, 774702 — U0 T, SHERRY RO —Dh bR B SNz B #RO—DILIU7 2y bD—D (LAN)A
BERSNIZIRIETERASNS.

FIFAEZ. MFD ORBESRIDP—EFRIAZEISF(TY MOIATLEEEDS(1TY +D Web T35
UUB—RIANER LT, MFD OEEEARHEEEF AT,
MFD (&, FIAEOROIXE(CHL, JE—, AFvURIE. TUV M A XENRFEEDE L., BEDH
BEH TS, NoOXENRSh., RAVERFLLT 7. MFD (3, FIAEEZHAIFRIL T S0, 1R
[CEIXET-HPEEEICTTET7IEARIE, MFD ROA FL—JCRTEF - EFE NI R EFRDOX
ET S90St LAN EOBET-A0RE., EEEICRELF1)T1REHEE. MFD OF A
[BEE MFD RERICIRET S — A . EDFIRBEE MFD SMEIOEEY — )/ \WEETI X217 EE
HeE. TSF £470— FE TSF F—ADTLMAREE. TSF 71— F7y7JL—FEEOETI- FOEIE
MREE,. ARL—YICEBRESNE ﬁiﬁ'-@{%'l'%iﬁd)ii%;‘ﬁﬁff%““’éﬁ?é
EREEBGRROLEEHERBEFNRISCR. T ALEEEETVINEBAL AN -YDLESE
HEWBEEDILTILENDD,
ZIK TOE 1M IR M3, SEREREEA T Yav e BMA VA M-IV B IECED, FRREAHKEL T, KK
RREESMVERFREEEHIR— BN, K TOE SR E CRAKIZIANDHEEHT S,

x)

-RYDAICIE SA, —MRFIABENMERTIEARVDAE R EBENMERTIHBRYIANHEH,
R TOE TRHMAVATHARNYIADFAEEIL LTS, LU, K ST ATERSNSIRYIA1ELNS
FEEREARYIREET

-FIAED, MFD ([CEANHBA R —IT A AGR=ATINIFVVAARIT I AF) e T 5105371
—AlZEESND,

1.3.3. TOE LSADN—RIIT7HEREY T MII 7R (Required Non-TOE Hardware
and Software)

1 ISR FIARKRICHET TOE (X MFD THD, TEd TOE USNADN—FOIPELVYT b1 7h
#ETS,

(1) —MRAEZEDFM1T7VE
N—=FI173 D PC TH,
TUVRDSA47 0 beLTHRIRATBEEE. MFD (L LTXET 30TV MEKREITIEH, PCITIET
DOB—=RIANEBA VA=W TIRENHD,
MFD 0 Web H—/\iggEEFIFH T35 E(E. PC (A VAR =ILENTLVS Web F505%ERT3,
(2) YATLEEEDSATY M
N—=F217Z D PC THB,
TOE [CX LT TOE BRET—ADSEPERE, 77— LIIPDEFHETIEHIC,. Web T50HH i E
&%,
(3) Mail #—/%
AFvUNETA-ITEETBICE. Mail =N\ EERD, N—FD17/0S [FRAD PC FIE Y
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—N\THN., TLS TRESN SMTP FOLILESR— B Mail Y —EAEI VAL T EIBEND
%o

(4) BEEY-N
MFD CHRAEUCEESZRZNETILN. BEEY— )\ EERS, N\—FUI7/0S (LA PC %
(35 —INTHD. MFD (% Syslog 7O IVERANT, TLS [CHISELTVSEE Y —NICEEDT D%
E&173.

K TOE OFFMCld. ERON-FIIPHELVYVIMIIZELT, LT Z2ERATS,

(). Q)O—MEFIREBEDZMT7Y MeIATLEBEDZM47V bD OS (& Windows 10 &, Web 757
&L T Microsoft Edge ##H T3,

(3)® Mail 4—)\lZ Postfix version 2.10.1 ##H73,

(4)DEE Y-\, Linux OS & rsyslog 8.24.0 THMINEERY—N\&FEHAT3,
(LEBWT ERTETIVA—RIANFE L IMILEIR A ) R—2aV MR T 5% S EERD
UTFHAN-ZERTS,

“Print Driver plug-in module for Adobe PostScript Version 7.0.2"
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1.4. TOE &t (TOE Description)
AET(E. TOE OFIHE%RE]. TOE OmEMEE . HLUMEMEREICOVNTEEIRT D,

1.4.1. TOE BAEDFAE®RE (User Assumptions)
A ST T.TOE [CxUTHEETSFIAERE|Z Table 1 [CFERT 3,
Table 1 FIFA&E®E

22X FAET-5ER ER
U.NORMAL —RFIRE AN, FEESNZFIRET, EEERE
ERLBVWFRE
U.ADMIN EEE AN, FREESNCFIRETEEE®REE

BOoRAE

(TOE M=EXT(E. Key Operator £ SA &
LWOEEIDHD., A ST ETE U.ADMIN &L
THFFEND, )

1.4.2. TOE Mi#¥EMEF (Logical Boundary of the TOE)

2 (CTOE Oip B ESHR T,
RIZRERERE U CORSNIEHBED IS . THREBLDHEEIIE AR, TROVDMEEEIF1UT1HERE

ﬁa-o
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IR Y & B
TOE
HAIERE POVAN
7 Ve ~
ATLEERE
TSt I —
———— — RIS
aE-&E1E P D47V
FUUB—FS4
-Web J55
Mail 577 |, X EOREL 777
EEY-) BIEELER RO L
AbL—YDLEE EfEEHE VAT LEEE
M P D7k
HH -Web 7504
tXIUT1EER
X )T1EE
A=Y
FAE XE B TOE
HXE T—4 v BE
F—5 -5 T8
2 TOE QimIEHIAE R
1.4.2.1. TOEhR#t 9% E KA (Basic Functions)

(1) FUUk: —BRBEIFMTIIDTIIE— RIAN\DoEONTEBFXEEZ(TERS, Iz, 1#1F
RRIVDLOIETRICHEL, ZTEOZEFXEEN-FIE-HBAAEHRLT S,
(2) AFvy: BENRIDLOIETRICHED, AFvH—EON-FIE-XEEHHAH . EFHEAA

EiT 3,

AR TOE TlE, AFvUBREICINEMENLEFXEICH U, Mail H—)INEZ#HE. XEDR
FERDH UBREICEDRYDAICIRFE T DHEEENFHET D,

(3) IE—:

BAERIDOOIETRICHEN, 2FvF—EON-FIE-XEZEHTS.

(4) JE—EH& (Store File) #24ERIDDDIERICHEL AFvF— EDN—FIE-XEEFHHA
#. BFHAANEIRT S, TMINCEFXER . XEDRFEEDH UHREIC LD, RYDAICER
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Fns.
(AE-BEEEER AFvF—LON-FIE-XEEEFHAANERTHEIRICHT, HCD
PP TEZERINI" AX v U R EHMDHAETHS. )

(5) XEMRFELEDHL: BFXETRVIAICREL. BENRIDLDIER, FB—RFIAE
D347V M oDIETRICEIE RESNLEFXEICH LT, UTOLIBIREERIREC T S AE
Thd,

A TOE Tl RYIAICRFINSGBFXER . AF v UHREICI TAF VSN EBFXE. O
—BRICHOTAFYVENEEFXENVNTNDTHD,

ENRl: BESRIUIDODIETRICED . RYIACRBFNLEEFXEETIVI D,

BNHL: —FAZEISM7Y M o0ERICED, —BFIBEIFMT7V MENRT, IE-F
BICI AT vV SNEBEFXER—MRFIRED A7V Mo BN H URFEHE TR TERLY,
W& AE-FBRICIOTAF YU SNEEFXECRD, BESRIVDODIERICED . RYDAICR
FSNLEFXENEHREBA A-JRA/HIFR. BREET,

HIBR: BAENRIL, —BFIABEDSM17Y M oDIERICED . RESNLEFXEZHIRTS.

1.4.2.2. TOEMR#H TS F1UT188E (Security Functions)

1.4.2.1 OEKRBEEEIRT SN, TOE 3, LLTOTF1UT/HEEZIRIET S,

(1) #AIEEE
FIFAE OB EL . RUHERM 53, MFD Ot#gen', EEE(CI THERMESNEZFIREDH(C
POEATRETHS LEREET D, FIRBEDHANERER. POLAH#HE EEERIIDRIMWELTE
FASN, tF1)TBESERE MFD OFERAZHEOVFAEICEEM 15 L TOXIEICHES, #
ﬂlltm, k&, MFD [C&2TERTEND,
FRREEA TR, R L CRREER LIS & | FRRESR T ER T 1173<13%,
A TOE BB IS & M. S EREEEEA T Yav &M VA =L TR IECEN, FBEEAREL T, K
(RERREEAMVEREREE TR — 9 h, A TOE BRE TR AR DHEFEMAT S,

(2) 7Ot
POEAHEIL XEPXENIBICEETHHER. CF1)TBET -0 BURBT O AERER
DHRABOHTIEARRETHS EERIET B.

(3) TAEES1E
TREESEE. TOE AABICRFT ST -APEET -FCH LT WEENFIERS VITI-AND
POEATERVEERELET .
- RUD—ICHD, T-RESEN R - R BATREG TERMEA N —IT )M A LOXERFBEDY
AT LIERERELLD. COLE TN AN MFD D oBRESNENTBIZEIC. COLIBT—HERE
FRLHICERAIND,
- ToRESEDFRER . EFEICERBINCES7IITVALOFERCIIRIEENS.

(4) &ISHEAERE
RERY I -D LICERTEIXET . VaTFER. BEENTHLU TOE FRET—HEVBIET -
SeRET D,
— i BEE S L RIETO PV (TLS/HTTPS, TLS)ICHIET %,

(5) EFaUT(EHE
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IATLEBEELTHEMN S LUREESN R AZEOH D BIENRNFERE VAT LEBEDS(T b
5. TOE OtF1)T1#4REICEIT O REDSRESUEEERREICT D,

(6) tF1UT(1EE
WD, BN, EDLIBEREATONELDFER(BIZE, 1Y -1 BEPEBHEELRL)R,. BE
AJELTEEY—INEESNREIND BEEOTEERE TLS FOFIUCL TS LSS,
Fz. BHENJIE TOE IEICHLERTHENTTRET, VAT LE BB LU CGHAIREESNLEFIAED
BHBVATLEBEIFAPY D Web T30t U0—- RTHIENTES,

(7) BIEELER
MFD ADQ77—LOIPD7YTT—MNE Py77— FO@ERRIICY T M7 OEIE R EREET ST
AESND, £ MFD (&, ZOERN R H ATREG B IEF CLN BTSN N CEEREET 3. BET
ALERITTS,

(8) APL—YDLEEEHE
AE—, TV B LUAF v FOEHEEDBER . REAN —JICEBSN R AFHOXET 4
DEEEHEET,

1.4.3. TOE 0#Epy&iFE (Physical Boundary of the TOE)

TOE OEMEZIERIE. MFD &R A& THD, 71ZvFDF 1T/ EBERDA T Vav»7 BA
VlE. TOE [C& %), Table 2 b Table 4 [ TOE ## T3 MBIV R—% Y MRk T3,
MFD &KL, FREIERDIEENRIVCRTRSINZIAVA -2 #4I2 4 . BEERAVICE>THRISN S,

Table 2 TOE Z#8a ¥ 2 AV IR—2 > F(MFD Z&{K)

Tl ¥ A EV] e Bo 5%
A&/ FUJIFILM Revoria Press | Controller ROM | NMFURKXDT77—L | T#=Z(FiEL
BALS | E1136 JE—. UV A%+ | Ver. 1.1.1 DIV A AT\

V. AN —JDOEEEFHE, k17

PostScript #¢EEZEHETIL
BA/ FUJIFILM Revoria Press | Controller ROM | NMFURKXDT77—L | T#h=Z(FiEL
BALS | E1125 JE—. UV A%+ | Ver. 1.1.1 DIV ERH AT\

V. AN —JDOEEEFHE, k17

PostScript #EEZEHETIL
A&/ FUJIFILM Revoria Press | Controller ROM | NMFURKXDT77—L | T#h=Z(FiEL
BALS | E1110 JE—. UV b, A%+ | Ver. 1.1.1 DIV A AT\

V. AN U EEEFHE, k17

PostScript #¢EEZEHETIL
A&/ FUJIFILM Revoria Press | Controller ROM | N FURKXDT77—L | T#=Z(FEL
BALS | E1100 JE—. UV, A%y | Ver. 1.1.1 DIV ERAHANIZN—

V. AN U EEEFHE, k17

PostScript #¢EEZEHETIL
BAS | FUJIFILM Revoria Press | Controller ROM | MM FURRDT7—L | BWithZ(FEL

E1100 GK JE—. UV b, Ver. 1.1.1 DIV EHHANTZN—

- 9 -

Copyright®2025 by FUJIFILM Business Innovation Corp.




FUJIFILM Revoria Press E1136 / E1125/ E1110/ E1100/ E1100 GK t&+aUr18—0vF

Axvy, AL—JDEEEH
2. PostScript #REHZH T
T

Fo17

A TOE MHMHV AL, Table 3, Table 4 (LR @D, BARGEMEETZRNHD. B ARLRAFE B AREE
iR, BARLSMERIHEEERNFIAEICRA NS,

Table 3 TOE Z# 3 3 MEHAViR—R Y b(BARERAIHVR)

REES i Bt A& 1524 NooafE
GM1075311-2 | PDF 774JL | Web &4t Revoria Press 96b1d8c42dd798fe
1 kR E1136/E1125/E1110/E110 | 5e4645d7d1f26dd

0 4c2d276d8ele5f5¢
E1136P/E1125P/E1110P 65a1c47b0ff6fd23c
DIPLIATA R BEHR
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2. 1.

2.2.

#E& E5E (Conformance Claim)

CC#&F5E (CC Conformance Claim)

A ST HLU TOE O CCEBERIF, UTDESNTHD,
STETOE #EAEERYT S CCON—-Yav:

Common Criteria for Information Technology Security Evaluation

Part 1: Introduction and general model (April 2017 Version 3.1 Revision 5)
Part 2: Security functional components (April 2017 Version 3.1 Revision 5)
Part 3: Security assurance components (April 2017 Version 3.1 Revision 5)

CC Part2 extended
CC Part3 conformant

PP E£3k. /\ws—3JE35k (PP claim, Package Claim)

2.2.1. PP Xx3E (PP Claim)

AR ST [F. Tit HCD-PP AOZLEEZERT S,

"4 RL: Protection Profile for Hardcopy Devices
N—3Y3>: 1.0 dated September 10, 2015
Errata: Protection Profile for Hardcopy Devices - v1.0 Errata #1, June 2017

2.2.2. \vh—3IZFEsk (Package Claim)

A STHLIU TOE (&, /ivr—IYBEEEERLEL,

2.2.3. #EEIRH (Conformance Rational)

AKSTHIUTOE (F.PPHERTIEHZFHELTID,
PPHAERTILUTOEEZHZEL. PP DERENIExact Conformance | THd., ZDizsH. TOE &
AllE PPE—EBLTLS,

Required Uses

Printing, Scanning, Copying, Network communications, Administration
Conditionally Mandatory Uses

Storage and retrieval, Field-Replaceable Nonvolatile Storage.
Optional Uses

Internal Audit Log Storage, Image Overwrite
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3. tFi1UF/EEREEE (Security Problem Definition)
RETE . BEH. BEOTF1IT A, AHREHOVTRLTS,
3.1. &R (Threats)
3.1.1. TOE & (Assets Protected by TOE)
& TOE hHRH# T3 BEFUTOLHNTHE,

Table 5 Assets for User Data

Designation User Data type Definition
D.USER.DOC User Document Data Information contained in a User’s
Document, in electronic or hardcopy
form
D.USER.JOB User Job Data Information related to a User’s
Document or Document Processing
Job

Table 6 Assets for TSF Data

Designation TSF Data type Definition
D.TSF.PROT Protected TSF Data TSF Data for which alteration by a
User who is neither the data owner
nor in an Administrator role might
affect the security of the TOE, but
for which disclosure is acceptable
D.TSF.CONF Confidential TSF Data TSF Data for which either disclosure
or alteration by a User who is
neither the data owner nor in an
Administrator role might affect the
security of the TOE

3.1.2. ZHR (Threats)
A TOEICxTBER%E. Table 7 [CEEib T3,
Table 7 Threats

Designation Definition
T.UNAUTHORIZED_AC | An attacker may access (read, modify, or delete) User
CESS Document Data or change (modify or delete) User Job

Data in the TOE through one of the TOE's interfaces.
T.TSF_COMPROMISE An attacker may gain Unauthorized Access to TSF
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Data in the TOE through one of the TOE's interfaces.
T.TSF_FAILURE A malfunction of the TSF may cause loss of security if
the TOE is permitted to operate.
T.UNAUTHORIZED_U | An attacker may cause the installation of unauthorized
PDATE software on the TOE.

T.NET_COMPROMISE | An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.

3.2. #EEHOTX1UT1 A8 (Organizational Security Policies)
A TOE HESF U TN E B o LB F1) 745 8% Table 8 ([CEEil T3,

Table 8 Organizational Security Policies

Designation Definition
P.AUTHORIZATION Users must be authorized before performing
Document Processing and administrative functions.
P.AUDIT Security-relevant activities must be audited and the
log of such actions must be protected and transmitted
to an External IT Entity.

P.COMMS_PROTECTI | The TOE must be able to identify itself to other

ON devices on the LAN.

P.STORAGE_ENCRYPT | If the TOE stores User Document Data or Confidential

ION TSF Data on Field-Replaceable Nonvolatile Storage

(conditionally Devices, it will encrypt such data on those devices.

mandatory)

P.KEY_MATERIAL Cleartext keys, submasks, random numbers, or any
(conditionally other values that contribute to the creation of

mandatory) encryption keys for Field-Replaceable Nonvolatile

Storage of User Document Data or Confidential TSF
Data must be protected from unauthorized access and
must not be stored on that storage device.
P.IMAGE_OVERWRIT | Upon completion or cancellation of a Document

E Processing job, the TOE shall overwrite residual image
(optional) data from its Field-Replaceable Nonvolatile Storage
Devices.

3.3. HIESEH (Assumptions)
K TOE Ok, M. BLUFIAICEET 2 RIIRE M Z. Table 9 [CEEiR T B,
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Table 9 Assumptions

Designation Definition
A.PHYSICAL Physical security, commensurate with the value of the
TOE and the data it stores or processes, is assumed to
be provided by the environment.
A.NETWORK The Operational Environment is assumed to protect
the TOE from direct, public access to its LAN interface.
A. TRUSTED_ADMIN TOE Administrators are trusted to administer the TOE
according to site security policies.
A.TRAINED_USERS Authorized Users are trained to use the TOE according
to site security policies.
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4. TFaUTaxKAEt (Security Objectives)

AETR, EAREOCF )T RAERAHCOVWTERT S,
ERREOTF1UT4xt KA $t% Table 10 (CREHT S,

Table 10 ERREQTF1) T4 3K A &

Designation Definition
OE.PHYSICAL_PROTE | The Operational Environment shall provide physical
CTION security, commensurate with the value of the TOE and

the data it stores or processes.
OE.NETWORK_PROTE | The Operational Environment shall provide network

CTION security to protect the TOE from direct, public access
to its LAN interface.
OE.ADMIN_TRUST The TOE Owner shall establish trust that

Administrators will not use their privileges for
malicious purposes.

OE.USER_TRAINING The TOE Owner shall ensure that Users are aware of
site security policies and have the competence to
follow them.

OE.ADMIN_TRAINING | The TOE Owner shall ensure that Administrators are
aware of site security policies and have the
competence to use manufacturer’s guidance to
correctly configure the TOE and protect passwords and
keys accordingly.
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5. 1.

YRERIAVIR—% Y FEZE (Extended Components Definition)
COEDYEEIVIR—2RY ME, HCD-PP TEZSNZEDTHB,

MRS Rt E &R

5.1.1. Class FAU: Security Audit

FAU_STG_EXT Extended: External Audit Trail Storage
Family Behavior:
This family defines requirements for the TSF to ensure that secure transmission of

audit data from TOE to an External IT Entity.

Component leveling:

FAU STG_EXT.1 Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted
channel implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:
e The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FAU_STG_EXT.1 Protected Audit Trail Storage
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to
an External IT Entity using a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT
Entity which relies on a non-TOE audit server for storage and review of audit
records. The storage of these audit records and the ability to allow the
administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR
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for the transmission of audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in
the FAU class with a single component.

5.1.2. Class FCS: Cryptographic Support
FCS_CKM_EXT Extended: Cryptographic Key Management
Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially,

this extended component is intended for cryptographic key destruction.

Component leveling:

FCS_CKM_EXT.4 Extended: Cryptographic Key Material 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys
but also key materials that are no longer needed are destroyed by using an
approved method.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_CKM_EXT.4 Cryptographic Key Material Destruction
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security parameters when no longer
needed.

Rationale:
- 18 -
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Cryptographic Key Material Destruction is to ensure the keys and key materials
that are no longer needed are destroyed by using an approved method, and the
Common Criteria does not provide a suitable SFR for the Cryptographic Key
Material Destruction.

This extended component protects the cryptographic key and key materials
against exposure, and it is therefore placed in the FCS class with a single
component.

FCS_HTTPS_EXT Extended: HTTPS selected

Family Behavior:

Components in this family define requirements for protecting remote management
sessions between the TOE and a Security Administrator. This family describes

how HTTPS will be implemented. This is a new family defined for the FCS Class.

Component leveling:

FCS_HTTPS_EXT.1 Extended: HTTPS selected 1

FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented
according to RFC 2818 and supports TLS.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

o Failure of HTTPS session establishment

FCS_HTTPS_EXT.1 HTTPS selected
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies
with RFC 2818.

FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in
FCS_HTTPS_EXT.1.

Rationale:
- 19 -
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HTTPS is one of the secure communication protocols, and the Common Criteria
does not provide a suitable SFR for the communication protocols using
cryptographic algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.
FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)
Family Behavior:

This family provides the specification to be used for using multiple layers of

encryption keys to ultimately secure the protected data encrypted on the storage.

Component leveling:

FCS_KYC_EXT.1 Extended: Key Chaining 1

FCS_KYC_EXT.1 Key Chaining, requires the TSF to maintain a key chain and
specifies the characteristics of that chain.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_KYC_EXT.1 Key Chaining
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key
Wrapping),

FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(f) Cryptographic operation (Key
Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using
a submask as the BEVor DEK; intermediate keys originating from one or more
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submask(s) to the BEV or DEK using the following method(s): [selection: key
wrapping as specified in FCS_COP.1(e), key combining as specified in
FCS_SMC_EXT.1, key encryption as specified in FCS_COP.1(f), key derivation as
specified in FCS_KDF_EXT.1, key transport as specified in FCS_COP.1(i)]] while
maintaining an effective strength of [selection: 128 bits, 256 bits].

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the
characteristics of that chain. However, the Common Criteria does not provide a
suitable SFR for the management of multiple layers of encryption key to protect
encrypted data.

This extended component protects the TSF data using cryptographic algorithms,
and it is therefore placed in the FCS class with a single component.

FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit
Generation)

Family Behavior:

This family defines requirements for random bit generation to ensure that it is
performed in accordance with selected standards and seeded by an entropy
source.

Component leveling:

FCS RBG EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be
performed in accordance with selected standards and seeded by an entropy
source.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_RBG_EXT.1 Random Bit Generation
Hierarchical to: No other components.
Dependencies: No dependencies.
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FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation
services in accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A]
using [selection: Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source
that accumulates entropy from [selection: [assignment: number of software-
based sources] software-based noise source(s), [assignment: number of
hardware-based sources] hardware-based noise source(s)] with a minimum of
[selection: 128 bits, 256 bits] of entropy at least equal to the greatest security
strength, according to ISO/IEC 18031:2011 Table C.1 “Security strength table for
hash functions”, of the keys and hashes that it will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction,
and the Common Criteria does not provide a suitable SFR for the random bit
generation.

This extended component ensures the strength of encryption keys, and it is
therefore placed in the FCS class with a single component.

FCS_TLS_EXT Extended: TLS selected
Family Behavior:
This family addresses the ability for a server and/or a client to use TLS to protect

data between a client and the server using the TLS protocol.

Component leveling:

FCS_TLS_EXT.1 Extended: TLS selected 1

FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as
specified.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of TLS session establishment

FCS_TLS_EXT.1 Extended: TLS selected
- 22 -
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Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following
protocols [selection: TLS 1.0 (RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC
5246)] supporting the following ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:

[selection:

None

TLS RSA _WITH_AES_256_CBC_SHA

TLS DHE_RSA _WITH_AES_128 CBC_SHA

TLS DHE_RSA_WITH_AES_256_CBC_SHA

TLS RSA _WITH_AES_128 CBC _SHA256

TLS RSA_WITH_AES_256_CBC_ SHA256

TLS DHE_RSA WITH_AES 128 CBC_SHA256
TLS DHE_RSA WITH_AES _256_CBC_ SHA256
TLS _ECDHE _RSA_WITH_AES_128 CBC_SHA

TLS _ECDHE _RSA_WITH_AES_256 CBC_SHA

TLS ECDHE_ECDSA _WITH_AES_128 CBC_SHA
TLS _ECDHE_ECDSA _WITH_AES_256 _CBC_SHA
TLS ECDHE _RSA_WITH_AES_128 CBC_SHA256
TLS ECDHE_RSA_WITH_AES_256 CBC_SHA384
TLS ECDHE _RSA WITH_AES_128 GCM_SHA256
TLS ECDHE _RSA WITH_AES_256_GCM_SHA384
TLS ECDHE _ECDSA _WITH_AES_128 GCM_SHA256
TLS _ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS _ECDHE _ECDSA_WITH_AES_128 CBC_SHA256
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TLS ECDHE ECDSA WITH_AES_256_CBC_SHA384
1.

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does
not provide a suitable SFR for the communication protocols using cryptographic
algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.

5.1.3. Class FDP: User Data Protection
FDP_DSK_EXT Extended: Protection of Data on Disk
Family Behavior:
This family is to mandate the encryption of all protected data written to the

storage.

Component leveling:

FDP_DSK_EXT.1 Extended: Protection of Data on Disk 1

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to
encrypt all the Confidential TSF and User Data stored on the Field-Replaceable
Nonvolatile Storage Devices in order to avoid storing these data in plaintext on the
devices.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FDP_DSK_EXT.1 Protection of Data on Disk
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption)

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance
with FCS_COP.1(d), use a self-encrypting Field-Replaceable Nonvolatile Storage
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Device that is separately CC certified to conform to the FDE EE cPP] such that any
Field- Replaceable Nonvolatile Storage Device contains no plaintext User
Document Data and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user
intervention.

Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any
confidential data without user intervention, and the Common Criteria does not
provide a suitable SFR for the Protection of Data on Disk.

This extended component protects the Data on Disk, and it is therefore placed in
the FDP class with a single component.

5.1.4. Class FIA: Identification and Authentication
FIA_PMG_EXT Extended: Password Management
Family Behavior:
This family defines requirements for the attributes of passwords used by

administrative users to ensure that strong passwords and passphrases can be
chosen and maintained.

Component leveling:

FIA PMG EXT.1 Extended: Password Management 1

FIA_PMG _EXT.1 Password management requires the TSF to support passwords
with varying composition requirements, minimum lengths, maximum lifetime, and
similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FIA_PMG _EXT.1 Password management
Hierarchical to: No other components.
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Dependencies: No dependencies.

FIA_PMG _EXT.1.1 The TSF shall provide the following password management
capabilities for User passwords:

Passwords shall be able to be composed of any combination of upper and lower
case letters, numbers, and the following special characters: [selection: "!”, "@",
“#NET 0T, AT &7, KT NN, )7 [assignment: other characters]];

Minimum password length shall be settable by an Administrator, and have the
capability to require passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the
endpoints of communication, and the Common Criteria does not provide a suitable
SFR for the Password Management.

This extended component protects the TOE by means of password management,
and it is therefore placed in the FIA class with a single component.

5.1.5. Class FPT: Protection of the TSF

FPT_KYP_EXT Extended: Protection of Key and Key Material
Family Behavior:
This family addresses the requirements for keys and key materials to be protected

if and when written to nonvolatile storage.

Component leveling:

FPT_KYP_EXT.1 Extended: Protection of key and key material 1

FPT_KYP_EXT.1 Extended: Protection of key and key material, requires the TSF to
ensure that no plaintext key or key materials are written to nonvolatile storage.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_KYP_EXT.1 Protection of Key and Key Material
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Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP_EXT.1.1 The TSF shall not store plaintext keys that are part of the
keychain specified by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage
Device, and not store any such plaintext key on a device that uses the key for its
encryption.

Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key
material are written to nonvolatile storage, and the Common Criteria does not
provide a suitable SFR for the protection of key and key material.

This extended component protects the TSF data, and it is therefore placed in the
FPT class with a single component.

FPT_SKP_EXT Extended: Protection of TSF Data
Family Behavior:
This family addresses the requirements for managing and protecting the TSF data,

such as cryptographic keys. This is a new family modelled as the FPT Class.

Component leveling:

FPT_SKP_EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys),
requires preventing symmetric keys from being read by any user or subject. It is
the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_SKP_EXT.1 Protection of TSF Data
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys,
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symmetric keys, and private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and
private keys are protected securely, and the Common Criteria does not provide a
suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication
using Pre- shared Key, and it is therefore placed in the FPT class with a single
component.

FPT_TST_EXT Extended: TSF testing
Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct

operation.

Component leveling:

FPT_TST_EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial
start-up in order to demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TST_EXT.1 TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up
(and power on) to demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common
Criteria does not provide a suitable SFR for the TSF testing. In particular, there is
no SFR defined for TSF testing.
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This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.

FPT_TUD_EXT Extended: Trusted Update

Family Behavior:

This family defines requirements for the TSF to ensure that only administrators
can update the TOE firmware/software, and that such firmware/software is

authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1
FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for
updates.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TUD_EXT.1 Trusted Update
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(b) Cryptographic Operation (for signature

generation/verification), or
FCS_COP.1(c) Cryptographic operation (Hash
Algorithm)].

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to
query the current version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to
initiate updates to TOE firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software
updates to the TOE using a digital signature mechanism and [selection: published
hash, no other functions] prior to installing those updates.
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Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not
provide a suitable SFR for the management of firmware/software. In particular,
there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.
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6.1.

6. 2.

t¥a1)571EH (Security Requirements)

AETE. tF1)7T R E . tF1UT KRG BIVEF I T EGH RO VTR TS,
BE. AETHAIIAENERLLTOEEITHS,

Rk

N—)V FE&R(E, HCD-PP TSERFZIFFHMIL SN SFR OFBHERL. JEVDFATUT7I—F 2 DA
K0 SFR FEFZIFHRIVIR—RY FERICEELTNS,

=N F18YyoZ 3 . HCD-PP TEF$EF ML SNz SFR O# R %Z. AtF1)T15-TYMIH
WOERSN M/ FETER SN SFR ADTHFANETRT

PIOH—=34 I 2E R FEEICEK O RDB=N F15s0& P8 —F1 &4 . HCD-PP TFERMEN
Tz SFR O&f 5 &, AEF1UT 8-y MIBVWTEMIESN Tz SFR ADTFAMETRT,
TEYsOER S KEFa1UT13-TYMIBVTEIRSN  hD/FBTEMRSNE SFR ADTHF A MER
ERS

(E. REF2UT1I-HYMIBVT, EIRSnG oz SFR ADTFANETRT,
18Y20 & P24 =512 . KEF1IT13-FYMIBVTEINMIoNTz SFR ROTFAMETRY .

ENRLD(a). (b)IE PP TEZERSN TR LD, SHICKEMRTIZAF(al). (a2)DL3ILTVS,

tX1UT H#EEEH (Security Functional Requirements)
& TOE BB T3 4 1UT I AEE S E L ISR T3,

6.2.1. Class FAU: Security Audit

FAU_GEN.1 Audit data generation
(for O.AUDIT)

Hierarchical to: No other components.
Dependencies: FPT_STM.1 Reliable time stamps
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the

following auditable events:

a) Start-up and shutdown of the audit functions;

b) All auditable events for the not specified level of
audit; and

c) All auditable events specified in Table 11,
[assignment: no other auditable events].

FAU_GEN.1.2 The TSF shall record within each audit record at least
the following information:
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a) Date and time of the event, type of event, subject
identity (if applicable), and the outcome (success or
failure) of the event; and

b) For each audit event type, based on the auditable
event definitions of the functional components included
in the PP/ST, additional information specified in
Table 11, [assignment: no other relevant information].

Table 11 Auditable Events

Auditable Events

Relevant SFR Additional

Information
Job completion FDP_ACF.1 Type of job
Unsuccessful User authentication | FIA_UAU.1 None
Unsuccessful User identification FIA_UID.1 None
Use of management functions FMT_SMF.1 None

Modification to the group of Users | FMT_SMR.1 None
that are part of a role

Changes to the time

FPT_STM.1 None

Failure to establish session

FTP_ITC.1, Reason for
FTP_TRP.1(a), failure
FTP_TRP.1(b)

FAU_GEN.2

Hierarchical to:
Dependencies:

FAU_GEN.2.1

FAU_SAR.1

Hierarchical to:
Dependencies:

FAU_SAR.1.1

User identity association
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

For audit events resulting from actions of identified
users, the TSF shall be able to associate each auditable
event with the identity of the user that caused the
event.

Audit review
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: U.ADMIN] with the
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FAU_SAR.1.2

FAU_SAR.2

Hierarchical to:

Dependencies:

FAU_SAR.2.1

FAU_STG.1

Hierarchical to:

Dependencies:

FAU_STG.1.1

FAU_STG.1.2

FAU_STG.4

Hierarchical to:

Dependencies:

FAU_STG.4.1

FAU_STG_EXT.1

FUJIFILM Revoria Press E1136 / E1125/ E1110/ E1100/ E1100 GK t&+aUr18—0vF

capability to read all records from the audit records.

The TSF shall provide the audit records in a manner
suitable for the user to interpret the information.

Restricted audit review
(for O.AUDIT)

No other components.
FAU_SAR.1 Audit review

The TSF shall prohibit all users read access to the audit
records, except those users that have been granted
explicit read-access.

Protected audit trail storage
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall protect the stored audit records in the
audit trail from unauthorised deletion.

The TSF shall be able to prevent unauthorised
modifications to the stored audit records in the audit
trail.

Prevention of audit data loss
(for O.AUDIT)

FAU_STG.3 Action in case of possible audit data loss
FAU_STG.1 Protected audit trail storage

Refinement: The TSF shall [selection, choose one of:

“overwrite the oldest stored audit

records’] and [assignment: no other actions to be
taken] if the audit trail is full.

Extended: External Audit Trail Storage
- 33 -

Copyright®2025 by FUJIFILM Business Innovation Corp.



FUJIFILM Revoria Press E1136 / E1125/ E1110/ E1100/ E1100 GK t&+aUr18—0vF

Hierarchical to:
Dependencies:

FAU_STG_EXT.1.1

(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel.

The TSF shall be able to transmit the generated audit
data to an External IT Entity using a trusted channel
according to FTP_ITC.1.

6.2.2. Class FCS: Cryptographic Support

FCS_CKM.1(a)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(a)

Cryptographic Key Generation (for asymmetric
keys)
(for O.COMMS_PROTECTION)

No other components.

[FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification), or

FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall generate asymmetric
cryptographic keys used for key establishment in
accordance with [selection:

- NIST Special Publication 800-56A,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm
Cryptography” for elliptic curve-based key
establishment schemes and implementing "NIST
curves” P-256, P-384 and [selection: P-521

] (as defined in FIPS PUB 186-4,
"Digital Signature Standard”)
- NIST Special Publication 800-56B,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Integer
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FCS_CKM.1(b)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(b)

FCS_CKM.4

Hierarchical to:
Dependencies:

Factorization Cryptography” for RSA-based key
establishment schemes

] and specified cryptographic key sizes equivalent
to, or greater than, a symmetric key strength of
112 bits.

Cryptographic key generation (Symmetric Keys)
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption), or

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption), or

FCS_COP.1(e) Cryptographic Operation (Key Wrapping),
or

FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication), or

FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

Refinement: The TSF shall generate symmetric
cryptographic keys using a Random Bit Generator
as specified in FCS_RBG_EXT.1 and specified
cryptographic key sizes [selection: 128 bit, 256
bit] that meet the following: No Standard.

Cryptographic key destruction
(for 0.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.
[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
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FCS_CKM.4.1

FCS_CKM_EXT.4

Hierarchical to:
Dependencies:

FCS_CKM_EXT.4.1

FCS_COP.1(a)

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

Refinement: The TSF shall destroy cryptographic keys
in accordance with a specified cryptographic key
destruction method [selection:

For volatile memory, the destruction shall be
executed by [selection: powering off a device

11

For nonvolatile storage, the destruction shall be
executed by a [selection: single

] overwrite of key data storage location
consisting of [selection: a pseudo random pattern
using the TSF’s RBG (as specified in
FCS_RBG_EXT.1) ], followed by a
[selection: none]. If read-
verification of the overwritten data fails, the
process shall be repeated again;

] that meets the following: [selection:
no standard].

Cryptographic Key Material Destruction
(for 0O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.

[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],

FCS_CKM.4 Cryptographic key destruction

The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security
parameters when no longer needed.

Cryptographic Operation (Symmetric
encryption/decryption)
(for O.COMMS_PROTECTION)
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Hierarchical to:
Dependencies:

FCS_COP.1.1(a)

FCS_COP.1(b1)

Hierarchical to:
Dependencies:

FCS_COP.1.1(b1)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform encryption and
decryption in accordance with a specified
cryptographic algorithm AES operating in
[assignment: CBC, GCM] and cryptographic key sizes
128-bits and 256-bits that meets the following:
FIPS PUB 197, “"Advanced Encryption Standard
(AES)”
[Selection: NIST SP 800-38A,

NIST SP 800-38D]

Cryptographic Operation (for signature
generation/verification)
(for O.UPDATE VERIFICATION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic
signature services in accordance with a [selection:

RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits

1

]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”
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FCS_COP.1(b2)

Hierarchical to:

Dependencies:

FCS_COP.1.1(b2)

FCS_COP.1(c1)

Cryptographic Operation (for signature
generation/verification)
(for O.COMMS_PROTECTION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic
signature services in accordance with a [selection:

V4
RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits, 3072
bits], or
-Elliptic Curve Digital Signature Algorithm
(ECDSA) with key sizes of [assignment: 256 bits,
384bits, 521bits]]
that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”

Case: Elliptic Curve Digital Signature Algorithm
FIPS PUB 186-4, "Digital Signature Standard”
The TSF shall implement “"NIST curves” P-256,

P384 and [selection: P521 ] (as
defined in FIPS PUB 186-4, "Digital Signature
Standard”).

1.

Cryptographic operation (Hash Algorithm)
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Hierarchical to:
Dependencies:

FCS_COP.1.1(c1)

FCS_COP.1(c2)

Hierarchical to:
Dependencies:

FCS_COP.1.1(c2)

FCS_COP.1(d)

Hierarchical to:

Dependencies:

FCS_COP.1.1(d)
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(selected in FPT_TUD_EXT.1.3, or with
FCS_SNI_EXT.1.1)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:

SHA-256 ] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (Hash Algorithm)
(for O.COMMS_PROTECTION)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:
SHA-1, SHA-256, SHA-384, SHA-512] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (AES Data
Encryption/Decryption)
(for O. STORAGE_ENCRYPTION)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

The TSF shall perform data encryption and
decryption in accordance with a specified
cryptographic algorithm AES used in [selection: CBC
] mode and cryptographic key sizes
[selection: 256 bits] that meet the
following: AES as specified in ISO/IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116,
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FCS_COP.1(f)

Hierarchical to:
Dependencies:

FCS_COP.1.1(f)

FCS_COP.1(g)

Hierarchical to:

Dependencies:

FCS_COP.1.1(g)

FCS_HTTPS_EXT.1

Cryptographic operation (Key Encryption)
(selected from FCS_KYC_EXT.1.1)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform key encryption
and decryption in accordance with a specified
cryptographic algorithm AES used in [[selection:
CBC, ] mode] and cryptographic key sizes
[selection: 256 bits] that meet the
following: [AES as specified in ISO /IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116

1.

Cryptographic Operation (for keyed-hash
message authentication)
(selected with FCS_IPSEC_EXT.1.4)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform keyed-hash
message authentication in accordance with a
specified cryptographic algorithm HMAC-[selection:

SHA-1, SHA-256, SHA-384 1,
key size [assignment: 160, 256, 384], and message
digest sizes [selection: 160, 256, 384 ]

bits that meet the following: FIPS PUB 198-1, "The
Keyed-Hash Message Authentication Code, and
FIPS PUB 180-3, "Secure Hash Standard.”

HTTPS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)
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Hierarchical to:

Dependencies:

FCS_HTTPS_EXT.1.1

FCS_HTTPS_EXT.1.2

FCS_KYC_EXT.1

Hierarchical to:
Dependencies:

FCS_KYC_EXT.1.1

FCS_RBG_EXT.1

Hierarchical to:
Dependencies:

FCS_RBG_EXT.1.1

No other components.
FCS_TLS_EXT.1 Extended: TLS selected

The TSF shall implement the HTTPS protocol that
complies with RFC 2818.

The TSF shall implement HTTPS using TLS as specified
in FCS_TLS_EXT.1.

Key Chaining
(for O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(e) Cryptographic operation (Key
Wrapping), or

FCS_SMC_EXT.1 Extended: Submask Combining, or
FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(i) Cryptographic operation (Key Transport)]

The TSF shall maintain a key chain of: [selection:

intermediate keys
originating from one or more submask(s) to the BEV or
DEK using the following method(s): [selection:

key encryption as
specified in FCS_COP.1(f),

1] while maintaining an effective strength
of [selection: 256 bits].

Cryptographic Operation (Random Bit Generation)
(for O.STORAGE_ENCRYPTION and
0.COMMS_PROTECTION)

No other components.
No dependencies.

The TSF shall perform all deterministic random bit
generation services in accordance with [selection:
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FCS_RBG_EXT.1.2

FCS_TLS_EXT.1

Hierarchical to:
Dependencies:

FCS_TLS_EXT.1.1

NIST SP 800-90A] using
[selection:
CTR_DRBG (AES)].

The deterministic RBG shall be seeded by at least one
entropy source that accumulates entropy from
[selection: [assignment:1] software-based noise
source(s)

] with a
minimum of [selection: 256 bits] of entropy at
least equal to the greatest security strength, according
to ISO/IEC18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that
it will generate.

TLS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)

FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall implement one or more of the following
protocols [selection:

TLS 1.2 (RFC 5246)] supporting the following
ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128 CBC_SHA

Optional Ciphersuites:
[selection:

- 42 -

Copyright®2025 by FUJIFILM Business Innovation Corp.



FUJIFILM Revoria Press E1136 / E1125/ E1110/ E1100/ E1100 GK t&+aUr18—0vF

TLS_RSA_WITH_AES_256_CBC_SHA

TLS _RSA _WITH_AES_128 CBC_SHA256
TLS _RSA _WITH_AES_256_CBC_ SHAZ256

TLS _ECDHE RSA _WITH_AES_128 CBC_SHA

TLS _ECDHE RSA_WITH_AES_256_CBC_SHA

TLS _ECDHE _ECDSA _WITH_AES_128 CBC_SHA
TLS _ECDHE _ECDSA _WITH_AES_256_CBC_SHA
TLS _ECDHE RSA _WITH_AES_128 CBC_SHA256
TLS _ECDHE RSA_WITH_AES_256_CBC_SHA384
TLS _ECDHE RSA _WITH_AES_128 GCM_SHA256
TLS_ECDHE _RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE _ECDSA _WITH_AES_128 GCM_SHAZ256
TLS_ECDHE _ECDSA _WITH_AES_256_GCM_SHA384
TLS _ECDHE _ECDSA_WITH_AES_128 CBC_SHAZ256
TLS_ECDHE _ECDSA_WITH_AES_256_CBC_SHA384

1.

6.2.3. Class FDP: User Data Protection

FDP_ACC.1

Hierarchical to:
Dependencies:

FDP_ACC.1.1

FDP_ACF.1

Hierarchical to:
Dependencies:

Subset access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACF.1 Security attribute based access control

Refinement: The TSF shall enforce the User Data
Access Control SFP on subjects, objects, and
operations among subjects and objects specified in
Table 12 and Table 13.

Security attribute based access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACC.1 Subset access control
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FDP_ACF.1.1

FDP_ACF.1.2

FDP_ACF.1.3

FDP_ACF.1.4

FMT_MSA.3 Static attribute initialization

Refinement: The TSF shall enforce the User Data
Access Control SFP to objects based on the following:
subjects, objects, and attributes specified in Table 12
and Table 13.

Refinement: The TSF shall enforce the following rules to

determine if an operation among controlled subjects
and controlled objects is allowed: rules governing
access among controlled subjects and controlled
objects using controlled operations on controlled
objects specified in Table 12 and Table 13.

Refinement: The TSF shall explicitly authorise access of
subjects to objects based on the following additional
rules: [assignment: none].

Refinement: The TSF shall explicitly deny access of
subjects to objects based on the following additional
rules: [assignment:_none].

Table 12 D.USER.DOC Access Control SFP

"Create" "Read" "Modify" | "Delete"
Print View image Delete
Submit a 9€ | Modify
. or Release stored
Operation: document to . stored
i printed documen
be printed document
output t
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Scan Submit a View Modify Delete
Operation: document for | scanned stored stored
scanning image image image
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
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Copy View
} scanned }
Submit a . Modify Delete
. image or
Operation: document for stored stored
. Release . i
copying i image image
printed copy
output
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax send Submit a View Modify Delete
Operation: document to | scanned stored stored
send as a fax | image image image
Job owner denied denied denied denied
U.ADMIN denied denied denied denied
U.NORMAL denied denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax View fax .
. . Modify Delete
receive i image or i .
. Receive a fax image of | image of
Operation: . Release . .
and store it ) received received
printed fax
fax fax
output
Fax owner denied denied denied denied
U.ADMIN denied denied denied denied
U.NORMAL denied denied denied denied
Unauthenticat | denied denied denied denied
ed
Storage Delete
r. ge/ Retrieve Modify
Retrieval } Store stored
Operation: stored stored
document documen
document document ¢
Job owner (note 1) (note 4)
U.ADMIN (note 3) (note 5) (note 3)
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied

ed
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Table 13 D.USER.JOB Access Control SFP

"Create" * "Read" "Modify" "Delete"
. Create print View print | Modify Cancel
Operation: . .. ..
job queue/log | print job print job
Print Job owner (note 1)
U.ADMIN
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Scan . Create scan View scan | Modify Cancel
Operation: . . .
job status/log | scan job scan job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Copy } Create copy View copy | Modify Cancel
Operation: . . .
job status/log | copy job copy job
Job owner (note 2)
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Fax send View fax Cancel
. Create fax . Modify fax
Operation: . job i fax send
send job send job .
status/log job
Job owner denied denied denied denied
U.ADMIN denied denied denied denied
U.NORMAL denied denied denied denied
Unauthenticat | Denied denied denied denied
ed
F Cancel
ax . View fax Modify fax
receive i Create fax i i fax
Operation: L. receive receive .
receive job . receive
status/log | job .
job
Fax owner denied denied denied denied
U.ADMIN denied denied denied denied
U.NORMAL denied denied denied denied
Unauthenticat | denied denied denied denied

ed
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Storage/ View Modify Cancel
Retrieval . Create storage | storage / storage / | storage /
Operation: . . . . ,
/ retrieval job | retrieval retrieval retrieval
log job job
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed

Note 1: Job Owner is identified by a credential or assigned to an authorized User
as part of the process of submitting a print or storage Job.

Note 2: Job Owner is assigned to an authorized User as part of the process of
initiating a scan, copy or retrieval Job.

Note 3: With Folder I/F, Key Operator can operate the DOC of all users, while SA
can operate the DOC of his/her own only.

Note 4: Job owner can modify the stored copy DOC of his/her own only. On the
other hand, scan DOC cannot be modified by anyone even if its owner.

Note 5: Key Operator can modify the stored copy DOC of all users, while SA can
modify the stored copy DOC of his/her own only. On the other hand, scan DOC
cannot be modified by anyone even if Key Operator or SA.

Protection of Data on Disk
(for O.STORAGE_ENCRYPTION)

FDP_DSK_EXT.1

No other components.
FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption).

Hierarchical to:
Dependencies:

The TSF shall [selection: perform encryption in
accordance with FCS_COP.1(d)

FDP_DSK_EXT.1.1

1
such that any Field- Replaceable Nonvolatile Storage
Device contains no plaintext User Document Data and
no plaintext Confidential TSF Data.

The TSF shall encrypt all protected data without user
intervention.

FDP_DSK_EXT.1.2
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FDP_RIP.1(a)

Hierarchical to:
Dependencies:

FDP_RIP.1.1(a)

Subset residual information protection
(for O.IMAGE_OVERWRITE)

No other components.
No dependencies.

Refinement: The TSF shall ensure that any previous
information content of a resource is made unavailable
by overwriting data upon the deallocation of the
resource from the following objects: D.USER.DOC.

6.2.4. Class FIA: Identification and Authentication

FIA_AFL.1

Hierarchical to:

Dependencies:

FIA_AFL.1.1

FIA_AFL.1.2

FIA_ATD.1

Hierarchical to:
Dependencies:

FIA_ATD.1.1

Authentication failure handling
(for O.USER_I&A)

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection:

an administrator configurable
positive integer within [assignment: 1 - 10]]
unsuccessful authentication attempts occur related to
[assignment: User authentication (with local
authentication)].

When the defined number of unsuccessful
authentication attempts has been [selection: met

], the TSF shall [assignment: Identification
and authentication of relevant user is inhibited until
TOE is cycled.].

User attribute definition
(for O.USER_AUTHORIZATION)

No other components.
No dependencies.

The TSF shall maintain the following list of security
attributes belonging to individual users: [assignment:
User Identifier, User Role].
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FIA_PMG_EXT.1

Hierarchical to:

Dependencies:

FIA_PMG_EXT.1.1

FIA_UAU.1

Hierarchical to:

Dependencies:

FIA_UAU.1.1

FIA_UAU.1.2

FIA_UAU.7

Hierarchical to:
Dependencies:

FIA_UAU.7.1

Password Management
(for O.USER_I&A)

No other components.
No dependencies.

The TSF shall provide the following password

management capabilities for User passwords:
Passwords shall be able to be composed of any
combination of upper and lower case letters,
numbers, and the following special characters:
[selection: “!”7, “"@”, “#”, "$”, "%”, "N, "&”, "*”,

/AR \ R/ A\

"(", ")//, [ass|gnment: ” (Space)//’ "////, ||///, ||+ f 7

R AV W/ SR | P

Minimum password length shall be settable by an
Administrator, and have the capability to
require passwords of 15 characters or greater;

Timing of authentication
(for O.USER_I&A)

No other components.
FIA_UID.1 Timing of identification

Refinement: The TSF shall allow [assignment: none] on
behalf of the user to be performed before the user is
authenticated.

The TSF shall require each user to be successfully
authenticated before allowing any other TSF-mediated
actions on behalf of that user.

Protected authentication feedback
(for O.USER_I&A)

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: @] to the user
while the authentication is in progress.
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FIA_UID.1

Hierarchical to:

Dependencies:

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1

Hierarchical to:
Dependencies:

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

6.2.5. Class FMT:

FMT_MOF.1

Hierarchical to:
Dependencies:
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Timing of identification
(for O.USER_I&A and O.ADMIN_ROLES)

No other components.
No dependencies.

Refinement: The TSF shall allow [assignment: none] on
behalf of the user to be performed before the user is
identified.

The TSF shall require each user to be successfully
identified before allowing any other TSF-mediated
actions on behalf of that user.

User-subject binding

(for O.USER_I&A)

No other components.

FIA_ATD.1 User attribute definition

The TSF shall associate the following user security
attributes with subjects acting on the behalf of that
user: [assignment:

User Identifier, User Role].

The TSF shall enforce the following rules on the initial
association of user security attributes with subjects
acting on the behalf of users: [assignment:_none].

The TSF shall enforce the following rules governing
changes to the user security attributes associated with
subjects acting on the behalf of users: [assignment:
nonej.

Security Management

Management of security functions behavior
(for O.ADMIN_ROLES)

No other components.
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
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FMT_MOF.1.1 Refinement: The TSF shall restrict the ability to
[selection: disable, enable,
modify the behaviour of] the functions [assignment:
List of security functions in Table 14] to U.ADMIN.

Table 14 List of Security Functions

Function Operation

User Authentication enable, disable

Auditing enable, disable,
modify the behavior

Trusted communications enable, disable,
modify the behavior

Storage Data Encryption enable, disable

Overwrite Storage enable, disable,
modify the behavior

Firmware update enable, disable

Self Test enable, disable

FMT_MSA.1 Management of security attributes

(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1 Refinement: The TSF shall enforce the User Data
Access Control SFP to restrict the ability to [selection:
guery, modify, delete, [assignment:
creation]] the security attributes [assignment: the
security attributes listed in Table 15] to [assignment:
the roles listed in Table 15].

Table 15 Security Attributes and Authorized Roles

Security attributes Operation Role
User identifier (Key Operator modify Key Operator
case)
User identifier (General case) modify, U.ADMIN
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delete, creation

User Role (Key Operator case) query

Key Operator

User Role (General case)

query, modify U.ADMIN

FMT_MSA.3

Hierarchical to:
Dependencies:

FMT_MSA.3.1

FMT_MSA.3.2

FMT_MTD.1

Hierarchical to:
Dependencies:

Static attribute initialization
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

Refinement: The TSF shall enforce the User Data
Access Control SFP to provide [selection, choose one
of: restrictive ] default
values for security attributes that are used to enforce
the SFP.

Refinement: The TSF shall allow the [selection:

no role] to specify alternative initial values
to override the default values when an object or
information is created.

Management of TSF data
(for O.ACCESS CONTROL)

No other components.
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to
perform the specified operations on the specified
TSF Data to the roles specified in Table 16.
Table 16 Management of TSF Data
Data Operation Authorised
Role(s)

TSF Data owned by U.NORMAL or associated with documents or
jobs owned by U.NORMAL.

U.NORMAL Password

modify U.ADMIN, the
owning
U.NORMAL.
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TSF Data not owned by a U.NORMAL

Key operator Password modify U.Admin (Key
Operator)

SA Password modify U.ADMIN

Data on use of password entered | query, modify U.ADMIN

from MFD control panel in user

authentication

Data on minimum user password | guery, modify U.ADMIN

length

Data on Private Charge Print query, modify U.ADMIN

Data on Access denial due to query, modify U.ADMIN

authentication failure

Data on Customer Engineer query, modify U.ADMIN

Operation Restriction

Data on date and time query, modify U.ADMIN

Data on Autoclear query, modify U.ADMIN

Data on Report Print query, modify U.ADMIN

Software, firmware, and related configuration data

Controller ROM modify U.ADMIN
FMT_SMF.1 Specification of Management Functions

(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL,
and O.ADMIN_ROLES)

Hierarchical to: No other components.
Dependencies: No dependencies.
FMT_SMF.1.1 The TSF shall be capable of performing the following

management functions: [assignment: Security
Management Functions listed in Table 17].

Table 17 Security Management Functions

Management Functions Operation
Registration of U.NORMAL /SA guery, modify, delete
creation
Data on User Authentication query, modify
Key operator identifier modify
Key operator Password modify
- 53 -

Copyright®2025 by FUJIFILM Business Innovation Corp.



FUJIFILM Revoria Press E1136 / E1125/ E1110/ E1100/ E1100 GK t&+aUr18—0vF

Data on use of password entered from | query, modify
MFD control panel in user

authentication

Data on Private Charge Print query, modify
Data on Trusted communications query, modify
Data on date and time query, modify
Data on Auditing query, modify
Data on Storage Data Encryption query, modify
Data on Overwrite Storage query, modify

Data on Customer Engineer Operation query, modify

Restriction

Data on Self Test

query, modify

Data on Access denial due to query, modify

authentication failure

Data on minimum user password query, modify

length

Data on Autoclear query, modify

Data on Firmware update query, modify

Data on Report Print query, modify

Controller ROM modify
FMT_SMR.1 Security roles

Hierarchical to:
Dependencies:

FMT_SMR.1.1

FMT_SMR.1.2

(for O.ACCESS_CONTROL, O.USER_AUTHORIZATION,
and O.ADMIN_ROLES)

No other components.
FIA_UID.1 Timing of identification

Refinement: The TSF shall maintain the roles
U.ADMIN(U.ADMIN, SA, Key Operator),
U.NORMAL.

The TSF shall be able to associate users with roles.

6.2.6. Class FPT: Protection of the TSF

FPT_KYP_EXT.1

Hierarchical to:
Dependencies:

Protection of Key and Key Material
(for O.KEY_MATERIAL)

No other components.
No dependencies.
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FPT_SKP_EXT.1

Hierarchical to:
Dependencies:

FPT_SKP_EXT.1.1

FPT_STM.1

Hierarchical to:

Dependencies:

FPT_STM.1.1

FPT_TST_EXT.1

Hierarchical to:

Dependencies:

FPT_TST_EXT.1.1

FPT_TUD_EXT.1

Hierarchical to:
Dependencies:

FPT_TUD_EXT.1.1

FUJIFILM Revoria Press E1136 / E1125/ E1110/ E1100/ E1100 GK t&+aUr18—0vF

Refinement: The TSF shall not store plaintext keys that
are part of the keychain specified by FCS_KYC_EXT.1 in
any Field-Replaceable Nonvolatile Storage Device.

Protection of TSF Data
(for 0.COMMS PROTECTION)

No other components.
No dependencies.

The TSF shall prevent reading of all pre-shared keys,
symmetric keys, and private keys.

Reliable time stamps
(for.0.AUDIT)

No other components.
No dependencies.

The TSF shall be able to provide reliable time stamps.

TSF testing
(for O.TSF_SELF_TEST)

No other components.
No dependencies.

The TSF shall run a suite of self-tests during initial
start-up (and power on) to demonstrate the correct
operation of the TSF.

Trusted Update
(for O.UPDATE_VERIFICATION)

No other components.

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),

FCS_COP.1(c) Cryptographic operation (Hash
Algorithm).

The TSF shall provide authorized administrators the
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FPT_TUD_EXT.1.2

FPT_TUD_EXT.1.3

6.2.7. Class FTA:

FTA_SSL.3

Hierarchical to:
Dependencies:

FTA_SSL.3.1

ability to query the current version of the TOE
firmware/software.

The TSF shall provide authorized administrators the
ability to initiate updates to TOE firmware/software.

The TSF shall provide a means to verify
firmware/software updates to the TOE using a digital
signature mechanism and [selection:

no other functions] prior to installing those updates.

TOE Access

TSF-initiated termination
(for O.USER_I&A)

No other components.
No dependencies.

The TSF shall terminate an interactive session after a
[assignment:
Auto clear time for the control panel: 10 ~ 900

seconds
Login timeout for the Web UI: 1 ~ 240minutes
There is no inactive time with printer driver

1.

6.2.8. Class FTP: Trusted Paths/Channels

FTP_ITC.1

Hierarchical to:
Dependencies:

FTP_ITC.1.1

Inter-TSF trusted channel
(for O.COMMS_PROTECTION, O.AUDIT)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection:

TLS ] to provide a trusted
communication channel between itself and authorized
IT entities supporting the following capabilities:
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FTP_ITC.1.2

FTP_ITC.1.3

FTP_TRP.1(a)

Hierarchical to:
Dependencies:

FTP_TRP.1.1(a)

FTP_TRP.1.2(a)

FTP_TRP.1.3(a)

FTP_TRP.1(b)

[selection: [assignment:
Audit Log Server, Mail Server]] that is logically distinct
from other communication channels and provides
assured identification of its end points and protection of
the channel data from disclosure and detection of
modification of the channel data.

Refinement: The TSF shall permit the TSF, or the
authorized IT entities, to initiate communication via
the trusted channel

Refinement: The TSF shall initiate communication via
the trusted channel for [assignment:_mail service, and
audit transmission service].

Trusted path (for Administrators)
(for O.COMMS_PROTECTION)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection, choose at
least one of: TLS/HTTPS] to
provide a trusted communication path between itself
and remote administrators that is logically distinct
from other communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

Refinement: The TSF shall permit remote
administrators to initiate communication via the
trusted path

Refinement: The TSF shall require the use of the
trusted path for initial administrator authentication
and all remote administration actions.

Trusted path (for Non-administrators)
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6.3.

(for 0.COMMS_PROTECTION)

Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(b) Refinement : The TSF shall use [selection, choose at
least one of: TLS, TLS/HTTPS] to
provide a trusted communication path between itself
and remote users that is logically distinct from other
communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

FTP_TRP.1.2(b) Refinement: The TSF shall permit [selection: the TSF,
remote users] to initiate communication via the
trusted path

FTP_TRP.1.3(b) Refinement: The TSF shall require the use of the
trusted path for initial user authentication and all
remote user actions.

tFa1)T1REEEH (Security Assurance Requirements)
Table 18 [CEF1UTARIIEHZEEHR TS,
Table 18 t¥1UT/{RIFEH

Assurance Class Assurance Assurance Components
Components Description
ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components
definition
ASE_INT.1 ST introduction

Security Target

. ASE_OBJ.1 Security objectives for
Evaluation

the operational
environment
ASE_REQ.1 Stated security
requirements

- 58 -

Copyright®2025 by FUJIFILM Business Innovation Corp.



FUJIFILM Revoria Press E1136 / E1125 / E1110/ E1100/ E1100 GK t+aUrr5—0"vF

Assurance Class Assurance Assurance Components
Components Description
ASE_SPD.1 Security Problem
Definition
ASE_TSS.1 TOE Summary
Specification
Development ADV_FSP.1 Basic functional
specification
Guidance Documents | AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures
Life-cycle support ALC_CMC.1 Labelling of the TOE
ALC_CMS.1 TOE CM coverage
Tests ATE_IND.1 Independent testing -
Conformance
Vulnerability AVA_VAN.1 Vulnerability survey
assessment

NoDEFLITAHRAEEHERIRT BRI, R/PROCFLITAR-AFM VD RBEOVRESNGE
BLAUCETNTLVSCE, TOE (LRI ERRROLF 1) THEHRSN TSN, 12 TOE B H0ff
BICRE TS EEZRSNTSETHS,

6.4. tF1UT EHIEH (Security Requirement Rationale)
6.4.1. &kFHDIREE (Dependencies of Security Functional Requirements)

EFIVT B AR LTS MAE M DLUREBRESE UG MAEE L BRI
AT LR  Table 19 [CRET3,

Table 19 t¥aUT(HEEEHIVR—X Y bOEREFM

BEEEHIVR—RVF EEFHOMBEEHFIVR—RIF
EEEERELTCLVE | TEM
EHBIUEHETH PP THRESNTLSEH NE 20 M
FAU_GEN.1 FPT_STM.1 - oK
BEET %R
FAU_GEN.2 FAU_GEN.1 - oK
FIAE S AIEHROBE 1 FIA_UID.1
FAU_STG_EXT.1 FAU_GEN.1 - oK
PR - 41 R BE A RE B AR AN FTP_ITC.1
FCS_CKM.1(a) [FCS_COP.1(b) Fk(3 - oK
e RAEMGERTER) FCS_COP.1(i)]
FCS_CKM_EXT.4
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BEEEHIVR—RV KEFHEOBEZEHIVR—KVE
EZEMERELTLE | TN
EHBLUEHRETH PP THESNTLIEH NE 20 M

FAU_SAR.1 FAU_GEN.1 - OK
EELE1-
FAU_SAR.2 FAU_SAR.1 - OK
[REEELE1I—
FAU_STG.1 FAU_GEN.1 - OK
RESN BB ST HME R
FAU_STG.4 FAU_STG.1 - OK
BEET-HEROML
FCS_CKM.1(b) [FCS_COP.1(a) %iZ - OK
EERAERMGIIAEEA) FCS_COP.1(d) #F#=(&

FCS_COP.1(e) Fk(&

FCS_COP.1(f) F7(&

FCS_COP.1(g) F#=l&

FCS_COP.1(h)]

FCS_CKM_EXT.4

FCS_RBG_EXT.1
FCS_CKM.4 [FCS_CKM.1(a) - oK
B RE F72(& FCS_CKM.1(b)]
FCS_CKM_EXT.4 [FCS_CKM.1(a) Fkl& - OK
ViR : BE SR F OB ZE FCS_CKM.1(b)]

FCS_CKM.4
FCS_COP.1(a) FCS_CKM.1(b) _ oK
E SR E (RISt 85) | FCS_CKM_EXT.4
FCS_COP.1(b) FCS_CKM.1(a) _ OK
EEIRE(BRERREL) FCS_CKM_EXT.4
FCS_COP.1(c) BL - OK
EERE()\wYaTITUZL)
FCS_COP.1(d) CS_CKM.1(b) - OK
E51%1E (AES T—AKEE 1L~ | FCS_CKM_EXT.4
)
FCS_COP.1() CS_CKM.1(b) - OK
EE iR (BBrES1t) FCS_CKM_EXT.4
FCS_COP.1(g) CS_CKM.1(b) - OK
EEIRE(B T )\ Av— YRR | FCS_CKM_EXT.4
if)
FCS_HTTPS_EXT.1 FCS_TLS_EXT.1 - OK
Yi3R  BIRENT HTTPS
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BEEEHIVR—RVF EEFHOMEEHFIVR—RIE
EEEERELCLVE | TEM
EHBIUEHETH PP THRESNTLSEH B ZOIE L

FCS_KYC_EXT.1 [FCS_COP.1(e) Ff(& - oK
YhER BF IV FCS_SMC_EXT.1 (3

FCS_COP.1(i) k(3

FCS_KDF_EXT.1

kU F&

FCS_COP.1(f)]
FCS_RBG_EXT.1 L -
Yok - RS S 1RE (BLEEY FERK)
FCS_TLS_EXT.1 FCS_CKM.1(a) - OK
L3R SEIRENE TLS FCS_COP.1(a)

FCS_COP.1(b)

FCS_COP.1(c)

FCS_COP.1(g)

FCS_RBG_EXT.1
FDP_ACC.1 FDP_ACF.1 - OK
BIty b 7ot A%
FDP_ACF.1 FDP_ACC.1 - OK
tF1UTABIECLZPHEASIE | FMT_MSA.3
FDP_DSK_EXT.1 FCS_COP.1(d) - OK
Yaik: TAAD LT3R %
FDP_RIP.1(a) KL -
By MNEFIERRE
FIA_AFL.1 FIA_UAU.1 - OK
FRRL R BXBFDER DR L
FIA_ATD.1 KL -
FAERMESR
FIA_PMG_EXT.1 KL -
Yaik: N\AD— RFEE
FIA_UAU.1 FIA_UID.1 - OK
REL DRIV
FIA_UAU.7 FIA_UAU.1 - OK
REINTZT4—R)\vD
FIA_UID.1 KL -
BADHA IV
FIA_USB.1 FIA_ATD.1 - oK
FAZE-HITIIDMEE
FMT_MOF.1 FMT_SMF.1 - OK
LFITHEEDSZEVOEE | FMT_SMR.1
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BEZEHIVR—2RVF

REFEOBEEHIR—R U

kEHEEBRRLTVE | M
BEHRBIUEHET PP CHREINTLIEH NE 20 M

FMT_MSA.1 FDP_ACC.1 - OK
tF¥IVTIEHEOERE FMT_SMF.1

FMT_SMR.1
FMT_MSA.3 FMT_MSA.1 - OK
FHEMEE FMT_SMR.1
FMT_MTD.1 FMT_SMF.1 - OK
TSF 7—ANEE FMT_SMR.1
FMT_SMF.1 BL -
EEEREEORTE
FMT_SMR.1 FIA_UID.1 - OK
T¥a1)T11%E
FPT_KYP_EXT.1 BL -
LR BERUBHMHORE
FPT_SKP_EXT.1 BL -
L3k TSF T—HD{RE
FPT_STM.1 BL -
=SS LAY
FPT_TST_EXT.1 BL -
YiaR: TSF TAb
FPT_TUD_EXT.1 FCS_COP.1(b) - OK
Lk SEE7YIT—h FCS_COP.1(c)
FTA_SSL.3 BL -
TSF R2ENCLRHET
FTP_ITC.1 [FCS_IPSEC_EXT.1. - OK
TSF M EBET v~ F7=(3 FCS_TLS_EXT.1.

F72(& FCS_SSH_EXT.1.

F7=(3 FCS_HTTPS_EXT.1]
FTP_TRP.1(a) [FCS_IPSEC_EXT.1. - oK
SEENA(EEER) Fh(d FCS_TLS_EXT.1.

F72(& FCS_SSH_EXT.1.

F7=(3 FCS_HTTPS_EXT.1]
FTP_TRP.1(b) [FCS_IPSEC_EXT.1. - oK

=IEENAGEEEER)

F7z(& FCS_TLS_EXT.1.
F7zl& FCS_SSH_EXT.1,
F7zl& FCS_HTTPS_EXT.1]
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6.4.2. tF¥a1)T(IRIEEHIRM (Security Assurance Requirements Rationale)

NoDEFIITAHRAEHERIRTH IR, R/PROCFLITAR-AFA VDR BEOVRESNDE
BLAUCETNTLVSCE, TOE (LRI ERRROCF 1) THERSN TSN, 12 TOE B H0Off
EICRAE TS EERINTSETHS. PP DHoBECAICHIREEP I TAETA1E F 1) T4 {REE
BEHTERTETHDAEGHAFEICOVNTORTON /I AER M T HHICERSNTIS,
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1.1.

TOE E#31t# (TOE Summary Specification)
AETIE. TOE MR T3 1 10T (O EWHEI OV TRA TS,
tEa)T4#EE (Security Functions)

Table 20 (C TOE t¥a)T (AR L 1T HBEBHOMIGERT
FETTHBATS TOE VT AL 6.1 BiICRRBESN B X1 UTHEBEHERETLOTHD.

Table 20 TOE t¥aUT1#gEE X1 T HEBEE B DXt o B %
1) T e

Bt

a

{

7Yt A I
t¥a1l) 74 BB
B ER
551t
A=Y LEEFHEE

=
=1
T

=
=1

SFRs

FAU_GEN.1

FAU_GEN.2

FAU_STG_EXT.1

FAU_SAR.1

FAU_SAR.2

FAU_STG.1

SHE
SIS ] [ BFaY T BE

FAU_STG.4

FCS_CKM.1(a)

FCS_CKM.1(b)

FCS_CKM.4

FCS_CKM_EXT.4

FCS_COP.1(a)

FCS_COP.1(b1)

FCS_COP.1(b2)

FCS_COP.1(c1)

FCS_COP.1(c2)

FCS_COP.1(d)

AN ENENENAN AN ENENENAN

FCS_COP.1(f)
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1) T e

At A.

3 EA
=
18

{

AbL=Y0DLEEEHEE

Sl

X1l 714 BEE
7Dt A il
t¥a1l) 74 EE

=
=1
T

=
=1

SFRs
FCS_COP.1(g) v
FCS_HTTPS_EXT.1 v
FCS_KYC_EXT.1 4
FCS_RBG_EXT.1 4 v
FCS_TLS_EXT.1 v
FDP_ACC.1 v
FDP_ACF.1 v
FDP_DSK_EXT.1 v
FDP_RIP.1(a) v
FIA_AFL.1
FIA_ATD.1
FIA_PMG_EXT.1
FIA_UAU.1
FIA_UAU.7
FIA_UID.1
FIA_USB.1
FMT_MOF.1
FMT_MSA.1
FMT_MSA.3
FMT_MTD.1
FMT_SMF.1
FMT_SMR.1
FPT_KYP_EXT.1 v
FPT_SKP_EXT.1
FPT_STM.1 v
FPT_TST_EXT.1 v

NIENENENENENEN

AN ENENENAN

\
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txa)T1HEE
H
U
Ka i o
B | | H
k| ¥ | o | B | oo mo N
g p < p 'Il;bl .EE.[ [’E! I
a A o Al &R | o | B |2
& | 4+ | o | & | W0 | L
SFRs - N PO E | R | E | X
FPT_TUD_EXT.1 v
FTA_SSL.3 v
FTP_ITC.1 v
FTP_TRP.1(a) v
FTP_TRP.1(b) v
1.1.1. AIEEEE

BB FREEHERE(L . BRI SN EDFIABZFIC MFD O REE RIS HERZHZEBIWIC, #B1E
BRIV RIREDSA7Y D Web UI(*), TUVE— R34 \o1—F—ID £1—5—)I\A0— FEA IS
BCHRIFREL T S HEAETHS.

MFD [CEHFSN TS FIAEFREEALT, HBAIEREET,

(*):FAEDFMTV F PC D Web F505 &MUl MFD O —)\HaE. B L. TM1V8—ky b —E
ALEWIB TR SN SN REICHWVTEIARIELIRE, Web UI EFES,

(1) FIA_AFL.1 Authentication failure handling (FBiEXBREOERDKLY)
TOE FFIAEN TOE APDEATBHIIC, FIAEDRIIZITON, SRR 1TRFDEREE 5 UKt I
BEEIRE LTS,
FAEBORARRICHITRRAXRBZHRE L. PV EAEBE K THRESN TS [EE (1~ 10 [E)
DEFREET DL, BT AEOHAIFRIICEELTE. TOE OERVIE/BRALTZHFTE
133,

(B8:&9 % TSFI]
BRAENRIVDERIZRE
Web UI Oz 5385
FIVB—EAN
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(2) FIA_ATD.1 User attribute definition FIfEBHES
FIA_USB.1 User-subject binding FIB&-Y7JTHMEA
TOE FRIAEICH LT, 1—5—ID & EIZEBMHELTER L. TNoZH BRI LEFIAFICR L

TEINfT5.

[FIA_ATD.1 (CBE:&E T3 TSFI]
BAIESRILDEEMEE

Web UI DEEHERE
[FIA_USB.1 [CBH:&EY S TSFI]
BRENRIVDOFERIFEE

Web UI DRI F25

(3) FIA_PMG_EXT.1 Password Management /27— R&®E
TOEICHEWT, M EEED/\AD— FERR, FLEARRRIAOF AEZEHF-EERFO/IAT—F
(. LTOXFDHAENDETIERTIENTES,
INAD— RICHE T AT RETS XX
PIITPRY DRI FENXTF  BF . REROFFIHF
(17, @7, “#7, “$7, “%7, AT, RS, KT (%, )7, " (space)”, YT N N N

n \\ A\ /AR \ U0 /S \ U / S\ W /4 \\<II w__#n@ \\ 4 \\'?II \\[\\ \\¥II A\ /2 \ N /A \ U / B \ U g\ Y \\|II A\ 7\ II)

r " L r s 4 4 r — 7

Fi=. /ZTAMIE%(JT'J‘NZU I‘E’E’ 0~63 XFDEFHTE E?‘é‘_tb\f%é
TOE (FCDEREICLD 15 XFLU EICRETEZENTES,

(BE#E93 TSFI])
BENRIOE R
Web UI @%IE*% AE

(4) FIA_UAU.1 Timing of authentication EREFDR/3IVY .
FIA_UID.1 Timing of identification &NV

TOE IR AEZEDHEANZEIEARELT, REZEFHEARXEHR— T3,
AR EERSINDA VATI—AICIE . BNV, FIREDSA7 bD Web T30, FUUA—F
11D 3 BN BB,
BENRIV, FIBEDSA7Y D Web F59HTlE, MFD #EEDIRIEEEF I T3 HIIC, ID &/IAD
—REAASET, AASNE ID E/SAT— FHY, TOE [CB SN TS FIBAEFERE—HTEEE
REET 3,
Fr2 DT R PC oD T)D bF=RICF5END ID ENAT—RICEDT 54 K= b)Y MEED &R
EEEM"NL%
SREE(FIA_UAU.1)&EERI(FIA_UID.1)IZRIBFCEITEN ., A - RO AN RS LB D& 2
ENEFIIEND,

(BE#E 93 TSFI]
8 1’E/Y*Jl/0)nﬁ5"]mun
Web UI O&E:RIFRE
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TIVB—EAN

(5) FIA_UAU.7 Protected authentication feedback {RESNERIET—RI\YD
TOE (21— —FBEERFC., )SAD— RFEETZHIC, NAT—RELTAASNEXFHERHBDIE L

="@ (bullet) "% 124/ %I Web F59HICRRTIHAEEIZMH TS,

(BE:#E93 TSFI]
BIENRIVOERIERE
Web UI O#ERIEEE

(6) FTA_SSL.3 TSF-initiated termination TSF {2ECL3#RT
TOE (& Web 75045 hn Web UI [C—ERE(1~240 2 CHREREE) D7 AN E MG EEA
D4V (A tyYay) e )7 VBRI EER TS,
FBENRIDO— BRI (10~900 F T E ATRE) DIRMENE WG S, BRIENRILDEREND

UPSNEEELEENRS.
TVVR—=RIANEDEyIav B REFET . TV FOBERMBREIZE(CEYIVER T T3,

(BE#E 93 TSFI]
BENRIVOERIERE
Web UI O#ERIEEE

1.1.2. t¥1)T1EE

TXIVTAEEREEL . YATLEEEICLSEREICHKL, TATO TOE FAECHLT, L2, #M &
DEIBAERETINEVIBER (BIZIE, 1Y —1B/F. [EEDBREERLE) &, BIECHETH2H0

HREEIRH TS,

(1) FAU_GEN.1 Audit data generation (BE&ET—34%R)
FAU_GEN.2 User identity association (FIfE&#1EROBEER ()
TOE (&, Y37 0# 7 ®H AEOH AR DK, AR SN AECLIEEEREOF AL
E.Table 21 [CRTEENRDBRIIONT, BEEOVERHRTD, FLEEET . BRHE
H£OBHEF. EROER . BRZ5IFEVLFAE (AIRETHNIE) . BLUBROBERNEHFN

%o
TOE BEBRNCEBEMRERERENTELTCRERTIHIC, TOREEL1ZF AE DB AFR

(CREE I TRREL LD,

(B:&E¥ % TSFI]
BRAENRIVDERIZRE
Web UI Oz#5I85
TIUR—=FAN
BN OE RS
Web UI OEE##E
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BRI

BAENXILOIE—HEE, JE—ETEMEE. TUV MERE. AT vUREE. AF vV RDAREREE. XE
B0 UikeE

BENRINDIITIRE - BREDR RHEEE

Web UI O Y37k RE - B DR RS

Web UI ORyDANLDET—SEDH U EE

Web UI @77—L0177v7T— MERE

Table 21 EEEOTDFEHM

HRER RERINIEEERE EEEREFH
B EHREDACENEIR T System Status/ Started
normally (cold boot),
System Status/ Started
normally (warm boot),
Shutdown requested

JaJD#RT Job Status/ Completed, Print
Job Status/ Canceled by Copy [AE—vY37.2E-&
User BYITOE THFEZOXFF
hiEgken3]
Scan

Mailbox [Storage and
Retrieval Job #%& 9]

A& FRRER K Login/ Failed

FI A& BRI KB (Invalid UserID),
(4E) =)L, Web UIhb) | Login/ Failed
(Invalid Password)

FIFAB R Job Status/ Print /Aborted
FIFRE BRI KB

(FUVARFA1NhD)

EEEREOF A Device Settings/ View

Security Setting
Device Settings/ Change
Security Setting

Device Settings/ Switch
Authentication Mode

Device Settings/ Edit User

[EESNZEHEELTIDY,
“Password”, “Name"Hhi2 kS
n3]
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Device Settings/ Add User
Device Settings/ Delete
User

Device Config/ Software
Audit Policy/ Audit Log/

Enable,
Audit Policy/ Audit Log/
Disable
‘EID—ETHIFAEY | Device Settings/ Edit User
W—Tneh%E
[ZEESNLEMHELT Role"H
kN3]
B NZEE Device Settings/ Adjust
Time
TIavFEILDKREL Communication/ Trusted Failed
(TLS) Communication (ORI, BIESL. KD

B R7F]

(2) FAU_SAR.1 Audit review (B5&LEa1-)
VATLEEEE, Web Ul TAOYM V. Web UL hoMIEEICED . TOE RERICRFESNETAT
DEEOVZHHHTENTED,
BEEOJRATRUINOTFANI7MILELTHADYA— FEND, EEOTEAYYO- FT315E(E. TLS
BENAMCHREINTVILENDHD,

(B8:&9 % TSFI]
Web UI O EE##E

(3) FAU_SAR.2 Restricted audit review (BBEEZELE1-)
TOE AFICHRFSNLZEEOTDHHE UKEEE . RSN ZIATLEEEDHICREIND,
F BEE'OIAOT7IEAG. Web UL OHERBIRET ARIENRILDDP LT CEIFH KLY,

(&Y% TSFI]
Web UI OEE##E

(4) FAU_STG.1 Protected audit trail storage ({RFESNZESEIEHHEHA)
TOE MEBICRFSNZEENTANDTPIEAR. Fid i UBEEDH THY. HIBRH LB EHRER T
LW, ShICED . EEOT O ELHIBREREN R ESN TS,

(BH:&E¥ % TSFI]
Web UI OEEHERE
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(5) FAU_STG.4 Prevention of audit data loss (BE&ET—4i8%K0DR1L)
TOE MEBICRFSNZEEENT(E. ;K 15,000 H&RETIENE XKD, BEEOINEFICE-
H5E. RUOGHRINEEERT-ACEEELT HLLWEENINMBA T GREEEND.

(B8:&E 3% TSFI]

BAENRIDERERE

Web UI 051523

TIVB—ES4 N

BAENRIOE B

Web UI DEEE#EAE

BIRRAY

BAENRILOIE—HEE, IE—ETEMEE. TUY MEBE. AT vUBkEE. AF vV RO ARTEREE. XE
ERDH Ui RE

BRENRINDIITIRE - BR DR R EE

Web UI Y37 K& - BEDR AL

Web UI OikyH AN XET—SERDH Liskke
Web UL O77— L0177y 7— MkE

(6) FAU_STG_EXT.1 Extended: External Audit Trail Storage #}&#}ESZ EME IR
BEENY(E. Syslog 7AOMIVERWTEERY -/ I\NEESND, ZIEFOEENTDREL. 7.1.7
(3) FTP_ITC.1 [CEEiEN 3, EIESNBEEEDV (L. TOE NERICRFSNZEEOT THRH.
BEBENJOFH HULOEIEF(3) FAU_SAR.2, BEBENJ DR EBRIBREBEN LD REDENE(S
(4) FAU_STG.1., BEEOIHERICE-15 8 OB EE(5) FAU_STG.4 [Citadiend, BE&ENY
(&, BEEY—)/INEEsniitt . TOE WEBICIXS,

EENKBUZISEE . N TECEEIBERITINDG EENKBR UK ZENEEDIN
13,500 H#ICETRE. BIENSRIUCIS—%FRRL. MFD [3Z21LT3, COF/E . MFD & Syslog
H—NEEEBCHEFTEZIREICL, MFD 2B 2813 ETIS—(EEET S,

(B:&E¥ % TSFI]
FAU_GEN.1, FAU_GEN.2 OF8:& TSFI [C#7'%

(7) FPT_STM.1 Reliable time stamps &S{E#EAM1 LAY T
EBRNLEEMREREEBOTELTCERRFRTSHFC. TOE B TLVS IOV IEREIC LD A1 LA
RUTERITT DA ZIRIET S,

BT DRELEE(E FMT_MTD.1 (LED VAT LEEBEOH N EHETHD,

(BH:&E¥ % TSFI]
FAU_GEN.1, FAU_GEN.2 QOF8:& TSFI [C#7'3

1.1.3. 7Ot A%
A RSN R LICFI A OB D T L O BEEE AR REL 35, TSF [P UEAT S /AT1—AC LIS,
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FI AT RE(CTI B REN R,

a) KAKBENRIITHIEISN S EE
JE—-Hae. JE-BEMEE, AT vUikae. XEOREFEMOLE UKRE. TU MERE(TIVE—F
FANTOREEEDHRENFH THENRIFFICIRIE R TRIET D, FHE LBV EIFEIRIS
NG, ). BIIKEBORR, JaTIKE - BEORRHEEE, £ TOE RET-INSR/REH
B (VATLEEEDH)

b) Web UI THIEHSNS1EAE
AR EBORT, V3K - BEOR THAEE. R0 ET—FHH LigeE, TOE RE
TADSR/REMEE(VATLEBEDH) . J7—LIIPT7YIT— MERE (VAT LEEED
%)

c) FABIIMTVrDTIVEI-RIANEFERTHHAE
FABENFREDFATY DT )IA— FIANTERAEEBERTE LIRRETTUY METRET BL.
MFD (3R Z2EN I LIS B (COH RIET -y by T T—RICE#(TIVR-X)LTa
—4'—ID CEDRERURY MICETET S,

(1) FDP_ACC.1 Subset access control %7ty 7Dt A%

FDP_ACF.1 Security attribute based access control tFaUr1EH&ICLZ 70 AHI%EH
TOE (3. Table 12, Table 13 [CfEL\, BRIEEARBEEEDVITEXET-IDTHEAKIEHES L
J, LT, XERD()AD note DiEiki(E Table 12, Table 13 @ note #8 ML T3,
ERRERBETHRONDG VaTEXET -G, EHAEEEES LR AZEES -+ LTEIF T 7
—F—FER VAT LEBELZINTPOEAA RS, L. BT YT —RFIAENEETS
CENTED, AE—J3T OV TR BEEDHRETIENTED, . D17V b PC hoZERE
POT-AE. VATLEBELZINTOAAREER D,

TV MERECBVTIE, D47V b PC O ASNE TV MF—ARNICH AEZHETIHO1—
H—ID HEFEN3d. TIV MERECH 3B YaTmBER. TV M —RIC&ENE1—F—ID (LLOT
¥ESIND, (note 1)

A¥vURgEE, JE—#RE. JE-BBMEECHITE Yadd, BEARICOT(VLED—Y—ID H', ¥
DA —F—ELTEINDIFHNS, (note 2)

XEQRFEMIE UHEER . AFvIXE . IE-BRXEDRYIARGFEEDEN L U RER AT RE
£T%, 2L, IE—BBBEECIOTRFESNLT A —RABZEDIS1 7Y thoEDE UigEE
BRTELRD AFvUHEE. LUIE BB EECHVTE. BT ERCOVMVRENBETHS,
NVDACAF v XE (FLRIAE-EEXE) EER TR, BHEBEEEIIATORYD AN, —#
FRAFFLIE SA TBENFATIRYIRAEFTNEIRATREE LS, FIAFRAFvoXE (FEIE
—ERXE) ERFIIRNVIAERIRL. AT v UIR/E (FLEIE-FFRME) E1TT . ERL
ERYDADAEEN AF vy XE (FLFIE-BRXE) DA HEICES, (note 1)

NI ACRFENET-AD—BFAZEIFMA7Y hoOEDEH L. FUV MER. HIBR, 7)Y MER
TREOEMEBPLAMDBRG . FIEEFGEMEEREZINEITTED, L. IE—EFEMEEIC
O TRFSNLET—AO— AN RAEDFM172 MroDERDE U EEF IR SN, JE—-B TR EEIC
O TREFENTLT-ADT)Y MEREFTEE . M EEENRITTES. SARYATLEEREL
. i ADRYD AR DT —RIFIRETELL, (note 3)

Fh . IE-EEXEOFRARR. BERINOOREICE), IE-BEXERE [EKIEA
TR—=JHEA/BIBRITERED TES, 220, AXv U XERFZOFRAE B THOCHLMEIRIETERLL,
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(note 4)
HWMEEET., BESRIVDODBEICLD., TATOIE-BEXELRETED,SA L. BENFR

FECHIAE-BEXELTERETED LEL. AFvUXER . BHEEETHO>TH SA TH-
THIREIRETERL, (note 5)

TVVMEREICHB VT, XET-IEHRET AR SN,

TPDAEEWEE. BLUT7DAZERREFIRESNE L,

AF vy I3l e E T IR IRBE SN,

(BE#E93 TSFI)

POVE SR

BAENXILOIE—HEE, JE—ETEMEE. TUV MEBE. AT vURkEE. AF vV RO AREREE. XE
R0 H Utk aE

BENRRIDIITIRE - BREDR RS

Web UI O Y37 KEE - BEDR L

Web UI OiRyDAh b0 ET—SENH U AE

1.1.4. X171 EE

(1) FMT_MOF.1 Management of security functions behavior tFaUT/#4EED5H3F\D
=g
FMT_MTD.1 Management of TSF data TSF F—A0NE&EE
FMT_SMF.1 Specification of Management Functions EIE#EEDYETE
FMT_MSA.1 Management of security attributes tF¥iUF1BHEDEE
FMT_MSA.3 Static attribute initialization FEIESEXL1E
FMT_SMR.1 Security roles 1571 D&E|
TOE [FEAIEREESNE VAT LEEBEDH(C, TiE Table 22 ([C5RT TOE F1 )T #EEICBE &R
TRILXITAEERENSRBRERELER., bLUREEEOFMBERERET I 1Y 10371
AziRHT S,
Fh. BRI RSN — R FAEIESDISAT—FEREDH AT HETHD.
CNODBEBEICED, BRSNZ X1 T EEHEEZIRIEET D,
TOE (%, Table 12 Table 13 [CfEL), BFEEKRBEETHRNONDG V3 TEXET OB EHATE
H|OT I MEELT., EHREEEB LRI REHANEREZRT T 5. a5, [7.1.3. 7oL
f8 (1) FDP_ACC.1 Subset access control 7ty 7Dt A%l FDP_ACF.1 Security
attribute based access control £¥1)T/BHEICLZ7OEAFIEIESBOE,
TOE [, M EBEEE . SA. VATLERE | —KRARAEORINZE LR RAEICEEMT. EnE
I3,
TOE . FIAERBICALEF 1T BHEDT 74V MEEL T, —RFIAEERETS,

[FMT_MOF.1, FMT_MSA.1, FMT_SMR.1 [CE8:&# ¥ % TSFI]
BRENRIOEERRE

Web UI OEEEH#EE

[FMT_MTD.1, FMT_SMF.1 (CE8:& 9% TSFI]
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BENRRIOESEMEE

Web UI OEEEHERE

Web UI ®77—LO177v77— MRE

[FMT_MSA.3 [CBE&E T3 TSFI)

POVE L SR

BENRRIOEEMEE

Web UI OEEEHERE

BAENRIIOIE—HEEE. IE—ETEMEE. AF v BB, AXvUiNvD AR T EE

Table 22 t¥a)T1 BB EECIZERI 8RR UL

X1V EEHIER #ENRIL | Web UI
AM—JD LEEHEMEDERELZSRU. B/ ESD. LEZEH v v
DX EZIT
APL—URE S EEDEREESHRL. B/ ENOEREZITD v -
ARSI ODREERFD AT — MEADEREESHBL. B3/ 8D v -
DEREEITI
FRERIKRKICEZ PV CAIERREEZSRL. HR/EM. IEEE v v
BOBEET
BWHEEE ID IAD-ROEEEIT) B EEEDH ATHE
FIRAEDID O%EESMEL ID £/SAT— ROREEITI, Tz, FIA v v
FHICEIND Y TEREESHEL, SA FE—BFAEOREERTET
%,
1-H—1AV—FORIMXFHFIRESBUREET
BIET B SILEEDREESHRL. B/ BUNHLUFHMIERD
BEETD
TLS H—N\FIBAEDZREESHL. MER/EHDOZEEITI, -
A EFRIIRBEDER EES R L. AMRRAL/ BENDOREEITD
TIAR= M)V MEBEDER EESHRL ., EFE/HIRIDEEEITD
Bit. BZIESBUEREET
HEeTAMEBEDEEEZSEBL. B/ EBNDEREEITD
I7—LI77y7 T — MEREDEEESHRL. B/ ENDEEZITD
F—FOUTHERE GRENRIVE LU Web UD) DS BERRTE
LiR—MEHDFREESEL, VATLEEERE/FIAEDREET
)
NANI—IVIZ7iEFIREAEDS BER EETO(AEDH 2/ 5
h/BRSRISAD—R)
X I)TAEEREEDSREFREEITI EREDF S/ BE LY v -
Syslog E{EDEEE)

\
<\

\
\

\
<\

\

NENENENENENEN

\
\

(2) FPT_SKP_EXT.1 Protection of TSF Data TSF F—AM{R#
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TOE (&, #5588 (KEK: Key Encryption Key)%¥3X T NVRAM2 [CIRTET BN, IRTOF
AEICHULT, COREBREZRHLITLHDM VITI— AR ELTIVEL, £z, NVRAM2 B EAED
(FENTLBERIT. ARL—IEBRIELEERTIEGEU,

ArL—YUEE 8 (DEK: Data Encryption Key)ld. E52M KEK T AES-CBC AR TEES1EL
T.NVRAM1 RU HDD (L& F 9%, HDD (CR7ET % DEK ORZ(E/\WH7yTITHB,

TOE D#EEIFF. NVRAML [CRFSNEEESLSNIEA N —JEEHE(E. NVRAM2 [CHDHRIES
BTESESN. BETEFEXDIRET DRAM (LRESND,

L. TARTOFAEICH LT, TOE [F. DRAM [CRBFESNEFEXDA N —IBESHRERH TS
VRAII-AEREL TG, Fo. DRAM ICREFSNTWSEXDA N —JIEEHIE. ERE%EET
CEICEDIEESND,

TLS BIEH(CHEATIMZR(MEDIIAEG, 7.1.6 (15)DHEFEICINEE S ESNIZIRBET
NVRAM1 [CRFSN., TATOFAFICH L CHERZHRH H T 71— AFRELTLVE,
BEICHASINS TLS tyYvaVv# kU TLS EC Diffie-Hellman F## 23 B T 3X T DRAM (LR TE
SNBN, TATOFIABEICH LT, TOE (&, DRAM [CREFSNEEXD LY aVBERHLTIA
JI—AERELTVEL, Fo. DRAM [CRFSNTWSEX Dy avEd. BRERETIEICLD
HEIND,

(BEE 93 TSFI]
B

1.1.5. SERELER

(1) FPT_TST_EXT.1 TSF testing TSF 72k
TSF (& Controller ROM 77— LDI7(ICENEBRSNTHD. COT7—LII7 DL ERIET L
([C&D. TSF DIEEBEEIRILT S,
TOE (%, # B8 Controller ROM (& 4byte OF 1904 LEETE LA EDBEE— T I ERER
L. EERFERESRIUIIS- 2R R UEEEFELTS, F=. DRBGICBHLT [1]11.3(CEHD
ANVATAMEEITL. TAMKRB USSR ESRIUC ISR RLES ZELTE. b
DRBG O+#kl& 7.1.6 TR,

(RH#E3 % TSFI]
BRRY

(2) FPT_TUD_EXT.1 Trusted Update Z{S#E7v7F7—h

FMT_MTD.1 Management of TSF data TSF 7—30EE

FMT_SMF.1 Specification of Management Functions &EIE#EEDHEE
VATLEBER ARENRIDODBRECINARENRIL ETHE DO 77— LI 7 N—JaV e
BIBIENTED, Tz, BEEEREVAMENFH N T LI THIEEI DD TOE 28T % 77—
LOI7ON—930 e R TR N TES,
Fz. BARREESN =Y AT LEBEOHN ., YVATLEBEE DA77V ) Web UI hi, Controller
ROM Z&/\wir—3JLiz )\ M +UT74)V%& TOE [CEETBE(CEN, 77— L7 &7y 7— b3 e
T&3,
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TOE (&, YATLEEBEDFA7V D Web UL 0o ESNST7— LVI7 &8\ ()T IV e%
B3 IUFITPNUSHASNEBEFEREREEL. REECKB USRI}, 7y7T— bk
L BENRIUCIS—BAMUTELT S, M FITPAIUH ESNTVSEFEAR. NMMFUT71)L
% SHA-256 TN\yoalle\wPafEzfER 2048bit DR §E CHE-S 1L L7z RSASSA-PKCS1-
v1.5 AHXD RSA TYRINEBTHS . SOTHREEDFIEL., 1) MM FUTPMIUSHASNZEFE
RETI7—LIIPERIRIA RSA AFRICTES. 2)/\1FUT71 /L& SHA-256 T\yYa, 3)
ESHRE)N\VUEELLR L., —BHINEIREAY . T —HTHNIIRIER KL D,

[FPT_TUD_EXT.1 (CB8:#E 93 TSFI]
BENRIVDT7—LOI7N—JaFER

Web UL ®77—L0177v7T— M&hE
[FMT_MTD.1. FMT_SMF.1 [CE85&E 93 TSFI)
BENRRIOEEY R

Web UI DEE#AE

Web UI ®77— L1777 57— MERE

1.1.6. T—HEES1E

(1) FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys) FES#4
B (GEXTFREER)
TOE [ TLS kS BENHEHESL (EC Diffie-Hellman)THWV3IEXFREELT. [2]ICEEEDIE
M fREEANS, FEMAMREBOERAEE. [3]5.6.1.2.2 RU [2]Appendix B.4.2 (1
5, TLS EC Diffie-Hellman #ZZ{E(Z. Linux ®/dev/random Mo EEY— ke 3(14)IC
F0EMD AES-256 CTR DRBG TA R LIZELE THD . F5AH#RELT [2]Appendix.D [CEEEL
M P-256, P-384, P-521 #HR—kL., TLS 2TV I—Yav@ETHETI—OHiRES,

TOE (& TLS H—/)\ZEBAZ(CFI AT FAHEELT, [2]ICEEEHDFEMBIIEEE. £ X, [4]IC
STHO RSA BERAD, CNODIEXFEIE Web UL ho0D1—H—18 R CEREIND, ML
BOERKAEG [3]5.6.1.2.2 BU [2]Appendix B.4.2 (5, RSA #l3 [4]6.3.1.3 &0
HERAECHED, FORTEONZERT [2]0 B.3.3 [CLNEMEIND, FEMBIFEELT
[2]Appendix.D [CE2#® P-256. P-384. P-521 % RSA #&¢£LT 2048bit. 3072bit &4
iR— kL. Web UL Mo 1—H—HWINH—2%EELTERIETR TS, T, FEUIEHDIEL I ERK
[C1F(14)IC52 8D AES-256 CTR DRBG %#F\3.,

EEEDSRAERICHNT, TOE $H DIRRP R BOREEL L,

(B8:&E 3% TSFI]
Web UI 051523
TIUB—ES4 N
Web UI OEE##E
BAENRRIDAF U EE
Web UI Y37 K& - BEDR AL
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Web UI OikyI AN oD XET -2 H LiEE

Web UI O77—LOI77v77— MiRE

X EnlZ, FAU_GEN.1, FAU_GEN.2 OBE&E TSFI £ &%,
(BEEATDERSNGE. TLS BIETEHEY -/ NEE TN, )

(2) FCS_CKM.1(b) Cryptographic Key Generation (symmetric keys) WS84 L
(RIFREER)

TOE FAM—VRESHEUSEERIENTYYaVEELT, FTEOEY MIDEL B ZRA S, 2K
BIICIZ. A RL—YUBES8#(DEK: Data Encryption Key)® 256 £k, DEK 251337260
#5588 (KEK: Key Encryption Key)® 256 Ev b, TLS £yYavBOIAR—ELTRIVI-
VAV TREVERE S ARICIEUT 128-256 EVMEENENERKT D, LT (14)ICEEED AES-
256 CTR DRBG TA& T35, IaH. —D DRBG NWIFUHEINZDIE., (12)[CER&HLEBTFI( V%
HRTRF R RU.TLS BIEtyya VBB RTHD,

(B8:&E 9% TSFI]

Web UI 051525

TIUB—FES4)N

Web UI DEE#AE

BIRNAY

BRSO AT U EE

Web UI Y37 K& - BEDR RI%EE

Web UI Oikvh AN XET—SERDH Liske

Web UL O77— L0177y 7— MékE

HEh(C, FAU_GEN.1, FAU_GEN.2 OE8:E TSFI £ &8,
(BEENUNEREINDE. TLS BIETEEY—)\NEETILED, )

(3) FCS_CKM.4 Cryptographic key destruction B5S I
FCS_CKM_EXT.4 Cryptographic Key Material Destruction B5& 8+ #OIEZE
TOE FEXFEBEINZIBRUVBEBMHER BB B ATHRETS(*), TOE CEXFEEINGE
BRUBMBEEOMER E£% Table 23 (IR T, Tz, oD HE R U BEM FHIHE B L EDEITHF(C
RAM EDTI—=DABINENIE-SNTHIASNZH . RAM £EOT—4(3 TOE OERMEEL(CTE
ERDEIREND,

(F)ArL—URES (X NVRAML R U HDD [CRTFSNS M, (10)ICEREHDBNEESESNBTH.
AEHOMENET D, Tz, (1)ICEREHD TLS Y—/\GEAZ(CRA TSI TR, (15)DANZ
ALICED NVRAML LICEESIELTREFSNSTLY . AERHEDHENET S, T7—LVIPERIRGL
(CARVS AR, MEBER. T5MR-MESE. ST L1715 A300WFNICE %S

LBV AZEHOH RN THE.

(B2 % TSFI]
B RIOE R
BRRaY
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Table 23 FXREFNDEEUBEMHOBKESE

BerER REFEE WE SR ERH

B S 5 NVRAM2 | BIENRXIIDBEEEAZ1—N o TIGHREFORTE
(KEK:Key (LRI RELERR. T—3Z(14)IC52E D DRBG T
Encryption Key) R UEELET1E EEETS,

THHFAROREICRT EETIAD LOETOT
—HEWETILEERL, T AR ERERESE
HEN—T12aVeRIUESRTESTILENG
LVz8h, DEK B U KEK [FTREICB S,

TLS tyyavi RAM TOE OERM CHET 3,
TLS EC Diffie- | (JE%)
Hellman & & TOE [FERM OB S TEMLG TLS yvayeERHLU

31z, TLS yYaviER U TLS EC Diffie
Hellman MZEERFFEICLES,

(4) FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
ESRECIMRE S 1ES)
TOE (¥ TLS Oxt¥righg 5 /1E5ELT [5]ICEEEHD CBC £— FRU [6]ICEE#EHD GCM E— KD
AES(128bit. 256bit)&HR— 9%, AES (& [7]E#THD,

(B8:&E 3% TSFI]

Web UI 05525

TIUB—ES4 N

Web UI DEE#AE

BENRRIDAF U EE

Web UI Y37 K& - BEDR AL

Web UI OikyhAhbDXET—SERDH Liskke

Web UL O77— L0177y 7— MEE

X Eh(C, FAU_GEN.1, FAU_GEN.2 OE8E TSFI £ &8,
(BEENTNEREINDE. TLS BIETEEY—)INEETID, )

(5) FCS_COP.1(b1) Cryptographic Operation (for signature
generation/verification) RESE/E(BRERK.REE)
TOE (77— L9177y 57— FOBEIEMRRIECH T, [2]ICEEED RSA TIYRINEBREYR—T
%, BBE(E 2048bit Thd, ERI+—Iv I [2]5.5(f)ICEEED RSASSA-PKCS1-v1.5 [
€3,
(BE:&E9 % TSFI]
Web Ul O77—LII77v7T— MsE
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(6) FCS_COP.1(b2) Cryptographic Operation (for signature
generation/verification) FES1&{E(E R £/ H&REL)

TOE (& TLS OEFFREL. U, EFFEREM/MRELICHEVT, [2]ICFREEHD RSA TYIER K
UEABRT I BAICHE LB R ERR UL ZIT), BH. RSA f#R(F 2048bit F(&
3072bit, NIST t5Mai#R(Z P256, P384, P521 #HiR— 9%, RSA TIRIINEBERDER IA—
IyhE [2]5.5(F)ICEEED RSASSA-PKCS1-v1.5 (LD, F-. tEARRT I B L DE S
A R/RREEG [2]6.4 [CHED, Chbld TLS BIERICIEFEEFENRTVI-Yav, BFELLE
BEFICE1——DIEEICLD. TNENFEATIER AN RFD,

(B:E¥ % TSFI]

Web UI OEERRE

BAESRINDAF v B HE

¥ &hIC, FAU_GEN.1, FAU_GEN.2 ORSE TSFI £ &1,

(BEOTNERSNSE, TLS BIETEE T —/\NEIETHLH, )

(7) FCS_COP.1(c1) Cryptographic operation (Hash Algorithm) BES#&4%E(\vYa7
WIAVZL)
TOE (&. 77— LO177y7 7 — FOEIEMRIBEDI7— LOIT7 7Y TT— M A=IFT—=3DN\YY 15t
HI(CSHA256 #FIAT5, D SHA256 /\vY1fEEERED RSA ESHRELLEKTHETE
BRREIERITTS. BH. \WwYa7ITUXLIE [8]ICEMT B,

(Bd:EY % TSFI]
Web UI O77—LOI77y7 75— MkEE

(8) FCS_COP.1(c2) Cryptographic operation (Hash Algorithm) FES#&E(\y>a7
WIVZL)

TOE [F(11)ICEEED TLS [CHFT2 BT EAVE—IRREEA XD/ \WWY1EEIC
SHA1/SHA256/SHA384 &HiR— 9%, BIEICERTS/\WYa7) IV LIEHEFELREOXTVI
—VaVICE TRET D, . TOE (FEFER ER/REED/\vYastEIC
SHA256/SHA384/SHAS512 &#HiR— L. BRERBEO 1Y —DIEEICLNERTS/\va7
WIVZALWRET B,
TLS EBF3 8 FEAVE—IFRAA XD/ W1 EEEFERER/IRID)\Y V15T BIFHIIL
THNBEHICHEAENERIENTES, BH. N\v2a7ITYXLIE [8]ICEHTS,

(BAETS TSFI]

Web UI Oz#E:5IEEE

TIUB—ES4 N

Web UI DEE#EE

BRAENRIVDRF v ERE

Web UI O Ya7iKEE - [BEDR RHEHE

Web UI OikyhAhbDXET—SERDH Liskke
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Web UI O77—LOI77v77— MiRE

X Ehlc, FAU_GEN.1, FAU_GEN.2 OBE:&E TSFI £ &8,
(BEEATDERSNGE. TLS BIETEHEY -/ INEEF TN, )
H:‘.L

=]

(9) FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)
SE (AES TR SiE18F)
TOE FARL—VREEDREEARELT, [9]ICEEEINE AES. RU., JOVIRESE—RELT
[10]ICEE&EENT CBC &HR— g3, #RIE 256 EVNTHD IV IEA—IDEHIEFE
DEK ZmIcEH T3,

(B8:&E 3% TSFI]

TIUB—ES4 N

BENRILOIE-HEE. DE—-BREEEE. TV MEEE. AT vUBERE. AXvURYDARGFHAE. XE
ERDH Ui RE

BENRRIDIITIKE - BEOR RHEEE

Web UI OiRyDI AN bDXET—SENH LHEEE

(10) FCS_COP.1(f) Cryptographic operation (Key Encryption) [ES&{ (BB
1£)
TOE [Z(12)ICEE &M@, A FL—IREF{Li#EED DEK(256bit)%E [9]ICiE&E SN AES A=
et d3. BRI 256bit THN. TOVIEESE—RIF [10](CEEE SN CBC #HR—+T3,
BRI 256 EYNTHD, IV (F(14)ICEEED AES-256 CTR DRBG IoF &L THS.
(12)IZEEEDED . AML— UGS {bi%EedD DEK(256bit) 2GSt T30, A —IEES#EFI
A1 Uh 3V TOE OF)[EREENFF CHB o

(BH:#E3 % TSFI]
BRNY

(11) FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication) RESEEERET/\vDaAvtz—IFEEE)
TOE [ TLS [CHF2 8 EA - IR ARELTUTEYR— T3,
& (bit): 160, 256, 384
\wo1:SHA-1, SHA-256, SHA-384
Avt—IH4 1A MRE(bit): 160, 256, 384
NWwoaZITUALIE [11]. BFE N\ AvE—IFRBEE7ILTVZXL(HMAC)(E [12]IC#EMT S,

(BEET3 TSFI]
Web UI Dz 5IFEE
TIVR—FFAN
Web UI OEERRE
BAENRIVDAF v UHEERE
Web UI Y37 iK% - BEDR RHERE
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Web UI OikyI AN oD XET -2 H LiEE

Web UI O77—LOI77v77— MiRE

X EnlZ, FAU_GEN.1, FAU_GEN.2 OBE&E TSFI £ &%,
(BEEATDERSNGE. TLS BIETEHEY -/ NEE TN, )

(12) FCS_KYC_EXT.1 Key Chaining #F1(Y
TOE (AL — UGS 82 (DEK) R U DEK Zig 5L 337z DHERE 5 B (KEK)ZRF 11T 3,
BEAMICIE TOE BA M —JUBERFIM N GWESIF(EAMICE. THAERLZEIR. It
(. BRIENRINOEBEA1- Do TIGHAHOREICRTIREE LR DEEIRF)(C(14)IC5E
0 DRBG T DEK & KEK Z4 L. DEK [F KEK I2&0(10)ICHE-THE 2L NVRAML B U
HDD (C. KEK [FESCIRBET NVRAM2 (2, ZNENIRTET B, 2 [ B LI O ENEEHE . NVRAM1
[CEEB1ELTHRF UL DEK # NVRAM2 Hhoiid H Lz KEK T(10)ICREHTER 5. BRI
DEK. KEK 42 256 EyFTC#H% ., DRBG IC1E(14)IC52 8 L@+ 9B IV MOE—f itiasn3
T=hBENTEE(T 256 EYRTHD., BF 140D T 256bit BEHLHFFINDS,

(BH:#E3 % TSFI]
BRNY

(13) FPT_KYP_EXT.1 Protection of Key and Key Material R UEMEDIRE
TOE (&(12)ICEE& LIz@D, ARL—UREE#F 11N TOE ORI EIFFIC#E @D DRBG T
DEK & KEK Z4 %L, DEK (3 KEK THEE 1SN T NVRAM1 KU HDD (C, KEK (FE3TIRRET
NVRAM2 [CENENRTFET D, ZDMDA FL—IIC DEK, KEK MREFESNBZEIET L, NVRAM2
(FIRH IR AIREA FL—ITHBTZH. (12)DEEF A D—EH IR I ATRERR A b — V(T X
TREFESNDER R,

(R:#3 % TSFI]
BRRSY

(14) FCS_RBG_EXT.1 Cryptographic Operation (Random Bit Generation) &
R4 (BLBE Y FAERK)

TOE (FELEARKIC [1]10.2.1 (C#E#LL= AES-256 CTR DRBG %#F1H93%., c® DRBG (&
Derivation Function. Reseed ##&E#*%& L. Prediction Resistance ##ae&#zaL, k.
Linux A—=xJL®/dev/random HoiGzEL#Z V— kT %, /dev/random DIRETTHS
Linux Random Number Generator(LRNG) % U LRNG (S3EA TS HOYDHD U ADFHH H U
HifE/ M XS EI E—RETS, CO/M ARV I I PICINERMICH RIS ESE
FHETBEDTHS, DRBG (E/dev/random hoftaEniz — k% entropy_input XU
nonce ELTHIATEH, ELEDIV FOE—=(F 256 Evbx1.5 %88&. [1]8.6.7 DEEH B+
PEEZB,
TOE (£C? DRBG ZAWTA ML —UREEHE. TLS tyiavigeE8H 35,
(12)ICEBEH0ED ., A — IS REHDHIC DRBG MiEESN2 DI, A — IS #FI(
UhiE L TOE OF)EIREEIRF CTHD,
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(BE:ETS TSFI]

Web UI Dz RIE25

OVE LRI

Web UI OEEHERE

BRI

BENRIDOAF v UHEEE

Web UI O Y37k RE - EE DR RHERE

Web UI ORyDANHDILET—ENH LHEEE

Web UI O77—LII77v7T— MEEE

H&h(C, FAU_GEN.1, FAU_GEN.2 OE8&E TSFI &8,
(BEEOTNERENDE. TLS BIETEEY—)INEETILH,)

(15) FDP_DSK_EXT.1 Protection of Data on Disk F1AD EDF—H{R:E

1.1.17.

TOE BAL—IFIMALDT—RTAVI B TRESIL/ BT, ERMICE. AL—ITF )1
ALDESIERRIN—T1 23V T2 TPM IR UART—SD Read/Write ZH A LTT—301E
BL/BESEEREL. B3/ I—T12aVICH L TT—470v0% Read/Write 33, BES{LA RS
FCS_COP.1(d)ICH€5, BB AL RIN—T1 03V EBEAMN —IT M AR R IR AT HETS
NVRAM1 R U HDD T#%N. NVRAM1 KU HDD LS IERHh AT aE R A FL— I T NM Ald T3
LYo

EROAM VIS, EEACIOTAMN - IESEEENAMICERESNLE. TOE #]E
EBRNLEMET S, BES1E/ESLICFIATS DEK (3(12)ICEE & L/Z@ED . BT/ VNG
EEEEFCERSNS,

ETCHOEXDFAET 2, FXOWED TSF 7—42(E NVRAM1 XU HDD LSRR/ -
T4DAVICEFAFNZHEF1LSND, NVRAM1 R HDD EDOIEREBIEIRDIN—FT13Y
(CE. TOTILAA=Y I IS5A—51 KEK Z5EL(10)ICRREDEIRE S SN DEK O hY
BN, EXORAEXET HARUVEXOWED TSF T—H&EFB 1\ BH. DEK DEES1L
($(12)ICEEHEK L7z@D TOE DEESHRT I/ VN BV ESRFCITONSG, T, EX KEK OREXT
% NVRAM2 (3R IZHLATREB A FL—IT N ATIRTILY,

(BE:#E93 TSFI])

POVESL PRI

BIRNIY

BAENXILOIE—HEE, JE—ETEMEE. TUV MERE. AT vUREE. AF vV RVDARTEREE. XE
RN H Utk aE

BENRINDIITIRE - BEDR RHEEE

Web UI ORyDANHDILET—ENH LikEE

=S &R

(1) FCS_HTTPS_EXT.1 HTTPS selected &i{R&n7 HTTPS

Web 7305 EDE2TOEIE F57490% HTTPS TEF217FrRIMET B LT3 HI T2 58 EN AT BE
Thd. COFREIE Web UL o EEBEDHNITAS, HTTPS (& [13]IC1ZEETHS,
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D347+ PC D Web F30U Dbt R EZ(35E., TOE 9547 + PCRT TLS BIEDRT
VI-YaVeEHEI L, HTTPS BIE&R6T %, V717V PC o TOE @ Web UI (CH(TE
RIS LUTARTOVE-MEECK LT, HTTPS BENERINSG, T, VATLEEEN
TOE MEBICHE#SN/ZBEENTZ Web UL hoiid HTHR. HTTPS BEN@EAINS,

(BE:#E Y3 TSFI]

Web UI 0 AI52%

Web UI OEEHERE

Web UI O J37iK5E - EEE DR RHEEE

Web UI OiRyDAhbDXET—RENH LiRE
Web UI O77— L1777 57— MEEE

(2) FCS_TLS_EXT.1 TLS selected &{Ranh’z TLS

TLS @IEELT [14]D TLS1.2 #HiR—FF 3,

TLS BIETHEATIBEAM— MDA PY b H—)\EOD TLS AR Yav T VI- bENB,

TOE (3 TLS ZF A T2EIE(CHVTIE. TOE (JHEREICIE LTHZM 7Y M H—NICHINED, 6

ZIE. Web UL 7OEATIRY -, AFv I XEA—ILEERFICEDFM17Y e LTIRDED,

TOE [ZD34 7Y M oIRESNLEES A — FOEH o R— M 2E 0% 1 D:EIRT S, TOE

MR-+ FREE 21— MILL T THB.
TLS_RSA_WITH_AES_ 128 CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_ 128 CBC_SHA256
TLS_RSA_WITH_AES_256_CBC_ SHA256
TLS_ECDHE_RSA_WITH_AES 128 _CBC_SHA
TLS_ECDHE_RSA_WITH_AES_ 256_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_ 256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_128_ GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_ CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128_ GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_ CBC_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384

(B8:&E 3% TSFI]
Web UI 05523
TIUB—ES4 N
Web UI OEE##E
BAENSRIDAF v U1 HE
Web UI Y37 K& - BEDR AL
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Web UI OikyI AN oD XET -2 H LiEE

Web UI O77—LOI77v77— MiRE

X EnlZ, FAU_GEN.1, FAU_GEN.2 OBE&E TSFI £ &%,
(BEEATDERSNGE. TLS BIETEHEY -/ NEE TN, )

(3) FTP_ITC.1 Inter-TSF trusted channel TSF B&{E8EFv=RIL
TOE (& TOE £BEEY— /N, Mail Y—)\eDET. U TOSEREEE IO EYR— T3, TN
&0, IV PRIV FOBRIEBIET—IDRBERS N LDRENRIIESND,
BEEEY—/N: TLS
Mail #—J\: TLS

(B8 93 TSFI]
(85&4—)%) FAU_GEN.1, FAU_GEN.2 ORS:E TSFI C#£$3
(Mail /%) AR SRILDAF vtk

(4) FTP_TRP.1(a) Trusted path (for Administrators) S{SE/\A(BEEER)
TOE [ EEEDYE— FPCHODETHEAMVATI—-AILK L, UTOSEEEEIOMILEYR
— ;9B CNICED. IV RSV FDEBIEEIET —ADRBERS DO DFRENRIISND,
Web UI: TLS/HTTPS

(B8:E ¥ 3 TSFI]

Web UI Dz AIE25

Web UI OEEHEEE

Web UI O Y37 iKEE - EED R RHLEE

Web UI ORyDIANbDXET—HENH UHERE
Web UI O77—LII77v7T— MEEE

(5) FTP_TRP.1(b) Trusted path (for Non-administrators) ={EE/\AGEEEERR)
TOE BIEEEFDIE—FPCHODETPIEAMVATI— ALK L. L TOEEERETONILEY
R—FF%, TNICED. IV FRIV FDEFNEBIET DR BERS MDD RENMRIIEN D,

Web UI: TLS/HTTPS
TIUB— K54 )1\ DENRI: TLS

(B8:&E 3% TSFI]

Web UI D 5I523

TIUB—ES4 N

Web UI Y37 iK5E - BEDR R HE

Web UI Oikyh A 6D XET—SERDH Liskke

1.1.8. AFL—YDLEFEE

(1) FDP_RIP.1(a) Subset residual information protection %7ty EFIERIEE
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TOE (&, YATLEBE(CINVITRTERDAN —JD L EEAERENFELSh TS, OE
—tae. TUV MERE. AXvUEEDE VT T RICAE N - FTAADEB(CEFSNLF AFEH

XET-HeLEETEERTS,

XENREHBETIRASNEXET I, RyDZA LD HOENRIEEPERDE UIR4E ., BIBRE/ECL

D CHIBRSN ., ED#& . TOE R EEEEREEET 5,

ARL—YDEEEHEEHAERI EEZEEK 1 BE(70(TY0)"ICLH ELEEE)E. 3 E(0-1-ELEICLS

L EEIREL) ORRDHERD, L. BSEHENAENESNTVSEE . MELALTE, H

=750, 1, &%) BESIESNRETEESAINDG, T2, N\—FT1AVERELIC. LEEH

EFEOFAZHXET IO—EZHS. TOE BEBRIC—EEFIYILT HERT O AFH

XET-INFEETIEAL. LETHENEEZEITTS,

(BE:#E93 TSFI]

POVE L SR

BIRRAY

BAENRIOIE—BERE. TUV MERE. AFvUigaE. SXTERD L LSS
BENRINDIITIRE - BREDR RS

Web UI O J37iKRE - BEE DR RHERE

Web UI OiRyD AN bDXET—RENH UHEEE

- 85 -

Copyright®2025 by FUJIFILM Business Innovation Corp.



FUJIFILM Revoria Press E1136 / E1125/ E1110/ E1100/ E1100 GK t&+aUr18—0vF

8.

8. 1.

ST B&EE- AHEE (Acronyms And Terminology)

B&ZE (Acronyms)

A ST (CHITRHREEELLTICEHRAT S,

B EENE
CC JEVD7147)7(Common Criteria)
DRAM H4F39D5 05 L7Ht AAEY(Dynamic Random Access Memory)
FIPS PUB K EDEFIE R IBIZEDH MR (Federal Information Processing
Standard publication)
IIT B A H3—3F)b(Image Input Terminal)
MFD T IR EE#(Multi Function Device)
TEHRMESIUY LTHEAAE)(Non Volatile Random Access
NVRAM
Memory)
PDL R—YJitih & (Page Description Language)
PP JO579Y3v 70774 )b(Protection Profile)
SFP t¥a1YT#8E &t (Security Function Policy)
SFR ¥ 1T EEE - (Security Functional Requirement)
SMTP BFA—)EIETOFL(Simple Mail Transfer Protocol)
ST t¥a1Y715—5v(Security Target)
TOE s xf & (Target of Evaluation)
TSF TOE ©F1)74#8E(TOE Security Function)

- 86 -

Copyright®2025 by FUJIFILM Business Innovation Corp.



FUJIFILM Revoria Press E1136 / E1125/ E1110/ E1100/ E1100 GK t&+aUr18—0vF

8.2. HA:EE (Terminology)

A ST (CHITHAFEELTICEHRAT S,

S B

T E ) TPAIVIAT L BREATINORROBEERUNGNLIIHETIEEET .

KEK Key Encryption Key D&, AETIE. AL -V SRERES LT HZHDOIESHD
CEEHET.

DEK Data Encryption Key OB&, AETl&. AN —JBESRDEEIET,

72V AEY SD £zl eMMC %487,

Web UI FAFDIM7V D Web 595 &N LT, TOE [CRTIRENTESZIVITI-ATH
%o

YDA NDAEF /A ANEAF YU X EFRIIE-EREXEE TOE NICRETZIHEROC

Eo
FERBETIEITHRYDALCHEMSNEXER . AFvUXED, IE-BEXENL
2C, FABERBCISURENTTRETHS.

TIAR=FTUV b
(Private Charge
Print)

TV MEREICBUVT, ENRITF—43%27 IUiR—XUTHER LIZEY bRy TT—4% . MFD DA
Fo—UREIC—BERL., RSN FAENMRENRIVLNIERTEE THRIZRA
ER-VOVAY b

FRAFHIXET S

MFD QA RL—IRE(CERSNLR ., FIANME T L7 IVEHIBRSNSD, ARL—Y
EERICET-AENIZFLTVSIREBOXET 4,

XET—H
(Document data)

— % FI A& (U.NORMAL). SA 1 MFD OIE—#48E. 7> MEEE. AFvUiiEE. X
ENRFHAEEFIAISMRIC. MFD A E @B T2 COEKRFEREETT 3. &
MUTXET—HERELETS.

AFrUNE

AFVUBREC IO T BEFHMAAEBINEXET —H, A TOE [FAFvUXEE Mail
Y—)INEELED, XEORFERDH U REICEDRYDAICRTEFT SHREE RO,

AE-BEHEECID, EFRANEBRINXET -3, KA TOERIE-BEHEXEL.
XEORFEEDH UHBEICLDRYDAILRTET SHREEL D,

EENY WL D EDLIBIERZEITONELVDIER (FIZE. - —1&E. EELERE
BRE)E. B REINZT 4,

FAEEE ARG LR AEICEIN B TONS & E|, R TOE Tld. MM EEE®E. SA KA.

(User Role) — A AERINEZINTS,

M EEERE MW EEEN TOE ZR A TRRICHELERZRT, SFR AT(E Key Operator

(Key Operator role ER¥NS,

role)

SA % Z| SA W TOE ZRI AT 3RICHELIEREZRT,

(SA role)

—RFIREERE
(U.NORMAL role)

— &% A& (U.NORMAL)H TOE 2RI AT SRICLERERZRT

FIREHBIFHR
(User Identifier)

FRABEEHA TR HDFER. 1——ID,
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W EEEHAE
2

(Key Operator
identifier)

M EEERIEENY TOHNEI-Y—ID, SFR NT(E Key Operator Identifier
ERBSIND,

WHEEE
(Key Operator)

MFD O##EE® TOE t¥1UTAHERRDREZTOEEE,

SA

EREEREHDVIRRCERSNZ SADTIVY MEER T HENTE, MFD D1
EIEP TOE tHa1 T HREDREETOEES,

VATLEERE Key Operator & SA O#FF,

(U.ADMIN)

Qs TOE D& BEEEEEATSRI1IC. FIFAEDHAFRELZ1T>C TOE OF| AR EICH BEN

(User (TR DEEEETHD - o

Authentication) SNEREREEA T Va3V EA VA=V T B IEICEN . RARFREEEN ERERELD 20D E— FEYR
— ;93N A TOE TRARKIZIIE—FTEIMET S,

F:NY H

(Local TOE M1—Y—525F% MFD [C& & UL 1—HY—1FEREFERAU RIS EETOE—F,

Authentication)

%ﬁlzﬂb M.

TOE U):L_-lj- nl.. nl—té—'ﬂﬁﬂnu nl—t-'j- }\‘Lﬁfi br i ﬁ_'lﬁiﬁgﬁﬁﬁ lJ_Cnl.. HEMIEE’??

(RemoteT | SE—F,

Authentication)

AML—UMES REEED—HzREIDIAN —VEHEFILTIHEEEZRT

e e i R—YREt B 55 (PDL) TR SNIZENRI T —REM@T L. Ev v T T—RICE T 51
T AV R— At RE "

—e e TAVR—AKREICED, R— U E5E(PDL) CHERSNIL T -3 &L, Ev v T T
TAVKR—=X

—BICEMTIE,

=D 7HRE
(Auto Clear)

BAENRIBLY Web Ul Mol Ei2E2LEB VKB T—EORENZBLIEE, B
HIICEREEN' DT 7 b2 HRETH S

DAM—TIVIZ?

(Customer MFD OR=F/MEBZTIIVIZT

Engineer)

WEE WEELE, TOE FIRENTVBEECAEGFEREELTIILATEIETHD,
(attacker) WEEICE., RBINLIABETEHZN . FOERKRERELTTIERATEIELEEFND,
e 2RI , - .

Ll MFD OIAECBBLREY . 5YF. 9F ) SR TFAATLAHEE SN/ R,
(Control Panel)

J— II'L | = 7Al

) BRREIATY nmanfmTans 7ok,

VATLERE VATLEBENFATEINIATU L, YATLEEET Web I35 %{#E LN MFD (C
D347k FUT. TOE BRET—HADHERPEEFBRZIEITI,

POVE L SEPA
(Printer driver)

—&FIREDIMT7Y b EDT—3% MFD H\EIRAIRERRAR— U e E 55 (PDL) CHERL
NIRRT —RICE#RTZYIIIITPT, MAEIFA PV NCERTS,
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MFD DEFIRATREBA— Y E 5 (PDL) TR SNZT—45, HIRIT—4%(Z. TOE O

ENRIT—4 FAVR—AHEETEY MY T TF—BICEH]ENS,
IE—#EEICENEH A EN T -4, BLUTY MERECIDRIAE DA 7Y M2 ES
By kv IF—4 NEFRIF—2%F 1VR— X TERLET -4, EyheyIF—R3 B AR TEE
EMELTN\— EFAADEBIRHENS,
g JE—H4EET [T HEDFEH AH DR RELZ X EPRE . BELEERT,

TOE &EF—4

NIt TSF F—A0—#RTHN. TOE [CEoTHEREN M TOE [CRAL THEREN T —
2THN. TOE DtF 1074 B E 52 BRI OHEBET—.

CREE

BEIEEND 256 EYRDT—48, ARL—JEBAONET-IDREEFERIC. COBET
—SEFERALTES1EET.

AN

SRR R —DERERY NI -DEBRETI—RMIICHERTIEEORER,

HNERRYET=H

TOE 2B I MM TIIEENERLG L. RERYFI-DLUNDORY I -DEHET,

RERY I

TOE h'ERESNABBORNERCHD . S &R FI DD oD F1)T1DEBICH L TR
ESN TR RYII—TRD, MFD & MFD AP7DEANRER)E- FOEERGY—N
POIATPUF PCRIDTvRIVERRT .

SERE ITU-T #8150 X.509 ICEZRSNTHD. RAER(FTEMER. BAla . B21%F). 26
8. AR, YIZINFVN, VTRFYEREENTS1ER.

Data on TOE RET—ATHN . RMAZDIBFICHIZFAED) AT — FEREHDR/NIFHD

minimum user EE

password length

Key operator

TOE FBRET—ATHN. WM EEEZRLOLHD)IAT— FIER

Password

SA Password TOE :FRET—ATHN. SA BEEDTHD/ AT — FiEER

U.Normal TOE FRET—ATHN. —HZFIFHE (U.NORMAL)ZREEDT=HhD) T AT — FiEER
Password

Data on access
denial due to
authentication
failures

TOE |RET—HTHI. FIAE ID BELRKRICER T HEAED AR/ EDIFEHREX K
[B] 24 1H ¥R

Data on Auditing

TOE BRET—HTHN. LV, N, EDLIBERETAEVOERWBIZE, 11—
BRAF EELEREERGE)E. BRI IEEDH R/ EIDIER.

Data on User
Authentication

TOE ;&E-} 5THD. MFD OIE—HEEE. AF v URES LU T MEREEFI AT 38
‘u d— 'U- nl..n 'Iﬁ#&‘hrnbnmtéﬁéﬁgwﬁ}ﬂ/ﬂ}ﬂ&;v Ew'lﬁgﬁo

Data on use of
password
entered from
MFD

control panel in
user
authentication

TOE EX}Ej_- Q_C%O K1$/(?)l/b\b®nbnmﬁ®/(7\'j |"1§
F#EED B X/ ENDIEER

- 89 -

Copyright®2025 by FUJIFILM Business Innovation Corp.




FUJIFILM Revoria Press E1136 / E1125/ E1110/ E1100/ E1100 GK t&+aUr18—0vF

Data on Private
Charge Print

TOE BRET—HTHN., TV bT—AZERTTIAR- IV MIE
HNDERTE H

HSEINEIRISE

Data on Trusted
communications

ED’J"B
K. -;Héﬁﬁi

TOE BXET—3THN. AERYMI—D LICHEETIXNET R, YaT1ER.
$U TOE FRFET—REVVTBIET —HERETHHICHHIET 5 —MRAIGES
AFILVOER/ BHELVREDERS LUEIAE . FBELA/ESE) 20—
AVEI Nt 8

Data on TOE BRET—ATHN. DAM—IVIZ PR EFIRRE DA N/ BDOIER KR VRF
Customer NAT—RO1ER,

Engineer

Operation

Restriction

Data on TOE BRET—ATHN. AL—ID EEFHEMREICER T2 HEREDR S/ EDDIF
Overwrite .

Storage

Data on Storage  TOE ERET—ATHN. AL—IBESILHEREIC

Data Encryption

BRI D BERED B B/ B DIEER

Data on date and
time

TOE |/RET—HTH. 31 LY —-V/YI—31 LREFBRERERLIT-HTHD,

Data on Auto
Clear

TOE |RET—3TH. BRI A— MUPHEBEDE R/ BNELUD) PR EDIERR .
BLU Web UI O — MUTHEED B R/ BN DIERS LU DU 7E R DIEER

Data on Self Test

TOE SFRET—ATHN. BCTAMEREDHE %/ ENDIEER.

Data on Report
Print

TOE |RET—HTHY. Lik— M W HEREDERE .

Data on
Firmwareupdate

TOE B&ET—HTHN. 77— LII77vTT— MEREDERE 1B
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