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1. ST Introduction
1.1. ST Reference
-ST4 Fr : KONICA MINOLTA bizhub C4751i Security Target
ST NR—Tgy : 2.00
-ERk A : 202549 H 10 H
-VERE : a=HINERRRES
1.2. TOE Reference
TOE & H# : KONICA MINOLTA bizhub C47511 GO0-S2
TOE OME )z R—R M, MFP KK THAD,
A TOE 1%, L T O AEHENGELS,
ftm MFP &4k
e KONICA MINOLTA | 77— AW =7
RN bizhub C4751i ()S—V=r: A93E0Y0-F232-G00-S2 )
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1.3. TOE Overview

1.3.1. TOE DFE 7|

TOE T3y —7BELAN) T HSNLT VX VEAHE (MFP) THY, at’— Ax x| TV b T7 7 A,
WEORAFLER H L AT OMREEZH 5,

1.32. HRZEEERGEF2 ) T ¢ HaE

TOE /%, LAN ERAREFRICHESIL, FIHED TV AF x| abt— 777 A SCEORFERVHLEZITH
BEREZ R T D, Fo, AU OXLERL X 2T (BT — 2% R $ 5720, TattFaUT (HEREZ(H 2 2.

FIRHF 2R E T Dk BFRREARRE , A 1T 52 DAIVICHERICIE > TLEA~DT 7 8AR TOE O FEEIEZ
[R9-27 7 EAHIEREEE, B U T AFERED R B4 PLH OMER AR DRI & ICHIBR 5% 2V 7 45 BRI 6E
TR 2VT A BEOFLRATLERL B/ T — N —~EF T HEAMRE, TOE LA IT fdsl DiE(E % [Psec _J:o
TRETIEEHEBEHE. BEEBEREICBVWGHE T —XOR S(LICHI 328 5{biEsE . PSTN &
LAN MO BEERFET D FAX SBEHRE. R E7 7 — 20 =7 2357 v 77— el 32577 7 —Méngd
TSF O IEFE1EA SEAET 5 H &7 AMEREIZ LD B {5 187238 R RE,

AR =TT NA A EORESAIZB T 281X, TOE D32 X% 27 BRI HE Een, £, BEAKAE
BTG A e 7 R BRI X AR — R L 72w,

1.3.3. ERERE

TOE OEMELEZ#X 1-1 1253, TOE 13, LAN LAREIIIHESGL T35, FIHE1E TOE 23Mii 2 %
TE ARV EIT LAN 24 L ClfE 77228128 -> T TOE 2T 22 Las kD,

P e

X 1-1 TOE DERERE
(1) TOEMFP AfK)
TOE (347 4 AN LAN EARIEHRICEERISIL, T rosResa et 42,
B LEOZE
« TP I ARZAE
FIRHF TR E SR DDLU T OMEEITHZ LN TED,
- MFP O&FE#R T
ELEDOAE — T I RAEG B LEELTOERE - XN —2iEF
- BRESCEOHIR 7 727 ZEAE « o b — 735615 - HIER
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(2 LAN
TOE O ERE TSNS Ry T —7,

(3) ZAZmIkR
AT 77 AL AT T DD O EERRIRR,

@) 77ATUF—Iv
A A= MNDA T 4 AN LAN ~D Xy "N — I B85 [h 1 57-b D&,

(6) 7747+ PC
LAN (28 T 528128 > T TOE O7I7A4T7 b LTEMET S, FIHE I, 7947 h PCIZT VAR TA N —%
AV A= VT HZET, 7747 PC 735 TOE IZT 7 EALLL FOEIEEATIZENTED,
- B CEOERL-FIR
Fo FMIHFIZ 2747 R PCIZ Web 770 % &AL A= §52ET, 7747 N PC 56 TOE LT 7EAL,
LUF OEEEATOZENTE D,
- WC
(6) SMTP H—/3—
2XxLTeT —2R TOE WIRFSILCWDEF LEL EA—VIEE TG A IS — 3 —,

(7)) AMEBFRREY— 3 —
TOE OD*I HEJ%;EH&/DJ[JWL‘ ul‘Eﬁ_z)'H-"—/\"— %AB‘H_"_/\ s ul‘Ejit/C ﬁﬁﬁ ﬂ—é%{j\ﬁ_ j’Jé %kfﬁé %JB'H_”—/\’_EE
uﬂzjﬁ“t I/ \T i Kerberos B BEE%)EH v \é

(8 DNS #—,3—
RAAS A% TP TRV A ZE#a+ A — X —

(9) /P —R—
TOE OBV KEHIEDIRER DY — " — AHFIEE N INTZT7 7V DEREFEHRELT
WebDAV H— R—Z45ETX5,

(10) WebDAV H—/3—
ZX o LTeT =2 TOE RICRAFSITWDE T LEE TOE s FL, T o — 13—,

(11) SMB #—/3—
2x ¥ LT —4#2 TOE WIZRTFEEN TV D EAF LES TOE H1EEL. BT D — 83—,
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1.3.4. TOE [CRZEXE TOE SNDN—FD T/ V)T b0x7T

TOE ZHIH T DIZHTco> TEEERDHN—Ry =7 [V 7 =7 LT, TOE fHlZ WA Rl A LU R IR,

Table 1-1 FEAHERR

N—RY=T )7 =T AL AV %
2747 PC(0S) Windows 11 Home
Web~7 774 Google Chrome 125
7TV HRTA | KONICA (c) 2003 KONICA MINOLTA, INC.
IN— MINOLTA bizhub | Universal
PCL Version 3.9.913.0
PS Version 3.9.913.0
IPsec OSHJEk
SN REEY— N — Microsoft Windows Server 2019 Std? ActiveDirectory
DNSH#—/3— OSHE
IPsec OSHE
SMTPH —/3— Postfix 3.5.6
| IPsec strongswan 5.9.2
DNS#—/3— bind9 9.18.1
| IPsec strongswan 5.9.2
a7 —sN— apache2 2.4.46
| IPsec strongswan 5.9.2
WebDAVH—/3— apache2 2.4.46
| IPsec strongswan 5.9.2
SMBH—/3— samba 4.13.5
| IPsec strongswan 5.9.2
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1.4. TOE Description

ARFETIL TOE OWERAYHIDH, fnERAY#EPH OB A LR 5,

1.4.1. TOE O ¥3E & E

TOE O¥EHI#EiHIL. MFP K& TH5, TOE 1. MFP AIE(T 77— =7 WNjik) . AL 2 ADHAL TR S
N5, TOE 2K 325 N—Ro =7 VI T =T HAX A% PRI,

MFP AfKi2i% USB IF NFESNTWDN, EAFILT v 7T —MERE TORFI SN2, FIHHE HME
NI AN =D T INA A (R —=F T N T T 2 ARV T SARE) G L TR T52813 TR0, 72, MFP A
KIZIE RS-232C IF BEESNTHHA, EHAHFITEN LI TWE720 FIFEBARAH 7 2 — 2% F T 52
LIXTER,

Table 1-2 TOE 2835 N—NU=7 V7 7T

MFP T7—bUxT
TOE DA : i [T N PaRS
PN N—Tay
KONICA MINOLTA KONICA MINOLTA A93E0Y0-F232- | "AFTVEXDT77—ALU= | $—ERAZLN
bizhub C4751i G00-S2 bizhub C47511 G00-S2 TENBELIZN—KT =T Bift 32,
Table 1-3 TOE Zi&p T DHAX R
HAZ VR ‘ . TyAN
TOE D5 HAH R4 F N—Tgy Bl it ik
fE Vi
78] ) ‘ \
KONICA MINOLTA EfET AN | —ERwURN
FULL i bizhub C47511 1.00
bizhub C4751i G00-S2 (zip)(*2) R 5(+1),
User's Guide
B
KONICA MINOLTA ¥ =2U71— | bizhub C4751i 1.00 P—E RN
B pdf 77 AV
bizhub C4751i G00-S2 T RERR User's Guide 2025.8.22 F545041),
Security Operations

(*1DMFP ARkt d D0 A% A (FULL e B35 20 7 —BERER) 29— A~ DA 5,
(2 EME 7 71 M zip) Z R+ 5ZE T html 77 VEAFT D,
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1.4.2. TOE ®

TOE i R A
I TOE Ot 2 )7 (B RE L AR A2 Lk 42,

i 22 A 6 ]

I

TOE
Ll EFAVTABEE L aailli EABEE . ,
5 B REMAE ka2l BRI | 7Y > ke |
L e amiems B Lo 2% v A E
! RES Ll mEEEAgE | e — e ;
; BEEBERE FAXS B i AE 5 i S b 5
UL S !
|| XBORFEMY E LR | !
- N a——- oo ’
A A A A
A A
) - 2 24T~ kpPC SMTPH — /< — FAX1EESS
SRR — /3 —
DNS# — /3 —
044 —/3—
WebDAVH — /X —
SMBH —/N—

X 1-2 TOE D&
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1.4.2.1. EARHEEE
PUFIZ, TOE OREAMEEE TR T 5,
Table 1-4 TOE DEARERE
No. Function Definition
1 | 7V MERE FIME D LAN R CE 7 3CES TOE [Z—FRRAFL, Fl5 28%88,

74T >k PC ODFVARTAR—=HLLIE WC 035, BBAE& T UV MRy 7 R
BT UEL—HRETED, £/2. WC 5/ ATU—RiE 5k PDF Ry 7 A~
T EE W RIFTED, FIRAEDBBAE SR — R AF LT E - SCEOF)
RlERITUIG A %24 E 7308 TOE M HHIBRS S,

2 | AxyHERE FIRAB LD BAE R DDOBRIEIC LT, CEEAF v THALY, &
T3 T, %1E (BE-mail, WebDAV, SMB) -2 H#HE,

3 | 2 —Hkne FIRABINC LB BRAE SR BOEIEIZ L ST ESCGEE A v TRi A o T,
Pt A B0 7o G 248 5 FI B3 B HERE,

4 | 7rIAKRE WA 77 )7 mbhaE T, AR ERER A HEPSTN) 2/t L CarE
B RS AT T DHERE,

<77 AEIEHERE

BV RN DEE AR EL  MOTEE AT Y CREA I, B CEICE ]
LC, HELIHN T 7 7 A~TEE T DHERE, BB/ SR D | ARy 7 RITPR
HENTWDETIGEET 7/ ARETHIEL TES,

T 7 I ARG RE

ST 7 7 AN EEER R E S LB SUEE 22 T A RE,

5 | CEOHRFEBMOHULIEEE | HMARYI A BHIATVZERY IR SAT—RHFE{L PDF Ry 7 AZEF L
FEERLF, DU FELIZE T SCEE B R,

TEAR Y 7 AZH LT, MCEE AR v TR, BT SCEICE L CTRIT.
IFAT VR PC DT VAR TANR—HELLIL WC S E T SCEE TR, 777 A%
HEICE S TG LI Fa— RN &7 7/ ALERRIFTED, Ml ATVZ{FER Y7
AWK LT, 777 AL > CRAB LI 7 VAL E AR AFE TED, /RAT—F
K551k PDF Ry Z RIZKL T, 29447 F PC O WC 68 T U EARFETE
Do

ARy 7 AN RAES AV A SCEIL, BB OV BEIR, SMTP H—/3—
/WebDAV #—/3—/SMB % ——~DT77ANV3ElE, 777 2%E . WC 25
SMTP #—/3—/WebDAV #—/3—/SMB #—/_R—~DT 7 A /VEF, X7
B—RRTED, BHIATYSZER Y7 ARAFINIZE T SCET, BB SR
BHIR, WC 22020 a—RNTED, /SAY —RE; 51k PDF Ry 7 RAZRFE
NIZBFCET BB SRS NR Y 7 A~DIRTER TES,
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1.4.2.2. ¥ 21 T 1 #sE
LLFIZ, TOE OtFx U7 (HREZ itk 42,
AR — VT NRA R EORFEAVIZES T 28 881T. TOE MM 35207 A 8RICE N0,
Table 1-5 TOE O t&%=)T (HEE
No. Function Definition
1 | #KIGRGERERE TOE ZFIHLLETDENHF AFHZE THHIEEFHE LIS LT3 BIFE

AETE WA > TIREEL . 77 TR LRS- B 7200 TOE OF &7 AT
T HIRE, %ﬁ?ﬁux%)xmfﬁx«?&tx#é%/ﬁ(77% B . FIH
FOBBNBFEITINZ ., BEIATVZAZA Y7 AT —NIZLHFFED FEhE 32,
A F UL TOE H & iR 21 THOAR A t%ﬁfuﬁjﬁﬁ&%pﬁ@uwﬁﬁ'“
PR— Al T DY — R —RFE T DD, AEEEITITLL T OGNS £
N5,

EBCEt A By ralr 1 N QI R [0 Nl N oY 7 Sl N o 3 I RS Y5 =

BT AT, AU SAT =R & 23— 0T TR R T DR RE

AT —RO W EERET D DICEHE N T ORE LT/ N SAT—RED
MM I T2 SAY — R 21 A B Gk DR RE

u&%lnwméﬂfg## OERVER—E R 220 CFELE 0358 E L= 572 0)

B FDeyar ik TG
2 | 7R RE TOE HWORFEBEFEIZX L, FFAISNTRIHE OB T 7 BARREL/2DIHIC
1RHEEPE~DT 72 A R J D RE
3 | e fkikre LAN ECcoifEHic *‘~&’§Fﬂm7atxf%f;w;o W53 28R, 7
— 2 L OF B, EERIERRBSNIZRE 57 L TVX AOMHE ALV RGE
INa,
4 | BIEHEEEWEE LAN F|FFR Ry b7 —2 OB L D18 HR 2\ & 15 1L 5k6E, TPsec i

Fo G ER#ETSD, 77147 b PC, SMTP V—/ N— SEGRGEY—
—. DNS ¥ —/3— s % —,3— WebDAV H#—/3— SMB H#—/3—L TOE
OEOWET —2 &5 T2, 3. FEREIC L > TRy T —7 L&D
REBFEAR T b THZETIRET D,

B(E DBEEI DRSS DRI TITIO N D Z LA RGET DiRE,

5 | EXaUT o ERSAE FRBIFRAE A E TGS - B (UADMIN), — %7 i % (U.NORMAL)
N, FNENOZRENIZMINTZ TOE OXaUT ERICET % E. =R
DATHE CH DT EZARFET DHEHE

6 | EiATHEHE TOE OFHABIOEX 2T AICBET2HEL (LT, BAHERL D) Onss
A SR L LIRS T —F LU TRk T DHEE, v/ 77 A ViL, &5
WEMEZ AV /P —"—IZEEFSh, v/ — =BT HZEN T
&%, 7mba/uit WebDAV A M35, WA =/ #MBRE 1LY R —hL72
Y,

7 | AAEEEAE RS TOE OV 7—AU=T 77T —b et T 200, 77T — RO 7 7— 24
=T DEEMEERGEL, %ﬂ?ﬁ?l:ﬂ@%)@f‘&)é’k%ﬁ%éﬂﬁ‘éﬁ%’“‘é(Tyf?
—IMERE), TOE OfLBh R IC R A28 U ER 2 AT IR iB I BT 375
CEVG77“‘A'7I7@%/£‘I‘$%H%ELT:T5H§Hb(E o7 AM&HE

8 | FAX sy BEtkhE TOE ©7 77 A UF 33, PSTN & LAN D7 —% - 7V VA 572012 fl
ZIRNZ L EARFET DR RE,
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1.4.3. A

AR ST THEMTONFEOEREERT D,

Table 1-6 HEE

Designation Definition

T E BALEFHIT, LTFRHERE DN REBE AL LI EHT —2ThD,

HESCHE HESCEIL, CFRRIBRE DI RAEFF MR D CETH D,

LRECE PRIZET L DOx5E72% (Storage and retrieval IZEDIED RS L72D) ET
e

77 A E 777 ABEREIC KV AREIRRE ST L TOIMN 7 7 7 AR ZAZT T 50 H,

vaz N—RAE—AEE R HEND SCELBR A A, B— DB A% 1 R EOSCHE
P TED,

WC Web Connection, 7 7 7> k PC ® Web 77 U %i# LT TOE 2#/ET 5
HEHE, A X7 = — A,

BfE S Rv TOE ##ETA7-0DHAa Ly v —LF N R, Z o FRRVERT 4 AT

LA THR SN D,

2¥xFa=y b

TOE THRIXENLHE, BEEZFARD ., BFT —XIIEBRT DD DT A
Zo

FYrHa=y b

TOE THIRIMIC A S iz ilitg 7 — 2 ZFRIE 9 27 34 A,

W= ha—Fa=y k

TOE % il 9~ 2 44 E,

Tyr—AT T TOE ZH|H+T2Y 7 v =7,

CPU Hp L SR LR A

RAM RIS L CRIH SN DR AT,

SPI Flash TOE OEIEERIET 5 TSF 7 — ¥ DMETE S 2 BUH AR A [ e AR A E Y,

SSD 2566GB OB AR R RFEEHUL, 77— v =7 FEAXARRy U —
IMEDT 7 BAIKTHV AR AETRRTHEOOKEZET — X
TOE OB EMET — 4, BT LENRT 74 V& LTRIFSN D,

Ethernet I/F TOE & LAN %Z#ifid 57- DA > % 7 = —A, 10BASE-T, 100BASE-TX,
Gigabit Ethernet # ¥R — h 45,

USBI/F TOE & USB 7 A AEHHT H7200DA L F T =— R,

RS-232C I/F D-sub9 B EZ N LT, TOE ~ U TNEERT D ENTEBAL L H T = — A,
TOE MBI —E A< U R A T F o AERE T 5,

SMB %15 A¥y LT —4#% TOE NICRFEENTWOLEFLEHEREE, 2 Ba—
B—=THWRADT7AMIERL T, ara—F =P —R—DEFT7 314
— {59 D HERE,

WebDAV (5 AX v LieT—4#% TOE WIZRIFSN TV DHETFIERELY, avEa—
H—TRR DT 7ANIEH L T, WebDAV Y — 13— |27 v 71— K9 BEEHE,
07— "=~ VEETLGEICBERT 5,

Ry s A TV MERE. T 7 7 AR, CEORMF LI H LRI W T, FIAE
EF—ZLRAE Y 2 75— % % TOE \CE T D6, EAP T, FBiE& 7Y
VIR I A RNAT — RiEELPDF Ry 7 A2 B AE Y ZERY 7 Al
ARy 7 ARFHATE D,

WFE& TV MRy A —BFIREN, 7 T7AT L FPCOTI L H RTA 1R~ L LIIWC 6T

U MEREZR FEAT Ll B CEN RSN D, —RFIHEI, BIEAS
AN =R SN EF LEORHMEZ ETTHZ LN TE D,
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Designation

Definition

AT —RIE 51t PDF Ry
2

—RFIFAEN. 2 T4 T > F PC D WC nHANAT— RTHE{k & 7= PDF ©
s U< I3RTF 2 FAT LT, B CER RTINS, —RFIEEIT,
PR RN D —HHEE SN B LEOHR G L IIREEETTLZ N
TE 5,

SR ATV ZAZ R Y7 A

77 I AREICE VW ZELEZF a— RBEESh TWARWT 7 7 ALEERT
T 5, EEE NG AT Y ZERE THE AT ZEEAMNRELIZLEI
FRATEACEAFITENNGREINTNAD), Fio, BHEENHE AT ZIE&
ETCHELIZREIAEYZERY 7 AR T— RTCR#ESND, il AT %
BARY I ANRAT = REM>TWAH—RFIHEIL. BE v s 7470k
PCOWC D, 77 7 ALEFZRO T ZENTE S,

PN

—RFIHEDR. BEDPFTATDMAR Y 7 2K L, BExV, 7947
NPCOFT Y HRTAN— LW DLE T LELRFETED, 77
7 AMRRICEVZE LY a 7ICF a— FRBEESNTWDIBE. EShT
BAR 7 ZA~T 7 7 AL EFECWRAFT D, —HBAAES, BEDBFAETLHEA
Ay 7 2kt L, #ERxN, 72747 F PCOWC »HEFXHEEZTY M
5,

i
il
W
Gl

T7 7 AEREICEVZFELIZF a— FBEESNET 7 7 AXLEEZEAR v 7
ANRIFT DHERE, AR v 7 2AOFTAE TH 5 —FIAH L EHE R, A
Ry 7 A AN L BRZAEM ASAY — 2R ETE D,

Fo—f

SUB 7 FLALEIE ID THRR SN D, BURZEDN AR E SN TO S AR
v I ANT 7 7 ZARETDHEITIE, A EAR v 7 2O S L BIRZEN
NRAT—R%ZF a2— RO SUBTRLAREEEID & LTANT S,

Pl

1A CETR M ICEEMN T b D X = U T BEOKE, TOE 213,
— R % (UNORMAL), & ##E (U ADMIN)D&EEI R H %,

— R
(U.NORMAL)

—FH#E (UNORMAL) & L CTOEDFI A FF el SR+, FIF#E A 2—
P—gh, 2= — AT =R FHEHRRL Trs A AR LIz, — kA&
(UNORMAL)EL CikBlIE LD, o— Y —Eif Cieftah DM 2 Tx 2,

B
(U.ADMIN)

EHFE(U.ADMIN) & L C TOE OF|HAZFF S 7=FI &, TOE OEHEITIL,
ay AL FEDENCEY, 2 —Y =L (U USER_ADMIN) &L M H
(U.BUILTIN_ADMIN) 3%, & B i CIR S ND 2T & B REZF
HTx5%,

PR
(U.USER_ADMIN)

FIRBE R =Y =4 =Y — 2T =R EFHHEHERHY Tl IR L
H, 2 — P —E#HE(U.USER_ADMIN) &L GRS a5,

LN B
(U.BUILTIN_ADMIN)

EHENRAU— RE2MmAHAE, FAENMEEE AU —R Tl ALz
B, BV E (U.BUILTIN ADMIN)E LTRSS,

Y—bE R

P —ERARAT— REMAFHE, FIAZERY—EANRRAT—RTr I A 1T
AR L7z, — e Rl Cieft S 2 REZ I TX %5, TOE OFESL N7
TNt E AR — T B,

User ID

TOEZH Mz 2mnl) 1. FIME R0 7 AR LT 5E | FIHE BEL
LT bND, —RFIHFE, 2—F —FHEDOL G, = — Y —EF AR D&
S EN G TOND, E/VM T, FEHOEEE S HAE Y THhD,

=/

KRB NIV T eV BAGF U CGRBIFEREZ AT #RBEREEIZ B L6,
TOEZFIH ATHEZRABIC T2 &, BafE/ b, WC, TULZRTAN—DBELTT
x5,

4

—RFNAE . 22— —EEER, a ARV T o L ELT AT T 5]
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Designation Definition

To AEBEIBIAOH & TOBR 2 —HF 41T ko TR Z AR R — P =129
IR %o —H — B EEEE T XA 2 8k T DRRICERE L, LARRIFA
TER,

0y AL /RAT—R RN, 0 AL T o3l ELTA ST D820 — R, RIKLEE IO
/E[\\ TOEIZr T AL /RAT —R| ;Ofﬁ‘cljﬁﬁg‘%uuuﬂiﬂ*é :L_"Hﬂ'—/\x]j ]\ r&ﬁ
FRT—R B —E 2R RAT— R H 5,

A=Y= 2T —F —IFAE OuT AL SAY =R, RREEFRFEO S & | B BHH (32— — A HE
BT —RAAERIC— =AY —RERETED, —RFIPEIL. B D2—
P—rSAT —RER I HTED,

B SR —R EAMMUEREORT A /AT — R, TOEHWREL, FTEDE BE SAT—R 2
BIESNTHY, TOER B FICE LM EE ST HE BT 5, DU, &8
HIERTES,
P—ERRT =R Pt Aw DRI AL RAT =K,
IR LR EELH DRI H OTOEDFI A% 4 1L DM AE, B FLH T, = — —F FLHAE

IZBW RSN User IDfFIC gﬁéﬁﬂ)ﬂ%i@&“ﬁ?e‘:ﬁ@%‘ﬁi\f‘%é — W1 45
ERFESN=User IDERf O —FIHE D ar (2 2FZT L6 . TOEIZBE
(I T-FIRE B EZWETA-0, YR RAE T A0 _%E&L\ TOEZF|H T
EYANAN

B MERR EELE N IR A E AR ECOTORDH| A A7 il 28 HE, EHLE 1L, =
— P FHE IR W TRES = User IDfH 2 HA HEBR DR T LRERA T
%, BHE MR ESN - User IDEF > — % FI & N EHEHERHY Trs (v
I B LTz A, B BE KRB CTOEZ R H T& 5, & EE HEBRA G ﬁéﬂfb RN
User IDZFi>—BFIHEDNEBREHROY Cas A 2RITLI56 . TORILH
AT TR HE BIEEIRIE T 5720 i SR HE TR A »%E&L‘ TOE%FIH
TERY,

FEREH IR B SRR ORI AT REZ A RE A I IR Dbk RE, EEEE IR, 2 — Y —
BERBIZ I W TR GRS NI User IDf:IZHEREM IR E&ﬁ%ﬁ?b)f%é FEREI IR 23

RESNT=User IDZFF>—RFIHE P 0T A 2 RTLISE . TOEIZF M%)
IRENTBERE D UL ZHER RS LTI EAR AR Ti‘%r@’ét&’) il PRk S DB E
ZRIHTER0,

Copyright ©2025 KONICA MINOLTA, INC., All Rights Reserved
16 / 80



KONICA MINOLTA bizhub C47511
Security Target

2. Conformance Claims

2.1. CC Conformance Claims

A ST . LL F® Common Criteria (LA, CC L32) 1T 4595,

CC version : Version 3.1 Release 5
CC Part 2 (CCMB-2017-04-002) extended, CC Part 3 (CCMB-2017-04-

CC conformance
003) conformant

2.2. PP Claim
A ST 1%, LLF® PP, Errata (2445,

PP Name ¢ Protection Profile for Hardcopy Devices
PP Version : 1.0 dated September 10, 2015
Errata ¢ Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

2.3. PP Conformance Rationale

PP NSRRI HLL FOSMATIE L, PP O%E K@D [Exact Conformance] Thd, D7, TOE Fj1% PP &
—HLTW2,

+ Required Uses
Printing, Scanning, Copying, Network communications, Administration

+ Conditionally Mandatory Uses
PSTN faxing, Storage and retrieval

+ Optional Uses
L
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3. Security Problem Definition

3.1. Users

TOE OFIHFE X, LA FOI N HEESIND,

Table 3-1 User Categories

B2y ¥4 E
— R R — R RE TP AP S AT — R CER AR EES 7 FI)
(UNORMAL) (U.NORMAL) F, — %R H#E U NORAML) D& E| 2+,

R (egiiEa BHF Lo TEFBFE MR 5SS, 2—F—4, =2—
a—Y—EEHE e o g2 =
(U.USER_ADMIN) (U.ADMIN) W= AT — N EELEHERH Y CTHBIFRAES AL F) A

- ¥, B E (U ADMIN) D& E| &8,
BV IR EHE B SR —RIC > GRAGEIES R A #, &8
(U.BUILTIN_ADMIN) (U.ADMIN) (U ADMIN) D& £ 23,

3.2. Assets

TOE [ZBF G EITLL T D1l ThHD,

Table 3-2 Asset categories

Designation Asset category Definition
Data created by and for Users that do not affect the operation of the
D.USER User Data
TSF
Data created by and for the TOE that might affect the operation of
D.TSF TSF Data the TSF
e

3.2.1. User Data

User Data 1%, KL T 2 DOFERIDHAE RS D,

Table 3-3 User Data types

Designation User Data type Definition
User Document Information contained in a User’s Document, in electronic or
D.USER.DOC
Data hardcopy form
Information related to a User’s Document or Document Processing
D.USER.JOB | User Job Data Job
0

3.2.2. TSF Data

TSF Data (%, LA F D 2 SOFERIN DK S ILD,

Table 3-4 TSF Data types

Designation User Data type Definition
TSF Data for which alteration by a User who is neither the data
Protected TSF . o . .
D.TSF.PROT Dat owner nor in an Administrator role might affect the security of the
ata
TOE, but for which disclosure is acceptable
) . TSF Data for which either disclosure or alteration by a User who is
Confidential TSF . . o .
D.TSF.CONF Dat neither the data owner nor in an Administrator role might affect
ata
the security of the TOE
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3.3. Threat Definitions

Threats are defined by a threat agent that performs an action resulting in an outcome that has the
potential to violate TOE security policies.
Table 3-5 Threats

Designation Definition

An attacker may access (read, modify, or delete) User Document
T.UNAUTHORIZED_ACCESS Data or change (modify or delete) User Job Data in the TOE
through one of the TOE’s interfaces.

An attacker may gain Unauthorized Access to TSF Data in the TOE
T.TSF_COMPROMISE

through one of the TOE’s interfaces.

A malfunction of the TSF may cause loss of security if the TOE is
T.TSF_FAILURE )
permitted to operate.

An attacker may cause the installation of unauthorized software on

T.UNAUTHORIZED_UPDATE
the TOE.

An attacker may access data in transit or otherwise compromise the
T.NET_COMPROMISE security of the TOE by monitoring or manipulating network

communication.

3.4. Organizational Security Policy Definitions
TOE M EBLJ~& OSP #LL FITRT,
Table 3-6 Organizational Security Policies

Designation Definition
Users must be authorized before performing Document Processing
P.AUTHORIZATION o ) )
and administrative functions.
Security-relevant activities must be audited and the log of such
P.AUDIT

actions must be protected and transmitted to an External IT Entity.
P.COMMS_PROTECTION The TOE must be able to identify itself to other devices on the LAN.
If the TOE provides a PSTN fax function, it will ensure separation
between the PSTN fax line and the LAN.

P.FAX_FLOW

3.5. Assumption Definitions

Assumptions are conditions that must be satisfied in order for the Security Objectives and functional
requirements to be effective.

Table 3-7 Assumptions

Designation Definition

Physical security, commensurate with the value of the TOE and the
A.PHYSICAL data it stores or processes, is assumed to be provided by the

environment.

The Operational Environment is assumed to protect the TOE from
ANETWORK ] ] ) ]
direct, public access to its LAN interface.

TOE Administrators are trusted to administer the TOE according to
A.TRUSTED_ADMIN

site security policies.

Authorized Users are trained to use the TOE according to site
A.TRAINED_USERS . o
security policies.
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4. Security Objectives

4.1. Definitions of Security Objectives for the Operational Environment

Table 4-1 Security Objectives for the Operational Environment

Designation Definition

The Operational Environment shall provide physical security,
OE.PHYSICAL_PROTECTION commensurate with the value of the TOE and the data it stores

Or processes.

The Operational Environment shall provide network security to
OE.NETWORK_PROTECTION
protect the TOE from direct, public access to its LAN interface.

The TOE Owner shall establish trust that Administrators will

OE.ADMIN_TRUST o o
not use their privileges for malicious purposes.

The TOE Owner shall ensure that Users are aware of site
OE.USER_TRAINING
security policies and have the competence to follow them.

The TOE Owner shall ensure that Administrators are aware of
site security policies and have the competence to use

OE.ADMIN_TRAINING . )
manufacturer’s guidance to correctly configure the TOE and

protect passwords and keys accordingly.
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5. Extended components definition

AFETIE IREL X 2 VT R B2 E R T D, 728, JEIEEM 342 THCD-PP TERSNTWDAHLDEZED
FEREFAL TS,

5.1. FAU_STG_EXT Extended: External Audit Trail Storage

Family Behavior:
This family defines requirements for the TSF to ensure that secure transmission of audit data from TOE
to an External IT Entity.

Component leveling:

FAU_STG_EXT.1: Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel

implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:

= The TSF shall have the ability to configure the cryptographic functionality.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

®  There are no auditable events foreseen.

FAU_STG_EXT.1 Extended: Protected Audit Trail Storage

Hierarchical to : No other components
Dependencies : FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel
FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External IT Entity using
a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity which relies
on a non-TOE audit server for storage and review of audit records. The storage of these audit records and
the ability to allow the administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR for the transmission of
audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class with a

single component.
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5.2. FGS_CKM_EXT Extended: Cryptographic Key Management

Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially, this extended
component is intended for cryptographic key destruction.

Component leveling:

FCS_CKM_EXT.4: Extended: Cryptographic Key Material Destruction 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key materials

that are no longer needed are destroyed by using an approved method.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

= There are no auditable events foreseen.

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

Hierarchical to : No other components
Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction
FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and

cryptographic critical security parameters when no longer needed.

Rationale:

Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer
needed are destroyed by using an approved method, and the Common Criteria does not provide a suitable
SFR for the Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure, and it is

therefore placed in the FCS class with a single component.
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5.3. FGS_IPSEGC_EXT Extended: IPsec selected

Family Behavior:

This family addresses requirements for protecting communications using IPsec.

Component leveling:

FCS_IPSEC_EXT.1 Extended: IPsec selected 1

FCS_IPSEC_EXT.1 IPsec requires that IPsec be implemented as specified.

Management:
The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

=  Failure to establish an IPsec SA

FCS_IPSEC_EXT.1 Extended: IPsec selected

Hierarchical to : No other components

Dependencies : FIA_PSK_EXT.1 Extended:Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit

FCS_IPSEC_EXT.1.1 The TSF shall implement the IPsec architecture as specified in RFC 4301.

FCS_IPSEC_EXT.1.2 The TSF shall implement [selection: tunnel mode, transport model.

FCS_IPSEC_EXT.1.3 The TSF shall have a nominal, final entry in the SPD that matches anything that is
otherwise unmatched, and discards it.

FCS_IPSEC_EXT.1.4 The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using
[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602)
together with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified
by RFC 3602) together with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-
128 as specified in RFC 4106, AES-GCM-256 as specified in RFC 4106).

FCS_IPSEC_EXT.1.5 The TSF shall implement the protocol: [selection: IKEV1, using Main Mode for Phase 1
exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no other RFCs
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FCS_IPSEC_EXT.1.6

FCS_IPSEC_EXT.1.7
FCS_IPSEC_EXT.1.8

FCS_IPSEC_EXT.1.9

FCS_IPSEC_EXT.1.10

Rationale:

for extended sequence numbers, RFC 4304 for extended sequence numbers], and
[selection: no other RFCs for hash functions, RFC 4868 for hash functionsl; IKEv2 as
defined in RFCs 5996, [selection: with no support for NAT traversal, with mandatory
support for NAT traversal as specified in section 2.23], and [selection: no other RFCs for
hash functions, RFC 4868 for hash functionsl].

The TSF shall ensure the encrypted payload in the [selection: IKEv1, IKEvZ] protocol
uses the cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC
3602 and [selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other
algorithm).

The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

The TSF shall ensure that [selection: IKEv2 SA lifetimes can be established based on
[selection: number of packets/number of bytes; length of time, where the time values can
be limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs|; IKEv1 SA lifetimes
can be established based on [selection: number of packets/number of bytes ; length of
time, where the time values can be limited to- 24 hours for Phase 1 SAs and 8 hours for
Phase 2 SAs]].

The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit MODP),
and [selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20 (384-
bit Random ECPE 5 (1536-bit MODP)), lassignment: other DH groups that are
Implemented by the TOEL, no other DH groupsl.

The TSF shall ensure that all IKE protocols perform Peer Authentication using the
[selection: RSA, ECDSA] algorithm and Pre-shared Keys.

IPsec is one of the secure communication protocols, and the Common Criteria does not provide a suitable

SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is

therefore placed in the FCS class with a single component.

Copyright ©2025 KONICA MINOLTA, INC., All Rights Reserved
24 / 80



KONICA MINOLTA bizhub C47511
Security Target

5.4. FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit Generation)

Family Behavior:
This family defines requirements for random bit generation to ensure that it is performed in accordance

with selected standards and seeded by an entropy source.

Component leveling:

FCS_RBG_EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in accordance

with selected standards and seeded by an entropy source.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FCS RBG_EXT1 Extended: Cryptographic Operation (Random Bit Generation)

Hierarchical to : No other components.
Dependencies : No dependencies.

FCS_RBG_EXT.1.1  The TSF shall perform all deterministic random bit generation services in accordance with
[selection: ISO/IEC 18031:2011, NIST SP 800-90A] using [selection: Hash_DRBG (any),
HMAC DRBG (any), CTR_DRBG (AES).

FCS_RBG_EXT.1.2  The deterministic RBG shall be seeded by at least one entropy source that accumulates
entropy from [selection: [assignment: number of software-based sources| software-based
noise source(s), [assignment: number of hardware-based sources| hardware-based noise
source(s)] with a minimum of [selection: 128 bits, 256 bits] of entropy at least equal to the
greatest security strength, according to ISO/IEC 18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that it will generate.

Rationale:
Random bits/mumber will be used by the SFRs for key generation and destruction, and the Common

Criteria does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in the FCS

class with a single component.
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5.5. FDP_FXS_EXT Extended: Fax Separation

Family Behavior:
This family addresses the requirements for separation between Fax PSTN line and the LAN to which TOE is connected.

Component leveling:

FDP_FXS_EXT.1 Extended: Fax Separation 1

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to create a network bridge
between a PSTN and a LAN to which TOE is connected.

Management:
The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the PP/ST:

- There are no auditable events foreseen.

FDP_FXS_EXT.1 Extended: Fax separation
Hierarchical to : No other components
Dependencies : No dependencies
FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface, except transmitting

or receiving User Data using fax protocols.

Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the Common Criteria does not provide a suitable
SFR for the Protection of TSF or User Data.

This extended component protects the TSF Data or User Data, and it is therefore placed in the FDP class with a single

component.
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5.6. FIA_PMG_EXT Extended: Password Management

Family Behavior:
This family defines requirements for the attributes of passwords used by administrative users to ensure

that strong passwords and passphrases can be chosen and maintained.

Component leveling:

FIA_PMG_EXT.1 Extended: Password Management 1

FIA_PMG_EXT.1 Password management requires the TSF to support passwords with varying

composition requirements, minimum lengths, maximum lifetime, and similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FIA_PMG_EXT.1 Extended: Password Management

Hierarchical to : No other components
Dependencies : No dependencies

FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:

- Passwords shall be able to be composed of any combination of upper and lower case letters,
numbers, and the following special characters: [selection: “!”, “@”, ‘“#”, “$”, “%”, “/”, “&”, “*”,
“(“, Y, lassignment: other charactersl];

*Minimum password length shall be settable by an Administrator, and have the capability

to require passwords of 15 characters or greater;

Rationale:
Password Management is to ensure the strong authentication between the endpoints of communication,
and the Common Criteria does not provide a suitable SFR for the Password Management.

This extended component protects the TOE by means of password management, and it is therefore placed

in the FIA class with a single component.
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5.7. FIA_PSK_EXT Extended: Pre-Shared Key Composition

Family Behavior:
This family defines requirements for the TSF to ensure the ability to use pre-shared keys for IPsec.

Component leveling:

FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition 1

FIA_PSK_EXT.1 Pre-Shared Key Composition, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FIA PSK EXT 1 Extended: Pre-Shared Key Composition

Hierarchical to : No other components
Dependencies : FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit Generation)
FIA_PSK_EXT.1.1 The TSF shall be able to use pre-shared keys for IPsec.
FIA_PSK_EXT.1.2 The TSF shall be able to accept text-based pre-shared keys that are:
-22 characters in length and [selection: [assignment: other supported lengthsl, no other
lengthsl;
-composed of any combination of upper and lower case letters, numbers, and special
characters (that include: “I”, “@”, “#”, “$”, “%”, “*”, “&”, “*”, “(“, and “)).
FIA_PSK_EXT.1.3 The TSF shall condition the text-based pre-shared keys by using [selection: SHA-1, SHA-
256, SHA-512, [assignment: method of conditioning text stringl] and be able to [selection:
use no other pre-shared keys; accept bit-based pre-shared keys; generate bit-based pre-
shared keys using the random bit generator specified in FCS_RBG_EXT1].

Rationale:
Pre-shared Key Composition is to ensure the strong authentication between the endpoints of
communications, and the Common Criteria does not provide a suitable SFR for the Pre-shared Key

Composition.

This extended component protects the TOE by means of strong authentication, and it is therefore placed

in the FIA class with a single component.
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5.8. FPT_SKP_EXT Extended: Protection of TSF Data

Family Behavior:
This family addresses the requirements for managing and protecting the TSF data, such as cryptographic
keys.This is a new family modelled as the FPT Class.

Component leveling:

FPT SKP_EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires preventing symmetric

keys from being read by any user or subject.It is the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FPT SKP_EXT.1 Extended: Protection of TSF Data

Hierarchical to : No other components.
Dependencies : No dependencies.
FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private keys.

Rationale:
Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are protected

securely, and the Common Criteria does not provide a suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication using Preshared Key, and

it is therefore placed in the FPT class with a single component.
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5.9. FPT_TST_EXT Extended: TSF testing

Family Behavior:
This family addresses the requirements for self-testing the T'SF for selected correct operation.

Component leveling:

FPT_TST_EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up in order to

demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FPT_TST_EXT.1 Extended: TSF testing

Hierarchical to : No other components
Dependencies : No dependencies

FPT_TST EXT.1.1  The TSF shall run a suite of self-tests during initial start-up (and power on) to demonstrate
the correct operation of the TSF.

Rationale:
TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not provide a
suitable SFR for the TSF testing.In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single

component.
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5.10. FPT_TUD_EXT Extended: Trusted Update

Family Behavior:
This family defines requirements for the TSF to ensure that only administrators can update the TOE

firmware/software, and that such firmware/software is authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1

FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FPT TUD_EXT.1 Extended: Trusted Update

Hierarchical to : No other components
Dependencies : FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).
FPT _TUD_EXT.1.1  The TSF shall provide authorized administrators the ability to query the current version
of the TOE firmware/software.
FPT _TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.
FPT TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE using a
digital signature mechanism and [selection: published hash, no other functions| prior to

installing those updates.

Rationale:
Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable SFR for
the management of firmware/software.In particular, there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single

component.
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6. Security Requirements

6.1. Security Functional Requirements
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6.1.1. Mandatory Requirements
6.1.1.1. Class FAU: Security Audit
FAU_GEN.1 Audit data generation
(for O.AUDIT)
Hierarchical to : No other components.
Dependencies ¢ FPT_STM.1 Reliable time stamps
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:
a) Start-up and shutdown of the audit functions;
b) All auditable events for the not specified level of audit; and
¢) All auditable events specified in Table 6-1,[ZL].
FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:

a) Date and time of the event, type of event, subject identity Gf applicable), and
the outcome (success or failure) of the event; and
b) For each audit event type, based on the auditable event definitions of the

functional components included in the PP/ST, additional information specified in
Table 6-1, [Z2L].

Table 6-1 Auditable Events

Auditable event Relevant SFR Additional information
Job completion FDP_ACF.1 Type of job
Unsuccessful User authentication FIA _UAU.1 None
Unsuccessful User identification FIA_UID.1 None
Use of management functions FMT_SMF.1 None
Modification to the group of Users that are | FMT_SMR.1 None
part of a role
Changes to the time FPT_STM.1 None
Failure to establish session FTP_ITC.1, Reason for failure
FTP_TRP.1(a),
FTP_TRP.1(b)

FAU_GEN.2 User identity association
(for 0.AUDIT)
Hierarchical to : No other components.
Dependencies ¢ FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification
FAU_GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able to

associate each auditable event with the identity of the user that caused the event.

FAU_STG_EXT.1  Extended: External Audit Trail Storage

(for O.AUDIT)
Hierarchical to : No other components.
Dependencies ¢ FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel.
FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External IT Entity using a
trusted channel according to FTP_ITC.1.
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6.1.1.2. Class FCS: Cryptographic Support

FCS_CKM.1(a)

FCS_CKM.1.1(a)

FCS_CKM.1(b)

FCS_CKM.1.1(b)

FCS_CKM_EXT.4

Cryptographic Key Generation (for asymmetric keys)
(for 0.COMMS_PROTECTION)

Hierarchical to : No other components.

Dependencies : [ECS_CKM.2 Cryptosraphic key-distributionor
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification) 1
FCS_COP.1() Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall generate asymmetric cryptographic keys used for key

establishment in accordance with [

* NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for finite
field-based key establishment schemes;

* NIST Special Publication 800-56B, “Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography” for RSA-
based key establishment schemes

1 and specified cryptographic key sizes equivalent to, or greater than, a symmetric
key strength of 112 bits.

Cryptographic Key Generation (Symmetric Keys)

(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION)

Hierarchicalto : No other components.

Dependencies : [ECS_CKM.2 Cryptosraphic keydistributionor
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption)

FCS_COP.1(e) Cryptographic Operation (Key Wrapping)
FCS_COP.1(f) Cryptographic operation (Key Encryption) }
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)

FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

Refinement: The TSF shall generate symmetric cryptographic keys using a

Random Bit Generator as specified in FCS_RBG_EXT.1 and specified

cryptographic key sizes [ 128 bit, 256 bif] that meet the following: No Standard.

Extended: Cryptographic Key Material Destruction
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)

Hierarchical to : No other components.
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FCS_CKM_EXT.4.1

FCS_CKM.4

FCS_CKM.4.1

FCS_COP.1(a)

FCS_COP.1.1(a)

FCS_COP.1(b)

Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)],
FCS_CKM.4 Cryptographic key destruction

The TSF shall destroy all plaintext secret and private cryptographic keys and

cryptographic critical security parameters when no longer needed.

Cryptographic key destruction
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)

Hierarchical to ¢ No other components.
Dependencies :  [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)l,
Refinement: The TSF shall destroy cryptographic keys in
accordance with a specified cryptographic key destruction method [
For volatile memory, the destruction shall be executed by [powering off a device).
For nonvolatile storage, the destruction shall be executed by a [singlel overwrite of
key data storage location consisting of [a static pattern), followed by a Lnonel. If
read-verification of the overwritten data fails, the process shall be repeated again;

] that meets the following: [no standard].

Cryptographic Operation (Symmetric encryption/decryption)
(for 0.COMMS_PROTECTION)

Hierarchical to : No other components.
Dependencies :  [EDPITC 1 Impert-ofuser-datawithout-seeurity-attributes—
or—

FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
Refinement: The TSF shall perform encryption and decryption in accordance with
a specified cryptographic algorithm AES operating in [CBC mode] and
cryptographic key sizes 128-bits and 256-bits that meets the following:
« FIPS PUB 197, “Advanced Encryption Standard (AES)”
- [NIST SP 800-38A]

Cryptographic Operation (for signature generation/verification)
(for O.UPDATE_VERIFICATION, O.COMMS_PROTECTION)

Hierarchical to : No other components.
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FCS_COP.1.1(b)

FCS_RBG_EXT.1

FCS_RBG_EXT.1.1

FCS_RBG_EXT.1.2

Dependencies ! [EDPITC A Importof user data-without-seeurityattributes—

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
Refinement: The TSF shall perform cryptographic signature services in
accordance with a [RSA Digital Signature Algorithm (rDSA) with key sizes
(modulus) of [2048 bits, 3072 bits] lthat meets the following [FIPS PUB 186-4,
“Digital Signature Standard’].

Extended: Cryptographic Operation (Random Bit Generation)

(for 0.STORAGE_ENCRYPTION and O.COMMS_PROTECTION)
Hierarchical to : No other components.

Dependencies : No dependencies.

The TSF shall perform all deterministic random bit generation services in
accordance with [NIST SP 800-90A) using | CTE_DRBG (AES).

The deterministic RBG shall be seeded by at least one entropy source that
accumulates entropy from [[onel software-based noise source] with a minimum of
[256 bits] of entropy at least equal to the greatest security strength, according to
ISO/TEC 18031:2011 Table C.1 “Security Strength Table for Hash Functions”, of
the keys and hashes that it will generate.

6.1.1.3. Class FDP: User Data Protection

FDP_ACC.1

FDP_ACC.1.1

FDP_ACF.1

FDP_ACF.1.1

FDP_ACF.1.2

Subset access control

(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to : No other components.

Dependencies ¢ FDP_ACF.1 Security attribute based access control
Refinement: The TSF shall enforce the User Data Access Control SFP on subjects,
objects, and operations among subjects and objects specified in Table 6-2 and
Table 6-3.

Security attribute based access control
(for 0. ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to : No other components.
Dependencies ¢ FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialization
Refinement: The TSF shall enforce the User Data Access Control SFP to objects
based on the following: subjects, objects, and attributes specified in Table 6-2 and
Table 6-3.
Refinement: The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules governing access
among controlled subjects and controlled objects using controlled operations on
controlled objects specified in Table 6-2 and Table 6-3.
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FDP_ACF.1.3 Refinement: The TSF shall explicitly authorise access of subjects to objects based
on the following additional rules: [Z2L].
FDP_ACF.1.4 Refinement: The TSF shall explicitly deny access of subjects to objects based on
the following additional rules: [#aEAHIHRIZHE L T, FBFERE~DFIHZ DT 2 E X7
Zl.
Table 6-2 D.USER.DOC Access Control SFP
"Create" "Read" "Modify" "Delete"
. View image or
. Submit & Release Modify stored | Delete stored
Operation: | document to .
. printed document document
be printed
Print output
Job owner (note 1)
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
. Submit 2 View scanned | Modify stored | Delete stored
Operation: | document for . 3 g
. image image image
scanning
Scan Job owner (note 2) denied
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
View scanned
Submit a image or .
Operation: | document for Release MOd.]fy G De]e.te o]
. ) Iimage Image
copying printed copy
Copy output
Job owner (note 2)
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
. Submit & View scanned | Modify stored | Delete stored
Operation: | document to . . .
cend as a fax image Image Image
Fax send | Job owner (note 2) denied
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
View fax
| Receive a fax image or Modify image Delete image
Operation: ) Release of received of received
and store it .
printed fax fax fax
Fax
. output
TECEIVE T max owner (note 3)
U.ADMIN (note 4) denied denied
U.NORMAL (note 4) denied denied denied
Unauthenticated (note 4) denied denied denied
. Store e Modify stored | Delete stored
Operation: stored
document document document
document
Sto1tage/ Job owner (note 5)
retrieval |7 ApMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
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Table 6-3 D.USER.JOB Access Control SFP
"Create" "Read" "Modify" "Delete"
; Create print View print Modify print Cancel print
Operation : . . .
Job queue / log job job
) Job owner (note 1) denied
Print : .
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
; Create scan View scan Modify scan Cancel scan
Operation : . . .
Job status / log job job
Job owner (note 2) denied
Scan - .
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
; Create copy View copy Modify copy Cancel copy
Operation : . . .
Job status / log job job
Job owner (note 2) denied
Copy . :
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
. Create fax View fax job Modify fax Cancel fax
Operation- ) . .
send job queue / log send job send job
Job owner (note 2) denied
Fax send : .
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
View £
. Create fax 1,6W ax Modify fax Cancel fax
Operation: L. receive status . L.
receive job i receive job receive job
og
F
a.x Fax owner (note 3) denied
FECEVE Ty ADMIN (note 4) denied
U.NORMAL (note 4) denied denied
Unauthenticated (note 4) denied denied
Create ) Modify
. View storage / Cancel storage
Operation : storage / . storage / . .
] . retrieval log . ) / retrieval job
St ; retrieval job retrieval job
or.age Job owner (note 6) denied
retrieval : :
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied

+ Note 1: Job Owner is identified by a credential or assigned to an authorized User as part of the

process of submitting a print or storage Job.

+ Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a scan,

copy, fax send, or retrieval Job.
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+ Note 3: Job Owner of received faxes is assigned by default or configuration. Minimally, ownership
of received faxes is assigned to a specific user or U ADMIN role.

+ Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by Users of the

TOE.

« Note 5: Fax receive |25 create &i7=XED Job owner (X Note 3, 7747k PC bk a7 E
@ Job owner (% Note 1, A%+ 7% W CTAERKSILZCED Job owner I Note 2, 7SAT —K 55k PDF
R I AN DLRTFIZEY create 72 L ED Job owner |d Notel 9%,

+ Note 6: Create storage job {235\ T, Fax receive {24V create 7227 ® Job owner IZ Note 3, 77
AT > PCHIEESILZVa” @ Job owner i Note 1, A% v & HWTAEKRINZTa~ D Job owner
IZ Note 2, 7SAT—REE 5/t PDF R 7 AL OLRIFIZED create S4172’a~7 @ Job owner |4 Notel &9
5, Create retrieval job @ Job owner IZ Note 2 £ 9%,

6.1.1.4. Class FIA: Identification and Authentication

FIA_AFL.1

FIA_AFL.1.1

FIA_AFL.1.2

FIA_ATD.1

FIA_ATD.1.1

FIA_PMG_EXT.1

FIA_PMG_EXT.1.1

Authentication failure handling

(for O.USER_I&A)

Hierarchical to : No other components.

Dependencies ¢ FIA_UAU.1 Timing of authentication

The TSF shall detect when [an administrator configurable positive integer
within [ 1~3]] unsuccessful authentication attempts occur related to [=2>7
SNRT = NIC L BFRGE FRHIATYZ G I AN —FIZ L BF8GF, BV P Dl
When the defined number of unsuccessful authentication attempts has
been [met, surpassed], the TSF shall [J5r#1ER EHS 15 E T 24 FIHE DOr2
ANRDT — NS BRAE L, BRI ED R SAE F THFIATYZ (G 2 RN
—NICLBFBAF L, TOE DEYRE OFF/ON L CEB) D HF-MFAE LA IRIFIE ZE 127 E S
P TSI EHE U 5 £ TEI A BPE DFEFFFEIE].

User attribute definition

(for O.USER_AUTHORIZATION)

Hierarchicalto : No other components.

Dependencies ¢ No dependencies

The TSF shall maintain the following list of security attributes belonging to
individual users: [User ID, EFEZEHEIR HEEEFIR, FEHIATIZER Yy IXNDT 2R
#A.

Extended: Password Management
(for O.USER_I&A)
Hierarchical to : No other components.
Dependencies ¢ No dependencies
The TSF shall provide the following password management capabilities for User
passwords:
-Passwords shall be able to be composed of any combination of upper and
lower case letters, numbers, and the following special characters: [, ‘@,
i A A G R A A A A A
L S S R, Y (AR 2%
Szt
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FIA_UAU.1

FIA_UAU.1.1

FIA_UAU.1.2

FIA_UAU.7

FIA_UAU.7.1

FIA_UID.1

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

*Minimum password length shall be settable by an Administrator, and have

the capability to require passwords of 15 characters or greater;

Timing of authentication
(for O.USER_I&A)
Hierarchical to No other components.

Dependencies FIA_UID.1 Timing of identification

Refinement: The TSF shall allow [ 77225215, TOED KX EEHGR 5L N ZR 2D ZIE]
on behalf of the user to be performed before the user is authenticated.

The TSF shall require each user to be successfully authenticated before allowing

any other TSF-mediated actions on behalf of that user.

Protected authentication feedback
(for O.USER_I&A)
Hierarchical to No other components.

Dependencies FIA_UAU.1 Timing of authentication

The TSF shall provide only [ A/ &71/2 X7 —5 1 LFHIZ“* "F /3" @ D]

to the user while the authentication is in progress.

Timing of identification

(for O.USER_I&A and O.ADMIN_ROLES)

Hierarchical to No other components.

Dependencies No dependencies

Refinement: The TSF shall allow [ 77225215, TOED K EEHGR 154 N ZER 2D ZIE]
on behalf of the user to be performed before the user is identified.

The TSF shall require each user to be successfully identified before allowing any

other TSF-mediated actions on behalf of that user.

User-subject binding
(for O.USER_I&A)
Hierarchical to No other components.

FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting
on the behalf of that user: [User ID, EFEZHIR, HEREHIR, AT Y2152 X~
DT IR,

The TSF shall enforce the following rules on the initial association of user security
attributes with subjects acting on the behalf of users: [ User ID/Z—H#FF/H 11 7372
ESHTOBEE B FHE ICBIES 172 T F= V7o B E R T 5, B PEETEIRD
G-I TORFIHE N EPLEHEIRD ) T2 T L =5 B2 SRR
et F2 VT BT 3.

The TSF shall enforce the following rules governing changes to the user security
attributes associated with subjects acting on the behalf of users: [ ##/ XEYZ /54
IRANRY —ROFEFAN L) LI 2 FIHE DAY NG ZZNDT IR
FHINET D, BHIACYZIGI I RNRT — N OGRAFIZ R L =255, 7 24 FHE DM
AEYZ(GIR S IRNDT 2 X TN T2

Dependencies
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6.1.1.5. Class FMT: Security Management

FMT_MOF.1

FMT_MOF.1.1

Management of security functions behavior
(for O.ADMIN_ROLES)

Hierarchical to No other components.

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
Refinement: The TSF shall restrict the ability to [disable, enable, modify the

behavior off the functions [refer to Table 6-4] to U.ADMIN.

Dependencies

Table 6-4 Management of Security Functions behavior

Security Functions

Operations

TR a7 AR LR E

disable, enable

S I

modify the behavior

B AP RE

modify the behavior

e {5 R (5 PR RE

modify the behavior

SR ATV ZAG

modify the behavior

FMT_MSA.1

FMT_MSA.1.1

Management of security attributes

(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to No other components.

[FDP_ACC.1 Subset access control, ex

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
Refinement: The TSF shall enforce the User Data Access Control SFP to restrict
the ability to [modify, delete, [create, —FFEFIIH 1L~ —FEFIIFIZIE DAFSR (15, &
/] the security attributes [ Table 6-6Security Attributes| to [ Table 6-57

Authorised Identified Roles).

Dependencies

Table 6-5 Management of Subject Security Attribute

Security Attributes

Authorized Identified

Operations
Roles

User ID

Create
Delete
— IR R IR — RER A (kO bR

U.ADMIN

U.ADMIN

U.NORMAL

U.ADMIN

WHR Y7 A0 owner TH
% U.NORMAL

8 AR > 7 ZDFT A & DR FE

e

T8 AR 7 ZADFTA & DI

B MEIR

Delete
45

U.ADMIN

P RERIBR

Delete

U

AX AL

U.ADMIN
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FMT_MSA.3 Static attribute initialization
(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical t ¢ No other components.
Dependencies ' FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles
FMT_MSA.3.1 Refinement: The TSF shall enforce the User Data Access Control SFP to provide
[restrictive] default values for security attributes that are used to enforce the SFP.
FMT_MSA.3.2 Refinement: The TSF shall allow the [no rolel to specify alternative initial values
to override the default values when an object or information is created.
FMT MTD.1 Management of TSF data
(for 0.ACCESS CONTROL)
Hierarchical to : No other components.
Dependencies ¢ FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to perform the specified operations
on the specified TSF Data to the roles specified in Table 6-6.
Table 6-6 Management of TSF Data
Data Operation Authorised role(s)
[assignment: list of TSF Data [selection: change default, query,
owned by a U NORMAL or modify, delete, clear, U.ADMIN, the owning
associated with Documents or [assignment: U.NORMAL.
Jjobs owned by a U NORMAL) other operationsl]
[assignment: other operations]
U.ADMIN
2= NI =
. U.ADMIN, the owning
modify
U.NORMAL
FEHIATYZNGA > 2 RN — [assignment: other operations]
BR U.ADMIN
modify
[selection: change default, query,
assignment: fist of TSF Data modify, delete, clear,
. U.ADMIN
not owned by a UNORMAL| [assignment:
other operationsl]
A NRT—N modify
H I (58 modify
SR TFAG— R M modify
H Bz 7 M) modify
ALY I BN modify
S » U.ADMIN
clear
(U.BUILTIN_ADMIN L(5})
NI — N modify
- s modify
B — N —RAE . )
[assignment: other operations]
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Data Operation Authorised role(s)
B 7R Al O 2L I AERRIF ] modify
modify
R T —2FRE [assignment: other operations]
) . [selection: change default, query,
[assignment: list of software, )
modify, delete, clear,
firmware, and related . U.ADMIN
; [assignment:
configuration datal .
other operationsl]
Tr—AUzT modify U.ADMIN
FMT _SMF.1 Specification of Management Functions
(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL, and
O0.ADMIN_ROLES)
Hierarchical to : No other components.
Dependencies: ¢ No dependencies
FMT_SMF.1.1 The TSF shall be capable of performing the following management functions: [refer

to Table 6-7).

Table 6-7 list of management functions

management functions

¥ 2T R LR ERERE

T— P —FEREAE (2 — P — 2T — R D% k- 28 FEREAE L OY, User ID, B ELEHEMR . HEREHIRZ & BE 9D H4HE
&)

o— W —RGEER E AR

INEBRRAE Y — N — % R E

S R G E R

T NI — BRI DGk, A FHERE

A R O 2 S HE

BT m A PR RE

VAT LA — Nt MNEFET O 28 TE R

B8 7 MR O 28 A RE

B PR ERE OB E AR 1 AR bR R O 28 B R

AT — NI TR R

FRRIE IR R (e H B fiE oD 25 R B e

FREF S ln % (U.BUILTIN_ADMIN LISt) 027V 7 #he

Ry A8 BRERE ([ ARy 7 AD ARG, T FH = — W — 2 BT DHREZ & T0)
BRI AEYSZAZ R 07 AR ERERE (O XAT —R DXk, BHE A5 Te)

Tr— LT T 7T —MERE

BB SAT — R g% ERERE
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FMT_SMR.1

FMT_SMR.1.1
FMT_SMR.1.2

Security roles

(for O.ACCESS_CONTROL, O.USER_AUTHORIZATION, and
O.ADMIN_ROLES)

Hierarchical to : No other components.

Dependencies ¢ FIA_UID.1 Timing of identification

Refinement: The TSF shall maintain the roles U ADMIN, UNORMAL.

The TSF shall be able to associate users with roles.

6.1.1.6. Class FPT: Protection of the TSF

FPT_SKP_EXT.1

FPT_SKP_EXT.1.1

FPT_STM.1

FPT_STM.1.1

FPT_TST_EXT.1

FPT_TST_EXT.1.1

FPT_TUD_EXT.1

FPT_TUD_EXT.1.1

FPT_TUD_EXT.1.2

FPT_TUD_EXT.1.3

Extended: Protection of TSF Data

(for 0.COMMS_PROTECTION)

Hierarchicalto : No other components.

Dependencies ¢ No dependencies

The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private
keys.

Reliable time stamps

(for 0.AUDIT)
Hierarchicalto @ No other components.
Dependencies : No dependencies

TSF shall be able to provide reliable time stamps.

Extended: TSF testing

(for O.TSF_SELF_TEST)

Hierarchical to : No other components.

Dependencies ¢ No dependencies

The TSF shall run a suite of self-tests during initial start-up (and power on) to

demonstrate the correct operation of the TSF.

Extended: Trusted Update
(for O.UPDATE_VERIFICATION)
Hierarchical to : No other components.
Dependencies :  FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.
The TSF shall provide authorized administrators the ability to initiate updates to
TOE firmware/software.
The TSF shall provide a means to verify firmware/software updates to the TOE
using a digital signature mechanism and [no other functions) prior to installing

those updates.

6.1.1.7. Class FTA: TOE Access

FTA_SSL.3

TSF-initiated termination
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FTA_SSL.3.1

(for O.USER_I&A)

Hierarchicalto : No other components.

Dependencies ¢ No dependencies

The TSF shall terminate an interactive session after a [£&/E R/ DL, X 74
=Rt MIFIIZ J o TRIESHSIFE], WC D5, HEBjrZ 70 MEIZ L > TRIES
RSHER], TUVERTAAN—DBE, Stat a2 A2 .

6.1.1.8. Class FTP: Trusted Path/Cannels

FTP_ITC.1

FTP_ITC.1.1

FTP_ITC.1.2

FTP_ITC.1.3

FTP_TRP.1(a)

FTP_TRP.1.1(a)

FTP_TRP.1.2(a)

FTP_TRP.1.3(a)

FTP_TRP.1(b)

Inter-TSF trusted channel

(for 0.COMMS_PROTECTION, O.AUDIT)

Hierarchical to ¢ No other components.

Dependencies . [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [IPsed to provide a trusted communication

channel between itself and authorized IT entities supporting the following

capabilities: [authentication server, [SMTP#— N—, DNS#—/N—, o7 — N—,

WebDA V3 —,¥—, SMB#—Y—]] that is logically distinct from other

communication channels and provides assured identification of its end points and

protection of the channel data from disclosure and detection of modification of the

channel data.

Refinement: The TSF shall permit the TSF, or the authorized IT entities, to

initiate communication via the trusted channel

Refinement: The TSF shall initiate communication via the trusted channel for

lauthentication service, mail service, DNS service, log transmission service,

WebDAYV service, SMB servicel.

Trusted path (for Administrators)

(for 0.COMMS_PROTECTION)

Hierarchical to : No other components.

Dependencies :  [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [ZPsed to provide a trusted communication path

between itself and remote administrators that is logically distinct from other

communication paths and provides assured identification of its end points and

protection of the communicated data from disclosure and detection of modification

of the communicated data.

Refinement: The TSF shall permit remote administrators to initiate

communication via the trusted path

Refinement: The TSF shall require the use of the trusted path for initial

administrator authentication and all remote administration actions.

Trusted path (for Non-administrators)
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FTP_TRP.1.1(b)

FTP_TRP.1.2(b)

FTP_TRP.1.3(b)

(for 0.COMMS_PROTECTION)

Hierarchical to : No other components.

Dependencies : [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement : The TSF shall use [IPsed to provide a trusted communication path

between itself and remote users that is logically distinct from other

communication paths and provides assured identification of its end points and

protection of the communicated data from disclosure and detection of modification

of the communicated data.

Refinement: The TSF shall permit [remote users| to initiate communication via

the trusted path

Refinement: The TSF shall require the use of the trusted path for initial user

authentication and all remote user actions.

6.1.2. Conditional |ly Mandatory Requirements

6.1.2.1. PSTN Fax-Network Separation

FDP_FXS_EXT.1

FDP_FXS_EXT.1.1

Extended: Fax separation

(for 0.FAX_NET_SEPARATION)

Hierarchical to : No other components.

Dependencies :  No dependencies

The TSF shall prohibit communication via the fax interface, except transmitting or

receiving User Data using fax protocols.

6.1.3. Selection-based Requirements

6.1.3.1. Protected Communications

FCS_IPSEC_EXT.1

FCS_IPSEC_EXT.1

1

Extended: IPsec selected

(selected in FTP_ITC.1.1, FTP_TRP.1.1)

Hierarchical to : No other components.

Dependencies : FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall implement the IPsec architecture as specified in RFC 4301.
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FCS_IPSEC_EXT.1
2
FCS_IPSEC_EXT.1
3
FCS_IPSEC_EXT.1
4

FCS_IPSEC_EXT.1
.5

FCS_IPSEC_EXT.1
.6

FCS_IPSEC_EXT.1
7
FCS_IPSEC_EXT.1
.8
FCS_IPSEC_EXT.1
9
FCS_IPSEC_EXT.1
.10

FCS_COP.1(g)

FCS_COP.1.1(g)

FIA_PSK_EXT.1

FIA_PSK_EXT.1.1

The TSF shall implement [¢ransport model.

The TSF shall have a nominal, final entry in the SPD that matches anything that
is otherwise unmatched, and discards it.

The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using
[the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together
with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified by
RFC 3602) together with a Secure Hash Algorithm (SHA)-based HMAC.

The TSF shall implement the protocol: [IKEv1, using Main Mode for Phase 1
exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, |RFC 4304 for
extended sequence numbersl, and [RFC 4868 for hash functionsl].

The TSF shall ensure the encrypted payload in the [IKEv1] protocol uses the
cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC 3602
and [no other algorithml.

The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

The TSF shall ensure that [IKEvI SA lifetimes can be established based on [length
of time, where the time values can be limited to: 24 hours for Phase 1 SAs and 8
hours for Phase 2 SAs].

The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit
MODP), and [no other DH groups].

The TSF shall ensure that all IKE protocols perform Peer Authentication using
the [284] algorithm and Pre-shared Keys.

Cryptographic Operation (for keyed-hash message authentication)
(selected with FCS_IPSEC_EXT.1.4)
Hierarchical to No other components.

Dependencies

FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
Refinement: The TSF shall perform keyed-hash message authentication in
accordance with a specified cryptographic algorithm HMAC-[SHA-256, SHA-384,
SHA-512), key size 256, 3584, 512 bits], and message digest sizes [256, 384, 514
bits that meet the following:
"FIPS PUB 198-1, "The Keyed-Hash Message Authentication Code, and FIPS PUB
180-3, “Secure Hash Standard.”

Extended: Pre-Shared Key Composition
(selected with FCS_IPSEC_EXT.1.4)
Hierarchical to No other components.

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall be able to use pre-shared keys for IPsec.

Dependencies
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FIA_PSK_EXT.1.2

FIA_PSK_EXT.1.3

The TSF shall be able to accept text-based pre-shared keys that are:

22 characters in length and [no other lengthsl;

composed of any combination of upper and lower case letters, numbers, and special
characters (that include: “I”, “@”, “#”, “$”, “%”, “*”, “&”, “*”, “(“, and “)).

The TSF shall condition the text-based pre-shared keys by using [SHA-256, SHA-
512, [SHA-384]] and be able to [use no other pre-shared keysl.

6.1.3.2. Trusted Update

FCS_COP.1(c)

FCS_COP.1.1(c)

Cryptographic operation (Hash Algorithm)

(selected in FPT_TUD_EXT.1.3, or with FCS_SNI_EXT.1.1)

Hierarchical to : No other components.

Dependencies : No dependencies.

Refinement: The TSF shall perform cryptographic hashing services in accordance
with [SHA-256, SHA-384, SHA-512] that meet the following: [ISO/IEC 10118-
3:2004].

6.2. Security Assurance Requirements

The TOE security assurance requirements specified in Table 6-8 provides evaluative activities
required to address the threats identified in 3.3 of this ST.

Table 6-8 TOE Security Assurance Requirements

Assurance Class

Assurance ..
Assurance Components Description
Components

Security Target Evaluation | ASE_OBJ.1 Security objectives for the operational environment

ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components definition
ASE_INT.1 ST introduction

ASE_REQ.1 Stated security requirements
ASE_SPD.1 Security Problem Definition
ASE_TSS.1 TOE Summary Specification

Development

ADV_FSP.1 Basic functional specification

Guidance Documents

AGD_OPE.1 | Operational user guidance
AGD_PRE.1 | Preparative procedures

Life-cycle support

ALC_CMC.1 | Labelling of the TOE
ALC_CMS.1 | TOE CM coverage

Tests

ATE_IND.1 Independent testing — Conformance

Vulnerability assessment AVA_VAN.1 | Vulnerability survey

6. 3. Security Requirements Rationale

6.3.1. The dependencies of security requirements

TOE &= 7 (H&RE 2 OIRAFBIfR 2 FRITR T,
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Table 6-9 The dependencies of security requirements

BEREZE(: 117 BAfR ST T 7= 3 A7 B4R IRAFBEFR AN T2 L QU WL
FAU_GEN.1 FPT_STM.1 FPT_STM.1 N/A
FAU_GEN.2 FAU_GEN.1 FAU_GEN.1 N/A

FIA_UID.1 FIA_UID.1 N/A
FAU_STG_EXT.1 FAU_GEN.1 FAU_GEN.1 N/A

FTP_ITC.1 FTP_ITC.1 N/A
FCS_CKM.1(a) FCS_COP.1(b) FCS_COP.1(b) N/A

FCS_COP.13)

FCS_CKM_EXT.4 FCS_CKM_EXT.4 N/A
FCS_CKM.1(b) FCS_COP.1(a) FCS_COP.1(a) N/A

FCS_COP.1(d) FCS_COP.1(g)

FCS_COP.1(e)

FCS_COP.1(f)

FCS_COP.1(g)

FCS_COP.1(h)

FCS_CKM_EXT.4 FCS_CKM_EXT.4 N/A

FCS_RBG_EXT.1 FCS_RBG_EXT.1 N/A
FCS_CKM.4 FCS_CKM.1(a) FCS_CKM.1(a) N/A

or FCS_CKM.1(b)

FCS_CKM.1(b)
FCS_CKM_EXT.4 FCS_CKM.1(a) FCS_CKM.1(a) N/A

or FCS_CKM.1(b)

FCS_CKM.1(b)

FCS_CKM.4 FCS_CKM.4 N/A
FCS_COP.1(a) FCS_CKM.1(b) FCS_CKM.1(b) N/A

FCS_CKM_EXT.4 FCS_CKM_EXT.4 N/A
FCS_COP.1(b) FCS_CKM.1(a) FCS_CKM.1(a) IPseci#ifs (FCS_IPSEC_EXT.1) ®

FCS_CKM_EXT4

FCS_CKM_EXT4

Bt 77T —MihE
(FPT_TUD_EXT.1) DA 1E.
FCS_CKM.1(a),
FCS_CKM_EXT.4|3f7- 72\ 23,
SRR I bR W=D R
W,

FCS_COP.1(c) No dependencies No dependencies N/A
FCS_COP.1(g) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_CKM_EXT.4 FCS_CKM_EXT.4 N/A
FCS_IPSEC_EXT.1 FIA_PSK_EXT.1 FIA_PSK_EXT.1 N/A
FCS_CKM.1(a) FCS_CKM.1(a) N/A
FCS_COP.1(a) FCS_COP.1(a) N/A
FCS_COP.1(b) FCS_COP.1(b) N/A
FCS_COP.1(c) FCS_COP.1(c) N/A
FCS_COP.1(g) FCS_COP.1(g) N/A
FCS_RBG_EXT.1 FCS_RBG_EXT.1 N/A

49 / 80

Copyright ©2025 KONICA MINOLTA, INC., All Rights Reserved



KONICA MINOLTA bizhub C47511
Security Target

BEREZA: RAFBALR STClifi 7=k AFRILR AFBILR AT 72 L TR B
FCS_RBG_EXT.1 No dependencies No dependencies N/A
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 N/A
FDP_ACF.1 FDP_ACC.1 FDP_ACC.1 N/A

FMT_MSA.3 FMT_MSA.3 N/A
FDP_FXS_EXT.1 No dependencies No dependencies N/A
FIA_AFL.1 FIA_UAU.1 FIA _UAU.1 N/A
FIA_ATD.1 No dependencies No dependencies N/A
FIA_PMG_EXT.1 No dependencies No dependencies N/A
FIA_PSK_EXT.1 FCS_RBG_EXT.1 — S e Y MERSRE Vo y R —

ADERTIA B ZRIRL T
W,

FIA UAU.1 FIA UID.1 FIA UID.1 N/A
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 N/A
FIA_UID.1 No dependencies No dependencies N/A
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 N/A
FMT_MOF.1 FMT_SMR.1 FMT_SMR.1 N/A

FMT_SMF.1 FMT_SMF.1 N/A
FMT_MSA.1 FDP_ACC.1 FDP_ACC.1 N/A

FMT_SMR.1 FMT_SMR.1 N/A

FMT_SMF.1 FMT_SMF.1 N/A
FMT_MSA.3 FMT _MSA.1 FMT _MSA.1 N/A

FMT_SMR.1 FMT_SMR.1 N/A
FMT_MTD.1 FMT_SMR.1 FMT_SMR.1 N/A

FMT_SMF.1 FMT_SMF.1 N/A
FMT_SMF.1 No dependencies No dependencies N/A
FMT_SMR.1 FIA _UID.1 FIA UID.1 N/A
FPT_SKP_EXT.1 No dependencies No dependencies N/A
FPT_STM.1 No dependencies No dependencies N/A
FPT_TST_EXT.1 No dependencies No dependencies N/A
FPT_TUD_EXT.1 FCS_COP.1(b) FCS_COP.1(b) N/A

FCS_COP.1(c) FCS_COP.1(c) N/A
FTA_SSL.3 No dependencies No dependencies N/A
FTP_ITC.1 FCS_IPSEC_EXT.1 | FCS_IPSEC_EXT.1 | N/A

or

FCS_TLS_EXT.1

or

FCS_SSH_EXT.1

or

FCS_HTTPS_EXT.1
FTP_TRP.1(a) FCS_IPSEC_EXT.1 | FCS_IPSEC_EXT.1 | N/A

or

FCS_TLS_EXT.1

or

FCS_SSH_EXT.1
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P REZE(:

A7 RIS

ST Tt 7§ A7 BELR

WAFBIRZ 72 L TV RN BE

or
FCS_HTTPS_EXT.1

FTP_TRP.1(b)

FCS_IPSEC_EXT.1
or

FCS_TLS_EXT.1

or

FCS_SSH_EXT.1

or
FCS_HTTPS_EXT.1

FCS_IPSEC_EXT.1

N/A
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7. TOE Summary specification

TOE MR {LT 5% 2T AR D BLHIHAER R,
Table 7-1 X =2V 7 ite—&
¥ 2T o R4 B

4
o

Ak FRRE RS RE

T e A g EE
I LB RE
5 BB E RE
X2V B RE
R i

a5 HH 7R T R RE
FAX 75 Bitdne

RN o' IS T I N ST T NG Y G g

1.1, @A RREREAE

TOE 1%, FIFZEMNSIL T o v V2 TG L CRRBIGEREZ ATV, MGEEDRE A FF e R LIS 7= B 720012
TOE ORIz 7T ol 3 Ll i REA TR it 92,

FIA_UAU.1, FIA_UID.1

TOE (%, Table7-2 |27 932D FRGE S XAV R—hL, BHEE DN 2 —F —FBFER EHEHRE TR T& D,

BAIEASZAHELLIE WC 25 TOE #RIHT 256, 2—V—4, 22— — U —K EEHEHEREZ AT 75,
BN UEBE LU TERIE SR ABLLUL WC 25 TOE 2FRHTH5E6. EAVMUEBRE RO A B
BEE SRR —REANST5, TVEZRTA—=00 TOE Z2FHT254 ., 2——4 | 2—HF— AU —K%Z A
719 %,

TOE (X, AISNTeL T oo VA el iliRaEa F L . sEILT= 56 D% TOE OFIHEFF I35, SN
T N—FREF AR HESN TGS, FIHAE I — Y —4 Lo — P — AT — RN T, AMERFRREY —
—ID #AJ19%, TOE (X, 2— VP —A & ESIIANBREIE — N —12280 | IRE SN TEERIcxL T, = —
P SAT — RS AR LT — - — ’J:Zo?ﬁ%%io;fcioffﬁﬁﬁ\ﬁk%bt BIFRRERR T, BB DRI L7
B ICEREE R I 5, BV A R OFRRIERERIL. FEE OB EIC Fa'?]ib%fﬁ B SRR EE & GRS
THEESND,

TOE I, 58 ATV Z 53 EREEIZ B W BHELE DM ATV ZER v VA AT — R 3% E T A Re ik
L. A FITHEG ATV Z(ER Y I A SAT =R R ESITND, BIE S b LI WC 2Dk BIRRREIC R Eh L 7=
*ﬂxﬂfﬁ%ﬁ) FRHI ATV ZAZR Y I ANT 7R AT DL, Wil ATV ZAZHR Y 7 ARAT —RIZLDRBIENE RS,
BRI LT G E D BT 7B AT AISND, Lo T, MBI AT ZGER Y 7 AR — R b7 FI 3
[ ﬁﬁﬁ%U%%)xfan“‘yﬁx RSN T 7V ALEEBET DN TE2W, BRI ATV ZFR Y 7 A SAT —R D
FREIL, LA ROREIZEADLT | FICAREEFRGE S X TEMSLD,

OBERREI T ERR A F T = — A za‘éﬁm“ét&) BHEN WC MoVE—NMEEMEREI I, — BRI HE 2R
AR OHAFEREZR FEREL . AL TZH G TOE Z8ET 228N TED, 12720 HHED 0T AL, tho
HE O PIRREN R LSBT0, 2 )\L/LL®££E%‘75>HH# TOE ZF|H T 5L1FTE720,

TVBERTAN=05 TOE 2RI 3556 xtahityiaridzd, TOE 75§?€%§C£%§“1§Lkﬁ A EIC
EENDILT U (=Y —F | 22— P — AT — ) [ X0iBBIERFEE it 95, RPN LT-5E . R D%
ELLT— ﬁﬁuﬁﬁ%‘(U NORMAL)Z IV YT, %Y — A HE NI EE 58 3ELLTTOE J%i’?a‘é ES
UG, ZELIZE 73X EE TOE IRFETICHEHET 5, 7V RT3 — %, EHH D TOE 25 H 35 F
Ex%i‘mﬁtu‘ocb Y
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kB FRRE A ST 9 AR ATREZR BB, TREODEY
< T I AZAE,
+ TOE OIRIEMER B L OFRFORRE L L T F L EAY Al 6e,
> BIE ARSI DLOREBIERFR(T 7— LT =T O/N—Ta FoRipy)
> BE R NED T a7 ER
> BE SN DDOPERFRRE
Table 7-2 :L—‘Ui‘—%?&%ﬁ%ﬁb
EoIEY EallEY
TOE A#BIFRAE A1), 2—F — L ba—F— U —F | FHH AT —F | ]
ARILE R HIAEVZAZR Y7 2 RAT =R, TOE (B GESI O DI E 52 % e
w5,

TOE MAERFRFEY —/3—(Active Directory) %] L CikBIFRFEE1TS, TOE
I, = ——4% Kerberos version 5 7'uh=/L2F| L CHIHE B fEE LTZ5+
PRRRET — N—~EE L, IREINEERICH L T — —XRAT — R0 B Ak
Ltl*‘ﬂ' P I DE FEATV, WAIFRAEE F 5D,

%%K%_/i”—ufu

ZK{Z’K%[_‘”,_‘ Ak %JB“H—“‘/\*‘EL uEO)b\j—hz})Tuﬁk%I ity uE;&’ﬁiﬁo *Uﬁﬁ%ﬁ)ﬂy A
AL &+ S — R —FRGE
o FATRHCRRAE R AR 5,

<PBHHG DAL HT = — ALHERE >
*WebConnection: EHLHIZLD/ AT —RHFE
— %R E LD AT — NG
BRI ATV SZAZ R Y IV AD/SAY — R BGE
SERIE ST WA (ENVMA AR IZL D AT — NRERE
EHE (—Y —FHE) ITLD AT — R RG
— R F LD AT — R
BRI ATV ZIZR v 7 AD/RAT — R 38
TVBRTANR— . —BRIHAF LD/ SAY — B3

FIA_ATD.1
TOE %, = — — & B RE OBk S e — iR 2, R B ML L C User ID, & BREHERR | FERE I IR
DT I AR TEFHT Do Fo. FIAE BYELL T, BEIATVZER I ANDOT 7R AL E KT D, MFll ATV
FRYIANDT 72 AL, TRE| ATV 25 EMEEICLDIRFI ATV ZER 7 ANAT — RO EIZL > TEBX
N5, Flo, ENVMUEBREOFHFEREIMEEL T, User ID ZE&KT D,
<BIET DAL 2T = — ALHERE >
*WebConnection: EHHEIZLD2— —EEHkERE
B IZLDMRBN ATV ZAZ R Y 7 AT — R FBGER E HERE
HRE L BELEIC LD — Y — B R RE
EEEIZLDMBIATYZAZ AR Y 7 A/NAT — N FRGERR E B RE

FIA_USB.1

—MEFIAFE 22— = IE WAL L2556 TOE 1382 @M (User 1D, mfi%*@ﬁﬁ ARl
FR, TR AEVZAZI 7 ANDT 72 AME) Z BEAT 1T 5, BV U B DNFAFEREIC I LT & . TOE 135
& Bk (User ID) & B 1T 5,
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ZOKf, User ID (Z—ReF|HE LR ESINTODEE ., TOE 13652 S ([CBR s AT 725 3 B M Ak 32
T5, Flo, 22— —FEELL Cal AU 2 FATUR A IO BE RN 5 TORWEEA | sS RIS
BT =R & SR A i e 32,

— A A SRR R l)ﬂi%bfzfﬁ %?ﬁﬂ)‘%yﬁﬁf“ﬁyﬁ?@\TﬁﬂZX@"éﬁ%\%\ R ATV Z(E Ry I A RAT —
Rz L 578 ;ﬁzﬁ%*éﬂ o EEIJJLt TOE ISR HE ORI HE BETHLME ATV ZFER 7 A~
DT I EAMEEZR N T D, 87 ﬁiﬁﬁbf_ & TOE 13324 FIHE ORI ME R THLMH AT ZERy 7 A
m@?’ﬁﬁﬁfé%ﬁ%?jﬂ:#éo
<BEF DA HT o — ALHERE >

*WebConnection: EHHEIZLDH/ AT —RiR:

— BRI LD AT — 83

SR AEVZAZR Y7 AD/SAT —RERGE
S (s Vi (5t E A SV AV VB -

— R LD/ AT —R8E

SR ATV ZER Y 7 AD/NAT —R38G
TVBRTANR— —fRFIHAE LD SAT — R385

FIA_AFL.1

TOE 1%, FI A& OBIZRGECRE T, BHENLOLNLOREL-TF = 7B (1~3 [8) LI Lok iz

’ﬂ]bf_ﬂ% %Y ORBGEZAS (T 258 R EEE (E MR 2 3R 92, R FE IE BB MR G- b
— A E LU CORAELRL A S e o — W — L LU CORGERM R IR S D,

t/w%/ﬁ@%‘@m ﬁl{'—‘ﬂ:éhfx_iﬁm\TOE@ E 74 OFF/ON L. &8l DS 1 fRER I R % L _n&“fﬁ

STV DR Z R % I FRAEE (LA fERR 35, —BFIHFD LT —F —F A OFRIENME LS55, &
?ET?JJ:%EE“C@D‘”@@%#Muﬁﬁ%ﬁﬁlﬁlﬁ(@{ﬁf% FAT T DL CRRFHE I 2R T2,

TOE i, #MEBH— 3 —3R uﬁﬁt &R BIEEIE T RIS, ERR O OB EE FE i 45,

SR AT ZAZR Y7 ANAT —R O BIFRFEIC BT, Hﬁ@%b%%bw&b XELIF =y 7 A (1~3 EDLLE
D8 R 2 RN LT RE %ﬁ%ﬂ%%) (BRI ANRAT —ROFFEZAF LT 5, TREI ATV ZER Y I A/NAT —R D
FRREAMEIE SN A RGHE IR BE T2 VE BEAE 2N PRI AR I B B D T R RE & T2 T3 D 2 & TRl 1L 2R R
T2,
<PBHHG DAL HT = — ALHERE >

+WebConnection: EHHE D/ NAU—REIE

— R E D SR — R
SR ATV ZIFR Y 7 AD /SR — R85
V(A VI BHEDNSNAT—REGE (22— —FHH)
BHLE D /SAT—REEGE (B VA B
— R E O SAT — R 38
R ATVZIZER Y 7 AD/NAT —RERGE
TVBRTANR— . —RFIHE D/ AT —RRFE
- =B OFF/ON

FIA_UAU.7
TOE X, ®t&Etyiar OBFELE (BE/ S 2B LI WC oD s A ) IZBWTaT AL 7R AT —R | Fii] A
FVZER I ANNAT —RE AT DHEE. ANSNT=LTFT —H 1 TR % E @ % FK T 5,
<G HA BT o — ALK RE >
*WebConnection: EHHEIZLDH/ AT —RiR:
— R AT D AT —RERE
SR ATV ZER Y 7 AD/NAT —R38G
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BRIV A (22— —HHAE) ([ZLD/ S AT — 8
A (BN EHHR) 128D/ AT — B3
— R A F I LA RAT — RN
SR AT YZZ AT R Y 7 ADSAT —RERFE

FIA_PMG_EXT.1
TOE THIH#H /SAT —RELU T ATREZR SUFT ., TV 77Xy RO R SC R LN T, 305, it 5 (97, “@, ‘4,
B S (R e e T A R i (A e
@ COBIORAN—R) THD, BHIATIVZER 7 AR —ROGEA, EIMZ " (F TNV —T—a)b
FIHC&5, BHEL, /AU —REE 8~64 LFOHPATRETHILENTED, Lo T, /I SAU—REL
LT 15 XFU LOESERETES,
<PBET DAL HT = — ALHERE >
+WebConnection: &FLHIZLD 22—V —BEkkHE
EEFIZLDMBI ATV ZIGER Y7 A SAT — R RGERR EHEHE
BHFIC LA AT — NI O E
— IR LD/ AT — R E R RE
ERE SRV BEE LD 2 — Y — B ERERE
BEIF LB ATV ZAZ AR Y 7 AR — R FBGER E HERE
BHEICIDEEE AT —ROBE
EHE I SAT =N O E
— %R #E LD/ AT — R R E R RE

FTA_SSL.3
TOE I, #1F /L WC THEMGRAES NI R HFE DL FO ML LTS G . 202y var a2/ 735,
HRE SV R I EEEREICKALELNE T L TD, VAT LA —R By MERI(1~9 43 O TR E
AR R L7256 v T U RS LD,
-WC: R 3B EIC LD B 52 T L TG, HEIaZ 7o MR (1~60 430 ] Tax E Al
BRI S G ., v/ 7TU RS hD,
TV BRFGANR—TIIRFEEY a3, TV ERTAN—IDERSN T AEERNZ T o Bl s (v
L. ZO/BD5E TERZRICaT T RNAT,
<PBHET DAL HT = — ALHERE >
*WebConnection: —#xFHEICED 27 1

BEE IS A
HRE L — xR BT A
BHEICL O A
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1.2. 79 &A%

FDP_ACC.1, FDP_ACF.1

TOE (%, Table 6-2, Table 6-3 OFIHFE T —#7 7B AHHHINZI-S%, Table 7-3~Table 7-14 |[ZFE&EDED |
FRFEICGET —2ERHE a7 7 — 2 ~OBEEHIRT 5, TSRV RIEICOWTIE, A ¥ 7 = — A% FER
ARG U T ERANREE TR, £7203, BRAEERICHT L THERD W 2O B E CER W R DAYy — V& FoR LU
FEIESR T2,

AR EEIC X0 A SN s — %R #E (U NORAML) A3, Table 7-3~Table 7-14 @ Create E:{E&ZFEITLIZ
BE, a7 A E (Job owner) 720, TOE 13 XEL LIV a7 O A& IHHREL T User ID %5t#k 75, TOE
X, BHE(U.ADMIN)® Create #R{EZ EITT DAL ¥ 7 = — A4 L72\, 777 A% EH%HE(Fax recelve)
1%, TOE O#AE/RLIZ, FMTT 77 ABD T 7 7 A% AF1280 Create BAENFEITENDT-D, 777 A5 5E
TOXELLIIVaT7 Ovary FiaH L, EEFICEHV Y THNAH(01), F a—RBEESN TN T 77 A5 {c.
Bty 77 Y ALEI TR ATV ZE R I ANRMFEEND T2, 77V AZAZHE TR OVa7 AL, Ml AT %
BRYIARAT —REMBH—BHHE £725(*2), F 2 —RBRESN QDT 7/ AZAE DL A 77 7 AL EITHE
ESNIAANR 7 ANMEIFEEND T2, T 70 ZAZGH% DOV a7 A &1L AR 7 ZADOFTH & ThH—iH I E
Noad A E E705(*3), 7SR —REE 5k PDF Ry 7 25 DA% (Storage/retrival) (X, # AL 7 7V NEFT
RELZ, BRAFDSER E SN EE /SR — R 5k PDF Ry 7 ZA0B B0 L, #EE OME AR 7 AMEFT 528
(2L Create HRAENFEITIND, RAFEITHROXLEL LI a7 Va7 FrAE L MARY I ADFTAE ThH
—WFRIHE L7225,

TOE 13, 2— ¥ —EHKEEIZ W T, EEH DRI 15 (SR T REZR b RE 2 il PR3~ 2 B RE R PR A% i 2
Z T, TOE 13, FIHIHE EPEOBERERI FRICHN T, Hll R SREEREDA > # 7 = — A2 FEFRIRH LITHRAEAR AR

RECTHRTRT D, Lo T, BEREMIBRAVER E STz — kA& 1, Table 7-3~Table 7-14 D5 Ll R4 SR AV
fjsé{’ﬁ%?ﬂﬁﬁ FTHILITTERNY,

TOE I3, S| ATV Z 55 EREEIZ W T BELE D — R H OREI ATV SZAZ Ry I A~DT 7B A%l (R
T AR AT ZIERELMH A TRY EAIIREIATYZER Y7 2 SAT —R I Lo TT 7B ARHIREN TV
%, TOE 1%, R BIEOIREIAEYZAER Y 7 AND T 78 ZMEIT TN T, A R7RA 55 4 & DR A=Y
ZAGRY I ANDT 7R AZF AL, Bh7ei G | i S A FE ORHI ATV ZER Y I A~DT 7 AEHE T 5, &
ST, WK ATV ZAEHR Y7 A SAT —RE L2V — R 3 1%, Table 7-3~Table 7-14 D) HIEH| ATV ZFHR >
JANDT AP EI B EERI T 52813 TE7e0,

TOE (T, Ry 7 AFEREREIC BT, FHEE B LT FIAED, AR Y7 A0 & (User ID) 7% ET 5
he, BHEDLUIMAR YV AO A H THLFIRE D, ARy 7 ADOFT A # (User ID) %28 8 3 HHERE
ZEZ TR A AR 7 AEE AR 7 ARNITRIE SN2 LEA~DOT 72 2% HIR$ 5, TOE 1L, 8 ARy 7 ADFF
HFH (User IDIZHNT, —FIHENIFL User ID ZFFO5E1TIE s S E AR v I ADA L BT = — A% HREL

T ZUENR I ASDT 7B REF T 5D, — 5, —RFIHFE R RS User ID Z2F52855121%, TOE 137% 4
ﬂEU\ZK P ADA AT 2 — A% FEFRITTHT=, Table 7-3~Table 7-14 TiZ 40 AR T A~DT 7B AN NE
TRBEEE R T 228X TER D,

<Table 7-3~Table 7-14 Ol &>
TOE N4 27 = — AL D@y,
PN: #4/E %/, WC:Web Connection, PD: 7V ZRT A/ —

FHOTHEIL T RLOEY,
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O:TOE N H¥HR—rT 560D, -:TOE 23R —RL72WEH D
ERCIX FREODIEY,
*1:U.ADMIN
*2 BRI ATV ZAF AR v 7 A SR —RK %1% UNORMAL
*3:F a— R CTHRESNE ARy 7 ADOET A # CTéhs UNORMAL
Table 7-3 D.USER.DOC(Print) D7 7 & Al
BE BRVE R REZRF AET 2 —R .
PN | WC | PD
Create Job owner - - O | HIllA 3T,
U.NORMAL - O - | FAVINT VM AT,
O - AT —RIEEAL PDF (ZXLC, FIREFEEL THE AL Ik
TV M EAT,
Read Job owner O - - | BREE& TV MRy I AL LEETIRL T, XET L2 —
TR,
O - - | BRE& TV MR AL L EAEINL, EIREE
(FIRIZE T2 R0 ST HIBRES NS, )
O - - | 7SRT =R 5k PDF Ry 7205 SCEZER L, FHIRIZ
FAT,
(FIRNZIZ SAT —R A3, FIRIGE T2 e H!
Frxib, )
Modify Job owner O - - | BRE& TV NRyZ ADBLOEIRNZ BT, FIRIER E% %=
175
Delete Job owner O - - | BEE& TV MRy 7 ANGEEHIRR,
O - T | RT—RKEAk PDF Ry 7 A5 EEHI bR,
Job owner O O - a7 HIBRITEED SCEHIBR,
U.ADMIN
Table 7-4 D.USER.DOC(Scan) D7 7 £ AH#H
BAE | BRERTRELAIRE A BT =—2R oy
PN | WC | PD
Create Job owner O - - | AR Sy MIEREEY LT, 77V RAR P A=
U.NORMAL — WO (77 7 A5 ek br<) AR EL T, B EEE
17,
Read - - - - | 72l
Modify | Job owner O - - | Create #/F Tt HEREZL FE1T,
Delete Job owner O O - | PaTHIBRICAED SCEHIBR,
U.ADMIN

Table 7-5 D.USER.DOC(Copy) D7 7 A#lfl
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BAE BRVE R REZRF (BT —R s
PN | WC | PD
Create Job owner O Ax ¥ o=y MIFRRE Y LT, At — A= —HHE )
U.NORMAL v —zFET,
Read Job owner O Create #{FE% FEAT,
Modify Job owner O Create #/ECIG R E & FAT,
Delete Job owner O O a7 HIBRICHED SCEHIER,
U.ADMIN
Table 7-6 D.USER.DOC(Fax send) D7 7t A
BAE BRVE R REZR A (BT —R T
PN | WC | PD
Create Job owner O AXyFa=yMIFRZEY LT, 77V AIAX Y A==
U.NORMAL —HETNGT 77 A58 e a3 I TEE A 5T,
Read 2L,
Modify | Job owner O Create #/FE Tt B8 E%& FEAT,
Delete Job owner O O Ta7 BIBRICED SCEHIBR,
U.ADMIN
Table 7-7 D.USER.DOC(Fax receive) D7 7 A
BIE | BRAEFTRERFIHE ALBT x—A .
PN | WC | PD
Create Job owner(*1) TOE OffERL, SN 7 77 A0 F a—RZfEL TV
WT I Ra %R,
TOE O#HAFERL, ST 77200 F a—R&dRELT 7
I A%z,
Read Job owner O O BEIAEYSZAZ Ry 7 AN T 7 7 A0 FINL, ET
o —% R,
O O NNy I ZNDT 7 VAL EFZERL, LES L E2—%K
7Ro
O ATV ZAER Yy I AND T 7 7 AL EEBRIRL | FI 3217
EFAT,
(FIRISE TIZXD 7 77 ASCETHIBRS LD, )
O TENR Y I AT 7 7 ASCE A BRI | FI ST FAT,
(FIRIZE TI2& 7 77 230CE T HIBRES LD, )
Modify Job owner O AR I AINDT 77 ZAEEZHIT DB, ISR E%
F1T7,
O O BRI ADDT 77 AL EZRIRL | fRdk,
Delete Job owner O O FR AT VAT R v I AT 77 AL EEHI R,
U.ADMIN
Job owner O O AR 7 AT 77 A E A HI R,
Job owner O O T 77 ASEOHIRY a7 BRI ED 7 7 7 2L EDOHIBR,
U.ADMIN
O O TN 7 ADBIBRIZAED 7 77 AL DA,
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Table 7-8 D.USER.DOC(Storage/retrieval) D7 7z A#i4Hl
HBfF HBE R R _ 1\4}’/57\;(:; >; = .
Create | Job owner - - O | RyIARIFEFAT,
U.NORMAL - O - | RYIARIFEREL CH AL I NIV M AT,
O - - | ARvFasyMURRE Y LT Ry AA= 2 —E i)
SIEAR I AEFREL T, Ry ARAFEEAT,
O - | SRU—RISAL PDF X LT Ry 7 AMRIFEIREL T
AV I NIV N FEAT,
O ISAT—R 54l PDF Ry 7 ZAS CHEARIRL R 75 E
1T (RINSNISCENERAEE O ARy 7 A 85))
Job owner(*2) - - - | TOE O#AFEZRL, SMBT7 727 A0 F a—RZ&4EL TV
W 7 I AZAZ R BB ATV ZIE R VAT 7 VAL E A
TR AT
Job owner(*3) - - - | TOE O#fERL, M7 77 20030 F a—RataELiz7 7
I ARG FEESNTMENR Y I ANT 77 AL EZARAT,
Read Job owner O O | AR I RINO L EE RN, LET L E2—2 KR,

(77 AL TR, 777 ALEOLET L E 2—I1F,
Table 7-7 ® Read #AEIZLVHIEIS D, )

O - - | AR ANGILEEZEIRL, IR, %5, 77721285
HEE Bl a—0WnT i a =T,

(77 AXLEOHREERL, 7727 ACEOHIRNL, Table
7-7 @ Read H{EIZEOHIFEHEILD, )

@) - | AR ZADLIEEEINL, 5, Fvra—F, B#),
=W EELT,

@) - | ATV ZER 7 ADL L EERINL, FUrn—RE3E
17,

@) - - AT —RIE 5t PDF Ry 7 25 CEERIRL ., R 17%
FAT,

(BRTFEIIIZ SAT — R A DS, PRT75E TS0 SCEITHI
BrENnD, )

Modify Job owner O O - AR Y7 AL ELEIRL , L,

77 AL E R, 77/ ALEOMRHEL, Table 7-7 ©
Modify #{Elz Loilfshs, )

O O - | Read #AEGEE ., FIRDIZIW T, ISR EE EAT.

(T 7 7 AL FEOIRIEERL, 777 AL FEO RN 31T D)%
A€, Table 7-7 @ Modify #/EICL0HI#EISND, )

O - - | BEIARVZIER I AINS T 7 I AL B RR L fRE G
AT,
Delete Job owner O O - 8 AR 7 A6 EE IR,

(777 2L EZBOHIERERL, 777 A2XEZOHIKIL, Table
7-7 ® Delete BAEIZIDHIEISND, )

O - - 22T — RS54 PDF R 7 296 30 E 2 Hl B,
Job owner O O - BN > 7 ADHIBRIZED SCEDOHIBR,
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e e FREZR R (BT =—R
PN | WC | PD
U.ADMIN (777 ZLEOHIBREERL, 7727 ZALFEDOHIERIE, Table
7-7 @ Delete #IEIZLVHIEIS D, )

BAEST Ik

Table 7-9 D.USER.JOB(Print) D7 7 &A1

HlE BB R e FI & AL HT = —A

BES A
PN | WC | PD
Create Job owner - - O | 74TV NPCILILEERIRL, VA RTA3—THI]
U.NORMAL FEITHR . BB SRV THREE& TV MRy 7 R — R AE

SN CEE BN, FIRIZEAT,

(FIRISE TIC XD cZ3HIBREN D, )

O - | AT PC O WC DBLILEERERIRL, ¥ AL INT Uk
EFEITH . BB SRV TREE& TV v MRy 7 R — HHRAT
SN SCEERIND, FIRIZ AT,

(FIRIZE TIzE0 cEFHIBREN S, )

O - | 7947 F PC O WC 258U —Fig 51t PDF C#%
BIRL, FIRIZ R E L CH AL I TV e AT, BER
FIVTHRAT—REE 5l PDF Ry 7 A6 — R RIFS N
SCEABIRL ., FIRIE AT,
(FIRNZIZ S AT — R A D 050 8, FITRISE T2k 0 SCEXH]

frREivd, )
Read Job Owner O O
U.ADMIN VaT RRERR,
U.NORMAL (AT =R 51k PDF OZA 5 a7 2R<,)
Unauthenticated O
Modify | - - - - | &L,
Delete Job owner O O - | YarRmLYa T RHIBR,
U.ADMIN (RAE& TV MRy 7 ANLOHIRY a7 D4 a7 Hl

BRiCEDICELHIBRS D, )

Table 7-10 D.USER.JOB(Scan) D7 7t A&l

BfE | BERTERRINE | A FT=—R N
PN | WC | PD
Create | Job owner O - - | AFY Ty MUEMEEY LT, T VR AT v A=
U.NORAML —WHEND5E S (777 A5 e b)) 2 EL T, #Ea R
175
Read Job owner O O
U.ADMIN S
U NORMAL Va7 RRERR,
Unauthenticated | O
Modify | - - i - | L.
Delete Job owner O - - | ARy sy NIV RERE AT FIT AR B I T
T IEZFETHLUIANY TH—% M L, BEikfvar
DHIBRE FAT,
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= 0 e 5 —
BAE BRVE R REZRF P;I’//S';C: XPD Py,
(a7 HIBRIZEY CEDHIERS D, )
Job owner O O Vaz Kby aT EHIER,
U.ADMIN (a7 HIBRIZEY CEDHIBRES D, )
Table 7-11 D.USER.JOB(Copy) D7 7 & A4
= = =z . —
BE BRAE T REZRFI P;/éz;cl 7;D .
Create Job owner O A¥ v =y MIFfEE Yy LT, 2t —A=a —EMmH 5
U.NORAML o —EFEAT,
Read Job owner O O
U.ADMIN e .
U NORMAL Va7 RIREFIR,
Unauthenticated O
Modify AJOR
Delete Job owner O A% o=y MTEVRFGHE AT I, R HE 2 B0
B T IEZEZITHLUIA N 7 — &2 L E Ik Ya
7 DOHIBRE FEAT,
(a7 HIBRIZEY CEDHIBRES D, )
Job owner O O VaT RanbYaT EHIER,
U.ADMIN (a7 HIFRIZE CELHIFREND, )
Table 7-12 D.USER.JOB(Fax send) D7 7t A
AR HAE T RE7R R 3 - ;/éi;érxP = Py
Create | Job owner O Ax ¥ F =y MIFEfMEZEYRL T, 77V A AF YU A=
U.NORMAL —H DT 77 A0S BR L TR E & F1T,
Read Job owner O O
U.ADMIN o e _
U NORMAL Va7 RRERIR,
Unauthenticated O
Modify 2L,
Delete Job owner O AFp =y MY R FEHE A B F1T ., SRR B A B
H i CIE LA EITHLUIA MY 7R —2 M L Z 1k Ya
T DHIERE FAT,
(a7 HIBRIZEY CED BRSNS, )
Job owner O O VaT RanbYaz EHIER,
U.ADMIN (a7 HIBRIZEY CEDHIBRES D, )
Table 7-13 D.USER.JOB(Fax receive) D72 & A#il{#l
BAE BRAE T REZLFI A BT —R .
PN | WC | PD
Create Job owner(*1) TOE O#AERL, M7 77 A0 F a—REHEEL T
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BAE BRAE T REZRFI A BT —R o
PN | WC | PD
W7 I AEAR,
TOE O#fERL, ST 77200 F a—R&fEELT 7
I A% AR,
Job owner(*2) O I ATV ZIE Ry VRIS T 77 AL EZ BRI | FIR AT
EFAT,
(FIRISE TIZEV 7 7 7 AL EZTHIBRS LD, )
Job owner(*3) O AR 7 ANST 77 A E AR HIREITE2IT,
(FIRISE TIZEY 7 7 7 AL EZTH RS LD, )
Read Job owner O O
U.ADMIN e .
Va7 FIREFIR,
U.NORMAL
Unauthenticated O
Modify AJOR
Job owner O O VaT RanbYaTz EHIER,
U.ADMIN (AR a7 OFE a7 HIBRICED 7 77 A3CED HIBRE
N5, )
Table 7-14 D.USER.JOB(Storage/retrieval) ® 77 X
BAE BRVE R REZRF (BT —R T
PN | WC | PD
Create Job owner O | RyZ AMFAFEELT,
U.NORAML O Ry I ARAFEAREL CH AL I NIV M LT,
O A¥yF 2=y MIRRZ Y LT, Ry VAA= 2 —E HH
SR AR I AZFETEL T, Ry AMRAF%FAT,
O Ry I ZMEAFEAGE L TSAT —FiE =1k PDF O ALk
TV M FEAT,
Job owner(*2) TOE O#EfERL, M7 77 A0 F a—REHEL TR
WT 7 JAZAG e, 77 VAL EEREFIAT)ZAE R Y7 A~
AT
Job owner(*3) TOE OfEIRL, M7 72200 F a—REfRELET7 727
ARG 7 7 P AL EEAR ESNIAANR v 7 ARAE,
Job owner O TENR Y 7 AN EE BRI | R, #EF, 777 RICED
U.NORMAL HE B, a8 —DWT I EET,
(777 AL EOHIRZERRL, 777 AL EOHIRX Table
7-13 ® Create #EIZLDHIEHIS LD, )
O TEANRY 7 ZANH L EEBIRL, FE, ¥V —R, BH#), o
=DV N EELT,
Job owner O BHIAEYZAER Y 7 ANST 7V ALELEINL, XU m—
U.NORMAL RN& 94T,
Job owner O PRAT—RHFBAL PDF Ry 7 ANDLEEZERL, RIF25E
U.NORMAL 17,
(BRFFITIT S AT =R AT 3B, ARAFSE TR SCE A
FrREbd, )
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R BRAE W REZ R AL BT =—A s
PN | WC | PD
Read Job owner O O
U.ADMIN TaT KRB LRI,
U.NORMAL (SRT—KRK; 51t PDF O 5 a7 %#kr<),
Unauthenticated | O
Modify | - - sl
Delete Job owner O - - A F 2=y MT I AR HE A B0 H TR e 2 B D H e
HCEIEEETHLLLIIA N T2 L, Eikhyar
DHIbREIAT,
(Fa7 HIBRIZED SCEL HIBRS LD, )
O - - | AR ANLOHINE FATLIZE, Ay T —% T
L. &1L a7 OB 1T,
(a7 HIBRE S SCEITAIBRS L2, )
Job owner O O S g T
U.ADMIN
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1.3 BS{EHRE

FCS_CKM.1(a)

TOE X, IPsec ifi{g O#EMENT TH S IPsec REBA ED £ ALIZH\ T, NIST SP800-56B, Revision 2 6.3.1.3
il ii#E O rsakpgl-crt 5 RUCERHE D LT, 8 2048bit O RSA JEIFREZE k5, £7-. IPsec i@1{5 D#E
fENTIZ R\, NIST SP800-56A, Revision 3 @ 5.6.1.1.1 HilZic#® Using the Approved Safe-Prime
Groups (ZFL# D KL T, Diffie-Hellman 7 /L —7" 14 (2 X5 FERIFREEE A B% T D,
<PHE S DAL T = — ALHERE >
*WebConnection: IPsec i#{Ei%

WebConnection D% B35 EMREDOF]H

WebConnection ®—fi%FI| FHERERE DT
HRER L [Table 7—19 ARG HS RIS, AR 24 RS 058(E
TUVHRTGANN = 17, 2. T RARIERERE | TV HARTAIN—F A BT 2 — AT DB ER FEAT

FCS_CKM.1(b)
TOE %, IPsec @15 D5 BAAARE, H LT SA T4 7 XA Lkl O I123 T, DRBG BI%(CTR
DRBG(AES-256))% MO L C DRBG THELEZ A AL | 128bit H LT 256bit DX FRlE 584 A 75,
<PBHHG DAL HT = — ALHERE >
-WebConnection: WebConnection O % Fl & 3% EHEEEDOF A
WebConnection & —f%F] & HEREDF H
HRE R [Table 7—19 Bkt g | Cildicive, BEa s 24 S o (E
cTVAHRTA = (7.2, T RAGIHIERE ) CT VAR TA N~ A BT 2 — AL T DR ER £ T

FCS_RBG_EXT.1

TOE /%, NIST SP 800-90A |Z#E#L 9% CTR DRBG(AES-256)&, 1 DY 7y =7 = bk — MDA LS
5 RBG #%E¥#94 5, Lid CTR DRBG i%. Derivation Function & Reseed % F|]H 34 %73, Prediction
Resistance #EEIZENEL 72V, Y7 =7 = bt —jii%, CPU OWNERIEBIC B L 5.2 D50 I —RE D
Fedk Ly I o B — AL A L — T AL NI FEEE L TR Y L — T BRI TR DX & By I T
VH—RRBTCTHREL, raw T — X &5, V7MNEFEE XOR #HWT raw T —HXIZEENHTU Y —%RE v e
RIZHER, BT o T aia=u a2 E L, By ROz bt —5% Bif7-th, = hre—fEELTH
T 5,

TOE 1%, 20 RBG ZFIH LU TELEA AL, mEHIEE RO R - # @R 256bit & 128bit) A RIZFIH 3
%, TOE NELEAERK T 2B, CTR DRBG Ty —F~7 VU7 /W (Entropy Input & Nonce) S| /ro7284, =
fee—JRELTRIHT2Y 7y =T 2R E L, LB A XD hae —EaE G L CTHIH 35, 2o hae—fi
2. NIST SP800-90A ¢ 10.2.1 {Z-r&N 5 Instantiate & Reseed (24 B /= bt —&(TOE 04,
X2 UT4RELFIC 256bit) &L CRY, T4 hot —RNEa T s,
<BEAHA L HT o — ALHERE >
‘WebConnection: IPsec i@E7% /€

WebConnection D% B35 EMREDO T H

WebConnection O —f%F] Fi & #4EE D F|
B E L [Table 7—19 BES&rxtGfg—E | ICidicvic, il n s 2 kS 5 E
cTVBERTGAN— 17,2, T RARIHBEEE) CT VA RTAN—F AL BT = — AT D% FEAT

FIA_PSK_EXT.1
TOE 1%, IPsec HOERIHAHLL T, FTRTFF AN — RO HFIEGENFIHTXE, TFAM— RO H 1
BHHIT, Tie vy a7 VIV A bEHNTE yMI~E#EIND,
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« THRAR— 2D FFT A
> £X:22 307 (ASCII 3C541)
> FIFH TR ST ASCIT SCFH(T L7 7 Xy NOKRICF E/NSCFE, BF. RO T (7, <@, 4,
P, “op”, A &, R w(< ) T BB R T SUFS)
> GBI 0 71 : SHA-256, SHA-384, SHA-512
<PBHET DAL HT 2 — ALHERE >
-WebConnection: WebConnection O% FlE 3% EHEGEDOFI A
WebConnection O —f%F] & HEREDF H
S V(A VI [Table 7—19 BES&rxtGHg—E | ICidicvic, il n s 2 kS 5 E
cTVHRTA = (7.2, TV RAGIHISRE | TT VAR TA N~ A BT 2 — AL T DR EE AT

FCS_COP.1(a)

TOE X, IPsec iti{fg ® ESP B 5t 7 LIV ALEL T, FIPS PUB 197 & NIST SP 800-38A (i L7-#EE
128bit & 256bit ® AES-CBC #F|f 9%, 7=, TOE X, IPsec @5 IKEv1 B 5{k 7 /LT VR LEL T, FIPS
PUB 197 & NIST SP 800-38A (Zi & L7z##E 128bit & 256bit ® AES-CBC % FH72%,
<BEF DA HT o — ALHRE >
*WebConnection: WebConnection % H & 7% EHEREDOFI]H

WebConnection O —f%F] Fi & #EHE D F|
S V(A VI [Table 7—19 BES&rxtGfg—% | ICidic e, il n s 2 kS 5 E
cTVBERTGAN— 17,2, T RARIHBEEE) CT VA RTAN—2 AL BT 2 — AT D% FEAT

FCS_COP.1(b)

TOE (%, 777 —MERRD 77— LT = THRFEIZIBW T, FIPS PUB 186-4 125 A L7-#F 2048bit @ RSA
TIUHNEBZ T NIVALERHT 5, 72, IPsec 15 DY TFRFEICK W T, FIPS PUB 186-4 ([Jii& L7-# R
2048bit O RSA 7P HNVELT VAV N (B L) &, 7 VX2 NVELBGEZB W T, FIPS PUB 186-4 121 &
L8 2048bit & 3072bit O RSA 7 VXV B4 T VYR L (B4 HGE) 2 F 35,
<A DA BT o — ALK RE >
*WebConnection: WebConnection % H & 7% EHEREDOFI]H

WebConnection O —f%F] Fi & #EEE D F|
E i Y(AE VI T =AU =T R OELT

[Table 7—19 EEAERNSHS IS, AR 24 RS0 58(E
cTVBERTANN— (7. 2. T RAGIERERE | CTVHRTAN—" A BT 2 — AT D EE FEAT

FCS_COP.1(c)

TOE %, 7.7.1 FEIZFHDOT 7T —MEREIZB W T, LLFDOIIIIL TT VXLV EALRGEE W27 7— A0«
T T —HDOREEEAT), DT, ISO/NEC 10118-3:2004 (Z#EHL42% SHA-256 (2L D/ 2 EOF &3 T4
%o
(1) TOE 73> RSA AB#E(#E 2048bit) TF XN BH T — 2518 5055,

(2) SHA-256 T77—ALU=x7 T —ZD v affizFit+5,
3 (DEQDEELET D, —BTHIET77—L0=T T —HNEE ThLEHWT 5,

F72 TOE 1%, 7.4 HITFEHD [Psec BE 2B W T, LLFOAEE1Z ISOMEC 10118-3:2004 (ZHEHLS 5/
2fEOBEHEFEITT 5,
(1) IKEv1 f8iE7 /LA LEL T, SHA-256, SHA-384, SHA-512 (kD v 2 HOR HA2FEITT5,
(2) ESP #HRET VAV LEL TR Ny 2 Ay —VRBGEE AT T HEE, Ny a 7 LTV A LELT SHA-256,
SHA-384, SHA-512 2|95,
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(3) RSAZLDT VXNV ELERHUIZE T FEER OB, SHA-256 (ZXD /v 2 EOHE HEFEITT 5,
<G HA BT o — ALK RE >
*WebConnection: WebConnection % H & 7% EHEREDOFI]H

WebConnection O —f%F] Fi & #EEE D F|
BE L T =AU =T R OELT

[Table 7—19 EEARSGHS IS, AR 24 RS0 8(E
cTVBERTAN— [T, 2. T RAGIERERE | CTVHRTAN—"ALBT 2 — AT D EE FEAT

FCS_COP.1(g)

TOE 1%, IPsec #5128 T, FIPS PUB 198-1 TiE#S41% The Keyed-Hash Message Authentication
Code, FIPS PUB 180-3 T/EFE=#5 Secure Hash Standard (ZHEL5 F ot/ N oAy —UFBRRIC X
% ESP #5575,

c Ay —UH AT 2 AR 1256, 384, 512
- 5256, 384, 512
s B E T LAY RN HMAC-SHA-256, HMAC-SHA-384, HMAC-SHA-512

Moy a7 LAY RLE SHA-256, SHA-384, SHA-512 #FIH 7%
<PHEF DAL T = — ALHERE >
*WebConnection: WebConnection % H & 7% EHEREDOFI]H

WebConnection ®—f&F|HEFEREDOF]H
B E L [Table 7—19 Bkt Hg 5 ICiidicsie, AR 24l St o8 (E
cTVHRTA = (7.2, T RAKIEBSEE ) CT IV ARTAN— " AL HT 2 — AL T DN EE FAT

FCS_CKM.4, FCS_CKM_EXT.4

TOE 1%, IPsec 15 THIH 328, S IO RIFIELALFED F k% Table 7-15 [Z~ 7, HHEICL S TRIES
M- HFRTIEA 8, IPsec REIEO 774X — M3, BLHIARH AR A7 SSD IR FFSIVD, & B AN SR A 8,
IPsec fEIHED 7T A X —MEDOHI A 1T L2, 0x00 T LEEXHIERT 2, IPsec THEH SNy al d(—F
7R S8 1%. RAM _FICiRFEEND, ZNHIE TOE OFEJR OFF (X0 AREIT R 570 HREND,
<A DA BT o — ALK RE >
-WebConnection: IPsec i#{g HOFRIHLAGFOHIFR, 722V At EOHIFR
HRERTRIL IPsec 115 HOFRTILA SEOH R
- F&EJR OFF/ON

Table 7-15 SD{RIFICEREIE

i TRAESE WIS AT WIED 1k
A BHEFI X - CTREINT=FHi | SSD BT X 2 A gE bR 0x00 T kL&
I ik (RIEHEE & Pikkee) W ZHIBR
EHEICL > TRESNIZEN | RAM | EJR OFF —
o2 25 U CAER LT gt
XIRgE IKE 34 s g RAM IR OFF —
(IKEvl 7 =— X 1 THER N
%)
Psec A Fisss g RAM IR OFF —
(IKEvl 7 =— X 2 TARK I
%)
7T A ~_— k IPsec FEWI LD 75 4 ~<— 4k SSD %?ﬁ%jc:; 5HEEEAIBR (RfE | 0x00 T EEX
i HEIE1E B B BE) RF HllBR
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i PRAESE WELA IS WIED 5k

A BHEFI K - CTREINT=FHi | SSD BT X 2 At g bR 0x00 T kL&

A g (EEHM{E EHRR) EHIbR

FHEIZL > TRHRESNZFH | RAM | EJH OFF —

oA 25 L CAER LTt

IPsec @ Diffie-Hellman 7°F A RAM | &R OFF —

N—

(IKEvl 7 =—X 1 TAR I
%)
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1.4 BiEEESHAE

FTP_ITC.1
TOE I, Table 7-16 (T~ 7§ IT ##7 & D{E 123\ T, IPsec 7' mha/V &R 2720 Fr LT —Z3F
XLTHEFESNDLI LT,

Table 7-16 IT #3sLDiE(E

TSF 23FFF[ 35 IT B VA=IN=9%
SMTP H#—/3— IPsec
SMEBRERE T — /N — IPsec
DNS #—r3— IPsec
a7 — N — IPsec
WebDAV H—/3 — IPsec
SMB #—/,3— IPsec
<BHE BT = — A HERE >
R SR [Table 7—19 BEiAMRFL M ITRiHSN, AR 2 ERS T L 8E

FTP_TRP.1(a)

TOE 1%, FH#E 72 TOE 2V —NEH T 5 H1ELEL T, 77947 PC D7 IUH CTE#I{ET D WC 28235,
TOE 27747k PC BD#131%. EE 15/ A TH5 IPsec 7uba /L &R 45, VE—MEHD-DIZrT
A7k PC 736 TOE ~7 27 AL7-K, TOE 1% IPsec 7 uha/L TORIEEZBRLEL . WS 0kRIE . BET —%
RIS DORGEL . WE T — XU EDRAERIET D,
<BHEG DAL HT o — ALEERE >
-WebConnection: WebConnection O% FlE 3% EHEGEDOFI A

FTP_TRP.1(b)

TOE 1%, & HFE WA FE D TOE ~E—h727tE2355ELLT, 7947~ PC O7 5 CEifET 5
WC L7V HRTA R —% 42445, TOE L2747k PC MO EE 1. BEEE(E /A THD IPsec 7 b/l %
FIHT %, UBE—RT 7 BADT=DIZ7FA4T >k PC 535 TOE ~7 78 ZAL7-#, TOE 1% IPsec 7 2hai/LCTD A
1EBAREL . Ui OB, BE T —ZIRINNS DS BIE T — XL E DRI ERZET 5,
<BHEG B AL AT = — ALHERE >
*WebConnection: WebConnection ®—#%F] FEHERED ]
cTVHRTGA N = 7. 2. T RAGIHBERE | TV AR TA N =2 AL BT = — AL DN ER FAT

FCS_IPSEC_EXT.1
TOE 1%, RFC4301 |Z¥EHLT 5 IPsec 7—F 77 F ¥ 2 FIET D, BWEHED LN, IPsec Faha/L LT Fiti%
TEZ T, BHCTEXDHN, FitAOs% EMEFIH T 81T TER,

- IPsec 7B ALRKE : N7V AR —RE—R
- vXx2UF 47 ubaL  ESP(RFC 4303 (2 L)

> ESP i 5L 7 /L2 X2 : AES-CBC-128, AES-CBC-256(RFC 3602 (Z #E#lL)

» ESP ZRZE7 /LU X2 : HMAC-SHA-256, HMAC-SHA-384, HMAC-SHA-512
- HExe a7 X IKEv1(RFC 2407,2408,2409,4109 (L)

> IKEv1 i 5k 7 /L) X4 AES-CBC-128, AES-CBC-256(RFC 3602 |2 %E#il)

» 3pd = —9%F—R:Main Mode

> SA TATHA L

® 7 —X1M SA:600~86400 #
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® 7 — X270 SA:600~28800 #
> Diffie-Hellman Group:Z /L —7" 14
> ESN: 855, H2h(RFC 4304 |ZHEHL)
- IKE #FE G FUHLVEL (RSA), 7% AR — 20D H B 4 A
> TFUHNEL
® RSA-2048 (F4: k. B4 IRGE)
° RSA-3072 (B4 W)
FBRET LTY R L SHA-256, SHA-384, SHA-512(RFC 4868 |Z#EHL)
> 7‘5\'?(]\/\_1@$HU G
° @@%753 % E AT A 22 0T ASCIT T4
FRFET VYR 2 SHA-256, SHA-384, SHA-512(RFC 4868 (Z #EHL)
> 7 rﬂ]\:l/l/?a
® b= LR #8E 7L (Any)
> IPsec fili FI% &
® DefalutAction : fif 3
® CEBERRGEIR AR E A IR  fERE T
Gt FH s ERR L 72\
%;—‘/:éﬁlfﬂ%li@/mﬁﬁ%&a“é
PN FERR L 72\

F7-. TOE X IPsec X2V T 4RV —F —4_X—2Z (SPD) #FEHEL TEY, BHEIZIVUL FORENTES,
- IPsec RV —:IP "7y hOFMEFIREL T, ZNENDOFMEITEELTZ IP Sy MR R - 8l - i
FEOHIHLEDENEEITIDRINTED, [Psec RUT —DHEL AL %4"//“'7‘/}\“/\”7)}\&7'7}\/\‘7/]\ VA2
1, RC— LV CUBEID, IP Ry b SREE LTI Any 7 abhab lB{E50 IP 7RV A @R, F7-
Y7 Ry MEE) SRE TED,
IPsec RV —(X IP ARU—2/L—7" 1~10 D 10 7V —T ETHE TED, 1 DOBEMH T, EEHEO
IPsec RV — MR EINTZHA . IPsec RV —F /L —7 1~10 OBFNEFIZBIH ST, TRt ESCIEAL
TEMEDE S hD,
B E PRE > BEEE > il B
« TITHNNT Iiar s IPsec RV —ICH BT DR EVR-T GG OMIEL TRlbRIRTE S, (Zofk
ENCDWTEFIF IR L LIRS DIIH AL ATHRL TN, )
> filFE  IPsec WV — DR EITABLIRNIP /37w h iﬁﬁzﬁﬁs
> ifif : IPsec ZR’U“/~O)5£”E ZEBLRWIP Ay MTBimsS 5
<BIET DA HT = — ALHRE
-WebConnection: WebConnection % H & 7% EHEREDOFI]H
WebConnection O —f%F] Fi & #EEE D F|
EE L [Table 7—19 BES&rxtGfg—% | ICidicvic, il n s 2 kS 5 E
TVHRTGANRN = 7. 2. TV RAGERERE | CT VAR TAN—F AL 2T 2— AT HEER FEAT
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1.5 X)) T4 EEMAE

FMT_MOF.1, FMT_MSA.1, FMT_MSA.3, FMT _MTD.1, FMT_SMF.1, FMT_SMR.1

TOE 1%, FIHFICH L C B HRE 121775, &5 BERIL, FLfiSN T 27 = — A0 b D BB Rl HE
TK?)E) TV BARTAN—L, BEERRA TR L 20 BE 2B LT WC T RRLOE B EESL ?éﬁ#éﬁﬁ

CEBT LIS, TOE ~OfBIGRAEN BRI, RFFECEHEBEZFH T3 TR0, %H
(U.ADMIN\ UNORMAL) (%, = — % —FHEEICLEEMNToORENIEIND, KE (UADMIN
UNORMAL) ® B # fH i idu 7 A U B ifTbh, v 7 7y ETHEFE 95, TOE @ UADMIN (2%
U.BUILTIN_ADMIN (£ /L hA 58 #) & U.USER_ADMIN (2 — ¥ — & #E) 0 2 FENFEAET D, BiE 138
fj!i%‘/\"xv—M Lo TS, B 1T ——44., :L—#“—/\"XU—F‘ BELE MR BERRH VAR E) 128> T
FRES VD, M XV 4L U.ADMIN EREAH T D5, FIHFE OEFNFRAESI TRV E B REZFIH 75
ZEITTER W, TOE 1L, Table 6-2. Table 6-3 O7 7 Az IV \“C\ tX 2T A BYEORIHIEEL TR S
EF—x FIHEY 27T —HEAER LT EFIHED User ID Z#E0Y4CTh, 77/ AZEHEEEIC X0 A &SNS
FIHE SCET —2 FIHE Va7 7 —21%, TOE SAOFIHE ICL > TERS NS X =27 B0 Y EE

LCEHED User ID ZE|0Y T, 777 AZEHOT 72 Al A2 TS5, 777 AZE58 THI1L. Fa—RnE
ESINTNRNWT 7V RAZAG DA 7 77 ASLEIBH ATV ZER Y 7 ARG INDT20 | B ATV ZER 7
ADT 7R AMETOHIEZRD, X274 BIEIZERZ2 WV, FIHMEIEEE O UserlD NEID Y THND, F a—
RFRFEESN WD T 77 AZAZO%E ., EX 2T 4 BIEOYHIELL THRESNZE AR Y7 2D User ID &Y
WTHND, FEHIT, [7.2 7782 #1125 B, TOE 1%, AIHEELTEW Y Thhiz User ID 2 EEXT3
BEREZFRI= 720,

Table 7-17 EHEIZRMSI NI B HIEEE

(Egil = WA FFAl ST | BB RE R A ¥
1E Tz —A
i — B TOE ORI # it User ID 25 >a—F—n 4k | %6k, 2 0, | BRI xn, WC

THIER, == SAT— N OXR /A — BRI | HIBR

DF%ENRI ., BERERIRR O MR, B FLEHEIR
O EIBIBREIT, 22— =B gkS =R & A3 3L
L BLFVaT BER LR, EX 2T B D
WIHEELC User ID 283% E &4, Table 6-2, Table
6-3 DFIHF T — &7 7 e ZHIHNEREND, 72
B, a—V—%HIRTDE, Y —F—DEraH
ThHHILELHIBRESND,

I SAT—RREW | BEE SR —RERET D, LGHmRE, EHE | £5 (A 1%
He PRAT—=RIZIET 7 AV MERER ESNTND, 1EH
BARRE DR B FREX TRV T, BV U FHE D
BREETTBH,
a—P AR EREE | 2V A OB EEITI, RRIEERGE, 4 | £H B WC

Y — N —GRRE, ARREEE 4 SN — N —FRFED
WFROERINT S, BV BB IE, B ICARE
EE FRRE CRIFERES D,

HANERRRFEY — /N —3RE | SN — S —FGE CHRIA T2 RRGE Y — N | Bek . B E | #E i WC

Hhe — DR EEIT, HIIBR
FRRE R B R S BRI E D2 | BRI O BMEA R E T 5, FIAE 0L | £H B WC
E*)‘&Hb on nJE%E&E;&ﬁ) ZD ?ﬁﬁﬁ%k 715:’37]:_5?{:\ TOE

(TR YR DR AE 1R,
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Bk RE NZE PRSI RTRE AR A &
= Tz —A

BHF WAL OBRMEEALL | Wi U8R R B A B DL EicAedziic ke | A e 1L WC
FRBRIRE ] DS TR RE VAV EBF OFBFEDME LS5 A RS 1k

DIRERESNAETORRERET 5,
FGE R B E B (B VA | FRAERIR A S E 27V T DR, ZOBRIEICID, B | ET BB L, WC
VEBFE LI DIVT | VA E B LIS ORI OFRGEE 1L AR5
Hhe TENTED,
PNAT—NHKOTEFHE | AT =R OSSR =N/ XU Ebate) | £5 B2 WC
({5 DRRTE L HEITD,
X2V T LR EHE | RV T bR EDOF R, R E T D, Ay e 1L WC
e BMNCRE LR, B2V T ED S ENCH

BT HREAL B 2T REIC R EL. TOHE

EHEFES D, R T —2%SLT= TOE OFHHEHE,

AT I ARERE (RS-232C I/F Zffi ) | Ry kU —

IR E B HA W LS RE 2 & ORI H N IS B, F

HAEDE SN BRERETOREEFLETL

LA, BEEmE R AL, FUABEDBIEOMEE T

AU A X2V 7 o EER B IS I A B

2,
A R o2 Rk RE AR RARETDH, BENRELRRBELILS | £H e 1L WC

A, 20 B RESAEAr IS ND,
VAT LA =Ny ME | BESRVBER OV AT LA — R By MR O | AH B WC
% HHEHE EEAT,
BEnZ 7o MEMOZ | WC BIERO B Eins 7o MER OB EEZTTI, iy WC
LT

e {5 HEE 5 A PR RE

EEEEEHAETHD IPsec WIEDOREEIT),
IPsec B{E 5% E . FAIILA X E. [Psec FEIERK
TEDX Gk, 2, HIFR,

EUIES

BiE L WC

For T — 0 R

FohT—23 5 (TOE @ IP 7R A, DNS #—3
—® IP TRVA R—F ESZ% NetBIOS 4%) D
ek, BREITH,

#E L, WC

A B AE BRI ey OB ik, nsY | ek AT | B3 We
— R BB R ORE L, BEA RS DR(E L
BIRETT,

R A BHRE A AR 2 ADBG, FiA#—F— DL, B | Bk, EH, | B L, WC

2179,

EUIES

SR AT Y525 A% E PR RE

SR ATV SZAZE OA NS, K ATV ZER Y7 A
AT — RO GRIZEE AT,

BiE 1L, WC

Ty =TT v7T | USBAEVZFIALIZTOE D77 —20 =TT v/ T | FAT ByE L
— M — ST D,
Table 7-18 —f&FIHF ICRtSN 2 B
E R WA FrAl S | HERTRE R A ¥
1E T —2A
=P R —RRE | 2P — SRV —ROBREEITY, FIAE L, #ABER | 2% E L WC
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R RE FS FFAIS o | BERRER A 4
1k T —A
PHE A, HE O —Y— AT —REERTLHILNT
&%,
AR 7 A P RE TANR Y 7 ADR Gk, TAEL—YP—DEE HIkR | Bdk, ZE ., | #2010, WC
2179, HilBR

<BHETDHA X T = —ALHEE : FMT_MOF.1, FMT_MSA.1, FMT_MTD.1, FMT_SMF.1 >
-WebConnection: Table 7-17 )% X Table 7-18 TA L Z7 =— A2 WC M FELET HHERE
S YA % Table 7-17 K& O} Table 7-18 TA L X7 = — AZHEAE SRV MELE T HIEBE

<P HA L H T =— AL HRE : FMT_SMR.1 >
‘WebConnection: EHE|(ZLD 2 —V —BEFi%EE
B LD AT — KRG
— R LD/ AT — R38R
BE L EEE T LD — Y — B Rk RE
EHH XD AT — R
—WEFIHE LD AT — N8
cTVBRTGAN— —fRFIHE LD/ AT —R38E

<G DA HT = — AL HgRE - FMT_MSA.3 >

*WebConnection: Table7-3~Table7-14 T, WC &AL %7 =— AL B LU FOHAE
Table7-3, Table7-9: ¥ AL/ 7V b5 T,
Table7-8, Table7-14: % AL 7 7V 54T,

E RV Table7-3~Table7-14 T, B{E/ RN EA L H T 2—ALTBHLL FO#ERE
Table7-4, Table7-10: 46 /o 3R L CT.15,
Table7-5, Table7-11: 2t —DEAfT,
Table7-6, Table7-12: %8/t 2 &R L TiEAE,
Table7-8, Table7-14: {E AR v 7 AZFEE L TR 7 AR,

« TV BERTA/3—:  Table7-3~Table7-14 T, V'V HRTAN—% AL 2T 2 —ALFTHLLF OEAE
Table7-3, Table7-9: Flfill % %47
Table7-8, Table7-14: R w7 ARAF% FAT

T T IR HT 2= AL DT 77 A% AR e

FPT_SKP_EXT.1

TOE X, IPsec i#15 THIH 72K S80I L | FHHIZL > GRESN - Fai 3t # L IPsec fEBED T4~
— MEA B S R AT RE R R R AR — P THhHD SSD ITIRTET D, ZH LA DR 581, RAM IZIRFT 5
(Table 7-15 £ ), TOE [IfR7FSNI-FRi A, 7T A4 —h ik, 15 B-8Ea F B T DR 2k L7272 | Fil
R TOE OFEICIVENSZ G AT 2L TE720, TOE 13, MFP A{RZ RS-232C IF 2 3L TV 5703,
TS LS TN A T FIHAENRZOA 27 2—2%FI LT, SSD OWNE T — %0 4 - LTt
720N, £72. RS-232C IF LIAMZ, TOE D4 ER7H SSD ONHE T — 22 B 4 A X7 = — A& FIEL Ty,
SSD (F M B AR A 72 AN — T CTh BT, FIFFE D SSD ZEANL TR T — 22 B 3 Z LI TE20, L
LOZEDL FIHE IR SN FRIIEE . 7T A X — i, B S A A T8I TE R,
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7.6, ESEHERE

TOE IL, BENRFRICH L CTEERS Z4ERK,

FAU_GEN.1, FAU_GEN.2

TOE 13, DL FOHZEHEAMNGEREL  FRRBAERZ(EA By

FLERL , Y — N —K(EF T D,

YD) HGOFER, BT = kB R

FLOR RETLET D,
Table 7-19 BEEXNRER—E
Py HA)‘ (CZAVELAN BRIERTREZR crm
BHIER *1) A BT =—A
. Admin D/ (A VPO
o —H—FED FE i User ID/ ) . OK/NG
FYHRTA R~
Fxgk 1D
B AV ZIER Y /A o
JRS User ID YA VY OK/NG
R Admin ID S0 WC OK/NG
gk, A HIBR
TP AT RO H User ID (A VPR OK/NG
EHENSAT—ROEHE Admin ID BE L OK
a— W —GRFERR E DA H Admin ID BE RV WC OK
AERFRREY — /N —RRE DBk, A Admin ID YA VY OK
AR R B i oD 25 5 Admin ID YA VY OK
HHE RO B L MR TR DS T Admin ID BRIV WC OK
SR Admin ID R L, WC OK
(U.BUILTIN_ADMIN LISh) D27
PSAY — R ZE B R RE Admin ID YA VY OK/NG
TR 2T AL —RREDLEE Admin ID YA VY OK
H RO Admin ID BE RV WC OK
AT DA — Ny MR D2 Admin ID BE RV WC OK
H %JJD&“T%H#F'%%E Admin ID WC OK
PRI SR R Admin ID R/, WO OK/NG
gk, A EIJ [&%
Ty N — I RRTE DXk, T Admin ID YA VY OK/NG
Beten 7 IR AE O B 2272 D IR ON OK
B E RV WC
. ) AT L IDI LR OFF
RedEn 7 B T 2P FAE ID PSR L WO OK
Bt/ B P RE D B Ek AT Admin ID YA VY OK
R ZEHREREIZ LD Admin ID/ R
AR 7 A0 B, 25, IR User ID P, we OK/NG
TR AT G R EREDORGR, £ H Admin ID BRIV WC OK/NG
Ty =L =TT v 7T — MERED FEST AdminID A i OK/NG
7V b e T DR User ID T AT 5= WC OK/NG

(Table7-3 #{E”Create”)
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A RER

ID (7 =rh
BIEHR *1)

HAERTREZR
AHT z—A

S

7V bV a T ORI
(Table7-3 #:{E"Read”)

User ID

TYREYY

OK/NG

AX Y Vg TOREE
(Table7-10 #&{E"Create”)

User ID

Bt~

OK/NG

a b — g 7 ORI
(Table7-11 #&{E"Create”)

User ID

(A VI

OK/NG

Ty AEEY a TOERFE
(Table7-12 #&{E"Create”)

User ID

Bt~

OK/NG

Ty I AZIEY a T O%AF
(Table7-13 #:{E"Create” #ERT 7 7 A0 b
Fa—REZHELTWARWT 77 ZA&2%1/3)

Ty I AZIEY a T D%
(Table7-13 #:{E"Create” AERT 7 7 A5
Fa—RERELLY 77 2A%%/F)

VAT A ID

OK/NG

77 7 AZIEY a 7 O

(Table7-13 #{E"Create” #hf ATV Z{ER
Y I ANDT 7 7 ALELER L, FIRIF T Z
FEAT)

T 7 I AZIEY a 7 O
(Table7-13 f{E"Create” AR v 7 A5
Ty AEEZBTIN U, FIRISET & 317)

User ID

Bt~

OK/NG

PRIEY a 7 DRTE
(Table7-14 #{E"Create” KRy 7 AE{FHHE
17)

RIEY a 7 DIRAE
(Table7-14 #{E"Create” R 7 AE(EETR
ELTHEA VL7 N7 Y v b &ELT)

BRAEY 3 7 ORAF

(Table7-14 #:{E”Create” AF¥x ¥y F==vw |
WKFEfgEEy LT, Ry J ARXA=a—HEE»
SEAR Y 7 A%EEL T, Ry 7 AMREFEHE
17)

BRAFY a 7 ORTF

(Table7-14 1/E"Create” & v 7 AE1EETE
ELT/RAY— R 5{L PDF D& A L7 b7
V¥ % FEAT)

User ID

YL IRTA S

WC

TYREYY

WC

OK/NG

Ty I AZIEY a T ORAF

(Table7-14 #:{E"Create” #ERT 7 7 A0 b
Fa—REEELTWeWnWT 77 ZA%EH%, 7
7 I AXEERRF AT ZER v 7 AMRAF)

Ty I AZIEY a T ORAF

(Table7-14 #:{E”Create” HERT 7 7 A5
Fa—REEELLT7 7 7 AZE®R. 777 A
XEEFRE SR > 7 ZA~MEAF)

VAT A ID

OK/NG
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- ID (37 Y=k HBRIFATHEZR ,
AR ES WAEE *1) BT (TS
PRAFY a 7 OER
(Table7-14 #fE"Create” HAAR v 7 ZAM 5 User ID B2 OK/NG
AR L, FIRIZ FE4T)
RAFEY a 7T O%EE
(Table7-14 #{E"Create” fHAKR v 7 A5 User ID B L WC OK/NG
BRI | K15 & 5ET)
BRIFEY a7 D7 77 A%E[E
(Table7-14 #pfE"Create” HAR v 7 205 User ID e L OK/NG
NEEFERL, 777 AKX DEREEET)
REFEYa7TOxTa— R
(Table7-14 #{E"Create” AR v 7 AM5
LEEBRRL, ¥ ro— KEFET)
BfEYa 7oy ra—R User ID wC OK/NG
(Table7-14 #21E"Create” 5| A €V Z{5HR
VI AMBT 7 I ANLELRINL, FUra—
R % %AT)
RAEY a 7 OBE)
(Table7-14 #fE"Create” /SR T — RHFEAL BAE SRV
PDF R 7 A B CEERIN L, (R 17 % 5297) User ID OKING
RIEY a 7 DBE)
(Table7-14 #{E"Create” AR v 7 AM5 B S0 WO
WEAZBRL, B %ET,)
RAEY a 7 DB
(Table7-14 #{E"Create” fHAKR v 7 A5 User ID B L. WC OK/NG
XEEZBRRL, a B —%ET
fRfesa 7 I User ID BalE 1L WC OK/NG
(Table7-8 #:{E"Delete”) *
bF 2 7 ORI User ID EE/ R WC OK/NG
(Table7-7 #:{E"Delete” ) )
IPsec & v v 3 U HENL DI VAT L ID BfE/ S, WC, errNo(*2)
TV BERTA/N—(x3)
COFBFRFERNCRALZEE SR FRO ID 7 Vo7 MNEBITE S X, K ID LW EEMELikT D,

7777\ 'fm uﬁ‘A'}DJ[Juuuft%f??bfcﬁl/\ﬁ_&b/XTAID(./?E’ré‘ /XTA(MFP>)%HE§‘%‘€_5

IPsec > al MeEST.ORLIT

BNTHY AT AID (EEE: > 27 5 (MFP)) %304k 7 5,
Ao BUSHERE OB E I TIE, S n s S ORI R O EBIFER A &
(EEM: > AT 5 (MFP)) K ON—V —R4EE ID Zitikd 5,

(*2) [501]( FT v =— ar BT aR—F L REELS U o T) e E OFT ED =T — ek Sn b,

(*3) #/E/ % SMTP V—/3— SERERGEY—/3— DNS —/ 38— o/ Ph—s3—
WebDAV ¥—/X—_ SMB $— X—LDEfE

WebConnection: WebConnection ®F]H
TVHARTAN— 7. 2. T AH| I EE

<P HALET = — AL HERE >
BEA o PR RE

*WebConnection:

JCTVBRTAN— T A BT 2 — AL T DHE

SIRETICHES TENEL, A7 A ID
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[Table 7—19 EAEXMRFR—E | ISGEHESN, BE0/ 2 A RS 58E
R RV A v PR RE

[Table 7—19 EAEXM R FR—E | ISGEHESN, BE0/ 2 A RS 58E
s TVHRTG AR —: [Table 7T—19 BEAMEFR % IS, BARZ 2 A RS H8E
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FAU_STG_EXT.1

TOE 1%, B REOf 2R, A n s ORG ik, v/ —"— BEREESREFOREL, BEAErY OE(E
CHIBRA S ELE N FE M DA n/ E B RE A TR (I 9 5, n/ — 3 — (X, WebDAV H— —%FIf 3%, Efn
T ORGHTETHBEEEZZHEL, [Psec @EEZFHAL Tl — —~Ehn/ %5595, TOE tusH—-
—[H D IPsec @5 1%, E5 B E P AEIC LV E T 5,

TOE 1%, uZ A2 ns 7740 LT TOE NOa— 1 /URIFEEEBIC —FHEEL . BENEE SR TRELZH
R LR EL e ERICELIZGA b LUIXEEEDRE A/ R ELFITLIEGAIC, XML 7 — X &
LTI — =R ET 5,

TOE WIZ—BHREFSNTZ0 T 7 7 A%, XML 7 — 2 8% LI E B N B 07 HIbRE 24T R, HI
brd 5, XML 7 —#I%, v/ —N—~DEFEETH, kOT 77400 XML 7 —2ZEHOBRIZHIBRT 2,
TOE WIZ—ffRFESNZnl 7740 XML T =4 ~T 78 AT HA BT 2 — A3, BHEE LA OEE
EHIBRD A THY, — AN RBEE DA EILT 78 AT HZEETER,

Fy N —JEERECus b — " —Zu/FREEE TET, TOE NOu— b VERGFHEIRB N2~ T2 5 A
AT TEHMEEILLL T OBEREICHIFR S D,

« B OFF IC LD A/ U RED R T

- IR ON (LA o/ B RE D B it

o — W —ZHEE (B SRS DB FE 0 7 AL D T FF )

CEHF DA G, BULITHIBR
BHENERZ EELLIIEEa/HIBRE FZITL, o— AV IRFHEIEOMARR BB S ND 2 LT, Hil IR MR
prEns,

Table 7-20 &R 5 —Z D%

o 77— 2O HFn W
1 7 E RO E fEIk SSD (27T 5
o7 fERIZIn ST s A E LT—REFE L, XML 5 — & ICEH LT
07— R ZE T B,
077 7 A VTR 40MB IRIFFIRE T, Tt dhhroz A I 7
T, B 7P =R~ DREEDTD XML 7 — X ([TEH+ 5, E#aik,
WMa 77 7 A VTHIBRT D,
2 ZIEROREF A X CEHENRE LZARD L IXEERIGELESA
« 36MB (2 L1545
EHENERD VR EEET LSS
XML 7 —#Ir 77— _"—ZEE#, RO XML 7 —# BAER S LD
BRICHIBRT 5, FEREOGE. &K T6MB (2277 71 /L 40MB,
XML 5 —# 36MB) 7 TOE NIZ—KHEFEEN D,

<BEF DA HT o — ALHERE >
-WebConnection: A/ FIEERE

[Table 7—19 BEAXIRFELR—E | ICREHEIN -, B/ 2 ARSI EH8E
BRES L o 7 PR RE

[Table 7—19 EAXIRFELR—E | ICREHIN, B/ 2 ARSI EH8E
cTVHRTA 8= [Table 7—19 BG4 —% | |[CRldichic, AR 2 Ak S ¢ 58 E

FPT_STM.1
TOE 137my7iiea AL, BHEF DT TOE ORFZIEZZE BT HEEL UL 5, BEfr /ISRl D REZI1E
W7y 7BRED DRI ND,
<BEF DA HT o — ALHRE >
-WebConnection: [Table 7—19 EAX G FLR % ICFHESNZ, AR 2 A RS H8F
L [Table 7—19 B e RFER T ICREMIN, AR 2 A RS EL8AE

Copyright ©2025 KONICA MINOLTA, INC., All Rights Reserved
77 1 80



KONICA MINOLTA bizhub C47511
Security Target

cTVHRTA3—:  [Table 7—19 EEMN R HSG % | ICilficniz, BEn 2 A RS S5 8(E
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1.7. EIEETERRE

7.71. 7y 7 T— MEE

FPT_TUD_EXT.1
BHEEIL, BE b LT WO CTilkBIRERE. & PR 1l ﬁf“77~—Ar7m7/*‘—“/“a‘/®EEm ILTTED,
Fo . BEHE X, 77— LU =T T —HET UHIVELT — X E LT USB A V%A TOE (2235, #E 3L
THBIFRRE L BEE WM C7 77— AT DT v/ T —MERELZ RITTED, 77— A0 =T T — X, VAT A
avbha—F7F Vo bartn—Jt oKl 7y — LU= TE SHA-256 I[CL o CHRHLIEEKS 77— 72T DNy
Yl (7.7.2 25 # 0 H O T AMERE TR 92) WEEN N5, TUXNVEL T —H1E, SHA-256 CTHH
L7 7 =20 =T T —HD 3 2fBIZx LT, FIPS PUB 186-4, “Digital Signature Standard”(ZiE#i > RSA
FOHNEBL T NAY XSGR 2048bit, B4 AF—2b PKCS #1 Ver 1.5) TEL LT —ZTh D,
BHEFENT 7T —MERER EITLIZRE, TOE I3/ AN— V&2 BT 2RI RSA AR (B E 2048bit, i
B2 TOE ICAV A=A ENTWA) ZEHAL T, 77— L7 x=T T —2 DT VX IVEL Gk e B+ 5, B4 MREE
DI A 1R, BAE RIS AR R, 77— L0 =27 O EZBRZALIIAT O, BARIEDKIILTZ
BBlX, 77— AU T KT — A =T Oy 2 fBIEREA L AN— VT D, T UXVEL FGED FIAIL, TR
Dy,
(1) TOE 738> RSA ABR#EHER 2048bit) TF VXNV EL T — 42 %10 5115,
(2) SHA-256 T77—ALU=xT T —HDO v affizFil+5,
B DEQDfEZE KT D, —HTIIEXT 77— LT =T T —ZNIEF ThHhHEHMT5,

<G HA BT o — ALK RE >
‘WebConnection : 77 —A T =7 N— g UHEHERE
¥ LA VI T AU =T N TR RE
USB AEVCEA T 7— L0 =T T o7 7 — MkHE
T LU =T T T T = AT RO USB AL Z T = —A

7.7.2. BT X MHAE

FPT_TST_EXT.1

TOE (X, &I ON KplZ, L FORITRLIZT AMMERIZF L . REDPRHESHIZGE | B E o lE S %
FRL ., BEZAF L B EZ2 T RVRERICBAT %, ZHUCED, TSF 2E 357 7 — LV =7 De ez
R TE D,

Table 7-21 HC.TAb

No. x5 F Ak
SHA-256 TEH L7=K 77— =zT Oy vafil, 77T —
VAT ATV hu—TEHDE MERET TOE ~A > X b —/L &Ny ¥ 2 fEFRIZFEE I T
77 —hvxT WAIEMN—3T 5 Z & 2R, TOE TRIHT AR ZL714 77U %
Ny Y a fERRAEDRIR L 72 B,
ST Y XL 2 REEf#ET A N KAT test for SHA-512,

_ L KAT test for HMAC SHA-256, KAT test for AES encryption
Witz 4 77 . ) )
2 o (CBC, 128-bit key), KAT test for AES decryption (CBC, 128-bit

7A=Y X4 SHA,HMAC % ) e

key). KAT for RSA 2048-bit (PKCS #1 v1.5), KAT for Diffie-

Hellman % i,
3 Bt 7477 b bE—JRE LTHATS Y7 b7 2% E L. DRBG B%k
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No. x5 F AN
7A=Y X DRBG D~V AT A K (NIST SP800-90A ¢ [11.3 Health Testing] (2%
3%, Instantiate, Generate. Reseed DIEEEIZ DU CREAIfiET A
k) % SEi,

<P HALET = — AL HERE >
- EEJR ON Ko B &7 AMERE

7.8. FAX 5 Bt aE

FDP_FXS_EXT.1

TOE NEIEFT LT 7 VAL X7 2 —AOF|H FiEEL T, AREIRE I UMK FAX B850 D07 77 A5 &
FIHE D BRAE RN INSFEATT DT 7V ARE D DD T 7V AA 2T = — AR TIEZAE T AISNTNDT —4
1. EREAAFTEIORLIEZTZ 77 AL ERE T TH D,

TOE 1L, 777 AET LMEREA FEIEL THY, Super G3 bV BI OGS Y ararz R — 15, 777 AE
T AT, TV ARAEZE DI EFEITL, AREREN LT fhoa~  RiE— 07720, £72, TOE (%, PSTN &
LAN D% NI —2 7V Pa I DR REZ FE 270\,

PLEDZENS, FIHEN TOE D777 AL 27 =— A% N THIH TEXLDIE, 777 AEZEDHTHD,

<BES DAL AT = — ALEERE >
TTIAE T 2= ANLDT 7 I AR AT RE

YLk
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