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1. ST #E (ST Introduction)
AKETIE. ST SR, TOE SR, TOEMIE, LU TOE gibicoWCER TS,

1.1. ST = (ST Reference)
AREITIE ST D AITEHRERIL TS,

Fuji Xerox ApeosPort-VII C7773 / C6673 / C5573 / C4473 / C3373
24 ML / C2273 dE—. TIYV M TPIA. AFvU N—FTFA1ADD L EEHEREER S
T
E¥IITFA-TyNBER/TITIRNO 7490 AET)
N=Y3y 1.15
*¥17H 2025 %8 A6 H
ERE ELTMIVLEIR A ) R—VavEH 21t

1.2. TOE B8 (TOE Reference)
AEITIE TOE OFANFHRZEC R T D,

Fuji Xerox ApeosPort-VII C7773 / C6673 / C5573 / C4473 /

TOE £& C3373 / C2273 JE=.FIVF. T7DA, AFv  N=RTAADD L EEEER
REHEHET I

TOE ON—Y3Y Controller ROM Ver. 1.61.1, Fax ROM Ver. 2.2.1

A TOE . LTFOVINHADERTHB,

BAR{EmlT
i il N=vay
Fuji Xerox ApeosPort-VII C7773 JE—. 7YV k., 779A (1 [E | Controller ROM Ver.
B). AFvU  N—FFARADD L EEFBEHEEREHTT I 1.61.1,

Fuji Xerox ApeosPort-VII C7773 &=, FU~F. 7702 (2B | Fax ROM Ver. 2.2.1
). 2F vy, N~ EF D0 L EEHEMEERBET)
Fuji Xerox ApeosPort-VII C7773 JE—, 7YV b, 7702 (3@
8). A% vV, \— FTAAD0 L BEEEMEBHRETI
Fuji Xerox ApeosPort-VII C6673 E—, FUV ., 77D (1 [E
8) ¥V, N\ FF1200 L ESEABERBET
Fuji Xerox ApeosPort-VII C6673 JE—. FUV b, 77D (2 E
18). AF vV, N\—RFA2DD L EEHEHERHTTI
Fuji Xerox ApeosPort-VII C6673 J—., UV k. 779 (3 |
#8). A% 0V \—FFAADD L EBE Y EBEEEHET
Fuji Xerox ApeosPort-VII C5573 JE—, FUV b, 77DA (1 E
82). AFvU. \— FTAAD0 L BEEEMEEHRET
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Fuji Xerox ApeosPort-VII C5573 JE—. 7YYk, 770 (2 E
8). A% vV, \— FTAAD0 L BEEEBEBHRETI

Fuji Xerox ApeosPort-VII C5573 JE—, 7YV b, 77DA (3 @
8). A% vV, \— FTAAD0O L BEEEBEBHRETI

Fuji Xerox ApeosPort-VII C4473 JF—. 7YV k. 779 (1 [E
1#8). 2% v, \— FTAADO L EEEEBEEEHET)

Fuji Xerox ApeosPort-VII C4473 JE—, Uk, 77D (2 [
) ARv I N FFAADD L EEFHEKRERETETIV

Fuji Xerox ApeosPort-VII C4473 JE—., JUV b, 77D (3 E
#R) AFvY N\ RTUADO L EEHEMAEERET)

Fuji Xerox ApeosPort-VII C3373 JE—., JUV k., 7792 (1 [E
18). A% v, \— ETAADD L EEEEBEEHRET)

Fuji Xerox ApeosPort-VII C3373 JE—, Uk, 779 (2 [
8). A% vV, \— FTAAD0O L BEEEBEEHRETI

Fuji Xerox ApeosPort-VII C3373 JE—, FUV b, 77DA (3 E
8). A%V, \— FTAAD0 L BEEEMEEHRETI

Fuji Xerox ApeosPort-VII C2273 JF—. 7YV k. 779 (1 [E
1#8). 2% vy, \— FTAADO L EEEEBEEBHET)

Fuji Xerox ApeosPort-VII C2273 a¢—. 7YV k. 7752 (2 E
). A% vy, N KFAAD0 L BEEEREERETI

Fuji Xerox ApeosPort-VII C2273 JE—, JUV b, 77D (3 [
#8). 2FrY. N— FFADO LB EE EMEEEHET

PIPIRYT9DHAT

7 il N=Y3y
Fuji Xerox ApeosPort-VII C5573 JE—. 7Yk, 779A (1 [E | Controller ROM Ver.
) ARv I N FFAADD L EEFHEKREERETETI 1.61.1,

Fuji Xerox ApeosPort-VII C5573 Jt—. JUv b 772 (2E | Fax ROM Ver. 2.2.1
18). A% 0V \— FFAAD0 L BE M EREEBHET)L

Fuji Xerox ApeosPort-VII C5573 Jt—, 7YYk, 7752 (3 [E
8). AFvU. \— FTAAD0 L BEEEMEEEHRET

Fuji Xerox ApeosPort-VII C3373 J—. 7YYk, 775 (1 E
8). 2F0Y. \— FF12D0 L EEBEMEERTT

Fuji Xerox ApeosPort-VII C3373 JE—. 7YYk, 7702 (2 E
8). A% vV, \— FTAAD0O L BEEEBEBHRETI

Fuji Xerox ApeosPort-VII C3373 JE—, )V 77D (3 [E
1#8). 2% vy, \— FTAADO L EEEEBEEEHET
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1.3.
1.3.1.

TOE #1Z (TOE Overview)
TOE 0#&ERl (TOE Type)

A TOE (§, HEO-DIVIVP Ry FI—D (LAN) NS JE—H#RE. AFvUikae. T MiggE.
POAMERE. XEDRFEMDL UHEE. YR— 9% MFD TH3,

1.3.2. TOE OfERZETELF1)T1HHE
(Usage and Major Security Features of TOE)

—BREEIFATUE )
B k54 )%

:

A

-Web 759%
—HRFIRE J
Q VATLEE
D947

A

-Web 75794

i
/
R 1

1

1

1
P
/

Y27 L J / . N "
gme
| ERRAY /
B

- -

_____

—_ -

p
TOE
TISNEEH

VAT L
EEE

—RFIRE

1 TOE 0B FET 2 ERIRE
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MFD (&, 774707 —IUICEL T, S 8RRy MO =D o B SNIZE RO—DIL TP 2y D -0 (LAN)A
BERSNIRETHEASNS,
F. IPDOAEERETHE A}, AR EFRRBICHEKEINS.

—RFIAE L, MFD OEFE/ R P—RFIRBEDSA7Y MO Web T50HPT)UA— 351 N&ML
T, MFD OFEEAREEEEZRAT S, T, YVATLEEEL, MFD OBESRIVDP VAT LEEEDS
172 b0 Web 7595/ LT, MFD OEEEEEFIAT 3,

MFD (&, FIRZEOHFOXEICK U, AE—, AFvUEE. TV A, T7DATORERE. XEORE
ERDHL, BEDHEEET T3, NOoDOXENHS . IRAVERF LT 2728, MFD (&, A& Z#
ARl 9 HHEAE. HERICE KX ET - APHABEICKH T B 7L AKIE., MFD ADA ML —YICRE-BIRS
NIREFHRPXET - HOESE. LAN LOBET-H0RE. EBEHICRELLEXIUTIEREE
g&. MFD ORI AEEE MFD RECREFT S —A . EDFIAEEE MFD AEOEEY—/INEET
BFaUTAEEEMAE. TSF RITI—RE TSF T—ADE £ M REE. TSF RITI-F7yTTL— RED
ET1-FOEEMREE. 77D AERE LAN D5 BH#EE. AL —JICERSNCERT -0 LEE
HEWEEERT S,

BH. THERHIREEEEIAE UL,

BREEGFERE LETHETIH. T HHEMEEFIRATIN, INoOHRENTTVaVDETILT
$. TR LEEHEFVINEBATILENDD,

TOE Z#p 9 2 M. FBREAREL T, RIRFZEEEHMERERELEYR— M T2 h8, K TOE & E CIEAIR
RALDHERERT S,

1.3.3. TOE LSADN—RFII7HEREY T oI 74K (Required Non-TOE Hardware
and Software)

1 ([SRTFIRIREICHET TOE (& MFD THD, FEED TOE LIS DON—-FOI7ELUY T o7
#ET S

(1) —SERRAEIFATUH
N—R9172AAD PC Th3,
FUVAHS5A 7Y ReLTRIAT 31841, MFD (SR LTXEF—A0 T FERETIEH. PCICES
DOBR—RIANEA VAT IBHENDD,
MFD @ Web H—)\#ge2FIARAT 315 E(E. PCICA VA R=ILENTILVS Web 7505 %FEHT 3,
(2) YATLEEEDISATY R
N—E5173AAD PC Th3,
TOE [CxfUT TOE SRET—HNSHEPEE, J7—LIIT7DBEHEITILHIC, Web T30 HE
th3,
(3) Mail —/3
AFPUXEEA—NTEIETSICE, Mail =SB EERS, )\— k917/0S [AFHD PC F3Y
—I\THN. TLS 1.2 TRESNSL SMTP JOLDILEYR— T3 Mail Y—ERAZA VAL T D0
EhHd,
(4) E=&EY-N
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MFD TRELUCEESFREWET LN, BEEY -/ \WREEGS, N—FI17/0S [FARD PC &
2135 —N\THND. MFD (& Syslog 7OV ZRANT. TLS 1.2 [CRELTWSEEY—NICEERY
DEEETTI.

A TOE OFHAICld. LFEEDN—FOI7HLVYIIII7ELT, LTFZFERAT S,

(1). RQO—EFAEBDFAT7 VNV ATLEEEZDFA47V D) OS (& Windows 10 H3 L\
Windows 11 %, Web 759#¢ULT Microsoft Edge RT3,

(3)® Mail #—/3lF Cent OS 7.9 k. Postfix version 2.10.1 ##EHA7T 3%,

(4)DEEY—)\E Cent OS 7.9 &. rsyslog 8.24.0 THRINEEEY—/\#EHT3,
(DIEBVT ERATEITIVE—FIANEELIMIVLE IR AL ) R—0av it MR IR T35 LTER O
UTRSAIN—&FEHT3,

BAR{LMFAIF: “ART EX Print Driver Version 6.12.8"
PIPNYI149D4LMEIT: “PCL6 Print Driver Version 6.12.8"
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1.4. TOE &t (TOE Description)
AETIE. TOE OFIAZEKE. TOE OmEHMIEE . SLUYIEMERICOVNTERRT S,
1.4.1. TOE BE:ENFIAEREE (User Assumptions)
A STT.TOEICHULTEETSFIAEREZ Table 1 (CEEhT 5.
Table 1 FIF&E&E

B FMAET 555 TR
U.NORMAL —RFIRE BAISN . RIEESNEFAET, EEERE
ERIEBVFIRE
U.ADMIN BEE BAISN ., RSN AETERA R
FOFIRE

(TOE M3RETIE. Key Operator & SA &
LWO&EEINHD., A ST ETlE U.ADMIN &L
TSNS, )

1.4.2. TOE Oi®IEMELE (Logical Boundary of the TOE)

2 [CTOE O BRI EC IR T B,
FmIEREEFC L ORSNIZHAED IS, TIRELDKEEIE AR, TRONVOHAEEGTF1UT1EREE
&Y.
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o 22 ) 5 B

TOE
VR FUYk
AR BIEE R POLAHE AFrY — RIS
AT L EEE
F—HEEEAL -
—BFAE
PSTNI7H -2y b TP BS54 7Yk
= o 7395
gltail *j'—{\' NEDREE
EEY—) SiEEER HUDH L
N—RKF125D E =S E g}jéxﬁﬁ%
ags 7
sk ‘Web 7594
X1 T1EER
tE1UTEE
2rL—Y
xE | BE TOE
F—4 04 95
F—5

2 TOE DsmIBAIHE K

1.4.2.1. TOE hMR#tI3E KHERE (Basic Functions)

(1) Ik —RMBABIIATI DT )= FIANDoENTZXET—IEZ(TID, . B1E
NRIIDLDIERICHEN., RITEROEXET-ADTLE1—, BLUN-FIE-HBAAEHRT S,

(2) AFvy: BENARIUDLOIETRICHED, AFvF—LON-FIE-XEZHEHAH . EFHEAA
EHTD, AFv I UEXERTLE1-KRRTHENTES,
K TOE Tld. AFvUREICLNE SN X E T AT L. Mail =/ \N\i£d 1. XEDKR
FERDH UEREIC DNV D AR T T HEENTFET %,

(3) dE—: #BESRIDDDIERICFE. AFvF—LEON-FIE-XEZHERT D,

(4) 77D
TPOAGEE: BENRIDODIETRICHED., Axv—EORTEEGHAH . 422 PSTN J702A

-7 -
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JORIVERT PSTN #2 BT PSTN 77D ADIEENEIET S, A ANEXEL, EEFRIIC

TLE1—RRTBENTES,

IJ7DA%Z{E: PSTN BHETIEGHEFENOEONLIFPIVIIXNETIEZIEL. XEDVREF

EMDHE UBEEEICED. VAT LEBAE (LI TBESNERYIANEMT %, SN EXXERTL
E1—RRTBHIENTED, MvDAIZ SADMMERULIERYIAZIEET S,

(5) XZEORBFEERNHL: XET-AERYDAICRTEL. BEIRIVDLDIET. FhE—MF BAE
D347V b Web F50UDNo0DIERICEIE, REFSNEXET AR LT, LTOLIGIEE
ERTREC T BHEBETHD,

A TOE Tld. KD AR FESNDIXET—AlE, AFvUBEEIC L TAF YV ENEXET -4,
PSTN 77D AZEMEEICL TRIELETZD VIR ET-IOVWTNHTHD,

TUE1— BENRIDLDIERICED, RV AR ESNEXET—HETLEI-RTT D,
ENRI: BB SRV DDIETRICED . RYDAICRFSNEXET-AETIV B,

BOHL: —BFAEISM7Y D Web T35 05D b0FERICED. —fRFIBEDSM 7Y FAED
Y,

HIBR: B4RV, —RRFBAEISAIT7Y D Web T35 o0 RICED, BESNEXET—
HEHIBRT D,

1.4.2.2. TOE W@ 9I 25 tF1)7188E (Security Functions)
1.4.2.1 OEAREEEETIETEH. TOE I, LLTOEF1)T 1455 IRHE TS,

(1) #HAIzRE

FRAEOHERIFREL . RUERS 5(E. MFD O#gen', EEF(CI>THERM SSNEFIAEZEDH(C
POCARBECTHBIEERILT D, FIABEDHAEFRELE . 7O EAHHEE R FERBNORMELTE
FIASN. EX21)T(EESBRE MFD OFEREHEOF AECAEM TS LTOXIEICEES, #
REFREEIE. MFD (LEHTEITENS,

TOE 353 AIEREE T B0, #84E RV FIAE D17V bD Web 7508, FUUA—FS4 130D 3
BEAHD. ID ENAT—FOAHNZRL. NAT—RAABFCIAT— FERIEHICRLXFERTRT
%74— RNV DOHgREE | FREEEAITR . EiR U R R ULIE . RRARTER (I <51
EBATVD, T, /MIAD—- RRERETIHEE. 0TI VR IC—ERBREOENMSSICEE
BICOTA D ZDU7 T 2HRERIRA TS,

TOE Z1ap ¥ 28 M(E. BRI AXELT, RFRILL/H EREREE &Y R— I 3N, K TOE BETIE
AAZRIRDOHEFERT S,

(2) 7HEAHIEH

POLAKIEHIIG, XET-APXET-INEICEET ZEHRN. BBV AMERZHOFIRAED
HCTDEARBETHBIERRELT D,

(3) T-HAREE1E

T—HEESEld. TOE REBICRHFETHT—APLBET—IRHLT, WBENFRIERLBAVITI—AND
TOEATERNWCEERILIT S,

- TSN R - KB ARG T ER AN —IT M ALOXET IR UBMBED VAT LIE
HMERELRED, COLOLTINA AN MFD hofRESNENTBIIHEIC. COLOBTIEHRETZH
(CERSN%,
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- THARESEOEDEE . BERMICEAZBINEES7ITVLOFERICENRIESNS,
- ANV DRE ST, YEREFELATISHERFORECR T IEREVERICER SN, it
REAARELGTBERMEAN —JANICESELTRFINS, TIEHEHFOREICRTIERZTSHC
EC. BFORESRIIEESN, IS BI RSN, . BIEOR SR, ERATVUICR
FEN. TOE OERBTICENEESIND,

(4) SEEAEE
RERYII—D LICFETIXET A, YaT1EHR. BEEOTHBLU TOE SBRET—RELVEEET—
A% TLS 1.2 7OFIUCESTIRET B,
— RO RE LB S F0 FL(TLS/HTTPS, TLS)(CH T .

(5) LF1UTAEE
VATLEBEELVCGRABIVRASN R AZEOH D RENRNELR VAT LEBEDSIT U
D Web 7595h 5, TOE BRET—ANSHBHLUVEREMEEICT S, —RFABETH>TH. BHD
NAD—FDZERBFATEETHD,

(6) tFa)T1EEE
PFIUTAICREETIER(BIAE., BAROXK, BERESLPEBRENDETELRY)E. E&EAY
ELTEERY - )INEEINREIND BEEOVEERI TLS 1.2 O UL THEEIEEN S,
Fr BEENYJIE TOE ASRICEERT I ENATEE T, VAT LEBEELTGRAZRIESNEFAEZED
HNVATLEBEDSATY D Web 505 oA y0— RT3ENTES, TOE AFICRTES
NEEEOTNEMRICEESE .. HLLEEOVEREHVEEAYICELESESN, EEOJDIELE
BHIE T HHEEZ IR A CTLVD,

(7) SEELER
MFD ADI77—LI17D7Y 77— ME, Py 77— OBEARICY I MIIPDEIEE S ERIIT3=HICHER
FESN D, £z MFD (&, ZDERN R AT e B BUEZICIN SN BV CEERIET 5720, BT
ANEETTD,

(8) PSTN 77HA-%wI—bREID5> B
MFD (2. PSTN 77D A-%y FI—HRIDS BEICEAL . PSTN 779 AEFLH PSTN & LAN BT —
Ry IEERTREDICFEAB N EERIET S,

(9) \—FF12ADDOLEEHEE
JE—. IV EBLUVAF vV EDRBEEDEIMER . REBAN —JICERINLIAFHOXET—H
DLEEFHEZITI.

1.4.3. TOE o¥)EaussB (Physical Boundary of the TOE)

TOE O¥EMIBIRAIF . MFD HE2AETHS, T1ZIvFOEF YT ERBRDOZ T Va7 RE
lE. TOE (&%, Table 2, Table 3. Table 4 [C TOE Z#8p ¥ 2B I R—R U b ZEER T

%,
Table 2 TOE #1933 WEMIVR—%V F(MFD &K{K)
T ¥ NV A EV = Beft A%
A=K Fuji Xerox ApeosPort-VII | Controller ROM | N FURKDT77—L | BHith3Z(FEL
C7773 JE—. YUk, 77D | Ver. 1.61.1, DIV ERHANTEN—
A (1 [E#R). AF¥v>. N\—F | Fax ROM Ver. k17
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TAADD L EEHEKEEREE
7N

2.2.1

AR Fuji Xerox ApeosPort-VII | Controller ROM | N UKD T77—L | BHith=Z(FiEL
C7773 -, 7YV k. 779 | Ver. 1.61.1, DIV A ANTEN—
2 (2 [E$8). A*+v>Y.\—F | Fax ROM Ver. k17
TAADD L EEHEMRERE | 2.2.1
7
AR Fuji Xerox ApeosPort-VII | Controller ROM | N UKD T77—L | BHith=Z(FEL
C7773 IE—. 7YV . 77D | Ver. 1.61.1, DIV A ANTEN—
2 (3 [E#R). A¥+vY.\—F | Fax ROM Ver. k17
TAADD L EEHEMRERE | 2.2.1
7L
AR Fuji Xerox ApeosPort-VII | Controller ROM | N FURKDT77—L | BHith=Z(FiEL
C6673 1E—. FUV . 77D | Ver. 1.61.1, DIV e HANTEN—
2 (1 [E$8). AF+v>. \—F | Fax ROM Ver. kHI7
TAADD L EEHEREERE | 2.2.1
7
AR Fuji Xerox ApeosPort-VII | Controller ROM | N UKD T77—L | BHith=Z(FEL
C6673 1E—. FUV k. 77D | Ver. 1.61.1, DIV I ANTEN—
2 (2 [E$8). AF+v>Y. \—F | Fax ROM Ver. ko7
TAADD L EEHEREERE | 2.2.1
7
AR Fuji Xerox ApeosPort-VII | Controller ROM | N FURKDT77—L | BHith=Z(FiEL
C6673 1E—. FUV k. 77D | Ver. 1.61.1, DIV HANTEN—
2 (3 [E#R). A¥+vY.\—F | Fax ROM Ver. k17
TAADD L EEHEREERE | 2.2.1
7
BA/7Y | Fuji Xerox ApeosPort-VII | Controller ROM | NMFUKXDT7—L | /= (FEL
7N\Y74y | C5573 6=, FYV . T7D | Ver. 1.61.1, DIV HANTEN—
D A (1 E#). 2F¥vY. \—F | Fax ROM Ver. RoT7
TAADD L EEHEMRERE | 2.2.1
T
BA/7Y | Fuji Xerox ApeosPort-VII | Controller ROM | N FURKXDT7—L | Bi=Z(FEL
7N\Y74y | C5573 6=, FYV . T7D | Ver. 1.61.1, DIV e HANTEN—
D A (2 @), AF¥vyY. N\—F | Fax ROM Ver. RHT7
TAADD L EEHEMRERE | 2.2.1
T
BA/7Y | Fuji Xerox ApeosPort-VII | Controller ROM | N FUKXDT7—L | Bi=Z(FEL
7N\Y74y | C5573 6=, FYV . T7D | Ver. 1.61.1, DIV I ANTEN—
D A (3 E#R). AF¥vY. N\—F | Fax ROM Ver. RoT7
TAADD L EEHEMRERE | 2.2.1
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TN

BA Fuji Xerox ApeosPort-VII | Controller ROM | NMMFURKDT7—L | TW#=Z(FEL
C4473 26—, 7YV, 77D | Ver. 1.61.1, DIV ERHANTEN—
A (1 [E#g). AF¥vyY. \—F | Fax ROM Ver. RHT7
TAADD L EEHEREERE | 2.2.1
T
BA Fuji Xerox ApeosPort-VII | Controller ROM | N FURKDT7—L | TWH=Z(FEL
C4473 26—, YV . 77D | Ver. 1.61.1, DIV ERHANTEN—
A (2 @), AF¥vyY. N\—F | Fax ROM Ver. RHT7
TAADD L EEHEREERE | 2.2.1
T
A=K Fuji Xerox ApeosPort-VII | Controller ROM | N FURKDT77—L | BHithZ(FEL
C4473 26—, YV, 77D | Ver. 1.61.1, DIV ERHANTEN—
A (3 [EER). AF¥vyY. N\—F | Fax ROM Ver. RHI7
TAADD L EEHERKRERE | 2.2.1
T
BA/7Y | Fuji Xerox ApeosPort-VII | Controller ROM | N UKD T77—L | BHith3Z(FEL
7NY74y | C3373 36—, FYV . T7D | Ver. 1.61.1, DIV ERHANTEN—
D A (1 [E#g). AF¥v>. N\—F | Fax ROM Ver. k17
TAADD L EEHEREERE | 2.2.1
T
BA/7Y | Fuji Xerox ApeosPort-VII | Controller ROM | N FURKDT7—L | BHith3Z(FEL
7NY74y | C3373 36—, FYV . T7D | Ver. 1.61.1, DIV ERHANTEN—
D A (2 [E#). AF¥vyY. N\—F | Fax ROM Ver. kRHI7
TAADD L EEHEREERE | 2.2.1
T
BA/7Y | Fuji Xerox ApeosPort-VII | Controller ROM | N UKD T77—L | BHith3Z(FEL
PNY74y | C3373 36—, FYV M. T7D | Ver. 1.61.1, DIV ERBANTEN—
D A (3 [E#R). AF¥vyY. N\—F | Fax ROM Ver. kRHI7
TAADD L EEHEREERE | 2.2.1
T
A=K Fuji Xerox ApeosPort-VII | Controller ROM | N FURKDT77—L | BHithZ(FEL
C227312E—-.7YV . 77D | Ver. 1.61.1, DIV ERHANTEN—
A (1 [E#R). AF¥v>. N\—F | Fax ROM Ver. RHI7
TAADD L EEHEREERE | 2.2.1
T
A=K Fuji Xerox ApeosPort-VII | Controller ROM | N FURKDT77—L | BHithZ(FEL
C227312E—-.7YV . 77D | Ver. 1.61.1, DIV ERBANTEN—
A (2 [E#R). AF¥vY. N\—F | Fax ROM Ver. RHI7
TAADD EEEHEREERE | 2.2.1
T
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AR Fuji Xerox ApeosPort-VII | Controller ROM | N UKD T77—L | BHithZ(FEL
C227312E—-. 7YV . T7D | Ver. 1.61.1, DIV E A ANTEN—
A (3 [E#R). AF¥vyY. N\—F | Fax ROM Ver. Ry 7
TAADD L EEHEREERE | 2.2.1
T
K TOE MAH15 VA%, Table 3. Table 4 [TRY &N, BAEMREZRFZERNHD. AR M IFIE A KREE
W PIP N T74904E MIFE B FIAE(CE AN,
Table 3 TOE ## 3 3WEMNIVR—2V F(BRBHIIVA)
REES fek Beft A& A3V A% NyalE
ME8581]1-8 | ZIP ®=KIC | Web B2 ApeosPort-VII 11147c5d8097b4
1R EfESnrz C7773/C6673/C5573/C4473 | 21a48ac41145dc
HTML 774 /C3373/C3372/C2273, 77963e88a174ab
17 DocuCentre-VII 03b70261205504
C7773/C6673/C5573/C4473 | 3a8677e4
/C3373/C3372/C2273 1—%
—AHAF
DE6747]1-3 | #RHE(K Fih =2 (FEL | ApeosPort-VII C7773 R/ -
1R C6673 R/ C5573 R/ C4473
R/ C3373 R/ C2273 R V)—
ACHEADBEBRA
ME8390]1- PDF 274J)L | Web E{t ApeosPort-VII C7773 ae481bd4267e4b
1_20250806 ApeosPort-VII C6673 f8232412bf072b6
(% 1 hR) ApeosPort-VII C5573 5491f9f68c8ecde
ApeosPort-VII C4473 9dd33ad6a5bd76
ApeosPort-VII C3373 4afcc8
ApeosPort-VII C2273
TRIUTHERER RN K
Table 4 TOE #4EI3MEBRIVR—R U M EEBHIHVA)
RERES = Beft A& AV A% NyoafE
ME8351E2-7 | PDF 774Jl | Web B2t ApeosPort-VII 780a05f96de4c90
(Edition 1) C7773/C6673/C5573/C4473 | 1be7662ecb5837
/C3373/C3372/C2273, 324480f6d81fbac
DocuCentre-VII d35bba9523c7fal
C7773/C6673/C5573/C4473 | cbd13
/C3373/C3372/C2273
User Guide

DE6747E2-3 | #KiE{K HH=Z(+iEL | For Users of ApeosPort-VII -
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Edition 1 C5573 R/C3373 R series
ME8390E2- | PDF 771JlL | Web B2+ ApeosPort-VII C5573 1dfe6e75474ebbf
1_20250806 ApeosPort-VII C3373 ebd58cb4fee721d
(Edition 1) Security Function 43abd66ad56c26
Supplementary Guide cd446e03aac920
4d7635
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2. 1.

2.2.

#A X3k (Conformance Claim)

CC#E&E5E (CC Conformance Claim)

A STHLU TOE D CCEBEIRIE, UTDESNTHSD,
ST TOE W EBEEIRTS CCON—-Yay:

Common Criteria for Information Technology Security Evaluation

Part 1: Introduction and general model (April 2017 Version 3.1 Revision 5)
Part 2: Security functional components (April 2017 Version 3.1 Revision 5)
Part 3: Security assurance components (April 2017 Version 3.1 Revision 5)

CC Part2 extended
CC Part3 conformant

PP X3k, /Sws—3JE3k (PP claim, Package Claim)

2.2.1. PP X3k (PP Claim)

AR ST F. Ti2 HCD-PPAOZELBEEZERT %,

"4 ML: Protection Profile for Hardcopy Devices
N—Y3v: 1.0 dated September 10, 2015
Errata: Protection Profile for Hardcopy Devices - v1.0 Errata #1, June 2017

2.2.2. I\whr—iIZxik (Package Claim)

A STHLUTOE [, Wwr—YBEEEERLEL.

2.2.3. #EEIRM (Conformance Rational)

AKSTHLUTOE (X, PPHERTIEHEHELTIVD,
PP MERTILUTOEHEFHREL. PP DERENIExact Conformancel THd., Dz, TOE i
AllE PPE—ELTLVS,

Required Uses

Printing, Scanning, Copying, Network communications, Administration
Conditionally Mandatory Uses

PSTN faxing, Storage and retrieval, Field-Replaceable Nonvolatile Storage.
Optional Uses

Internal Audit Log Storage, Image Overwrite

- 14 -
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3. tFaUF1ERETEZE (Security Problem Definition)
AETIH, B, MEOTFITHE FHREMIONTRRT S,
3.1. #&RL (Threats)
3.1.1. TOE &E (Assets)
& TOE HMRHTHEE U TOLHNTHE,

Table 5 Assets for User Data

Designation User Data type Definition
D.USER.DOC User Document Data Information contained in a User's
Document, in electronic or hardcopy
form
D.USER.JOB User Job Data Information related to a User's
Document or Document Processing
Job

Table 6 Assets for TSF Data

Designation TSF Data type Definition
D.TSF.PROT Protected TSF Data TSF Data for which alteration by a
User who is neither the data owner

nor in an Administrator role might
affect the security of the TOE, but
for which disclosure is acceptable
D.TSF.CONF Confidential TSF Data TSF Data for which either disclosure
or alteration by a User who is
neither the data owner nor in an
Administrator role might affect the
security of the TOE

3.1.2. &E (Threats)
A TOE [t 3E B Z. Table 7 [CEE T3,

Table 7 Threats

Designation Definition
T.UNAUTHORIZED_AC | An attacker may access (read, modify, or delete) User
CESS Document Data or change (modify or delete) User Job

Data in the TOE through one of the TOE’s interfaces.
T.TSF_COMPROMISE An attacker may gain Unauthorized Access to TSF

- 15 -
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Data in the TOE through one of the TOE’s interfaces.

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if
the TOE is permitted to operate.

T.UNAUTHORIZED_U
PDATE

An attacker may cause the installation of unauthorized
software on the TOE.

T.NET_COMPROMISE

An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.

3. 2.

HEntF1UT1 58t (Organizational Security Policies)

K TOE W ESF LB N E o RO EF1)T A 8% Table 8 (CEET 5,

Table 8 Organizational Security Policies

Designation

Definition

P.AUTHORIZATION

Users must be authorized before performing
Document Processing and administrative functions.

P.AUDIT

Security-relevant activities must be audited and the
log of such actions must be protected and transmitted
to an External IT Entity.

P.COMMS_PROTECTI
ON

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPT
ION

(conditionally
mandatory)

If the TOE stores User Document Data or Confidential
TSF Data on Field-Replaceable Nonvolatile Storage
Devices, it will encrypt such data on those devices.

P.KEY_MATERIAL
(conditionally

Cleartext keys, submasks, random numbers, or any
other values that contribute to the creation of

mandatory) encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF
Data must be protected from unauthorized access and
must not be stored on that storage device.
P.FAX_FLOW If the TOE provides a PSTN fax function, it will ensure
(conditionally separation between the PSTN fax line and the LAN.
mandatory)

P.IMAGE_OVERWRIT
E
(optional)

Upon completion or cancellation of a Document
Processing job, the TOE shall overwrite residual image
data from its Field-Replaceable Nonvolatile Storage
Devices.

- 16 -
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3.3. HIREH (Assumptions)
& TOE Ok, BMA. bLURIAICET 31125 4%, Table 9 (RT3,

Table 9 Assumptions

Designation Definition
A.PHYSICAL Physical security, commensurate with the value of the
TOE and the data it stores or processes, is assumed to

be provided by the environment.

A.NETWORK The Operational Environment is assumed to protect
the TOE from direct, public access to its LAN interface.
A. TRUSTED_ADMIN TOE Administrators are trusted to administer the TOE
according to site security policies.
A.TRAINED_USERS Authorized Users are trained to use the TOE according
to site security policies.

-17 -
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4. tFar1xEKAE (Security Objectives)

AETIE. BERARBEV X IUT R EHEHITOWTERR TS,
ERRBEOTF1UT XK A% Table 10 (CEBihT 3,

Table 10 ERREOCF1)T4 X EKA &

Designation Definition
OE.PHYSICAL_PROTE | The Operational Environment shall provide physical
CTION security, commensurate with the value of the TOE and

the data it stores or processes.
OE.NETWORK_PROTE | The Operational Environment shall provide network

CTION security to protect the TOE from direct, public access
to its LAN interface.
OE.ADMIN_TRUST The TOE Owner shall establish trust that

Administrators will not use their privileges for
malicious purposes.

OE.USER_TRAINING The TOE Owner shall ensure that Users are aware of
site security policies and have the competence to
follow them.

OE.ADMIN_TRAINING | The TOE Owner shall ensure that Administrators are
aware of site security policies and have the

competence to use manufacturer’s guidance to
correctly configure the TOE and protect passwords and
keys accordingly.
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5.1.

9. 1.

WRaRIVIR—2R Y FEZE (Extended Components Definition)
ZOBOIEIV K-V ML, HCD-PP TEBENELDTH.

HhaRREEH TR
1. Class FAU: Security Audit

FAU_STG_EXT Extended: External Audit Trail Storage
Family Behavior:
This family defines requirements for the TSF to ensure that secure transmission of

audit data from TOE to an External IT Entity.

Component leveling:

FAU STG EXT.1 Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted
channel implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:
e The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FAU_STG_EXT.1 Protected Audit Trail Storage
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to
an External IT Entity using a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT
Entity which relies on a non-TOE audit server for storage and review of audit
records. The storage of these audit records and the ability to allow the
administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR
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for the transmission of audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in
the FAU class with a single component.

5.1.2. Class FCS: Cryptographic Support
FCS_CKM_EXT Extended: Cryptographic Key Management
Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially,

this extended component is intended for cryptographic key destruction.

Component leveling:

FCS_CKM_EXT.4 Extended: Cryptographic Key Material 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys
but also key materials that are no longer needed are destroyed by using an
approved method.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_CKM_EXT.4 Cryptographic Key Material Destruction
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security parameters when no longer
needed.

Rationale:
- 20 -
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Cryptographic Key Material Destruction is to ensure the keys and key materials
that are no longer needed are destroyed by using an approved method, and the
Common Criteria does not provide a suitable SFR for the Cryptographic Key
Material Destruction.

This extended component protects the cryptographic key and key materials
against exposure, and it is therefore placed in the FCS class with a single
component.

FCS_HTTPS_EXT Extended: HTTPS selected

Family Behavior:

Components in this family define requirements for protecting remote management
sessions between the TOE and a Security Administrator. This family describes

how HTTPS will be implemented. This is a new family defined for the FCS Class.

Component leveling:

FCS_HTTPS_EXT.1 Extended: HTTPS selected 1

FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented
according to RFC 2818 and supports TLS.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of HTTPS session establishment

FCS_HTTPS_EXT.1 HTTPS selected
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies
with RFC 2818.

FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in
FCS_HTTPS_EXT.1.

Rationale:
- 21 -
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HTTPS is one of the secure communication protocols, and the Common Criteria
does not provide a suitable SFR for the communication protocols using
cryptographic algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.
FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)
Family Behavior:

This family provides the specification to be used for using multiple layers of

encryption keys to ultimately secure the protected data encrypted on the storage.

Component leveling:

FCS_KYC_EXT.1 Extended: Key Chaining 1

FCS_KYC_EXT.1 Key Chaining, requires the TSF to maintain a key chain and
specifies the characteristics of that chain.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_KYC_EXT.1 Key Chaining
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key
Wrapping),

FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(f) Cryptographic operation (Key
Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using
a submask as the BEVor DEK; intermediate keys originating from one or more
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submask(s) to the BEV or DEK using the following method(s): [selection: key
wrapping as specified in FCS_COP.1(e), key combining as specified in
FCS_SMC_EXT.1, key encryption as specified in FCS_COP.1(f), key derivation as
specified in FCS_KDF_EXT.1, key transport as specified in FCS_COP.1(i)]] while
maintaining an effective strength of [selection: 128 bits, 256 bits].

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the
characteristics of that chain. However, the Common Criteria does not provide a
suitable SFR for the management of multiple layers of encryption key to protect
encrypted data.

This extended component protects the TSF data using cryptographic algorithms,
and it is therefore placed in the FCS class with a single component.

FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit
Generation)

Family Behavior:

This family defines requirements for random bit generation to ensure that it is
performed in accordance with selected standards and seeded by an entropy
source.

Component leveling:

FCS RBG_EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be
performed in accordance with selected standards and seeded by an entropy
source.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_RBG_EXT.1 Random Bit Generation
Hierarchical to: No other components.
Dependencies: No dependencies.
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FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation
services in accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A]
using [selection: Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source
that accumulates entropy from [selection: [assignment: number of software-
based sources] software-based noise source(s), [assignment: humber of
hardware-based sources] hardware-based noise source(s)] with a minimum of
[selection: 128 bits, 256 bits] of entropy at least equal to the greatest security
strength, according to ISO/IEC 18031:2011 Table C.1 “Security strength table for
hash functions”, of the keys and hashes that it will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction,
and the Common Criteria does not provide a suitable SFR for the random bit
generation.

This extended component ensures the strength of encryption keys, and it is
therefore placed in the FCS class with a single component.

FCS_TLS_EXT Extended: TLS selected
Family Behavior:
This family addresses the ability for a server and/or a client to use TLS to protect

data between a client and the server using the TLS protocol.

Component leveling:

FCS_TLS_ EXT.1 Extended: TLS selected 1

FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as
specified.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of TLS session establishment

FCS_TLS_EXT.1 Extended: TLS selected
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Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following
protocols [selection: TLS 1.0 (RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC
5246)] supporting the following ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:

[selection:

None

TLS _RSA_WITH_AES_256_CBC_SHA

TLS DHE RSA WITH_AES 128 CBC_SHA

TLS DHE RSA WITH_AES 256_CBC_SHA

TLS _RSA_WITH_AES_128 CBC_SHA256

TLS RSA WITH_AES 256 _CBC_SHA256

TLS DHE RSA WITH_AES 128 CBC_ SHA256
TLS _DHE RSA WITH_AES 256_CBC_ SHA256
TLS _ECDHE RSA WITH_AES 128 CBC _SHA
TLS_ECDHE RSA _WITH_AES 256 _CBC _SHA

TLS _ECDHE ECDSA WITH_AES_128 CBC_SHA
TLS _ECDHE ECDSA WITH_AES _256_CBC_SHA
TLS _ECDHE RSA_WITH_AES 128 CBC _SHA256
TLS _ECDHE RSA _WITH_AES 256 CBC _SHA384
TLS _ECDHE RSA WITH_AES 128 GCM_SHA256
TLS _ECDHE RSA WITH_AES 256 GCM_SHA384
TLS ECDHE ECDSA WITH_AES 128 GCM_SHA256
TLS _ECDHE ECDSA WITH_AES_256_GCM_SHA384
TLS _ECDHE ECDSA WITH_AES_128 CBC_SHA256
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TLS _ECDHE_ECDSA WITH_AES_256_CBC_SHA384
1.

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does
not provide a suitable SFR for the communication protocols using cryptographic
algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.

5.1.3. Class FDP: User Data Protection
FDP_DSK_EXT Extended: Protection of Data on Disk
Family Behavior:
This family is to mandate the encryption of all protected data written to the

storage.

Component leveling:

FDP_DSK_EXT.1 Extended: Protection of Data on Disk 1

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to
encrypt all the Confidential TSF and User Data stored on the Field-Replaceable
Nonvolatile Storage Devices in order to avoid storing these data in plaintext on the
devices.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FDP_DSK_EXT.1 Protection of Data on Disk
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption)

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance
with FCS_COP.1(d), use a self-encrypting Field-Replaceable Nonvolatile Storage
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Device that is separately CC certified to conform to the FDE EE cPP] such that any
Field- Replaceable Nonvolatile Storage Device contains no plaintext User
Document Data and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user
intervention.

Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any
confidential data without user intervention, and the Common Criteria does not
provide a suitable SFR for the Protection of Data on Disk.

This extended component protects the Data on Disk, and it is therefore placed in
the FDP class with a single component.

FDP_FXS_EXT Extended: Fax Separation
Family Behavior:
This family addresses the requirements for separation between Fax PSTN line and

the LAN to which TOE is connected.

Component leveling:

FDP_FXS_EXT.1 Extended: Fax Separation 1

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to
create a network bridge between a PSTN and a LAN to which TOE is connected.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FDP_FXS_EXT.1 Fax separation
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface,
except transmitting or receiving User Data using fax protocols.
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Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the
Common Criteria does not provide a suitable SFR for the Protection of TSF or User
Data.

This extended component protects the TSF Data or User Data, and it is therefore
placed in the FDP class with a single component.

5.1.4. Class FIA: Identification and Authentication
FIA_PMG_EXT Extended: Password Management
Family Behavior:
This family defines requirements for the attributes of passwords used by

administrative users to ensure that strong passwords and passphrases can be
chosen and maintained.

Component leveling:

FIA PMG EXT.1 Extended: Password Management 1

FIA_PMG _EXT.1 Password management requires the TSF to support passwords
with varying composition requirements, minimum lengths, maximum lifetime, and
similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FIA_PMG _EXT.1 Password management
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_PMG _EXT.1.1 The TSF shall provide the following password management
capabilities for User passwords:
Passwords shall be able to be composed of any combination of upper and lower

case letters, numbers, and the following special characters: [selection: "!”, "@”,
“# g ", AT N&” X NN M) [assignment: other characters]];
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Minimum password length shall be settable by an Administrator, and have the
capability to require passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the
endpoints of communication, and the Common Criteria does not provide a suitable
SFR for the Password Management.

This extended component protects the TOE by means of password management,
and it is therefore placed in the FIA class with a single component.

5.1.5. Class FPT: Protection of the TSF

FPT_KYP_EXT Extended: Protection of Key and Key Material
Family Behavior:
This family addresses the requirements for keys and key materials to be protected

if and when written to nonvolatile storage.

Component leveling:

FPT_KYP_EXT.1 Extended: Protection of key and key material 1

FPT_KYP_EXT.1 Extended: Protection of key and key material, requires the TSF to
ensure that no plaintext key or key materials are written to nonvolatile storage.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_KYP_EXT.1 Protection of Key and Key Material
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP_EXT.1.1 The TSF shall not store plaintext keys that are part of the
keychain specified by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage
Device, and not store any such plaintext key on a device that uses the key for its
encryption.
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Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key
material are written to nonvolatile storage, and the Common Criteria does not
provide a suitable SFR for the protection of key and key material.

This extended component protects the TSF data, and it is therefore placed in the
FPT class with a single component.

FPT_SKP_EXT Extended: Protection of TSF Data
Family Behavior:
This family addresses the requirements for managing and protecting the TSF data,

such as cryptographic keys. This is a new family modelled as the FPT Class.

Component leveling:

FPT_SKP_EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys),
requires preventing symmetric keys from being read by any user or subject. It is
the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_SKP_EXT.1 Protection of TSF Data
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys,
symmetric keys, and private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and
private keys are protected securely, and the Common Criteria does not provide a
suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication
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using Pre- shared Key, and it is therefore placed in the FPT class with a single
component.

FPT_TST_EXT Extended: TSF testing
Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct

operation.

Component leveling:

FPT TST EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial
start-up in order to demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TST_EXT.1 TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up
(and power on) to demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common
Criteria does not provide a suitable SFR for the TSF testing. In particular, there is
no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.

FPT_TUD_EXT Extended: Trusted Update

Family Behavior:
This family defines requirements for the TSF to ensure that only administrators
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can update the TOE firmware/software, and that such firmware/software is
authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1
FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for
updates.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TUD_EXT.1 Trusted Update
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(b) Cryptographic Operation (for signature

generation/verification), or
FCS_COP.1(c) Cryptographic operation (Hash
Algorithm)].

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to
query the current version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to
initiate updates to TOE firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software
updates to the TOE using a digital signature mechanism and [selection: published
hash, no other functions] prior to installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not
provide a suitable SFR for the management of firmware/software. In particular,
there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.
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i) T HEEEH (Security Functional Requirements)
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6.2.1. Class FAU: Security Audit

FAU_GEN.1 Audit data generation
(for O.AUDIT)

Hierarchical to: No other components.
Dependencies: FPT_STM.1 Reliable time stamps
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the

following auditable events:

a) Start-up and shutdown of the audit functions;

b) All auditable events for the not specified level of
audit; and

c) All auditable events specified in Table 11,
[assignment: no other auditable events].

FAU_GEN.1.2 The TSF shall record within each audit record at least
the following information:
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a) Date and time of the event, type of event, subject
identity (if applicable), and the outcome (success or
failure) of the event; and
b) For each audit event type, based on the auditable
event definitions of the functional components included
in the PP/ST, additional information specified in
Table 11, [assignment: no other relevant information].

Table 11 Auditable Events

Auditable Events Relevant SFR Additional
Information

Job completion FDP_ACF.1 Type of job

Unsuccessful User authentication | FIA_UAU.1 None

Unsuccessful User identification FIA_UID.1 None

Use of management functions FMT_SMF.1 None

Modification to the group of Users | FMT_SMR.1 None

that are part of a role

Changes to the time FPT_STM.1 None

Failure to establish session FTP_ITC.1, Reason for
FTP_TRP.1(a), failure
FTP_TRP.1(b)

FAU_GEN.2

Hierarchical to:
Dependencies:

FAU_GEN.2.1

FAU_SAR.1

Hierarchical to:
Dependencies:

FAU_SAR.1.1

User identity association
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

For audit events resulting from actions of identified
users, the TSF shall be able to associate each auditable
event with the identity of the user that caused the
event.

Audit review
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: U.ADMIN] with the
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FAU_SAR.1.2

FAU_SAR.2

Hierarchical to:

Dependencies:

FAU_SAR.2.1

FAU_STG.1

Hierarchical to:

Dependencies:

FAU_STG.1.1

FAU_STG.1.2

FAU_STG.4

Hierarchical to:

Dependencies:

FAU_STG.4.1

FAU_STG_EXT.1

capability to read all records from the audit records.

The TSF shall provide the audit records in a manner
suitable for the user to interpret the information.

Restricted audit review
(for O.AUDIT)

No other components.
FAU_ SAR.1 Audit review

The TSF shall prohibit all users read access to the audit
records, except those users that have been granted
explicit read-access.

Protected audit trail storage
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall protect the stored audit records in the
audit trail from unauthorised deletion.

The TSF shall be able to prevent unauthorised
modifications to the stored audit records in the audit
trail.

Prevention of audit data loss
(for O.AUDIT)

FAU_STG.3 Action in case of possible audit data loss
FAU_STG.1 Protected audit trail storage

Refinement: The TSF shall [selection, choose one of:

“overwrite the oldest stored audit

records"”] and [assignment: no other actions to be
taken] if the audit trail is full.

Extended: External Audit Trail Storage
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Hierarchical to:
Dependencies:

FAU_STG_EXT.1.1

(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel.

The TSF shall be able to transmit the generated audit
data to an External IT Entity using a trusted channel
according to FTP_ITC.1.

6.2.2. Class FCS: Cryptographic Support

FCS_CKM.1(a)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(a)

Cryptographic Key Generation (for asymmetric
keys)
(for 0.COMMS_PROTECTION)

No other components.

[FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification), or

FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall generate asymmetric
cryptographic keys used for key establishment in
accordance with [selection:

- NIST Special Publication 800-56A,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm
Cryptography” for elliptic curve-based key
establishment schemes and implementing "NIST
curves” P-256, P-384 and [selection: P-521

] (as defined in FIPS PUB 186-4,
"Digital Signature Standard”)
- NIST Special Publication 800-568B,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Integer
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FCS_CKM.1(b)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(b)

FCS_CKM.4

Hierarchical to:
Dependencies:

Factorization Cryptography” for RSA-based key
establishment schemes

] and specified cryptographic key sizes equivalent
to, or greater than, a symmetric key strength of
112 bits.

Cryptographic key generation (Symmetric Keys)
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption), or

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption), or

FCS_COP.1(e) Cryptographic Operation (Key Wrapping),
or

FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication), or

FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

Refinement: The TSF shall generate symmetric
cryptographic keys using a Random Bit Generator
as specified in FCS_RBG_EXT.1 and specified
cryptographic key sizes [selection: 128 bit, 256
bit] that meet the following: No Standard.

Cryptographic key destruction
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.
[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
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FCS_CKM.4.1

FCS_CKM_EXT.4

Hierarchical to:
Dependencies:

FCS_CKM_EXT.4.1

FCS_COP.1(a)

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

Refinement: The TSF shall destroy cryptographic keys
in accordance with a specified cryptographic key
destruction method [selection:

For volatile memory, the destruction shall be
executed by [selection: powering off a device

11

For nonvolatile storage, the destruction shall be
executed by a [selection: single

] overwrite of key data storage location
consisting of [selection: a pseudo random pattern
using the TSF’s RBG (as specified in
FCS_RBG_EXT.1) ], followed by a
[selection: none]. If read-
verification of the overwritten data fails, the
process shall be repeated again;

] that meets the following: [selection:
no standard].

Cryptographic Key Material Destruction
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.

[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],

FCS_CKM.4 Cryptographic key destruction

The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security
parameters when no longer needed.

Cryptographic Operation (Symmetric
encryption/decryption)
(for O.COMMS_PROTECTION)
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Hierarchical to:
Dependencies:

FCS_COP.1.1(a)

FCS_COP.1(b1)

Hierarchical to:
Dependencies:

FCS_COP.1.1(b1)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform encryption and
decryption in accordance with a specified
cryptographic algorithm AES operating in
[assignment: CBC, GCM] and cryptographic key sizes
128-bits and 256-bits that meets the following:
FIPS PUB 197, “"Advanced Encryption Standard
(AES)”
[Selection: NIST SP 800-38A,

NIST SP 800-38D]

Cryptographic Operation (for signature
generation/verification)
(for O.UPDATE VERIFICATION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic
signature services in accordance with a [selection:

RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits

1

]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”
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FCS_COP.1(b2)

Hierarchical to:

Dependencies:

FCS_COP.1.1(b2)

FCS_COP.1(c1)

Cryptographic Operation (for signature
generation/verification)
(for 0.COMMS_PROTECTION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic
signature services in accordance with a [selection:

7

RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits, 3072
bits], or

-Elliptic Curve Digital Signature Algorithm
(ECDSA) with key sizes of [assignment: 256 bits,
384bits, 521bits]]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”

Case: Elliptic Curve Digital Signature Algorithm
FIPS PUB 186-4, "Digital Signature Standard”
The TSF shall implement "NIST curves” P-256,

P384 and [selection: P521 ] (as
defined in FIPS PUB 186-4, "Digital Signature
Standard”).

1-

Cryptographic operation (Hash Algorithm)
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Hierarchical to:
Dependencies:

FCS_COP.1.1(cl)

FCS_COP.1(c2)

Hierarchical to:
Dependencies:

FCS_COP.1.1(c2)

FCS_COP.1(d)

Hierarchical to:

Dependencies:

FCS_COP.1.1(d)

(selected in FPT_TUD_EXT.1.3, or with
FCS_SNI_EXT.1.1)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:

SHA-256 ] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (Hash Algorithm)
(for O.COMMS_PROTECTION)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:
SHA-1, SHA-256, SHA-384, SHA-512] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (AES Data
Encryption/Decryption)
(for O. STORAGE_ENCRYPTION)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

The TSF shall perform data encryption and
decryption in accordance with a specified
cryptographic algorithm AES used in [selection: CBC
] mode and cryptographic key sizes
[selection: 256 bits] that meet the
following: AES as specified in ISO/IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116,
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FCS_COP.1(f)

Hierarchical to:
Dependencies:

FCS_COP.1.1(f)

FCS_COP.1(g)

Hierarchical to:

Dependencies:

FCS_COP.1.1(g)

FCS_HTTPS_EXT.1

Cryptographic operation (Key Encryption)
(selected from FCS_KYC_EXT.1.1)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform key encryption
and decryption in accordance with a specified
cryptographic algorithm AES used in [[selection:
CBC ] mode] and cryptographic key sizes
[selection: 256 bits] that meet the
following: [AES as specified in ISO /IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116

1.

Cryptographic Operation (for keyed-hash
message authentication)
(selected with FCS_IPSEC_EXT.1.4)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform keyed-hash
message authentication in accordance with a
specified cryptographic algorithm HMAC-[selection:

SHA-1, SHA-256, SHA-384 1,
key size [assignment: 160, 256, 384], and message
digest sizes [selection: 160, 256, 384 ]

bits that meet the following: FIPS PUB 198-1, "The
Keyed-Hash Message Authentication Code, and
FIPS PUB 180-3, “"Secure Hash Standard.”

HTTPS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)
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Hierarchical to:

Dependencies:

FCS_HTTPS_EXT.1.1

FCS_HTTPS_EXT.1.2

FCS_KYC_EXT.1

Hierarchical to:
Dependencies:

FCS_KYC_EXT.1.1

FCS_RBG_EXT.1

Hierarchical to:
Dependencies:

FCS_RBG_EXT.1.1

No other components.
FCS_TLS_EXT.1 Extended: TLS selected

The TSF shall implement the HTTPS protocol that
complies with RFC 2818.

The TSF shall implement HTTPS using TLS as specified
in FCS_TLS_EXT.1.

Key Chaining
(for O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(e) Cryptographic operation (Key
Wrapping), or

FCS_SMC_EXT.1 Extended: Submask Combining, or
FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(i) Cryptographic operation (Key Transport)]

The TSF shall maintain a key chain of: [selection:

intermediate keys
originating from one or more submask(s) to the BEV or
DEK using the following method(s): [selection:

key encryption as
specified in FCS_COP. 1(f),

1] while maintaining an effective strength
of [selection: 256 bits].

Cryptographic Operation (Random Bit Generation)
(for O.STORAGE_ENCRYPTION and
O.COMMS_PROTECTION)

No other components.
No dependencies.

The TSF shall perform all deterministic random bit
generation services in accordance with [selection:
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FCS_RBG_EXT.1.2

FCS_TLS_EXT.1

Hierarchical to:
Dependencies:

FCS_TLS_EXT.1.1

NIST SP 800-90A] using
[selection:
CTR_DRBG (AES)].

The deterministic RBG shall be seeded by at least one
entropy source that accumulates entropy from
[selection: [assignment:1] software-based noise
source(s)

1 with a
minimum of [selection: 256 bits] of entropy at
least equal to the greatest security strength, according
to ISO/IEC18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that
it will generate.

TLS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)

FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall implement one or more of the following
protocols [selection:

TLS 1.2 (RFC 5246)] supporting the following
ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:
[selection:

- 44 -

Copyright 2025 by FUJIFILM Business Innovation Corp.



TLS_RSA_WITH_AES_256_CBC_SHA

TLS _RSA_WITH_AES_128 CBC_SHA256
TLS _RSA_WITH_AES_256_CBC_ SHA256

TLS_ECDHE_RSA WITH_AES_128 CBC_SHA
TLS_ECDHE_RSA WITH_AES_256_CBC_SHA

TLS _ECDHE _ECDSA WITH_AES_128 CBC_SHA
TLS _ECDHE_ECDSA WITH_AES_256_CBC_SHA

TLS _ECDHE _RSA_WITH_AES 128 CBC_SHAZ256
TLS _ECDHE _RSA WITH_AES 256_CBC_SHA384
TLS_ECDHE_RSA WITH_AES_128 GCM_SHAZ256
TLS_ECDHE_RSA_WITH_AES 256_GCM_SHA384
TLS_ECDHE_ECDSA _WITH_AES_128 GCM_SHA256
TLS_ECDHE_ECDSA WITH_AES_256_GCM_SHA384
TLS _ECDHE _ECDSA WITH_AES 128 CBC_SHAZ256
TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA384

1.

6.2.3. Class FDP: User Data Protection

FDP_ACC.1

Hierarchical to:
Dependencies:

FDP_ACC.1.1

FDP_ACF.1

Hierarchical to:
Dependencies:

Subset access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACF.1 Security attribute based access control

Refinement: The TSF shall enforce the User Data
Access Control SFP on subjects, objects, and
operations among subjects and objects specified in
Table 12 and Table 13.

Security attribute based access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACC.1 Subset access control
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FDP_ACF.1.1

FDP_ACF.1.2

FDP_ACF.1.3

FDP_ACF.1.4

FMT_MSA.3 Static attribute initialization

Refinement: The TSF shall enforce the User Data
Access Control SFP to objects based on the following:
subjects, objects, and attributes specified in Table 12
and Table 13.

Refinement: The TSF shall enforce the following rules to

determine if an operation among controlled subjects

and controlled objects is allowed: rules governing
access among controlled subjects and controlled
objects using controlled operations on controlled
objects specified in Table 12 and Table 13.

Refinement: The TSF shall explicitly authorise access of
subjects to objects based on the following additional
rules: [assignment: none].

Refinement: The TSF shall explicitly deny access of
subjects to objects based on the following additional

rules: [assignment:_none].

Table 12 D.USER.DOC Access Control SFP

"Create" "Read" "Modify" "Delete"
Print . View image . Delete
Submit a Modify
. or Release stored
Operation: document to . stored
. printed documen
be printed document
output t
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Scan Submit a View Modify Delete
Operation: document for | scanned stored stored
scanning image image image
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
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Copy View
i scanned i
Submit a . Modify Delete
. image or
Operation: document for stored stored
. Release . .
copying . image image
printed copy
output
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax send Submit a View Modify Delete
Operation: document to | scanned stored stored
send as a fax | image image image
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax View fax i
: . Modify Delete
receive . image or . .
. Receive a fax image of | image of
Operation: ) Release . .
and store it . received received
printed fax
fax fax
output
Fax owner (note 3) denied
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied denied
Unauthenticat | (note 4) denied denied denied
ed
Storage/ . . Delete
. Retrieve Modify
Retrieval . Store stored
Operation: stored stored
document documen
document document ¢
Job owner (note 1) denied
U.ADMIN (note 5) denied (note 5)
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied

ed
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Table 13 D.USER.JOB Access Control SFP

"Create" "Read" "Modify" "Delete"
Print . Create print View print | Modify Cancel
Operation: . .. ..
job queue/log | print job print job
Job owner (note 1)
U.ADMIN
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Scan . Create scan View scan | Modify Cancel
Operation: . . .
job status/log | scan job scan job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Copy . Create copy View copy | Modify Cancel
Operation: . . .
job status/log | copy job copy job
Job owner (note 2)
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Fax send View fax . Cancel
. Create fax . Modify fax
Operation: . job i fax send
send job send job .
status/log job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Fax . . Cancel
. View fax Modify fax
receive . Create fax . . fax
Operation: L receive receive .
receive job . receive
status/log | job .
job
Fax owner (note 3) denied
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied
Unauthenticat | (note 4) denied denied denied
ed
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Storage/ View Modify Cancel
Retrieval . Create storage | storage / storage / | storage /
Operation: j . . . .
/ retrieval job | retrieval retrieval retrieval
log job job
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed

Note 1: Job Owner is identified by a credential or assigned to an authorized User
as part of the process of submitting a print or storage Job.

Note 2: Job Owner is assignhed to an authorized User as part of the process of
initiating a scan, copy, fax send, or retrieval Job.

Note 3: Job Owner of receiving faxes is assigned to KO by default. Ownership of
received faxes is assigned to SA.

Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by
Users of the TOE.

Note 5: Key Operator can operate the Document/Job of all users, while SA can
operate the Document/Job of his/her own only.

FDP_DSK_EXT.1

Hierarchical to:
Dependencies:

FDP_DSK_EXT.1.1

FDP_DSK_EXT.1.2

FDP_FXS_EXT.1

Protection of Data on Disk
(for O.STORAGE_ENCRYPTION)

No other components.
FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption).

The TSF shall [selection: perform encryption in
accordance with FCS_COP.1(d)

I

such that any Field- Replaceable Nonvolatile Storage
Device contains no plaintext User Document Data and
no plaintext Confidential TSF Data.

The TSF shall encrypt all protected data without user
intervention.

Fax separation
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Hierarchical to:
Dependencies:

FDP_FXS_EXT.1.1

FDP_RIP.1(a)

Hierarchical to:
Dependencies:

FDP_RIP.1.1(a)

(for O.FAX_NET_SEPARATION)

No other components.
No dependencies.

The TSF shall prohibit communication via the fax
interface, except transmitting or receiving User Data
using fax protocols.

Subset residual information protection
(for O.IMAGE_OVERWRITE)

No other components.
No dependencies.

Refinement: The TSF shall ensure that any previous
information content of a resource is made unavailable
by overwriting data upon the deallocation of the
resource from the following objects: D.USER.DOC.

6.2.4. Class FIA: Identification and Authentication

FIA_AFL.1

Hierarchical to:
Dependencies:

FIA_AFL.1.1

FIA_AFL.1.2

FIA_ATD.1

Authentication failure handling
(for O.USER_I&A)

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection:

an administrator configurable
positive integer within [assignment: 1 - 10]]
unsuccessful authentication attempts occur related to
[assignment: User authentication (with local
authentication)].

When the defined number of unsuccessful
authentication attempts has been [selection: met

1, the TSF shall [assignment: Identification
and authentication of relevant user is inhibited until
TOE is cycled.].

User attribute definition
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Hierarchical to:
Dependencies:

FIA_ATD.1.1

FIA_PMG_EXT.1

Hierarchical to:

Dependencies:

FIA_PMG_EXT.1.1

FIA_UAU.1

Hierarchical to:

Dependencies:

FIA_UAU.1.1

FIA_UAU.1.2

(for O.USER_AUTHORIZATION)

No other components.
No dependencies.

The TSF shall maintain the following list of security
attributes belonging to individual users: [assignment:
User Identifier, User Role].

Password Management
(for O.USER_I&A)

No other components.
No dependencies.

The TSF shall provide the following password

management capabilities for User passwords:
Passwords shall be able to be composed of any
combination of upper and lower case letters,
numbers, and the following special characters:
[selection: “!”, “@”, “#”, "$”, "%”, "N, "&”, "*”,

V/ AN \ D/ |
+ -

"(“/ n //, [assignment: ” (sDaCe)’ll "////, “/I/, n f 7

n w 7z “/// W, 7 W,z ||< ” ||=I/ |\> ” “?I/ “/‘“ ||¥// “7//
n //, “‘//, “{'", |\|//’ ||}//, “N//]];

Minimum password length shall be settable by an
Administrator, and have the capability to

require passwords of 15 characters or greater;

Timing of authentication
(for O.USER_I&A)

No other components.
FIA_UID.1 Timing of identification

Refinement: The TSF shall allow [assighment: storing
the fax data received from public telephone line] on
behalf of the user to be performed before the user is
authenticated.

The TSF shall require each user to be successfully
authenticated before allowing any other TSF-mediated
actions on behalf of that user.
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FIA_UAU.7

Hierarchical to:
Dependencies:

FIA_UAU.7.1

FIA_UID.1

Hierarchical to:
Dependencies:

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1

Hierarchical to:
Dependencies:

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

Protected authentication feedback
(for O.USER_I&A)

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: Web UI: @,
Local UI: asterisks] to the user while the authentication
is in progress.

Timing of identification
(for O.USER_I&A and O.ADMIN_ROLES)

No other components.
No dependencies.

Refinement: The TSF shall allow [assignment: storing
the fax data received from public telephone line] on
behalf of the user to be performed before the user is
identified.

The TSF shall require each user to be successfully
identified before allowing any other TSF-mediated
actions on behalf of that user.

User-subject binding

(for O.USER_I&A)

No other components.

FIA_ATD.1 User attribute definition

The TSF shall associate the following user security
attributes with subjects acting on the behalf of that
user: [assignment:

User Identifier, User Role].

The TSF shall enforce the following rules on the initial
association of user security attributes with subjects
acting on the behalf of users: [assignment:_none].

The TSF shall enforce the following rules governing
changes to the user security attributes associated with
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subjects acting on the behalf of users: [assignment:
none].

6.2.5. Class FMT: Security Management

FMT_MOF.1

Hierarchical to:
Dependencies:

Management of security functions behavior
(for O.ADMIN_ROLES)

No other components.
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MOF.1.1 Refinement: The TSF shall restrict the ability to
[selection: disable, enable,
modify the behaviour of] the functions [assignment:
List of security functions in Table 14 ] to U.ADMIN.

Table 14 List of Security Functions

Function Operation

User Authentication enable, disable

Auditing enable, disable,
modify the behavior

Trusted communications enable, disable,
modify the behavior

Storage Data Encryption enable, disable

Overwrite Hard Disk Enable, disable,
modify the behavior

Firmware update enable, disable

Self Test enable, disable

FMT_MSA.1 Management of security attributes

Hierarchical to:
Dependencies:

FMT_MSA.1.1

(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.

FDP_ACC.1 Subset access control

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

Refinement: The TSF shall enforce the User Data
Access Control SFP to restrict the ability to [selection:
guery, modify, delete, [assignment:
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creation]] the security attributes [assignment: the
security attributes listed in Table 15] to [assignment:
the roles listed in Table 15].

Table 15 Security Attributes and Authorized Roles

Security attributes Operation Role

User identifier (Key Operator modify Key Operator

case

User identifier (except Key modify, U.ADMIN

Operator case) delete, creation

User Role (except Key Operator modify U.ADMIN

case)

Folder Selector for Fax receive modify U.ADMIN
FMT_MSA.3 Static attribute initialization

Hierarchical to:
Dependencies:

FMT_MSA.3.1

FMT_MSA.3.2

FMT_MTD.1

Hierarchical to:
Dependencies:

FMT_MTD.1.1

(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

Refinement: The TSF shall enforce the User Data
Access Control SFP to provide [selection, choose one
of: restrictive ] default
values for security attributes that are used to enforce
the SFP.

Refinement: The TSF shall allow the [selection:

no role] to specify alternative initial values
to override the default values when an object or
information is created.

Management of TSF data
(for O.ACCESS CONTROL)

No other components.
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

Refinement: The TSF shall restrict the ability to
perform the specified operations on the specified
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TSF Data to the roles specified in Table 16.
Table 16 Management of TSF Data

Data Operation Authorised
Role(s)

TSF Data owned by U.NORMAL or associated with documents or
jobs owned by U.NORMAL.

U.NORMAL Password modify U.ADMIN, the
owning
U.NORMAL.

TSF Data not owned by a U.NORMAL

Key operator Password modify U.Admin (Key
Operator)

SA Password modify U.ADMIN

Data on use of password entered | query, modify U.ADMIN

from MFD control panel in user

authentication

Data on minimum user password | guery, modify U.ADMIN

length

Data on Private Charge Print qguery, modify U.ADMIN

Data on Access denial due to guery, modify U.ADMIN

authentication failure

Data on Customer Engineer guery, modify U.ADMIN

Operation Restriction

Data on date and time qguery, modify U.ADMIN

Data on Autoclear query, modify U.ADMIN

Data on Report Print qguery, modify U.ADMIN

Software, firmware, and related configuration data

Controller ROM, modify U.ADMIN

Fax ROM

FMT_SMF.1 Specification of Management Functions

(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL,
and O.ADMIN_ROLES)

Hierarchical to: No other components.
Dependencies: No dependencies.
FMT_SMF.1.1 The TSF shall be capable of performing the following

management functions: [assignment: Security
Management Functions listed in Table 17].
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Table 17 Security Management Functions

Management Functions Operation

Registration of U.NORMAL /SA guery, modify, delete
creation

Data on User Authentication guery, modify

Key operator identifier modify

Key operator Password modify

Data on use of password entered from | query, modify
MFD control panel in user
authentication

Data on Private Charge Print query, modify
Data on Trusted communications guery, modify
Data on date and time query, modify
Data on Auditing guery, modify
Data on Storage Data Encryption guery, modify
Data on Overwrite Hard Disk query, modify
Data on Customer Engineer Operation | query, modify
Restriction
Data on Self Test guery, modify
Data on Access denial due to query, modify
authentication failure
Data on minimum user password query, modify
length
Data on Autoclear guery, modify
Data on Firmware update qguery, modify
Data on Report Print guery, modify
Controller ROM, Fax ROM modify
Folder Selector for Fax receive guery, modify
FMT_SMR.1 Security roles

(for O.ACCESS_CONTROL, O.USER_AUTHORIZATION,
and O.ADMIN_ROLES)

Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification
FMT_SMR.1.1 Refinement: The TSF shall maintain the roles
U.ADMIN(U.ADMIN, SA, Key Operator),
U.NORMAL.
FMT_SMR.1.2 The TSF shall be able to associate users with roles.
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FPT_KYP_EXT.1

Hierarchical to:

Dependencies:

FPT_KYP_EXT.1.1

FPT_SKP_EXT.1

Hierarchical to:

Dependencies:

FPT_SKP_EXT.1.1

FPT_STM.1

Hierarchical to:
Dependencies:
FPT _STM.1.1
FPT_TST_EXT.1
Hierarchical to:

Dependencies:

FPT_TST_EXT.1.1

FPT_TUD_EXT.1

6.2.6. Class FPT: Protection of the TSF

Protection of Key and Key Material
(for O.KEY_MATERIAL)

No other components.
No dependencies.

Refinement: The TSF shall not store plaintext keys that
are part of the keychain specified by FCS_KYC_EXT.1 in
any Field-Replaceable Nonvolatile Storage Device.

Protection of TSF Data
(for 0.COMMS PROTECTION)

No other components.
No dependencies.

The TSF shall prevent reading of all pre-shared keys,
symmetric keys, and private keys.

Reliable time stamps
(for.0.AUDIT)

No other components.
No dependencies.

The TSF shall be able to provide reliable time stamps.

TSF testing
(for O.TSF_SELF_TEST)

No other components.
No dependencies.

The TSF shall run a suite of self-tests during initial
start-up (and power on) to demonstrate the correct
operation of the TSF.

Trusted Update
(for O.UPDATE_VERIFICATION)
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Hierarchical to:
Dependencies:

FPT_TUD_EXT.1.1

FPT_TUD_EXT.1.2

FPT_TUD_EXT.1.3

No other components.

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),

FCS_COP.1(c) Cryptographic operation (Hash
Algorithm).

The TSF shall provide authorized administrators the
ability to query the current version of the TOE
firmware/software.

The TSF shall provide authorized administrators the
ability to initiate updates to TOE firmware/software.

The TSF shall provide a means to verify
firmware/software updates to the TOE using a digital
signature mechanism and [selection:

no other functions] prior to installing those updates.

6.2.7. Class FTA: TOE Access

FTA_SSL.3

Hierarchical to:
Dependencies:

FTA_SSL.3.1

TSF-initiated termination
(for O.USER_I&A)

No other components.
No dependencies.

The TSF shall terminate an interactive session after a
[assignment:
Auto clear time for the control panel: 10 ~ 900

seconds
Login timeout for the Web UI. 1 ~ 240minutes
There is no inactive time with printer driver

1.

6.2.8. Class FTP: Trusted Paths/Channels

FTP_ITC.1

Hierarchical to:
Dependencies:

Inter-TSF trusted channel
(for O.COMMS_PROTECTION, O.AUDIT)

No other components.
[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
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FTP_ITC.1.1

FTP_ITC.1.2

FTP_ITC.1.3

FTP_TRP.1(a)

Hierarchical to:
Dependencies:

FTP_TRP.1.1(a)

FTP_TRP.1.2(a)

FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection:

TLS ] to provide a trusted
communication channel between itself and authorized
IT entities supporting the following capabilities:
[selection: [assignment:
Audit Log Server, Mail Server]] that is logically distinct
from other communication channels and provides
assured identification of its end points and protection of
the channel data from disclosure and detection of
modification of the channel data.

Refinement: The TSF shall permit the TSF, or the
authorized IT entities, to initiate communication via
the trusted channel

Refinement: The TSF shall initiate communication via
the trusted channel for [assignment:_mail service, and

audit transmission service].

Trusted path (for Administrators)
(for 0.COMMS_PROTECTION)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection, choose at
least one of: TLS/HTTPS] to
provide a trusted communication path between itself
and remote administrators that is logically distinct
from other communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

Refinement: The TSF shall permit remote
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FTP_TRP.1.3(a)

FTP_TRP.1(b)

Hierarchical to:
Dependencies:

FTP_TRP.1.1(b)

FTP_TRP.1.2(b)

FTP_TRP.1.3(b)

administrators to initiate communication via the
trusted path

Refinement: The TSF shall require the use of the
trusted path for initial administrator authentication
and all remote administration actions.

Trusted path (for Non-administrators)
(for 0.COMMS_PROTECTION)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement : The TSF shall use [selection, choose at
least one of: TLS, TLS/HTTPS] to
provide a trusted communication path between itself
and remote users that is logically distinct from other
communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

Refinement: The TSF shall permit [selection: the TSF,
remote users] to initiate communication via the
trusted path

Refinement: The TSF shall require the use of the
trusted path for initial user authentication and all
remote user actions.

6.3. tF1UT/RIIEH (Security Assurance Requirements)
Table 18 [CEF1)T1REIEHZRIRT S,

Table 18 tHaUT/{REIEH

Assurance Class Assurance Assurance Components
Components Description
Security Target ASE_CCL.1 Conformance claims
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assessment

Assurance Class Assurance Assurance Components
Components Description
Evaluation ASE_ECD.1 Extended components
definition
ASE_INT.1 ST introduction
ASE_OBJ.1 Security objectives for
the operational
environment
ASE_REQ.1 Stated security
requirements
ASE_SPD.1 Security Problem
Definition
ASE_TSS.1 TOE Summary
Specification
Development ADV_FSP.1 Basic functional
specification
Guidance Documents | AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures
Life-cycle support ALC_CMC.1 Labelling of the TOE
ALC_CMS.1 TOE CM coverage
Tests Independent testing -
ATE_IND.1
Conformance
Vulnerability AVA_VAN.1 Vulnerability survey

NoNEFIITARAIEGHERRT B, R/NROTLFLIFAR-AFA VB K BEORESNGE
BLAVCEINTNSIE, TOE (CHITERRENTF 1T EHSNTHD. HD TOE B & Offf
BICRE TLVBEEZRSNTSEETHS,

6. 4.
6.4.1.

TRIVTIHREGMEREFELTCVIHEEYR . SIMRFEFREB R LBV HRESG L. IRERBRNE
IESNBTHREN G VMR#LE, Table 19 (LR T B,

Table 19 tXaUT BBEEHIVR—2 bOIKRTEN

1T EHER (Security Requirement Rationale)
IRTFEEDIREE (Dependencies of Security Functional Requirements)

BEEEHIVR—2V EEEOREERHIVR—RVE
BElhIUEREH PP THRESN TS EH | K ST hiimic g &kt FEEME
FAU_GEN.1 FPT_STM.1 FPT_STM.1 OK
EET-S%ER
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BEEEHIVR—RV b

REEOMBERHIVR—2 b

EHBIUEHRET PP CHRESNTIVBEH | K ST iELTIKFHE TR
FAU_GEN.2 FAU_GEN.1 FAU_GEN.1 oK
FIFIEH A E4ROME S | FIA_UID.1 FIA_UID.1
FAU_STG_EXT.1 FAU_GEN.1 FAU_GEN.1 oK
YREE : SVERESEIEESSM | FTP_ITC.1 FTP_ITC.1
FAU_SAR.1 FAU_GEN.1 FAU_GEN.1 oK
BEELEL—

FAU_SAR.2 FAU_SAR.1 FAU_SAR.1 oK
BEEELE1—
FAU_STG.1 FAU_GEN.1 FAU_GEN.1 oK
REESNLEERILIHEM
FAU_STG.4 FAU_STG.1 FAU_STG.1 oK
BEET-HEROMFL
FCS_CKM.1(a) [FCS_COP.1(b) #kIF |[FCS_COP.1(b2) oK
EEER(GERFMEA) | FCS_COP.1(i)] FCS_CKM_EXT.4
FCS_CKM_EXT.4
FCS_CKM.1(b) [FCS_COP.1(a) #ii¢ |FCS_COP.1(a) oK
B4 R (R FRER ) FCS_COP.1(d) #%(@ |FCS_COP.1(d)
FCS_COP.1(e) #k(¥ | FCS_COP.1(f)
FCS_COP.1(f) #%l& |FCS_COP.1(g)
FCS_COP.1(g) #%(@ |FCS_CKM_EXT.4
FCS_COP.1(h)] FCS_RBG_EXT.1
FCS_CKM_EXT.4
FCS_RBG_EXT.1
FCS_CKM.4 [FCS_CKM.1(a) FCS_CKM.1(a) oK
EE R F723 FCS_CKM.1(b)] | FCS_CKM.1(b)
FCS_CKM_EXT.4 [FCS_CKM.1(a) (& | FCS_CKM.1(a) oK
YREE RS S MMEIOE | FCS_CKM.1(b)] FCS_CKM.1(b)
FCS_CKM.4 FCS_CKM.4
FCS_COP.1(a) FCS_CKM.1(b) FCS_CKM.1(b) oK
EEIR (RIS 2L | FCS_CKM_EXT.4 FCS_CKM_EXT.4
E%)
FCS_COP.1(b1) FCS_CKM.1(a) iU R L
EERE(BRERMH&REL) | FCS_CKM_EXT.4 IJ7—LII7NE
BIREETERASN
BABARATIE.
TOE 4+ TAYH—
HMERKL. TOE N
(CIRERRERLE
AY9N
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BEEEHIVR—RV b

REEOMBERHIVR—2 b

EUBLUEHAH

PP THESNTI\SEH

& ST Wl IREFHE

FERME

FCS_CKM.1(a)
FCS_CKM_EXT
A (TIRTFELIELY,

FCS_COP.1(b2)
BB RE(BR%ERHEAL)

FCS_CKM.1(a)
FCS_CKM_EXT.4

FCS_CKM.1(a)
FCS_CKM_EXT.4

OK

FCS_COP.1(c1)
S RE(\wYaTITUZ
L)

3L

FCS_COP.1(c2)
EERE(\YY2T7ITUX
L)

3L

FCS_COP.1(d) FCS_CKM.1(b) FCS_CKM.1(b) oK
EEIR1E(AES T—4B52 | FCS_CKM_EXT.4 FCS_CKM_EXT.4
it/ 1ES)
FCS_COP.1(f) FCS_CKM.1(b) FCS_CKM.1(b) oK
BBk (RIS L) FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_COP.1(g) FCS_CKM.1(b) FCS_CKM.1(b) oK
EEIRE(RA/\WY1AvE | FCS_CKM_EXT.4 FCS_CKM_EXT.4
—JRBEL)
FCS_HTTPS_EXT.1 FCS_TLS_EXT.1 FCS_TLS_EXT.1 oK
Viik BRSNS HTTPS
FCS_KYC_EXT.1 [FCS_COP.1(e) #fl¢ |FCS_COP.1(f) oK
YREE BRFIAY FCS_SMC_EXT.1 %k
(&
FCS_COP.1(i) Ffid
FCS_KDF_EXT.1
RU/FE
FCS_COP.1(f)]
FCS_RBG_EXT.1 KL -
Viok RS2 ELEEYNE
%)
FCS_TLS_EXT.1 FCS_CKM.1(a) FCS_CKM.1(a) oK
YREE BIRENE TLS FCS_COP.1(a) FCS_COP.1(a)
FCS_COP.1(b) FCS_COP.1(b2)
FCS_COP.1(c) FCS_COP.1(c2)
FCS_COP.1(g) FCS_COP.1(g)
FCS_RBG_EXT.1 FCS_RBG_EXT.1
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 oK
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BEEEHIVR—RV b

REEOMBERHIVR—2 b

BEHHIUVEHRHET PP THESNTL\SEH | K ST W@y ikESE FEEME

BTy 7o 2%

FDP_ACF.1 FDP_ACC.1 FDP_ACC.1 oK

t¥1UFBHEICLBT7OEA | FMT_MSA.3 FMT_MSA.3

kil

FDP_DSK_EXT.1 FCS_COP.1(d) FCS_COP.1(d) OK

Lk TAAD LOT—HRE

FDP_FXS_EXT.1 L -

L3R 7D AL Bl

FDP_RIP.1(a) L -

YIey N ERFIRRRE

FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 OK

FREE R BREF DERD R LN

FIA_ATD.1 L -

FIREBMHER

FIA_PMG_EXT.1 L -

PR3k )SAD— RER

FIA_UAU.1 FIA_UID.1 FIA_UID.1 oK

FREEDRAZY

FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 oK

RESNZI1—RINYD

FIA_UID.1 L -

AR

FIA_USB.1 FIA_ATD.1 FIA_ATD.1 oK

FMAE-HIIIOMES

FMT_MOF.1 FMT_SMF.1 FMT_SMF.1 oK

TXIUTHEEDSDFEVDE | FMT_SMR.1 FMT_SMR.1

i)

FMT_MSA.1 FDP_ACC.1 FDP_ACC.1 oK

t¥IIT EHOERE FMT_SMF.1 FMT_SMF.1

FMT_SMR.1 FMT_SMR.1

FMT_MSA.3 FMT_MSA.1 L XET-ADOFRHE

BRI FMT_SMR.1 EHRNFHRDOT
AIVMEEZEETD
CEFTEGLVE
. FMT_MSA.1
(TIRFFLEL F
. B EEAE
H|OT 74 MEE
EEATREREE
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WEEEHIVR—RVE EREHOBEEHIVR—RVF
EHBIUEHRET PP CHRESNTIVBEH | K ST iELTIKFHE TR
HEELELVED.
FMT_SMR.1 [Z
&REFLLILY,
FMT_MTD.1 FMT_SMF.1 FMT_SMF.1 oK
TSF F—AD & FMT_SMR.1 FMT_SMR.1
FMT_SMF.1 KL -
EIRBEEDEFE
FMT_SMR.1 FIA UID.1 FIA_UID.1 oK
tF1UT1&E
FPT_KYP_EXT.1 KL -
ViR R UBMHORE
FPT_SKP_EXT.1 KL -
VisR:TSF TR0 {RE
FPT_STM.1 {8 -
S1EBYM LAY
FPT_TST_EXT.1 KL -
Y53k TSF FAN
FPT_TUD_EXT.1 FCS_COP.1(b) FCS_COP.1(b1) oK
YhER S IEETYIT— b FCS_COP.1(c) FCS_COP.1(c1)
FTA_SSL.3 KL -
TSF &2EICLZKT
FTP_ITC.1 [FCS_IPSEC_EXT.1. |FCS_TLS_EXT.1 oK
TSF RIBE@EF vl Fr(d FCS_HTTPS_EXT.1
FCS_TLS_EXT.1.
Fr
FCS_SSH_EXT.1.
FrE
FCS_HTTPS_EXT.1]
FTP_TRP.1(a) [FCS_IPSEC_EXT.1. |FCS_TLS_EXT.1 oK
BIEE A (EEER) Fr(3 FCS_HTTPS_EXT.1
FCS_TLS_EXT.1.
FrE
FCS_SSH_EXT.1.
Fz(E
FCS_HTTPS_EXT.1]
FTP_TRP.1(b) [FCS_IPSEC_EXT.1. |FCS_TLS_EXT.1 oK
BEESAGFEBRER) | FCS_HTTPS_EXT.1
FCS_TLS_EXT.1.
F(&
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BEEEHIVR—RU b REEOMBERHIVR—2 b

BEHBIURHBH PP THRESNTVSEH | & ST il T Kk#EFE FERME

FCS_SSH_EXT.1.
Fld
FCS_HTTPS_EXT.1]

6.4.2. tF¥a)TIRIAEHIRM (Security Assurance Requirements Rationale)

NoNEFIITI R ZHERIRT B R/NROTLFIVTFAR-AFA VN K BEORESND B
BLAIVCEINTNSCE, TOE (CHIIERRENEF 1T EFHESNTHD, HD TOE B HOff
EICREITVREERSNTBETHSD, PP DHoPBECAICHIRIETITAET/ > EF21UT/REE
EHEERTIHDOAEGHFEICOVNVTOREEOH I 4V AERM T HMICHERASN TS,
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TOE E#y4t#% (TOE Summary Specification)
AT, TOE MEHRTB0F 1T (SO BRI OV TER TS,

1.1. tFa1Ur1#8E (Security Functions)
Table 20 [C TOE tHa)T/#eEE X 1T HBEEH DR S ETRT,
AECRBATS TOE tX1UT#4RE1F 6.1 HCEERENZ X 1) T HREERERF-TEDTHD,
Table 20 TOE t¥al)T1#aEs ¥ 1) T EE B DX S &R
tFaUT1H5E
i
S
N
| Ciin
D |
Y
¥ il ¥ le
it _ [l X |
~ § ~ HE = o | K
TN E TN B Iy ha NN
e = X ) -il;bl .EI:I. [’g, (Y ik
3 H N H R R = |>z
= + I + i | i =
SFRs # | v |~ | m ||| mE| & |z
FAU GEN.1 v
FAU_GEN.2 v
FAU _STG_EXT.1 v
FAU_SAR.1 v
FAU SAR.2 v
FAU_STG.1 v
FAU_STG.4 v
FCS_CKM.1(a) v
FCS_CKM.1(b) v
FCS_CKM.4 v
FCS_CKM_EXT.4 v
FCS_COP.1(a) v
FCS_COP.1(b1) v
FCS_COP.1(b2) v
FCS_COP.1(c1) v
FCS_COP.1(c2) v
FCS_COP.1(d) v
FCS_COP.1(f) v
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tF1UT #EE

SFRs

:3;] =
A

8 7l

t¥a1ly 74 BEE

=1

| Y
# | o
iy

FEEf

=]

f

=S8
PSTNZ 7 D ZA-%v b0 =D EO 75
N=FT4 2D D LEEEHEE

7Dt A
X1l 74 BE

7
=

FCS_COP.1(g)

FCS_HTTPS_EXT.1

FCS_KYC_EXT.1

FCS_RBG_EXT.1

FCS_TLS_EXT.1

FDP_ACC.1

FDP_ACF.1

FDP_DSK_EXT.1

FDP_FXS_EXT.1

FDP_RIP.1(a)

FIA_AFL.1

FIA_ATD.1

FIA_PMG_EXT.1

FIA_UAU.1

FIA_UAU.7

FIA_UID.1

FIA_USB.1

NIENENENENENEN

FMT_MOF.1

FMT_MSA.1

FMT_MSA.3

FMT_MTD.1

FMT_SMF.1

FMT_SMR.1

AN N N N N BN

FPT_KYP_EXT.1

FPT_SKP_EXT.1

AN

FPT_STM.1
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tF1UT #EE

B
&
S
o
!
RES
Y
£ mﬂm
> Y
fa il % |s
e _ fon X |[D
~ 3 ~ ii < o K
TN E TN L) Iy o N
g = ~< = .{;OI 'En ["E—! (Y (1
3 H N H R R = |>z
B +\— o A la | la 5ol
SFRs - NN | ME | k| ME | & |Z
FPT_TST_EXT.1 v
FPT_TUD_EXT.1 v
FTA_SSL.3 v
FTP_ITC.1
FTP_TRP.1(a) v
FTP_TRP.1(b) v

1.1.1. #AIEEE

LRI SREIMLEEIL . BFRI SN E ORI BT (FIC MFD ORRERE AT REREIF-EBLHIC, 121F
NIV FBAEDF17V D Web UL(*), F)0A— R34\ 1—H—ID £1—H—-NAD—- A HE
BCHAIEREE T 21 RETHD,

MFD [CZ SN TV FIABFERZERALT, #AIRZ1T.

(*): FIRAFEDS147V F PC D Web 7595 %4M Uiz MFD Y —)\#ge, 2 & L. TCentreWare
Internet ServicesELWEMTIRESNID . KECBWTIARIELIE., Web UI &S,

(1) FIA_AFL.1 Authentication failure handling (.:....:E%E&E-*WJHSIW&L\)
TOE (ZFAEN TOE APDLATBHEIIC. FIAEDFREEEITON. FRELER1THFDER AL 5 BURS I 1
BEEIRIELTLVS,
FABOARKZEIICH IR LB ERE L. POEAEBEHTHRESINTNSEE (1~10 [E])
DEMAISET DL, BERFAEOHAZRIICEALTIE., TOE OEFRUIE/BRAZTZHF R
133,

(R8:&9 % TSFI)

#® 1’E/W~)I/0).,‘é‘kﬂll;n il
Web UI Dz 5IE23
TUVR—=FIAN
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(2) FIA_ATD.1 User attribute definition FIREEMTEE
FIA_USB.1 User-subject binding FIA&-H7 YD MES
TOE FFIAFICKHLT. 1—H—ID & B ZEMHELTEZR L. TNoZHAFRRELEFIAE ISR L
TEfH13,

[FIA_ATD.1 [CE8:&Y % TSFI]
BRENRIIOEEERE

Web UI OEE##HE
[FIA_USB.1 [CE8:&E Y% TSFI)
L IAE I TOE: il

Web UI 051585

(3) FIA_PMG_EXT.1 Password Management /{27—RFEHE
TOE (CBV\T. W EEED)\AD— FEER ., FLEXRAKZEOF AEZ R -EERD/IIAD-F
. U TOXFOEHAEDETHERTHENTED,
NAD—RICHEE AT RER X!
PIWTPRYPDRXFENXF, HF ., RURDEFHRXF
17, @7, “#7, %7, %7, AT, U, KT N0, %), 7 (space)”, YT YT N+ Y

A\SERA\Y W /77 \\ /i \\, " \\.,n \\<II n__ 7 \\>II A\ S T/ZNR\Y BA\Y \\¥II A\ S IV /\ /20 \ NN/ AEA\\ A\ \\|II A\Y ” \\ II)
! oot T /4 o ’ ’ ro—

Fe. VATLEBERRDNNAT-FRE 0~63 XFNEHE TR ;"'E"?'é._th\?%éo
TOE [FCOERFEICLN 15 XFLLICRETH_ENTES,

[BH&9 3 TSFI]
BENRIIDOEIRHEEE
Web Ul OEEH#EE

(4) FIA_UAU.1 Timing of authentication ZBEEDHSIVY.
FIA_UID.1 Timing of identification ERINDIM1IVY
TOE BFIAEZEDHAMBIEAXELT, KERBIEAXEYR— T3,
BRI EERSIND M VAT — AL B ENRIL, FIAEDFA7V D Web T304, FUUa—F
11\0 3 &N BB,
BENRIL. FIREDFM47V MO Web F57H Tl MFD BEEDIRIEZEFRI T3 HIIC. ID &/TAD
—REAASEBT. AAENE ID ENAT—RH, TOE [CEFSN TV IR ABEFERE—HTI "
REET %,
Fe . DFATU L PCHoDT)Y MF—AICF 5ENS ID £/SAT— FIZENTFA K= )Y MDA
FRELNITHNS,
FREE(FIA_UAU. 1)1 (FIA_UID. 1) [ EBFICEITSN ., A - FREEDTE A D LIzEr D dr 1%

ENEFRISN S,
/A‘%@%ib\bo) FAX 0)11:(1—’)[,‘(‘1 TOE (1\ nﬁt}uJIJnu I:IE-t}‘g-‘Ls FAX T 9&11:?5

(R8:&¥ % TSFI)
BAENSRILOERERE
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Web UI @uﬁk?:lljnu A8
TIUBR—= RSN
AREBIEER

(5) FIA_UAU.7 Protected authentication feedback {RESNZFRIET1— /WD
TOE (21— —FREERFIC. NAT— RERTIHIC. NAT—FELTAASNEXFHERBDIELX
FOE)EBENRILD Web TI0HICRRTIHAERIRB T,
*F: #BE)ISRIVTIE 7 * (asterisk)”, Web 75945 T(d "@ (bullet)” #&RRT3,

(B8:&9 % TSFI)
**ﬂzlf;?‘)l/@uﬁkﬂunh A
Web UI @uﬁk?:lljnu A8

(6) FTA_SSL.3 TSF-initiated termination TSF #Z#(CL3T
TOE (& Web 75545 h b Web UI [C—ERE(1~240 9 CHRERHE) D7V AN E MG (A
D4V (FRitty ay) e )7 LBRAIZERT D,
FARENR I DD —ERFRE(10~900 FTHREARE) DR N E NG EE, BEIRILDEEHLD
V7 SNFEREEEARS.
TVIR=RIANED YAV ERFET . TV MOBERWLIBEZEBICEYYaVER T T,

(B8:E ¥ % TSFI]
**ﬂzlf;?‘)l/@uﬁkﬂunh A
Web UI O RIEES

1.1.2. 1748

tFXIUT EBEEHEER. VATLEBRBCLSEREICHRL. TATO TOE FIAFECHLTEX1)T4(CE
EISR3ER WAL, HAREOLK., BEREELPEEMEOEELGY) &, BRI ILHDREEE
?E{/\g-éo

(1) FAU_GEN.1 Audit data generation (B5s&T—44/K)
FAU_GEN.2 User identity association (¥ & #71EROBEERT)
TOE (. a7 0#& TR AEDHANRIEDKEK . A RSN AECLIEEMKEEOR AL
E.Table 21 [CRTEEMNROBRIOVNT, BEENJERHRTD, FLREETHICE. FTERHE
OB, BROER ., BRESIFECLEFIAE (AIEETHNE) . BLUBROFERNEHIN

%o

TOE BEBRSNCEENREREEENTELTREHERT ST, TDRELELIF AE OH A HHR
(CREE T (T TR LTS,

(&9 % TSFI)

**ﬂzlf;?‘)l/@uﬁkﬂunh A
Web UI a)ugk?:lljnu A8
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TIVR—RFAN

BRIENRIDEIBHERE

Web UI O EEHRE

BIRRAY

BENRRIIOIE-HEE. TV MERE. AT vUHEE AT vURYD ARFRERE. J7D AMEE. XER
N LigkaE

BENRRINDIITIRE - BEDR RHEEE

Web UI @ Y37 KEE - BEOR ~&HE

Web UI ORyDI AN ET—AENE UHEE

Web UI ®77—LI177v77— MEEE

ANREBEER
Table 21 EEEOT D
HNBEER RRINIEEERE EEEREFM
R MBEDIEENEIR T System Status/ Started
normally (cold boot),
System Status/ Started
normally (warm boot),
Shutdown requested
JaJORT Job Status/ Completed, Print
Job Status/ Canceled by Copy
User Scan
Fax
Mailbox [Storage and
Retrieval Job #%&7]
FIFABEREEREK Login/ Failed
I A& 38 I R B (Invalid UserID),
(BRI Login/ Failed
(Invalid Password)
FIFAE R LB Login/ Failed Web User
P& BRI KB Interface
(Web UInb)
I FAE BRI R R Job Status/ Print /Aborted
I A& 38 A R B
(COVELFEIAI)
EEEEDOR A Device Settings/ View
Security Setting
Device Settings/ Change
Security Setting
Device Settings/ Switch
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Authentication Mode
Device Settings/ Edit User

[ZEESNEEHELTID”,
“Password”, “Name"hi2Fxa
ns]

Device Settings/ Add User
Device Settings/ Delete
User

Device Config/ Software
Audit Policy/ Audit Log/

Enable,
Audit Policy/ Audit Log/
Disable
BEIO—ETHIFAEY | Device Settings/ Edit User
W—TOHRE
[ZEREasnZzEHELT Role”H
FLERSNB]
BZIOZER Device Settings/ Adjust
Time
toavHEIL DK Communication/ Trusted Failed
(TLS) Communication (ORI, BIES.. KD

HYR7F]

(2) FAU_SAR.1 Audit review (BE&LEa1-)
VAT LEBE(L, Web UL TOJM V&, Web Ul ihoDIEEICLD . TOE RERICRBFESNETAT
DEEOTEHHHTIENTES,
BEBEOJEATRUINOTFARI7MILELTADYO—-FENd, EEOJEAIYO-FT 356, TLS
BENMMICEEINTVSILELNDHD,

(RH:&9 % TSFI)
Web UI OEE#HE

(3) FAU_SAR.2 Restricted audit review (BBEEZELE1-)
TOE REBICRFSNEEETOTDFiH H UBEEL. RSN EIATLEEBEZEOHCBRESND,
F.BEEBEOIADOT7DEAR., Web UL O FEHAIRET., BIENRILDDTIEAT B LI HEL LY,

(B8i&EY % TSFI]
Web UI OEEHRE

(4) FAU_STG.1 Protected audit trail storage (fR#ESN=E & EIHEHA)
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TOE RERICREFSNLEEEOTANDTPIL AR, Hed Hi LIEREDH THY. HIRRS LB IEHRESEFE
LB TNICED EEOT DR ELGHIBRERENRESN TS,

(B9 % TSFI)
Web UI OEEHRE

(5) FAU_STG.4 Prevention of audit data loss (BEZ&ET—4i8KNDRHIL)
TOE NEBICREFSNEZEEENT (. &K 15,000 H&RETIENE XD, BEEOTNEFICE-
i5E . RVECGRERINLEER T ACEEELT HLLWEEDTNMEL TILLGLEREND,

(R8:&¥ % TSFI)

BRIV ORI FRE

Web UI 051525

TIB—FFAN

BRI EE AR

Web UI OEEHEE

BIRNIY

BBV OTIE—HERE. TV MERE. AFvUMRE. AX v URVDARTFILEE. J7DAMEE. XER
D LiRE
BAENRINOYITIRE - BEDR THEAE

Web UI 0 Y374K 58 - BEDR THAE

Web UI DiNyDANb6DXET—HENH LikEE
Web UI OT77—LOI77v7T— MiRE

NREBIEER

(6) FAU_STG_EXT.1 Extended: External Audit Trail Storage #8852 SEBHE i
E&ENJIE. Syslog 7O VERAWTEEY—)INEESND, ZEDOEENTDREG. 7.1.7
(3) FTP_ITC.1 (CEEikENn 3, EESNDEEDY L. TOE NEBICRFESNIEEOI THBH.
EENJOHHHULOBER(3) FAU_SAR.2. EENJ O ELHIBRERENDOREDENEIE
(4) FAU_STG.1. BEEOU W @FICH-I5E 0BEL(5) FAU_STG.4 ([Citikand, BE&ENY
[F. BEEY—/INEESNz#Et . TOE WERICIED,

EENRBUZEE . T3 TEENBRITING 2ENKBULREEDEEDIN
13,500 #ISETBE. B IRIVCIF—%FRRL, MFD (3fFL1L T3, CDHE. MFD & Syslog
Y—NHEEEE[CEHETEZRECL. MFD *BEEETIETIS—(3MEET S,

(B9 % TSFI)
FAU_GEN.1, FAU_GEN.2 OFS:&E TSFI [C#3'3

(7) FPT_STM.1 Reliable time stamps S{E#EAM1 LAY T
EEMNCEERNRBREEEOTEL TR T S8F(C. TOE M2 TLVSIOVIMEEIC LD A1 LA
RUTERITTHREZIRIET S,

BETORELEEL FMT_MTD. 1 [CENVATLEBEDH N AIRETHD .
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(B8i&EY % TSFI]
FAU_GEN.1, FAU_GEN.2 OF8:& TSFI [C#7'%

1.1.3. FPOrAHIE

BRI R LRI AE OH N T e D RE = AR AEE3 %, TSF ICPDEATHM VRTI—ACZE(C,

FIATTREICIBHREN R D,

a) AKEBEENRILTHIEISN D HERE
JE—-HERE. JPDABEE(EIR) . AT vUMEE. XEORAFEIMDE LHEE. TV MERE(TUVA
— FSANTOREEE DR E N F M THOENRIFHIRIE) IRV TERELT %, FRELBLMG S
RSN, ). JaFIREE - BEDR RHkAE

b) Web UI THI{EHISNSHERE
JaIRE - BEDRTHEE. NN LD ET —FEUH Ui e

c) —MRIAABEIFAPUIDTIVA-RANEFERTHHEAEE
—RFAENFAEDSATU DTV FIANTRAEE B ERELKETTIY METRET
B&. MFD (33 FREEN M LIS & ICOH ZET LY by T T —RCE#(TIVR—-X)L
T1—%—ID CEORERIRY MIICETET B,

(1) FDP_ACC.1 Subset access control H7ty7Ht Al

FDP_ACF.1 Security attribute based access control tFalUr4EMHICLD 70T A%
TOE (%, Table 12, Table 13 [CfL), BFEEARKEED VITEXET IOV AR ES L
I, LT . XERN()AD note MiEik(E Table 12, Table 13 @ note #88EL T3,
ERRERBEETIRONDG JaJEXET A3, EHEETEES LRI ABEES—F—ELTEF T 7
—F—FER VAT LEBBLZINTOEAA RS, LZL. EfTh IadE. — A AENEETS
CENTED, e, J7VAREDROT ARG, VATLEBELIN7DE AR REEL D,
TV MEBEICBWTIE . D247V F PCHDEEASNBZ TV MTF—ARICRIREEHETIEHD1—
H—ID &FENS, T)V MEREICHITR VaTmBEER., T)V MF-RICE&FENE1—F—ID LT
BFESINS, (note 1)
AFrUHEEE, JE—#EE. J7D AREHEEICHTB YT E, BAENRIUIOT M LIz 12— —1D #¥,
FDA—+—ELTEINDIIHNS, (note 2)
IPOAREFNIITE. TPV AR EEES VLM ABEIMFETERVYH. ERERENS—F—&
LTEINDFHN S, (note 3)
TPIAZEVTREINS I7IAZET AR RETIRYDAICEMN A TON TSI —ID H'7
—+—&ULTEMFIoNS, (note 3)
TPHAZETHEERETIRVIAR., SA BMERK T2 ENHS. (note 3)
TPHAZIENYITHT—4% TOE SihoiEondizh, TOE DFIAETHILVITNhO1-H—%. 77
DAREDIITHELUT AR T B TERLL, (note 4)

XEORFEMH UHKEER . 2FvUXE . I7DAREXEDRYDARIFEEZOIH UHREZ AT
BEET B AT VUREECH VT, BT FRICOTA VRENBETHE, RYIAILAF v U X EEEHE
THRE. M EEEZEQITATORYIAN, —RFAEELE SA REENAETHIRVIALTHE
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ReaTgeez%, FIRABRAT YO XEZRFTIRVIATEIRL. AF v ARMEEEITTH, ERUE
RNYDADBEN A XEDAREBEEICLES, IPIARERELCHNTE. I7DAREXERT?D
AZERRVIALREIND TPIAZERNVDADFRBEEMN. I7DAZEXEDFRBEELLS,
(note 1)

RYDAICRTFENLET IO L, FLE1— TV MER. HIBR. 7V MERTIEOEEPA
HOFBRIE. FAEBFTLIBMEBEEZINEITTED, SAFIATLEBELN, W ADKRYIA
ADT—RIIRIETEREL, (note 5)

TV AFvD, I7DAEE . T7IAZENRBXET DT LE1—R. ABAEFEVATLE
HELITNEITTES,

TIVR T7DARE XEORFEIDH L. WTNOBEEICEWTH, XET-HZRET I
REEINELY,

AFvY, TPOAEE. T7DAZIE . XEORFEEINH ULORE I TeRE TIHEEGIRESNE
A

-3 EmMEBEEDHRETHENTED,

(R8:&¥ % TSFI]

TUIB=FAN

BAENRIVOTIE-HERE. TV MERE. AT vUMRE. AXvURVOARTFILEE. J7DAMEE. XER
D Likae

BAENRINOYITRE - BEDR THEEE

Web UI O Y374K 8 - BEDR THAE

Web UI DiNyDANbDXET—HENH LikAE

DR EBIEER

1.1.4. 17 EHE

(1) FMT_MOF.1 Management of security functions behavior t¥aUr(#8En53F\D
i
FMT_MTD.1 Management of TSF data TSF F—ANEHE
FMT_SMF.1 Specification of Management Functions EIR#EEDIETE
FMT_MSA.1 Management of security attributes t¥i)T(BHENEIE
FMT_MSA.3 Static attribute initialization FEIEME#HAE
FMT_SMR.1 Security roles t¥a1UF1D&EE|
TOE (3 AR SNLEIATLEEENDHIC. TiE Table 22 (I5RT TOE ¥ 1) 714 8EICE &
TRIEFIITAEEBREEDSREETELER. BLUBHEEDFHRERZEE TSI —10571—
AZiRET S,
Fz. —RFRABGERERIDOT1VL, BAONAT— F2ERTEENTTRETHD,
CNODBEEEICED, BRENDCF1IT1 B IEHEEZIRE TS,
TOE (&, Table 12 Table 13 [CfEL), BEEKRBEETRNONDG VaTEXET-AOMBEHIIE
H|OT 74 MEELT, BHREZES LRI REHAIERERTE TS, sHMlE. 17.1.3. 7OEAH
8 (1) FDP_ACC.1 Subset access control 7ty 7o 2%l FDP_ACF.1 Security
attribute based access control T¥i1)T/BHICLE7IEARIHIESRBOE,
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TOE (3. #MEEE . SA. VATLEEE. —RIAZORIEELGFAFCEEMT, TnE
HFId, ®ENZ. - —ID HIVTHD. TOE (FATA Y LEF BB (LI —ID LT 3%
&R I35,

[FMT_SMR.1 (CR§#ET % TSFI]

Web UI 051385

BAENRRIL OB RIFRE

(FMT_MOF.1, FMT_MSA.1, FMT_SMR.1, FMT_MTD.1, FMT_SMF.1 [CEf&Y¥ % TSFI]
BRI OEEKEE

Web UI OEEHEE

[FMT_MSA.3 [CE8:E ¥ % TSFI)

TIVVR—=FIAN

BAENRILOIE—HEE. AFvURRE. AFvURYDARTFHEE. J7D ALRE

NREBEEEIR

Table 22 tX1UT1EE#EECIR/ERT8ER Ul

t¥IT(EEIERR B4R | Web UI
N=FTAADD LEEHEKROREESRL. B3/ E. LEEH v v
BOHREEITI
APL—VRBSLEREDREES R, A/ BEIMDREEIT v -
RENRIDLDOFFERF D) SAT— FMERDREES L. B2/ E v -
NJREEITO
FIRAERERRICLEZ PV AEBRREESRL. A/ E. EEMH v v
HOREEITO
HWHMEESE ID £)\AD-RFOEEET) HMEEEDH e v v
FIR%E ID OERL. &, AlIRREITI, N\AT—RFOEEET, T2, v v
FABCRDL TLEEZ., SA FZR—RFAAEOREIICEET S,
1-Y-1AV—- FOR/NXFHHRESRUREETD v v
BIET AR SLEREDREES R, A/ ENHSLUFHMIERD v v
REEITI
TLS Y—)\GIBAE DR EESR L. FR/BEHOREEITI. - v
AR RE DR EES U AMRREL/ B DREEITI v v
TIAR— TV MERRDREES L. BIR/HIRIOREEIT v -
B, BZeSRUREZITI v -
BETAMEREDREESRL. AN/ EIOKEET v -
T7—LOIP7vI T MERRDREES R, B3/ EIDREEITI v*1 v*1
Z—IDU7HERE BRENRIVE LY Web UD) 0SS BRERTE v v
Lik—rHHDREESEL, YATLEBERE/FAEDREET v -
P
DANR—IVIZTREFIRIEREDS MR T ZITO(HAEDA /& v v
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B/ RFIAD—F)

X TAEBEREDSBEBRTEEITI BEEOFE/ BUHLU 4 v
Syslog #{ENERTE)
172U, Syslog #ENERTEL. BIENRIDH ATRETHD o
7D ABMRICx TR ZIERVDADEREZITI. (BEREDHE XN/ BB L v v
UZERYDADIETE) *2
*1): 77— L0177y T— MEEEL. 15/ R)LE Web ULl O AZEELEIEEIC. BXERD
F9., 8o —AREFTEEZELTE, 77— L1777y T— MEREE B SICRNE R,
*2): ZERVDADIEE. SA BMER LIERYD ATRIFNIE LI,

(2) FPT_SKP_EXT.1 Protection of TSF Data TSF T—4ND{#:#
TOE (3. #8558 (KEK: Key Encryption Key)#¥X T NVRAM2 ([CIR7ETBH., TATOF
BECRLT. COBSRERHETEHDAVITI—-AERFELTLVEL, F2. NVRAM2 KlFAET
(FENTLBIERIE. ARL—IEBRIELEERTIEGE,
ArL—YURE S8 (DEK: Data Encryption Key)l&. £E52® KEK T AES-CBC AR TCHESEL
T.NVRAM1 RU HDD [L#{7FET 5. HDD LR F T3 DEK ORZEIINYI7YITHB,
TOE DEENEF. NVRAML [CIRFESNLREELSNZA N —JRES#(E. NVRAM2 (CHZ RIS
BTESESN. BETEFEXDIRET DRAM [LREEFSEND.
L. IRTOFBEHECR LT, TOE (&, DRAM [CIRFESNEEXDA N — U S RBESRHETA
VRII-2AERBEL TG, Fo. DRAM [CIRFESNTVIEXDA N —JEEHIE, BRZEET
CEICENIEESEND,
TLS BIEFICERT2HERGEDIAEE. 7.1.6 (15)DHIBICLNIEBILENTIREET
NVRAML [CRTFEN. TATOFAE(CH LTHERES S HTA U3 T71—AFRFLTLVEL,
BEICFAINS TLS tyyaviE R U TLS EC Diffie-Hellman ##F{E(LE X T DRAM [CIRTF
ENBH., TRTOFIAZECK LT, TOE (Z. DRAM [CRESNEEXD LY aVBESRHETA R
JI—2AZRELTUVELY, £z, DRAM CERFSNTVBEXDEYIaViRE. BREEETCLCLD
BEIND.

(B8&E ¥ 3 TSFI]
L

1.1.5. SE#EEER

(1) FPT_TST_EXT.1 TSF testing TSF FAk
TSF (& Controller ROM & Fax ROM M220 77— LII7ICENEBRENTHEN., o220 77—
LYOI7DEEMERIITRECLD, TSF OIEESERRIIT 2,
TOE (%, #E)EEF(C Controller ROM (& 4byte OF 19D L, Fax ROM [ 2byte OF 19D L%
HEULAENEE—HT N EMHRL. EERFERENRIUIIS- 2R RUEEZELTD, FEk.
DRBG [CRELT [1]11.3 [CERBDANIATAIEEITLU, TAMYKKR LG & FIRENNRIVCTIS—
#RRUEE®Z1ET S, 55 DRBG OE#klE 7.1.6 TRT,

(B9:&E9 % TSFI]
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BIRNIY

(2) FPT_TUD_EXT.1 Trusted Update S{E@E7vIF—

FMT_MTD.1 Management of TSF data TSF F—4NDEE

FMT_SMF.1 Specification of Management Functions EIR#EEDIETE
VATLEBER ., BIENSRIDoDIREICED BIENRI L TEEBFOI7— LIV N—J3V%HE
RIBENTED, T HRERTEIAMZENIFH NTBHLICI THIEE T D TOE 21K T % 77—
LoI7DN—J3 e ERTHENTES,
Fe, BRI ENEVATLEBEOH N, VATLEEEDZM7V ) Web UI i, Controller
ROM, Fax ROM %85 —3J L)\ F+)774)V% TOE [SEETIEICEN, 77— L0177 &T7vTT
—FFBIENTES,
TOE (. YATLEBEDIAT7V D Web UL hoiZ EEN3 77— L1788\ F) 771V 8%
ET3E. IMMF)IFANICHRFSNEEFEBERERIL. RREEICKRBR LGS, 7y T7— ik
LU BENRIVCIS—@HMUTRLET D, N FITPMIA ESN TS EFESRIE. N FHYT71L
% SHA-256 T/\voabl/\WwialEx# K 2048bit D ZEHE THES 1L Lz RSASSA-PKCS1-
v1.5 AX® RSA TIRINELTHD, JOTRIEDFIEZ. 1) MM FIIPMIUSRASNEEFE
2E77— LIV ERAWRIIA RSA ARRBICTES. 2))\M1FHUI771 )& SHA-256 T/\wa, 3)
BEEHRENYDUMETLEL, —BHINERIAT. F—HTHNEREIE XKLL D,

[FPT_TUD_EXT.1 [CBEH:&# 9% TSFI)
BIENRIVDT7— L7 N— Y3 HERR
Web UI O77—LO177v77— MEE
[FMT_MTD.1, FMT_SMF.1 [CRE:&E 9% TSFI]
Web UI O77—L177v77— MkEE

1.1.6. T—HEES1E

(1) FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys) RES#4
B (GEX &)
TOE (¢ TLS K52-B{S 0L (EC Diffie-Hellman) TRV IEXMFEELT, [2]CREH0ME
MERBER VS, FEABERBOERAE. [3]5.6.1.2.2 RU [2]Appendix B.4.2 [Cf¢
5, TLS EC Diffie-Hellman #ZZ1{E(Z. Linux ®/dev/random hhoigkE%EY— ke 3(14)IC
SCE D AES-256 CTR DRBG TH R UEELEITHD . FEMB#RELT [2]Appendix.D [CERE;
M P-256. P-384. P-521 #HiR—kL. TLS 2TV I—YaVv@ETHIATE—ONRFES,

TOE (3 TLS #—/\SEBAZICH AT 3T LT, [2]CREOEMEE. £ <3, [4]C
S0ED RSA BER S, CNoDIEFREEIT Web UL hoD1—H—35RTERMINS ., AR
BOERAEIE [3]5.6.1.2.2 RU [2]Appendix B.4.2 (Z4€5, RSA (3 [4]6.3.1.3 &0
E ISR, 2O TEDNI R [2]0 B.3.6 [CENERSND, HEMERELT
[2]Appendix.D CE2#:D P-256. P-384. P-521 %, RSA #E£LT 2048bit, 3072bit &4
iR— kL. Web UL o 1—H—HWVFNH—2FIEE LU TERIETRT %, £z, REUEHEDEL AR
[CZ(14)(CE2 %D AES-256 CTR DRBG 2H\3,
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EEEOSERICHVT, TOE $ A DIRRPHRBEOREE L,

(BE:ETS TSFI]

Web UI DRI ERE

pOVE S R OA

Web UI O EEHEEE

BIENRIDAF v UHEEE

Web UI ®YaJikRE - BEOR RiHE

Web UI ORyDI AN ET—2ENE UiAE

Web Ul ®77—Lo177v77— MEE

XE‘B(L FAU_GEN.1, FAU_GEN.2 ORS:E TSFI £ &8,
EEOTNERENDE. TLS BIETEEY—/\NZEETIENH, )

(2) FCS_CKM.1(b) Cryptographic Key Generation (symmetric keys) 5S4
(RIFEEF)

TOE (FAM -V ERRUESEEEENTYYaVEBELT,. FREOEY MIDELEER LS., Bk
BICIE. ARL—YRES$(DEK: Data Encryption Key)® 256 £y, DEK 2216337260
S8 (KEK: Key Encryption Key)® 256 Evk, TLS £yYav#nIa8—ELTRIVI—
DAVTRELVEREESARICIGUT 128-256 EVMEENENERKT D, ELEIT(14)ICEEE D AES-
256 CTR DRBG TXE T35, BH. ZD DRBG NIFUHINZDIEL, (12)ICEEH LR TFI( V%
ERTEH R, RU. TLS @iEtyYaVv iR THD,

(B8:E T3 TSFI]

Web UI Dz AIEEE

TIUB—RIA4N

Web UI Q&2

BIRRAY

BENRRIOAT v UHEE

Web UI ®YaJikRE-BEOR R~H&HE

Web UI ORyDI AN ET—2ENE LiAE

Web UI O77—LD177v77— MEE

¥ Eh(Z, FAU_GEN.1, FAU_GEN.2 OE§ZE TSFI £ &8,
(BEOUNEREINDE. TLS BIETEEY—)INEIETIENH, )

(3) FCS_CKM.4 Cryptographic key destruction &S #IKEE
FCS_CKM_EXT.4 Cryptographic Key Material Destruction BSSE#EIDMKE
TOE B EXBRBENIBEVBEBMBEERE(CL B ATHRETS(*), TOE [CEXRESNIE
RUBMBEEOMER E% Table 23 (R, £z, INoDHE R T HA FHIKE B L EOREITHFC
RAM LDDI—IAEINENIE-ENTHIASINSH . RAM LOT—4(% TOE OEREFECHICTE
EBDAEIRRENS,
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() ARL—URESE(E NVRAM1 R U HDD [CRFFSNSH, (10)ICEREDBEIEESILSNBH.
REHORRNET D, T2, (1)ICEEHD TLS ¥—)GERAS(CFI AT HIER I, (15)DANZ
ALICED NVRAML EICESIELTREFSINSTY . REHOMRINET S, T7—LIIT7ERIREL
(CAWSAERER. MER. TIIR- MESE. BESD)TALEFI)TANTADNINICH RS
LBLWVEhERZEHDOR RN THD,

(BH:&9 % TSFI)

BIENRIDEE A
BIRNIY

Table 23 FXRENIERUBMBOWESE

BEFE R REFL WEHEACHEER

RS 5 NVRAM2 | BENSRIOEBFEAZ1-Ho TIHEHREFORE
(KEK:Key ICRTFERZLERRE. T—3%(14)C5E 8D DRBG T
Encryption Key) ARUEEHTIELEZETS,

TIHHAEROREICRT CERTI AV LOETOT
—HEWETILEERL, TR FEREEESE
HEN-T10aVeRUBESRTESTILENG
LVz$h, DEK B U KEK [FFEICB S,

TLS ByYavig RAM TOE DERMI CHRET S
TLS EC Diffie- | (%)
Hellman f##{E TOE [FERETOFF R THRG TLS tyYavzfU

8. TLS tvaviE R U TLS EC Diffie
Hellman MZE{ERAREICE D,

(4) FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
B IRME(RIMEESIE8'T)
TOE (X TLS Oxt#hiErg&/E=5ELT [5]ICEEEHD CBC E— FR U [6]ICEEH D GCM E—FD
AES(128bit, 256bit)&EHR— 935, AES (T [7]EHTHD,

(B:E3 % TSFI]

Web UI 05325

TVB=RAN

Web UI OEE#AE

BIESRIDAF UK EE

Web UI O Va7 4K - BED R RH%EE

Web UI ORyDANHDXET—SEDH LiaE

Web UL O77—LI177v77— Mk

XEn(Z, FAU_GEN.1, FAU_GEN.2 OF8:&E TSFI 8T,

(BEEATHERSNDE. TLS BIETEEY - /\NEIETIH. )
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(5) FCS_COP.1(b1) Cryptographic Operation (for signature
generation/verification) MESE{E(BRER 1&REL)
TOE B77—LD17797 57— FOEIEMRIECH VT, [2]ICEE&HD RSA FIELZEYIR— M
%, HEK(E 2048bit Thd, ELI4—IvhE [2]5.5(F)ICE2EHD RSASSA-PKCS1-v1.5(C
w2

[(RH:E 9% TSFI)
Web UI 077—LOI77v7T— MéRE

(6) FCS_COP.1(b2) Cryptographic Operation (for signature
generation/verification) KESR{E(ER LR HKREL)

TOE (3 TLS OEFFREE. "RV, EFERERM/MRILICHENT, [2]ICEEHD RSA TIYINERZ K
UHEFAHERT VAIVERICRIGLEERER R HRIEZ1T). BH. RSA B K& 2048bit F7z(&
3072bit, NIST ¥ Hh#&(& P256. P384, P521 #HiR— 9%, RSA TIRINERLDEL T4 —
Iy hME [2]5.5(F)ICEEED RSASSA-PKCS1-v1.5 (CHED, F-. tEABRT VAN ERLDESR
A R/HREER [2]6.4 (65, CNolE TLS BERICEBERFEOXTVI-Yav, EFELLE
BEFICE - —DIEECLD. ENENFEATIE L ARXNRES,

(R8:&¥ % TSFI]

Web UI OEEHRE

BAENRILDAF v UHERE

X &hlZ, FAU_GEN.1, FAU_GEN.2 OFS:E TSFI £ &3,
(BEEOTNERSNDE. TLS BIETEEY ) \NEETHTH. )

(7) FCS_COP.1(c1) Cryptographic operation (Hash Algorithm) BES&E (W17
WAV L)
TOE E. 77— L1779y 7 T — FOE RN I7— LIIT7 7V I T— M A=ITF=R0ON\Y Y15t
HIZCSHA256 #FIFHT3. CD SHA256 \wY1{EEERED RSA EEH#HRELIKRTIETE
BRI EETTS, BH. \wYa7ITUXLIE [8]IC#EHT B,

(RH:&9 % TSFI)
Web UI O77—LOI77v7T— Mé#E

(8) FCS_COP.1(c2) Cryptographic operation (Hash Algorithm) ES#&E(\voa7?
WAV L)
TOE (F(11)ICEEED TLS [CHFHRFEAVE—IFRIEA XD\ 15T EIC
SHA1/SHA256/SHA384 #Hih— 3, @EICERTS/\v a7 TVALBHEFEEOXT VT
=9V TRET D, T, TOE BEFERER/RIED) W15t EIC
SHA256/SHA384/SHA512 #HR— L. BERERBEO1I——DIEEICLNERTS/\vYa17
WIAVZALWRET B,
TLS [EBF2 G EAE—IREA XD\ V1M BEEEFERER/RID)\Y V15t EIF ML
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THNBEHICHAEDERIENTES. BH. N\vYaPITIZXLIER [8]ICEMT S,

(BE&E9 3 TSFI]

Web UI D@ AIEEE

TVIR—=FFA4N

Web UI OEE#EE

BENRRIDOAF v UHEE

Web UI ®Ya7iKEE - BEOR ~&HE

Web UI ORI AN ET—AENE UHEE

Web UI ®77—LI177v77— MEEE

X&hlZ, FAU_GEN.1, FAU_GEN.2 OB&E TSFI £ &%,
(BEOUNEREINDE. TLS BIETEERY—)\NEIETIENH, )
Ei:

=]

(9) FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)
F1&E (AES T-ARESL18F)
TOE (FAM—UREBOREESARELT, [9]ICEB&EHSINSE AES. RV, JAVIEEE—RELT
[10]ICEE&E SNz CBC #HiR— 9%, #RIE 256 EYNTHD, IV EAM—IDEDIESE
DEK ZxtIcEH T3,

(R8:&¥ % TSFI)

TVB=RAN

BAENRIOTIE-HEE. TV MERE. 2T vUMER. AFvUIRVIARTFIEEE. D7D AMEE. XE R
D Uiee

BAENSRIND Y TIREE - BEDR T AL

Web UI OikyDANoDXET—FERDH LigaE

NREBIEER

(10) FCS_COP.1(f) Cryptographic operation (Key Encryption) BESigE(BES
1E)
TOE (Z(12)ICEE&E&MED . AL — UGS L#aED DEK(256bit)%E [9]ICEE& SN AES A
ES1ET%, BR(E 256bit THD. JOVIRESE—FIE [10]ICEEEH SN CBC #HR—FT 3,
ﬁLE(i 256 EYRTHD, IV E(14)ICEEED AES-256 CTR DRBG WMo FLELETHS,
(12)ICEBE @D, AL — IS #EED DEK(256bit) 2GS 1L T30, AL —IEE#FI

1UH3 TOE DR EHEENRTHD,

(R8:&¥ % TSFI]
BIRRAY

(11) FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication) &SRB\ hvE—YERET)
TOE [Z TLS [CH (T8 T EAvE— IRBAEARXELTUTEHR— M3,
& (bit):160. 256, 384
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N\wY1:SHA-1, SHA-256, SHA-384
Ayt—IN4 YTAMR(bit): 160, 256, 384
NyDa7)IVTUZLIEE [11] BEFENY DA E—IRRBEEPITIAL(HMAC)R [12]IC£EHT S,

(F8:&9 % TSFI)

Web UI 05325

TUVVR—=FIAN

Web UI OEEHRE

BAENRILDAF v UHERE

Web UI O Ya7KEE - BED R RHRE

Web UI DiNyDAN6DXET—HENH LikAE

Web UI 077—LOI77v7T— MéRE

XEnlZ, FAU_GEN.1, FAU_GEN.2 OB8E TSFI £ &,
(BEEOTNERSNSE. TLS BIETEEY -/ \NEETHH, )

(12) FCS_KYC_EXT.1 Key Chaining #F14/>
TOE FA ML — VNS #(DEK) R U DEK 2R 5L T35z DREME S B (KEK) 2 F 11 0T 3,
BEARMICIE TOE BA N —IEERTF I/ VNG VEEIFF(EAMICIE. THEEMRESIR.
FARENRIIOEBEAZ 1o TIHFHRFOREICRTIEEELLZDESNF)IC(14)IC5E
? DRBG T DEK & KEK %4 # L. DEK [# KEK [C&D(10)(CR-TRES1EL NVRAML R U
HDD (2. KEK 3 30KEET NVRAM2 (2, ZNENRET S, 2 B B UBEORER I, NVRAM1
[CBE21L L TR L DEK % NVRAM2 hoisa i Lk KEK T(10)(CR-THEET3. BER
DEK. KEK &£IC 256 EV T, DRBG [CE(14)ICEE & LE@EN+ 2B IV bAE—hEtdacn s
FHBOIBE(L 256 B9 THN. PF 14 VDB T 256bit MENHEFEIND,

(BH:#9 % TSFI)
BIRRAY

(13) FPT_KYP_EXT.1 Protection of Key and Key Material XU MK DRE
TOE [F(12)ICEE&EH LIz@D., AL — Vg EH#F 1M UM TOE O EIESFFCZd0 DRBG T
DEK & KEK 4R L. DEK (& KEK THES1EEN T NVRAM1 KU HDD [, KEK [ 3XIKEET
NVRAM2 [CENENRFT D, FDMDA ML —IIZ DEK, KEK iMRFSNSZEIFE LY, NVRAM2
(FIRZEAATEEA N —ITHBILEH. (12)DRF 1M1V O—ENR MR ATRELG A ML —JICEX
TREFESNDIERF L,

(R8:&¥ % TSFI]
BIRRAY

(14) FCS_RBG_EXT.1 Cryptographic Operation (Random Bit Generation) &
R 4E ELEEY MR
TOE (FELE A RKIC [1]10.2.1 (C#EHL= AES-256 CTR DRBG %#|FH9%. C® DRBG (&
Derivation Function. Reseed ##t%# L. Prediction Resistance #ge&1F11\, F.
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Linux A—xJL®/dev/random hoGEL#E Y — kTS, /dev/random DIRfETTHS
Linux Random Number Generator(LRNG) & U LRNG [SEATIHO9DHIVADEHH H L
fibE/ M AEEH2EEIY ME—RET S, CO/M XV T MIT7ICENERBICREREDESDESR
HET3LDTHD, DRBG [d/dev/random hoftEfaEni ¥— k& entropy_input XU
nonce ELTHIATZH . ELEOIY FOE—&E(% 256 Evhx 1.5 ##8x. [1]8.6.7 OE#EH L+
NEEZDS,

TOE 320 DRBG ZHVTA M —IUKEE#E, TLS bty av#sEH T3,

(12)(CE2HDED, AL — VYRS REH DOHIC DRBG hi2Ecn20id, AL— VS #F1/
Uh3 LV TOE O#)EEEIRF TH D,

(BE&9 3 TSFI]

Web UI Dz 5IE25

TIUB— R4

Web UI D&

BIRRIY

BRSOy UHEE

Web UI O Ja7 K58 - BEEDR RHLEE

Web UI ORyIANHDXET—2ENH UHE

Web UI ®77—Lo177v77— MEE

¥ Eh(Z, FAU_GEN.1, FAU_GEN.2 OBE§#E TSFI £ &%,
(BEEOUNERINDE. TLS BIETEEY—)INEIETIENH, )

(15) FDP_DSK_EXT.1 Protection of Data on Disk F/ADLtDF—HRE
TOE (AL —IF I M A LDT—ATOVD B TRE1L/ESIE T3, EEMICE. ANL—IF A
ALDEEBIEREN—T1aVICHTBI71 I R U AT —H0) Read/Write 2 LTT—20D1E
Eb/BBEEILERL. Zik/\—T12avICx LTT—A70vD% Read/Write 7%, lES L AR
FCS_COP.1(d)IZH5, BB RIS —T1 Va0 EEEA N —IT )M AL IRt AT BETS
NVRAM1 R U HDD T&HHD. NVRAM1 BT HDD LISMCIR MR A[gE A RL—I T M AT
LYo
LEOAN—-IUBEE. BEEICI>TAMN - IR B LHEENE MR ESNLE . TOE #1[H
BN OBET D, BEEL/ESLICFIRATS DEK (F(12)ICEE & L&D, BS®F1UhGE0
EBERFICERIND,
2TOEXDFAET—H. FXOHEZED TSF 7—4(& NVRAM1 XU HDD LOrES{ExtR/\—
FAVAVICEEFAFNZLEHEESLENE, NVRAM1 B U HDD LDIERESILHERD/S—F1 >3y
(ZIE. FOTS LA A=Y HlHE) S5A—2% KEK #8EL(10)ICEEHMENE S {LSN iz DEK O H
Bi#eh. TXOMAEXET - ARVEXDIMED TSF T—AZ2EFHB 1\, iH. DEK OIEE 1L
((12)ICER& LZED TOE ORE SR F 11 VNG ULVEEIRFICITHNS . Fo. FX KEK ORFLET
$Hd NVRAM2 (FIRH AT REG A L—I T NA AT,

(B8i&F 3 TSFI]
UV k54
TR
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BAENRINOIE—HEE. TV MERE. AT v MEE. AFvUIRVIARTFHEE. J7DAMEE. XE R
N Ligae

BAENRINOYITRE - BEDR THEE

Web UI DiRyDAN6DXET—RENH LikEE

DR EBIEER

1.1.7. SE8EE

(1) FCS_HTTPS_EXT.1 HTTPS selected ZE{REh7 HTTPS
Web 750HENETOBEIE F57190% HTTPS TEFa17FrRIUETBLIT5AHI T B ER E N AT BE
Thd. cOHREE Web Ul o EEEZEDHNITAS, HTTPS (& [13]ICREZERETHS,
D347k PC D Web T30 b ERZZ (5L, TOE D547V h PCRET TLS BIEDXT
VI-avEHELL, HTTPS BIEERIRT %, V317V PC hod TOE M Web UI LT3
RFREES LUTARTOVE—MEEICK LT, HTTPS BENEHINDG, Tl VATLEEEN
TOE MERICHE SN EEEOT % Web UI hoikd H I, HTTPS BIENEAINS,

(BE&E9 3 TSFI]

Web UI Dz 5IE23

Web Ul O EEBHERE

Web UI O Ja74KEE - BEEEDR RHLEE

Web UI ORyIANHDLET—2ENE UiAE
Web UI O77—LD177v77— MkEE

(2) FCS_TLS_EXT.1 TLS selected #iRSNZ TLS

TLS BfEELT [14]D TLS1.2 #HiR—+T 3,

TLS BIETERATIEES A — MDA 7Y b =)D TLS XD YavHp (LT VI-FEND,

TOE ($ TLS ZFIAI SRIEICHLTIE, TOE (FHEBEICIGUTOFMPY MY —NITEBDES, B

A1, Web UL POEATIIY =\, AF v XEA-IEERICEDI17Y beLTIRD D,

TOE 395470 M oIRESNTEES A — bOFH LY IR— M BB L D% 1 2:EIRT S, TOE

PHR— b BEES 21— MILL T CHS.
TLS_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128_CBC_SHA256
TLS_RSA_WITH_AES_256_CBC_ SHA256
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
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TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384

(BE&9 3 TSFI]

Web UI D3585

TIVB— R4

Web UI O EEH#RE

BENRIDOAF v UHEEE

Web UI O Ja74KEE - EEEDR RHLEE

Web UI ORyI AN ET—AENE UHEE

Web UL ®77—Lo177v77— MEE

X&hlZ, FAU_GEN.1, FAU_GEN.2 OBE TSFI £ &%,
(BEEOTNERSINDE. TLS BIETEEY—)INEETIENH,)

(3) FTP_ITC.1 Inter-TSF trusted channel TSFRIE{EBEF I
TOE (3 TOE £B& Y /Y, Mail H—N\eDE T, L TOSEREEEFE A ILETR— T3, ThIC
ID. IV RRIV M DERICEBET - IDRBERE WD ODRENMRIIEND,
BEEY—)\: TLS
Mail #—/)\: TLS

(BE&E9 3 TSFI]
(8#&4%—/%) FAU_GEN.1, FAU_GEN.2 Of85& TSFI (C#33
(Mail 5=1\) #BENRILDOAFr iR

(4) FTP_TRP.1(a) Trusted path (for Administrators) SE{EE/\A(EEER)
TOE REEZEDYE—FPCHODETHLAMVATI—AICK L. U TOSEREEE IO ILEYR
— ;% INICED. TV RRI Y FOERIEBET —IDRBERS WD ODRENRIISND,
Web UI: TLS/HTTPS

[(RH:&9 % TSFI)

Web UI 0552

Web UI OEE##E

Web UI O Ya74KEE - BED R THAE

Web UI OikyDANoOXET—FERDH LigaE
Web UI OT77—LOI7 77T — MiRE

(5) FTP_TRP.1(b) Trusted path (for Non-administrators) ={E%E/\AGEEEER)
TOE (FIEBEEBED)E— FPCHLDETHEAMVATI-AICK L, U TOEEEEEIO ILEY
R—FFB, TNICED TV RRIV FOFBRICBIET - IDRBERS WD DDRENREIEND,

Web UI: TLS/HTTPS
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TUUB— R34 1\ oDEIRI: TLS

(R8:&¥ % TSFI)

Web UI O 5IFEE

TVB=RAN

Web UI 0 Y374K 58 - BEDR RHERE

Web UI OiRyDANoDXET—FERDH LigaE

1.1.8. PSTN 77DA-2yrI—DRED 5 Bt

(1) FDP_FXS_EXT.1 Fax separation 77925 B
TOE (. 770AET LHREERS . ARBERREN LT, I7DAT-IDEZEWMEEZIRET S,
BiR—r9%70RILIE ITU-T G3 E—ROH THD.
TN VR TI—ATEZENFSINTNSDE. FIREDI?DIIIXEDH THD,
TRET LHEER Y. S B bR BT —AEFE VY MI— Y12 TRV, T7DAE BN
b TOE [CARIEICPDEATBERTEGL, £z, TOE X, AREEERBEHEEANET Y FI—DREITT
—RERTETHEELLEVCY), AREBERRZENZELVCAREHET —2IREBRYLI-D
EETELBLY,

(EH:EY 3 TSFI]
NREBIEER

1.1.9. N=FT4RADDELEEHE

(1) FDP_RIP.1(a) Subset residual information protection %7ty N&TFiERIEE
TOE (. YATLEBEICENVITRTRON-RT1ADD L EEFHERBENBIESNTSE.
JE—HERE. UV MERE. AT v UEEE. JPDABED R V3T E T RICHERN— FTADEEICETE
SNERABRHXETHELEETHETD,

XENRTFHEETHASNEXET AL, RYDAENCOERIRELERD L UIR1E. HIBREIEICE
STHIBRSN., ZD%. TOE [ LEZHEEERT D,

N=FTFAADDEEFHERKREF EEZERH 1 B("0(FO)"(CLHLEF)E. 3 E(0-1-ELEICE
3L EELRET) OFBIRNHE KD, LEL. BEEEENEMESNTNIIEE . MELAILTIE. H
E7-5(0, 1, ELE) FREBIESNIKEBTEERAEND T N\—RF1AVEELIC, LEEH
EFEDHABEHXET-AO—E%FE. TOE EBERFIC—EEFIVILC HERT ORI AEH
XET-ANGFETIEER. LEFEENEERTTS,

(R8:&¥ % TSFI)
BIRNIY
BAENRIINOIE-HEEE, TUV MERE. AFvUHEE. J7DAMEE. XE N LiaE
BAENRINOYITIRE - BEDR THEAE
Web UI Y37 4K 58 - BEDR THEAE
Web UI DiNyDANb6DXET—HENH LikEE
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8. ST B&EE-FHEE (Acronyms And Terminology)

8.1. H®&EE (Acronyms)
K ST [EHTBRREEELLTICEREAT B,

B EENE

CC JEV9347U7(Common Criteria)

DRAM H4F39D5 058 L7HtAAEY(Dynamic Random Access Memory)

FIPS PUB K E 0EFIFRNIBIZAENDH ¥ (Federal Information Processing
Standard publication)

IIT BE& A A3—3F)(Image Input Terminal)

MFD FURIVE A H#(Multi Function Device)
TERMSVHLT7DEAAEY(Non Volatile Random Access

NVRAM
Memory)

PDL R—YEeak §i&(Page Description Language)

PP J075Y3»70774 )L(Protection Profile)

SFP tXa1UTs#EE S (Security Function Policy)

SFR tXa1UT#EEE 4 (Security Functional Requirement)

SMTP EFA—ILEETIORIIL(Simple Mail Transfer Protocol)

ST t¥a)745—5"y(Security Target)

TOE 1@ xf % (Target of Evaluation)

TSF TOE 1) 71##E(TOE Security Function)
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8.2. HEE (Terminology)

A ST [CHITDRAFEELUTICEREAT S,

FREE BiEA

HETD T7AVIAT L BREATIDNOIROBEEZUNGVSIITHEET I EEIET .

KEK Key Encryption Key OB&, ZETlE. AL — IS REBSILTILHOESHED
CEERET,

DEK Data Encryption Key OB&, ZETlE. AL —IBEROCEZIET,

729V AEY SD F7=(3 eMMC %387,

Web UI FIEAEZEDS17V 0D Web I35 %N UT. TOE [CRTRIEENTERMVITI—ATH
%,

RO YD AERFEHANEAF YU X EPTPIAZIENER TOE RICREFTIIEFDIE,

FERFETBILEITHINYIACHEMSNZXEERYMI—D EOIVE1-hbEDH T
CENETRETHS . IRVD AL, EEERAEC ClAMFolder eV B FFCIR SN S,

TIAR=T)U b
(Private Charge
Print)

UV MERECH VT, FIRIT—3%7IVR—XLTHER LEEY by T T—5%, MFD DA
Fo—VREIC—BERL, BEESNZFRAEMRENRIVINIETRT 2E TR ER A
EE POV Wb

FRFEHXET

MFD QA bL—UE[CEFSNLE. FIRAME T Lo7MURIBRSN S AL —Y
FERICET-SBEIEFLTVIREONET .

XETH
(Document data)

— % F A& (U.NORMAL), SA h* MFD OOE—#8E. ) MEEE. AFvUBEEE. 77
DAkEE. XEDRFHEEEFI AT SMRIC. MFD RAE BB T2 TOERIFEHRES
T 5%, BMLTXETHERELT S,

AFVUXE AXVIUHRECSO T, BFHAANEBRINLXET S, & TOE [FAFvUXE%E Mail
P—IINZELED, XEDRFEINEH UHEEICEDRYDAICIRTE T SRR D,
TPDAREXE TP AREEIC L TRIESN . KN TOE THRINBEFHKXOXET -4 THS.

SZAEEEERARYIAL
LoB—

(Folder Selector
for Fax receive)

TPD BRI T B ZIERVDAEIEE T DAL,

BEEOY

TFAVTACEAETIER (B, BAGREIOR . BIEFEZT P EEMREOLEED
). BHEEEINET 4,

FRAE®RE

HANRELLRAAECEINLETONS RS, A TOE T, M EEE®E SA %A,

(User Role) —RFAFRINERINTVD,

M EEERE HWEEEN TOE 2R AT 3EICHELERZRT, SFR N TIE Key Operator
(Key Operator role ERIEINS,

role)

SA 1&Z| SA N TOE 2RI 3RICHELHERERT,

(SA role)

— R AERE
(U.NORMAL role)

—R&FIAE(U.NORMAL)N TOE 2FI AT BMRICHERBERERT,
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F A& A IFHR
(User Identifier)

FIREEHANTIHOER, 1--ID,

MM EEEHAE
i

(Key Operator
identifier)

HREEERIEZINE ToNZI-Y-ID,

W EEE
(Key Operator)

MFD DM EE® TOE tX1UTAHREDREZITOEESE,

SA

BB EEHDVIBRCIER SN SA BTPHDY MelERLT 2 TENTE, MFD D4
EEYP TOE tFa1)TMHREDREETOIEESE,

VATLEBRE Key Operator & SA OF#AFF,

(U.ADMIN)

ST TOE OB HEEZE AT HIIC. FIFAEDH AR Z21ToC TOE OF AEE(CHIRZH
(TR DIERETHD o

(User

Authentication)

SEREREEA T AV AV A=V BEICED | RRFREEEHMERFREED 22D E— FEYIR
— 330, K TOE TIRIAFFZIE-FTENMET D,

¥ N7
(Local
Authentication)

TOE O1—%—525% MFD [CEH L1V FHReEALGREEEEZTIE-F,

ArL—YBES

REEED—HERFIDIAN - VERSLTIMAEERT.

TAVIR— XAt RE

N—YREik S35 (PDL) THERSNENRI T — &L, Ev v T T —R(CE T 54

)
AEo

TAVR-X

TAVR—ABEEEICED R—JFER EFE(PDL) CRERSNIZT—AZ @ L. Ev by T T
—BICEBTBE,

Z— 07 HRE
(Auto Clear)

BAENRIVBLY Web U hofilt 2L VRET—EOR RN B LEEE, BE)
BIICEREEN DT 7 NS HBETH S

NAMR—IVIZ7?

(Customer MFD OR=F/EEBEITIIVIZT,
Engineer)
WEE . . N
WEHLE. TOE FERESNTVBEECFREBFEREZELTTIEATSEETHD,
(attacker)
ZENRI \ . .
ol MFD OREICHERKRAY ., FVT  AVFIRITA AT VADEESNZ)/ IRV,
(Control Panel)
— & F D17 .
X WRREIITY  _prmansmeans(ror,
VATLEEE VATLEBENFATEIIIATV N, YATLEEEE Web J50H%HE L MFD (C
D347k *UT, TOE BRET—ADHERDPESHRAEIT,

TIUR—RF4N
(Printer driver)

—RRFAREISAT7VLDT—R%, MFD W EIRATEBAR— ULk 58 (PDL) THE AL
SNZENRIT—RICEBTBYIMIIPT, —RFIREIFA PV ITERT S,

ENRI 5 —5

MFD DMEIRATREBAR— YL E55(PDL) THERINTZT -4, HIRIT—4(Z. TOE ®
TAVR—ZAHEETEY bRYT T -RICEHENS,
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AE—HEREICENERA A FNT -, BLUTIY MEREICLD—RF BB DISM17V Mo

EvbvTT—4R EESNIZERI T A&7 IVR—XHEETEBR LT -5, EvhyTIT-3mBAHK
TEBREMLTN- FT1ADEECIRIEINS,

EY o AE—HEET IIT hoDEed AH DR REBHIXEPIRE . EELBEETRT

TOE Z=5—4 CNIE TSF 7—HD—ETHN, TOE ([CL> TSN TOE [CBILTHER SNz T —
5THN, TOE DX )T ERICHEES 2SR REEDHERET — o

. BENAERSIND 256 EVPDT—8, AL —IEBEADXET-IDREFRIC. CORT
—HEEALESIEEIT,.

2YRI—=D HNERYRD-DERERY I -DEBETE—RMICERTIEEORE,

VAS: ISR

TOE =BT MM TR EENHRGL, AERYFI-DLUSNDRY I -D%HET,

RERRY FD—D

TOE WERE SN2 BMOREICH. S &Ry b —Dh oD F1UT1 DEBLICK L TR
EINTLR XY MI—DAD, MFD & MFD A7DE AWM ER)E—- FOFERGY—N
PII47 b PCRDFrRIVETRT

NREBEFFEEIR TPDAELE . TPIAZEDT-ANRNBEIREAER NS,

AR EBIELIRE

PSTN

(public telephone

line)

AREHRT—H TP AD RN RERBERNSEZIEDT—H,

(fax data)

EFERE ITU-T €150 X.509 [CEZRSNTHD. KAIEHR(FrEMAM. #A4. BE1F). A6
8. AR, DU7IFIN, VTRFrEREENTVDIER,

Data on TOE {ET—ATHN., RNMRRIIFFICH(IBFIRABDNAT— FEREFOR/NIFHOD

minimum user 1F ¥R

password length

Key operator
Password

TOE BRET—ATHN. M EERERILDZHD/) AT — FIEHR

SA Password

TOE SRET—ATHN. SA ZEIEEDT=HD/SAD— FIEHR

U.Normal
Password

TOE {HET—ATHN. —fxFIFAE (U.NORMAL)REEDT=H D)\ AT — FiFEHR

Data on access
denial due to
authentication
failures

TOE RET—HTHN. FIAHE ID sBEERRICEART SHAEDH R/ EIDIFEHRE KK
(B 35 5 #R

Data on Auditing

TOE BRET—HTHD. tFaUT/(CRIETIFER(FIZL. BAIELDKRER. BIEEE
PEEBEOEELE)E. BIFCHERT IHEDHF R/ EDDIER.

Data on User
Authentication

TOE BRET—ATHD. MFD OIE—#EEE. AFvUHRE. J7D MRS LUTY MiRE
EFIRTBMRIC, 1Y AR MICTRA T 2HAED AR/ BB LUREDHR.

Data on use of
password
entered from

TOE BET—HTHN. KKKV SDREERED) SAT— R{E FHEED A 3/ ESH DTS
]
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MFD

control panel in
user
authentication

Data on Private
Charge Print

TOE BRET—HTHN., TV FF—IZERCTIMR— UV MCEBRSESD RIS E
SN DEXTEFH.

Data on Trusted
communications

TOE BRET—ATHN. REryrI—D EICHEETIXET 4. YaJER. EEATVS
LU TOE BRET —HEVWIBIET —H&RETIHICHIL T —MRMUBESLRIET
ArILOER/ ENSLIVREDIFRSLUEAE . R A/MES 1L/ IA0— K, L@
AVOESN i

Data on TOE BRET—ATHN. DAY —IV I Z7EETHIREBEDE S/ B DFEHRE VRS
Customer NAD—FD1ER.

Engineer

Operation

Restriction

Data on TOE BRET—ATHI. N—FF1ADD L EEHEMEEICBIRT DHEEOE I/ ED

Overwrite Hard
Disk

LE S

Data on Storage
Data Encryption

TOE EBRET—HTHN. APL—IUBESILHREICRIR T SHBEDHE 21/ EHDIE R

Data on date and
time

TOE RET—HTHN. 81 LY —-V/UI 51 LERERRERERZIT-ITHS,

Data on Auto
Clear

TOE BRET—HTHN., BENRIA— MUTHEEDE R/ BB LU 7R OEHR.
BLU Web UL 07— MUPHREDE 3/ BHANDEBRE LU D7 R OIE R

Data on Self Test

TOE BRET—HTHN. HETAMERRDER/EDER,

Data on Report
Print

TOE BRET—HTHN. Lik— M W HEREDR E IFH.

Data on
Firmware update

TOE BRET—HTHN. I7—LII77vTT— MERRDERTE FHR.
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