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Normal User
A User who has been identified and authenticated

and does not have an administrative role

=ity RBIRRRE S RIS ©, BHERE EFOMMHE
Administrator A User who has been identified and authenticated

and has an administrative role
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Data created by and for Users that do not affect the
operation of the TSF
D.TSF TSF 7 — % TSFOBMEIZEZEL 5256 LitZewy, TOEDT=
DDOTOEIZ L » TIERR STz T — 4
Data created by and for the TOE that might affect
the operation of the TSF
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D.USER.DOC | FIH#EET — | ErMELIFI N — Fav—oRXT, FIHEDOGE
o WZEENDHEW
User Document Information contained in a User’s Document, in
Data electronic or hardcopy form
D.USER.JOB | FlH#& > a7 FHE OXEFEE I CELIL Y 5 7 IZBHE T 5 F R
F—y
Information related to a User’s Document or
User Job Data Document Processing Job
=34 REEE(TSFT—4)
£ 3] T
D.TSF.PROT | fRi#E =7z TSF | 7 — X OiAE CHLEHEEEH THL 2 WHHEIC L
T4 HUSANTOE DX = VT 1T E8E KIFTH
HLNARWD, BEIFFATEDL TSFT—%
Protected TSF TSF Data for which alteration by a User who is
Data neither the data owner nor in an Administrator role
might affect the security of the TOE, but for which
disclosure is acceptable
D.TSF.CONF | ## D TSF 7 — | T — 2 OpiAHE CHLEHEEEH THL 2 WHIHEIC L

7

Confidential TSF
Data

HRBEIIREAN TOE Ot F 2 U7 ¢ o s
ZRAET 0 H LitZe W TSF 75— %

TSF Data for which either disclosure or alteration
by a User who is neither the data owner nor in an
Administrator role might affect the security of the
TOE
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T.UNAUTHORIZED_ACCESS

WX, TOEDA % 7 =— A %@ LT, TOEHN
ORFELET—2~T 72 (BE, &&, £/-
IEHIER) . ERITRAEY a 7T — 2 2B E (WA E
TVZHIBR) 5000 LivZewy,

An attacker may access (read, modify, or delete) User
Document Data or change (modify or delete) User
Job Data in the TOE through one of the TOE’s

interfaces.

T.TSF_COMPROMISE

$EE T, TOEOA 2 7 =—Z %@ U T, TOEHN
DOTSFF—ZICRIET 7B AT 5 LIV,

An attacker may gain Unauthorized Access to TSF
Data in the TOE through one of the TOE’s interfaces.

T.TSF_FAILURE

TOED#AENRFF A ST Fa . TSFOREIIZ L -
T BxF =270 OERESIZEHITND LR,

A malfunction of the TSF may cause loss of security if
the TOE is permitted to operate.

T.UNAUTHORIZED_UPDATE

WL, TOEICARERY 7 =T AV A h—
VT BHME LIV,

An attacker may cause the installation of

unauthorized software on the TOE.

T.NET_COMPROMISE

WBET, *y NU—JHBEETE=X LD EIEL
70452 LT BEFRFOT—HIZTIEBALED,
TOED Yt X = VT 4 2G5 L0350 L/
AN

An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.

HEotexa) T4 A8
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AT
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P.AUTHORIZATION

ML, SCEALBE R OV B RE 2 21T 9 D Al
RafH 5 ST iudze b,

Users must be authorized before performing
Document Processing and administrative functions.

P.AUDIT

X2 VT 4BET T o BT s iEEINRITR
X5, FE0XIRT I aron FiiiRiE
S, AMIT T 4 T 4 ~EE SR TIER S
AN

Security-relevant activities must be audited and the
log of such actions must be protected and
transmitted to an External IT Entity.

P.COMMS_PROTECTION

TOE!X., LANLEOMOTNA AL B &5 T& 72
SR AN ECAN YA

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPTION

TOEMRFIAE LET — % L7 XMEDOTSFT — 4 %
B AZ A Al GE/R ANFEIEME R N L — U T A R ITERAF
T 584, TOEIZZEN S DT NA X LOi%S T —4
ERESET L2 L,

If the TOE stores User Document Data or
Confidential TSF Data on Field-Replaceable
Nonvolatile Storage Devices, it will encrypt such
data on those devices.

PKEY MATERIAL

FIHE SCET — & £ 7213 OTSFT — % OBLHIZZ
BT REZR RHEREME R b L— D726 DG B8k D A Ak
WZHETDE 7%, ExXos, Y7 ~R7 G
T EOMDH B W HIEIX, RIERT 7 EAND
REINRTNIER SR, OZFDARL—UF
NA R FIBRIFS N TER B 2R,

Cleartext keys, submasks, random numbers, or any
other values that contribute to the creation of
encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF
Data must be protected from unauthorized access
and must not be stored on that storage device.

P.FAX_FLOW

TOERPSTN Y 7 7 A& 1R Hft4 554 PSTN
7 7 7 Aalf & LANO B O 5B % (RFET 5,

If the TOE provides a PSTN fax function, it will
ensure separation between the PSTN fax line and
the LAN.




JISEC-CC-CRP-C0855-01-2025

PIMAGE_OVERWRITE

SCEAFRY g T O T 2P0z, TOEIXX
DB RE/ R ARFHBIEA B L—U T N A ED
BAFEG T — % % EEZHEE LR TR 57220,

Upon completion or cancellation of a Document
Processing job, the TOE shall overwrite residual
image data from its Field-Replaceable Nonvolatile
Storage Devices.
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4 AR & & STl EE R D EAREIL

ARETIE, ET D304 1A TOE OF|FHOHIWHcA A EHe LT, ATOE %
AT 5 72O ORHESM R OSEAREIC DWW TR 5,

4.1 FERARVREICEYT SRREH

A TOE Z#EHT 2B ORHRSGEEAZ R 4-1 1277, 2D ORHEEREN M- S
WS KTOE Ot 2 U7 4 HEEDNANCEMET D 2 LIFRIES L2y,

F4-1 FREH

=L} EE
A PHYSICAL TOE K OTOERMRAF £ 72 1TFE T 2 7 — & OAffifElC
GOl x =2 T 43, BREICK > TR S
oz a2 ET D,

Physical security, commensurate with the value of
the TOE and the data it stores or processes, is
assumed to be provided by the environment.

ANETWORK EAREL., LANA V& 7 = — A~DOINE 05 DIHE.
BT 72 ANSTOEZR# T 5 2 L 2MET D,

The Operational Environment is assumed to protect
the TOE from direct, public access to its LAN
interface.

A.TRUSTED_ADMIN TOEEHE L., 1 FoOtvX =2V T 4 HeHit- T
TOEZEHTH L, FHEHINTWD,

TOE Administrators are trusted to administer the
TOE according to site security policies.

A.TRAINED_USERS FENTRAEIZ, VA hovX= VT 1 HEHC
o CTOEZMHT 2 L 2 #HB\IFH S LTV D,

Authorized Users are trained to use the TOE
according to site security policies.

4.2 BRI SR

& TOE OFEET 2@ mE 4 X 4-1 1253, A TOE 13—/ 47 1 Ao
i, MBEONEEFR Y U —27 ThHDH LAN L OVAREZREHRNE B LT &
b, FIHEZX. A TOE O#E XA LAN (i sz 747 h PC (—
BRRAE 2 74T o N VAT LNERE S T4 T N ZE{EL TR TOE %M
T2,
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-Web 7594 ' 94T
S
Y
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DATLERE -[
547U JIN iy - TOE .
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Web 754 T~ N =
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e e = - 'y
Mail H—/% ]/
Ex7—
f NRER H
S @ﬁm r % %
—EFRE AT L
EBE
K4-1 TOEMD;EMIEs

—fERFIVHE P MER T 2ULHD PC THh D, Web 77 U# & TOE o7 Y 2

+ OS : Windows 10, Windows 11
- Web~” 7 7 : Microsoft Edge

RIANRNDBRETH D, KFHETIILLTOY 7 by =7 zfii i,

PV UHERTAN (BELETANLETRAAL ) _R— g AR
(A Af1F) ART EX Print Driver Version 6.12.8
(A ALL4h) PCL6 Print Driver Version 6.12.8
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Q) AT LEHE T AT b

VAT LEHEMERTHILHO PC TH 5, Web 77 U NKLETH D, K
T TIZLL T D Y 7 h = 7 2,

- OS : Windows 10, Windows 11
- Web 7 7 7 ¥ : Microsoft Edge

(8) Mail #—

TOE /> BRIHHE O ET =2 2 X5 2 HAITHMT %5, TLS 1.2 %50
SMTP 7' v b a V&Y R— 25V 7 by =T BRLETH D, AKelli TIZLLT D
VT MU =T

+0OS : Cent OS 7.9
+ Mail #—/3 : Postfix version 2.10.1

(4) BEAHY—

TOE AR LTcER e 7 2773 5 —3Th 5, TLS 1.2 Xt Syslog 7
0 harEYR—brT5Y7 hU T HRMETHDL, KBTI TOY 7
v =7 ZE A,

c0OS:Cent0S 7.9
- BEAH— N rsyslog 8.24.0

B, AERIREN TS TOE USNADN— R =T KNV 7 b =7 OI5H
PEFAFHI O Tl ey (FoIcEE x0T 5),

4.3 ERIRIRIC & 1T S TOESE

K TOE Ot 5 8RE, KUY, AFHil THRIES 5 A TOE OFEREIZIZ, LT D
HIFID B 2 o

(1) #FEYS =K F747 2k PC

TOE & L TEMET 28V — L7 T4 7 FPCHAEF 27 IZEM SN
52 LiE, BHEOEMLETH D,
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LEOELE LY H UERERICOW TR, 11 EE2ZHB, UUF, TOED®X =2V 7 4
HEREIC SOV TR 5,

(1) FAIFERER e

AHEREIX. TOE OFHE %, FIHEZE D ID & /32T — R CRkBIRRRES 2 HHE
%, AREREIL, LLTIRY TOE O HRFCEM S b,

- FIHAEZ, MFD O E 32V, 7747 PCOWeb 77 0%, 754
TV RPCOTI A RTA423055 TOE 2HT 5 & %,

AREREIL, FRRRRE A AIRT D72 IT. LT OBRErE & 2 TV D,

c /IR AT — RROHIR,
* @f‘f‘}% L7cF [ nE%E&E#O) Q&B[J e nE@T’_‘
- PRRERC N | *ﬂiﬁf‘ﬁ%&fﬁﬁ’@b‘%ﬁ@’z v g I

(2) 7 7 & Ak AE

AREREIZ, MFD OREAMRETHIME T — 2 2 BfE+ 5 L&, FIMET—#
DT 7 AHEEATOWRRTH D, 77 AHIEIZ. FIHET — 2 OfraEIER
& R ORBIER M OKEN LS T ThL D,

(3) 77— i 5{Ltkae

AKEEREIX . TOE WEBIZERIFT DT — X L ONEET — % 25 5L T 2HRETH 5,
RIET — 2 ORI R 256 £ D AES CBC £— F&fEH+T 5, W57 —
X O FAbE 1(4) EEEEEKE] O FEE e ha L THEAIS,

Wk, HEMIONEEZR 0 7e 2 b o B — 2 RO RLBUE s 2 - TAERR &
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(4) AEEEERRE
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1.2 CIRET DHAETH 5,

13



JISEC-CC-CRP-C0855-01-2025
5B) BX =V T ¢ EPRGE
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L. —BAIEIER, ANOSAT — FOEENRARETH 5,
6) t¥ =T 1 AR
AHEREIE, X2 U T BRI T 2EAFReEAn 7 & LTARL, BE
Y= NIEETHEETH S,

Efo, AR SNEA R 713 TOE WIIC bR ST, AR RE B2 550
IR b d VA L OR LV B R S RMRIES NS, RES B R S
X, 7547 b PC O Web 77 7H#mb, v A7 MEHEL RS 70— R
T5HZEBRTE S,

(7) = H0E B RE

AHEHEIZ. TOE EEFIC 7 7 — AT = 7 OF = v 7 A K OELEE R O TF & )
a2 T AT HMIEL, 77— AU =T HHRICESH 7 7y —2 0 =T DBETE
X E RS HDHEEECTH D,

(8) PSTN 7 7 7 A-3 v kU — 7 D4y BfEHEHE

AHEREIL, AREFERIHME (PSTN) & LAN Z 0BT 2HRECTH 5, ARIA]
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