JISEC-CC-CRP-C0815-01-2024

V4
JISEC

&
-
o
L

SOTUHR S KA B AS

B SEATECHE A N

PHE P W
IT#% (TOE)

HEEZAM A (&) SR5H11H30H (ITHEFE3871)
o vl JISEC-C0815
KONICA MINOLTA bizhub C4051i/bizhub C33511
AR with FK-517, DEVELOP ineo+ 4051i/ineo+ 33511
with FK-517

A=V a U ROY U —AEE | GOO-R2
g a=7 3 ) VEEREH
FERE S Farrsaryrazy A NEE. CCR— FobiE

Protection Profile for Hardcopy Devices 1.0 dated
rar s varrazyAN September 10, 2015
FRE##A: JISEC-C0553)

ITE¥= U7 ¢ dHiBEE D4R | #ix\ECSEC Laboratory #fAfit > % —

FROTOEIZSOWT ORI, LTFTOLEEBY THDHI EEFIAELTZOTHRE L ET,
SF6H8H19H
XU T 4w F— AR
HIERE KRB 2

FHbE®ES : [ITeEF=2V 7 4 FHERORIERIEOEAHE] TED D TRROBEITE SN
TRl S 7z,

(D Common Criteria for Information Technology Security Evaluation Version 3.1 Release 5

@ Common Methodology for Information Technology Security Evaluation Version 3.1 Release 5

PR - 2

[ KONICA MINOLTA bizhub C4051i/bizhub C3351i with FK-517, DEVELOP ineo+
4051i/ineo+ 3351i with FK-517, /X— 2> GO0-R2) 1%, MNZATECEE A SALHEHEERAE )
EHDITEF 2 U7 ¢ BIEFITET 2B RFEIHITHED, EO LN BUEITE DS < -l &2 51T
PITRE D PRFEEA: % i 72 Lf:o



JISEC-CC-CRP-C0815-01-2024

EPN

T R ottt ettt ettt et ettt et e b e st et et ete et easeaeetens 1
11 R BRELEAETL oottt 1
111 a7 7 vary7ua7 A )VETIIRAE S Y 7 = e 1
112 TOEETF 2 U T AR oo 1
1.1.21 B EEX 2 U T AR IEE e 2
1.1.2.2 AT BT AR oo 2
11,3 BB oottt ettt ettt aee 2
1.2 BB TR c.vovvevereeeeeeee ettt ettt seaeas 3
1.8 BT FRRIE oottt ettt ettt ettt ettt et et st annetas 3
2 TOETIEBI ceveeeeeeeeeeeeee ettt ettt ettt te e e te b e e aa e be b e re e b e rb e beerbeaae e b e eaeenreereents 4
T2 U T JTEE ettt 5
3.1 FUFHZE DBEE oottt ettt ettt ettt ettt ettt ettt anenetn 5
3.2 IEFEIE L oottt ettt ettt s e 5
Be8 I oottt ettt n et et 7
3.4 HHRRD BT 2 U T £ JTEE oo 7
4 AERERE & RTARBEIH O BAREAL ooveveeeeeeeeeeeeeee ettt 9
4.1 A R ORI BT D R EGRE oot 9
4.2 FEFBREE EREAR oottt 9
4.3  EFBRBIICIIT DTOERIIH ....oooovieeeeeeeeeeeeeeeeeeeeee ettt 11
B T T T T R AT T D IR oot 13
5.1 TOEBES & T U TR =R MBI ot 13
5.2 TTERET oottt ettt sttt 15
6 BUEIRIT R0 2 A U B ettt 16
FEATFERT LT & 2 A T L OME T oottt ns 17
TL BB oottt ettt ettt ettt 17
T.2  FHATTIE oottt ettt enas 17
7.8 BEASEREREEL c.o.oeoeeeeeeeeeee ettt ettt ettt n e 17
Td  BEET AR ettt bttt ettt ettt ettt et 18
TA 1 BAFEF T A D ettt 18
T.4.2  BHHZETRNLT 2 B ottt 18
743 FHEEIR AT A B ottt 20
75 BB IZ DU N T ottt 23
T8 R I R ettt ettt ettt ettt n e ennn 24
TT B T A L BT oottt 24
8 FBRIETEM cvvvveeeeeeeeeeeee ettt ettt ettt a et ettt ettt s nnnanen 25



JISEC-CC-CRP-C0815-01-2024

8.2 BT EETH oottt ettt ettt ettt ettt ettt et et et et eae et eteae et teanesens 25
D BB T ettt ettt ettt 26
10 B U T £ F 0 0 B oot ens 26
T1 R ettt ettt ettt ettt ettt neeas 27

12 B 29



1.1

JISEC-CC-CRP-C0815-01-2024

EREN

DRGEHREFIL, 2 =0 I/ VFZ RS 2355 L7z TKONICA MINOLTA
bizhub C40511/bizhub C33511 with FK-517, DEVELOP ineo+ 4051i/ineo+ 33511
with FK-517, 73— 2 > GOO-R2) (LA IRTOE) &1 5,) 22OV THRAZ
t1: ECSEC Laboratory iz > % — (LR TEHMEEES T Lo ,) 235F0 6 4 7
H18 HICSET LIZIT &% =2 U7 ¢ dHliiCH L, £ ONEOBRER R 2 HEEH T
bHa=R I ) NVHBRASHICIRET D L L BT, ATOE ICBLZFROFESE S
HEHICH LX) T4 ERERE LT 260 TH 2,

Z'Knmnﬂiia nJh &j:\ 10 %@t#‘:’- U?A/f y"—bﬂ‘\/ ]\ (U\T I—STJ &I/\
9s) %Gﬁmézm‘:b\o FRIZAKTOE Ot = U 7 o« BEREZ: . PRAEEME M OV D
FoEORILIE, STICBWTEERE TV D

AGRFERE L, A TOE 2 AT 2R Z5id AE L T\ D, ARFEaEHRE
j: A TOE 75>ﬁ/‘\ﬁ‘%§1%§$gﬁ: IZFEDSNWT-ER nftft%%ﬂ—"é—%) DODTHY . ﬂa%”@
ITHRSEZDOLDEEIET D2 H DO TIERWI EITEHE SNV,

ST T R 2 R E
A TOE O¥fe, EHRMEOMEL LI TIORT, FBillL 2 ZELEAE SO Z L&,
JOF92a3o7a7 74 IIVERFRIENNY T —3

AKTOE X, ko7uas 7 var7u7yA[14][15] (LLF @S PPl &
9.) WCHEET D,

Protection Profile for Hardcopy Devices 1.0 dated September 10, 2015
(R JISEC-C0553)

TOE&E o) T 1 #aetE

AKTOE X, =& —faE. A%y AKRE. 7'V v MERE. 7 7 7 ABRE. KT
LEORAFLIY H UL 727 2 68 (LT TMFP) £v9,) Th
éo

AKTOE X, MFP O 5 LET =4t FX 2 ) 7 4 ITHETDOIRET — X EN
BBEINTZV RS ASNTZV T L2 E2IET 572012, HE PP RERT 51
F a7 e R D,



JISEC-CC-CRP-C0815-01-2024

IN6DEF 2T 4 BEREEMEIZOWT, TORGHIT#MO 24 & RO IERENEC
DWW G PP S ER T 2 IRAEEAF O #PH TR M T,

A TOE DEET BB KL OBHRICOWTIRIEDO LB Y Th D,

1.1.2.1 BREEX) T4 0%KAEH
ATOE 1T, UTFOEEEZEELTND,

TOE DG ETH IFHAE DO LET —Z KOt F 2 T 4 HREICEET S
F—#Z1%, TOE ORIERE/ER, TOE BN SN TWAH Ry hU— 7 ~DRIER
T ERCL ST, BBEINTEVREALINTDTHEBEEN G 5,

F7-. TOE BHOHES, RIERY 7 by =7 DA A M—LZL b, TOE ®
YX a2 U T A ENERDOND BN D D,

ZNOOBEBUTHHT 57212, A TOE X, BIFRRE. 7 7 & AHl#, H5
b, BFEARED, WE PP RERTLIEX= U T A HKEEL RIS 5,

1.1.2.2 BREMN RSN
ATOE 1%, DX D el ORHETHEM 5 Z L 2 MET 2,

TOE |%. NERMERT 7 ¥ ADHIREN, A F—F v FrbRiEShi
LAN 28t SN OBRE CEM SN D Z L2 AEL TV D,

TOE OFXE M OHEFFE T, B CE 2EHENTA X 0 ALEIHE- T TD
R 5720, £7-, TOE OFHE X, 2422 TOE 2 H5 2 X 7 il a2
T TW R IER B 7w,

11.3 REEIE
ARFHIETIX, AT OEHZLRFEL TWRUY,

4.2 EEMBREL LR DFRCHL L F70 2 1 BRSO AL
7.5 FHAEHERRIC SV T ) OFSH L 52722 5 E D TOE

Al TIE, AR ORGEIZ S 720,

K TOE (ZPRAF SN DFIHE OIET — 2 FE O L



1.2

1.3

JISEC-CC-CRP-C0815-01-2024
1l D K e

R NEE T IT % 2 U 7« sl R OSEFERIE I S & | /Ai‘%jz% 1T
B VT M R OGRGERI B O FAKIRE ) (1], TIT BX =V 7 ¢ BAEEICEHT S
gokgE ) (2] TIT &% 2 U 7 o FHlFEEI AR (T B+ 5 2ok [BlIcHlE S
AT NFIZHE, FHIFERIC & > TR TOE (234 2 BEBE {4 K OMRFEEF I 55
WCIT X2 U7 ¢ -l SEM S, S 647 HIZET Lz,

_:I:1ﬁ 0) A I:I

RGBS X uﬂ?fﬂﬁfrﬁ’éﬁéw’ﬁﬁiwﬁﬂ?fﬂﬁi&ii[ 31K OB 2 R AT AIEAL R A 15
ik L. A TOE OFHAHTE O Fft S Zih - TIThb - 2 & 28 L7z, FEREDH
FRIZBW TR RSN MBI SN T, FBREL B o —&1ER L7, RSB A e
LRI, TRk S 4, 22>, TOE O CC ([4][5][6] F 7= 1%
[71(8][9]) KU CEM ([10][11]@u\a“n75>) ICHED L CHEICEmRENTND Z &
R LTz, FRREHERIIRIM S EICE S ARGEREELER L, RAHEEZK T
L7z,



JISEC-CC-CRP-C0815-01-2024

TOEZ Al
AKTOE (X, LT LBV@EHISh D,

TOE4 4 : KONICA MINOLTA bizhub C4051i/bizhub C33511 with
FK-517, DEVELOP ineo+ 4051i/ineo+ 33511 with FK-517

N— g GO00-R2

Rean 235 - FRRE A Z T T2A TOE THH Z L&, FMEIIUTOHIEIZL-T
M8+ 22 &N TE D,

B DB A Z o ZADFTLHEIHE > T, MFP RRKOHEFES O3 —2 g & FAX
Xy NOHEMEOLI T OIEREMERT 5,

- FEL LR oW
(AARmT) KONICA MINOLTA bizhub C4051i

(HALISL) KONICA MINOLTA bizhub C4051i
KONICA MINOLTA bizhub C3351i
DEVELOP ineo+ 4051i
DEVELOP ineo+ 3351i

- N— 3 : TA93E0Y0-F000-GO0-R2]

- FAX % v FFK-517) : [AA1K]



3.1

3.2

JISEC-CC-CRP-C0815-01-2024

txal) T4 A8

A TOE 1%, MFP ORAMREL LTt —HrE. A% v UBEE. 7'V o MERE,
777 AR, KON CEORFLEY H U2 Rt L TR0 FIHEOET—
%% TOE WEBIZIRFLTZD . Ry b U —2 24t L TR OB RO — /N —
RV LY LT DRERFFO,

AKTOE X, MFP O 5 3ET =40t X2V 7T 1 ICHEBTLIRET —F %%
T D702, WE PP OERAWME T 52 U T 1 BRREL IR 5,

A TOE O#ftd 5% 2 U 7  HEDO R L LT, ATOE »MEET 5, FiIA
FRE, REEE, R, MEOEX =) T 4 FEELTO 3.1 i b 3.4 FilR
F, ATOE Ot = U7 4 BIEOHMIL, 5 FIRT,

FAZEDEE
K TOE OFEET HHIHH OEE 23K 3-1 1TR7,

x3-1 FAZEDKRE

— A A AR REAE S VTR

Normal User

G=X E
T, BHARR ZFIZ2W
Ve

A User who has been identified and authenticated
and does not have an administrative role

HE BIFERRE S TR ©, BEEEAE Z R ORI A
=
Administrator
A User who has been identified and authenticated
and has an administrative role
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Protected TSF
Data TSF Data for which alteration by a User who is
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role might affect the security of the TOE, but for
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TSF Data for which either disclosure or alteration
by a User who is neither the data owner nor in an
Administrator role might affect the security of the
TOE




3.3 ER

JISEC-CC-CRP-C0815-01-2024

A TOE DIEET 2 W&k 3-5 1277,

®3-5 ER

AT

[—3— 3
EFE

T.UNAUTHORIZED_ACCESS

B#EIL, TOEDOA v 5 7 = —A% @ T, TOEN
DORRESCGET —2~7 782 (HE, &, 7213
HIBR) . EITRAE Y a 77— 22 EE (LEE-
IEHIER) 5% L7,

An attacker may access (read, modify, or delete) User

Document Data or change (modify or delete) User Job
Data in the TOE through one of the TOE’s interfaces.
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An attacker may gain Unauthorized Access to TSF
Data in the TOE through one of the TOE’s interfaces.
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A malfunction of the TSF may cause loss of security if
the TOE is permitted to operate.
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An attacker may cause the installation of
unauthorized software on the TOE.
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An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.
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P.AUTHORIZATION
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Users must be authorized before performing
Document Processing and administrative functions.
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Security-relevant activities must be audited and the
log of such actions must be protected and transmitted
to an External IT Entity.
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The TOE must be able to identify itself to other
devices on the LAN.
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If the TOE provides a PSTN fax function, it will
ensure separation between the PSTN fax line and the
LAN.
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A.PHYSICAL
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Physical security, commensurate with the value of the

TOE and the data it stores or processes, is assumed
to be provided by the environment.
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The Operational Environment is assumed to protect
the TOE from direct, public access to its LAN
interface.
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TOE Administrators are trusted to administer the
TOE according to site security policies.
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Authorized Users are trained to use the TOE
according to site security policies.
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