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Syslog 7R baLZHWTEXINS TOE OOV F—X%2%(E - #1FT 59 —~—, TOE &
SYSLOG #— 3= TLS @ CHEfi I hT\Wb, (KREMTIE, Syslogng 3.14 ZHMHL 7z ¥—N—
ZHEELTWVWS,)

1.4. TOEZiR
1.4.1. TOE®D ¥y &iF

TOEWX, SHA T a v Thsr 777 A=y b aEELUIMFPAKL A XV ATHD5, TOEDREKE
& LITNIZRT,

Table 2 TOE 2#H%4 5 N— KUz 7
Wioets

Ty AL=w | N [N WARES

TOSHIBA e-STUDIO4525AC | GD-1370NA-N bk MFPA{LL 7 7 | MFPAK Y 7 7
(CPU#AIES: 3350) JAL=y b |7 A=Y}

TOSHIBA e-STUDIO5525AC | GD-1370NA-N X, 2hEAA |13, 2hE R
(CPUG# % = 3350) 1 FIVRRO 7 | Mo eE L

TOSHIBA e-STUDIO6525AC | GD-1370NA-N FoLT TR | T BA— LI
(CPU#iAI% 5 3350) MARATEN— | Wi & N7 R RE

TOSHIBA e-STUDIO4525AC | GD-1370EU AN RY=T7THD | clikEsic &
(CPU#M #: 3350) > CTHIHEZ ICH

TOSHIBA e-STUDIO5525AC | GD-1370EU %I nd
(CPUG# 5 3350)

TOSHIBA e-STUDIO6525AC | GD-1370EU
(CPU#MF = 3350)

MFPAKDN— a VIFPL T D@D,

- SYSTEM FIRMWARE : TS20SFOW1810
- SYSTEM SOFTWARE : TS20SDOW1810
- ENGINE FIRMWARE : TK166MWW62

- SCANNER FIRMWARE : TK160SLGWW16

Ty A=y hONRN—=Va VIFBITFO®ED,

- FAX1 FIRMWARE : FAXHG625TA13
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Quick Start Guide

OMEZ210012B0

Table 3 TOE 2T A1 XA
o+

2=
PDFEA”7 7 1)L

B L OEIRIY
Safety Information OMEZ210014B0O ZDE fjﬁi;}nj?ﬂ ’-‘F; i
Copy OME210018B0 | PDFEAX 7 7 1)L
Scan OME210020B0 | PDFIEX 7 7 1 )V
User Functions OME210028B0 | PDFIEA T 71 )V
Installation OME210032B0 | PDFIEX 7 71 )V
Print OMEZ210034B0 PDFEAR 7 7 1)L
TopAccess OME210036B0 | PDFERT7 7 1)V
Frequently Asked Questions OME210030B0 | PDFEAT 71 )V
Troubleshooting OME210006B0 | PDFIEA T 71 )V
High Security Mode OME210040E0 | PDFIGR 7 7 A b
Preparation of Paper OME210004B0 | PDFEATZ 71V
Information About Equipment OME210016C0O | PDFIEAT 7 1)L
Specifications OME210038C0O | PDFERT7 7 1 )V
Fax OME210022B0 | PDFEX 7 71 )L

ORIk | oG

MFPAARIZ
[FIHH X 7=
IRHE TR
FITEAT X
ns,

ek
Ll
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1.4.2. TOE®D A& F

TOED BN REF I, IROE IV a viZioTCilhENdvFxa ) T BEEB I UCEAKEIZ I > TES
N5,

A—)L FTP SYSLOG
a—H— 924 T7 R PC H—s— H—/R— H—/\—
$ A A A A
[}
T
[}
v A A A \
BRI SIS EEHEE
A A A
Y Y
2 —H — B R RE
\
A
EAMRE
g TSFT—4 &3
aE— PP TRE
J A - %
3 Jvrv— | | [[775r ey
@‘ Pl omos [T sese e TSFEC fR&#
_ 7 3 p
[l
Y Y Y
T RFIERE -~ ssb
A [} T—REES 1t
Y A
NVRAM FROM | D.TSF.PROT | | D.TSF.CONF | - %E*&ﬁﬁ
Eedocid
D& | DUSER.DOCl | D.USERJOB |
= TOE

X 2 FmEER SR
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1.4.2.1. FEABERE

TOEIZEHAW LR LT, a¥—, TV Vb, AF vy Ui OEGIZET S —EOBEEEL, 250D
HERE 2 AR HIEd 5,

o IV —HEHE
=P =DEEANXNVZBIEL T, AF v F TR EZHAID . HEHR$ 2ETH 5,

o 7V v MRE
2347 RPCHROEDTY Y N F—&%Z, LAN Z2/N LT TOE 2340, fUICFIRI$ 28486 TH 5,

o A%y UHhE
I—F—DEENSRIVEZEEL, HiCEEZAF ¥ F—ETHID ., TOEBGT — X %2 A — )VIZEiRAT U
ELUED, FTIPH—N—IZEETRILNTE S,

o 77 U AKkRE

77 O AKBEL R, T 7 I ARMEHKREE 7 7 7 AAGHEEEN 572 5,

77 0 ARERERR IR, A ¥ ¥ P THAM S M ET — X &, PSTN 24 L THNED 7 7 27 AT
RMET DB TH D, /oo 77 7 A%EKRRIZ. PSTN 24 U THNET 7 72 AP O XEINTE
NET—REZET AT DH 5,

1422 ¥Fa) 5 1 e
TOEIZ k> CHMEINA2 L F 1) T A BRI TO LB TH 3,

o G, FREE. MUHCDHEREZ (i % 72 DY Gk nE

I—H A, PRGEHEEEIX. TOE 2#FHL 5952 —¥ =%, TOE 2FHTHI M TEL1—V
—THEINEILERIEL, FIATE 22— —ThHI2ELVHRINGEDOANME %25 2 % HhE
THhd,

TOE &, 2 —¥—RifT57-012, BIESRILVERIZZ2514T7 Y PCHS5DI—F—ID & a1—H—
NAT—=REANTEES 2= =12 L, 2= —RAT = NANRIXI—XFEREKRT D7«
— RNy 2 DOf#ERREEY, BRIk Lza—Y—20vy 277 MERERZ A CVWET, /2, uoo
VIR ER B T E ORIV 2 A, BEIICR T D M T ABREE A T WD,

o 7 Uk ABIMHEHE
TOE (Z. #FAE N —HF —IILR2REETH DI - —TF — X FOBEADT 7 A2 HIHL £,

TOE (Z. BEDIREEZEIT L7-00EET 72 EkT 5, ARV MRS NZTRTOB T,
R —N—AEEIN, EEY—N—TCHET LI ENTE D,

o mfEHHLEERKRE

TOE 1%, LAN IZH LBETBIEIZ. 2v T —27 LOBET— ZOJRHBPHRIAZIET 5720,
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FEEETe haLEYR—- NI B,

TOE OEMBEETIX, 25147 PC, A—)L¥—"—_ SYSLOG ¥ —/N—, FTP ¥ —— L jE@f3
TN, T—XEESLTSZHIC TLS 2HT 5, £/2. 27747 PC 6TV UV EX—KIA
N—%ffi>TIPP HIRIS 5545, TOE &2 747> b PC D@32 TLS 2ffi-T7V > h7a bk
aLDIPPS > TT )V b F—REHFHEL TS,

TSFH iR

TOE &, IOV 732 F ¥ IZRTE TV RXRNVBLOBRGEEMHL T, BWFETAEY 71V 2k 7
TANVDEEMTANEETLET, Zk D, TOE MMEHETEZ 2RELSWI A I N2 Z M
TEHEILENTEX S,

TSFF — & {§.3#

A FRREREREIZ & 0 FRRE X N EHE D AD, HEAE SRV F 721E TopAccess 226 TSF 77— XIZBT 5
BEZ2EITTE 5046 HIA X, HROZED - — OB 8k/HIFR, ARy -2 7uha
W FNEIEDNHREST D ENTED,

F— R

SSDIZfRFEEINZ -V =T —ROJWHEEH LT 2572012, Zh6DT—XEWHSTHEETH 5,

PSTNZ 7 27 A — % v b7 — 7 S D 43 R EE

PSTN MH6DANZ 7 7 7 AZZIZHIBT A 212k b, ARBEERFE L LAN Mo 7)) v Vi
LT BHEEETH B,

V7 U 2T Ty 7T — h OWGEE

TOE OV 7 0 x7 %77 T— TBRIZ, 7Y T— T3V 7 b T7DRERBZLEDONE S H
EIRGET AEERETH B,
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1.4.2.3. HEE

ASTIZEE T AR EDHEDN, 2ETHAFIEL TWACCB LIUPPTEEINT WS HZEIZ DWTIIL,
FOEHEIIMND, TNLINDOHZEZTable 4iIZEHET 5.

‘ =5
5=}

a—%—ID

Table 4 FHEE
T |
— 2 —H¥— MFPEHEZ NG TN 58001, TOEXZ Ol Fick v a—
Y—2RET 5,

dA—HP— 27— R

FBA—PF—HBTOEICT 71 VT HEIMHHT H 82T — K,

VAENA=VA TV UMY a T, RMEEHER ZEEMARBIVOAFY I YVaTDLOR
A

Ayvt—vnps MFPDOREBEER D 5\ E 2 —HF =12 X W BTSN EcET 500

TopAccess WebR—ADY 3 7H LT NS AEFHY -V ThHD, ZOY—IVEMHTS

Xy b7 =22 N UTMFPOIBEHEZRGE TSI ENTE S,

HEha 277 7 b

074y L TWda—F =2 —EREMFPO#EMEZ Ued > 725812 HEIRIZ
0277w hIndx TORIH,

0y 277 b

Oy 277 MINETAY Y NPRRS 5 £ TORFHE,

H A/ R4 0 ERO - b OREER. £ H/H/ K5/

1BEE| U.NORMAL, U.ADMIN,
U.NORMALIZU.NORMAL(a) £ UFAXOPERATOR. U.ADMINIX
U.ADMIN(a), U.ACCOUNTMANAGER, U.ADDRESSBOOKOPERATORIZ
LT N5,

T77—=LUxT N—=RT =T %G 57-DICBHRIHARENZY 7 T T

Cipher Suite TLSHEETHEHAT ST LI ) ALDMEEDZ &,

MBI B W5 Ny ¥ 2B OfIZ &> TR E N5,
7 R L AIMR 77 7 AF T, emaily FUVAZSILE—RE L TR RRTLH5IELTE, 77

7 ZEERAF ¥ v De-malikED5ALEEHIZIEET DN TE S,

2= — RAEAIL
Ok ¢

EHEHEIZED, B TS VU RAT=ROANY) FIAEBOEE R, av 77k
HEOEE, a7 9 NINETHIY NAT—RA 522V T7—I123T5Zeh
TZ 5,

tFa7F v

BEHCHES WB VLS 12T — L &L 2BEF ¥ 3L,

B Rk S

RAVEDILTIINE T I VRAEDYT 1+ T 2R O>XF
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2. BEAEIR

2.1. CCHE& IR
ASTH L UVTOEDCCH G FIRIFUUTDEB D TH 5,
Common Criteria version: Version 3.1 Release 5

Partl : Introduction and general model April 2017 Version 3.1 Revision 5
Part2 : Security functional components April 2017 Version 3.1 Revision 5
Part3 : Security assurance components April 2017 Version 3.1 Revision 5
CC part2iZxf 4 5STD#E 4 :  CC part 2 Extended

CC part3iZx)3 5STDH A :  CC part 3 Conformant

2.2. PPEAER
ASTE L UTOEAHA L TWBPPIREAFDEE D TH 5,

PP#FS Protection Profile for Hardcopy Devices
PP/N—Y a > @ 1.0 dated September 10, 2015

A amama] JISEC-C0553

Errata : Protection Profile for Hardcopy Devices - v1.0

Errata #1, June 2017

2.3. N r—IBEEEE
ASTIF N 7 —IADFEEEEIZ LR,

2.4. WAEIRBH

PPHERT DTN OLM%2E L, PPOIENRED [Exact Conformance] TH5, TD7zé, TOEF
MiFPPE —BLTW5,

+ Required Uses

Printing, Scanning, Copying. Networking communications, Addministration

+ Conditionally Mandatory Uses
PSTN faxing, Fileld-Replaceable Nonvolatile Storage

- Optional Uses
U

Copyright 2024 TOSHIBA TEC. All rights reserved.

9/86



3. EXa )5« REEE

31 2—¥—

ASTTlE, FROLSIZTOED 2 —H — L KE 2 EHT S

Table 5 2 —¥—4¥

e vip e E
UNORMAL | UNORMAL(a) —f1—H%— | TOEOHKAKE TH 5 32 ¥ —
W T, A B - 7V MHERE - AF Y B
Al & v 7z F B 777 AREHKEEZESTTE
T, BHE 5a—Y—, —fa—¥—i, %
Bl 2R 7 AR Z TR &2 A 5
WHI R N, NEINBEREZ T 2 EITT
&5,
U.FAXOPERATOR —a—Y— | Ty AEZEHEEETTES
a—H—,
U.ADMIN U.ADMIN(a) (=g TOEDtF 2V 7 1 e IR bd D
., 3@ BE, A=Y —DThU v MEH
FEX 7RI DEH, EfEnJOMER Y,
HCTHEBER TOE % D& MR % £ D& B
E 2RO H o
# U.ACCOUNTMANAGER (=g A—Y—D7hY v NVEH(Z—Y
— DA —Y—IDPHEFE, FEAR
BERE DEREHEIR 70 &) DR E DT &
5 EHA,
U.ADDRESSBOOKOPERATOR | ¥ TRUVARZRETE 2 -9
32. ¥
STTIX2DDEFEDNHEERT D,
Table 6 BESHE
Designation | Asset category Definition
D.USER User Data Data created by and for Users that do not affect the operation of
FIf#&T—% | the TSF
TSF D#AEICHEE RIF S0V, MHED7DIZRHEIZ L > THER
INzT—2&
D.TSF TSF Data Data created by and for the TOE that might affect the operation of
TSF7 — & the TSF
TSF O#EAEIZHEE 52 205 LN WTOED 72 DTOEIZ & - TIE
B hizT—4&
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321 A—¥F—5F—2X&
ASTTIH2DD A —HY—F—REEET B,
Table 7 2 —%—F — X &I

22 BESE EH 2 |
D.USER.DOC | User Document Data | Information contained in a| 3E¥—XEF—X
MAECET—& User’ s Document, in electronic | 7’V ¥ p X&F— X
or hardcopy form. Ax vy UXETF—X
BYHEAB@N-FIE—DRA | 77 r 2tfG0#HT— 2
T, MHHEONHICEENDER | sy 2agiE@rRT—4
D.USER.JOB | User Job Data Information related to a User’ s | 7V ¥ Ya 7
MpEY a 75 —4& Document or Document | Z2F¥ ¥ Y37
Processing Job. av¥—ya7s
FHEDOXEEZRIXELRY 2 | g7 2%z2Va 7
7B B T T 7 IRREY 2T
3.22. TSFF—%&

TSFF— &%, 220 @H» ST s,
Table 8 TSF & — X f&

£ | HEMER | R | R
D.TSF.PROT | Protected TSF Data for which alteration by | £ ¥ 27 F ¥ * VO #h/ fE%h

TSF Data a User who is neither the data " — " 1

£ # X 1 7= | owner nor in an Administrator

TSF7— & role might affect the security of ek
the TOE, but for which| @24 27 —=FDY) +F 1K
di\sclosurge is acceptable. w27 .
T—RXDOHIEETE R, £721E

Uy I7INETHAITY VAT —RA

EIE S F - A WRIHE I &
>T, WEAINKETSFF— & H
TOEDtFa ) 571 %% MFET

A—ba 77 bIHE

. H IR
"ELNRVWA, BEIZDOWTIE
KATES X5 BTSFF— X, BN AAT = R
7 KL Ak
SYSLOGY — N—DHKE
FTPH — N — D& E
VI7h72T7DT v TTF—h
D.TSF.CONF | Confidential | TSF Data for which either | Z2—%—/X2 7 —FK
TSF Data disclosure or alteration by a
M DOTSFT | User who is neither the data
—X owner nor in an Administrator

role might affect the security of

Copyright 2024 TOSHIBA TEC. All rights reserved.
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22y BESHE EH M
the TOE. I
T—RDEHTEL R, HHA
BEEF 7 WHIHAZEIZ X5 T,
BRI EIRIAINSLZTSFT —
AN, TOEQXFa2) 51128
RIFTHE LXK S RTSF
F—=X,

3.3. B

AP TT 5TOEICN$ 2 & @E, ATFTOLEH TH 5,

#ZilZ, TOEOX®F a7« figtefalmib T2 a0 b 5K RE2 672077 a v eI T 5%

Br—Yzy MILkoTERING,

Table 9 BRDEH
22 TEH

T.UNAUTHORIZED_ACCESS An attacker may access (read, modify, or delete)
USER.DOCument Data or change (modify or delete) User Job
Data in the TOE through one of the TOE’ s interfaces.
WEFIZ, TOEOA VX7 z—A%@L T, TOENDFHHLET
— AT A (HE, ®E. £-EHEB) . F2EMHEEY a7
T—REEHE (HEFIFHIR) 72506 L0k,
T.TSF_COMPROMISE An attacker may gain Unauthorized Access to TSF Data in the
TOE through one of the TOE’ s interfaces.
WEHIX, TOEDA VX7 2 —A%@L T, TOENDTSFF— X~
DARIERT 7 A%H250E LR,
T.TSF_FAILURE A malfunction of the TSF may cause loss of security if the TOE
is permitted to operate.
TOED#AENF ] I Nz 8E . TSFOBMEEMIZ L >T, ¥Fa )7
1 DEXEF ZEI T LNV,
T.UNAUTHORIZED_UPDATE An attacker may cause the installation of unauthorized software

on the TOE.
WEBHFIZ, TOEXARERY 78T 2T % A4 YA M—LTE50E LN
AN

T.NET_COMPROMISE An attacker may access data in transit or otherwise

compromise the security of the TOE by monitoring or
manipulating network communication.

WEBEIL, 2y VT —JlfE2E=X—LEZ0#HELEZDTEI L
T, REFOTF—RIZTI7RALED, TOEOY X2 ) T 1 &2i2HE
L7035 LR,
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12/86




34. Mo x ) F 1 Skt
UFRIE, #2028 202 571 /8 (OSP) TH 5,

341 Mo X)) T4 HHOESE

MO X2 710 JieHE, BEIRHTIEFHICEDVTERT L2DIXEHKTIERW, T3 E I
BOMFENSEL S, ¥ a) T4 WK AHORBE LT 27-DIZfHEI NS,

Table 10 MO ¥ 2V 71 HEHDER

| 275 | e
P.AUTHORIZATION Users must be authorized before performing Document

Processing and administrative functions.

R E, SCELB R OEBIRSRE & AT T 2 ANICHERR 2 1 5 = /e
TR 5700,

P.AUDIT Security-relevant activities must be audited and the log of such

actions must be protected and transmitted to an External IT
Entity.

X2V FABET 7T T BEEINRTINERS T, £
&S T7rvaronsi I, MRITZ YT 14T 14 N3k
FENRITNIXR S0,

P.COMMS_PROTECTION The TOE must be able to identify itself to other devices on the
LAN.
TOElX., LAN EDfhd 781 2 & B H %A T E 8T g s 7%
W,

P.STORAGE_ENCRYPTION If the TOE stores USER.DOCument Data or Confidential TSF

(AT E 2 2H) Data on Field-Replaceable Nonvolatile Storage Devices, it will

encrypt such data on those devices.

TOEAFH#E XEHT — & £ 72 3B DTSFT — & % Bl 22 # il 72 72
AEFVER D L=V TN R FS 256, TOERTNSDT N
A AEDZDES> T —RERKSLTEIL,

P.XEY_MATERIAL Cleartext keys, submasks, random numbers, or any other values
(G fhht & b 2H) that contribute to the creation of encryption keys for Field-

Replaceable Nonvolatile Storage of USER.DOCument Data or
Confidential TSF Data must be protected from unauthorized
access and must not be stored on that storage device.
FHZHXHET — R E721EMEDOTSET — & O B2 Ha] §E 72 A HEF
AR =Y DODREEHOERIZEFST 5 LD, EXOH,
VI AT, BB £REZOMOH S D EMEIX. RERT 72 A
PoREINRITNIXRSBN, POEDA ML =Y FTNA A ERIZ
REINTE RS R,

P.FAX_FLOW If the TOE provides a PSTN fax function, it will ensure
(ZAFAF & 2H) separation between the PSTN fax line and the LAN.

TOEAPSTN 7 7 7 ARkt 2 et 3 554, PSTN Y 7 27 A[nlfj &
LAND Iz 53t % fREE S 5,
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3.5. RS

IR ME, X2 T KA F 2 ) T BREEES BRI TH B 72012, fi7z I R hidnR
SIEWERETH D,
Table 11 RTHESA:
H R TE
A.PHYSICAL Physical security, commensurate with the value of the TOE and the
data it stores or processes, is assumed to be provided by the
environment.
TOE. KUTOEXRIE £ 72 13T 2 7 — X OffifEIZ A& - 7Pl ¥ o
V74D, TOBRBEICE>THRtchs Z L 2ET 5,
ANETWORK The Operational Environment is assumed to protect the TOE from
direct, public access to its LAN interface.
HEHBREIX, LANA Y R T 2 —A~NDHEDRS DERED T 7% A9 5TOE
ERETLZ e RMET S,
A.TRUSTED_ADMIN | TOE Administrators are trusted to administer the TOE according to site
security policies.
TOEEHE X, ¥1 beFal 7+ GEIZE-> CTTOEZEH T S5 &, 3
INTW5,
A TRAINED_USERS Authorized Users are trained to use the TOE according to site security
policies.
A INMHZFZ, b1 beFxFa )T« HEHTR-> TTOEZfEHT 5 &
SEEIMEZITT W5,
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4. ¥ a7 4 WEGE

4.1. EATRE ¥ 2 ) 7 4 MR8
B ¥ 2 ) 5 1 S EHT D\ T DRI % Table 1212 70R 9 5,

Table 12 BABREO Y ¥ 2V 7 1 NFEHH

FFR E 2%
OE.PHYSICAL_PROTECTION The Operational Environment shall provide physical
security, commensurate with the value of the TOE and the
data it stores or processes.
HEABRBEIL, TOE, XUOTOEX R /2 3T 2T —X D
lifEIZ RE - 7Y * 2 ) 71 2L ARTNIER S R0,
OE.NETWORK_PROTECTION | The Operational Environment shall provide network
security to protect the TOE from direct, public access to its
LAN interface.
HEABREIX, LANA VR 7 2 —AANDOHNE»SDEED T 2
L ANSTOERH#ETE/2DIZ2 vy T —2vFa )T 1 24
BELU RN S22,
OE.ADMIN_TRUST The TOE Owner shall establish trust that Administrators
will not use their privileges for malicious purposes.
TOEFTA#1Z, EHEN T OHREEEDH L HIIZHEAL 20
EWVWSEHHEZMNL LRI NI S0,
OE.USER_TRAINING The TOE Owner shall ensure that Users are aware of site
security policies and have the competence to follow them.
TOEFE & X, FHENY A beFa) 71 A8 28U, =
RS THEZR>TWAZ L 2HIE LR ITIER 5%\,
OE.ADMIN_TRAINING The TOE Owner shall ensure that Administrators are aware
of site security policies and have the competence to use

manufacturer’ s guidance to correctly configure the TOE
and protect passwords and keys accordingly.

TOEfiA & &, HEHENY A b¥xa) 7« et 2L,
TOEZIEULKE L, /NAT— N RIS IRET 572012
BLEHONA XV ARTERT 2 N&%2F>TWDH I &2 RFEL
T NIETR 50,
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5. Extended Component Definitions
Extended component definitions are listed below.
5.1. FAU_STG_EXT Extended: External Audit Trail Storage
Family Behavior:

This family defines requirements for the TSF to ensure that secure transmission of audit data
from TOE to an External IT Entity.

Component leveling:
FAU_STG_EXT.1: Extended: External Audit Trail Storage H 1 |

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel
implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:

o The TSF shall have the ability to configure the cryptographic functionality.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FAU_STG_EXT.1 Extended: Protected Audit Trail Storage

Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External
IT Entity using a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity
which relies on a non-TOE audit server for storage and review of audit records. The storage of
these audits records and the ability to allow the administrator to review these audit records is
provided by the Operational Environment in that case. The Common Criteria does not provide
a suitable SFR for the transmission of audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class

with a single component.

Copyright 2024 TOSHIBA TEC. All rights reserved.
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5.2. FCS_CKM_EXT Extended: Cryptographic Key Management
Family Behavior:

This family addresses the management aspects of cryptographic keys. Especially, this extended
component is intended for cryptographic key destruction.

Component leveling:

FCS_CKM_EXT.4: Extended: Cryptographic Key Material Destruction 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key
materials that are no longer needed are destroyed by using an approved
method.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]|,
FCS_CKM.4 Cryptographic key destruction

Rationale:

Cryptographic Key Material Destruction is to ensure the keys and key materials that are no
longer needed are destroyed by using an approved method, and the Common Criteria does not
provide a suitable SFR for the Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure,
and it is therefore placed in the FCS class with a single component.

5.3. FCS_HTTPS_EXT Extended: HTTPS selected
Family Behavior:

Components in this family define requirements for protecting remote management sessions
between the TOE and a Security Administrator. This family describes how HTTPS will be
implemented. This is a new family defined for the FCS Class.
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Component leveling:

FCS_HTTPS_EXT.1 Extended: HTTPS selected — 1]

FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented according to RFC
2818 and supports TLS.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e Failure of HTTPS session establishment

FCS_HTTPS_EXT.1 Extended: HTTPS selected

Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC
2818.

FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in
FCS_TLS_EXT.1.

Rationale:

HTTPS is one of the secure communication protocols, and the Common Criteria does not
provide a suitable SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms,
and it is therefore placed in the FCS class with a single component.
5.4. FCS_KDF_EXT Extended: Cryptographic Key Derivation

Family Behavior:

This family specifies the means by which an intermediate key is derived from a specified set of

submasks.

Component leveling:

FCS_KDF_EXT: Cryptographic Key Derivation |—| 1 |

FCS_KDF_EXT.1 Cryptographic Key Derivation requires the TSF to derive intermediate keys
from submasks using the specified hash functions.

Copyright 2024 TOSHIBA TEC. All rights reserved.

18/86



Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FCS_KDF_EXT.1 Extended: Cryptographic Key Derivation

Hierarchical to: No other components.

Dependencies: FCS_COP.1(h) Cryptographic  Operation (for keyed-hash message
authentication),
[if selected: FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit
Generation)]

FCS_KDF_EXT.1.1 The TSF shall accept [selection: a RNG generated submask as specified in
FCS RBG EXT. 1, a conditioned password submask, imported submask] to
derive an intermediate key, as defined in [selection: NIST SP 800-108
[selection: KDF in Counter Mode, KDF in Feedback Mode, KDF in
Double-Pipeline Iteration Mode], NIST SP 800-132], using the keyed-hash
functions specified in FCS_COP.1(h), such that the output is at least of
equivalent security strength (in number of bits) to the BEV.

Rationale:

The TSF is required to specify the means by which an intermediate key is derived from a
specified set of submasks using the specified hash functions.

This extended component protects the Data Encryption Keys using cryptographic algorithms in

the maintained key chains, and it is therefore placed in the FCS class with a single component.
5.5. FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)

Family Behavior:

This family provides the specification to be used for using multiple layers of encryption keys to
ultimately secure the protected data encrypted on the storage.

Component leveling:

FCS_KYC_EXT Key Chaining — 1]

FCS_KYC_EXT Key Chaining requires the TSF to maintain a key chain and specifies the
characteristics of that chain.
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Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:
e There are no auditable events foreseen.

FCS_KYC_EXT.1 Extended: Key Chaining

Hierarchical to: No other components.

Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),
and/or
FCS_COP.1(f) Cryptographic operation (Key Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using a submask
as the BEVor DEK; intermediate keys originating from one or more
submask(s) to the BEV or DEK using the following method(s): [selection:
key wrapping as specified in FCS_COP.1(e), key combining as specified
in FCS_SMC _EXT.1, key encryption as specified in FCS_COP.1(f), key
derivation as specified in FCS_KDF EXT.1, key transport as specified in
FCS_COP 1(i)]] while maintaining an effective strength of [selection: 728
bits, 256 bits].

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the
characteristics of that chain. However, the Common Criteria does not provide a suitable SFR for
the management of multiple layers of encryption key to protect encrypted data.

This extended component protects the TSF data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

5.6. FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit Generation)
Family Behavior:

This family defines requirements for random bit generation to ensure that it is performed in
accordance with selected standards and seeded by an entropy source.

Component leveling:

FCS_RBG_EXT.1 Extended: Random Bit Generation — 1|

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed
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in accordance with selected standards and seeded by an entropy source.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FCS_RBG_EXT.1 Extended: Random Bit Generation

Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in
accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A]
using [selection: Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG
(AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source that
accumulates entropy from [selection: [assignment: number of software-
based sources| software-based noise source(s), [assignment: number of
hardware-based sources| hardware-based noise source(s)] with a
minimum of [selection: 128 bits, 256 bits] of entropy at least equal to the
greatest security strength, according to ISO/IEC 18031:2011 Table C.1

“Security strength table for hash functions” , of the keys and hashes that
it will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction, and the
Common Criteria does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in

the FCS class with a single component.

5.7. FCS_SMC_EXT Extended: Submask Combining
Family Behavior:

This family defines the means by which submasks are combined, if the TOE supports more than
one submask being used to derive or protect the BEV.
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Component leveling:

FCS_SMC_EXT.1 Extended: Submask Combining H 1 |

FCS_SMC_EXT.1 Submask combining requires the TSF to combine the submasks in a
predictable fashion.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FCS_SMC_EXT.1 Extended: Submask Combining

Hierarchical to: No other components.
Dependencies: FCS_COP.1(c) Cryptographic operation (Hash Algorithm)

FCS_SMC_EXT.1.1 The TSF shall combine submasks using the following method [selection:
exclusive OR (XOR), SHA-256, SHA-512] to generate an intermediary key
or BEV.

Rationale:

Submask Combining is to ensure the TSF combine the submasks in order to derive or protect
the BEV.

This extended component protects the TSF data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

5.8. FCS_TLS_EXT Extended: TLS selected
Family Behavior:

This family addresses the ability for a server and/or a client to use TLS to protect data between
a client and the server using the TLS protocol.

Component leveling:

FCS_TLS_EXT.1 Extended: TLS selected H 1 |
FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as specified.
Management:

The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.
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Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e Failure of TLS session establishment

FCS_TLS_EXT.1 Extended: TLS selected

Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following protocols [selection:
TLS 1.0 (RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC 5246)] supporting
the following ciphersuites:

Mandatory Ciphersuites:
e TLS_RSA_WITH_AES_128_CBC_SHA
Optional Ciphersuites:

[selection:
e None
e TLS_RSA_ WITH_AES_256_CBC_SHA
e TLS_DHE_RSA_WITH_AES_128_CBC_SHA
e TLS_DHE_RSA_WITH_AES_256_CBC_SHA
e TLS_RSA_WITH_AES_128_CBC_SHA256
e TLS_RSA_WITH_AES_256_CBC_SHA256
e TLS_DHE_RSA_WITH_AES_128_CBC_SHA256
e TLS_DHE_RSA_WITH_AES_256_CBC_SHA256
e TLS_ECDHE_RSA_ WITH_AES_128_CBC_SHA
e TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
e TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
e TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
e TLS_ECDHE_RSA WITH_AES_128_CBC_SHAZ256
e TLS_ECDHE_RSA WITH_AES_256_CBC_SHA384
e TLS_ECDHE_RSA WITH_AES_128_GCM_SHA256
e TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384
e TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
e TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
e TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
e TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does not provide
a suitable SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms,
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and it is therefore placed in the FCS class with a single component.

5.9. FDP_DSK_EXT Extended: Protection of Data on Disk
Family Behavior:

This family is to mandate the encryption of all protected data written to the storage.

Component leveling:

FDP_DSK_EXT.1 Extended: Protection of Data on Disk H 1 |

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to encrypt all the
Confidential TSF and User Data stored on the Field-Replaceable
Nonvolatile Storage Devices in order to avoid storing these data in
plaintext on the devices.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FDP_DSK_EXT.1 Extended: Protection of Data on Disk

Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance with
FCS_COP.1(d), use a self-encrypting Field-Replaceable Nonvolatile
Storage Device that is separately CC certified to conform to the FDE EE
cPA such that any Field-Replaceable Nonvolatile Storage Device contains
no plaintext User Document Data and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user intervention.

Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any confidential data
without user intervention, and the Common Criteria does not provide a suitable SFR for the
Protection of Data on Disk.

This extended component protects the Data on Disk, and it is therefore placed in the FDP class
with a single component.
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5.10. FDP_FXS_EXT Extended: Fax Separation
Family Behavior:

This family addresses the requirements for separation between Fax PSTN line and the LAN to
which TOE is connected.

Component leveling:

FDP_FXS_EXT.1 Extended: Fax Separation H 1 |

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to create a
network bridge between a PSTN and a LAN to which TOE is connected.

Management:
The following actions could be considered for the management functions in FMT:

¢ There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FDP_FXS_EXT.1 Extended: Fax separation

Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_FXS_EXT.1.1  The TSF shall prohibit communication via the fax interface, except
transmitting or receiving User Data using fax protocols.

Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the Common Criteria
does not provide a suitable SFR for the Protection of TSF or User Data.

This extended component protects the TSF Data or User Data, and it is therefore placed in the
FDP class with a single component.

5.11. FIA_PMG_EXT Extended: Password Management
Family Behavior:

This family defines requirements for the attributes of passwords used by administrative users to

ensure that strong passwords and passphrases can be chosen and maintained.

Component leveling:

FIA_PMG _EXT.1 Extended: Password Managemen H 1 |

FIA_PMG _EXT.1 Password management requires the TSF to support passwords with
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varying composition requirements, minimum lengths, maximum lifetime,

and similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:

e There are no auditable events foreseen.

FIA_PMG _EXT.1 Extended: Password management

Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_PMG _EXT.1.1 The TSF shall provide the following password management capabilities
for User passwords:

e Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [selection: “I” , “@” , “#”,
“$7, %, AT & T (0, %), [assignment: other characters]];

e Minimum password length shall be settable by an Administrator, and have the
capability to require passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the endpoints of
communication, and the Common Criteria does not provide a suitable SFR for the Password
Management.

This extended component protects the TOE by means of password management, and it is
therefore placed in the FIA class with a single component.

5.12. FPT_KYP_EXT Extended: Protection of Key and Key Material
Family Behavior:

This family addresses the requirements for keys and key materials to be protected if and when
written to nonvolatile storage.

Component leveling:

FPT_ KYP _EXT.1 Protection of key and key material H 1 |

FPT_KYP _EXT.1 Extended: Protection of key and key material, requires the TSF to ensure
that no plaintext key or key materials are written to nonvolatile storage.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.
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5.13.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FPT_KYP _EXT.1 Extended: Protection of Key and Key Material

Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP _EXT.1.1 The TSF shall not store plaintext keys that are part of the keychain
specified by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile
Storage Device, and not store any such plaintext key on a device that
uses the key for its encryption.

Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key material are written
to nonvolatile storage, and the Common Criteria does not provide a suitable SFR for the
protection of key and key material.

This extended component protects the TSF data, and it is therefore placed in the FPT class with
a single component.

FPT_SKP_EXT Extended: Protection of TSF Data

Family Behavior:

This family addresses the requirements for managing and protecting the TSF data, such as
cryptographic keys. This is a new family modelled as the FPT Class.

Component leveling:

FPT_SKP_EXT.1 Extended: Protection of TSF Data H 1 |

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires
preventing symmetric keys from being read by any user or subject. It is
the only component of this family.

Management:

The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

FPT _SKP_EXT.1 Extended: Protection of TSF Data

Hierarchical to: No other components.
Dependencies: No dependencies.
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5.14.

FPT_SKP_EXT.1.1The TSF shall prevent reading of all pre-shared keys, symmetric keys, and
private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are
protected securely, and the Common Criteria does not provide a suitable SFR for the protection
of such TSF data.

This extended component protects the TOE by means of strong authentication using Pre-
shared Key, and it is therefore placed in the FPT class with a single component.

FPT TST _EXT Extended: TSF testing
Family Behavior:

This family addresses the requirements for self-testing the TSF for selected correct operation.

Component leveling:

FPT_TST_EXT.1 Extended: TSF testing — 1|

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up
in order to demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FPT_TST _EXT.1 Extended: TSF testing

Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to
demonstrate the correct operation of the TSF.
Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not
provide a suitable SFR for the TSF testing. In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a
single component.
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5.15. FPT_TUD_EXT Extended: Trusted Update
Family Behavior:

This family defines requirements for the TSF to ensure that only administrators can update the

TOE firmware/software, and that such firmware/software is authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update — 1|

FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FPT_TUD_EXT.1 Trusted Update

Hierarchical to: No other components.

Dependencies: [FCS_COP.1(b) Cryptographic Operation (for signature generation/verification),
or
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)].

FPT_TUD_EXT.1.1  The TSF shall provide authorized administrators the ability to query the
current version of the TOE firmware/software.

FPT_TUD_EXT.1.2  The TSF shall provide authorized administrators the ability to initiate
updates to TOE firmware/software.

FPT_TUD_EXT.1.3  The TSF shall provide a means to verify firmware/software updates to
the TOE using a digital signature mechanism and [selection: no other
functions] prior to installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable
SFR for the management of firmware/software. In particular, there is no SFR defined for
importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a
single component.
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6. SECURITY REQUIREMENTS

6.1.

6.2.

6.2.1.
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Class FAU: Security Audit

FAU_GEN.1 Audit data generation

(for O.AUDIT)

Hierarchical to:

Dependencies:

FAU_GEN.1.1

FAU_GEN.1.2
information:

a)

b)

No other components.
FPT_STM.1 Reliable time stamps

The TSF shall be able to generate an audit record of the following auditable
events:

Start-up and shutdown of the audit functions;
All auditable events for the not specified level of audit; and
All auditable events specified in Table 13, [none].

The TSF shall record within each audit record at least the following

Date and time of the event, type of event, subject identity (if applicable), and
the outcome (success or failure) of the event; and

For each audit event type, based on the auditable event definitions of the
functional components included in the PP/ST, additional information specified
in Table 13, [none].

Table 13 EAENRER

EENRER B#SFR B

VaToky FDP_ACF'.1 Y a 7D
Job completion

I — Y —FREE S I FIA_UAU.1 AV
Unsuccessful User authentication

— B — A S L FIA_UID.1 L
Unsuccessful User identification

EHLEERE D FMT_SMF.1 U
Use of management functions

BED—HTHbHaA—-Y =TIV —TOHRE | FMT_SMR.1 U
Modification to the group of Users that
are part of a role

R DA R
Changes to the time

FPT_STM.1 L
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EENRER

¥ a VLD HR K FTP_ITC.1, KD HL
Failure to establish session FTP_TRP.1(a),
FTP_TRP.1(b)

6.2.2. FAU_GEN.2 User identity association

6.2.3.

6.3.

6.3.1.

6.3.2.

(for O.AUDIT)

Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation
FTA_UID.1Timing of identification

FAU_GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able
to associate each auditable event with the identity of the user that caused the
event.

FAU_STG_EXT.1 Extended: External Audit Trail Storage
(for O.AUDIT)

Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel.

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External
IT Entity using a trusted channel according to FTP_ITC.1.

Class FCS: Cryptographic Support
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)

(for O.COMMS_PROTECTION)

Hierarchical to: No other components.

Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation/
verification)
FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_CKM.1.1(a) Refinement: The TSF shall generate asymmetric cryptographic keys used for
key establishment in accordance with [

e NIST Special Publication 800-56B, “Recommendation for Pair-Wise Key Establishment
Schemes Using Integer Factorization Cryptography” for RSA-based key establishment
schemes

] and specified cryptographic key sizes equivalent to, or greater than, a
symmetric key strength of 112 bits.

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)

(for O.COMMS_PROTECTION, O.STORAGE_ENCRYPTION)
Hierarchical to: No other components.

Dependencies: [FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
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FCS_COP.1(e) Cryptographic Operation (Key Wrapping)

FCS_COP.1(f) Cryptographic operation (Key Encryption)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication)

FCS_COP.1(h) Cryptographic Operation (for keyed-hash message
authentication)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_CKM.1.1(b) Refinement: The TSF shall generate symmetric cryptographic keys using a
Random Bit Generator as specified in FCS_RBG_EXT.1 and specified
cryptographic key sizes [ 128 bit, 256 bif] that meet the following: No Standard.

6.3.3. FCS_CKM.4 Cryptographic key destruction

(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA))

Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]

FCS_CKM.4.1 Refinement: The TSF shall destroy cryptographic keys in accordance with a
specified cryptographic key destruction method |

For volatile memory, the destruction shall be executed by [ powering off a
device).

For nonvolatile storage, the destruction shall be executed by a [single]
overwrite of key data storage location consisting of /a static pattern/, followed
by a [none]. If read-verification of the overwritten data fails, the process shall
be repeated again;

] that meets the following: [no standard).

6.3.4. FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

(for O.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)

Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys
and cryptographic critical security parameters when no longer needed.

6.3.5. FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)

(for O.COMMS_PROTECTION)

Hierarchical to: No other components.

Dependencies: FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
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6.3.6.

6.3.7.

6.3.8.

FCS_COP.1.1(a) Refinement: The TSF shall perform encryption and decryption in accordance
with a specified cryptographic algorithm AES operating in [ CBC modes] and
cryptographic key sizes 128-bits and 256-bits that meets the following:

e FIPS PUB 197, “Advanced Encryption Standard (AES)”
o [NIST SP 800-38A]

FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)

(for O.UPDATE_VERIFICATION, O.COMMS_PROTECTION)
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic key generation]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(b)Refinement: The TSF shall perform cryptographic signature services in
accordance with a [RSA Digital Signature Algorithm (rDSA) with key sizes
(modulus) of [2048 bits]] that meets the following [FIPS PUB 186-4, “Digital
Signature Standard” .

FCS_RBG_EXT.1(a) Extended: Cryptographic Operation (Random Bit Generation)

(for O.STORAGE_ENCRYPTION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RBG_EXT.1.1(a) The TSF shall perform all deterministic random bit generation services
in accordance with [NIST SP 800-90A| using [Hash_DRBG (any)).

FCS_RBG_EXT.1.2(a) The deterministic RBG shall be seeded by at least one entropy source
that accumulates entropy from [/single] hardware-based noise source(s))
with a minimum of [ 266 bits| of entropy at least equal to the greatest
security strength, according to ISO/IEC 18031:2011 Table C.1

“Security Strength Table for Hash Functions” , of the keys and hashes
that it will generate.

FCS_RBG_EXT.1(b) Extended: Cryptographic Operation (Random Bit Generation)

(for O.COMMS_PROTECTION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RBG_EXT.1.1(b) The TSF shall perform all deterministic random bit generation services
in accordance with [NIST SP 800-90A] using [CTR_DRBG (AES)).

FCS_RBG_EXT.1.2(b) The deterministic RBG shall be seeded by at least one entropy source
that accumulates entropy from [/single] hardware-based noise source(s))
with a minimum of [ 128bits] of entropy at least equal to the greatest
security strength, according to ISO/IEC 18031:2011 Table C.1 “Security
Strength Table for Hash Functions” , of the keys and hashes that it will
generate.
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6.3.9. FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
(selected in FPT_TUD_EXT.1.3, or with FCS_SNI_EXT.1.1)

Hierarchical to: No other components.

Dependencies: No dependencies.

FCS_COP.1.1(c) Refinement: The TSF shall perform cryptographic hashing services in
accordance with [SHA-1, SHA-256, SHA-384, SHA-512) that meet the
following: [ISO/IEC 10118-3:2004].

6.3.10. FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)

(for O.STORAGE_ENCRYPTION)
Hierarchical to: No other components.

Dependencies: [FBFE : erdatawithout-securityattributes;
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(d) The TSF shall perform data encryption and decryption in accordance with a
specified cryptographic algorithm AES used in [CBC] mode and cryptographic
key sizes [ 128 bits] that meet the following: AES as specified in ISO/IEC
18033-3, [CBC as specified in ISO/IEC 10116).

6.3.11. FCS_COP.1(f) Cryptographic operation (Key Encryption)

(selected from FCS_KYC_EXT.1.1)

Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(f) Refinement: The TSF shall perform key encryption and decryption in
accordance with a specified cryptographic algorithm AES used in [[CBC]
mode] and cryptographic key sizes [ 128 bits] that meet the following: [AES as
specified in ISO /IEC 18033-3, [CBC as specified in ISO/IEC 10116).

6.3.12. FCS_SMC_EXT.1 Extended: Submask Combining

(selected in FCS_KYC_EXT.1.1)

Hierarchical to: No other components.

Dependencies: FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
FCS_SMC_EXT.1.1 The TSF shall combine submasks using the following
method [exclusive OR (XOR)] to generate an intermediary key or BEV.
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6.3.13.FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)

(selected with FCS_IPSEC_EXT.1.4)

Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(g) Refinement: The TSF shall perform keyed-hash message authentication in
accordance with a specified cryptographic algorithm HMAC-[SHA-1, SHA-256],
key size [160, 256]bits, and message digest sizes [ 160, 256] bits that meet the
following: FIPS PUB 198-1, "The Keyed-Hash Message Authentication Code,
and FIPS PUB 180-3, “Secure Hash Standard.”

6.3.14.FCS_COP.1(h) Cryptographic Operation (for keyed-hash message authentication)

(selected with FCS_PCC_EXT.1, FCS_KDF_EXT.1.1)

Hierarchical to: No other components.

Dependencies: FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_COP.1(c) Cryptographic operation (Hash Algorithm),
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(h)Refinement: The TSF shall perform [keyed-hash message authentication] in
accordance with [HMAC-SHA-256| and cryptographic key sizes [256] that
meet the following: [ISO/IEC 9797-2:2011, Section 7 “MAC Algorithm 2” ;
ISO/IEC 10118].

6.3.15.FCS_TLS_EXT.1 Extended: TLS selected

(selected in FTP_ITC.1.1, FTP_TRP.1.1)

Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric Keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following protocols [7LS 1.2
(RFC 5246)] supporting the following ciphersuites:

Mandatory Ciphersuites:
e TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:

[
e TLS RSA WITH AES 2566 CBC SHA
e TLS RSA WITH AES 128 CBC SHA256
e TLS RSA WITH AES 2566 CBC SHA256
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6.3.16.FCS_HTTPS_EXT.1 Extended: HTTPS selected

Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC
2818.

FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in
FCS_TLS_EXT.1.

6.3.17.FCS_KDF_EXT Extended: Cryptographic Key Derivation

(for O.STORAGE_ENCRYPTION)

Hierarchical to: No other components.

Dependencies: FCS_COP.1(h) Cryptographic Operation (for keyed-hash message
authentication),
[if selected: FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit

Generation)]

FCS_KDF_EXT.1.1 The TSF shall accept [a RNG generated submask as specified in
FCS _RBG _EXT.1] to derive an intermediate key, as defined in [NIST SP
800-108 [KDF in Counter Mode], using the keyed-hash functions
specified in FCS_COP.1(h), such that the output is at least of equivalent
security strength (in number of bits) to the BEV.

6.3.18.FCS_KYC_EXT.1 Extended: Key Chaining

6.4.

6.4.1.

(for O.STORAGE_ENCRYPTION)

Hierarchical to: No other components.

Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),
and/or FCS_COP.1(f) Cryptographic operation (Key Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [intermediate keys originating from
one or more submask(s) to the BEV or DEK using the following
method(s): |key combining as specified in FCS_SMC EXT.1, key
encryption as specified in FCS COP.1(f), key derivation as specified in
FCS _KDF FEXT.1]] while maintaining an effective strength of [ 128 bits].

Class FDP: User Data Protection
FDP_ACC.1 Subset access control

(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control
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FDP_ACC.1.1

Refinement: The TSF shall enforce the User Data Access Control SFP on

subjects, objects, and operations among subjects and objects specified in Table

14 and Table 15.

Table 14 D.USER.DOC 7 7+ A §lffl SFP

“Create” "Read" “Modify" "Delete"
Submit a View Modify Delete
document to Image or stored stored
Operation: | be printed Release document document
printed
output
Job owner (note 1) denied
U.ADMIN(a) denied denied
U.NORMAL(a) denied denied denied
U.ACCOUNTMANAGER denied denied denied denied
U.FAXOPERATOR denied denied denied denied
U.ADDRESSBOOKOPER ) ) . )
ATOR denied denied denied denied
Unauthenticated (condition 1) denied denied denied
Submit a View Modify Delete
Operation: document Sc:anned .s"tored s.'tored
for Image Image Image
scanning
Job owner (note 2)
U.ADMIN(a) denied denied
U.NORMAL(a) denied denied denied
U.ACCOUNTMANAGER denied denied denied denied
U.FAXOPERATOR denied denied denied denied
U.ADDRESSBOOKOPER . . . .
ATOR denied denied denied denied
Unauthenticated denied denied denied denied
Submit a View Modify Delete
document scanned Sstored stored
for Image or Iimage Image
Operation: copying Release
printed
copy
output
Job owner (note 2) denied
U.ADMIN(a) denied denied
U.NORMAL(a) denied denied denied
U.ACCOUNTMANAGER denied denied denied denied
U.FAXOPERATOR denied denied denied denied
U.ADDRESSBOOKOPER . . . .
ATOR denied denied denied denied
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Fax send

Fax
receive

“Create" "Read" "“Modify" "Delete"
Unauthenticated denied denied denied denied
Submit a View Modify Delete
. document scanned stored stored
Operation: . . ,
to send as Image Image Image
a fax
Job owner (note 2)
U.ADMIN(a) denied denied
U.NORMAL(a) denied denied denied
U.ACCOUNTMANAGER denied denied denied denied
U.FAXOPERATOR denied denied denied
U.ADDRESSBOOKOPER ) . . )
ATOR denied denied denied denied
Unauthenticated denied denied denied denied
Receive a View fax Modify Delete
fax and Image or Iimage of Image of
. store it Release received received
Operation: .
printed fax fax
fax
output
Job owner (note 3) denied
U.ADMIN(a) (note 4) denied
UNORMAL(a) (note 4) denied denied denied
U.ACCOUNTMANAGER (note 4) denied denied denied
U.FAXOPERATOR (note 4) denied
U.ADDRESSBOOKOPER ) . .
ATOR (note 4) denied denied denied
Unauthenticated (note 4) denied denied denied
Table 15 D.USER.JOB 7 7 & A #illf#l SFP
| "Create" * | "Read" | "Modify" | "Delete"
. Create print | View print | Modify print | Cancel print
Operation: ) , .
Jjob queue / log Jjob Jjob
Job owner (note 1) denied
U.ADMIN(a) denied
U.NORMAL(a) denied denied
U.ACCOUNTMANAGER denied denied denied
U.FAXOPERATOR denied denied denied
UADDRESSBOOKOPER denied denied denied
ATOR
Unauthenticated denied denied denied
. Create scan View scan | Modify scan | Cancel scan
Operation: . , ,
Jjob status / log Jjob Jjob
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"Create" * "Read" "Modify" “Delete"
Job owner (note 2) denied
U.ADMIN(a) denied
U.NORMAIL(a) denied denied
U.ACCOUNTMANAGER denied denied denied
U.FAXOPERATOR denied denied denied
U.ADDRESSBOOKOPER . ) )
ATOR denied denied denied
Unauthenticated denied denied denied denied
, Create copy | View copy = Modify copy | Cancel copy
Operation: . , .
Jjob status / log Jjob Jjob
Job owner (note 2) denied
U.ADMIN(a) denied
U.NORMAL(a) denied denied
U.ACCOUNTMANAGER denied denied denied
U.FAXOPERATOR denied denied denied
UADDRESSBOOKOPER denied denied denied
ATOR
Unauthenticated denied denied denied denied
Fax send . Create fax | View faxjob | Modify fax Cancel fax
Operation: i i i
send job queue / log send job send job
Job owner (note 2) denied
U.ADMIN(a) denied
U.NORMAL(a) denied denied
U.ACCOUNTMANAGER denied denied denied
U.FAXOPERATOR denied denied
U.ADDRESSBOOKOPER . ) .
ATOR denied denied denied
Unauthenticated denied denied denied denied
Fax receive Create fax View fax Modify fax Cancel fax
Operation: | receive job receive receive job = receive job
status / log
Fax owner (note 3) denied denied
U.ADMIN(a) (note 4) denied denied
U.NORMAL(a) (note 4) denied denied denied
U.ACCOUNTMANAGER (note 4) denied denied denied
U.FAXOPERATOR (note 4) denied denied
U-ADDRESSBOOKOPER (note 4) denied denied denied
ATOR
Unauthenticated (note 4) denied denied denied
Application note:
Condition 1: Jobs submitted by unauthenticated users must contain a credential that the TOFE

can use to identify the Job Owner.
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6.4.2.

6.4.3.

6.4.4.

Note 1: Job Owner is identified by a credential or assigned to an authorized User as part
of the process of submitting a print or storage Job.

Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a
scan, copy, tax send, or retrieval Job.

Note 3: Job Owner of received faxes is assigned by default or configuration. Ownership
of received faxes is assigned to U FAXOPERATOR and U.ADMIN{a) role.

Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by Users
of the TOE.

FDP_ACF.1 Security attribute based access control

(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical to: No other components.

Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

FDP_ACF.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to
objects based on the following: subjects, objects, and attributes specified in
Table 14 and Table 15.

FDP_ACF.1.2 Refinement: The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is allowed: rules
governing access among controlled subjects and controllied objects using
controlled operations on controlled objects specified in Table 14 and Table 15.

FDP_ACF.1.3 Refinement: The TSF shall explicitly authorise access of subjects to objects
based on the following additional rules: [none].

FDP_ACF.1.4 Refinement: The TSF shall explicitly deny access of subjects to objects based
on the following additional rules: [none].

FDP_FXS_EXT.1 Extended: Fax separation

(for O.FAX_NET_SEPARATION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface, except
transmitting or receiving User Data using fax protocols.
FDP_DSK_EXT.1 Extended: Protection of Data on Disk

(for O.STORAGE_ENCRYPTION)
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption).

FDP_DSK _EXT.1.1 The TSF shall [perform encryption in accordane with FCS COP.1(d)], such
that any Field-Replaceable Nonvolatile Storage Device contains no
plaintext User Document Data and no plaintext Confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user intervention.
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6.5. Class FIA: Identification and Authentication
6.5.1. FIA_AFL.1 Authentication failure handling

(for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

FIA_AFL.1.1 The TSF shall detect when [an administrator configurable positive integer
within [1 - 30]] unsuccessful authentication attempts occur related to [the
unsuccessfil user authentication attempts of following the last successfil
authentication or clear of user account lock].

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has been
[mef], the TSF shall [lockout each account in lockout time, U ADMIN(a) and
U ACCOUNTMANAGER can release a lockout account].

6.5.2. FIA_ATD.1 User attribute definition

(for O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to
individual users: [ 2 —#—ID, &)

6.5.3. FIA_PMG_EXT Extended:Password Management

(for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for
User passwords:

e Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [ /7, “@”, “#”, “$7, “”,
“wr, %% “”, [refer to Table 16));

e Minimum password length shall be settable by an Administrator, and have the
capability to require passwords of 15 characters or greater;

Table 16 % D flifi AT gE X F

e

GIES = +,-./ =2\ _"{|} A=A

KRR SR SO | €882 niFe

tilybiAaAdAgCeCeDADEEEeEeEeGgGlliKLILILIEANNT 0606 (Eoe RFRrR¥S$$SS
TtTr0a00GYyYZ22222fE B €S 1 1 JIbBb AR YIIABBT I EXK 3 MUK JI
MHOIIPCTY®XIUIIBHbII0Ta6BTraex3uiliKJAMHEO I
TYydXOUMmMMBbEbBYWAENrFresi i jmbphREYUTAEHTOTQ

TaeniBaBydelnditkluvEonpgeotvoxdwibodd
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6.5.4.

6.5.5.

6.5.6.

6.5.7.

FIA_UAU.1 Timing of authentication

(for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification

FIA_UAU.1.1 Refinement: The TSF shall allow [storing the document data from printer driver,
receive PSTN Fax data] on behalf of the user to be performed before the user
is authenticated.

FIA_UAU.1.2 The TSF shall require each user to be successfully authenticated before
allowing any other TSF-mediated actions on behalf of that user.

FIA_UAU.7 Protected authentication feedback

(for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

FIA_UAU.7.1 The TSF shall provide only [display dummy characters] to the user while the
authentication is in progress.

FIA_UID.1 Timing of identification

(for O.USER_I&A and O.ADMIN_ROLES)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_UID.1.1 Refinement: The TSF shall allow [receive PSTN fax data] on behalf of the user
to be performed before the user is identified.

FIA_UID.1.2  The TSF shall require each user to be successfully identified before allowing
any other TSF-mediated actions on behalf of that user.

FIA_USB.1 User-subject binding

(for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA_ATD.1 User attribute definition

FIA_USB.1.1 The TSF shall associate the following user security attributes with subjects
acting on the behalf of that user: [z —#—ID, &)

FIA_USB.1.2 The TSF shall enforce the following rules on the initial association of user
security attributes with subjects acting on the behalf of users: [none|.

FIA_USB.1.3 The TSF shall enforce the following rules governing changes to the user
security attributes associated with subjects acting on the behalf of users:
[none].
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6.6. Class FMT: Security Management
6.6.1. FMT_MOF.1 Management of security functions behavior

(for O.ADMIN_ROLES)
Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MOF.1.1 The TSF shall restrict the ability to [disable, enable] the functions [Secure
Channel] to U ADMIN(a).

6.6.2. FMT_MSA.1 Management of security attributes

(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical to: No other components.

Dependencies: FDP_ACC.1 Subset access control,
FBPIFC 1 Subsetinformation-flowcontrot]

FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to
restrict the ability to [query, modify, delete, [create, export/| the security
attributes [ 2 —#—ID, &4l to [ Table 172/4).

Table 17 ¥ a2V 5« MY X b

Al m

I—%—ID create, modify, query, delete, | UADMIN(a)
export
query, export UACCOUNTMANAGER
query U.NORMALIL,
U.ADDRESSBOOKOPERATOR
a1—¥%—1D create, modify, delete UACCOUNTMANAGER
(U.ADMIN(a) % B <)
1BeE| create, modity, query, delete, | U.ADMIN{(a)
export
query, export UACCOUNTMANAGER
query UNORMAL
UADDRESSBOOKOPERATOR
e create, modify, delete UACCOUNTMANAGER
(U.ADMIN(a) % k& < )

6.6.3. FMT_MSA.3 Static attribute initialization

(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical to: No other components.

Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles
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FMT_MSA.3.1 Refinement: The TSF shall enforce the User Data Access Control SFP to
provide [restrictive] default values for security attributes that are used to
enforce the SFP.

FMT_MSA.3.2 Refinement: The TSF shall allow the [no role] to specify alternative initial
values to override the default values when an object or information is created.

6.6.4. FMT_MTD.1 Management of TSF data

(for O.ACCESS CONTROL)
Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to perform the specified operations
on the specified TSF Data to the roles specified in Table 18.

Table 18 TSF ¥ — X D&

Data Operation Authorised role(s)
UNORMAL ® 21— —/XA 7 — | modify the owning U.NORMAL
N modify, U.ADMIN({a)
export UACCOUNTMANAGER
UADMIN(a)D 1 —% =X A7 — | modify, U.ADMIN{(a)
N export
UACCOUNTMANAGER D 1— | modify, U.ADMIN(a),
P—=RAT—F export UACCOUNTMANAGER
UADDRESSBOOKOPERATOR | modify the owning
DL—HF =27 =K U.ADDRESSBOOKOPERATOR
modify, U.ADMIN(a),
export UACCOUNTMANGER
nJ4YNAT—=RDOANY T | modify U.ADMIN{a)
A 124
Ty 27 modify U.ADMIN{(a)
Oy o7 NINET AV MA | clear U.ADMIN({a),
T—RA UACCOUNTMANGER
d—ha g7 bR modify U.ADMIN{(a)
H IR # modify U.ADMIN(a)
BUNSAT — R E modify U.ADMIN{(a)
7 KL Rk create, U.ADMIN{a),
modify, U.ADDRESSBOOKOPERATOR
delete
SYSLOG ¥ —/N— DK E modify U.ADMIN(a)
FTP ¥ —N— D% modify UADMIN(a)
V7 ozT query, U.ADMIN(a)
modify
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6.6.5. FMT_SMF.1 Specification of Management Functions

(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL, and O.ADMIN_ROLES)
Hierarchical to: No other components.

Dependencies: No dependencies.

FMT_SMF.1.1: The TSF shall be capable of performing the following management functions:

[refer to Table 19|.
Table 19 B ERE

SFR | T | R Gl
FAU_GEN.1 FRENBERT VT4 T 113\ | 2L
FAU_GEN.2 FRENGEHT 7T 4 VT 11320 | &L -
FAU_STG_EXT.1 TSF &, Wi5tkexz e 508 0%K 2L Z OHREIRRR
S TWARIT IR 5780, R A
FCS_CKM.1(b) FTRENGZEHT 7T 4 VT 11320 | &L
FCS_CKM .4 FRINBGERT 7714 T 1135w | 2L
FCS_CKM_EXT.4 FRENGZEHET 7T T 11320 | &L
FCS_COP.1(b) FTRENBGEHT 7T VT 1132w | &L
FCS_COP.1(c) FRENGEHET 7T T 11320 | &L
FCS_COP.1(d) FTRENZEHT 7T VT 11320 | &L
FCS_COP.1(f) FREINGEHET 7T T 11380 | &L
FCS_COP.1(g) FTRENGEHT 7T VT 11320 | &L
FCS_COP.1(h) FREINGEHET 7T T 11380 | &L
FCS_RBG_EXT.1(a) | PRENZEHT 7T 1 LT 113V | &L
FCS_RBG_EXT.1(b) | PREINZEMT /T4 LT 1 xRV | &L
FCS_TLS_EXT.1 FREINGZEHET 7T VT 11320 | &L
FCS_HTTPS_EXT.1 | PRINBZEMT 771 T 1 1dHW» | 2L
FCS_KDF_EXT.1 FREINGZEHET 7T T 11380 | &L
FCS_KYC_EXT.1 FREINBGEMT VT4 T 1135w | 2L
FDP_ACC.1 FREINGEHET 7T T 11380 | &L -
FDP_ACF.1 a) RN T 7 A2 EEICED | &L JE M D) i E
CPE b5 JEMEDE I EE S A
HIZTE AW
FDP_FXS_EXT.1 FREINGEHET 7T T 11380 | &L
FDP_DSK_EXT.1 FTRENGZEHET 7T 4 VT 11320 | &L
FIA_AFL.1 a) NI DOFREEAAT IS T 2B MEDE | 22— —FREE R BUL R
B DEH
b) FBALEBMDERIZBPWTESNET | 2L FREDT 27
7 avDER a V- DEH
INTVER
A
FIA_ATD.1 a) b LEIffIcRI ATV, #FA%E | &L Z OHeILEE
HEFI—V -z d 2 EMDEF 2 i WA

V71 @tz ERTHIELNTES
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6.6.6.

6.7.

6.7.1.

6.7.2.

6.7.3.

6.7.4.

FMT_SMR.1 Security roles

(for O.ACCESS_CONTROL, O.USER_AUTHORIZATION, and O.ADMIN_ROLES)
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification

FMT_SMR.1.1 The TSF shall maintain the roles UADMIN(a), UACCOUNTMANAGER,
U.ADDRESSBOOKOPERATOR, and UNORMAL.

FMT_SMR.1.2 The TSF shall be able to associate users with roles.

Class FPT: Protection of the TSF
FPT _SKP_EXT.1 Extended: Protection of TSF Data

(for O.COMMS_PROTECTION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and
private keys.

FPT_STM.1 Reliable time stamps

(for O.AUDIT)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_STM.1.1 The TSF shall be able to provide reliable time stamps.

FPT_TST_EXT.1 Extended: TSF testing

(for O.TSF_SELF_TEST)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on)
to demonstrate the correct operation of the TSF.

FPT_TUD_EXT.1 Extended: Trusted Update

(for O.UPDATE_VERIFICATION)

Hierarchical to: No other components.

Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the
current version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate
updates to TOE firmware/software.
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6.7.5.

6.8.

6.8.1.

6.9.

6.9.1.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the
TOE using a digital signature mechanism and [no other functions] prior to
installing those updates.

FPT_KYP_EXT.1 Extended: Protection of Key and Key Material

(for O.KEY_MATERIAL)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP_EXT.1.1 Refinement: The TSF shall not store plaintext keys that are part of the
keychain specified by FCS_KYC_EXT.1 in any Field-Replaceable
Nonvolatile Storage Device.

Class FTA: TOE Access
FTA_SSL.3 TSF-initiated termination

(for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: No dependencies.

FTA_SSL.3.1  The TSF shall terminate an interactive session after a [refer to Table 20)].
Table 20 MAEEDH} T 27 7+ TR

S T a

BAE N2V 15-150 ¥
Web 7 7 7 5-999 7
TV VR —=RITAN— Wity ¥a den

Class FTP: Trusted Paths/Channels
FTP_ITC.1 Inter-TSF trusted channel

(for 0.COMMS_PROTECTION, O.AUDIT)

Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_ITC.1.1 Refinement: The TSF shall use [7LS] to provide a trusted communication
channel between itself and authorized IT entities supporting the following
capabilities: [[SYSLOG server, Ftp server, mail server]/| that is logically distinct
from other communication channels and provides assured identification of its
end points and protection of the channel data from disclosure and detection of
modification of the channel data.

FTP_ITC.1.2 Refinement: The TSF shall permit the TSF, or the authorized IT entities, to
initiate communication via the trusted channel
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6.9.2.

6.9.3.

FTP_ITC.1.3 Refinement: The TSF shall initiate communication via the trusted channel for
[SYSLOG service, FTP service, mail service).

FTP_TRP.1(a) Trusted path (for Administrators)

(for O.COMMS_PROTECTION)

Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(a) Refinement: The TSF shall use [7LS, TLS/HTTPS] to provide a trusted
communication path between itself and remote administrators that is logically
distinct from other communication paths and provides assured identification of
its end points and protection of the communicated data from disclosure and
detection of modification of the communicated data.

FTP_TRP.1.2(a) Refinement: The TSF shall permit remote administrators to initiate
communication via the trusted path

FTP_TRP.1.3(a) Refinement: The TSF shall require the use of the trusted path for initial
administrator authentication and all remote administration actions.

FTP_TRP.1(b) Trusted path (for Non-administrators)

(for O.COMMS_PROTECTION))

Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(b) Refinement: The TSF shall use [7LS, TLS/HTTPS] to provide a trusted
communication path between itself and remote users that is logically distinct
from other communication paths and provides assured identification of its end
points and protection of the communicated data from disclosure and detection
of modification of the communicated data.

FTP_TRP.1.2(b) Refinement: The TSF shall permit [ remote users] to initiate communication via
the trusted path

FTP_TRP.1.3(b) Refinement: The TSF shall require the use of the trusted path for initial user
authentication and all remote user actions.
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6.10. ¥ 2V 5 ¢ {REFEM

Table 21 ZProtection Profile for Hardcopy Devices - v1.0D+t ¥ 2V 7 1 £ EM: 2R T, Zid,
FAMARFE L ROVOEALIIZERZ I NIV R—% > by MZASE_SPD1ZENMULEZHDTH B,

Table 21 TOE % 2 V 7 « {REEEMH

BAES 5 2 | A2 > H—% | | BAEa >R —% v g
¥V T x—"y Mi#li | ASE_CCL1 A R
Security Target Evaluation Conformance claims
ASE_ECD.1 LRIy R—2 v bEH
Extended components definition
ASE_INT.1 STHER
ST introduction
ASE_OBJ.1 HEARBEOYF ) 71 WK A
Security objectives for the
operational environment
ASE_REQ.1 FiRINZEF 2V 7 1 Eff:
Stated security requirements
ASE_SPD.1 E¥al) 7o HEEER
Security Problem Definition
ASE_TSS.1 TOE 5 Ak
TOE Summary Specification
BE 76 ADV_FSP.1 FEARBEREE %
Development Basic functional specification
AR AXE AGD_OPE.1 A—Y—FfEH VRV
Guidance Documents Operational user guidance
AGD_PRE.1 HEfif T &
Preparative procedures
FATHA TN R—b ALC_CMC.1 TOE®D Z ~)VfS1F
Assurance Class Labelling of the TOE
ALC_CMS.1 TOE D CM#ii
TOE CM coverage
T A b ATE_IND.1 LT A -EE
Tests Independent testing - Conformance
e 55V B RE AVA_VAN.1 e g9 A
Vulnerability assessment Vulnerability survey
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6.11. ¥ 2V 7 « HREEFIRHL
6.11.1. ¥ 2V 7 1 BB EMF OKFER
TOEX ¥ 2V 7 1 BEBEEM 12 DWW T, ARSTIZ B BHAFM D 5kl % Table 221277R7,
Table 22 £F 2 V) 7 1 BREE A DRIFED R

TOEF*a V7~ CCHB L UPPT STCH&7= L STTH7= LT T
i BRI h BN TV B HERESE WARWEEME |
FAU_GEN.1 FPT_STM.1 FPT_STM.1 %L
FAU_GEN.2 FAU_GEN.1, FAU_GEN.1, AV
FIA_UID.1 FIA_UID.1
FAU_STG_EXT.1 FAU_GEN.1, FAU_GEN.1, AV
FTP_ITC.1 FTP_ITC.1
FCS_CKM.1(a) [FCS_COP.1(b), or FCS_COP.1(b), AV
FCS_COP.1()], FCS_CKM_EXT.4
FCS_CKM_EXT.4
FCS_CKM.1(b) [FCS_COP.1(a), or FCS_COP.1(a), A
FCS_COP.1(d), or FCS_COP.1(g),
FCS_COP.1(e), or FCS_CKM_EXT/4,
FCS_COP.1(f), or FCS_RBG_EXT.1(a),
FCS_COP.1(g), or FCS_RBG_EXT.1(b)
FCS_COP.1(h)]
FCS_CKM_EXTA4,
FCS_RBG_EXT.1
FCS_CKM .4 [FCS_CKM.1(a), or FCS_CKM.1(a), AV
FCS_CKM.1(b)] FCS_CKM.1(b)
FCS_CKM_EXT.4 [FCS_CKM.1(a) or FCS_CKM.1(a), AV
FCS_CKM.1(b)], FCS_CKM.1(b),
FCS_CKM.4 FCS_CKM.4
FCS_COP.1(a) [FCS_CKM.1(b)], FCS_CKM.1(b), AV
FCS_CKM_EXT.4 FCS_CKM_EXT.4
[FCS_CKM.1(a)], FCS_CKM.1(a) L
FCS_COP.1(b)
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_COP.1(c) AV AV ANV
[FCS_CKM.1(b)], FCS_CKM.1(b), AV
FCS_COP.1(d)
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_CKM.1(b), FCS_CKM.1(b), AV
FCS_COP.1(f)
FCS_CKM_EXT.4 FCS_CKM_EXT.4
[FCS_CKM.1(b)], FCS_CKM.1(b), AV
FCS_COP.1(g)
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_CKM.1(b), FCS_CKM.1(b), AV
FCS_COP.1(h) FCS_COP.1(c), FCS_COP.1(c),
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_SMC_EXT. 1 FCS_COP.1(c) FCS_COP.1(C) AV
FCS_RBG_EXT.1(a) | %LU AV AV
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CCH X UPPT
Bk X h BN

TOEtFa ) 54
BRe =

ST Cif7z L
TV B HEM

STTCHi7=L T
WA WREME

s

FCS_RBG_EXT.1(b) | %& UL %L AV
FCS_CKM.1(a), FCS_CKM.1(a), AN
FCS_COP.1(a), FCS_COP.1(a),
FCS TLS EXT.1 FCS_COP.1(b), FCS_COP.1(b),
-7 FCS_COP.1(c), FCS_COP.1(c),
FCS_COP.1(g), FCS_COP.1(g),
FCS_RBG_EXT.1 FCS_RBG_EXT.1(b)
FCS_HTTPS_EXT.1 | FCS_TLS_EXT.1 FCS_TLS_EXT.1 AW
FPT_KYP_EXT.1 %L U ANV
[FCS_COP.1(e), FCS_KDF_EXT.1, %L
FCS_SMC_EXT.1, FCS_SMC_EXT.1,
FCS_COP.1(i), FCS_COP.1(f)
FCS_KYC_EXT.1
FCS_KDF_EXT.1,
and/or
FCS_COP.1(f)]
FCS_KDF_EXT.1 FCS_COP.1(h) FCS_COP.1(h) %L
FDP_DSK_EXT.1 FCS_COP.1(d) FCS_COP.1(d) AV
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 %L
FDP_ACF.1 FDP_ACC.1, FDP_ACC.1, AV
FMT_MSA.3 FMT_MSA.3
FDP_FXS_EXT.1 AV A4V %L
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 AV
FIA_ATD.1 %L U AV
FIA_PMG_EXT.1 5L AV AV
FIA_UAU.1 FIA_UID.1 FIA_UID.1 72U
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 %L
FIA_UID.1 %L U AV
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 %L
FMT_MOF.1 FMT_SMR.1, FMT_SMR.1, 72U
FMT_SMF.1 FMT_SMF.1
FMT_MSA.1 [FDP_ACC.1], FDP_ACC.1, %L
FMT_SMR.1, FMT_SMR.1,
FMT_SMF.1 FMT_SMF.1
FMT_MSA.3 FMT_MSA.1, FMT_MSA.1, 72U
FMT_SMR.1 FMT_SMR.1
FMT_MTD.1 FMT_SMR.1, FMT_SMR.1, AV
FMT_SMF.1 FMT_SMF.1
FMT_SMF.1 %L =L %L
FMT_SMR.1 FIA_UID.1 FIA_UID.1 %L
FPT_SKP_EXT.1 AV =L %L
FPT_STM.1 %L A9V AV
FPT_TST_EXT.1 A AV A
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TOEX*aV)J« CCH8 X UPPT STCi7z L STCHi7- LT

PEREE BRI B HFM TWAIKENE W R WM | =
FPT_TUD_EXT.1 FCS_COP.1(b), FCS_COP.1(b), 72U
FCS_COP.1(c) FCS_COP.1(c)
FTA_SSL.3 2L 72U 7L
FTP_ITC.1 [FCS_IPSEC_EXT.1, of FCS_TLS_EXT.1, | 7L

FCS_TLS_EXT.1, or FCS_HTTPS_EXT.1
FCS_SSH_EXT.1, or
FCS_HTTPS_EXT.1]
FTP_TRP.1(a) [FCS_IPSEC_EXT.1, oy FCS_TLS_EXT.1, ANV
FCS_TLS_EXT.1, or FCS_HTTPS_EXT.1
FCS_SSH_EXT.1, or
FCS_HTTPS_EXT.1]
FTP_TRP.1(b) [FCS_IPSEC_EXT.1, oy FCS_TLS_EXT.1, A
FCS_TLS_EXT.1, or FCS_HTTPS_EXT.1
FCS_SSH_EXT.1, or
FCS_HTTPS_EXT.1

6.11.2. ¥ F 2 V) 7 1 REAFEARRL

INSDEF a7« RFFEMZERT 2L, SNROEF 2 ) T4 R—=ZAF A UDBEHEOHEI N
DHEEL RIVIZEDNT WS Z e, TOEIZ B2 EREEOF 1) T4 DI TE D, »DOTOEH
BOMEIZREGSTVWEEEHREINTVWEILTHE, STOHOWDBEIATHBMIET 7T 1T 1 1%
Y ¥ a )T o R A R T S 72 O AR IFHEIC O W T ORED A XV A%t 5 -1 X
nTwns,
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7. TOEER{# (TOE Summary Specification)

AFETIE, TOEXFaFaV 7« #aE (TSF) OEM(IEkZFRT 5,
7.1. &

BAF Iz 2 5 AFAUD BEARIZ B3 2 BRI % 3k 4 5.,

FAU_GEN.1

TOE &, BEEARV IR EL - SICERE 2 ER L, BEQ 77 v A WIZERT 5, 2tk
» FAU GEN.1 2EH L TW5,

Table 23 kX =1 RV b B L UVEER S

I h s
EAENRER 21D
HiARSRE D H) MFP O&EJRA >~ %L %L
A RE DK T MFP O&JRA 7 2L 7L
TaTdokT TV hNTaToKT Y a JiiEH D7) Rl =S L
AFxF Y rVaTdory A=A VEES BN, F IR
IV —Va T0RT EWAL PR B, E 7Rk
77 AREY a TOKT EWA YRS B, F 7Rk
T 7O AZGEY a TOKRT EWAL PR |52 N A = 4 1] 175
2 — Y — BRI = Tl nsArLka—¥— BRI, F 7Rk
2— B — I e
2 —H G R syl (FY) v sYa | TOE &I NTWZA | LK
7) Wa—H—
EHRE ORI a—H—DEN EBHE{Toza—H— BRI, F 7Rk
a—%—ID DEH EBHEEToa—%— B, F 7R
2 —H—DHIR BHEEToa—%— )]

A—YP—FEERBLEEDOER, BN | BEEZ{To /a2 —Y— &)
NAT — NROEH, 2—% -2
7 — KOG
(U.ACCOUNTMANAGER/
U.ADMIN(a) /UNORMAL/
U.ADDRESSBOOKOPERATOR)
by UADMIN(a), Z—H%#—/32A"7
— FOEH
(U.ACCOUNTMANAGER/U.NOR
MAL/
U.ADDRESSBOOKOPERATOR)
by UACCOUNTMANAGER,
UNORMAL iZ & 5 HE D —3%
A7 — N OEH,
U.ADDRESSBOOKOPERATOR IZ
LBPHEDA—YFNNAT - RDE
H, VI Nz T70EHE, ¥yva
VIRTHROA—Y—DIET VT4 T
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LEFEI B
a—¥—ID

EENRER

DF 7 A )V hREEDFRIE,
F¥aT7FrrIFEE. TRLVA
IRDEM, SYSLOG ¥ —/N—3%
E, FTP ¥ —N—D#HE

wEO—HMThHB | HEIHHROZEH BHEzIToa—HY— D)

—Y =NV —TDH

E

IR D25 REfE] DA IE BHEfToTa—HY— 57

Y a VHESLORIK | TLS v ¥ a VLD EIR A9V} D871 NI sl = S N1

TOE I&, BEEINSZ ARV MIUTFDOTF—X%2EBINT 5,
- HAS/RA T —/A RV NPRFEL R
- Awk— ARV FONEEBAT 208 (LY a VEROBESIE, LBROMEEER)
F I5—3—F: ARVMNIT-FREUTEZEIN, 4D 16 EBRTRINE T,
- 2A—%—ID: urAq v Uiza—Y -0+
- AER 4 R~ OFELikE R

(B85 5 TSFI]
s BERR s a s Ay, R—AHE, A¥—, hATZATE— AF¥ L, BATARFY .,
Ty O ARG, TV, VaTRrbLOa s ER, BHERE, BEF—
- TopAccess : BT A Y, YaTATF—RA, Thovh, a—H—EH EHEELE
s TVVR=RIAN=: TY U NERIIT IR T 2=
- ZOM: AL VALY F PSIN 777 AL VR T 2 —RA

FAU_GEN.2

TOE . BEENRKDAIRY MRFEETIL, TOIRY MNOERER->A—YF—Da—¥—ID 2 &
HEa M52 2T, FAU GEN.2 2FEHLTW5,

(8383 5 TSFI]
CEBERR ca g A v, A=A, A¥—, PATZATIE—, AF VvV, DATZAAF Y U,
Ty O AEE, TV, VaTdErbLUOu s RKR, BHERE, BFEY—
- TopAccess: B AV, VaTJAT—RA, ThHDU Y, -V —iFH, SHERTE
s TN UER—=—RIAN— TV NERIZHT B VR T 2 — A
- FOM AL VALY F, PSIN T 7 VAL VR T 2 — A

FAU_STG_EXT.1

U.ADMIN(a)l% TopAccess DEHEHEDN S, SYSLOG ¥r—N—2#5kT 5 —N—L L THETE
5,

TOE &, BRI NEET — X2 ETHMA ML =Y TN 7L, @fE7m b3 TLS1.2 %
AL THREED 7Y —N—=Th b SYSLOG ¥ —N—IZREEFTHI LM TEE, NHBAML—TYD
EEA T Z OMRZMEEIT. O 7 ORAREIEEIZE 4 A vy —T1 2 10,000 £, EIIT 2 5,000 £,
A¥ vy 5000 M. 7727 AOREEMEIEK : 5,000 . 7 7 7 ADZEEMEH : 5,000 /%
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7.2.

RETES, {4007 DRKILEEPHERIZZ > GE, &2 D07 DG HWEE T — R Ik
NHUWEET - X 2R GFTHILTE S,

WA ML =V EINZ2TOEER Z1Z, UADMIN(Q)ZIHRZHET 2 ZenTE, Zofioa
—H—ld, BEOYVa 7u s USRI\ T 7 Az 7> T3,

(8% 3 5 TSFI]

C BFERRIN s a T A v, R—AHEE, I¥—, DATZAIEY—, AF¥ U, DATZAARAFY LV,
Ty I AEE, TV U, YaTdRRBIOu SRR, BHERE, EFEF—

» TopAccess: BZ A Y, YVaTAT—RA, TAHAD VM, -V —EH EHERTE

s TVUER—=RIFAN—: TYVUNERIINTEAI Vv EZ T —A

- FoM o A4 VALY F, PSIN 77 VAL VR Tz —A

ESYR— b

PARIZ 2 5 AFCSDOEMIZBE ¢ 2 Btk 2 ilid 9 5,

FCS_CKM.1(a)

TOE&, TLS@E DY — N —ZEHEF IZH WS PR S8 & LT, NIST SP 800-56B,Revision 1D
6.3.1.3 ffi IZ G #k @ rsakpgl-crt F X CRSAB R 7 2 £l T 5., B O E I H T 5 81T
FCS_RBG_EXT.1(b)izf\ . CTR_DRBG(AES)THKT 5, LRI N/ ZE &Y — N —iLHE
Y —N—FpEIX, FDP_DSK_EXT.1 2 FCS_CKM.1(d)izff > THEHA L TN TSSDIZREFEEI NS,
%8B, TOEIX, ATSFIZE L. TOERA OILIEXHCD-PPIZE# O R \WVHE LI, &2 W IEHFAR I
BEEE%E G ATORN,

ARBEMIZBT BTSFLIZ, ARIZRTHED TH D,

(B8:# 9" 5 TSFI]

- TopAccess : &HHHE

FCS_CKM.1(b)

TSFIZ. TLSEED AT T—Y 3 IZBWT, @EHADOE Y ¥ a VEEHMACO#E LK T 5, v
Va Vv HMACO#IE, Y—N - 7547V NETHETBEB LS EK I NS, TLEIL.
FCS_RBG_EXT.1(b)iZf\», CTR_DRBG(AES)TA:k 3 %, KD /$F A — &%, #EIRX N7-Cipher
SuitelZ k> T, PAFITRTED TH S,

oy a

WET—XE2ESLT2DICHHI N, HIRX N /-Cipher SuitelZ &> T, HHTAH 5703
ALEBOEINELS, BEET7)LVTY) XLIZAES-CBCZ2HHL., vy ¥ a v#EOEXIZ128bit
& 256bitANEIRT & 5,

HMAC D ##

ST — R OWEMGEED 72D R H X, #EIRX Nu7zCipher Suitell &K - T, HHT 205 71T
DALEHOEINER S, BTNV XAIZIZFCS_COP.1(g)IZf¢ > 72HMAC-SHA-1 % 7= 1%
HMAC-SHA-256 % f#1 L. HMACD#DE X 13Z N Z1160bitk 256bitTH 5,

IS OFkX, HEFEREATYNICEEL, BRI CHESINS,
(BH3# 3 5 TSFI)
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s BERFRL cm sy R AHE, AY—, PATZATE— AF YV, BPATZAAT YV,
Ty VARG, TVUN, VaTdRRBLUO O IRR, BHERE, BFEY—

- TopAccess: U7 A Y, VaTATFT—RA, THI VM, I —P—iEH, HHEHRC

TNV VUER=RIAN= s T NERIZHTEAS VAR T — A

- T ALV ALy F PSIN 77 VALY R T = —A

TSFiX, ANV —UREESAD7ZODUTNOEEERT 5, TS OEEIIFPT KYP_EXT.1IZHE > THRH#E
INnbd,

® KEKIEH! i & FbPRHEE 5 (b fi
BB LM ORED Db 28 TH D, TOERERIZZTNENTOETO L DEKT 3,
FCS_RBG_EXT.1(a)Zf\"Hash_DRBG(SHA-512) % fH\ T4 L 72 256bit D ELE % 128bit 3" D
2 EIL, 128bitd KEKE i & 128bit DFEMEHE S(L#t L U T, #HFEME R £ Y L FROMIZ {17
35,

e DEK
MAEXET - 2B LOMEBEDTSFT — X DEED - DIZHbN 58 TH H . TOERKRE R IZHE 5
fbri=F 1 v arZ i@z Bk %, FCS_RBG_EXT.1(b)IZf#\WCTR_DRBG(AES) T4k L
7-128bitDEE %, TDOWE S/ S —F 4 > a3 Y ODEKE U THREMEA €V IZHFT S, DEKE2 &
G EHEFPT_KYP_EXT.1 £ FCS_COP.1(f)IZ4 » THE S AL T 1 TSSDIZ XIS B SOIRE TR IZ X
ns,

e AUw¥yIN—F 1T arHDEK
ATy TTIRNT—ROREDT-DIZHbNEHTH D, TOERBTREIKRFIZO &L DEKT 5,
FCS_RBG_EXT.1(b)IZfi WCTR_DRBG(AES) TA ik L 72 128bitDELEZ, AT v ¥y 7 NX—F 4
v a VHDEKE UCHREMEA Y OAIRTET D, ZORIITOERE Z L IZEEI N5,

(BH3# 3 5 TSFI)
s BES ROV B —
C FOM o A ALY F

FCS_CKM_EXT.4/FCS_CKM.4

TSEDME S AR DX DOMEI VT T4 R—= MESHELORESZ ) T 14 AR TA—=RIZ, AEL R
S 7-RIICIEEI NS,

® FROMADOKEKE i, SRR = (i
G5 SORIETSSDIZAE I N FIHE T — 2 B K OMEDTSFT — X 21853 57Dl X .,
TOEREHERIZZNS DT —RIEAE L 25720, HEIZHVWSTRXRTOCSPAARE LS, TOE
DFEERFIZ, AT E 72 38R e U Tikbh, BPRFINTWAFROMOMEE %, FED
ECIE EEXTEZLICEOET 2,

(BH3# 3 5 TSFI)
s BENS RV BIERY—
- FOM A AL T

® HHFE AT NOKEKE 1§, #bRIE = k. KEK, DEK, A7 v 7)%—F 1 > a v HDEK, 47
Y A2, LUKS#, KEKEHHAaYFF A b, @EHAOL Y ¥ a VK OHMACOHE, H—/N—Fp%E
i
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FMHET — X B LI UOMEDTSFT — X OIS UBIZMHEHEI NS TRATOCSPE., BIEHADTRTD
CSPid. TOED&EFEMNOFF» 5ONX COMIIAE L 705, EIHOFFIFIZ, AEaHt x 72 3§k
ELUTHEbi, HAEERAET VRIS NZINS EXOMBERKL TS 2 ) T 14 LT X —
R, EFEBCHEINS,

(BH5# 3 5 TSFI)
- BESR IOV B —
- FOM o R Ry F

FCS_COP.1(a)

TSFi%, FTP_ITC.1, FTP_TRP.1(a)% U'FTP_TRP.1(b)iZ 851} 5 i8(5T — X {Ri#ED 72 DIZ,
FCS_CKM.1(b)iZ & © A% U 72128bit £ 7213 256bitD i 5 & FIPS PUB197IZ ¥l S 5 AESH; 5 7 )L
I X2 %NIST SP 800-38AIZHEHLT 2CBCE— RTHEIfESE 2 Z L2 &0, BET—X DS Kk
PS5 %175,
AREIZBI T B TSFIIE, AFISRTED TH S,
(B8589 5 TSFI]
- FTP_ITC.1. FTP_TRP.1(a). FTP_TRP.1(b)® TSFI (Z#:3 %

FCS_COP.1(b)

TSFi, HEERiEHEERIZB T 2B AR, FTP_ITC.11Z & 59— N —ifHHE K OFPT_TUD_EXT.1iZ
577 =L T7DOT7 v 7T — MRIEIZBWT, FIPS PUB 186-4(Z#i/E & #17zDigital Signature
Standard (Z #¥EJL U 7= R H32048bit DRSAT Y X IVEZ/ T IV TY XL (rDSA) 2 HHT 5, TSFiX, £
PRAEHEE R BT 2B A B R Y — N —FEHE DO MEE TIXRSASSA-PKCS1-vl 5%, 77 —A4"Y
T77 v 75— MRFEETIARSASSA-PSSZ V5, %72, FEHIEOMEHIZFCS_CKM.1(a)l & b A5

X n 7= RSA B % fifi i El % .
ABEHIZE T ATSFIIZ, UTICRTIED TH D,
(8383 5 TSFI]

- FTP_ITC.1 8 X O* FPT_TUD_EXT.1 ® TSFI iZ#£9° %
- TopAccess : BEHHH T

FCS_RBG_EXT.1(a)

TSFiZ, TOED A b L — VG5t D 7= O KEKE Higt & Bk Rl SO ERICH > T, TV hE
—JiB K UDRBGZ HWTE %2 KT 5, Z ®DRBGIX. NIST SP 800-90AZft > T
Hash_DRBG (SHA-512)2 W CHEHEZ ALK TS, TV boE—jFid, —D2DN—R7 7 R—2IZ
k%4 XFEEA, DRBGIZHBE IS Ty o —& ifiéx@“é J A ZPFIEFTOEDSoC (Intel
Celeron 7 A+t v % —N3350) PHNET A2 N— RO T7DESZMHHAT S, /1 XFE»S5DHEIIE
SoCH®DRBG®D ¥ — RIiZfH\W 57, NIST SP 800-90AD CTR_DRBG(AES)IZH o 72 LE % 47 - T
RDRANDM @ CTHI O END, /1 XL, 1bitd 7z 0 0.6bitbh EOR/INT Y ba¥—2&50 2 & H
[Rambus 2012]|DEkH 590> TH H, RDRAND@IE/ 1 RJ{EH1 S5 D256y by b —0
Y= RNTHfbEI Nz F 2V F 1 EELI28E Y bDODRBGOH 1 TH 5, RDRAND4T1X128bit%
SIMEDHNT R EESH SV Y — REhEHEETHZDT, TV boE—HEHKT SmgdT —€ v
70 & AIZRDRAND 4 THUE L 72128'512=65,536bit=8,192byte % AES-CBC-MACHLIE T 16byte
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WCHEMST 5 Z & T, 16byteZ 2 1Z¥— KA3E 2 Z2RDRAND @A H 2 INE L. rmgd®D 2,500byteD 3
DONY 7 7IZIFIETIVIY MEE—DT— X% —NNIZEMT 5, ZOTSFRHIND & Z,
Linux PRNG#A'2048bitPA EO LY b B —%2 &K 2REBIZNATA—-XE2ZREINTVWSDT, TSF
®OHash_DRBG(SHA-512)%3Linux PRNG® /dev/urandom i }1 % & G 3 128byte® 7 — X (XI1FIX
TNV yha—DRELHET S, ZD128byte® 5 H9I6byteD#43 % Entropy Input® Nonce & U,
Hash_DRBG(SHA-512)D ¥ — Kfii& UL THHRT 5,

TSFO R IZNIST SPS00-90BD6HiDH/NT Y b ¥— RS 0 IZ & b, TOEDENESAM: O #iH T,
/dev/urandom® J1 31 bitdH 7= D 0.91bitPh FOR/NTZ Y b ¥ —2&850 2 L 2R L, 71TV k
0¥ —ThAW\WEEBKIZEBED > TH, NIST SPS00-90BD3.1.5fiicfit->7-T > b ¥—&0D FEAE
filiic & v, /dev/urandom{ti ;7D 96byte D ¥ v b+ F[1Z1%698.88(=96"8*0.91)bitd T ¥ b B ¥ — & £
nae#EEd s, ZOY Y MilZEntropy Input¥ Nonce& L, Hash_ DRBG(SHA-512)i2> — Rffi%
64 52X b, FCS_RGB_EXT.1(a)ZFEHL T\ 5,

(BH3# 3 5 TSFI)
- BEROL  EBFEFEF— (TOE REZOHEIFENZES)
- FOM o XA VA1 v F (TOE ZBEHOYIEZENIZIRES)

FCS_RBG_EXT.1(b)

TSFi&, TOED A b L =V BLD 72D DEEEAL/S—T 1+ > a v T OB X OBEME (KEKEHH
IV FFA b, DEK, +#7~v A2 L LUKS#) DA D72, FTP_ITC.1. FTP_TRP.1(a) X O}
FTP_TRP.1(b)IZ B} 25T — X RED 7=, TLSHEIE DY — N —F& A K 72 S CIZ TLSH#AE D+
VT —2arvDzoll, =T ha¥—EB X OCDRBGEZ HWTHE 24K T 5, TOEOCTR_DRBG
IENIST SP 800-90AIZf¢ - 7zCTR_DRBG (AES)D A Ui # >~ A X —DRBG& 77 1 R— b
DRBGD 2B 1272 > TEYD, 754 _X— NDRBGOH s & OB R 2 KT 5 72D DTSFIC
FBEBHTHB, T b E=FIK, —DODON—RD T R=AIZ&LB /A AJi%EEH, DRBGIZ
s hsdzy b —BiI3gdRT5, /1 XFIXTOEDSoC (Intel Celeron7 v+ » #—N3350)
PWKT 52 N— R 2 T7OESZMHAT 5, /1 XFE,rSDOHIIE, SOCHDODRBGD Y — RIZHWS
., NIST SP 800-90ADCTR_DRBG(AES)IZft - 7z L % 7 > TRDRANDf CHi I b, /A
ZPRIE, 1bitd 72 0 0.6bitBh EOF/NT Y b r ¥ —%2 &8 Z & h[Rambus 2012]DFk» 500> TH
. RDRANDM4 L/ 1 ZPFEN 5 D256y by hp¥—ny— NCoiifbEhiztxa ) 51k
J£128¢ > h ®DRBGOH I TH 5, RDRANDi4r1%128bitZ 51 1SN T2 LESHS Y ¥ — R X
naftkchsroc, T b E—EHEMKT SmgdT — € 70k AXRDRAND M4 THUE L 72
128'512=65,536bit=8,192byte # AES-CBC-MACHLEE T 16byte il LT 5 Z & T, 16byteZ & IZ ¥
— R 72 2RDRANDr A H 1 2 INE L. mgdD2,500byteD3 DDy 7 7 IZIIEF7 )Ly hp ¥ —
DT —R%E—WRNIZERT 5, mgdd SLinux PRNGIZAERTY b =23+ 212X 2 DT,
TSF#'Linux PRNG®/dev/randomi 1A 65iA T 77— X IFIZIE7 vy b —0REL e
5,

TSFORIFE# IENIST SP800-90BD6HiDiH/NT Y ha ¥ —/ fED iz kv, TOEDEESM:DOHPH T,
/dev/random i S1A51bitH 72 0 0.82bit A EOF/NT Y v ¥ —2 &0 2 L 2R L7z, 7V b
=T\ e EHNIZAMS > TH, NIST SPS00-90BD3.1.5Hiicfit 7z > b u ¥ —&dD RN
i2& b, /dev/randomHi 1 D32byted ¥ b F121£209.92(=32"8'0.82)bitd T > b ¥ =& EN S
EHEET 5, [FRRIZ/dev/randomti /1D 16byted B h41121%104.96 (=16'8*0.82)bitd > B ¥
—NEENDLMET D, ZDAF48byted By Mil%E ¥ A X —DRBG & MERCTR_DRBG(AES) D #)
#1{b D 32byteDentropy_input & 16byte Dnonce % i#4E U T AJ1 9 248byte D> — RIZHW5S, T A
2 —DRBG®CTR_DRBG(AES) X128y hDt ¥ a2V F 1 @EEFD, 512774 = NDRBG
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7.3.

1&[H U < 32byte Dentropy_input & 16byte®nonce# ¥ A X —DRBGH» L i T b, 7714 X— |
DRBG® FEIZ128bitDd ¥ 2V F 1 28D L £ X 5h b, FCS_RBG_EXT.1(b)DFIHIZ 7T A ~—
N DRBG®CTR_DRBG(AES) D ELECE BB A O HT, VY — RIZB LTI 75 1 ~— K DRBG~
D22 DO H U £ T2 ¥ A X —DRBG#HY/dev/random H 1712 & % 32byte D entropy_inputiZ & % U
V—R&, YAX—DRBGH I ZH\\7=7F 41 X— FDRBG®D32byteDentropy_inputiZ £ % 1) > — K
WERTTbNE, Zhollkb, 774 ~_—FDRBGIZ128Y Y hO L Fa ) 7+ BEEFD
FCS_RGB_EXT.1(b)&%H LT\ 3,

(BE3E 9 5 TSFI]
- FTP_TRP.1(a)., FTP_TRP.1(b)¥ &' FTP_ITC.1 ® TSFI IZ#:3° %
- BENFRL  EBIEF — (TOE & B O EEE) R )
- ZOfh: A1 VA1 v F (TOE FKE#DOHELENZRS)

A V—=VlEEL (GMHENEBRES)
PUR I G & HEHEB. 1IR3 2 B LRk 2 Gl 3 2,
FPT_KYP_EXT.1

TOE #%ERfIZ FCS_KYC_EXT.1 O#EF = 1 v THRE I Wb HE L OB ERK S, TOE FEEE
TIREI NG, BOMRFEGH EREOREBIIUTOLEEY TH Y, B AR ML —YF N A
A THD FRAM £ 721% SSD I EXCREBOBIIAFEI RV, #EXIOCEMBO Y 1 Xk
FCS_KYC_EXT.1 ® TSS &tk d 3,

®  KEKME i & Sb kLG 5 (b B
KEK & 1§ & BEpr RS S bt i = 2 1 TOE TO & D DO#EAY FCS_COP.1(b)IZf > TH R X v, &
FeME AT ) NDIRAE & B AT BE R REEFEME A N L — Y TH D FROM (2 FESORE TR T
ns,

O KEK EHifHa v 7F X b
KEK EiEHIa Y FF A ME, FIHET — X £7213MED TSF 7— X % {#173 % SSD OS5/ —
T4 a Yy TN ELE D SRS v, ERMEX Y I FE NS, KEK BEEHa YT F A b
1% FCS_COP.1(D)iz4€ > THM RIS St T S{b T T2 5, SSD DI H b/ S—F 1 ¥ 3 > DJEA
HOBH Ay XFEIRANIZHE S SORIETIRES 1D,

® KEK
KEK 13, FI#F—X %72 13WED TSF ¥— X #7555 SSD O EALA—7 1 ¥ 3 ¥ Z LI {H
Bliz FCS_KDF_EXT.1 12> T KEK Bt bHeG S eits & O KEK BIA T Y 7% 2 s
HEh, AT OAIRES NS,

® DEK
DEK ZFIHAEZE T — X £7213MED TSF 7T — R 2479 5 SSD DEEL/ =T 1 > 3 > T & IZfE@lH]
DHEM FCS_COP.1(b) Izt - T X 1, HFMERAE Y OAIEIES NS,

® ¥ 7 < 2~ & LUKS #t
Y7 A7 OEBITHWS LUKS 77— &k, FIHET — X £ 721385 D TSF 77— X % {#173 % SSD
DIEEA =T 1 ¥ a3 T EIZGBED SN ER S, EREA T ) I EFEEINE, YT A2IE
LUKS 7 — X OREHFA D S FFBERIL — V> TEHE I, HEREEAT) OAIBREFEIND,
LUKS $#DERIZH 72> Tk FCS_SMC_EXT.1 (Zfi 5T DEK IZ¥# 7~ 227 % XOR §5Z&T
LUKS #AH &4, LUKS ##13 LUKS 7 — &% KR CREEFHEST) O TV ITRFEEI N5,
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LUKS $##% &4 LUKS 5 — & 1% FCS_COP.1(f)I2f¢ > T KEK THF 2L X THh 5, SSD DI E{k/<
—F 4 ¥ a Y DREHROEE A v XSRS SOREBTHRIFEEI NS,

(8383 5 TSFI]
- L

FCS_KYC_EXT.1

TOE O#EF =1 > FCS_KYC_EXT.1 28135 BEV X, AL —YF— XSk (DEK) Th 3,
TOE #&ERIZ FCS_KYC_EXT.1 O#EF = 1 > 2k d 28tE L OEME 2 £KT 5, ##F =1 VI1F2
To#Es X OHEME» SRS,

o KEKE I & BbA R 51k
TOE # &2, FCS_RBG_EXT.1(a)iZfé\» Hash_DRBG(SHA-512)% H\WCA & L7 256bit OFL
Bz 128bit $01Z0EIL, KEK Eift & SEb R S it 2 AR5 5, KEK E i & gErrRlg 51
B, ATV B XU FROM IZECRBEBTHRIFEI NS, 28, FROM (3B 2 AR o] e 70 A H
FMEA ML —YTHD, TOE REOEFIFTIZ, FROM 2 6HiAal U7z KEK BHIHE & R 5
L% S 5,

® KEKEHHIYFFAb

TOE #@ERfiZ, FCS_RBG_EXT.1(b)iZf¢-> T CTR_DRBG(AES)% H\WTHERK L 72 256bit DELEAH
KEK BEHHIYTFANTH D, B —=T 1> ar T EmIh, HAEEA T ADREFE
SSD NDOIEESURETORENTTHON S, KEK EEHI Y 7F A ML, FCS_COP.1(H)IZfE\V AES-
CBC T 128bit O##M RIS (LHEE W TH 5L I N E Ay ZIZE& Fh, BSCRET SSD 2
RiFrEn b, TOE REOKEFETIX, SSD o iAH UK SCREBEOEHEAY X %
FCS_COP.1(f)izfé\ AES-CBC THIMRHESb#t 2 W THESE L 7-&E» S KEK By 7% X
FERDOET I EICKDEREAE ) ITRFEI NS,

® KEK
TOE # & M2, FCS_KDF_EXT.1 (26 » THFE A €V ITFAFE X iz KEK 8 H i & AL Rl S kit &
KEK BHHa Y FF A M2V, SPS00-108 ® KDF # U VX —E—RIZEHEIND LB,
FCS_COP.1(h) CHE & 115 HMAC-SHA-256 % I\ T 128bit DL EH I 1, KEK & U THRME
AEVIRFEE NS, TOE REDLERFIFE UMBLTNET 128bit D@L EE X, KEK & U CTHiF
HEXAEVIZBRFESI NG,

® DEK: ¥ 7~ 22 ¥ LUKSHE

TOE &Mz, FCS_RBG_EXT.1(b)iZfi > T CTR_DRBG(AES)Z H\W T4 L 7z 128bit OFELE %
DEK ¢4 %, DEK RIS A—F 1> a vl iR, EEEAE Y ITEEFEI NS, RIZ,

FCS_RBG_EXT.1(b)iZf > T CTR_DRBG(AES)% FH\WTHERK X 1172 63984 /N kN DELEUE FEFME
AEYD LUKS F—RIZHEFET S, LUKS T— X ORERHE 2 ST S ERN =iz >TH S
128bit OV T~ A7 2 HEHE L, HAEAETVICHEFET S, LUKS HOERIZH 72 > Tl
FCS_SMC_EXT.1 2t > T 128bit ® DEK IZ 128bit ¥ 7<v 22 % XOR 95 Z & T 128bit ®
LUKS ## %8 H U, LUKS #% LUKS T — X DKRE CREHEBS) OEFMER TV ITRFET 5, 2
IZ LUKS #% &% 64000 N1 b @ LUKS 7—X %, FCS_COP.1(f)iZf\» AES-CBC T 128bit ®
KEK ZHWTHEE U, BESCRET SSD 12479 5, TOE REDOEFKFTIZ, SSD 7oA
L 72155 SCIRBED LUKS 7 — & % FCS_COP.1(f)iZf¢\» AES-CBC T 128bit ® KEK Z W THE S L
“FERN OV T YA OEH E LUKS OO H L %2175, DEK OERKITH 72> Tl

Copyright 2024 TOSHIBA TEC. All rights reserved.

62/86



FCS_SMC_EXT.1 iZfi - T 128bit ® LUKS ##iZ 128bit DY T~ A2 % XOR 35 Z & T 128bit D
DEK & U, DEK Z#FEMER €V IZRFT 5,

® HFr AL DIRE
KEK & H @t e MRS/ iEE N 128bit TH O . FCS_RBG_EXT.1(a) &
FCS_RBG_EXT.1(b)iIZiZZznZzntaHmTy bp—+okhzy b =23 I T\Wb 72O
DFRE L 128bit TH 5, #EH D FCS_KDF_EXT.1 &' FCS_COP.1(f)n% 128bit Dt Fa V) F
1HRETH L0, BF o1 OREMIZT 128bit DL F 2 ) T4 HMEZHMEL TW5,

(BH3# 3 5 TSFI)
s BES ROV BIEF—
 FOM AL VAL W F

FDP_DSK _EXT.1

TOE DI A ] GE 7 NHEFEME A N L — V1% FRAM & SSD @ 2 D Td» %, TOE JREETIZ FRAM IZ
¥ MFP O IR EMECHEESEDME TR WT —ROAPMEEINTH O, TOE X571 A2 ELDT
— X REDOH RO EXET =X LOMBED TSF F—X2EEAL 2 3B, MHHEXET—X
K OFED TSF 7 — &% SSD IZD AR S XRETHRFET 5, SSD 3/ \—F7 1 v avTcailahTz
NENT 7AWV AT LAPMER I NS, BAFIZ SSD @ 3 DD =T 1 ¥ a v Ofl L S i
FIBIZ DWW TR T 5, AT 285 X OHEMEI OFEMIL TSS @ FCS_KYC_EXT.1 OIHIZHES,

o JERESfNN—Fsay

FAXET =2 B L UMED TSF 7 - X TRWERDT — X2 RETEN—T 1 a Y OMEHTH
D, RBEMIZEDT 4 A2 EDOT — ZREDRRD T — X2 G E R\,

® [EE{fNN—F1rayv

MHAZEXET —X2BLUOMED TSF T—XBLOZTNSICHEET 27X TED T — X2 RFT
BZR—=F 4 aryOfENTH D, WS —T 1 a iz B E AR SRR X S LS — T 1
vavEIUYINTAREEICHBEIND, TOE 3ZDN—F 1 ¥ a VERSI N E8E 7 7 1Ly
AT LIEEREFNEZTRTOTI 7 ANBELOART—&IE, 43 FCS_COP.1(dA)izft» CTHEH/LX
NTHH7TOY Z2FNAARITANEZFKHBL T SSD IZHSSCRETHREFESI NG, ik H ULETIX
WOFIZ LD FCS_COP1(A) > THEBI N, FOREBTI 7 I VY AT LM SiAEI NS,

Z 2T FCS_COP.1(d) Iz » 7zl 5k L =TT Bk S —F « 2 a » 2T & @ 128bit @ DEK A3
HIns,

TOE FHERHZ IS X O#MEIEK I N5, £9 TOE TO & D0 KEK i ## & Jb R 5 ik
PR v, FERVEA T & BT RE R REERME A b L — U TIE72\ FROM (12 SORRE CLRAF
END, WIHHET—2BLOMED TSF F—X 2HET 5T NETNORES/SA—F 1> arD
BN e S LEEE AR b I b, ZDL ERFE—F 1+ a v Tz KEK BHHAa Y FFA
k. KEK, DEK, LUKS ¥—%&, ¥ 7<v 22, LUKS #»Ekx 5, KEK & DEK & LUKS 5¥—
AP oEHINEZY T AT &R, KEK EHAHI YT F A b, LUKS ##% &8 LUKS 57— &8
TNENRE S IRIET SSD I fFE N5, 9 FCS_KDF_EXT.1 (26> T KEK & Hif & bk
St KEK EHH I Y T3 A b5 128bit ® KEK Z & H UEFREM X € ) I2HFT 5, KEK EH
MarvF XA b 2E8EHA Y XE FCS_COP.1()IZft » THMBIRG S{Li TR 5 S . LUKS $#
% &8 LUKS 5 — &% FCS_COP.1()izft - T KEK TS bE ., ZNE NS X5 b/ —
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T4 ¥ a VOB v XIS ORE DG S5 SCRECRIFE N d . RERICEBRE S{Lkhg
PEIMLE NG GAN =T 1 ¥ a T 7 ANV AT LEEKT 5,

TOE REETIXE BRI FROM 725 KEK & Hi i & SEARIRG S L8 & Fima ] U CTHEREME X £ ) IR A7
T3, RIS S —F 1 > a VIRBEOEE Ay XEE A S5 SCREO KEK BHH Y FF A b
2ELM S e LUKS %48 LUKS T —X DS X2 Al U CHFEM A £V ICEEFET 5, KEK
I YT XA M EESDRESE FCS_COP.1(H)I2#t > THEMEIG Skt S L, KEK EHHa
VIFXRANBERNEA TV IEET B, RIZ FCS_KDF_EXT.1 (24 > T KEK & & bR 51k
Py KEKEHH IV TF A M5 128bit O KEK #EH U AN X € VITHEEFET 5, IRIZ LUKS ##
%&% LUKS ¥ — X DIES X% FCS_COP.1(f)i2f¢ > T KEK T#%5 L., LUKS ¥—4& & LUKS #t#
HERMEA TV ICRFT 5, LUKS #12 LUKS T—X o8 H LAY 7~v A 2% XOR LTEE L
DEK ZHFMERXEVITHEFET S, ZO—HOMHETEH L7~ DEK % W TE @RS LR D
FCS_COP.1(A)izf - 7= 5 b L HE PRI 5,

ATy TNR=F 4 ayv

TOE DAy THERED, TOE DEFMEA TV RO -B UL E SIEREDENT—&Z (AT Y 7T
ThTF=R) BRETE =T a v OENTH D, AT Y TNA=F 1 ¥ a iixT b EENE S
{EBEBEIZI AT w T R—=F 4> avik<xu v T EICfhEING, ZON—F42avDATy S
T7ANVATFLILEERAENETRTDAT Y T I RTF—=ZBEIPAXTF—&1F, &7
FCS_COP.1()IZf > CTHEBL I NTHA STy 2 F A AR T4 N &2KEH LT SSD 125 CRIE
TREFEIND, NIV ATy T T M T —RIZHAHELET — X BLOWED TSF 7—XHE
ENDYHTH->TH FDP_ DSK EXT OfR#EEZMHET 2, GiAL UM TEFEDOFIEIZELD
FCS_COP.1(d)iZf»THEI N, ATV T T UM T —XIEFEXRETT 7 ANV AT L oA
INd,

TOE #ERB & U TOE JREEDRENRFIZ AT v TN—F 1 ¥ 3 v OE&EN RS2 G T 5,
FCS_RBG_EXT.1(b)iZfi > T CTR_DRBG(AES)ZH\WTAEMK L7z 128bit DFELEE AT v T)X—F
14> avH DEK & UTHREAETVIEFET S, ZOATYy FR=F 1 avH DEK 2HW\WTE
ARG S EESBED FCS_COP.1(d) I > - Sk L 5D IND, TDHEATY T T 74N
AT LEERUTAT Yy FN=F 1> a v UTOMHA%ZBBT 5,

Ak & 70\

SSD DS NAVWiEigi, 7—bao—&, N—=F 1> arvy—7L, FAHEXET 2B LV
ZED TSF T =R TRWT—RE2EBNT =T 1> ay, AAAEXET—28 X OMWED TSF 7
— R EMMNT BENN—T 14 ¥ a VIBEHOER Ay XHEEO R SAFERTH S, £ 0 FEMICIE
SSD DEMEHA/S—T 14 > 3 VIEEHO 1MIB PEHAY XHHEBTH D, S SCREBTHREFEINT
WABEHA y KX 5 1KIB 55 O 1KiB, BESCRETHREI N T WS LUKS 7 — X JeHEH
5 4KiB 5D 64000 N1 hTH S, FEA v ZHESO Z WL OFE I Sk & e WiE T
HEMN, MEOT—ZBMEFINE Z LI\,

(B33 2 TSFI)
s BEARL 0T Y A= AR, I¥—, DATZATIE— AFX YV, PATZAARATY Y,
Ty O ARG, TV, VaTRrBLOR SRR, HHER
» TopAccess : HZ A Y, YaTAT—RA, THAD VN, -V —EH EEEHE
- TYVUR—=RIAN—: TY U MERIZHTEA R T —A
+ ZTOMh: PSTN 77 7 AA VR T 2 —A
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74. AMV—VBES{L GEREH)
UTRIZA ML=V E L TEIR L 7284 D.1 £ D.AITB T 2 Bk Z 5k 9 5,
FCS_COP.1(f)

TSFiZ, ESOREOEHAY X (KEKEHHI VY TFXFA N 2EE) 2 ECREDLUKST —4 (LUKS
BEED) ITRHTHMME, SSDARSHAAATLEESVREOEMA Yy X (KEKEHH IV FF A b
EL) LIEESSOREEOLUKST — & (LUKS#EZ 48) 1o 30 IzHVws N5,

TSFix., TOEHER IZFCS_KYC_EXT.1DTSSIZHE > THRR L 72 128bitD RIS 5L 2 v, SEX
REEDEH AW X%ZISO/IEC 18033-3MAES X ISO/IEC 10116MDCBCOf AL HHEIZ X B5AES-CBC
THEE/L., BEREBOEMA Y X% SSDIZIRFET 5,

TSFiX., TOEZ &M IXFCS_KYC_EXT.1 DTSSIZHit - THERL L 72 128bit O KEK Z W, SESCIREED
LUKST — X #ISO/IEC 18033-3MAES&ISO/IEC 10116 CBCOM AL HHEIZ & 5 AES-CBCTHE
FL., BEESCREEDOLUKST — & #SSDIZ{R17 9 5,

TSFIZ. TOEREDEEIFIZIZFCS KYC _EXT.1DTSSIZHE > TFROMM & 5 ik A 721 28bit D #hf B}

E A LA . SSDA 5 Hi AR ARG S SCIREED LA v X %2 ISO/IEC 18033-3MAES ¥ ISO/IEC
10116 DCBCOMAEHLEIZ L DAES-CBCTH S U, ESUIREDEHA Y X2 AR € ) ITHRET
50

TSFiZ, TOEIREBDEEFFIZIZFCS_KYC_EXT.1DTSSIZHE > THR L 72128bitdKEK % AV, SSD
O FEAIA A TG S SOREEDLUKS 7 — # #1SO/IEC 18033-3DAES & ISO/IEC 10116DCBCDFHA
HBHOEIZ L BAES-CBCTHEE L. FECIRBOLUKS T — & 2 #iFEMEA €V IRIFT 5,

(B8:# 9" 5 TSFI]

- BRSOV BIRY —
- FOfL: AL VALY F

FCS_KDF_EXT.1

TSF ¥, NIST SP800-108 ®# 7 >~ & —%— K KDF TH > T, Z® PRF iZ FCS_COP.1(h) Cki&E &
NPT E Ny ¥ 2% e LT HMAC-SHA-256 % I\ T 128bit ® KEK 2 H 3 %, NIST SP800-
108 DAYy X—%F—F KDF ~OAHDOY 73 A2 I%, FCS_RBG_EXT.1(a) iZ fit W\
Hash_DRBG(SHA-512)% I\ T4 L 7= 256bit DELEZE 128bit 3" D243 EI L 72 KEK g & fitht
B 5L & 84S L 72 256bit # Ky & L. FCS_RBG_EXT.1(b)iZf\» CTR_DRBG(AES)% H\ T4
B U 72 8LEIC & % 256bit O KEK EHH I > FF A b % Context £ 5D T, HJlX 128bit D& F 2
VT4 BEDSRMEEIET S, TIT Ky & Context 13¢5 5% FCS_RBG_EXT.1 THiE S 7z
RNG B L7V T~ AT ThHDDT, SFRDERZHLET 5,

TOE FEWHZIX, KEK 3 H§E e BRI 5 (Lt 2 ik U 72 256bit &, KEK BHHAIY T3 A%
TSF D AN DY T A7 IZHWS, TOE #EZOLERFIZIX, FROM 25 FiAAA TS KEK EH L
RIS 5L & kS U 72 256bit &, SSD 6t U7z E X285 L7z KEK EifHa v 7F &
N%& TSF DAIDY T AZIZHW5,

(BH3# 3 5 TSFI)
« BENRIL L BIEX—
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DM AL VALY F

FCS_SMC_EXT.1

TSFix. TOE#E R IFLUKSH# %2 £ KT 272012, 128bitdDEKIZ128bitd ¥ 7'¥ A2 % XORUL T
128bitd LUKS#E % £ K3 %,

TSFiZ. TOEIRFETCOREIRIZIZIDEK A 4K T 57012, 128bit O LUKSH#EIZ 128bitd Y T A 7 %
XORL T128bitdDEK% 4% 5,

(B3 5 TSFI]
- SRV EREF—
- ZOM: AL VAL Y F

FCS_COP.1(h)

TSF X, KEK Z ke skl 5bft e KEK EHH I FF A M5 KEK 2873 5B,
FCS_KDF_EXT.1 O#ffE Ny ¥ a Xy —YBEKDEHEIZ, ISO/IEC 9797-2:2011, Section 7
“MAC Algorithm 2” ; ISO/IEC 10118 IZ#:#l L 7z HMAC-SHA-256 % {#ifi4 %, HMAC DO#tE 1%
256bit, v ¥ 2 BBUX SHA-256, 7o v 7 Elx 512bit, H1E N5 MAC £ 256bit TH 5,

(8343 5 TSFI]
« EES IOV BT —
s FOM o R Ry F

FCS_COP.1(d)

TSFiZ, MHAEXET — 2B LUOMBEOTSFT — 2B I OCZNSICHEET a7 XY TE2EH LI
D YT oHNZSSDOKE /=T ¢ ¥ a VICEERAL & S ITERICKT S/ ETS, A ML —VEE
fLDE S /A& UTSSDADE ZAAT — X OIS & SSD 6 DA U T — X DS % &84T
5728, TOEIRRE T DEEF IZFCS_CKM.1(b)IZf > THA KT 72FCS_KYC_EXT.1 ThE I N5
128bitdDEK % ##iZ Fi\\, ISO/IEC 18033-3MAES *ISO/IEC 10116 DCBCOMAELHIZL D
AES-CBCTH; 5L s K 05 %2 ETT 5,

TSFIZ, AAVAEBUNSATY T T I RNENEZATY TT IR TF—=X%2SSDOAT Y T)RX—=F 1 3
VIZEBZRADE FIEBNIZEESEITY, AP L —VIES DRSS SR E U TSSDADEEAAT —
ZDOWEFESSDR S DHAM LT — X DEGS %2 E#EMIZIT S 72, TOEIRAE T OB 1 IZ
FCS_CKM.1(b)iZft » THAER SN2 128bitD A7 v F/8—F 1 ¥ 3 HADEKZ #iZ v, ISO/IEC
18033-3MAES 2 ISO/IEC 10116 DCBCOM AL HHEIZ L BHAES-CBCTHi5/bE L UOEF 2 FETT
5,

(B83H# 9" 5 TSFI]

s BEARI s m T A Y R—LAWHEHE, I¥—, PATZAIE— AF ¥ U, DATZAARAT YV,
Ty O ARE, TV, VaTRABLTRIRR, HHEHC, BEF—
» TopAccess: BZ A Y, YaTAT—RA, THAD VN, - —EH EHERTE
s TYVUR=RIAN= TY U NERIZHT B VR T — A
Tof: ZOM: AA VALY F PSIN 77 VAL VR T 2 —A
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75. BEORE GEREMS)
PUNISBIREAED. 212 B3 % Btk 2 flid 3%
FCS_TLS_EXT.1

TSF %, FTP_ITC.1 {Z5R 9 &FiH —/N— ¥ OiEfZ &0 FTP_TRP.1(a)/FTP_TRP.1(b)IZ T2 54 7
¥ N PC ED@EIZBWT, TLS i@fE%HH— b$ 5, TSF 24 K— h$ 3 TLS j#IZIx TLS1.2(RFC
5246)CdH %,

e TLS_RSA WITH_AES_128_CBC_SHA
e TLS_RSA WITH_AES_256_CBC_SHA
e TLS_RSA_ WITH_AES_128_CBC_SHAZ256
e TLS_RSA WITH_AES_256_CBC_SHAZ256

TSFAR 2 547 > NPCLIBIET A EEDEIE

e TSFi¥. FCS_RBG_EXT.1(b)&%(*FCS_CKM.1(a)IZft\ . TLSHB{E T 3 RSAD ¥ — 3 —

ME P X OAREZ EK T 5, FCS_COP.1(b) XU FCS_COP.1(c)IZfEWN, T DR & N
Y a7V a) ALEAWVTY —N—FIHEDEL Z EKT 5,

MEOIET — X2 HET 5 HEFIUTO@EY TH S,
% TSF &, ¥—N—MZEHEE2HNT, 27317 b PC 55N T &7z RSA ABHETH
FEEINTWEMEOEZE ST S, FCS_COP.1(c) %' FCS_COP.1(g)IZfEWV, A v

Y — VR D =D DHAF Ny v T (HMAC) 2 FHWT, BMEOILE» Sy ¥ a VP
HMAC O#t% A9 5,

° TSF73‘ L’fg? ﬂ@ %{t&u*ﬁnﬁi’jéﬁff iLj\T@ DTZ@%)

4 TSF 1. FCS_COP.1(c)& U FCS_COP.1(g)izft\ . HMAC O#t% VT, HEF—X
DREMGEZTT D,

< TSF 1%, FCS_COP.1(a)iZf¢\ ., AES-CBC £— R TlfET — X DB SL R OES %2475

(BH3# 3 5 TSFI)
- FTP_TRP.1(a)., FTP_TRP.1(b)® TSFI IZ#:3" %

TSFAR &Y —\— & DEE %17 BEDEME

TSEAR, HMEY —N— ok SN TE LY —N—GEHEDO TV ZVEL ZRGES 5 STIRIEEA
TO®EYTH D,

< TSF (&, FCS_COP.1(c)IZfEWY — N —GEHBMRELD 7= b DNy ¥ 2l 2T 5,

$TSF (&, FCS_COP.1(b)IZfit 5> RSA BAMGEIZ & D = N—GEHZEDO TV X NVEL EHS
BIRL DY — N —GEREMGED 7z DNy ¥ afl & s %5 2 & TY — N —GEiE O L E
MEEZAT Do
MEDET — 2 2 AT 2 HIKELTOMED TH 5,

< TSF %, v ¥ a V> HMAC O#t% A d 5728, FCS_RBG_EXT.1(b)IZf > TH%
DELE xR T 5,

& TSF 1, B —N—2 0% 5N TELY—N—FHHEICEENS RSA ARHZ AWVT,
ME O AR 2T 5, FCS_COP.1(c) KT FCS_COP.1(g)IZfit\, A vt — Y HAED
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72 DR N & v Z(HMAC) % FIWT, BEDILED, Sy ¥ 3 V% HMAC O#i%
T 5,

o TSFA @ET— X DS R URGEZ T % HIKIZLTFD®Y TH 5,

< TSF I%. FCS_COP.1(c)%* FCS_COP.1(g)iz e\, HMAC O#% T, @EF—4&
DWEMEEZIT D,

< TSF &, FCS_COP.1(a)izfi\. AES-CBC E— FTCTHfET — XD S ATETE1T S,

([5# 9~ 5 TSFI)
« FTP_ITC.1 ® TSFI iz#4' %

TSF2R 27 54 7 > NPCLIPPS% W TE(ET A& DEE

e TSFix. FCS_RBG_EXT.1(b) X U'FCS_CKM.1(a)iZft\ ., TLSi#fE THWARSAD Y —/3—
WS XA E LK T 5, FCS_COP.1(b) X U'FCS_COP.1(c)IZfE\, T DR N
v a7 I ALEHWTY —N—FEHEOEL 2 EKT 5,

e TSFiZ. H—N—MEHZEZHNT, 25472 FPCHHFESNT E/-RSAAHE TR =L X
NTWEMEDEE A E ST 5, FCS_COP.1(c) X U'FCS_COP.1(g)iZfE\, A vt — VG
D7=HDHF Ny > 7 (HMAC) % FHWT, BMEDRLE» S5y ¥ a3 VHEPHMACO# % 4

SACAR
e TSFi%., FCS_COP.1(c) & U'FCS_COP.1(g)izf\y, HMACOD# % H\T, EEF — & DlE
MGEZ1T D,
e TSFiX, FCS_COP.1(a)iZfé\, AES-CBCE— K TEIET — X DS/ KLMES 2175,
(RE3#3 2 TSFI]

s TV UR—=RIAN— T MNERIZHT A VR T —A

FCS_HTTPS_EXT.1

TOE &V E— ML & 2 BEHH@ES AR T 572012, RFC2818 IZ@& L7z HTTPS 71 h o
NEFEELTWS, £/, FCS_TLS_EXT.1 TiEXh/z TLS 7u b ai %M\ HTTPS @3 %l
BEIZ 9 BHEIZ L Y FCS_HTTPS_EXT.1 2FEFLTW5,

(8383 5 TSFI]
- TopAccess: BZ AV, YVaTdJATFT—RA, ThHU Vb, -V —EH SHEEZE

FCS_COP.1(g)

TSFiX, TLSEEIZEWTHMEOIEE»Lr Gy v a VHEPHMACOHZ AR T A MBIZEF NS
HMACTAHI NS, 7. TSFIXTLSHEEIZEWTEET — X OWEMRIE 2§ 572 DHMACT/H
x5, FIPS PUB 198-1. [The Keyed-Hash Message Authentication Code] . &UFIPSPUB
180-3. [Secure Hash Standard] %7z 9 X vt —YERUOHEEH160bitdOHMAC-SHA-1, A v+t
— VU REKRUOHEN256bitOHMAC-SHA256(ZHt > TR Ny ¥ a2 A vy £ —VRFEEFETFI NS, 2D
BT E NS Ny ¥ 2 B, FCS_COP.1(c)icft>TWa, ZHiZk b, FCS_COP.1(g)ld 58 &
ns,

(BH3# 3 5 TSFI)
- FTP_TRP.1(a), FTP_TRP.1(b)¥ &' FTP_ITC.1 @ TSFI IZ#£:4 %
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7.6.

7.7.

BEET7Y 77— b GBIREMR)
PURIZEIREMD. 3 B3 5 Rk 2 ik 4 5.
FCS_COP.1(c)

TSFiZ, BAFO3DMIL IV S5,

TSFiZ. FPT_ TUD_EXT.1IZHBIFZ 77— T DT v 75T — b DEIZT7 7 — L7 = 7 DEIEM 2K
AT DD, 77— T IR TVRLVEBLRAKRTNITONS, ZOEE Ny ¥ 2 EHIZ
ISO/IEC 10118-3:20041Z 583 5 SHA-256I1ZHE > T\ 5
NﬂiI@SﬂﬁEmﬂ’ﬁhﬂﬁkh@ﬁ—ﬂ—ﬁ%$®%%$&iti@ﬁ’”ﬁo%@%K@
bdESNy ¥ BIE. ISO/IEC 10118-3:200412 4% 5 SHA-1, SHA-256, SHA-384 X 1%
SHA-5121Zfit > T\ 5,
TSFI%, WET—Z D52t 2 RAET 2B, FCS_COP.1(g) it WA Ny ¥ a X vt — VG2 &
135, TOBIZHEbLN B 5Ny ¥ 2B, ISO/IEC 10118-3:200412 43 % SHA-1 % U'SHA-

256 Iz g ) < W 5%
BLEX D, FCS_COP.1(c)IxFEB I N5,
(BE# 9 A TSFI)

- FTP_TRP.1(a). FTP_TRP.1(b)# & ' FTP_ITC.1 I2#:3" %

MAET— s R#E
M2 2 5 AFDPOZHHIZ IS 2 B LR Z Rl 3 5.,
FDP_ACC.1/FDP_ACF.1

TOEIZ, 2—HY—XHET—XADT7 7 Aflfle, 22—V —XET - XDEE~DT 7 & Al 217
5, A=Y —=XEF—=XADT 7 X AHHIE. ZDXE ? 2K Enza—Y—IDe, v
VARG E N A=Y — DAY —IDR UG EIIOAT 2 ARHFAT S, £/, 22—
—NEDOEEA~D T 7 & A%, Table 14354:U‘Tab1e 15’Ca<é<7h%>%ﬁﬁﬂé:zb D, ==
BENZAE N, BIEDREE N D,

FCC_ACC.18 L UFDPAFC.LIE FRDT 7 £ AHlEIZ L > THEHEINT WS,

Table 24 D.USER.DOC ® 7Y ¥~ + 7 7 & A%l
EMYIVEES - UADMIN(a)¥ UNORMAL(a)%Z 7V ¥ M $ B XEDHAD
VaTviiaz e LTEIMNITS,
- HHOBALZXEOMES XUOCH 2T 5,
- HEOEA U XEOWREIFELAT 5,
- HEO® AU XEDHIRIZFF AT 5,
U.ADMIN(a) - TV UM TEXEORAZTAT S,
MDA =R ALT) VN XEOHEEREST S,
MDA —F =AU T P XEORERIEST B,
s D A=Y —DREL TV v X EOHIRE TS5,

Copyright 2024 TOSHIBA TEC. All rights reserved.

69/86



Sl 7 7 & AR
UNORMAL(a) - TNV NTEXEDEAET T B,
DI =DRALZ T U N XEOHEREST 5,
D= =R EALT) Y N XEOREERERT 5,
s D= =AMREL 2TV v M XEOHIBRAEESRT 5,
U.ACCOUNTMANAGER TV U NTENEOHEARIESRT 5,
U.FAXOPERATOR - BTORALET) v M XEOHEZESRT 5,

U.ADDRESSBOOKOPERATOR

cRTOBALLET) Y N XEOREZEST S,
- 2TOBRIFELET) v N XEOHIGREEST 5,

RARFEL— Y — - @Bl X N7z UADMIN(a), UNORMAL(a)D 5 7V > b XE
DEATFFAT 5,
- BTOEALETY Y N XEOBELZEST 5,
c BTOBALET) Y N XEORERERT 5,
- ETOMREFELETY) v M XEOHIREEST 5,
(B83# 3" 2 TSFI]

CEREASFOL T TY YR
I DT E P

T RNERIZNTEAS VR T —R

Table 25 D.USERDOC DA ¥ v V7 7 ¥ A

I—H— 7 7 & AR

VaT EH

- UNORMAL(a)%& 2% ¥ >4 2 XHEOBADY a THiLH &

- HEDPAFX v U U EGOREZF AT 5,
- HEDPAFX v v UEEBRORZES K OHIRIZFF AT 5,

L CHEINT 2,

U.ADMIN(a)

c AFX Y VT EXEDOHEARTAT B,

s D= =2 F v U EGOBEE RS T S,

s BTOI—Y—P2F vy v UEEGEOREIZESET 5,

- BHDOAFX ¥ v UZEGOHIRIZFFT L, oa—HF—D 2

¥ ¥ v UEROHIRIIIES T 5,

U.NORMAL(a)

c AF Y UTBEXEOERAZGAT S,
DI —F =2 X ¥ U UREGOME 2 G T 5,
DI =N 2AF ¥ U EGEORE B L OHIBRIZIES S

%,

U.ACCOUNTMANAGER
U.FAXOPERATOR
U.ADDRESSBOOKOPERATOR

c AF Y VT AEXEORAREST 5,
s BTOAF Y Y U-EROBEZHLT 5,
cBTOI—Y—DAF v v UEEBEORLE S L OHIRIZES

ER2E

RFFEL—F —

c AF Y VT BANEORAERERT B,
s BTOAF YV UZEBOBEZ2ELGT 5,
c BETDOAF Y Y UEEBOWRES X OHIBRIIIES T 5,

(8% 3 5 TSFI)

CEESRI  AF YV, DATRAATFY
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Table 26 D.USER.DOC ®a ¥ —7 7 ¥ X it

D 7 2 A BRI

VAEMATVEE S

- U.ADMIN(a)¢ UNORMAL(a)% 3 ¥ —3 2 XEDEADY

- HEAPHIRIUZZaY—DH b EFE T 5,
- BEPHREZL-ZHBOREZEST 5,
- BHEWHRAZEL 2 HBOHIRZFF T 5,

a A& L UTEIN T 5,

U.ADMIN(a)

- AV —FE5XEORARTTT S,

D a—F - - L EGEOME2ESGT 5,

s iD= — URIF L BB ORE 2R T 5,
s D2 —HF =D — UERAF L 2l OHIbR 2 Al 5 5,

U.NORMAL(a)

c AL NEDOHRAEZTHAT S,

iDL —F - a¥ - L EGOMEZIESG S 5,

s DA —F =T - ULRME L 2 BBRORLE 2GRS 5,
- D2 —H—=HTa ¥ — ULIRME L BB OHIFRZ 1553 5,

U.ACCOUNTMANAGER
U.FAXOPERATOR
U.ADDRESSBOOKOPERATOR

AT ENEOHAERERT 5,

- BTOIE—-LU-HGOMEZIEST 5,

- BTOAE—UIEELEHBOREZERT 5,
- BTOIAE— UIREL 2 EGOEIRZ ST 5,

RERAEL—H —

- AV —FENEOHARERT S,

- BTOIE—-U-HGOMEZEST 5,

- BTOIAE—-UIFELZHBEOREEZERT 5,
« BTOIAE— UIRIE L 2 EROEIRZ ST 5,

(BH5# 3 5 TSFI)
s BEEARRIL O —,

MATzAIE—,

Va TERRE L0a SRR

Table 27 D.USER.DOC ® 7 7 7 A%ET 27 & A HIH

a—F—
A=A IVEES

- UADMIN(a)& UNORMAL(a)¢ UFAXOPERATOR % 7

- HEPAF v U U EiGORMEEZ TS 5,
- HEDPRE LU EROWE 2T 5,
- HEDRE L EROHIRZFF S 5,

7 2 & AR

7O AREXEDY a THAH L LTEHINIT S,

U.ADMIN(a)

- 77 0 ARGXEORAZIAT 5,

s iD= —DAF ¥ VlEDOMEEEST 5,
- D —HF —DIFAEL - EBEDORE RIERT S,
- D 2 —HF —DURAE L B OEIRE H TS S,

U.NORMAL(a)
U.FAXOPERATOR

c T 7 IV AREXEOBRAEHAT S,
DI —F =22 X v U UREGOME 2 G T 5,
- DL —F —DMRAEL GO R E R LT 5,

- D L — Y —RAE U 2 EROHIBR 2 ST 5,
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a—¥— 7 2 & A flER]

U.ACCOUNTMANAGER - T 7 VARG EDOEARIEST 5,

U.ADDRESSBOOKOPERATOR | + £ TDA¥ v VEGOMEZ2HG T 5,
- RTCORELVEBRORLEE G T 5,
- RTORMELVZEHBOHIREZ ST T 5,
RARFE L — Y — « T 7 VARG EOERARIESRT 5,

- BTOAF v VHEBOMELZIESGT 2,
- BTORLFELUEBORE LG T 2,
- RTORMT L EBOHIRZER S 5,

(B8# 9% TSFI]
- BEANXV D T 7 I RRE YV a T RABIUBRIER

Table 28 D.USER.DOC 7 7 27 A%(Z37 7 & A Hl#
| S | 7 & SR
EMEYEES - UADMIN(a) ¥ UFAXOPERATOR % 7 7 7 AZ[EXED Y
a TArEH L LCEIRT B,
c BTCOT7 7 7 AZEXEOMED X CHIRZ T 5,
- BTDT7 7V AZEXEHEDOWE LIS T 5,
- BTDT7 7 I AZGNEOHIRE AT 5,
U.ADMIN(a) c BTDT 7V AZ BRIV —DEIEC L S5 TREERHFAT
U.FAXOPERATOR %,
c BRTCDT7 7 7 AZEXEOMED X CHIRZ T 5,
c BTDT 7V AZEXEDOWLEEHET 5,
- RTCDT 7 7 AZEXEOHIREZTT 5,
U.NORMAL(a) c BTDT 7 7 AZBF - - L S TREERTTT
U.ACCOUNTMANAGER %,
U.ADDRESSBOOKOPERATOR | + £ TD7 7 7 AZ[GHEDEES L ORI 2 LT 5,
- BTDT 77 AZEHGEOWUEZIHERT 5,
- RTDT 7 7 AZEEGOHIREZEST 5,
RFGEL— Y — - BTDT 7V AZFR IV —DHEC L ST R%EE2HATT
%,
- BTDT 7 7 AZZHGEOMES X OCHIRZ2EET 5,
- BTDT 7 7 AZEEHGOWREZIERT 5,
- BTDT 7 7 AZEEGDOHIREZIHE T 5,
7L c BTDT 7 7 AZEXEZLI-Y—DEFEIZL 5T TOE O
WP OZEFEIND,

(8% 3 5 TSFI]
C BESXL Y Vb
- ZOMPSIN 77 2 AL VAT 2 —A
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Table 29 D.USERJOB ® 7V > + 7 7 & A&

D 7 2 A BRI

EWAL YRS - UADMIN(a) UNORMAL(a)iZHEM 7)) > hFEFF LY
a7ovadaEL LTENIT oS,
U.ADMIN(a) - TV NV a TOMEREZHAT S,

- 2TOT) NV aTOMEERHFAT S,

- BTOT) MV aTOWREREST S,

- 2TOT) bV aTORELEHTT S,

U.NORMAL(a) TV VNV a TOEKETAT 5,

c BTOF) Y aTOMEETTT S,

c BTOT) UMV aTOWREREST S,

- HEOTV U NV a TORGE UIEFFAT B0, o —3—
DTV Y a7OEEUIREST 5,

U.ACCOUNTMANAGER s TNV a TOEREEST S,
U.FAXOPERATOR A TOT) NV a OB RTAT 5,

U.ADDRESSBOOKOPERATOR | + £TO 7V v Y a 7OREZERT 5,

- BTOT) Y aTORELEHEET S,

KRRFEL—H— - WAl X7z UADMIN(a), UNORMAL(a)IZ &5 7V v by

a 7OMERIEHATT 5,

- TV NV aTOEREHFATT S,

- BTOT) vV aTOMEREST S,

- BTOF) Y MY aTOWRLERIEST 5,

c BTOT) Y aTORNELEHEET S,

(B89~ % TSFI]
s BEARL TN, VaTdRRBLOEIRR
- TopAccess : YV a 7 AT —& A
- TV UR—=FIAN= TY VU FERIZHTHA VX T2 —A

Table 30 D.USER.JOB DA ¥ ¥ V7 7 & A&

| S=g= | 7 2 & AR

EWAG Ve - UADMIN(a)¥ UNORMAL(a)IZEHEM A ¥ v Vv FfT LY
a 7Dy adiaEL LTEIMNITFoND,

U.ADMIN(a) c AFX Y vV a TOEKEHAT S,

c BTDAXF Y Va7 OMEEHTT 5,

- BTOAF YUYV aTOWRERERT S,

- ETDAF YV a 7ORGELEHTT 5,

U.NORMAL(a) c AX vy vV a TOMEREHAIT B,

- BTOAF Yy Va7 OMEEHTT 5,

s BTOAF YUV aTOWERESRT S,

- HEOZAFX Y Y a TORIHE UIFHT 508, o —3—
DAF YV a7OEHEUIKEST 5,
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- | 7 2 A BRI

U.ACCOUNTMANAGER c AF¥ Y vV a TOMEREESRT 5,
U.ADDRESSBOOKOPERATOR | + £ TDA¥ ¥ vV a 7OMEL#HA 5,
U.FAXOPERATOR c RTDAF YUY a TOREEEST 5,
- BTOAF Yy rYVa7OMHELEHEET S,
RRGFL—H — c AF YV a TOEREEET S,

cRTOAF YV a TOMERELT 5,
c ETDOAF Y IaTORERERT S,
cRTOAF Y a TORMELUZELST 5,

(8383 5 TSFI]
C BERR  AF YV, DATZAAFY Y, VaTdREBIOOSER
- TopAccess : YV a 7 AT —R& A

Table 31 D.USER.JOB ® a ¥ —7 7 ¥ A&l

| 2 | 7 & & R

ENAIYEES - UADMIN(a)¥ UNORMAL(a)Z HEMEFLza¥—Y 3
TDYaTiE#HE UTEIMNIT S,

U.ADMIN(a) - aAV¥—Ya JOEREHATT 5,

- BTOIAVY—VaTOMEEHTT 5,

- BTOIAV—VaTORERESRT S,

- BTOAY—Va TORMELEHAT 5,

U.NORMAL(a) - A=V a TOEREFAT D,

- BTOIAVY—VaTOMERHTT S,

- BTOIE—=VaTOREERELRT S,

- HEOIVY—Y a JOEIE UIZFHFAI T 525, fioa—3—o
¥ —Ya TORGE UIFEL T 5,

U.ACCOUNTMANAGER - AV —Va TOEKEEST S,
U.FAXOPERATOR - 2TOaAVY—Ya JOlE RIS,

U.ADDRESSBOOKOPERATOR | « £ ThDa¥—Ya 7ORLE2HEAT 5,
- BTOIE—Va7OEHELZEST 5,
FERFF L —HF — - A¥—Ya JTOEREERT 5,

- BTOAVY—Ya TOMEZIELRT 5,
- BTOAY—Va TORERERT 5,
- BTOIAE—VaJ7OHELEEST 5,

(B389~ 5 TSFI)
C FERRIL O —, DALATIY—, VaTERRBIOOIETR
- TopAccess : Y a JAT—& A
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Table 32 D.USER.JOB D 7 7 7 AE(E7 7 & A%

D 7 2 A BRI

Vs T - U.ADMIN(a)¥ UNORMAL(a)® UFAXOPERATOR % i
BMWEGF U777 AREYa 70y adTiasE e L TERN
F5,

U.ADMIN(a) s Ty O RKEY a TOERETTT S,

- BTCOT 7 7 AREY a TOMEZHTT 5,
c BTCDT 7 7 AREY a TOREREERT 5,
c BTCOT 7 7 AREY a TORGH L 2T 5,
U.NORMAL(a) « Ty O RREEY a TOEEGTAT 5,
c BTDI 77 AREY a TOMEEFAT 5,
c BTCDT 7 7 AREY a TOREZELRT 5,
- HEO 7 77 AXEY a TORGE UIEFFA$ 525, flidoa—
Y—D7 7 7 A%EY a 7ORME UIIES T 5,
U.ACCOUNTMANAGER « Ty O RREY a TOEK RS T 5,
U.ADDRESSBOOKOPERATOR | « £ TD7 7 7 AXEY a 7OME2FH T 5,
c BTDT 7 7 AREY a TOREZERT 5,
c BTDT 7y 7 AKEY a TOEGE L 2R T 5,
U.FAXOPERATOR - Ty O RREY a TOEKE DT 5,
c BTCOT 7 7 AREY 3 TOMEIXIHFTT 5,
s BTCDT 7 7 AREEY 3 TORERELT 5,
- HEO 7 7 7 AREY a TOEIE LI T 505, fhioax—
YP—D7 77 XEEY a 7OHH UIXIEST 5,
KRG —¥— « Ty O RREY a TOEK RS T 5,
- BTDIT 7V AEEY a TOMERIEST 5,
c BTCDT 7 IV AREY a TOREZREERT 5,
c BTCOT 7 7 AREY a TORGHL 2R T 5,

(8383 5 TSFI]
C BEAR T 7 VARG, YVa TRRB LR ITRR
« TopAccess : Y a TAT—XR A

Table 33 D.USER.JOB ® 7 7 7 AZST 7 ¥ A&l

a—¥F— 7 7 & AHIHIRE A

VaTaEH - UADMIN(a) ¥ UFAXOPERATOR %# 7 7 7 A%[5¥ 3 7D
YVaTZpaE e LTEIGT S,

U.ADMIN(a) AP DL ST ETD T 7 7 AZEY 3 TOEK%E

UFAXOPERATOR el s,

c BTCDT 7 I AREY a TOMERTH T 5,
c BTDT 7 IAZEY a TOREEZIERT 5,
c BTOT 77 AZEYa TORMLEERT 5,
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- | 7 2 A BRI

U.NORMAL(a) A —DEEIZESTRTDT 7 7 AZEY 3 TOMEK %
U.ACCOUNTMANAGER FAY B,
U.ADDRESSBOOKOPERATOR | * £ TD7 7 7 A%V a 7OMEZ R T 5,
c BTDT 7 IV AZEY a TOREEERT 5,
c BTDT 77 AZEY a TOHGEL 2R T 5,
RFRFEL— Y — A —DEEIZESTRTDT 7 7 AZEY 3 TOMEK %
A B,
- BTDIT 77 AZEY a TOME2 R T 5,
c BTCDT 7 IV AZEY a TORERELT 5,
c BTCDT 77 AZEY a TORGEL 2R T 5,
(BE3# 9 5 TSFI)

s BEARL D YV a TRRB IR ZRR

- TopAccess : ¥V a 7 AT —& A

- ZOM:PSTIN 77 2 AL VR T2 — A

78. PSIN7 7 7 A-2 v b7 — 2B D5
PARIZ ST & ZEB.2 BRI B3 2 S 2 sl 3 5,

FDP_FXS_EXT.1

Ty IV AETLOBHEX, 77 VP AREBIUO 7 7 7V AZEOATH S,

TOE D77 VAL VR Tz —AlE, W7 7 7 AL 7 7 7 AXET — R DEZIEDAITMHEH X 1,
ZTOMODBEMNTTZ 7 2 AL VR 7 2 —A&HHT 2HEIZHR,

TOE D77 7 AA VR T7 2 —Ald, EZETO bal e LT ITUT ¥l G3 DAY E—rT 5, 0
728, TOE & PSTN & Dilfgik, 77 7 A 70 F I Va2 RZEDOAZMNITEHMN, 72— B OD
FAVIT = a UL L RWVEREIZ, TNUBO T = — BT ETEET S — 122572, TOE

(=S TLEIEIL 7ol T

ZNizk Y, PSTN & LAN D7) w V22 L L TW\W5,

(BE3E 9 5 TSFI)
s PEEARR 0 T 7 U R E

- ZOM:PSTIN 77 2 AL VR T2 — A

7.9. AL R

PATRIZ2 5 AFIAQ BB T 2 TR 2 bR 35,

FIA_AFL.1

« TOE 1%, #/E/NF2 V8 LU TopAccess 6 2—H =20 71 VU § BB, mIBIZKRII U 7386 £ 7=
W7 ATy hay ZRRED B T A U In SR TR E A, U ADMIN(a)iz & » THE I 7z
FE (1~30) 2L 72HF, #4021 —3—ID 2FrEDliay 277 v 35,

By 7O NREBIIHZ - —Duav T bEMREKT SEEE%E UADMIN(a) &
U.ACCOUNTMANAGER (Z#2{/t 3 %,

(B85 5 TSFI]
S Y VAS ) VR = B G
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+ TopAccess : @27 A v, EHHEHRE
FIA_ATD.1

- TOE &, ¥¥a V7@ LTa—¥—ID &&# % 2 — % — ICBEAT I &8 UHERE T 5,

(B85 5 TSFI]
- TopAccess : 2 —H —&H

FIA_PMG_EXT.1

TOE &, 2 —H— RS2 7 — RDBHk, ZHEOBIZZ—HF — 27— FE2RET LT3,
AT —REULTHAINDIXFRA TIE. TLVT 7Ry bDRXFE, INLFE, B, A (+,
[i5=2\_ {1} AR=R) | FXF(@#$ ~ () BEXUOHMEHEXE (KA YEOT LT
TRNETITUVRFEDOYT 4 T RFOXT  #Eflllk Table 16 2M8) TH 5, 7z, UADMIN(a)iZ & -
TNRAT — N/ Wiz 156 XFLAEICEHET 2 HLAWRETH 5,

(B85 5 TSFI]
- BRIV R —AEH, BO A v, HEERE
« TopAccess: @2 >, 7hwvh

FIA_UAU.7

TOEWX, #IENANPSA—F =N AT = N2 AT 5L, HiEEE EOANXFORDYIZXI
—XFELT ‘@ 2#XKRL, ABUAEXFRFRLAEY, FEAKIC, Web7 77 Fhoa—H—
MWNRAT = REANT L2568, ANMUAEXFOROLVIREXTF2ERKRT D, 72U, REXFEME
HT 2770 PIRIE L X TF 2 KRS 5,

(B389~ 5 TSFI)
S UVA ) A = B
- TopAccess : A7 A

FIA UAU.1/FIA _UID.1

TOEIX, 22— =%l - BT 28kT 2, 2—HF—ThHIV Y bDTFT—EZR=—21IKL T2
— =D BN ETIN, =Y —IDENNAY — RAPRNEWIEEESNTWE 2 LTy YL
T=RE—HULBRWEER A VIHER I, -V —IZHEAN B Y T IRRRINS,
774’7/]\PC%J)197')/&?~I\7'f/\~%ﬁbfiﬁémé7l)/I\O) Hlx, TV NV aTIz
m/a7ﬁ—%—®1—#—m#ﬁﬁiéMTbb TOEWX TV Y NV a 7% ZELRIZZDL—
P—IDZ#AL TV vdE—=IV RFa—127) v D aTz2ENT 5,

¥7-. TOEIX., 777 AZfET HHIC i\ Ty IAZEY a TOHBMNE R EITOITIZT 77 A%[5
F— & %TOEIZI#FT 5,

(BH3# 3 2 TSFI)
S YEVAS ) VR = B G
- TopAccess : A7 A
TV RRIAN=: TV NERIZNTEA VR Tz —R
« ZOM :PSTN 77 VA VR T 2 —A

FIA_USB.1
- TOE 1%, 8l & GREEICEII Uz —Y — b a—H—ID, &% BEMIT 5
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(8383 5 TSFI]
s BERFL o s
« TopAccess : B 1

7.10. ¥ a V74 EH

BATIZ 2 7 A FMT OZEMFIZBY % Btk z il 9 %,
FMT_MOF.1

TOEIX, UADMIN(a)D&AIZ, ¥ F a7 F ¥ FIVORERERTE D AR /N E 2 0 B 2 5 HEEE % Feft
35,

(B389 5 TSFI)
s BRES IOV ST
- TopAccess : &HHHE

FMT_MSA.1

TOE. U.ADMIN(a)iz bA N ORhE % $2it 4 5,
L 2a—¥—ID O, ZE, MAE, Bk T2 AK— |
- RREOMRK, ZE, Fat, Bk T2 AE— |

TOE(}. U.ACCOUNTMANAGERIZ AR DORéhE % f24it 4 2,
- £2a—¥—ID AT, T AK— |
- UADMIN(a)& B < 2—%—ID OfEpk. Z5H, Kk
+ UADMIN(a) % FR < EID/ERL, £, HibR

TOE!Z. UNORMAL, U.ADDRESSBOOKOPERATORIZU T O#aE & it 4 5,
- HEOa—¥—1D Of&E
- HEo®E|ORM Y

(B389 5 TSFI)
- TopAccess : 2 —H —&H

FMT_MSA.3

TOEIZ, D.USER.DOC#H & U'D.USERJOBDSHHUMER I N EK, ZDEF 2 7«1 BIEOWIHAME &
LTxNEERLZI—Y—Da—F—IDE2EM TS,

TOEIX. D.USER.DOCH & UD.USERJOBAEK I NEEE, ZDOtFa ) T @ETHZ51—H¥—ID
DUIMEZ EE ST AR L 220,

(BH3#3 2 TSFI)
s BERFR A= BATRATE— AF YU, DATRAAFY Y, T 77 AKE
« TopAccess : Z—H% —EH
s TYVUR=RIAN= TY U NERIZHTEHI VX T — A

FMT_MTD.1

TOEIZ, U.ADMIN(a)iZ A N DHE/ERSEE % 2453 5,
UADMIN(2)D 2 —H — S A 7 — ROALHE L T 7 ZAHR— b
U.ACCOUNTMANAGER @D —H#—/ S22 — RDZEHEL T2 AKR— |
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U.ADDRESSBOOKOPERATOR D —H—=RAT = RDAEFL T/ AKR—
UNORMAL D2 —H — N 2AT — RDOEHEL T AR—h
074 YNRAT—=RDANY) b T A HEDEHE

Oy 277D MREOZERE

Oy o279 RNINZETHI Y NDAT—RXAI VT
F—=tua 7y SR OEE

HRpIE D%

BINNAT — REOEHE

7 RV AMRDIER, 258, Hibk

SYSLOG ¥ —/N— D EDETH

FTP ¥ —N— D EDEH

VI 2 T7DON—Va R Ty 75— b

TOEIZ. PATF D#EMEHRE %2 U ACCOUNTMANAGERIZ #24t 4
U.ACCOUNTMANAGER @ a2 —H#—/ SN2 7 — K D% %klﬁxf k
U.ADDRESSBOOKOPERATOR D L —H— XA — ROAEFH L T 7 AR — b
UNORMAL ® L —H— AT — ROEFEEL T 7 AHK— K
UADMIN@)LMtOBa Y 279 hENEZTHI Y NDATF—RAZ YT

TOEIZ, AT O#EHeE 2 UNORMALIZIRHE T %,
HEDIL—H— 27— NDEH

TOEIZ. DLT O#H/EH#fEIZU ADDRESSBOOKOPERATOR % #2345,
HEDI—HF—NNAT— RDLHE

(BH3# 3 5 TSFI)
s BERI ca Ay, R—AHE., YVaTdRRBLUORITERR, HHERE
- TopAccess: O 271 Y, THD Y b, I—H—EH EHEE

FMT_SMF.1

TOEIZ, ATFDFxa) 7« BHERERMETL I 2I2X D, FMT_SMF.1%25E{{ %,

RADNAR Y THEDEM
U.ADMIN(a)iZ & % H I R D 2 5 #1E,

2—H—IDDEH :
U.ADMIN(a) % 7z 1% U ACCOUNTMANAGER IZ & % 2 —% —1ID D& HE#{E,

—HF— A7 — R DB :
UADMIN(a) iZ & % UACCOUNTMANAGER . UNORMAL . UADMIN(a) $ & O
U.ADDRESSBOOKOPERATOR D 1 —H—/R2A 7 — KDAHEE LT 7 AR — b #fE,
UACCOUNTMANAGER 2 & % UACCOUNTMANAGER . UNORMAL ., & & O
U.ADDRESSBOOKOPERATOR D —H—/8X A7 — ROAHEE LT 7 AR — MMEfE,
UNORMAL IZ &5 HED 2 —HF =8 A7 — RO FHHEAE,
U.ADDRESSBOOKOPERATOR (Z & % 2 —H — 827 — K DA H#1E,
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I — W — R R UL D L
UADMIN(a)IZ & 21 21 Y8 2T — R 0 A3 A %R0 25 B4,
UADMIN(a)ic & 20 v 27 7 7 RO Z s 54,
U.ADMIN(a) % 7 1% U.ACCOUNTMANAGER (2 &30y 2 7Y hENETHI Y NAF— KA
D) T —1#E,

B/NSAT — REOEH
U.ADMIN(a)lZ & B /N SA T — N RO FE A,

Wity v avdW T Lo —% -7 757 1 TOBERKOHEE :
UADMIN(a)iz & 2 HEIT 27 7 b I O 28 B 1E,

LF 2T F ¥ RIVEE
U.ADMIN (a)iZ & % TLS J#{5 DA %N/ s D £ HHAE,

7 R L RIROEH :
U.ADMIN(a)iz & 3 7 F L ZIEDZEH/E,

SYSLOGY — /N —:
U.ADMIN(a)lZ & % SYSLOG ¥ — /N —Z% € D 2 H #AE,

FTPH —/N—:
U.ADMIN(a)iZ & % FTP ¥ — N — & D2 HELE,

AV Ny
UADMIN(a)L:C‘;é VAV ]\ 173:‘70)/\\__;/“5 yﬁﬁ%ﬁ&?“/7°5‘j‘— ]\O

(B85 5 TSFI]
CBERRI B oA v, A=A, VaTRABLTOIRR, HFHERE
- TopAccess: @741 v, Thov b, -V &M, EHERE

FMT_SMR.1

TOE & . UADMIN(a) . U.ACCOUNTMANAGER . UNORMAL & & U
U.ADDRESSBOOKOPERATORIZ B3 & & 2 R FF L. 22— 3 — 2 EF8kd 2122 0% E % #EY)
TR — Y —IZBEMN T B,

(B33 2 TSFI)
S V(A 9 = B N
- TopAccess : B 1 v, I —H —&H
7.11. TSFO{FE
ARIZZ 5 A FPT OEARIZBT 2 BERLRkZ Gl 4 5,
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FPT_SKP_EXT.1

- TSF &, FCS_CKM.1(a)® TSS IZFLb D — N —FpEHt % RV A €V ISEXTRIFET 582 TO
AT 7w AT HHEEEIIRME L TR, 72, Zho oYy —N—ERITERERKCHEI N
%,

-+ TSF &, FCS_CKM.1(a)® TSS IZFk DY — N — Bt % BUM A AT BRI AN FERMEA B L —TTH
% SSD 1218479 % & ZiZ1%, FDP_DSK_EXT.1 IZft - 7= FCS_COP.1(d)iZ & b 128bit ® DEK %
W7z AES-CBC THi S LU TSR TIRIFT 5, ESITHE7 DEK IZHLTIE, £ Tha
—YP—IZT7 7 AT HHER IR L TV, £72, T 6D DEK IFEREKTHEEI NS

« TSF i%, FCS_KYC_EXT.1 @ TSS IZFtik DS & O @bk (KEK g, HE RIS/, KEK
BHHAIY T ¥ A, KEK, DEK, %7~ A2, LUKS ##) ZERMERAEVIEXTHRET 555,
ETCDI—Y—IIT 7 AT HHREZREL TRy, /2, Zh 5D CSP IZEFHTHESI NS,

« TSF &, AU EY I )—=F 1> a v DEK 2fFMERAEVITEXTRIET S0, 2 ToO1—Y
—ZT7 7 AT HHEERRMEL TRy, F2, TS50 CSPIXEEN THEI NS,

+ TSF (%, FCS_CKM.1(b)® TSS 2tk > KEK gk & kPRl 5Lt % FROM (2 EXXTHRIET
L, BTOA—F =127 7 AT HEEREIZIRMEL TV,

-+ TSF i, FCS_CKM.1(b)®D TSS (52D TLS @fFHD & v ¥ 3 Vs L HMAC D#% fF M X
EVIZEXTHRIEFETED, BTOA—HF 127 27 AT 5HRERIRMEL TR, £/, Thonit
L, EFEMTHEI NS,

ZNIZ XK DFPT_SKP_EXT.1%2FEB L TW5,

(BH;# 9 5 TSFI])
A

FPT_STM.1

TOEIX, BEEHEU V2T 572OIZTOEICNBEI NS ) 770y ZICHRMT S T4 . TH] .
THY . T . T . ] 224 LARY T LUTHHETAZ IZED, FPT_ STM.1%2 %5
LTW3,

(BH5# 3 5 TSFI)
FAU GEN.1. FAU_GEN. 2 O ;# TSFI iz #:3° 3

FPT_TST_EXT.1
TOE 1%, B|IFEBIFHZUITOXRIL 7 F A N %2FEFTT S,

« TSF 1 A —Y O/t
TSF & MFP %2l %Y 7 v =7 (SYSTEM FIRMWARE, SYSTEM SOFTWARE) THH X
NTEH, TSF OIEYNUEEZMGET 272DV AT LT 7 —L VT EVATLAY T N2 TDZEHN
FNDA A=Y T 74 MR LT, AB#ARIT RSA, Ny ¥ 2BBUZ SHA-256 2 L 7-%E
BLHRCE M2 FEHT 52 212X b TSF OEWEERZHEIELTWE, /2, TV ry&—a=
vb%@77~A@:7(M@MEFmMWME)\z#v%~1:vb%@77~AW:7
(SCANNER FIRMWARE) . 7727 A=y MDD 7 7—A47 7 (FAX1 FIRMWARE) |
K216bit OF = 7V L%2FHEL, 77 —L T 7T OEEOWEZRMTE72DIZA A=V T 7
AIVDHCKRITETo TS, A A=V 7 7 A VORI TEEIRIBINIZA A=V T 714 VI
FaENng, TOE ONXANLVDRA =YK R TIZEY—EAT Yy a— 1R REH, TOE iHid
ek La—¥—IX TOE 2HTER< 25
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s TV MAE=JEDONILAT A b

MFP Z #1925V 7 b v =7 (SYSTEM SOFTWARE) (XEFEEIFIZ rgd © 71 ¥ 2 ZHA L
7-%%. Linux PRNG ®/dev/random %*5 4096 /X ks ZHif5 L T NIST SP 800-90B i2% 5 -7 H
CHGEF2175, 2D & Linux PRNGIZZ Y ba ¥ —2 {35725, mgd 13X 1 hL—7D)
N Z 4 © RDRAND 4y # EEEIEOH T, ZOUCH LT 10 B OEfET 7 —(CF=0)%2MRA13 2
&, BEREoOu 72 L Tmgd TRt AEMK T IS, TR AEHRX AT OE RSN E
HIZmngd D TR AKTEZRIMTEL, RANVDAYvE—YRRTY TIZEY—E AT I—)
NFEREIN, TOE FEMAZELTSE, ZOANVATANOHMITELEAEREDO T Y o ¥ —iFIZh
PHBEY TN TOFHUBRWIREZ BT 57-0TH 5,

£7-. CPU ® RDRAND A hd e, TV ba—HOHIZH D /1 ZPFAEEL T W
BWZ L EREIET B 72012, SoC WiE® Online Health Test (OHT)IZ & 2 fkfeh 7 ~ L A5 A kA3
EWIZEREINT WS Z & 2EET % Buit in Self Test (BIST) 2H&Tirbhsd, Zd BIST T
B 2 AT % £ RDRAND @4 13H(12 CF=0 TS —%KL., MFP #%lfH§5Y 7 b7 &
J A RPFOWEEBRINT 2, EEDOANVATANTERENMRIBINZGE, Y ba—)b33uic
T7—a— NPERIN, TOE FEEZHIEL 2 —HF—IX TOE 2 {HHTE <75,

- DRBG DAL AF A b

DRBG ® FCS_RBG_EXT.1(a) ¥ FCS_RBG_EXT.1(b)i&Z 141 NIST SP 800-90A IZ#HL L TH
b, TOE &ZEi#EZ N Z D TSF 2 HHNZIFOH 3 & 12 NIST SP 800-90A rev.1 @ 11.3 fiio~
VAT ANDBHBEGTEINS, EIHDOANVAT A NTRESREBINZEGE, 3 bo—LXSx)L
IZL T —3— KPR RSI N, TOE FHEEZ FIEL 2 —HF —IL TOE 2 HHTE <R 5,

(8383 5 TSFI]
C EENS IOV BIE Y —
- FOfh AL VALY F

FPT_TUD_EXT.1

TSFiZ. UADMIN(a)iZ, TOEDBAEDY 7 b7 = 7 N— a VIEREHRT 272001 VX7 2 — A
EUTHMERINV DR — LAEEHOEHEREHm 2L, VI b0z T7%2 Ty IT— 51087
T — AL UTEMENRIVOEHE K EH & TopAccess DE L &% E M % 12t 35,

Tz, Ty TT—= b BRI T Yy T = T BV T MU 2 T OEEMEZREET 5 T Y X IVE L MGED B
REERMT 2, TOMIELIEEZ, Ty 7T 95877 —L7 =7 (SYSTEM SOTWAER,
SYSTEM FIRMWARE, ENGINE FIRMWARE, SCNNER FIRMARE, FAX1 FIRMWARE) 7 7 -
WAL Tt XN E T YR VEL DS, FCS_COP.1(b)IZfE - 72RSASSA-PSSIZ X W HE L7z
vafik, 7Y ITTF—bL &I TEET 7 =L 2T H5FCS_COP.1(c)iZfit > TSHA-256 THEH
Uy Y afliz ik L, WHR—HTEZ L 2l TH5HTIELW T 7—L T =7 P S D% MGEET
5,

(Bds#9 % TSFI]
s BEEN ROV s R— A HE., BHERE
- TopAccess : BHHHHKE
7.12. TOET 7 & A
PINICZ7 5 A FTA O ZFIZBY & EAMEZ AT 5,
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FTA_SSL.3

TOEIX, 2 —H¥ =2 —THRHEIEASRVEZBIEL v e, @lltica s 7y hUEd, FHERMIZ15
~150M DM THETE S, T/, Web7 7 UH2FHLUTCTOEIZT 7 AL, —@RFEERIELNHE N
L kv avERHEICKRTLE ST Y NS, BRERRIXE~999 DM THRETE %,

TOEK., 7V VR —RIAN=256D 7V v bV a7DEAICIEINEE Ly & a v ERIZTHT.
7Y v OERMHR - BICey a v EKT TS,

(B389 5 TSFI)
(VA ) VIR = B A G
- TopAccess : A2 A

7.13. BEENSA/F ¥ RN
PRIz 5 A FTP O &Mz BT 2 B30T 3,
FTP_ITC.1

TOEW, &Y —N—[HD@EEFDT — X RED-HTLS1.2% HH LU TEEZ BT 5, TOEA E{EHH
Fy 2NN UTA =T == SYSLOGY —/N—, FTPH —N—~D7T 7t A3 554121k, TLS
S DRI % Y — N —ATRT 3,

(B33 2 TSFI)
s BERFROL ERF—, By R—LAMHH, I¥—, DATZATIE— AF YU, PATZA
Axv v, TVUN, 777 ARG, VaTRRBIUORIRR, HHERE,
- TopAccess: HZ AV, YaTAT—RA, TAD VN —Y—EH EHEEHE
s TV R=RIAN—: FY Y MERIZHT EA R Tz —A
s FOft: AL VALY F, PSIN 77 VAL VR T 2 — A

FTP_TRP.1(a), FTP_TRP.1(b)

TSFiX, TOEX )V E— MEHEB LYY E— MIAZEMOBEREIZEWT, @BET— X DRM»S D
(R Y SBET — ZOWREDOKRAIT 2 SEHNA 2T 27012, LFOKEES R4t 3 2,

WEB~R—Y & DE(E :

« 2547 Y FPCIPSTOEDWEBR — I ADE(FHNAZMNLT 572012, HTTPSA Y T —2
78 b aLTHERT 5,
VE—MNEHEBXIOCVE—NHHEDNR 2 547> MPCROSWEBT I U ¥ %> T, TOED
WEBR—VIZET 2541%, HTTPS 70 b 2L % H W2 EG IR 0 @E»Bh I b,

« 2547V IPCHRODORYIDEMERIL - —FAB LT RTOYE— MNIHET 7~
3 &, HTTPS7' 1 h )& W EHIZR D EirIn b,

2547V PCHREDT) v b
« 54T YRPCHRSL TV VR —=RIAN=—2Fis727) v bDIFE. TOENDEFRG CEEFH
AZBMELT B 720121F, TLSEE 70 s 2V TERT 5,
(BH3# 3 5 TSFI)

» TopAccess: HZ A Y, YaTdAT—RA, Thovh, 2—V—EFH EEERE
TV VR=RIAN=: TV MERIZHT A X T2 —
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ARE(ZHET S TSFIIZDWT, BATFD Table 34 (2577,

Table 34 TSFI DE#H

TSFI% FEAH
BIE NV

IR — ALY AL Y FIZE D MFPIZEEB AR, MFPZEBLZ D, MFPZY v v b
XU T 520D VR T z—2A,

asq Yy BAERSRANDST 7 AT 22— =%l 272001 VX7 2 — A,

R — L] A—HP—RAT - FOEFEE, BLXUOTOEON—Y 3 V2R T 570D
VR T —A,

ar— XEEEETD-ODA VR T —2A,

MATZAIE— XEEABEETB2DDA VR T z—A,

AF ¥y FRZEET -2 UTAF YL, AFy Y UREGT—X%2 7L Ea—,

NR=UHIR - 2Z2UE2 - FBALLZD, FIPY—NRN—0D 7 3 VLRIZHEELED ., §&
TDe-mail7 RUAANZEELEZDTEH20D( VX Tz —2A,

MATZAAF ¥ v

FRZEGRT — X UTAF Yy L, AF vy Y UEEBT—2%2 7L a—,
R=VHIKRLEZD, £/, AF YV UET—XE2RMNT7 71402 L THEDe-
mail7 RUAANEELEZDTE720D1 Vv E2 72— &,

AV 725472 MPCHHZESNMFPRD A —IL RF a2 — 2R S NZEHER., 77
I AZET —REHRT 572001 V27 —2A,
77 0 A%LE FiazEGgT — 2 ULTAFy L, AF Yy Y UAEGET—2%2 7L Ea—,

RVl - ZLEBA -FABLVO 777 RARETEZODL VR T —Z,

YVaTdRRBIO
(n B N

FIR, AF v Y OEFRMP T FLRIRD T — R 2HET 572001 VX7 =
—Z,

EHF T BHEDNRAT—ROEHE, 7 RVRARDOT =X OFEFEEDEHENF 2V
TAIEHTREEZITSI72ODA VR T ==&,
TopAccess
s II4T7 Y NPCIROT VAT 22— —%2iRlERAT 272001 VX7 = —

Ao

VaTAT—RA

EihoT) v Va T, Ax vy rVa T EBETEREDODDA VR T — A,

THT VB HEDNRAY — REFRLHRESINTVWSEEIERERRT 57200127 <
_.7\0
-G A—H—IEROEHREFED L -V — T T 2EHEIT S -DDA VX T 2 — A,
EHLH BT A= b2 THREZEOMFPORKRE, WAV — KK Y—DFE, 7 KL RIED
A VKR— FNEOMFPOEMAZITI DDA VR T = — A,
VANZ Sl b At
TV Y MNERIZN| Z7F74T7 Y PCHET )Y b TF—=XEMFPIZH =V N(RIF)T 572D 1 V&
TAVRT—A | Tx—AThH5,
Z DAt
PSTN 7 7 7 A A |NRT 7 7 AN S D T 7 VAT —REZET 54 VR T 2 —2A,
VR Tz —RA
AL VAL Y F MFPIZEFZ AL T, B 7 OGS ZHEBEL. TOEZMHTE 2 REIZT 57

DA VRT T —A,
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Apendix

Appendix Tld, BBFEDERE L BEHRERT,

Table 35 BFEDEE

| W6 E
AES Advanced Encryption Standard
BEV Border Encryption Value
CBC Cipher Block Chaining
CcC Common Criteria
cPP Collaborative Protection Profile
CPU Central Processing Unit
DRAM Dynamic Random Access Memory
DRBG Deterministic Random Bit Generator
EE Encryption Engine
FDE Full Drive Encryption
FIPS PUB Federal Information Processing Standards Publication
FRAM Ferroelectric Random Access Memory
FROM Flash ROM
FTP File Transfer Protocol
GCM Galois Counter Mode
HCD Hardcopy Device
SSD Solid State Drive
HMAC Hash Message Authentication Code
HTTPS Hypertext Transfer Protocol over SSL
IPP Internet Printing Protocol
IPPS IPP over SSL
IT Information Technology
1SO/IEC International Organization for Standardization / International
Electrotechnical Commission
LAN Local Area Network
LCD Liquid crystal display
LED light emitting diode
MFP Multifunction Product
NCU Network control unit
NIC Network Interface Controller
NIST National Institute of Standards and Technology
PC Personal Computer
PP Protection Profile
PSTN Public Switched Telephone Network
RFC Request for Comments
RNG Random Number Generator
RSA Rivest-Shamir-Adleman
SAR Security Assurance Requirement
SFP Security Function Policy
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W& 5 TE 7%
SFR Security Functional Requirement
SHA Secure Hash Algorithm
SMTP Simple Mail Transfer Protocol
Soc System-on-a-chip
TLS Transport Layer Security
TOE Target of Evaluation
TSF TOE Security Functionality

&  ZEHK
» [Rambus 2012]
<~ Analysis of Intel's Ivy Bridge Digital Random Number Generator, Cryptography
Research a division of Rambus, 2012.
< Available: https://www.rambus.com/intel-ivy-bridge-random-number-generator/.
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