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21. CCHEZER
ASTHE L UTOEDCCHEHA FRIZATDEE D TH S,
Common Criteria version: Version 3.1 Release 5

Partl : Introduction and general model April 2017 Version 3.1 Revision 5
Part? : Security functional components April 2017 Version 3.1 Revision 5
Part3 : Security assurance components April 2017 Version 3.1 Revision 5
CC part2(Z X439 ASTD# 4 :  CC part 2 Extended

CC part3iZxf 4 5STOi# 4 :  CC part 3 Conformant

2.2. PPE&ER
ASTH L UTOENEHSG L TWAPPIZMTDEE D TH 3,

PP R : Protection Profile for Hardcopy Devices
PP/N—v a v 1.0 dated September 10, 2015

e JISEC-C0553

Errata : Protection Profile for Hardcopy Devices - v1.0

Errata #1, June 2017
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ASTIZ R r — I AOFEE EIEIZL W,

2.4. EA TR

PPHERT BTN DORMEZN R L, PPOENRIED [Exact Conformance] TH5, TD7-&, TOEFH
BIZPPE—HL TW5,

- Required Uses

Printing, Scanning, Copying. Networking communications, Addministration

- Conditionally Mandatory Uses
PSTN faxing, Fileld-Replaceable Nonvolatile Storage

+ Optional Uses
AV
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‘ Designation | Asset category |

Table 6 BESE

Definition

D.USER User Data Data created by and for Users that do not affect the operation of the
FAET—X TSF
TSF OEIEIZHE % RIFT 2\, RIHFEO DI R HFIZ X > TERK
INTF—2X&
D.TSF TSF Data Data created by and for the TOE that might affect the operation of
TSF7— & the TSF
TSF O#MFIZHE 252505 LNIRWTOED 72 DTOEIZ & - T
ERR S N7z T7— &

321 a—¥—F—2%

ARSTTIR2DDI—H =T —REEHT 5,

Table 7 2 —H%—5— X F&Hl

D.USER.DOC | User Document Data
FMAZEXET—&

IV —XET—X

Information contained in a

User’ s Document, in| 7Yy rXEF—X
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D.USER.JOB

User Job Data
FMEEZEY a 75 —X&

Document or
Processing Job.
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Information related to a User’ s
Document
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Ty I AZEY a7
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Table 8 TSF ¥ — X f&HIl

fFR BN E & FEHH
D.TSF.PROT | Protected TSF Data for which alteration by | ¥ 27 F ¥ 2V OER) /)
TSF Data a User who is neither the data | ¥—ID
1% # X 1 7~ | owner nor in an Administrator
2L
TSFF— & role might affect the security of ekl
the TOE, but for which | @127 —KDY + 5o [0
(Esclosurje is acceptable. S AN T
T—RDEHETHRL, F21F
GEEEE S R AZIck | IV SNET AT Y FAT —RA
2T, WTAINAETSFT =KD | F—hu 7 b
TOED % 2 ) 5 1 W% RiE
>V TARERERIET e
MHLULNRVA, BFEICDODVTIX
ARCTEBHEIATSFF—4, | WIVIAT—FR
7 KL Ag
SYSLOGY —/N—DHKE
FTPY — N—D5E
V72 O zT7DT Y TTF—h
D.TSF.CONF | Confidential | TSF Data for which either | Z—%— 27— R
TSF Data disclosure or alteration by a
MEOTSFT | User who is neither the data
—X owner nor in an Administrator

role might affect the security of
the TOE.
T—RDOMEZHETHRL, HHE
BE DR WRMAEZIZ X - T,
BRBEEIIUSAINSZTSEFT —
2P, TOEDXF 2V T 1 128
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33. BR

HEHGEPATT STOEIIN T 28 HIE. AFTOEBDTH S,

Ziild, TOEQXF 1) 7« 25t T 2 i H KR 2L 76T 7 7 ¥ a VEFETT 2B

I—VzVhMILoTEHEIND,

Table 9 BRDEH
2 F | T

T.UNAUTHORIZED_ACCESS An attacker may access (read, modify, or delete)
USER.DOCument Data or change (modify or delete) User Job
Data in the TOE through one of the TOE’ s interfaces.
WEHF X, TOEDA VR 7z —A%BU T, TOENOFHHXET
— AT 7R A (HE, &, £330 . £23EEYa 7T
—XEEH (REXFHIR) 72508 L0k,
T.TSF_COMPROMISE An attacker may gain Unauthorized Access to TSF Data in the
TOE through one of the TOE’ s interfaces.
WEEHIE, TOEOA VX 7z —A%EL T, TOENOTSFF— &~
DARIERRT 72 A %G5 0E LR,
T.TSF_FAILURE A malfunction of the TSF may cause loss of security if the TOE is
permitted to operate.
TOEDHAENF Al S /=56, TSFORERIC L > T, X2V T
1 DEREF ST HE LR,
T.UNAUTHORIZED_UPDATE | An attacker may cause the installation of unauthorized software
on the TOE.
WEE X, TOEKARERY 7 Y2721 VA M—LT 50 LN
AN
T.NET_COMPROMISE An attacker may access data in transit or otherwise compromise

the security of the TOE by monitoring or manipulating network
communication.

WEHIX, *y NV —JMfE2E=X—L0#EELEZVTEIL
T, REFOT—RIZT7E2ALEZD, TOEOX®F ) 71 22E
L7093 506 LA,

Copyright 2024 TOSHIBA TEC. All rights reserved.

12/87



34. O Xa YT+ A8t
AT, BEET2ELBIT 2802 x ) 571158 (OSP) TH 5,

341 Mo X2V 71 AtoEH

MO X 2V 50 FetiE, BECHTABHICESVWTERETI2DXEHKTIZZW., £-I3EICHE
BOMBHENSAEL S, ¥Fa) T4 WEGHOREMEZRME T 2-0IfFHI NS,

Table 10 #fDEF 2V 71 HOESR
. H | s
P.AUTHORIZATION Users must be authorized before performing Document
Processing and administrative functions.
R &, SCEALEE R OE BRE % 52179 S RTICHERR 2 A G- S e b
U2 5700,
P.AUDIT Security-relevant activities must be audited and the log of such

actions must be protected and transmitted to an External IT

Entity.

X a) T BET T T BEREIN RTINS T, £22

D&S%Trvaroun 3 REINAINFITT Y T4 T4 ~NEES

N2 NIE7R 5720,

P.COMMS_PROTECTION The TOE must be able to identify itself to other devices on the

LAN.

TOEIZ, LAN EDD 731 2 & B & %21 T & 2 il 5230,

P.STORAGE_ENCRYPTION Ifthe TOE stores USER.DOCument Data or Confidential TSF Data
(G4 & mZH) on Field-Replaceable Nonvolatile Storage Devices, it will encrypt

such data on those devices.

TOENFIHH XET — & £ 72 3B DTSFT — X % Bl s vy 5z 72

ARHEFEMEA S L =T TN ZZBAET 25 G . TOERZNS D T3 A

ALDZDES T —REREELTEI L,

P.XEY_MATERIAL Cleartext keys, submasks, random numbers, or any other values
(&M & ZH) that contribute to the creation of encryption keys for Field-

Replaceable Nonvolatile Storage of USER.DOCument Data or
Confidential TSF Data must be protected from unauthorized
access and must not be stored on that storage device.

MAZEXET — R E72IEMEDOTSFT — X OHLI A Al §E 2 A7
AN =Y D7dDREERDOERIZHFST S & 5%, EXOH, V¥
TRAT, LB 72 0MOH 5D EMEIZ. RIERT 72 A05
HEINRIINIER SV, PDZDA ML=V TNA A BIZRFES
NTIRIR SR,

P.FAX_FLOW If the TOE provides a PSTN fax function, it will ensure separation
(A & mZH) between the PSTN fax line and the LAN.

TOEMPSTN 7 7 7 ABEgE % 243 254, PSTN Y v 7 A[RfR &
LAND Iz 58t % fRAES 5,
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3.5. ETERSGA
HfRSME R, 2Fa ) 7oK v e a ) 7o WREEMEPENTH 572012, Wiz RT iz

SIRWERIETH B,
Table 11 B2
44 | e |
A.PHYSICAL Physical security, commensurate with the value of the TOE and the data

it stores or processes, is assumed to be provided by the environment.
TOE, KU TOEMRAF £ 72 13T 5 7 — X Ofif I B& - 72l F 2 )
TAD, TORBIZE->TRMEIN D Z L 2ET 5,

ANETWORK The Operational Environment is assumed to protect the TOE from direct,
public access to its LAN interface.

HEHBREIL, LANA V&2 7 2 —ANONE» S DEEDT 7 2 AN 5 TOE%:
RiET L2 MET D,

ATRUSTED_ADMIN | TOE Administrators are trusted to administer the TOE according to site
security policies.

TOEBHEIZ, Y1 heFa )T« A > TTOEZEH Y 5 &, [FH
nNTWns,

A TRAINED_USERS Authorized Users are trained to use the TOE according to site security
policies.

FaEINRHE X A bFa )T 1 HEITHRE-> TTOEZEHT 2 L5
BEIMZZTTWD,
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4, F 2V 514 WEKAE
41 ERRBERX =Y 714 NS
MY X 2 ) T 4 HE G2 DWW T O 2EHIE Y % Table 1212305483 %,

Table 12 EABREDO ¥ 2 ) 7 1 WE 5§

4 | T |
OE.PHYSICAL_PROTECTION The Operational Environment shall provide physical
security, commensurate with the value of the TOE and the
data it stores or processes.

AL, TOE, AUTOEMRAF & 72 I3 5 T — X DAl
BIZREG- 728X 2V 7« 284 LR ITIER S 20,
OE.NETWORK_PROTECTION | The Operational Environment shall provide network
security to protect the TOE from direct, public access to its
LAN interface.

HHBRENX, LANA VX 7 £ — AANDHNE» S DEBEDT 7+
ADOTOEZR#ET 27-2DIZ 1y T —2%F 2 ) 7« il
Ui nuid7e 57220,

OE.ADMIN_TRUST The TOE Owner shall establish trust that Administrators will
not use their privileges for malicious purposes.

TOEF A #Z. EHEN T OHEREZ EZED 2 HIIZHH L 20
WS (EHEE ML LR IR 50,
OE.USER_TRAINING The TOE Owner shall ensure that Users are aware of site
security policies and have the competence to follow them.
TOEFrEH X, FIHELY A beFa) 71 A8t2EEL, =
UHED HEZFE > TWD Z & AR RHE LRI NIER 5w,
OE.ADMIN_TRAINING The TOE Owner shall ensure that Administrators are aware
of site security policies and have the competence to use

manufacturer’ s guidance to correctly configure the TOE
and protect passwords and keys accordingly.

TOEfiA & &, HHENY A ¥ a ) 71 HE2HML,
TOEZIEUKBEL, AT — N EHEZHISIZHRET 57201
BLEH DA XV AZTERT 2 N8 2R >TWDS Z L2 RFEL
RIS 0,
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5. Extended Component Definitions
Extended component definitions are listed below.
5.1. FAU_STG_EXT Extended: External Audit Trail Storage
Family Behavior:

This family defines requirements for the TSF to ensure that secure transmission of audit data
from TOE to an External IT Entity.

Component leveling:

FAU_STG_EXT.1: Extended: External Audit Trail Storage — 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel
implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:

e The TSF shall have the ability to configure the cryptographic functionality.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FAU_STG_EXT.1 Extended: Protected Audit Trail Storage

Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External
IT Entity using a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity which
relies on a non-TOE audit server for storage and review of audit records. The storage of these
audits records and the ability to allow the administrator to review these audit records is provided
by the Operational Environment in that case. The Common Criteria does not provide a suitable
SFR for the transmission of audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class
with a single component.
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5.2. FCS_CKM_EXT Extended: Cryptographic Key Management
Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially, this extended

component is intended for cryptographic key destruction.

Component leveling:

FCS_CKM_EXT.4: Extended: Cryptographic Key Material Destruction — 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key
materials that are no longer needed are destroyed by using an approved
method.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

Rationale:

Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer
needed are destroyed by using an approved method, and the Common Criteria does not provide
a suitable SFR for the Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure,
and it is therefore placed in the FCS class with a single component.

5.3. FCS_HTTPS_EXT Extended: HTTPS selected
Family Behavior:

Components in this family define requirements for protecting remote management sessions
between the TOE and a Security Administrator. This family describes how HTTPS will be
implemented. This is a new family defined for the FCS Class.
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Component leveling:

FCS_HTTPS EXT.1 Extended: HTTPS selected — 1

FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented according to RFC
2818 and supports TLS.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e Failure of HTTPS session establishment

FCS_HTTPS_EXT.1 Extended: HTTPS selected

Hierarchical to: No other components.

Dependencies: No dependencies.

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC
2818.

FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in
FCS_TLS_EXT.1.

Rationale:

HTTPS is one of the secure communication protocols, and the Common Criteria does not provide
a suitable SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and
it is therefore placed in the FCS class with a single component.

5.4. FCS_KDF_EXT Extended: Cryptographic Key Derivation
Family Behavior:

This family specifies the means by which an intermediate key is derived from a specified set of
submasks.

Component leveling:

FCS_KDF_EXT: Cryptographic Key Derivation — 1
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FCS_KDF_EXT.1 Cryptographic Key Derivation requires the TSF to derive intermediate keys
from submasks using the specified hash functions.
Management:

The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FCS_KDF_EXT.1 Extended: Cryptographic Key Derivation

Hierarchical to: No other components.

Dependencies: FCS_COP.1(h) Cryptographic  Operation (for keyed-hash message
authentication),
[if selected: FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit
Generation)]

FCS_KDF_EXT.1.1 The TSF shall accept [selection: a RNG generated submask as specified in
FCS RBG _EXT. 1, a conditioned password submask, imported submask] to
derive an intermediate key, as defined in [selection: NIST SP 800-108
[selection: KDF in Counter Mode, KDF in Feedback Mode, KDF in Double-
Pipeline Iteration Mode], NIST SP 800-13Z2), using the keyed-hash functions
specified in FCS_COP.1(h), such that the output is at least of equivalent
security strength (in number of bits) to the BEV.

Rationale:

The TSF is required to specify the means by which an intermediate key is derived from a specified
set of submasks using the specified hash functions.

This extended component protects the Data Encryption Keys using cryptographic algorithms in
the maintained key chains, and it is therefore placed in the FCS class with a single component.

5.5. FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)
Family Behavior:

This family provides the specification to be used for using multiple layers of encryption keys to
ultimately secure the protected data encrypted on the storage.

Component leveling:

FCS_KYC_EXT Key Chaining — 1
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FCS_KYC_EXT Key Chaining requires the TSF to maintain a key chain and specifies the
characteristics of that chain.
Management:

The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:
e There are no auditable events foreseen.

FCS_KYC_EXT.1 Extended: Key Chaining

Hierarchical to: No other components.

Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),
and/or
FCS_COP.1(f) Cryptographic operation (Key Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using a submask as
the BEVor DFEK; intermediate keys originating from one or more
submask(s) to the BEV or DEK using the following method(s): [selection:
key wrapping as specified in FCS_COP.1(e), key combining as specified in
FCS SMC EXT. 1, key encryption as specified in FCS_COP.1(f), key
derivation as specified in FCS_KDF EXT.1, key transport as specified in
FCS_COP.1(i)]] while maintaining an effective strength of [selection: 7128
bits, 256 bits).

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the characteristics
of that chain. However, the Common Criteria does not provide a suitable SFR for the management
of multiple layers of encryption key to protect encrypted data.

This extended component protects the TSF data using cryptographic algorithms, and it is

therefore placed in the FCS class with a single component.

5.6. FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit Generation)
Family Behavior:

This family defines requirements for random bit generation to ensure that it is performed in
accordance with selected standards and seeded by an entropy source.
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Component leveling:

FCS_RBG_EXT.1 Extended: Random Bit Generation — 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in
accordance with selected standards and seeded by an entropy source.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FCS_RBG_EXT.1 Extended: Random Bit Generation

Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in
accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A] using
[selection: Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source that
accumulates entropy from [selection: [assignment: number of software-
based sources| software-based noise source(s), [assignment: number of
hardware-based sources| hardware-based noise source(s)] with a minimum
of [selection: 128 bits, 256 bits] of entropy at least equal to the greatest
security strength, according to ISO/IEC 18031:2011 Table C.1 “Security
strength table for hash functions” , of the keys and hashes that it will
generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction, and the
Common Criteria does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in
the FCS class with a single component.

5.7. FCS_SMC_EXT Extended: Submask Combining
Family Behavior:

This family defines the means by which submasks are combined, if the TOE supports more than
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one submask being used to derive or protect the BEV.

Component leveling:

FCS_SMC_EXT.1 Extended: Submask Combining — 1

FCS_SMC_EXT.1 Submask combining requires the TSF to combine the submasks in a
predictable fashion.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FCS_SMC_EXT.1 Extended: Submask Combining

Hierarchical to: No other components.
Dependencies: FCS_COP.1(c) Cryptographic operation (Hash Algorithm)

FCS_SMC_EXT.1.1 The TSF shall combine submasks using the following method [selection:
exclusive OR (XOR), SHA-256, SHA-512] to generate an intermediary key
or BEV.

Rationale:

Submask Combining is to ensure the TSF combine the submasks in order to derive or protect
the BEV.

This extended component protects the TSF data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.
5.8. FCS_TLS_EXT Extended: TLS selected

Family Behavior:

This family addresses the ability for a server and/or a client to use TLS to protect data between
a client and the server using the TLS protocol.

Component leveling:

FCS_TLS_EXT.1 Extended: TLS selected — 1

FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as specified.
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Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e Failure of TLS session establishment

FCS_TLS_EXT.1 Extended: TLS selected

Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following protocols [selection:
TLS 1.0 (RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC 5246)] supporting
the following ciphersuites:

Mandatory Ciphersuites:
e TLS_RSA_WITH_AES_128_CBC_SHA
Optional Ciphersuites:

[selection:
e None
e TLS_RSA_WITH_AES_256_CBC_SHA
e TLS DHE_RSA WITH_AES_128_CBC_SHA
e TLS_DHE_RSA_WITH_AES_256_CBC_SHA
e TLS_RSA_WITH_AES_128_CBC_SHA256
e TLS_RSA_WITH_AES_256_CBC_SHA256
e TLS DHE_RSA WITH_AES_128_CBC_SHA256
e TLS_DHE_RSA_WITH_AES_256_CBC_SHA256
e TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
e TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
e TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
e TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
e TLS_ECDHE_RSA_ WITH_AES_128_CBC_SHA256
e TLS_ECDHE_RSA_ WITH_AES_256_CBC_SHA384
e TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
e TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
e TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
e TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
e TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
e TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384
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Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does not provide
a suitable SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms,
and it is therefore placed in the FCS class with a single component.

5.9. FDP_DSK EXT Extended: Protection of Data on Disk
Family Behavior:

This family is to mandate the encryption of all protected data written to the storage.

Component leveling:

FDP_DSK_EXT.1 Extended: Protection of Data on Disk — 1

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to encrypt all the
Confidential TSF and User Data stored on the Field-Replaceable
Nonvolatile Storage Devices in order to avoid storing these data in plaintext
on the devices.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FDP_DSK EXT.1 Extended: Protection of Data on Disk

Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance with
FCS COP.1(d), use a self-encrypting Field-Replaceable Nonvolatile
Storage Device that is separately CC certified to conform to the FDE EFE
cPPH such that any Field-Replaceable Nonvolatile Storage Device contains
no plaintext User Document Data and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user intervention.
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Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any confidential data
without user intervention, and the Common Criteria does not provide a suitable SFR for the
Protection of Data on Disk.

This extended component protects the Data on Disk, and it is therefore placed in the FDP class
with a single component.

5.10.FDP_FXS_EXT Extended: Fax Separation
Family Behavior:

This family addresses the requirements for separation between Fax PSTN line and the LAN to
which TOE is connected.

Component leveling:

FDP_FXS_EXT.1 Extended: Fax Separation — 1

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to create a
network bridge between a PSTN and a LAN to which TOE is connected.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FDP_FXS_EXT.1 Extended: Fax separation

Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface, except
transmitting or receiving User Data using fax protocols.

Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the Common Criteria
does not provide a suitable SFR for the Protection of TSF or User Data.

This extended component protects the TSF Data or User Data, and it is therefore placed in the
FDP class with a single component.
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5.11.FIA_PMG_EXT Extended: Password Management
Family Behavior:

This family defines requirements for the attributes of passwords used by administrative users to
ensure that strong passwords and passphrases can be chosen and maintained.

Component leveling:

FIA_ PMG _EXT.1 Extended: Password Management — 1

FIA_PMG _EXT.1 Password management requires the TSF to support passwords with varying
composition requirements, minimum lengths, maximum lifetime, and

similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:

e There are no auditable events foreseen.

FIA_PMG _EXT.1 Extended: Password management

Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_PMG _EXT.1.1 The TSF shall provide the following password management capabilities
for User passwords:

e Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [selection: “I” , “@” , “#” ,
“$” , “%” , “/\” , “ &” , ey , “( “, “)” , [assignment: Other Characters]];

e Minimum password length shall be settable by an Administrator, and have the
capability to require passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the endpoints of
communication, and the Common Criteria does not provide a suitable SFR for the Password

Management.

This extended component protects the TOE by means of password management, and it is
therefore placed in the FIA class with a single component.

5.12.FPT_KYP_EXT Extended: Protection of Key and Key Material
Family Behavior:

This family addresses the requirements for keys and key materials to be protected if and when

written to nonvolatile storage.
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Component leveling:

FPT_KYP _EXT.1 Protection of key and key material —1 1

FPT_KYP _EXT.1 Extended: Protection of key and key material, requires the TSF to ensure
that no plaintext key or key materials are written to nonvolatile storage.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FPT_KYP _EXT.1 Extended: Protection of Key and Key Material

Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP _EXT.1.1 The TSF shall not store plaintext keys that are part of the keychain
specified by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile
Storage Device, and not store any such plaintext key on a device that
uses the key for its encryption.

Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key material are written
to nonvolatile storage, and the Common Criteria does not provide a suitable SFR for the
protection of key and key material.

This extended component protects the TSF data, and it is therefore placed in the FPT class with

a single component.

5.13.FPT_SKP_EXT Extended: Protection of TSF Data
Family Behavior:
This family addresses the requirements for managing and protecting the TSF data, such as

cryptographic keys. This is a new family modelled as the FPT Class.

Component leveling:

FPT _SKP_EXT.1 Extended: Protection of TSF Data — 1
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FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires
preventing symmetric keys from being read by any user or subject. It is
the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

FPT _SKP_EXT.1 Extended: Protection of TSF Data

Hierarchical to: No other components.

Dependencies: No dependencies.

FPT_SKP_EXT.1.1The TSF shall prevent reading of all pre-shared keys, symmetric keys, and
private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are
protected securely, and the Common Criteria does not provide a suitable SFR for the protection
of such TSF data.

This extended component protects the TOE by means of strong authentication using Pre-
shared Key, and it is therefore placed in the FPT class with a single component.

5.14. FPT_TST_EXT Extended: TSF testing
Family Behavior:

This family addresses the requirements for self-testing the TSF for selected correct operation.

Component leveling:

FPT_TST_EXT.1 Extended: TSF testing — 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up
in order to demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.
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FPT_TST_EXT.1 Extended: TSF testing

Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to
demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not
provide a suitable SFR for the TSF testing. In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a
single component.

5.15.FPT_TUD_EXT Extended: Trusted Update
Family Behavior:

This family defines requirements for the TSF to ensure that only administrators can update the
TOE firmware/software, and that such firmware/software is authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update — 1

FPT _TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FPT_TUD_EXT.1 Trusted Update

Hierarchical to: No other components.

Dependencies: [FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification), or
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)].

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the
current version of the TOE firmware/software.
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FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate
updates to TOE firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the
TOE using a digital signature mechanism and [selection: no other
functions] prior to installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable
SFR for the management of firmware/software. In particular, there is no SFR defined for
importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a
single component.
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Class FAU: Security Audit
FAU_GEN.1 Audit data generation

(for O.AUDIT)
Hierarchical to: No other components.

information:

CEPRT | R FEHIMLT Sk Z e ERT

Dependencies: FPT_STM.1 Reliable time stamps
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable
events:
a) Start-up and shutdown of the audit functions;
b) All auditable events for the not specified level of audit; and
c) All auditable events specified in Table 13, [none).
FAU_GEN.1.2 The TSF shall record within each audit record at least the following
a) Date and time of the event, type of event, subject identity (if applicable), and
the outcome (success or failure) of the event; and
b) For each audit event type, based on the auditable event definitions of the

functional components included in the PP/ST, additional information specified

in Table 13, [none].

Table 13 BEENRER

BEENRER BESFR BhnfEER
Va TRy FDP_ACF.1 Y a T o]
Job completion
2 — Y — R FIA_UAU.1 72U
Unsuccessful User authentication
o — B —E e FIA_UID.1 %L
Unsuccessful User identification
EHLRERE D FMT_SMF.1 U
Use of management functions
BEO—HTH L1V -7V —TOHE | FMT_SMR.1 3L
Modification to the group of Users that
are part of a role
KPR D25 FPT_STM.1 U

Changes to the time
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6.2.2.

6.2.3.

6.3.

6.3.1.

6.3.2.

BN SR | ___WasrR | Einfia

X3 VHESLD KK FTP_ITC.1, KDL
Failure to establish session FTP_TRP.1(a),
FTP_TRP.1(b)

FAU_GEN.2 User identity association

(for O.AUDIT)

Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation
FIA_UID.1Timing of identification

FAU_GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able
to associate each auditable event with the identity of the user that caused the

event.

FAU_STG_EXT.1 Extended: External Audit Trail Storage

(for O.AUDIT)

Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel.

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External
IT Entity using a trusted channel according to FTP_ITC.1.

Class FCS: Cryptographic Support
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)

(for O.COMMS_PROTECTION)

Hierarchical to: No other components.

Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation/
verification)
FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_CKM.1.1(a) Refinement: The TSF shall generate asymmetric cryptographic keys used for
key establishment in accordance with [

e NIST Special Publication 800-566B, “Recommendation for Pair-Wise Key Establishment
Schemes Using Integer Factorization Cryptography” for RSA-based key establishment
schemes

] and specified cryptographic key sizes equivalent to, or greater than, a
symmetric key strength of 112 bits.

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)

(for O.COMMS_PROTECTION, O.STORAGE_ENCRYPTION)
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
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FCS_COP.1(e) Cryptographic Operation (Key Wrapping)

FCS_COP.1(f) Cryptographic operation (Key Encryption)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication)

FCS_COP.1(h) Cryptographic Operation (for keyed-hash message
authentication)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_CKM.1.1(b) Refinement: The TSF shall generate symmetric cryptographic keys using a
Random Bit Generator as specified in FCS_RBG_EXT.1 and specified
cryptographic key sizes [ 128 bit 2566 bif] that meet the following: No Standard.

6.3.3. FCS_CKM.4 Cryptographic key destruction

(for O.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA))

Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]

FCS_CKM.4.1 Refinement: The TSF shall destroy cryptographic keys in accordance with a
specified cryptographic key destruction method [

For volatile memory, the destruction shall be executed by [ powering off a
devicel.

For nonvolatile storage, the destruction shall be executed by a [single]
overwrite of key data storage location consisting of /a static pattern/, followed
by a [none]. If read-verification of the overwritten data fails, the process shall
be repeated again;

] that meets the following: [no standard].

6.3.4. FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

(for O.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)

Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys
and cryptographic critical security parameters when no longer needed.

6.3.5. FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)

(for O.COMMS_PROTECTION)

Hierarchical to: No other components.

Dependencies: FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
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FCS_COP.1.1(a) Refinement: The TSF shall perform encryption and decryption in accordance
with a specified cryptographic algorithm AES operating in [ CBC modes] and
cryptographic key sizes 128-bits and 256-bits that meets the following:

e FIPS PUB 197, “Advanced Encryption Standard (AES)”
o [NIST SP 800-38A]

6.3.6. FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)

(for O.UPDATE_VERIFICATION, O.COMMS_PROTECTION)
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic key generation]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(b) Refinement: The TSF shall perform cryptographic signature services in
accordance with a [RSA Digital Signature Algorithm (rDSA) with key sizes
(modulus) of [2048 bits]] that meets the following [FIPS PUB 186-4, “Digital
Signature Standard” .

6.3.7. FCS_RBG_EXT.1(a) Extended: Cryptographic Operation (Random Bit Generation)

(for O.STORAGE_ENCRYPTION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RBG_EXT.1.1(a) The TSF shall perform all deterministic random bit generation services
in accordance with [ NIST SP 800-90A] using [Hash_DRBG (any)).

FCS_RBG_EXT.1.2(a) The deterministic RBG shall be seeded by at least one entropy source
that accumulates entropy from [/single/ hardware-based noise source(s))
with a minimum of [2566 bits] of entropy at least equal to the greatest
security strength, according to ISO/IEC 18031:2011 Table C.1

“Security Strength Table for Hash Functions” , of the keys and hashes
that it will generate.

6.3.8. FCS_RBG_EXT.1(b) Extended: Cryptographic Operation (Random Bit Generation)

(for O.COMMS_PROTECTION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RBG_EXT.1.1(b) The TSF shall perform all deterministic random bit generation services
in accordance with [NIST SP 800-90A] using [CTR_DRBG (AES)].

FCS_RBG_EXT.1.2(b) The deterministic RBG shall be seeded by at least one entropy source
that accumulates entropy from [/single] hardware-based noise source(s))
with a minimum of [ 128bits] of entropy at least equal to the greatest
security strength, according to ISO/IEC 18031:2011 Table C.1 “Security
Strength Table for Hash Functions” , of the keys and hashes that it will
generate.
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6.3.9. FCS_COP.1(c) Cryptographic operation (Hash Algorithm)

(selected in FPT_TUD_EXT.1.3, or with FCS_SNI_EXT.1.1)
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_COP.1.1(c) Refinement: The TSF shall perform cryptographic hashing services in
accordance with [SHA-1, SHA-256, SHA-384, SHA-512] that meet the
following: [ISO/IEC 10118-3:2004].

6.3.10. FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)

(for O.STORAGE_ENCRYPTION)
Hierarchical to: No other components.

Dependencies:

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(d) The TSF shall perform data encryption and decryption in accordance with a
specified cryptographic algorithm AES used in [CBC] mode and cryptographic
key sizes [ 128 bits] that meet the following: AES as specified in ISO/IEC
18033-3, [CBC as specified in ISO/IEC 10116].

6.3.11. FCS_COP.1(f) Cryptographic operation (Key Encryption)

(selected from FCS_KYC_EXT.1.1)

Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(f) Refinement: The TSF shall perform key encryption and decryption in
accordance with a specified cryptographic algorithm AES used in [[CBC]
mode] and cryptographic key sizes [ 128 bits] that meet the following: [AES as
specified in ISO /IEC 18033-3, [ CBC as specified in ISO/IEC 10116).

6.3.12. FCS_SMC_EXT.1 Extended: Submask Combining

(selected in FCS_KYC_EXT.1.1)

Hierarchical to: No other components.

Dependencies: FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
FCS_SMC_EXT.1.1 The TSF shall combine submasks using the following
method [exclusive OR (XOR)] to generate an intermediary key or BEV.

6.3.13.FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
(selected with FCS_IPSEC_EXT.1.4)
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Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(g) Refinement: The TSF shall perform keyed-hash message authentication in
accordance with a specified cryptographic algorithm HMAC-[SHA-1, SHA-256),
key size [160, 256]bits, and message digest sizes [ 160, 2566] bits that meet the
following: FIPS PUB 198-1, "The Keyed-Hash Message Authentication Code,
and FIPS PUB 180-3, “Secure Hash Standard.”

6.3.14.FCS_COP.1(h) Cryptographic Operation (for keyed-hash message authentication)

(selected with FCS_PCC_EXT.1, FCS_KDF_EXT.1.1)

Hierarchical to: No other components.

Dependencies: FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_COP.1(c) Cryptographic operation (Hash Algorithm),
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(h)Refinement: The TSF shall perform [keyed-hash message authentication] in
accordance with [HMAC-SHA-256] and cryptographic key sizes [256] that
meet the following: [ISO/IEC 9797-2:2011, Section 7 “MAC Algorithm 2” ;
ISO/IEC 10118].

6.3.15.FCS_TLS_EXT.1 Extended: TLS selected

(selected in FTP_ITC.1.1, FTP_TRP.1.1)

Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric Keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following protocols [7LS 1.2
(RFC 5246)) supporting the following ciphersuites:

Mandatory Ciphersuites:
e TLS_RSA_WITH_AES_128 _CBC_SHA

Optional Ciphersuites:

[
o TLS RSA WITH AES 256_CBC SHA
o TLS RSA WITH AES 128 CBC SHAZ256
o TLS RSA WITH AES 256_CBC SHAZ256
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6.3.16.FCS_HTTPS_EXT.1 Extended: HTTPS selected

Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC
2818.

FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in
FCS_TLS_EXT.1.

6.3.17.FCS_KDF_EXT Extended: Cryptographic Key Derivation

(for O.STORAGE_ENCRYPTION)

Hierarchical to: No other components.

Dependencies: FCS_COP.1(h) Cryptographic Operation (for keyed-hash message
authentication),
[if selected: FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit
Generation)]

FCS_KDF_EXT.1.1 The TSF shall accept [a RNG generated submask as specified in
FCS RB(G EXT. 1] to derive an intermediate key, as defined in [NIST SP
800-108 [KDF in Counter Mode/), using the keyed-hash functions
specified in FCS_COP.1(h), such that the output is at least of equivalent
security strength (in number of bits) to the BEV.

6.3.18.FCS_KYC_EXT.1 Extended: Key Chaining

6.4.

6.4.1.

(for O.STORAGE_ENCRYPTION)

Hierarchical to: No other components.

Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),
and/or FCS_COP.1(f) Cryptographic operation (Key Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [intermediate keys originating from
one or more submask(s) to the BEV or DEK using the following method(s):
[key combining as specified in FCS SMC EXT. 1, key encryption as
specified in FCS_COP.1({), key derivation as specified in
FCS_KDF EXT.I1]] while maintaining an effective strength of [ 128 bits).

Class FDP: User Data Protection
FDP_ACC.1 Subset access control

(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control
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FDP_ACC.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP on
subjects, objects, and operations among subjects and objects specified in Table
14 and Table 15.

Table 14 D.USER.DOC 7 7 + A %i#fl SFP

"Create" | “Read" | “Modify" | "Delete”
Submit a View Modify Delete
document to image or stored stored
Operation: | be printed Release document document
printed
output
Job owner (note 1) denied
U.ADMIN(a) denied denied
U.NORMAL(a) denied denied denied
U.ACCOUNTMANAGER denied denied denied denied
U.FAXOPERATOR denied denied denied denied
U.ADDRESSBOOKOPER . . . .
ATOR denied denied denied denied
Unauthenticated (condition 1) denied denied denied
Submit a View Modify Delete
. document scanned Stored Stored
Operation: . ] ]
for Image image Image
scanning
Job owner (note 2)
U.ADMIN(a) denied denied
U.NORMAL(a) denied denied denied
U.ACCOUNTMANAGER denied denied denied denied
U.FAXOPERATOR denied denied denied denied
U.ADDRESSBOOKOPER . . . .
denied denied denied denied
ATOR
Unauthenticated denied denied denied denied
Submit a View Modify Delete
document scanned stored stored
for Iimage or Image Image
Operation: copying Release
printed
copy
output
Job owner (note 2) denied
U.ADMIN(a) denied denied
U.NORMAL(a) denied denied denied
U.ACCOUNTMANAGER denied denied denied denied
U.FAXOPERATOR denied denied denied denied
U.ADDRESSBOOKOPER . i . i
ATOR denied denied denied denied
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Fax send

Fax
receive

"Create" "Read" "Modify" "Delete"
Unauthenticated denied denied denied denied
Submit a View Modify Delete
. document scanned stored stored
Operation: ) , ,
to send as Image Image Image
a fax
Job owner (note 2)
U.ADMIN(a) denied denied
U.NORMAL(a) denied denied denied
U.ACCOUNTMANAGER denied denied denied denied
U.FAXOPERATOR denied denied denied
U.ADDRESSBOOKOPER . . . .
denied denied denied denied
ATOR
Unauthenticated denied denied denied denied
Receive a View fax Modify Delete
fax and Image or Iimage of Image of
. Store it Release received received
Operation: .
printed fax fax
fax
output
Job owner (note 3) denied
U.ADMIN(a) (note 4) denied
U.NORMAL(a) (note 4) denied denied denied
U.ACCOUNTMANAGER (note 4) denied denied denied
U.FAXOPERATOR (note 4) denied
U.ADDRESSBOOKOPER
(note 4) denied denied denied
ATOR
Unauthenticated (note 4) denied denied denied
Table 15 D.USER.JOB 7 2 & At SFP
| "Create" * | “Read" | “Modify" | "Delete”
. Create print | View print | Modify print | Cancel print
Operation: . ) ,
Jjob queue / log Jjob Jjob
Job owner (note 1) denied
U.ADMIN(a) denied
U.NORMAL(a) denied denied
U.ACCOUNTMANAGER denied denied denied
U.FAXOPERATOR denied denied denied
U.ADDRESSBOOKOPER . i )
denied denied denied
ATOR
Unauthenticated denied denied denied
. Create scan View scan | Modify scan | Cancel scan
Operation: . . .
Jjob status / log Jjob Jjob
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"Create" * "Read" "Modify" "Delete"
Job owner (note 2) denied
U.ADMIN(a) denied
U.NORMAL(a) denied denied
U.ACCOUNTMANAGER denied denied denied
U.FAXOPERATOR denied denied denied
U-ADDRESSBOOKOPER denied denied denied
ATOR
Unauthenticated denied denied denied denied
. Create copy | View copy | Modify copy | Cancel copy
Operation: . . .
Jjob status / log Jjob Jjob
Job owner (note 2) denied
U.ADMIN(a) denied
U.NORMAL(a) denied denied
U.ACCOUNTMANAGER denied denied denied
U.FAXOPERATOR denied denied denied
U.ADDRESSBOOKOPER . . .
ATOR denied denied denied
Unauthenticated denied denied denied denied
. Create fax | View faxjob | Modify fax Cancel fax
Operation: . . .
send job queue / log send job send job
Job owner (note 2) denied
U.ADMIN(a) denied
U.NORMAL(a) denied denied
U.ACCOUNTMANAGER denied denied denied
U.FAXOPERATOR denied denied
U.ADDRESSBOOKOPER . . )
ATOR denied denied denied
Unauthenticated denied denied denied denied
Fax receive Create fax View fax Modify fax Cancel fax
Operation: | receive job receive receive job | receive job
status / log
Fax owner (note 3) denied denied
U.ADMIN(a) (note 4) denied denied
U.NORMAIL(a) (note 4) denied denied denied
U.ACCOUNTMANAGER (note 4) denied denied denied
U.FAXOPERATOR (note 4) denied denied
U.ADDRESSBOOKOPER . . )
(note 4) denied denied denied
ATOR
Unauthenticated (note 4) denied denied denied
Application note:

Condition 1: Jobs submitted by unauthenticated users must contain a credential that the TOE

can use to identity the Job Owner.
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6.4.2.

6.4.3.

6.4.4.

Note 1: Job Owner is identified by a credential or assigned to an authorized User as part
of the process of submitting a print or storage Job.

Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a
scan, copy, fax send, or retrieval Job.

Note 3: Job Owner of received faxes is assigned by default or configuration. Ownership of
received faxes is assigned to U FAXOPERATOR and UADMIN(a) role.

Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by Users
of the TOF.

FDP_ACF.1 Security attribute based access control

(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control

FMT _MSA.3 Static attribute initialization

FDP_ACF.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to
objects based on the following: subjects, objects, and attributes specified in
Table 14 and Table 15.

FDP_ACF.1.2 Refinement: The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is allowed: rules
governing access among controlled subjects and controlled objects using
controlled operations on controlled objects specified in Table 14 and Table 16.

FDP_ACF.1.3 Refinement: The TSF shall explicitly authorise access of subjects to objects
based on the following additional rules: [none].

FDP_ACF.1.4 Refinement: The TSF shall explicitly deny access of subjects to objects based
on the following additional rules: [none).

FDP_FXS_EXT.1 Extended: Fax separation

(for O.FAX_NET_SEPARATION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface, except
transmitting or receiving User Data using fax protocols.

FDP_DSK EXT.1 Extended: Protection of Data on Disk

(for O.STORAGE_ENCRYPTION)
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption).

FDP_DSK_EXT.1.1 The TSF shall [perform encryption in accordane with FCS_COP.1(d)], such
that any Field-Replaceable Nonvolatile Storage Device contains no
plaintext User Document Data and no plaintext Confidential TSF Data.
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6.5.

6.5.1.

6.5.2.

6.5.3.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user intervention.

Class FIA: Identification and Authentication

FIA_AFL.1 Authentication failure handling

(for O.USER_I&A)
Hierarchical to: No other components.

Dependencies: FIA_UAU.1 Timing of authentication

FIA_AFL.1.1  The TSF shall detect when [an administrator configurable positive integer

within [1 - 30]] unsuccessful authentication attempts occur related to [the
unsuccesstul user authentication attempts of following the last successful
authentication or clear of user account lock].

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has been

[mef], the TSF shall [lockout each account in lockout time, UADMIN(a) and
U.ACCOUNTMANAGER can release a lockout account].

FIA_ATD.1 User attribute definition

(for O.USER_AUTHORIZATION)
Hierarchical to: No other components.

Dependencies: No dependencies.

FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to

individual users: [ -2 —%—ID, #%).

FIA_PMG_EXT Extended:Password Management

(for O.USER_I&A)
Hierarchical to: No other components.

Dependencies: No dependencies.

FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for

User passwords:

Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [ “”, “@”, “#”, “$”, “”,
“r %4 “)”, [refer to Table 16]);

Minimum password length shall be settable by an Administrator, and have the
capability to require passwords of 15 characters or greater;

Table 16 & DAtf# AT REXXF

XFE17 | {oH Y T B S0
GIETA= .-/ =2\ _ {1} AR=2

RRMRE SR ST | ¢£82 neFe

tiiybiAaAaAgCeCeDADEEEeEeEeGgGiKLILILIEANNT06 06 CEce RFRrR¥SSSSS
TtTt0a00GYyYZ22272fE BT €S 1 1 JIbIb AR YIIABBT I EXK 3 UUKJI
MHOIIPCTY® XU BEbEDINAab6Brgexs3suMKJIAMEHO II
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6.5.4.

6.5.5.

6.5.6.

6.5.7.

XFRAT o FH AT RE S 7

‘ yOXUuuUymmbeb3W0WAEhres i1 jJBH:hK?LIrAIE’H’I’O’T'Q.

FIA_UAU.1 Timing of authentication

=

’

laéniBaBydelndikiluvionpeotvdxdwl U000

(for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification

FIA_UAU.1.1 Refinement: The TSF shall allow [storing the document data from printer
driver, receive PSTN Fax data] on behalf of the user to be performed before the
user is authenticated.

FIA_UAU.1.2 The TSF shall require each user to be successfully authenticated before
allowing any other TSF-mediated actions on behalf of that user.

FIA _UAU.7 Protected authentication feedback

(for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

FIA_UAU.7.1 The TSF shall provide only [display dummy characters] to the user while the
authentication is in progress.

FIA_UID.1 Timing of identification

(for O.USER_I&A and O.ADMIN_ROLES)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_UID.1.1  Refinement: The TSF shall allow [receive PSTN fax data] on behalf of the user
to be performed before the user is identified.

FIA_UID.1.2  The TSF shall require each user to be successfully identified before allowing
any other TSF-mediated actions on behalf of that user.

FIA_USB.1 User-subject binding

(for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA_ATD.1 User attribute definition

FIA_USB.1.1 The TSF shall associate the following user security attributes with subjects
acting on the behalf of that user: [ .2 —#"—ID, #&Z).

FIA_USB.1.2 The TSF shall enforce the following rules on the initial association of user
security attributes with subjects acting on the behalf of users: [none|.
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FIA_USB.1.3 The TSF shall enforce the following rules governing changes to the user
security attributes associated with subjects acting on the behalf of users:
[none].

6.6. Class FMT: Security Management
6.6.1. FMT_MOF.1 Management of security functions behavior
(for O.ADMIN_ROLES)

Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MOF.1.1 The TSF shall restrict the ability to [disable, enable] the functions [Secure
Channel] to UADMIN(a).

6.6.2. FMT_MSA.1 Management of security attributes

(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical to: No other components.

Dependencies: FDP_ACC.1 Subset access control,
FBbPIFC T Stubsetinformationflow—controt]

FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT _MSA.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to restrict

the ability to [query, modify, delete, [create, export]] the security attributes [ =
— %' —ID, 24 to [Table 17X/4).

Table 17 X2V 5« @Y A b

BRLEVESY 1 HRfE &
a2—H%—ID create, modify, query, delete, | UADMIN(a)
export
query, export UACCOUNTMANAGER
query UNORMAIL,
UADDRESSBOOKOPERATOR
I—%—ID create, modity, delete UACCOUNTMANAGER
(U.ADMIN(a) % B <)
& create, modify, query, delete, | UADMIN(a)
export
query, export UACCOUNTMANAGER
query UNORMAL
UADDRESSBOOKOPERATOR
15 create, modity, delete UACCOUNTMANAGER
(U.ADMIN(a) & K <)

6.6.3. FMT_MSA.3 Static attribute initialization

(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)
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Hierarchical to: No other components.
Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT _MSA.3.1 Refinement: The TSF shall enforce the User Data Access Control SFP to
provide [restrictive] default values for security attributes that are used to
enforce the SFP.

FMT_MSA.3.2 Refinement: The TSF shall allow the [no role] to specify alternative initial
values to override the default values when an object or information is created.

6.6.4. FMT_MTD.1 Management of TSF data

(for O.ACCESS CONTROL)
Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to perform the specified operations
on the specified TSF Data to the roles specified in Table 18.

Table 18 TSF ¥ — X DEH

Data Operation Authorised role(s)
UNORMAL D2 —%— X277 — | modify the owning UNORMAL
N modity, U.ADMIN{a)
export UACCOUNTMANAGER
UADMIN(a)D 2 —¥ — X 27 — | modify, U.ADMIN{a)
N export
UACCOUNTMANAGER D 11— | modify, U.ADMIN({a),
HF— XA T — R export UACCOUNTMANAGER
UADDRESSBOOKOPERATOR | modify the owning
DL—HF—=NAT— R U.ADDRESSBOOKOPERATOR
modify, U.ADMIN(a),
export UACCOUNTMANGER
074 v RNAT—RDOASAY b | modify U.ADMIN{a)
RE
=P aVAN modify U.ADMIN{a)
Uy o797 NINETAY Y MA | clear U.ADMIN{a),
T—RA UACCOUNTMANGER
NP S RN ! modify U.ADMIN{a)
H iRy ie modify U.ADMIN(a)
BNVSAT — RE modify U.ADMIN{a)
7 KL AME create, U.ADMIN{a),
modify, UADDRESSBOOKOPERATOR
delete
SYSLOG ¥ —/N— D # 5 modify U.ADMIN{a)
FTP #— N—D#&5E modify U.ADMIN(a)
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Operation Authorised role(s)

V7 ozT query, U.ADMIN(a)
modify

6.6.5. FMT_SMF.1 Specification of Management Functions

(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL, and O.ADMIN_ROLES)
Hierarchical to: No other components.
Dependencies: No dependencies.

FMT_SMF.1.1: The TSF shall be capable of performing the following management functions:

[refer to Table 19|.
Table 19 EHE%HE

SFR BH B HH
FAU_GEN.1 FRINBEMT 7T 1 T 1132w | 2L -
FAU_GEN.2 FRINBEMT 7T 1 T 1130 | 2L -
FAU_STG_EXT.1 TSF 1., WSEEL2RET S0 %2R | &L Z DFgEE 342

S TWARITIIER 5720, frx i
FCS_CKM.1(b) FRENBZEHT 771 T4 1380 | &L -
FCS_CKM.4 FRINBEMT 7T 1 T 1130 | 2L -
FCS_CKM_EXT.4 FRINBEMT 7T 1 T 11320 | 2L -
FCS_COP.1(b) FRANZEHT 771 CF 1138\ | 2L -
FCS_COP.1(c) FRANZEHT 771 ©F 1138\ | 2L -
FCS_COP.1(d) FRENBZEHT 771 T 11380 | &L -
FCS_COP.1(f) FRINBEMT 7T 1 T 1132 | RL -
FCS_COP.1(g) FRENBZEHT 7T+ T 11350 | &L -
FCS_COP.1(h) FREINBEHT 7T 4 ¥ T 11380 | &L -
FCS_RBG_EXT.1(a) | PREINZEMT 7574 YT 1 3R\ | 2L -
FCS_RBG_EXT.1(b) | PRENZEMT 7574 YT 13\ | 2L -
FCS_TLS_EXT.1 FRINGEMT 771 T 1138w | 2L -
FCS_HTTPS_EXT.1 | PRINBZEHMT 771 T 1 1FRW | 2L -
FCS_KDF_EXT.1 FRINGEMT 771 T 1013w | 2L -
FCS_KYC_EXT.1 FRINGEMT 771 T 0138w | 2L -
FDP_ACC.1 FRINGEMT 771 T 0138w | 2L -
FDP_ACF.1 a) RN T 7 A F/ITHEEICH | 2L JE M DR AE

DLPRE LMD B JEMEDEH W EE T A

FlxTEnwn

FDP_FXS_EXT.1 FRINGEMT 771 T 013w | 2L -
FDP_DSK_EXT.1 FRINGEMT 771 T 0138w | 2L -
FIA_AFL.1 a) AL OFEEERATICN T HEIMED | o — Y —GREER UL

e DA -

b) ALk OERIZBVWTEHND | R L FREDT 7Y a

7Y a OB VI-DEHEIN

TWEEA
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SFR =i B RE B
FIA_ATD.1 a) b LEIMfIcREh T, W | &L Z DOBgHEILER
BHEZI-F— 18T 3EMDE F fftx i
AV T @EEREERT LI LNTESD
FIA_ PMG_EXT.1 FRINGEHT 7T 1T 11380 | RINSAT—-NEDOE
B '
FIA_UAU.1 a) EHEIZ X BFGET — X DEH R AV AR
DT
(UACCOUNTMANA
GER/U.ADMIN(a)
/UNORMAL
/U.ADDRESSBOOK
OPERATOR)
by U.ADMIN(a).
A=A — R _
DEH
(U.ACCOUNTMANA
GER/U.NORMAL
/U.ADDRESSBOOKO
PERATOR) by
U.ACCOUNTMANA
GER
b) BfRT 21— —Ic kBT — | -UNORMALIZ k2% H
R DEH FOa—¥ 2y —
R OEH
-U.ADDRESSBOOKO -
PERATORIZ & % H
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N OEH
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FIA_UID.1 a) L—Y —iAIEHROE I—HY—IDDOEH -
b) FFAlEEED, BWAlATICEF S | 2RL FIEDT 27 a
570 aviEEETELHA, £0D VIZDEHEN
Tovav)ANEEHETLEI L 7200
FIA_USB.1 a) FAEHEIL, F7ALVMOY T | L I A Wiis
Vs bDkFxa) T EEEEHT EIESAA
x5
b) HFAEHEIZ, 7V Dk | L Al 1%
Fal) T E@BEEERETES EIESAA
FMT_MOF.1 a) TSFOMEE X MBI E %2 RIFLE | 2L FREDT 7Y a
LB DTN —TREHTHI VI-DEEE N
AN
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FMT_MSA.1 a) ¥¥aVFq @ HEICEEE | kL FREDT 7 a
FIFLG2EE OV — T2 EHRT 5 Vi-OBEHIN
Zr AP
b) ¥¥ 2V 71 @ENREDMAES | L FREDT 27 a
SO DR Z BT S & VI-DEHI N
VAN
FMT_MSA.3 a) MIEZRE LS EEDI V- | &L FIAME % 5 €
TEEMTLHI L T & 5% %%
A
b) FIED T 2 & AHIHSFPIZN$ 5T | 72 L IR 1% [
7 AV MEDFFA B B\ I HIBR I INhTHL,
EEEHTHI L BETER
c) ¥¥ a2V T« @UENREDMAES | AL B %2 28
SO DHAZEHHT 5 & kcERW
FMT_MTD.1 a) TSFF—X L HHHEIZHES JFLA | L FIEDT 7 a
LB DTN —TREHTHI VBN
720
FMT_SMF.1 TRINGZEHT 771 T 1380 | &L
FMT_SMR.1 a) REO—Hrhda—HF—-—0r)L | KL FIEDT 7 a
— T OEH VI-DEHIN
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FPT_SKP_EXT.1 TRINGZEHT 771 T 1380 | &L

FPT_STM.1
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BADARY THED
B,
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FREINGEHT 757 1 €T 1 1Fa0n
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FRINDGEHT 77 4 €T 113780

V7MY T DEH

FTA_SSL.3 a) % ORMH IR UNEFELEYa Y | &L - —f %
DT EECIEIRHEENIET 7T IZRETER
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E
FTP_ITC.1 a) HLYTFR—hIhTw, &fF | EFaT7F vy 2IVEE
FY 2V EERT DT 7Y a O
FTP_TRP.1(a) a) bLYR—-bInTcw, &fF | &L FIEDT 7 a
FNRAZRERT BT 7Y a v OMERK VI-DEHI N
VA
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6.6.6.

6.7.

6.7.1.

6.7.2.

6.7.3.

6.7.4.

FMT_SMR.1 Security roles

(for O.ACCESS_CONTROL, O.USER_AUTHORIZATION, and O.ADMIN_ROLES)
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification

FMT_SMR.1.1 The TSF shall maintain the roles U.ADMIN(a), UACCOUNTMANAGER,
UADDRESSBOOKOPERATOR, and UNORMAL.

FMT_SMR.1.2 The TSF shall be able to associate users with roles.

Class FPT: Protection of the TSF
FPT _SKP_EXT.1 Extended: Protection of TSF Data

(for O.COMMS_PROTECTION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and
private keys.

FPT_STM.1 Reliable time stamps

(for O.AUDIT)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT _STM.1.1 The TSF shall be able to provide reliable time stamps.

FPT_TST_EXT.1 Extended: TSF testing

(for O.TSF_SELF_TEST)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on)
to demonstrate the correct operation of the TSF.

FPT_TUD_EXT.1 Extended: Trusted Update

(for O.UPDATE_VERIFICATION)

Hierarchical to: No other components.

Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).
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6.7.5.

6.8.

6.8.1.

6.9.

6.9.1.

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the
current version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate
updates to TOE firmware/software.

FPT TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the
TOE using a digital signature mechanism and [no other functions] prior to
installing those updates.

FPT_KYP_EXT.1 Extended: Protection of Key and Key Material

(for O.KEY_MATERIAL)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP_EXT.1.1 Refinement: The TSF shall not store plaintext keys that are part of the
keychain specified by FCS_KYC_EXT.1 in any Field-Replaceable
Nonvolatile Storage Device.

Class FTA: TOE Access
FTA_SSL.3 TSF-initiated termination

(for O.USER_I&A)
Hierarchical to: No other components.

Dependencies: No dependencies.
FTA_SSL.3.1 The TSF shall terminate an interactive session after a [refer to Table 20)|.
Table 20 FIHEDIET 7 T+ THEHERE

e | A hnry b

(VA )% 15-150 #
Web 7 5 w7 5-999 4y
TV VR —RKTF A= WEEew va vidmn

Class FTP: Trusted Paths/Channels
FTP_ITC.1 Inter-TSF trusted channel

(for O.COMMS_PROTECTION, O.AUDIT)

Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_ITC.1.1  Refinement: The TSF shall use [7LS] to provide a trusted communication
channel between itself and authorized IT entities supporting the following
capabilities: [/SYSLOG server, Ftp server, mail server/] that is logically distinct
from other communication channels and provides assured identification of its
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6.9.2.

6.9.3.

end points and protection of the channel data from disclosure and detection of
modification of the channel data.

FTP_ITC.1.2 Refinement: The TSF shall permit the TSF, or the authorized IT entities, to
initiate communication via the trusted channel

FTP_ITC.1.3 Refinement: The TSF shall initiate communication via the trusted channel for
[SYSLOG service, FTP service, mail service).

FTP_TRP.1(a) Trusted path (for Administrators)

(for O.COMMS_PROTECTION)

Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(a) Refinement: The TSF shall use [7LS, TLS/HTTPS] to provide a trusted
communication path between itself and remote administrators that is logically
distinct from other communication paths and provides assured identification of
its end points and protection of the communicated data from disclosure and
detection of modification of the communicated data.

FTP_TRP.1.2(a) Refinement: The TSF shall permit remote administrators to initiate
communication via the trusted path

FTP_TRP.1.3(a) Refinement: The TSF shall require the use of the trusted path for initial
administrator authentication and all remote administration actions.

FTP_TRP.1(b) Trusted path (for Non-administrators)

(for O.COMMS_PROTECTION))

Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(b) Refinement: The TSF shall use [7LS, TLS/HTTPS] to provide a trusted
communication path between itself and remote users that is logically distinct
from other communication paths and provides assured identification of its end
points and protection of the communicated data from disclosure and detection
of modification of the communicated data.

FTP_TRP.1.2(b) Refinement: The TSF shall permit [remote users] to initiate communication via
the trusted path

FTP_TRP.1.3(b) Refinement: The TSF shall require the use of the trusted path for initial user
authentication and all remote user actions.
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6.10. ¥ a2 VU F ¢ [FIEEH

Table 2112 Protection Profile for Hardcopy Devices - v1.0Dt ¥ 2 V) 5 1 {fiF B4 2R T, X,
FHEARGE L ROV DOEALLICE R S Nza Y R—3 v by MZASE SPD1ZEMUL7ZHEDTH 5,

Table 21 TOE ¥ 2 V) 5 ¢ {REFEH4:

RAES 5 2 | waEa v H—% b | RAED v K —* v MR
¥aV 71 X—" v M | ASE_CCL.1 HEER
Security Target Evaluation Conformance claims
ASE_ECD.1 fEER I VAR — % v MER
Extended components definition
ASE_INT.1 STHEE
ST introduction
ASE_OBJ.1 EABREOL X 2 ) 7 1« S8t
Security objectives for the
operational environment
ASE_REQ.1 TiEXI Nz Xx 2 ) 7 ¢ Ef
Stated security requirements
ASE_SPD.1 ¥ a7 REER
Security Problem Definition
ASE_TSS.1 TOEZE Ak
TOE Summary Specification
[ & ADV_FSP.1 YN
Development Basic functional specification
AR A H AGD_OPE.1 A=Y —EET XA
Guidance Documents Operational user guidance
AGD_PRE.1 HEfi Fitoi &
Preparative procedures
A4 7% A NP E—h ALC_CMC.1 TOE®D 7~V
Assurance Class Labelling of the TOE
ALC_CMS.1 TOE®D CM#i [
TOE CM coverage
T AR ATE_IND.1 WL T A N-EA
Tests Independent testing - Conformance
i 55 Mk R AVA_VAN.1 e 5555 M A
Vulnerability assessment Vulnerability survey
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6.11. ¥ a2V 7 1 HEREEAETL

6.11.1. ¥ 2V 7 1 BEEEHE OKEELR

TOE F 2V 7 1 BEEEEM 12 DWW T, ASTIZ B BMAFMD /3 Mkl R % Table 22127537,
Table 22 &F 2 ) 7 1 BREEM DKFFE I HTRER

TOE&Fa) 7+ CCB &L UPPT ST 7= L STTiHGE7= LT Bl
BEREE 4 BRI h 4G T\ 3% WS WK |
FAU_GEN.1 FPT_STM.1 FPT_STM.1 AV
FAU_GEN.2 FAU_GEN.1, FAU_GEN.1, 5L
FIA_UID.1 FIA_UID.1
FAU_STG_EXT.1 FAU_GEN.1, FAU_GEN.1, AV
FTP_ITC.1 FTP_ITC.1
FCS_CKM.1(a) [FCS_COP.1(b), or FCS_COP.1(b), 7L
FCS_COP.1(i)], FCS_CKM_EXT.4
FCS_CKM_EXT.4
FCS_CKM.1(b) [FCS_COP.1(a), or FCS_COP.1(a), 7L
FCS_COP.1(d), or FCS_COP.1(g),
FCS_COP.1(e), or FCS_CKM_EXT .4,
FCS_COP.1(f), or FCS_RBG_EXT.1(a),
FCS_COP.1(g), or FCS_RBG_EXT.1(b)
FCS_COP.1(h)],
FCS_CKM_EXT 4,
FCS_RBG_EXT.1
FCS_CKM.4 [FCS_CKM.1(a), or FCS_CKM.1(a), 7L
FCS_CKM.1(b)] FCS_CKM.1(b)
FCS_CKM_EXT .4 [FCS_CKM.1(a) or FCS_CKM.1(a), AV
FCS_CKM.1(b)], FCS_CKM.1(b),
FCS_CKM.4 FCS_CKM.4
FCS_COP.1(a) [FCS_CKM.1(b)], FCS_CKM.1(b), 7L
FCS_CKM_EXT.4 FCS_CKM_EXT.4
[FCS_CKM.1(a)], FCS_CKM.1(a) 7L
FCS_COP.1(b)
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_COP.1(c) AV AV AV
FCS_COP.1(d) [FCS_CKM.1(b)], FCS_CKM.1(b), 7L
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_CKM.1(b), FCS_CKM.1(b), 7L
FCS_COP.1(f)
FCS_CKM_EXT.4 FCS_CKM_EXT.4
[FCS_CKM.1(b)], FCS_CKM.1(b), 7L
FCS_COP.1(g)
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_CKM.1(b), FCS_CKM.1(b), 7L
FCS_COP.1(h) FCS_COP.1(c), FCS_COP.1(c),
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_SMC_EXT. 1 FCS_COP.1(c) FCS_COP.1(C) 7L
FCS_RBG_EXT.1(a) | %L 77U 7% U
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CCH L UPPT
ERI 0B EEN

TOEFaV 5+«
HRe A

STCi7= L
T\W B8N

STTCii7= LT
WA WM

o

FCS_RBG_EXT.1(b) | 7%&L %L AV
FCS_CKM.1(a), FCS_CKM.1(a), %L
FCS_COP.1(a), FCS_COP.1(a),
FCS_COP.1(b), FCS_COP.1(b),
FCS_TLS_EXT.1
FCS_COP.1(c), FCS_COP.1(c),
FCS_COP.1(g), FCS_COP.1(g),
FCS_RBG_EXT.1 FCS_RBG_EXT.1(b)
FCS_HTTPS_EXT.1 | FCS_TLS_EXT.1 FCS_TLS_EXT.1 AV
FPT_KYP_EXT.1 AV %L 5L
[FCS_COP.1(e), FCS_KDF_EXT.1, 5L
FCS_SMC_EXT.1, FCS_SMC_EXT.1,
FCS_COP.1(j), FCS_COP.1(f)
FCS_KYC_EXT.1
FCS_KDF_EXT.1,
and/or
FCS_COP.1(f)]
FCS_KDF_EXT.1 FCS_COP.1(h) FCS_COP.1(h) %L
FDP_DSK_EXT.1 FCS_COP.1(d) FCS_COP.1(d) A
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 5L
FDP_ACF.1 FDP_ACC.1, FDP_ACC.1, 5L
FMT_MSA.3 FMT_MSA.3
FDP_FXS_EXT.1 72U %L %L
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 %L
FIA_ATD.1 %=L A4 %L
FIA_PMG_EXT.1 A AW AV
FIA_UAU.1 FIA_UID.1 FIA_UID.1 5L
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 5L
FIA_UID.1 %L A4 %L
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 AV
FMT_MOF.1 FMT_SMR.1, FMT_SMR.1, U
FMT_SMF.1 FMT_SMF.1
FMT_MSA.1 [FDP_ACC.1], FDP_ACC.1, 5L
FMT_SMR.1, FMT_SMR.1,
FMT_SMF.1 FMT_SMF.1
FMT_MSA.3 FMT_MSA.1, FMT_MSA.1, A
FMT_SMR.1 FMT_SMR.1
FMT_MTD.1 FMT_SMR.1, FMT_SMR.1, %L
FMT_SMF.1 FMT_SMF.1
FMT_SMF.1 A4V ®U AV
FMT_SMR.1 FIA_UID.1 FIA_UID.1 A
FPT_SKP_EXT.1 ®U AV AV
FPT_STM.1 L ANV U
FPT_TST_EXT.1 U %L %L
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TOEtFa V74 CCH L UPPT STTiG7= L STTiH#G7= LT

BEREE M ER I h B HEFN TW 5 ikEFEME mtmmﬁﬁ‘ =
FPT_TUD_EXT.1 FCS_COP.1(b), FCS_COP.1(b), 2L
FCS_COP.1(c) FCS_COP.1(c)
FTA_SSL.3 2L L 2L
FTP_ITC.1 [FCS_IPSEC_EXT.1, orf FCS_TLS_EXT.1, U

FCS_TLS_EXT.1, or FCS_HTTPS_EXT.1
FCS_SSH_EXT.1, or
FCS_HTTPS_EXT.1]
FTP_TRP.1(a) [FCS_IPSEC_EXT.1, or] FCS_TLS_EXT.1, AV
FCS_TLS_EXT.1, or FCS_HTTPS_EXT.1
FCS_SSH_EXT.1, or
FCS_HTTPS_EXT.1]
FTP_TRP.1(b) [FCS_IPSEC_EXT.1, or] FCS_TLS_EXT.1, AV
FCS_TLS_EXT.1, or FCS_HTTPS_EXT.1
FCS_SSH_EXT.1, or
FCS_HTTPS_EXT.1

6.11.2. ¥ 2V 7 1 IR EHBRHL

INoDeFxal T« REEEMFZERT 2L, BNROEF 2 T4 RX—A T4 UHRRBEDOREI N
BEEL ARIVIZEDNT VWS Z L, TOEZS I #HHREDO X2V 74 RIS N TE D, »DOTOEES
DffEIZ RE>TVWBEEHRHINT WD I L THDL, STOHOLWEELIAIIHBMIAT 7T 1 ET 1idEF
2 ) T o (R 2R T D 72 D DI AFEIC O W T DRTEDO N A XV A2 T 2 -0 X T
w5,
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7. TOEE LBk (TOE Summary Specification)
AETIE, TOEXFaFx a7 1 #aE (TSF) OERMIRREZET 5,

71. E#E
UTRIZZ 7 AFAUDEMIZ B9 2 BRIk %2 5lidk 9 5,
FAU_GEN.1

TOE &, BiEA RV MR EL/- SICETEO 7 2/ERL, BEER T 7 7 A IVIZEHRT 5, 22U kD
FAU _GEN.1 ZFEB L TW5,

Table 23 eI NI RV B LUERD S

B

AR RE D E) MFP O&EJFA >~ U U

B ERERE DR T MFP OEFA 7 7L %L

VaTdoKT TV MY aTOKRT A VEES BT, 73S
2AF YT aTDRT EMAT PR BRID. F ik
aA¥—Ya ToKT EWA VSRS DA INEE YN
Ty I AREEY a T DT EWA VSRS DA INEE AN
77O AZIEY a TOMKT EWAIVEES LD, 72 IXHIER

2 — Y —FREE R 0 s A DL as4qyLza—9¥— BRID. F ik

a2 — Y — G

a— 0 2 nsA4YORE (FY v hvaTd) | TOE &k h T | Kk

W —H—

E IR RE D] A I—H—DBN BHEETo/-2—Y— DA INEE AN
a—¥—ID OEHE EEETo/Z2—H— B, F 7R
a—H—DHIkR EEETo/Z1—Y— )]

AP —FEERBULIEOE R, BN | AEETo-2—H— )]
WA — REOEM, 2—H -2
7 — R DB
(UACCOUNTMANAGER/
U.ADMIN(a) /UNORMAL/
U.ADDRESSBOOKOPERATOR)
by UADMIN(a), L—H#—/RA7
— NOEH
(UACCOUNTMANAGER/U.NOR
MAL/
U.ADDRESSBOOKOPERATOR)
by U ACCOUNTMANAGER,
UNORMAL IZ & 2 HE D —H
AT — ROEM,
U.ADDRESSBOOKOPERATOR 2
FHZHEDI—YINAT— NDE
H, VY7 Uz 7OEH, vy Ya
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I hD

BE 3
[ T e

VRTHBOA—Y—DIET T4 T
DT 7 4 )V MR DFRE.,
tXFaT7FrRrIVEE. TRLVA
RO, SYSLOG ¥ — /N —#%
E, FTP ¥ —N— D& E

BEO—HTHL | HENGHROLE BEEfTo7za—Y— | fh
—HF =T N—TDK

/5752

Wi D& HE D E BEEFoA—Y— 4]
Yy a VHENIORE | TLS £ v ¥ a VT DK L B, 713K

TOE I, BEESINEARY MIUTFTOT—X%2EMT 5,
- HA/REH - I — /AR NPFEL R
- Awk—Y AR NONEEHFAT ZXE (LY a2 VEBOBEIE, KBROBEHEER)
s T7—3—FK: AXRVMNIT-—RELUTEHRIN, 4D 16 ERHTRINET,
- A—¥—ID: vl rLlia—¥—0iln+
T A Ry b OFEfERE R

(B34 9 5 TSFI)
- BEAROV i a A v R AR, Y-, DATAIE— AF ¥ U DATARAFTY Y, T
7O AEGE, TV, VaTdRRBLOn SRR, BHEHERE, BFF—
- TopAccess: AV, YaTdATFT—RA, ThHD Vb, a—V—FH, EHERE
s TV R=RIAN=: TV RERIITEI VR T2 — A
- ZTOM: AL VALY F, PSIN T 7 7 AL VR T = —A

FAU_GEN.2

TOE &, BEBENRKDA XY " DFKAET L, TOAXRY NOFHBE B2 —F—Da—F—ID 2 &
B IZAMINT 52 2T, FAUGEN2 Z2EHLTW5S,

(B34 9 5 TSFI]
s BEANIOV A Y A= AR, A= PATZATE = AF YV RATZAARTY Y T
7ORARE, TV, VaTdRRBEIOnIRR, EHERE, BFEY—
- TopAccess: B A v, YaTATF—RA, THD Vb, a—HF 5 EHERE
s TV R—=RIAN=: TV PERIZNTEAI R T =R
s FZOM AL VALY F PSINT 7 AL VR T 2 —A

FAU_STG_EXT.1
U.ADMIN(a)lx TopAccess DEHEZLED S, SYSLOG ¥ —N—%EEkTE2H—N— U THETE

%,

TOE lt. BRI NEEET— X2 THHA ML —IF NS 2IZHAF L, 58Z 70 b 2)L TLS1.2 % ff
AU THBEED 7 —N—TdH 5 SYSLOG H—N—IZEETHI N TEE, NIFANL—YDE
Ho s OMFEERIE. B2 ORKEERERIZZE 2 XAy —2 a2 10,000 £, BIRIE 2 5,000 £, A
Fyru 5000 M, 770 AOKEEMEEE - 5,000 . 7 7 7 ADZEEHGH : 5,000 /% %
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FCED3, K40V T DEKEHBMPHEIRC R > 7256, £40070KEHWEET — X2HlRIh
FLVWERET X2 F7T5ZLTES,
WHESA b L=V fE SN2 TOEER D 7k, UADMIN(a)ZI 22T ZehnTcE, Tofiox

—lk. HEBOYVa 7uZ U2 RIERnnwy 72 2flilZzZfT>TW\W5,

(BH5# 4 5 TSFI)

7.2.

s BESX a4y R—AMHE, A¥—, DAZATIE— AF¥ U, DATZAAF YV
77X%ﬁ\°be\937§%8&@mﬁ%%\&@%ﬂi I —

« TopAccess: @7 A Y, YVaTJAT—RA, ThHU v, a—¥—EMH EHERE

TV VR —=—KSA4NN—: FTYUUFERIZHTEAI R Tz —A

s FOM AL VALY F, PSIN T 7 2 AL VR T 2 —A

AN

IRz 5 AFCSOEMZBE T 2 B LRk %2 flib 5

FCS_CKM.1(a)

TOEZ, TLSiAE DY — N—ZEHZF IZ AW 2 IES G 58 & LT, NIST SP 800-56B,Revision 1D
6.3.1.3 fi 12 ZL & D rsakpgl-crt S XA TRSABRT 2 EK T 5., BOEKICHEA T 2 LB
FCS_RBG_EXT.1(b)iZft\ . CTR_DRBG(AES) TR %, I - Ni#Ez2 &8 — N —iLiHE &
P — N —FpE#IZ, FDP_DSK_EXT.1 & FCS_CKM.1(d)iZf > THEH L TN TSSDIZEFE I NS,

AP SN

TOEIZ, ATSFIZEAL. TOEEA OILEERHCD-PPIZEEH O R WV E M, H A5 W EHERSI N

BIEIEEE & ATV,
AREMIZE T ATSFIIE. A NIZRTED ThH B,

(B

44~ 4 TSFI)

+ TopAccess : EFHLE R T

FCS_CKM.1(b)

TSFiZ, TLSEEDO X TV T—2a v iZBWVWT, @EHORy Y a YV EHMACO# Z ALY 5, v
va vt HMACO#IZ, =N 7547 METHETZEB» S ERSI NS, LB
FCS_RBG_EXT.1(b)iZf¢\», CTR_DRBG(AES)THKT 5, &HED /T A — &%, #EIRX N7z Cipher
SuitelZ &> T, ANIZRTED TH B,

twa

WETFT—Z2EST2DIZHAHS N, EBIRX N /zCipher SuitelZ &> T, HHT IS 7 ILIY
ALEBEDODEIDPEL S, BEE5 7)) XLIZAES-CBCEMHHEL., £y ¥ a VHOEXIZ128bity
256bitHEIRTE 5,

HMAC®D #

BET— X2 OWEMAED DI R A X, 3EIRE 1 7zCipher Suitelz K > T, AT 2057V T
VALEHDEI DR S, 5T NI XLIZIZFCS_COP.1(g)iZff - 72HMAC-SHA-1 £ 7= 1%
HMAC-SHA-256% A L. HMACO#DOE X 13N F1160bitE 256bitTH 3,

Zho i, ATV NIREFEL, BEBTHESRS,

(BH3# 3 5 TSFI)
C BERXL a1y, R—A ﬁ IV —., DAZATIY—, AFXv Y. DATZAAFT Y V.

Ty O AKE, TV, YaTERRrBLOu I EKR, BHEXRE, BEFEYX—
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« TopAccess : B A Y, YaTJAT—RA, ThHUv b, 21—V —GH, EHERE
s TNV UR—RSAN— . T NERIZNTEA R T — R
- FTOM: A4 VALY F, PSIN 772 AA VAT z—2A

TSFIZ, A ML=Vl bD72O DU TOH#ZEKT 5, 4o DRIFFPT_KYP_EXT. 14 > TH#E
TN,

KEKE H i & SbRHS 5 (b

BB X ORMEORED-DIZHbN2HTH D, TOERERIZZNZTNTOETO L DEKT 5,
FCS_RBG_EXT.1(a)iZf# \"\Hash_DRBG(SHA-512) % fi\» T4 ik L 72 256bit D FLEK % 128bit§™ D
WZHEIL, 128bitdKEKE Hiff & 128bitD#EbT kI S i & U T, fFM X £ ) EFROMIZIRAFET
%,

DEK

FAZEET — 2B XOMEBEDOTSFT — X DAEH#ED 72D FHON 58 TH D, TOEKRERIZH 51k
N=F 1 varZleifdglic s %, FCS_RBG_EXT.1(b)IZf¢\WCTR_DRBG(AES) T4 L 7=
128bitDELEE ., Z DG 5L/ S—F 1 > 3 Y DODEKE U THiFM A € ) ITIFET 5, DEKZ & D
MEHIFPT_KYP_EXT.1 & FCS_COP.1(f)IZf » T H5 b S L TSSDIZ X 5 SORETHRIFEI NS,
ATy ¥ v =514 ¥ aHADEK

AT TTIRNT—=RORED-DIZHbNLIHETH D, TORRETESRIZOLDEKRT 5,
FCS_RBG_EXT.1(b)IZfi \WCTR_DRBG(AES) TA % L 72 128bitDELE &2, AT v ¥ ¥ 78— F ¢
v a3 VHDEKE UTHFEMEAEY OAIZRFET 5, ZORIZTOERH Z L IZLEEHIND,

(BH3# 4 5 TSFI)

s BESRIL  BIFEY—
C FOM o AL ALY F

FCS_CKM_EXT.4/FCS_CKM.4

TSED KD AT OFXDRER KT T A N— MESPREEES 7V T4 AR T A=RIE, AELR
SRR T N5,

FROMW OKEKE Hif, SRR = 1b 3

G5 SORIETSSDIC-E I N FIHE T — 2 B L OMEDTSFTF — X 21853 5 -0 X,
TOEREZHRIZINS DT —RIFAEL 5720, HEITHNETRTOCSPHEAREL L5, TOED
BRI IZ, AELEE7ZI3EMELE L Tikbh, #PRIEFEINTWAFROMDO %, [EEDHET
1A FEETZZ 22X 0ET S,

(F83#3 5 TSFI]
s BESRL L EBIFEY —
CFOM o AL ALY F

® HEFE A £ ) NOKEKE 1§, #EbrRInG E{bit. KEK, DEK, A7 v 7 8—F 1 ¥ 3 YHDEK, ¥ 7<%
A2, LUKS#E, KEKEHHAIY T3 AN, BEHADOEY ¥ a VR OHMACOHE, 3 — /N —Fpu g

MAZET 2B LUOMEDTSFT — X O SUEIZHEHI NS TRTOCSPE, BEHADOTRTD
CSPi%. TOEDEFRAMAOFF»SONE TOMIIAE L 725, BIFOFFRFIZ, AERHEFE 72 TR
EUTHb, RN T ) MBS N7 2N S EXXOMER KL OGS 2 ) T 14 WL T A =X
X, EFEMTHEI NS,
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(8% 3 5 TSFI)
- BERRIL  BIRF —
s ZFOM o A AL T

FCS_COP.1(a)

TSF %, FTP_ITC.1. FTP_TRP.1(a) % O FTP_TRP.1(b)IZ B I} 2 (5 T — X R D 72 1T,
FCS_CKM.1(b)Z & b AR U 72128bit ¥ 72 13 256bitD i 5§ & FIPS PUB197IZ¥EHL 3 % AESH; 5 7 )L
Y XL %ENIST SP 800-38AICHEHT 5CBCE— NTEMEIE R Z 22k b, @EET—XOBEESLK
UCES %175,
AREMIZE T ATSFIIX, UUTISRTHED TH S,
(B8:H# 3 5 TSFI]
+ FTP_ITC.1, FTP_TRP.1(a), FTP_TRP.1(b)® TSFI iZ#73 5

FCS_COP.1(b)

TSFIX, HEHRAEIHEERIC B 2B EMR, FIP_ITC.1IZ & 54— N—iFHE K OFPT_TUD_EXT.1iZ
X277 =L T7DT Y TTF— MRIFIZB\WT, FIPS PUB 186-4IZ % X 117z Digital Signature
Standard(Z#E#L U 7z JEEA32048bitDRSAT ¥ X IVEL 7 )LV T Y X L (rDSA) % #H 3 5, TSFIX, s
AEHEERIC B 2B AR K OY — N —GEHE OMEE TIERSASSA-PKCS1vl 5%, 77 —LV=x7
7 v 75— MEGEETIZRSASSA-PSSZ W5, F7z, FEHZFOERKIZFCS_CKM.1(a)lz & b A X 7z
RSABEZ AT 5,

AREMIZET B2TSFIIZ, U TFIZRTEDD TH D,

(B33 A TSFI)
« FTP_ITC.1 8 X U'FPT_TUD_EXT.1 ® TSFLIZ#73 %
- TopAccess : HHLE R T

FCS_RBG_EXT.1(a)

TSFiE. TOED A b L — V5L D 72 OKEKE H #E & BRI SO BRIz H 72> T, =v hpY
—JiB L UDRBGZ HWTHEE 2 LT 5, ZDODRBGIX, NIST SP 800-90AIZ%¢ - THash_DRBG
(SHA-512)Z2 FHWTCEE ZEHKT 2, TV hpE—JHIX. —DDN—RFRTzT7R—-AIZLB /1 A%
&4, DRBGIZMti e hs v b —BigRT 5, / 4 ZJFIZTOEDSoC (Intel Atom 7 Tt v ¥
—x5-E3930) DN T 2 N— R =7 DESZMHT 2, /1 X6 D H1iE, SoOCHDDRBGD &
— RizfW 5, NIST SP 800-90ADCTR_DRBG(AES)IZ i » 7= MLEL % 17 > TRDRAND 4 CTHIH &
N5, /A4 XFIE 1bitd 72 0 0.6bitbh EOR/NT Y b ¥ =248 Z £ H[Rambus 2012]D b2 5
535> THH, RDRANDMATIE/ 4 AJFEN S D266y by ho¥—Dy— RToiiftaniztxa
)T 4 E128Y Y hDODRBGOH }1TH B, RDRAND® 4 1X128bitZ 51 LHSH T2 EESHS Y
V- RINBMAMRTHBHDT, T b —iiEkERT 5rngdT —E » 70 ¥ A IZRDRAND 4 THY
5L 72128512=65,536bit=8,192byte # AES-CBC-MACHLIE T 16bytelZ EHET 5 Z & T, 16byteZ &
12— R E R 2RDRAND M 2N L. rngd®2,500byteD3 DD /Ny 7 7 IZIEIEF7 )V bR
=07 — X% —RIZERT 5, ZOTSFAHHI NS & &, Linux PRNGA32048bitbk O > b1
-2 T2REBIINRNITA-REHREINTWVWS DT, TSFDHash_DRBG(SHA-512) A Linux
PRNG® /dev/urandomi J1 75 5 #iAH 37128byteD F— R IFIFIEF 7NV Ty b —DIREL HTET 5,
Z D 128byte® > H96byte D4 % Entropy Input& Nonce& L, Hash_DRBG(SHA-512)D > — R
ELUTHIET 5,
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TSFDBHF#H IZNIST SPS00-90BD6HidFH/NT > b ¥ —REEE 012k v, TOEDEESM:DEIPH T,
/dev/urandomti 1 A31bitd 72 U 0.88bith EOF/NTY b —2 5L Z 2 2R Lz, 71T bR
Y — T\ e BRI AfES > TH ., NIST SP800-90BD3.1.5Hiicfit o 7z b B ¥ —& D FERIFHMI
£ 0. /dev/urandomH{}1D96byteD v M2 1X675.84(=96"8*0.88)bitD T b —nEFhb
LHERET S, ZDY Y Ml%Entropy Input& Nonce & L, Hash_ DRBG(SHA-512)iZ > — N % {44
THHIZEY, FCS_RGB_EXT.1(a)ZEEHL T3,

(8% 3 5 TSFI)
- BEASRIL B X — (TOE BBBZOAEEENIZES)
- FOM: A1 Y AL wF (TOE ZiE#“OWEGEENIZIRS)

FCS_RBG_EXT.1(b)

TSFix. TOED A b L — VSO 72D DR SN —T 4 >3 > T OB K OHME (KEKEH H 2
> 7 ¥ A M, DEK, ¥ 7<% 22 L LUKS#) DD 728, FTP_ITC.1, FTP_TRP.1(a) % *'FTP_TRP.1(b)
BB MET — XEED =D, TLSHEISE DY — N—MEREE KR S CIZTLSEEFEO X IV T - a v
D=HIZ, TV hBY—J{EB LUDRBGZHWTHELE % 4K T 5, TOEOCTR_DRBGIZNIST SP 800-
90AIZf¢ - 72CTR_DRBG (AES) D[l Uit # F >~ A X —DRBG & 7 A X— s DRBG®D 2B i 12 73
S>TED, 7I74X— DRBGOH S & OBk 2 BT 272D DTSFIZ L 58 1TH 5,
Iy haE—X, —D2DON—=RKRU 7 R=I2&B /1 Xi%EEHA, DRBGIfHtE s by
—83gt 5, /1 RFEIXZTOEDSoC (Intel Atom 7B+ v ¥ —x5-E3930) BWNET 5 /N— K77
DESZMHT 5, /4 XFEHr 6D IE, SOCHDODRBGD ¥ — RIZFHWS L, NIST SP 800-90AD
CTR_DRBG(AES)IZfi - 72 % 47 > TRDRAND@H Tl id s, / 1 XJiiE. 1bitd 7z b 0.5bitbh
Eom/hTy baE—%2&8Z & H[Rambus 2012]DFE 9 555> TH D, RDRANDMFIE/ 1 X
JEM» S5 D256y by bt —DY—RFTHfbEINzLFa) T +5®EZ128¥ Y s DDRBGOD /)
TH %, RDRANDM41%128bit2 51 1fHS T2 LESH S Y Y— NI hbATHEDT, Tk
OV —JHZE2M®KIT 2mgd T —F ¥ 7 Ha & X IXRDRAND v & T L & L 7
128'512=65,536bit=8,192byte # AES-CBC-MAC/HL¥ T 16bytelZ JEAfi T 5 Z &£ T, 16byteZ & 12 ¥ —
R 2% 722 2RDRAND @S H 12 INE L, mgd?D2,500byteD3 DDy 7 7iZIZIE7 LTy hab—on
F— &R & —KIZERE T %, rgd) 5Linux PRNGIZAERZ T Y b a ¥—2 0 b o T, TSF
AiLinux PRNG® /dev/randomi 122 S A § 7 — X IZIZIE 7 VT Yy bu € —DREBEHET 5,
TSFORIFE# IENIST SPS00-90BDO6Hi D /N> hr ¥ —HEEE D12 & b, TOEDEESM O HIBH T,
/dev/randomi 123 1bitdH 7= D 0.90bitbA EOF/NT v buv¥—2 5L 2 L 2R L=, 7V bA
E—TRaWEERMIZARE > TH, NISTSPS00-90BD3.1.5fiicfit o7z ha ¥ —@md FERFHIiIZ
0. /dev/randomii 1D 32byted ¥ FFI1Z1X230.40(=32*8*0.90)bitd T ha ¥ =G FEN5 &
HeE$ 5, [FEkIZ/dev/randomiJ1 D 16byteD ¥y M [1213115.20(=16"8*0.90)bitd T > k B ¥ —n3
HENBLHTT S, ZDAEF48byteD ¥y M| % ¥ A X —DRBG & ERXCTR_DRBG(AES) D #JHA{ED
32byte D entropy_input & 16byte Dnonce % # 4L U T A ST % 48byteD ¥ — RIZHWS, YT AKX —
DRBGOCTR_DRBG(AES)IX128E Y hDEF a2V F 1 EEFFD, 512774 X— FDRBGIKHU
< 32byteDentropy_input & 16byte®nonce% ¥ A X —DRBGH 6 itfh X%, 7514 X— FDRBGH
Fff2128bitdeF 2 ) F 4 222 F 2 55, FCS_RBG_EXT.1(b)DFHIZ 7 Z 1 X— h DRBG®D
CTR_DRBG(AES)DELBAE KK ZIFOH T, V¥ —RIZELTIET 51 X— hDRBGA D 22 [H] DI
O U Tlzv AZX—DRBG%Y/dev/random i 7112 & % 32byteDentropy_inputiZ &%) ¥ — K&, <
AR —=DRBGH /1% AW/ 7 F 1 RX— FDRBG®32byteDentropy_inputiZ & 6 1) ¥ — LB T h 1
%5, TNHIZED, F74 =1 DRBGIZ128¥ Y bD¥F 2 ) 7 1 5% % K DFCS_RGB_EXT.1(b) %
FEHLTWS,
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7.3.

(B39~ 2 TSFI)
- FTP_TRP.1(a)., FTP_TRP.1(b)® & ' FTP_ITC.1 @ TSFI IZ#:9" %
- EENZOL - BIEF — (TOE ZE#OYIEIZH) 2R S)
- ZFOft: A1 AL v F (TOE HREHDOWEEENIZIES)

A V—=VlEE G EBRES)
PUR &M & HEMEB. LIS 2 Bk & il 3 5,
FPT_KYP_EXT.1

TOE #%EMRIZ FCS_KYC_EXT.1 O#tF = 1 » TREI NI #E L CEMEIZ &K S v, TOE PEgE£ T
R#EXND, BOMBFETEFEOREBIZIUTOES O TH D, BHAZERAREEZ ML —YF A 2
TdH5 FRAM F721% SSD I EXRBOBIIHEFEINLR VL, #BE X OBEMBEOY 1 XX
FCS_KYC_EXT.1 ® TSS 2@k 3 %,

® KEKMEH i & b4 kg (L
KEK 3 HigH & bR 5L 2 20 TOE TO & DDA FCS_COP.1(b)IZfit > THR X 1, f#
FEMEA Y ANDIRAF L BT B R A RE R R EFEM A ML —YTH D FROM 12 SOREETIRED T D
ns,

OKEK HEHIHa Y FFA b
KEKEEHI YT F A ME, FIHET — X £7213MED TSF 7 — X 2 {1179 % SSD O H/b/N—7F
1Y a vy T eI BN ELE D S X v, FERMEAEVICAGFEINS, KEK EHAIY T3 A ME
FCS_COP.1(fIZfit - THA BIG 5L T B{E X N TH 5, SSD DIEE{b/N—F 1 ¥ 3 > O JHEES
DEFA y ZFEEN IG5 SCREBTRIES N5,

® KEK
KEK X, FIHE T — X £72 13D TSF 57— X 2{F4F 3 5 SSD OG5/ 3—F 1 > 3 > T &z f@jl
IZ FCS_KDF_EXT.1 (2 > C KEK #E it & ARG S KO KEK EHHA I Y TR A Mo 4
X, HFEERAE) OAIBFEI NS,

® DEK
DEK IZFHZ T — R £ 72 13ME D TSF 7 — X 2 #1735 SSD OG5 b/ X—=F 1 > a > T & IZf@ Bl o
BEDS FCS_COP.1(b)I2ft» TSR S, MR T ) OAMMEESI NS,

® 7~ 22 ¥ LUKS #

P77 A7OEBIZH WS LUKS 7— X%, FIHET — X £7213MED TSF 7 — X % #1479 % SSD
DEEFAN =T 1 ¥ a v T IZHLED» S AL I, EREAT ) IREINE, YT RA 2T
LUKS 7 — X ORFE#IPH» S FFBERIL — VIt -> TEHIH I, AT OAIBEEFEIND,
LUKS 8D ERKIZ & 7z > TIZFCS_SMC_EXT.112f¢ - TDEKIZH 7~ A2 % XOR$ % Z & T LUKS
B EH X, LUKS ##1% LUKS 7 — & KR CREAES) OFEFRMEX €V ICRFEI NS, LUKS #
%&% LUKS ¥— & 1% FCS_COP.1(f)izft > T KEK TH 5t THh 5, SSD DS b/ N—F 1 &
3 v DSEHEIBDEELA v XN 5 SCIRBTRIFE N 5,

(B83# 9~ % TSFI]
ANV
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FCS_KYC_EXT.1

TOE O#EF = 1 > FCS_KYC_EXT.1 28135 BEV iZ. AL —YF—xES{k#E (DEK) Th 5,
TOE #/EHf I FCS_KYC_EXT.1 O#tF = 1 ¥ 2T 28ts K CHME 2 £ 5. #F = 1 > IF8
TO#E X OEME» SR I NS,

o  KEKME ! & S kLG S b i
TOE # K2, FCS_RBG_EXT.1(a)iZf¢\» Hash. DRBG(SHA-512) % I\ T4k L 72 256bit DELEL
% 128bit 3227 #I L, KEK & & bR 5 ki 2 £ 5, KEK 38 S & BERDRLIG S (L i,
HFMER Y B X FROM (2 ESOREETHRE S NS, 728, FROM (X B HAR AT RE 72 A FHEFEME 2
ML=V TH5, TOEREDLEFETIXZ, FROM » 5 Fed i U 7z KEK 8 H g & k4RI S bt & (f
AT 5,

® KEKEHHIYFFAb

TOE #EMFZ, FCS_RBG_EXT.1(b)iZ4¢ > T CTR_DRBG(AES) % H\TH & L 7z 256bit DFELEA
KEK EHAIYTHFAMNTH B, BEA—T 1 a vy TeitEklkah, HEREATY NORF L
SSD ~DFEVREBTORENTbN S, KEK BEHHI Y 57X ME, FCS_COP.1(H)IZfE\ AES-
CBC T 128bit D #M IR S{bif % W TS N EHA Y KI2E& Eh, 15 CRET SSD 2%
fFENs, TOEREBOKEFETIL, SSD 75 dHiath U7z 5 3OREBOEH A v X% FCS_COP.1(f)iZ
e AES-CBC TH#Eb BRI St 2 W TH S Ui R2 5 KEK EHHa Yy FF A 20 4 2
LIZXDHERMEA ) ITRES NS,

® KEK
TOE #&ERFIZ, FCS_KDF_EXT.1 (Zf¢ > THiFE A € VIR 7 S N7z KEK B HIE & ARG 5 bit &
KEK B arFF A2 h% MW, SP800-108 @ KDF Wy X —E— RIZEHINB LB,
FCS_COP.1(h) THiE X 115 HMAC-SHA-256 % I\ T 128bit D#AEH X 1, KEK & U THEFM
AEVIZHAFEEI N D, TOE RIEDEEIHE LA UM FIET 128bit D#EAYEE X, KEK & U THX
HEAEVIZRFEIND,

® DEK&#7~v A2 & LUKSH#:

TOE #&Hfiz, FCS_RBG_EXT.1(b)iZ4#¢ > T CTR_DRBG(AES) % W T4 L 7= 128bit DELE %
DEK ¢ 3%, DEK RIS N—F 1 v a vy Tl ERESh, HREXAEVICRES NS, RIZ,
FCS_RBG_EXT.1(b)Zft > T CTR_DRBG(AES) % FIWTA R X 7172 63984 /N b+ DELEUE FEFEME 2
YD LUKS 7 — XIZR1FT 5, LUKS 7 — X ORFEHFH D S K5 4E OV —I)VIZHE> TS 128bit D
BT A 7 #EH U, HEAEVIHET 5, LUKS EOAERKIZH 72 > Tk FCS_SMC_EXT.1 2% -
T 128bit ® DEK (2 128bit D¥ 7~ A7 % XOR 35 Z & T 128bit ® LUKS #t#%EH L, LUKS
% LUKS 77— X DK CREEMES) OFEMEAEVICRET S, D&EIC LUKS #% & 64000 N
4 h® LUKS 5 — %%, FCS_COP.1(f)izft\» AES-CBC T 128bit ® KEK # W THS/L., W5
SCIRRET SSD IZRTF T 5., TOE REEDEIHRETIX, SSD 5 & Fist U725 SOREED LUKS 57— &
% FCS_COP.1(f)IZff\» AES-CBC T 128bit ® KEK ZHWTHES LZfERr oY T A7 0E T &
LUKS #0H Y L #4175, DEK OEKIZH 72> Tk FCS_SMC_EXT.1 12/ > T 128bit ® LUKS
BEIZ 128bit DY T A2 % XOR §5 Z & T 128bit @ DEK Z&EH L, DEK ##FEM A €V IZEF
T 5,

e HF A OME
KEK 3 i fi & PR S b8 X 2 2 1 128bit TH D \FCS_RBG_EXT.1(a) & FCS_RBG_EXT.1(b)
ZREFNENF DRI bOY—+ 0Ty bu ¥ —23E X TWa O 0mmE X 128bit TH
%, #EH O FCS_KDF_EXT.1 8 X' FCS_COP.1(f)2% 128bit D& F a2V F 4 ETH 5720, #
FrA U DERBEMEIZT 128bit DX F 2 ) F 14 MEEHEHEL TS,
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(8% 3 5 TSFI)
- BRE SOV EIRF —
s ZFOM o A AL T

FDP_DSK_EXT.1

TOE OHM A T RE R AHFEFENMEZ b L — Y 1Z FRAM & SSD @ 2 D T»H %, TOE IRFETIE FRAM 121
MFP DRI EMECHHBEMEEDMBE TR WT — X DAPMREFEINTED, TOE 71 A7 EDFT—X
REDOHNRDOFHE XLET — X ROMED TSF F— X2 EZAL T 3w, FIHEXET — X RO
D TSF 7 — 21 SSD IZ D ARG E SR THRIFET 5, SSD iE =T vavTailantenznr
FTANVYATFLABMER I NS, BATIZ SSD @ 3 DDN—F ¢ ¥ a3 v OFER & B S5/L X N WaEE Iz D
WCRR T 2, T 8B X CHEMEIOFEMIE TSS @ FCS_KYC_EXT.1 DIHIZHE S,

o JEWENN—FT1sarv

FAXET - 2B LOMED TSF T — X CRWMEREDT — R 2 /7T H/—FT 1 ¥ a VOREHITH D,
AREMIZE DT A A7 LDT — X RAEDRNRDT — R E2EEIR,

e [EEf—F1say

FHAEXET—XBLUOMEDOTSF T—RXBLOZTNSIIEET 237XV TEDTFT— R EHRIET S
N—=F 4> a v TH 5, B S—F 1> a iz 2B @M SRR IR S —F 1 &
avEIYU Y MNTAEEICRBENS, TOEIZZDNR—=F 1 v a VIEREINZ@E 7 71 IVY AT
LMIBEREINZTRTODI7ANBIOART—RIE, 47T FCS_COP.1(A)IZft > TSI T
MOETEY 7 TNAART A NEREH LT SSD IZH S SCREBTHRIZE I NS, G LTI F
JIEIZ &b FCS_COP.1(A)izft->THEIN, FXRETTZ 7 AV AT LA 6EANEING, 2T
FCS_COP.1(A) izt - 7zW5 5 b L B I IR B X —T 1 > 2 > T & D 128bit ® DEK AMH I N 5,

TOE 2GR XS X ORI ER SN 5, £ TOE TUO & D0 KEK B HgH & §ik4 RIS LA
AR I A, FERE X B & B AT RE AR R EEFEME A b L — Y TlE 72\ FROM 12 ESOREETIRAZE S N
b, IZHHZET =R BIOMED TSF T — X2 HRET 2 TNTNOR S —T 1 > 3 v OFEEK
B SALERER G ML I NG, 2D & EREELN—F 4 > a v T8I KEK B IV 5 ¥ 2 M, KEK,
DEK. LUKS ¥—%&, ¥+ 7~ A7, LUKS #inEk S5, KEK & DEK & LUKS 7 — X 58 H X
NEY T A7 %R, KEKEEBEHIYFF AN, LUKS #% &3 LUKS 57— X 23 % 12 153
IRFET SSD I/ fFE N5, 3 FCS_KDF_EXT.1 (24 > T KEK & Hifi & ARG St ¢ KEK &
HHIYTHF A Mro 128bit @ KEK 254 U €TV ICRFET 5, KEKEHHaI Y TF A+ %
HUEEA Y X% FCS_COP.1(fIZHE - THAM B ST 5 X, LUKS ##% &8 LUKS 7—
213 FCS_COP.1(f)izfi > T KEK Tl Bb T N, TNENDORE S UIE S N—T ¢+ > 3 VEHDE
L~y X DR E DA B SCRBCTHRF S NS, RBICE RN SLERELERI LS W iziE 5
fERX=F 1> a il T 7 ANV AT LEEKRT 5,

TOE JRAETIXAEIRFIZ FROM % & KEK & H i & SRR S LB 2 S U TR X £ ) ITRET
%, IZHEBAL N —T 1 ¥ a VIREHDER A~ v XHHIED» S5 CREO KEK i HI Y T A M2 &
L5 LUKS # % &€ LUKS 7— X OG5 X & Gnd il U CHEFEME A € VIR 7T 5, KEK &l
HaysxA %2 E8HE5XE FCS_COP.1(H)IZft > THMEIG S/t cE S L, KEK BEdiHa Y7
¥ AN ZEREMEA TV IEEFET S, RIZ FCS_KDF_EXT.1 124¢ - T KEK 3 ik & SbDR G S bk &
KEK EHHIa T F X 25 128bit O KEK Z &8 H UHFEME X € VIZRFET 5, IRIZ LUKS #z &
& LUKS ¥ — X OG5 % FCS_COP.1(f)i2f¢ > T KEK TS L. LUKS ¥ —& & LUKS % ff%
PEXEVIZRFET 5, LUKS #1Z LUKS T— 4 o8 U727 A2 % XOR UL TCTEH L7z DEK %
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74.

HAMAEVICRET S, 2O EOWNMTEB U7 DEK % H\W TE#E 5o
FCS_COP.1(d) Izt - 7= 5L L 5D E N 5,

@ AU T N—F4vav

TOE D A7 v TEREM, TOE OFEFHMEA TV AV 2B UL ZITEBEEDERNWT—X (AT Y TT Y
FNF—=2%&) 2RGFETER=T 1 a v THE, ATy TRX—=F 1 ¥ a i d 5 EENESL
BEREIZ AT w T R—=F v avik~xo v T2 ZICfhEINb, ZONRX—=T 4> avDATY TT
TANVATLAILEEZERAENEZTARTDODATY T I NT—RBLUPAXTFT—XIF, &7
FCS_COP.1(d)izft» THEF LI NTH S 70y 2 FNA AR T4 N EKH L T SSD IZHE 5 CIRRET
REENE, ZNZED AT TTY M T—RIZHHAEXET — X B LIOMED TSF T — 2 BEEH
55564 Tdh->TH FDP_DSK_EXT O 4t 5, Gl UMEECIXH O FIEIZ L b FCS_COP.1(d)
> TEESIN, ATV TT7 I M T—RITECREBTT7 7 A VY AT LD 6EAH I N5,

TOE &M 5 L O TOE REDEFIFIZ AT v T R—F 4 ¥ 3 OB #EA G S LEsE = G T 5,
FCS_RBG_EXT.1(b)iZfi > T CTR_DRBG(AES)% W TR L 7z 128bit DELEE AT v T/X—F 1
va v DEK & UCHFEMERAEVIZHEEFET S, TOAT Y T)8—F 4 ¥ a3 v DEK % W\ TEEN
G5 LBRED FCS_COP.1(A)IZf s 7= S b L M h I b, ZTOHLEATY T T 7 A VT AT
LEERLUTAT Yy FR=F 4 a v UCOMHZBAT %,

® [T fbE Nn\ G

SSD OB N WHERIX, 77— bha—X, X=F 1Y arvr—7L, FHEXET—XB LU0
WD TSF T =X TRWT =R E2HNT 2 —F 1> ay, FIHEXET—XB XOMED TSF 57—
REKGNT B8 —T 1 ¥ 3 VIREHOEHA v X B O R SLFIRTH 5., £ b M 1E SSD ©
BWG AL NN =T 1 > a3 VRO IMIiB WAy KHESTH O, S5 OREBTHRIEI N TV S EH
Ay RIZHHED S 1KIB 225 D 1KiB, B 5 SCREETIRFE S T WS LUKS 7 — X 136D & 4KiB H»
50 64000 N1 R TH B, EHEA Y XFHEIRO T N OEBILE 5L E AR W TH 503,
DT — XBMRFEIND Z LT,

(BE3# 9 5 TSFI)
s BEARF s a s A Y R—LAEE, J¥—, DATZATIE— AF ¥V, DATZAARAFY U,
77O ARE, TV, VaTRABLTRITRR, HHEHERE
- TopAccess: HZ MY, YaTJAT—RA, THAU VM, —H—EHl HHEEDT
s TVVR—=RIAN=: TV PERIZFTEAI 0 Z2 T —A
- ZTOf: PSTN 77 VAL VR T 2 —A

A MU=V GBRER)
BUFIZA b L — VRS AL TR L 72 24FD.1 £ D.4IZ BT 2 ZRIERR 2 50iE 5 5,
FCS_COP.1(f)

TSFik, FECREOEHA Y X (KEKEHHI Y TFA M2 ET) EECREBOLUKST — 4 (LUKSH#E

EET) ITHTHMIE . SSDD S ARAA LS CREBOEH Ay X (KEKEHHAI Y TFFA N2 E
) LIEESUREEOLUKST— & (LUKS#%2 &) ioud 30 iz HWSs 5,

TSFI, TOEK &R IFFCS_KYC_EXT.1DTSSIZHE > THRRL U 72 128bitD JEMRHEE SAL#E 2 v, X

IREOE I~ v X ZISO/IEC 18033-3DAES & ISO/IEC 10116DCBCOMAHHEIZ L SHAES-CBC
TS L. WS SORBOEE A v X% SSDIZIRFT 5,
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TSFI%. TOEHK &K IZFCS_KYC_EXT.1DTSSIZHE > TH A L 72 128bit DKEK Z F ., Y SCIREED LUKS
7 — & %#ISO/IEC 18033-3DAES X ISO/IEC 10116 DCBCOMAEHEIZ X 5AES-CBCTH; Sk L.
5 SCIRREED LUKS T — X 2 SSDIZ/R1E T 5,

TSFiZ. TOEIRBED REIIFIZ IZFCS_KYC_EXT.1DTSSIZHE > TFROMD: 5 Fn A A 72 1 28bit D Ak}

G R AL A . SSDA 5 B AR A IS SURIED B~ v X Z21SO/IEC 18033-3DAES & ISO/IEC
10116MCBCOMABHLHIZ L BHAES-CBCTHEE L, FEXREBOEM A~y X ZHFEMERA € V) ITRFET
60

TSFIX. TOEREDEFIZ IZFCS_KYC_EXT.1DTSSIZHE > THEL L 72 128bitd KEK % FH >, SSD#A
5 EE AR AT B SXCIREED LUKS T — X #1SO/IEC 18033-3MAES & ISO/IEC 10116 CBCOM AL
HHIZE BAES-CBCTHESE L., EXRIEEDLUKST — X ZHFM: X € ) ITMF42T 5,

(8% 3 5 TSFI)

- BRIE SRV EIRF —
- Ml AL VAL v T

FCS_KDF_EXT.1

TSF 1%, NIST SP800-108 ® A1 > X —E— K KDF TH-> T, £®D PRF {2 FCS_COP.1(h) CHiE X
NBHPLFE Ny ¥ 2B E LT HMAC-SHA-256 % AW T 128bit ® KEK # &3 %, NIST SP800-
108 ®H v v &X—%F—FK KDF NDO A HDOH 7 v A7k, FCS_RBG_EXT.1(a) T £ \
Hash_DRBG(SHA-512)% FI\WW T4 L 7z 256bit OELEZE 128bit 3 D124 #] U 7z KEK & Hi & fHAf
LG = AL & S U 72 256bit 2 Ky & L, FCS_RBG_EXT.1(b)iZf\» CTR_DRBG(AES) % i\ T A4 ik
U728l & % 256bit ® KEK EHH I Y7 F A M % Context 35D T, ik 128bit D& F 2V
T4 BEDSMEMET S, 22T Ky & Context 1325 5% FCS_RBG_EXT.1 TH&E & 17z RNG »°
B U T A2 THHDT, SFROERZIET 5,

TOE s 1E, KEK E i & SEbPHg 5 (L 2 58k U 72 266bit & KEK HHH 3> 7% 2 h & TSF
DASIDOH T AT IZHWS, TOE % E#DOEEIRFIZ X, FROM % 5 Hidii A 72 KEK 3 H & iR
G5 L % HAE U 72 256bit £, SSD 2 St Lz E X285 L7z KEKEHH I Y 7% X b % TSF
DATIDY T AT IZHNS,

(BH3# 9 5 TSFI)
s BENS RV EBIFY—
C FOM o AL ALY F

FCS_SMC_EXT.1

TSFix., TOEZR W IXILUKSH#EZ 4K 572812, 128bit®DEKIZ128bitd ¥ 7w A2 #XORL T
128bitdLUKSH#E# k3 %,

TSFiX. TOEJREETOMRENFIZIZIDEKZ KT 5 7-H12. 128bitd LUKSH#IZ 128bitD Y T XA 7 %
XORUL T128bitdDEKZ A% d 5,

(BH3# 3 5 TSFI)
C EEN IOV BIEY —
S FOM o ARy F
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7.5.

FCS_COP.1(h)

TSF 1%, KEK HEHifk e GRS bit e KEK EHH I FF A 25 KEK 283 30,
FCS_KDF_EXT.1 O#ffE Ny ¥ a Xy —VHEBOEHEIZ, ISO/IEC 9797-2:2011, Section 7
“MAC Algorithm 2” ; ISO/IEC 10118 (Z#:#l L 7= HMAC-SHA-256 % {#if1 3%, HMAC D#E X
256bit, Ny ¥ 2 BIE SHA-256, 7w 7 £k 512bit, 71X N b MAC Eif 256bit TH 5,

(B83# 9 5 TSFI)
- BESRIL  EBIFEY—
C FOf AL VAL F

FCS_COP.1(d)

TSFiZ, FIHEXE T —ZBLUOMBEOTSFT— 2B I U0ETNS ICHEET 237Xy TE 2 Z 212
DM THNESSDORE S/ NN—TF 1 ¥ a VIZEERAL E SITERMICKES{LE2ITS5., AL —VREE
LDRE S /A& UTSSDADEZAAT — X OIS ESSD 6 DAt U T — X D5 % E Iz T
572, TOERETORE I IZFCS_CKM.1(b)IZfit > THAEK T 1 72FCS_KYC_EXT.1 THREI N5
128bitd® DEK % §##iZ i\, ISO/IEC 18033-3MAES ¢ ISO/IEC 10116 DCBCO#MAGHLHIZ L S
AES-CBCTH; 5k L 05 2 F475 5,

TSFiX, AAM VARV NRSATY TT I NINIZATY TT7 I RT—=R%ESSDDOAT Y T)R—=F 1 ¥ 3
VIZEZIAD L ZITEBRICEESEETDS. A ML —UREORE AL UTSSDADEEIAAT —
RDOESESSDN S DHAL LT —XDESEZEHRNITITS 720, TOEIRFE T D k&I 12
FCS_CKM.1(b)IZft > THAEK SN B 128bitD A7 v T )X—F 1 ¥ a VHDEKZ#IZ A\, ISO/IEC
18033-3MAES £ ISO/IEC 10116 DCBCOHM AL HEIZ L HAES-CBCTHE BB K OEE 27T
5,

(BH3# 9 5 TSFI)

s BERRV v Ty R LM, A=, DATZATIE— AF ¥V, PATZAATY VU,
Ty O ARG, TV, VaTREBLa SRR, BHERE, BEF—

» TopAccess: @7 A Y, VaTAT—RA, TAHAUY N, -V —EH EHEHRE

s TV VR—=RIAN=: FY U MERIZTEI VX T 2=

ZOfh: ZDf: AL ALy F PSTN 777 AL VR T 2 —A

BEOKRE GEREMS)

DURIZEIREAED.21Z B9 5 Bk & Bl 3 5,

FCS_TLS_EXT.1

TSF (%, FTP_ITC.1 2R § &Y — N — & Oif{Z K FTP_TRP.1(a)/FTP_TRP.1(b)IZ RS 27 54 7 >~

N PC & D12 BT, TLS #@(5 % ¥ K — 19 5, TSF 289 H— h % TLS i#{3 1% TLS1.2(RFC 5246)
Th5,

e TLS_RSA_WITH_AES_128 CBC_SHA
e TLS_RSA WITH_AES_256_CBC_SHA
e TLS_RSA_WITH_AES_128 CBC_SHA256
e TLS_RSA WITH_AES_256_CBC_SHA256
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TSF22 547~ hPCLEET 25 GDEIE

TSFi¥. FCS_RBG_EXT.1(b) & U'FCS_CKM.1(a)izfé\y, TLSi#fE THWARSAD U — /8 —
WEHES L ONFEBEZ £ T 5, FCS_COP.1(b) KO FCS_COP.1(c)IZHEV, Z DR L N
yYa7ha) ALEHWTY —N—(IHEDELE ERT 5,

MEDOEET — 2 2 LG T 2 HEILUTOEY TH 5,

< TSF &, = N—MEHEEZHNT, 277147 b PCH5ESNTE 72 RSA AFHEETHS
fEENTVWBREDRE % HE ST 5, FCS_COP.1(c) XU FCS_COP.1(g)iZfiE\, A v+ —
VIR D 7= DFEAF N > v Z(HMAC) 2 W T, BBEBEOIEN S &y ¥ a V> HMAC
D% EKT 5,

TSEA, WET — R DB SL R OMEEZE T 5 HIEIIATO@ED TH 5,

< TSF &, FCS_COP.1(c) k' FCS_COP.1(g)\Zft\». HMAC O#E% H\W T, #fET—X D
WEMGEZ1T S,

< TSF (%, FCS_COP.1(a)lzfit\ . AES-CBC E— K Cil{EF — X DI B R OEE %475,

(B389~ 5 TSFI)
- FTP_TRP.1(a). FTP_TRP.1(b)® TSFI I2#:¥°3

TSFRKEY —N— & O\BEELT

& DEE

2%
TSEA, MY —N—nP5oRONTE Y —N—3EHED TV XIVEL ZRGET S FTEITEA
TO@EYTH5,

<% TSF &, FCS_COP.1(c)IZft WY — N—GEHEREED 72 DNy ¥ 2l %GR T 5,

% TSF I%, FCS_COP.1(b)IZfit> RSA BAMILIZ & 0 ¥ —N—3HEO T Y RIVBEL 265
MDD Y — N —ZEERIED 72 DNy > 2 ffi & s 2 2 & TH — N — RO kE

MREEZ1T S,

RBOILBT — 22 £E6T 5 HEEIUTOBEY TH 5,

< TSF X, v ¥ a v HMAC O#% £k T 5725, FCS_RBG_EXT.1(b)IZf > T
OEB A ERT 5,

4 TSF &, &Y —N"—0oXkoNTE Y —N"—3EHFIZEENS RSA [F#ZHWT,
MEOEIE ;5L S 5, FCS_COP.1(c) T FCS_COP.1(g)iZft\, A vt — VFRiED /-
SDOFELI Ny TV Z(HMAC) % W T, BBEDELED 5 & v ¥ 3 VX HMAC O# % £k
ERSE

TSFDS, 5T — X DG SR OMGLEZ § 5 HikIFLLF D@D TH 5,

< TSF X, FCS_COP.1(c)% U FCS_COP.1(g)izft\v, HMAC O#tZE AT, BET—X D
WEIMGEEZ 1T,

< TSF i&, FCS_COP.1(a)iZfit\», AES-CBC £— K CEET — X DR SR VES 217>

(589~ 5 TSFI)
- FTP_ITC.1 ® TSFI Iz#3 3

Copyright 2024 TOSHIBA TEC. All rights reserved.

68/87



7.6.

TSF22 54 7~ hPCLIPPSZ W TCHEE T 5 5HE DEIE

e TSFIX., FCS_RBG_EXT.1(b) %X U'FCS_CKM.1(a)lZf\>, TLSHE#(E THWHRSADH — /38—
MEgEs L ONBEE AT 5, FCS_COP.1(b) k' FCS_COP.1(c)IZfE\W, T OREHE L
vy a7 haAV ALERCTY —N—FIHEOELEEKT 5,

o TSFIE, ¥—N—MEEZHNT, 7747V FPCRLHIEONTEZRSALFBETH S/IX
NTVWBEMEDREZHEST 5, FCS_COP.1(c) X UO'FCS_COP.1(g)IZft\\, A v+ — ViR
D7z DHSF N v Z(HMAC) 2 FHWT, BEOIE» Sy > a VHEPHMACO# % 4

SRR
e TSFiX, FCS_COP.1(c) % U'FCS_COP.1(g)iZft\\, HMACO#% T, &@fE 7 — & DikE
MEEZIT D,
e TSFiX. FCS_COP.1(a)iZf\ >, AES-CBCE— R Tilf§ 7 — X DS R OEE 2175,
(B9 % TSFI]

s TV VR=RIAN= TV MERIZEFT A VAT —A

FCS_HTTPS_EXT.1

TOE &V E— MHE & 2 BEHH@EEN AR T 572012, RFC2818 iZ#& L7- HTTPS 1o b O
NEFERELTWS, /-, FCS_TLS_EXT.1 THEEI N7z TLS 71 b a)L % H /- HTTPS (g % A8t
129 5%HI2L Y FCS_HTTPS_EXT.1 2B L TW3,

(BE3% 9 5 TSFI)
« TopAccess: HZ MY, YaTJAT—RA, THAU VM, —¥—EFHll HHEEDE

FCS_COP.1(g)

TSFiX, TLSJEEFICBWTHEDELEL 52 v ¥ a VEYHMACO# % £k 3 2 WIERIZ & £ 5 HMAC
TIN5, £72, TSFIXTLSEE ICB W THEET — X OREMRGILE T 572D DHMACTHH I 5,
FIPS PUB 198-1. [The Keyed-Hash Message Authentication Code |, &% U'FIPSPUB 180-3, lSecure
Hash Standard] %7z 3 X v & — YV REETHEEN160bitOHMAC-SHA-1, X v & — Y EKRTHEED
256bitHMAC-SHA256 24 > THM Ny a2 X v v —VRBIEIXET I NS, ZOBICHHI BN
v ¥ a i, FCS_COP1(c)ift>TWwWd, ZhiZk b, FCS_COP.1(g)lxFEHI N5,

(B8:# 3 5 TSFI]
- FTP_TRP.1(a). FTP_TRP.1(b)¥ &' FTP_ITC.1 @ TSFI iZ#9 %

BEET Y 77— GRIREMH)
BUF IS SR ZED.312 BT 2 B R 2 Al T 5.
FCS_COP.1(c)
TSFiZ, M RO3OMEIZ AV 5h 5,

TSFiZ. FPT TUD EXT.1IZBIF 2577 —L 0 xT7 D7 Y 75— OBRIZT77—L Y7 DEEM 2K
HETBEDIT,. 77— LT TICETIVRNVBABRBRITITONS, TOBEE Ny ¥ 2L, ISO/IEC
10118-3:200412 &3 2 SHA-2561Z /it > T\ 5,
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7.7.

TSFi%. FCS_TLS_EXT.1IZfEWTLSH#{E DY — N —FEAE OB A E L E 72 1 3REEC T 5, £ DERICfliDb
naME Ny > 2B, ISO/IEC 10118-3:200412 489 2 SHA-1, SHA-256, SHA-384 X IXSHA-
51212 > T\ 53,

TSFIX, J@E T — 2 D522 MiF 3 2 B2, FCS_COP.1(g)IZE WM Ny ¥ a X v & — VFBEE % F17
T3, ZOBIZHbNBEES Ny ¥ 2 BBUL, ISO/IEC 10118-3:200412 423 %5 SHA-1 X U'SHA-256
2> T\W3B,

PAEX Y., FCS_COP.1(c)ixFEHEI N3,

(B93# 3 5 TSFI)
- FTP_TRP.1(a), FTP_TRP.1(b)¥ &' FTP_ITC.1 IZ#:4 %

FMAET— 2 R#&
M2 27 5 AFDPOZHHIZ IS 2 ERLhkZ ik 3 5.
FDP_ACC.1/FDP_ACF.1

TOEW, 2— ¥ —XFET X AOT7 72 Aflflile, 2=V —XET — XOEIEADT 7 2 Al %2175,
A=Y —XET —XADT 72 AHEIE, ZOXET — XM I hiza—F—ID&, vl 1 Tl
MEREE N A=Y =D A=Y —IDP KU GBI DOAT 7L AEFAT 5, £z, 2—H—XHD
BEANDT 7% A%, Table 145 & U'Table 156 CREND AL B D, 2= =D DK ENZHE W,
BENERT NS,

FCC_ACC.18 X UFDPAFC.1IZTERD 7 7 ¥ AHHIZ & > TEESI LT W3,

Table 24 D.USER.DOC O 7V > b 7 2 & AHi#
EAIIREE - UADMIN(a)¥ UNORMAL(a)% 7V ¥ h 5 XEDHAD
VaTdpaHE e LTEGIT S,
- HHOBAULZXEOMES 2T 5,
- HEOHBEA L7 XHEOWE ST 5,
- HEOHA L7 XEDOHIRIZITT 5,
U.ADMIN(a) - TV U NTEXEDEAERTHT B,
D= =R EALT) VN XEOMEERERT 5,
MDD =T =AU T N XEOREEIERT 5,
MDA —F—DMEAEL =T v N XEOHIRE BT B,
U.NORMAL(a) - TV U NTEXEDEAETHT B,
D= =R ALT) Y N XEOMEERERT 5,
MBI —F =AU TV P XEOREEIERT B,
- MDA —F =ML =T v N XEOHIREES T 5,

U.ACCOUNTMANAGER s TV U NTBEXEORAERERT B,
U.FAXOPERATOR c BTOBALET) v N EOMEZEAT S,

U.ADDRESSBOOKOPERATOR | « £ TOHALLZTY) v b XEOWUEZEERT 5,

- BTOMRGFELETY Vb XEOHIREZIEST 5,

AL — P — - #AlX N7z UADMIN(a), UNORMAL(a)»* 5 7V > b X&E
DEANTHT 5,

- BTOHRALET) Y M XEOHMEZERT 5,

- ETOHRALEZTY Y P XEOREZESRT 5,

- BTOMRGFELET) v b XEOHIREZIEST 5,
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(B 3 5 TSFI]
- SRV TY Vb
- TV VR —=FITAN—

T MNERIZHTES VAT — A

Table 25 D.USER.DOC DA ¥ ¥ > 7 7 ¥ 2 §Ifd

a—H— 7 7 & AR
Y a THE# - UNORMAL(a)2 A¥ ¥ VT 5 XEDHADY a TiEH &
L CHIMT 5,
c HEP A v v UZEiGOBE%2HAT 5,
- HEDRZAX v U UEEGHRORE S L OHIBRIZHTT 5,
U.ADMIN(a) - AF Y VT LENEORAETAT D,
s D= =D 2AF Y VU EGROMEEIES T 5,
s BTOIA—Y—=DRAF ¥V UZEEOREIZESRT 5,
- BHEOZAFX ¥ v U-HEGOHIRIEFHFTL, hioa—F—n=A
v v UEBROHIRITIES T 5,
U.NORMAL(a) - AX ¥ VT ENEOHRAEHAT D,
s D= =2 F ¥ VU EGROME RIS T 5,
s MDY —DZAF ¥ U UEBEONE S L OHIRIEIES T
%,
U.ACCOUNTMANAGER - AX v VT ENEOBRAREAT S,
UFAXOPERATOR c BTOAF vy Y UZHGROME2EST 5,
U.ADDRESSBOOKOPERATOR | + £ TOD—H—=22AF v v LZBEHEONE B & OCHIRIZES
T3,
RIRGEL— Y — - AFX v VT ENEOHRARZELT S,
- BTOAF vy UZEGOMEZEST 5,
c BTDAFX vV UEEGHORE S L OHIRIZES T 5,
(BE3% 9~ 5 TSFI]

C PBERRN Ay v, DATIARTFY YV

Table 26 D.USER.DOC ® 2 ¥—7 2 & R4l

a—HY—

EWAIYEES

- U.ADMIN(a)¥ UNORMAL(a)% 2 ¥ —9 3 LEDEADY

- HEPHRU7ZZa ¥ -0 2T 5,
- BEDPRELZEBROBRL 2R T 5,
© HEDRAE L EROEIRZFF T 5,

7 7 & AR

a A #E & U TEHIMIT S,

U.ADMIN(a)

- AV —FEXEOHRAERHAT S,

s DA —F =D av— U EGOMEEZIES T S,
i —YF - — URFE L ZEROBLE 2 HET 5,
- DI —F = a ¥ — ULRIE LU 72 BIR D EIBRZ A9 5,

U.NORMAL(a)

- AV —TAXEOHAETAT S,
O —F—AaV— U AEROMEEREST 5,
LD A=Y =PRI UIRFE L ZEBRORE 2 ER T 5,

s D3 —H AT — ULREF L BB OHIFRZ 55T 5.
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Ep—— 7 26 A BUHEHA

U.ACCOUNTMANAGER - AV —FTE5XEDOHARZELT 5,
U.FAXOPERATOR s BTOIY-L7ZHEGOMEL2EST 5,

U.ADDRESSBOOKOPERATOR | + £ THD IV —UIREL ZHGEORE 2 HET 5,
- BTOIAY—UIREL 2 HGOHIRZ ST 5,
RARGE L — Y — - AV—FTENEORARERT S,

- BTOIE—-U-HGOMEZHEST 5,

- BTOIAE—-UIEFELZHEORE 2 LT 5,
- BTOIAY— UIREL 2 HGOHIRZ ST 5,

(E8# 3 5 TSFI)
BRI O —, ATATIY—, YVaTERBIVOIERER

Table 27 D.USER.DOC D7 7 2 ZEE T 2 & AHl#H

SieGis | 7 2 & A B
VAV EE - U.ADMIN(a) ¥ UNORMAL(a) & UFAXOPERATOR % 7 7
I AEEXEDY a THRAEH L LTERT 5,
c HEPRAFX vy v UzliGOMEL2HT 5,
- BEDPRELUVZBEBRORE LT AT 5,
- HEPRAF LU BB OHIFRZF S 5,
U.ADMIN(a) - 77 D ARENEOBRAEHAT D,
DY —DAF vy VEHBEOMEEELT 5,
s D= —DEFEL - BEORE AT 5,
« D2 —H —DURAE L S RO HIBRZ FF T 5,
U.NORMAL(a) - 77 D ARENEOBRAETAT D,
U.FAXOPERATOR s D=V —DAF ¥ U U EROMEE ST 5,
s DT —Y—=DMEE L R ORE RS T 5,
« D2 —H —DURAE L S HRDOHIRE T T 5,
U.ACCOUNTMANAGER - V7 D ARENEOBRARELRT S,
U.ADDRESSBOOKOPERATOR | « £ TDA¥F ¥ Vil DOME 2HG 5,
- BRTORELVZHBOREEIEGTT 5,
- BTOREF LU ZEEDOHIREZER S 5,
RIRGEL— Y — - V7 D ARENEOBRARELRT S,
- BTOAF v VEHBOMEZELRT 5,
- BTOREFELVZEHBOREEIEGTT 2,
- BRTORGF LU EEOHIREZER S 5,

(F83#3 % TSFI)
s BEARRI L T 7 P AEE, YVa TRABLOOIRR
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Table 28 D.USER.DOC 7 7 7 2A%(87 7 & A HIH

a—— | 7 7 & AR
EWAREES - U.ADMIN(a) ¥ UFAXOPERATOR % 7 7 7 AZfZXED Y
a JiiEH L UCEIMNIT B,
c BTDT 7 7 AZEXEOMES X UHIRMZ#FT T 5,
c RTDT 7V AZENEOREEELT 5,
C RTDT 7 I AZEXEDOHIRET AT 5,
U.ADMIN(a) cBTDT 7 7 AZBIE A —DBEIC LS TREE2FT
U.FAXOPERATOR %,
- BTDT 7 7 AZEXEOMES X UCHRMZ#TT 5,
C RTDT 7 I AZEXNEORLEEELT 5,
- RTDT 7 I AZGEXEOHIREFAIT 5,
U.NORMAL(a) c BTOT 7V AZEFRI - — DI L ST %EE2TTT
U.ACCOUNTMANAGER %,

U.ADDRESSBOOKOPERATOR

c BTOT7 7 7 AZEHGEOMES L CHIRIZEG T 5,
s BTD7 7 AZEHBEORLZHELET 5,
s BTOD7 77 AZEHBEOHIRZHELT 5,

RBGFL—Y — c BTDT 7 IV AZEFI—F—DEEIC L ST E42LAT
5,
s BTDT 7 7 AZEEBGEOHES L OCHIRZEL T 5,
s BTD7 77 AZEHBEORELZHELET 5,
- BTCDT 7 7 AZFHEGEOHIREHEE T 5,

KL c BRTCDT 7 I AZEXEIa—Y—-—0EFIZL 59 TOE ©
W SZEI NS,

(E8# 3 5 TSFI)

YA O Ry ) IV N

- FOM:PSIN 77 VAL VR T 2 —R

Table 29 D.USERJOB ® 7)) ¥ v 7 27 & Akl

a—HY—

EWAIYEES

7 7 & AR
- U.ADMIN(a)¥ UNORMAL(a)iZFHE M7 v NEF LAY
a7OYaTdmaEE LTEMITSsNG,

U.ADMIN(a)

- TV NV aTOEREHTT S,

c BTOT) NV aTOMERHAT 5,
c BTOT) bV aTORERERT S,
- 2TOT) vV aTdORMELEHTT S,

U.NORMAL(a)

« VYNV a TOEREHTTT S,

c BTOT) NV aTOMEEHTT S,

c BTOT) bV aTOWRERIERT S,

- HHOT VY Y a TORIE UIEFF T 205, flioa—H—
DT Y aT7OBIEUIRIERT 5,
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Ep—— 7 26 A BUHEHA

U.ACCOUNTMANAGER
U.FAXOPERATOR
U.ADDRESSBOOKOPERATOR

- TV UMY aTOERERET S,

- 2TOT) v VaTOMERHTT S,
- BTOT) Y bV a TOWRLERIELRT S,
- BTOT) bV a7OHHELEHREET 5,

KR —

- @M X N7z UADMIN(a), UNORMAL(a)iz &3 7Y v hY

- VYNV aToEREHFTT S,

- BTOT) vV aTOMERIERT S,
- BTOT) Y bV a TOWRLERIELRT S,
- BTOT) bV aT7ORHELEHEET S,

a 7 OMERIEEF TS 5,

(B9 3 5 TSFI)

s BESXL Y U, VaTRRABIORIER

+ TopAccess: ¥V a3 7 AT —X A
TV RERIIHTHA VAT —R

s TV VR =RITAN—

Table 30 D.USERJOB DA ¥ ¥ »7 2+ A&

T 7 2 2GR

Ya TiE#H

- UADMIN(a)& UNORMAL(a)IZHENRAF ¥ VFEF LY

a 7DV aTEAEE LTEINITShD,

U.ADMIN(a)

- AF YV a TOEREHT AT B,

- BTOAF Yy rYVa7OMEEHAT 5,
- BTDAF YU VaTORERERT S,
- ETDAF YV a 7ORGELZH AT 5,

U.NORMAL(a)

c AFX v rVa Tl OEREDTTT S,

- BTDAX Y Ya 7 OMER2HTT 5,

c BTDAF YU VaTORERERT S,

- HEOAFX ¥ >V a JOHGE UIEFHAT 50, o —+—

DAFx Y vYa 7O UIXEST 3,

U.ACCOUNTMANAGER
U.ADDRESSBOOKOPERATOR
U.FAXOPERATOR

c AF¥ Y vV a TOEREERT S,

- BTOAF Yy Va7 OMEEHTT 5,
s BETDAF YUV a TORERERT S,
- BTDAFXF Y YVa7ORNELEHEET S,

RdE L — —

c AF¥ Y vV a TOEREERT S,

c BTOAF Yy YVa 7 OMERIESRT S,
c BETDAF YV a TORERERT S,
- BTDAF YU YVa7ORELEHET S,

(B83# 9~ % TSFI]

s BEARRL  AF YV DATZAAF YV, VaTdRRBIOOIRR

« TopAccess : Y a 7AT—R A
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Table 31 D.USER.JOB O a ¥ —7 2t 2 &i#f

a—¥F—

Ya TiEH

T 2 & AR

- UADMIN(a) UNORMAL(a)Z HEMNEF LI -V 3

TDYaTdiaEE LUTENITS,

U.ADMIN(a)

- aA¥—Va TOEKEHAT 5,

- BTOAY—Va T TOMERZHAT 5,
- BTOAY—Ya TOREZELT 5,
- BTCOIAE—Va7ORMLE2HTT 5,

U.NORMAL(a)

- aAV¥—Ya TOEKEHAT 5,

- ZBTOAY—VaTOMERZHAT 5,

- BTOAY—Ya TOREEELT 5,

- HEOIVY—Ya TORMWME UIREFEAT T, ioa—¥—o

I —Y a3 TOEH LIS T 5,

U.ACCOUNTMANAGER
U.FAXOPERATOR
U.ADDRESSBOOKOPERATOR

- A=Y a TOEREEST 5,

- ATOaAVY—YaToMEEH AT 5,
- BTOAY—Ya TOREEELT 5,
- BTOIVY—Ya7ORELZEST 5,

R —F —

- A=V a TOEREEST 5,

- BTOAVY—VaTOMERESRT 5,
- BTOAY—Ya TOREEELT 5,
- BTOIY—Ya7OHMEL2EST 5,

(BH3# 4 5 TSFI)

s BEARRI O = DATZATE—, VaTRRBLOTIER

- TopAccess : ¥V a 7 AT —&X A

Table 32 D.USER.JOB O 7 7 27 AR(ET 2 & A5l

a—F—

EWIVEE

7 7 & AR

- U.ADMIN(a) & UNORMAL(a) & UFAXOPERATOR % H&

MEFTUET 77 AREYa 70y a TiaE & LTINS
50

U.ADMIN(a)

c Ty O AREY 3 TOEREHTT S,

- BTCOT 7 7 AREY a TOMEZIAT 5,
c BTCDT 7 7 AREY a TOREZRESRT 5,
c BTDT 7y 7 AKXEY a TOBHE L 28§ 5,

U.NORMAL(a)

« Ty O RREY a TOEKRE DA 5,

c BTDI 7V AREY a TORERTT 5,

s BTOT 7 7 AREY a TOREZRELRT 5,

- BEO 7 7 7 AREY 3 TOHGHE UIZFF T 55, Mo 1—

F—D7 7 7 A%EEY a TORHBEUIZESRT 5,

U.ACCOUNTMANAGER
U.ADDRESSBOOKOPERATOR

- Ty O AREY a TOEREERT S,

c BTDI 7V AREY a TORERTT 5,
c BTDT 7 7 AREY a TOREZRERT 5,
c BTDT7 77 AEEY a TORH L 2T 5,
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Ep—— 7 26 A BUHEHA

U.FAXOPERATOR

s Ty AEREY a TOMEREFAIT B,

- BTCDT 77 AEEY 3 TOMEIXHTT 5,

s BTDT 7 7 AREY a TOREZREST 5,

- HEO7 7 7 AKEY a TORE LI § 525, flioa—

Y—D7 7 7 ARMEY a 7OHHE UIXEST 5,

REBFE L — Y —

- Ty O AREY a TOEREELT S,

- BTOT 7 7 AREY a TOMEBEZ2EST 5,
s BTCDT 7V AREY a TOREZREET 5,
c BTOT 7 7 AREY a TORHE L 287 5,

(B83# 3 5 TSFI)

 BERRI Ty P AKE, YVaTRRBLOOIER

« TopAccess : Va7 AT —X A

Table 33 D.USER.JOB DO 7 7 7 AZAZ 7 7 ¥ AHilfl

S 7 7 & AR
ENAIIREE - U.ADMIN(a) ¥ UFAXOPERATOR % 7 7 2 A2V a3 7D
YVaTia#HL LTERMNT S,
U.ADMIN(a) AP DRI STETCDT 7 I AREY 3 TOEK%E
U.FAXOPERATOR A B,
c BTCDT 7 IV AZEY a TOMEZIAT 5,
c BTCDT 7 I AZEY a TOREZREST 5,
c BTDT 7V AZEY a 7ORMLZEST 5,
UNORMAL(a) AV —DFEICESTETDT 7 7 ARG 3 TOENZ
U.ACCOUNTMANAGER A B,
U.ADDRESSBOOKOPERATOR | « £ TD7 7 7 A%V a 7OME2HEET 5,
s BTDT 7 I AZEY a TOREREET 5,
- BTCDT 7V AZEY a TORHE L 28T 5,
RARFEL — Y — AP —DREILL ST ETD T 7 7 AZIEY 3 TOMEHRZ
AT,
c BTDT 7 I AZEY a 7OMEREST 5,
s BTCDT 7 I AZEY a TOREZREERT 5,
c BTDT 7 I AREY a TORM L 2HESRT 5,
(BH:8#3 5 TSFI]

s BERFL YV a TRAEB IO O SRR

« TopAccess : Y a 7AT—R A

- FOM:PSIN 77 2 AL VR Tz — A

PSTN7 7 2 A-% v b7 — 27 D43 B

PARIZ St & MHAB2BAHIZ B S B E Rk 2 5l 9 5,

FDP_FXS_EXT.1

T7IVAETLDEEEX. 77 2 AEGBBEIVOT7 77 AZEDATH S,
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7.9.

TOEDT7 7 VAL VR 7z —AlE W7 7 7 AL 7 7 V ANET — R OREZEOHAMHI N, %
@@@E%@77714V&71—1%@%Té$itm

TOED 77 7 AA VR T7 z—AlF, ¥ZE70 bale UTITU-THIL G3 DAY E— T3, FD7-
&, TOE & PSTN & Di@fz1d, 77&/’«7\:1 NaANEMSIZEZEOAZMNTEN, 72—ZA B DX
IV T —yarPlar UaWilBfElx, TAEDO 7 £ — XIZBfTEd@ET 7 — 1225729, TOE 3@
fElkRZ Yl T 5,

Zhizk b, PSTN & LANMO 7)) v UGz ELTW5,

(BH3# 4 5 TSFI)
s BERRIL L T 7 7 AEE
- ZOM : PSIN 7 7 2 AL VR T = —A

B & BRI
PURIZZ 5 AFIADQEMAIZ B4 3 BRIk A 3R 5
FIA_AFL.1
- TOE &, #AE XN B L TopAccess 76 2—H =207 1 VBB, mBIZRIIU -3t £ 72
T AT v hay ZEREO B J A Vi S A T REERIREIEAY, U ADMIN(a)iz & o TEE I Nz
E$ (1~30) 2L, ZX0a—¥—ID 2fre0iiay 277 v3 5,
oy 7O NRBEBIZAISI I —0ouv T NEMRT 588 % UADMIN(a) &
U.ACCOUNTMANAGER Z#2ft3 %,
(B3d# 9~ 5 TSFI)
BNV (-DAS- | VRN = /A G/
» TopAccess : O 7o v, BHHHEZE
FIA_ATD.1

- TOEZ., ¥FaVFa @ L Ta—¥—ID &%E 22— — IZBEMNITEHE UM T 5,

(BE3H 9~ 5 TSFI)
- TopAccess : T —H% —&H

FIA_PMG_EXT.1

TOE 1Z, 2 —H— %27 — RDBfk, ZEOKIZI—H — 27— R2RET LR RIS SE, <2
T—=REUTHEINDIXFRATIE, TIVT7 7Ry NOKIF, INF, BT, WG (+,-./:,="2
{1} AR=R) | RBEgEXF ((@#S ~ 0 t (). BROBMEIECE (FRAVEED T LT Y M E
T I VAREDYT 4 T ERFDOX T 7ML Table 16 218) TH 5., 72, UADMIN(a)iZ &k 5 T/NAY
— REUNEZ 156 XA BICRE T 2 HENARETH 5,

(B384 % TSFI]
- BRE NIV R — AW, B2 v, EEERE
» TopAccess: BT A >, TAT Vb

FIA_UAU.7

TOEIX, #ERSINVNS A=Y =N AT - N2 ANT 5, BIEEE EOANLFORDDIZZI —
XFEE LT “@" #FRLU., ANMUEXFIEFRERLRW, FHEBRIZ. Web7 I 7815 2 —H =58
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AT —REZANTBEEL. ANMUEXFORDDICREX T2 FRT S, -0, REXXFIIFEHT
575 0PIRELEZNERZERRT S,

(B3#9 5 TSFI)
- BERFV s
» TopAccess : B 1~

FIA_UAU.1/FIA_UID.1

TOEWX, =¥ =%l - FFET 522 ERT 2, 2—F—T ATV PDT—AR=A /LT~
YDA LN ETFIN, 2 —HF—IDENRAT — RN FEINT VNI LTy v LT —
RE—HULBRVWEAER A VIFESRI N, 2—YF—IZHEAL oY 7T M RRRI N5,

IIAT YV RPCHROETV UV R—=RIAN=%2ALTEFINE TV Y MOEGEIE, 7V Y a Tk
VaTdA—F—Da—H—IDIPNITEINTED, TOEIXT) v F Y a 7E2ZE LRI ZTDI—Y —
IDEHAL TV Y b AR—IVRFa—127) v bV a Ta2KNT 5,

F72. TOEWK., 77 7 AZETHHICIE. 77 7 AZEY a TOHMN B2 TDOTIZT 7 7 A%ZET
— R ZTOEIZ{#ET 5,

(B34 9 5 TSFI)
- BEAXL m oY
+ TopAccess : @71 v
s TVYBMNRIAN= TV RERIZNT A VR T —A
- ZTOM: PSTN 77 7 A4 VR T 2 —A

FIA USB.1
- TOE 1. #ALRAFIZRII Uz — Y — L 2 —HF—1D., &% % AT 5,
(BH3# 9 5 TSFI)

VA 9 = B
+ TopAccess : @71 >~

7.10. X aVUF s BH
UTRIZZ A FMT OEMHIZEIT 5 Bk Z il 9 5,

FMT_MOF.1
TOEIX, UADMIN(a)D&IZ, ¥ 27 F ¥ X IVOMRER T DA R/ Mxhi% e 2 Y 0 & 2 2 e % 24t 3
%,
(B9~ 5 TSFI)
- BRSO AEPREE
- TopAccess : ©&EHIE & E

FMT_MSA.1

TOEI}. U.ADMIN(a)iZ 2A K DHhe % 124t 2,
- 221D OfER. EE, Mo, Bk, T2 AE— b
- 2%EOFERK, 25, fad, JHifR, =7 AF—1

TOElZ., UACCOUNTMANAGERIZEA T O#EE % 219 5,
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- 23 —%—ID Of&E, T AKR—1
- UADMIN(a)% k< 22— —1ID OfERKR, £, Hikk
- U.ADMIN(a) % FR < &E D ERL. 25, HIFR

TOE!Z, UNORMAL, UADDRESSBOOKOPERATORIZBAF DH#rEZ 12465 5.
- HE O3 —H¥—ID Ofat
- HHOERFIOMEE

(B8:# 3 5 TSFI]
- TopAccess : 2 —H —&H

FMT_MSA.3

TOEI%, D.USERDOC#H & O'D.USERJOBLFHIZER S N B, ZDXFa ) 71 J@M0gHE e
LTxENEERLZZ—F—Da—F—IDEEM T3S,

TOEIX, D.USERDOC#H L U'D.USERJOBDEK I NBE, TDF¥aVF1s@EThHs1—H¥—ID
DOUIME%E FEE T BRI L 220,

(BE3# 9 5 TSFI)
s BERFIIL A — BATATY— AF YU DATRAAFY Y, T 77 AKE
- TopAccess : 2 —H —&H
s TVVR—=KRIAN=: T PERIZHTEAI 0 E2 T2 —A

FMT_MTD.1

TOEIZ, UADMIN(a)iZ AN DEE/ERSEE % 2453 5,

- UADMIN(@) D2 —H = XAV —=RKDEFEL T AR— |
U.ACCOUNTMANAGER D2 —H#—X2A 7 — RDLHEL 7 ZK— b
U.ADDRESSBOOKOPERATOR @O L —H— RA 7 — ROZAFE L T/ AHK— k
UNORMAL D2 —H# =827 — RDLEHEL T2 AK— b
074 YNRAT—=RDANY bT A [EBOEE
0y 277w O HE
Oy 27 NENEZETHI VY NDATFT—RAZ YT
A—bna s 7Y MEHOEE
H IR D225
B/INSAT — REDZEH
7 RNV RMEDER, ZHE, HIFR
SYSLOG ¥ —/N—D#& & DEH
FTP ¥ —N—DHEDLEHE
VIMT 2T DONR=YaViERET Y 75—

TOEIX, LAT O#EfERHHAEE U ACCOUNTMANAGERIZHMLT 5,

+ UACCOUNTMANAGER O —H%—/XA 7 — NDAEL T 7 AK— b
U.ADDRESSBOOKOPERATOR DL —H— /N A7 — ROEFE L T ZAK— k
UNORMAL O 2 —H =27 — RDAHE L T 7 AK— b
UADMIN(a)LAAADOB Y 2T NENFZT ATV NDAT—RAZ VT
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TOEIZ. BAFO#ERREZ UNORMALIZHRAE T 5,
HEOI—HF—A T — ROLEH

TOEWX. PAT O#/EH#EIZU. ADDRESSBOOKOPERATOR % f2fit 3%,
HEDLI—H— 27— NOEH

(B8:H# 3 5 TSFI]
C BERRI B oA v, KA, Va TRERBLUOOIRR, FEHERE
« TopAccess: B 2741 >, THD v b, 22—V —EMH, EHEKE

FMT_SMF.1
TOEIZ, BATFO2FaV 7« FHERgZERTL I LICLD, FMT_SMF.12%8{ %,

RALAR Y THEDEH
U.ADMIN(a)iZ & % H IR R D 2 F#11E,

aA—F—IDDOEH :
U.ADMIN(a) % 7z 1& UACCOUNTMANAGER (2 & % 2 — % —ID O E#(E,

A=Y — XA T — ROEH :
UADMIN(a) i & % UACCOUNTMANAGER . UNORMAL . UADMIN(a) 8 & O
U.ADDRESSBOOKOPERATOR D L —H—/NA Y — ROAEEEL L T 7 AK— hERIE,
UACCOUNTMANAGER (2 & % UACCOUNTMANAGER . UNORMAL . & & O
U.ADDRESSBOOKOPERATOR D 1 —H—/NA T — ROAEEL L T2 AK— hMERIE,
UNORMAL IZ X2 HAD 2 —H =827 — K DA FHEE,
U.ADDRESSBOOKOPERATOR 1Z & % 2 —H =827 — R DA FH #EAE,

2 — W — GREE R UL DA ER
UADMIN(a)iZ & 510 271 V8 AT — KD A [AE D 2 H #4E,
UADMIN(a)iZ k20 v 27 7w bR D2 FH#IE,
U.ADMIN(a) % 7213 UACCOUNTMANAGER IZ2& 5By 2 7Y R ENAETHT Y P ATF— X AD
707 —H#4E,

BINNAT — REDOEH :
U.ADMIN(a)IiZ & B /IS AT — R EDZHEE,

Wity v avdk T LBOI—Y—0DIET 7 7 1+ 7T OREERRMDIEE :
UADMIN(a)iz &2 HEjw 77 7 b R D 28 B AE,

X aTF ¥ RIVEEE
U.ADMIN(a)iZ & % TLS 15 DA %)/ ) O 2 H A,

7 R U AMROER
U.ADMIN(a)iz £ 57 N L AR DA FH AR,
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SYSLOGY — /N — :
U.ADMIN(a)IiZ & % SYSLOG ¥ — /N — & D4 H A,

FTPH — /N — :
U.ADMIN(a)iZ & % FTP % — /8 — & 5E D& H A,

VAV -
UADMIN(a)iZ &3 Y 7 b =27 DONR—V 3 VIR E T v 75— b,

(B39~ 5 TSFI)
s BEARRI B oA v KA, Va TREB IR SRR, HHERE
- TopAccess: @A >, Thwv b, a—¥F—EH, EHHERE

FMT_SMR.1

TOE & . UADMIN(a) . UACCOUNTMANAGER . UNORMAL & & O
U.ADDRESSBOOKOPERATORIZ B# 9~ 2 1% & 2 R L, 2 —H — 2 B8k T D12 Z D& E % #H ) 7
I—Y—IZBEA T B,

(B33 2 TSFI)
- BERFN s
- TopAccess : BJ 1 Vv, 2 —H —&H

7.11. TSFO/3#
PAFIZZ 9 A FPT OB T 2 B 23045 5,
FPT_SKP_EXT.1

- TSF i&. FCS_CKM.1(a)®D TSS (ZFCal DY — N —Fp& g 2 AV A TV IEXTRIF T 582 TO
A=Y —1ZT7 7t AT BRI L TRV, 272, 2o DY —N—FREHITEFR T CHEI NS,

- TSF &, FCS_CKM.1(a)®D TSS (ZFLR DY — N — B % BU A HATRE AR R L — U TH
% SSD 2473 % & ¥1Z1%, FDP_DSK_EXT.1 IZfit - 7z FCS_COP.1(d)iZ & » 128bit ® DEK %
FH\W7z AES-CBC THES/L LU TS XRETRFT 5, HS5ICHEZ DEKICH L TIE, 2 Tha—
P27 7 AT HBEER L L TRV, £72, 260 DEK IFEJECHEINS

« TSF I*., FCS_KYC_EXT.1 ® TSS (Zitik D s & O#bkl (KEK BHigk, Hb RN 5k, KEK
EHMaY T ¥ AN, KEK, DEK, ¥ 7~ 227, LUKS #) 2R MEA TV IEXTHRET 20, £
TDA—Y—ZT7 7 AT ERRER ML Ty, £/, 26D CSP IZERKTHEEI NS,

- TSFid, A7 vy I RX—F 1> a v DEK Z#FEMEAEVITEXTHRIFZT 20, 2TOLI—H—
7 72 AT AR L TR, 2, 25D CSPIXEFEMTHESI NG,

- TSF &, FCS_CKM.1(b)® TSS (Z&lik D KEK & Hi & MR 5 (L% FROM I TRIET 5
P, RTOI—HF =27 7 2T BEEEITEME L TV AW,

+ TSF i%, FCS_CKM.1(b)®D TSS 25tk ® TLS @FEHD Y v ¥ 3 Vs L " HMAC O # % fEFE M X
EVIEXTHRAFET D, BTOA—F -7 7 2T HHRER ML TR, 72, Zho it
Blx, EFEMCHEINS,

ZHIZ X DFPT_SKP_EXT.1%2 5B L TW5,
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(8% 3 5 TSFI)
A

FPT_STM.1

TOEX., &V V25T 27OICTOEICHEI NS Y 77y ZICHR#Es s T4E] . THI .

TH1 . THE . 1. B 2214 LAR YT LUTHHATAZLIZED, FPT_.STM.1%2EHL
TW5,

(BH3# 4 5 TSFI)
FAU GEN.1. FAU GEN. 2 ®OB5# TSFI Iz #:3° 3

FPT _TST EXT.1
TOE IZ. BFEFFFIZUATORIL T T A N2 ETT B,

« TSF 4 A —Y DMGE
TSF i MFP 2 #lffi$ %Y 7 v =7 (SYSTEM FIRMWARE, SYSTEM SOFTWARE) THH X
NTHH, TSF OEYSWERIET 272DV AT LT 7 —L VT EVATLAY T NIz TDEN
TNOA A=Y T 74 xR LT, AB#ET R RSA, /Ny & 2 B%UZ SHA-256 2{#H L7285
HLHAC L BMEFAEMT A Z 22L& D TSF OEFEEEMEIHELTWE, £/, TV vEX—a=vy
Mo 7y =227 (ENGINE FIRMWARE) ., A¥ v F—2=v D77 =LV 7T
(SCANNERFIRMWARE) , 77 7 A=y D7 7 =LY =7 (FAX]1 FIRMWARE) &, %%
16bit DF = v 7Y L EFHHEL, 77 =L 27 DEEOHEERIT E72DIZA A=V T 71D
HOMEE 2T > TW0Wd, 4 A=V 7 7 A VORIE TEEFPRHINIZA A=V 7 7 1 VIFEREI X NT,
TOE DX NVDRA Yy =V HKRITY TIZIEY—E ATy A=) BRR RSN, TOE FZkELFzdikLa
—¥—IL TOE 2 HHTE <445
c TV MBE=FEOANIVAT A
MFP %2425V 7 o =7 (SYSTEM SOFTWARE) (X FAEIRFIZ mgd © 7'Bv A% Bk L
7z#%. Linux PRNG ®/dev/random 7 5 4096 /X1 ks #Hf5 L T NIST SP 800-90B iz 6 > 7= H
CHEEZ1TS, 2D E Linux PRNG IZT Y hub¥—24483 25728, mgd 1341 bL—7DY
;Z 4 © RDRAND i & @RI O H 4, ZOFUHIL T 10 F DT 7 —(CF=0)Z A3 %
C BERE o2 H L TCrmngd 7R AERKTIEE, SO ABERR AT OFEREENE
%;n@d@7ﬂﬂl%7%@ﬂ?ék\A%N@%Vﬂ~V%mIU7bﬁﬁ~txvyj~w
NEREN, TOE XEHZEIET S, ZDOANLVAT A NOEHMFELBEA KGO T o ¥ —iFIZh
DOBY T Mz TOFHLURWKEERAIT 5720 TH 5,
F7z, CPU ® RDRAND WO HE s e, =Y haE—JHEofhizdsd /) 1 AFERHEL TV
BWZ & ERMFAET B 72012, SoC WIE® Online Health Test (OHT)I1Z & 2 ek 72~V A 5 A b A3
EHIZEBEINT WS Z & 2MEET % Buit in Self Test (BIST) 2YH#EICfbivs, Z® BIST T
FH 2 MAIT % & RDRAND @413 #12 CF=0 TZ5—%EL., MFP 2§32V 7 b =7k
A RFEOWEEZRAT S, FHDANILVATFANTERENBREINLEGES, 2 ba—I 2Lz
ITT—3—RFP&RRIN, TOE FEfEEZ FIEL 22— —IX TOE 2fHTE R 5,
- DRBG DNV AF A b
DRBG @ FCS_RBG_EXT.1(a) & FCS_RBG_EXT.1(b)i&Z 1 #1 NIST SP 800-90A IZ¥#EHL L TH
b, TOE &Z#EZNEFND TSF % RANIIEOH$ & &2 NIST SP 800-90A rev.1 @ 11.3 i~
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VAT A NDPREHEEFINS, FEOANLATFANTEREENMREINEZES, 3 ha—LS3x )L
IZT 7 —a— KPR REIN, TOE XEMEEHFIEL 2—H =X TOE 2T E <4k 5,

(BH3# 9 5 TSFI)
- BESRIL  EBIFEY—
C FOM s A AL Y F

FPT_TUD_EXT.1

TSFix. UADMIN(a)iZ, TOEQBEDY 7 b7 2 7 N— 3 VIEREMHAT2-DD1 VX7 — A
EUTEMEARXNVDFR— LABEEHOEHEREHAEZRMLEL, VI b 2T7%2 Ty T — T2 087
T — A& UTHME SR IOEMHE B EET & TopAccess D HH 2% HiH % 24t 3 5,

¥z, T T T = NEBENICT Yy ST = T BV T N T OEENERIET 5 T Y RIVEAWGEE DR
B2t T 5, TOMGEAER. Ty 7T —b95& 77 =247 =7 (SYSTEM SOTWAER. SYSTEM
FIRMWARE, ENGINE FIRMWARE. SCNNER FIRMARE, FAX1 FIRMWARE) 7 7 A JWIZ{fBEL
THBEINE TV RZVEBLH S, FCS_COP.1(b)IZft > 72RSASSA-PSSIZE 0 S L=y ¥ afie,
Ty 7TT—=b L &D292K 77— T P5FCS_COP.1(c)IZHEt > TSHA-256 CTEE Lz y &
afEZ IR L, AP —HTEI L 2R THIETELWIT 7 — LT =T NEDPEMRGEET 5,

(B33 2 TSFI)
- FAE SOV L R — A, ERREHE
« TopAccess : BHEZRE

712. TOET 2k A

LARIZZ 5 A FTA O EMIZBY 5 Eitvtbkz idid 4 5.
FTA_SSL.3

TOEIX, 2 —¥ =D —EHRREESRIVEZEELRVWE, mEilfica sy b LY, HERMEIZ15
~150MDOMTHETE S, 72, Web7 70 HF%2MHLUTCTOEIZT 7€ AL, —EREREIE N L
tyYvavEBHMKT LR T N TS, RERMIZE~9995 ORI THRETE 5,

TOEIX, 7V Y Z—=RIAN=056DTY) v Y aToEACiIxigty > avodlidfrbdy., 7Y
v BRI B - E by v a v ERKRT T,

(B3 A TSFI)
s BERFV s
- TopAccess : @2 A v

7.13. BfEENRA/F ¥ 2V
PARIZZ 5 A FTP OEMAIZET 2 EfEskZ 5k 4 5,
FTP_ITC.1

TOEW, &Y —N—[O@EFDOTF — XGHED=HTLS1.2% ffH L CTaREZ AT 5, TOER S(EHEF
¥ 2L ENUTA =LY —N— SYSLOGY —N—, FTPY—N—~AD7 7t AT 55EI121%, TLS#E
DR % £ —N—=~FERKT 3,

(BE# 9 A TSFI)
 EERRXI EBRX—, v Ay, F—AHE., I¥—, DATZATIE—, AFV ., DATZA
AFxyy, TUVVh, 777RA%E, YVaTRrBIUORIER, BHERE.
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« TopAccess : B A Y, YaTJAT—RA, ThHUv b, 21—V —GH, EHERE
s TNV UR—RSAN— . T NERIZNTEA R T — R
- FOft: XA VALY F, PSINT 72 AL VR T 2 —A

FTP_TRP.1(a), FTP_TRP.1(b)

TSFiZ, TOEL UV E— MEHES L) E— MIHAEROBERBIZBWT, BET — X OJRHE? 5D
(R L BET— ROREDOBRHIT 2 EEHE S AT 272012, DLFOMRE% 24t 3,
WEB~R— & DJE(E :
2547 Y FPCIPSTOEOWEBAR =V ANDEEHANAAEZMLT 57012, HTTPSH Y b7 —2
7a bk a)lLTcERT 5,
DE—-MNEHEBLOCVE-MNIHEL 47V MPCROWEBT 7 V¥ 2ffi-> T, TOED
WEBR— VT 55 41&, HTTPS 71 b )& W/ BE6HIZ R 0 @S0 S v 5,
747V RPCORODORUDOERERIMEL -V —FAB LT RTOYE—- I NHZET 7~
a vk, HTTPS7\ b 2N & WG 73 h b,
7547V RPCREDTY Vb
75347V RPCIROE TV YR —=RNIAN=%fios727Y) v hDEE, TOENDER CREEH/ A
EWENLT 272121, TLSH#{E 71 b 2L CHEkT 5,

(B89 5 TSFI]

- TopAccess: OZ AV, VaTJATF—RA, ThHUY b, I—H—5EH EHEXRE
s TVVR—=RIAN=: FY U MNERIZHTEI X T 2=
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AREEIZ

BES % TSFIIZD\WT, BA RO Table 34 IZ/R7,

Table 34 TSFI D E#

TSFI% B2
£ (PA 9%

EIEF — AL VALY FITE O MFPIZERBEAZL, MFPREE LD, MFPZY v v b
B Lz T 3572001V R T —2A,

(A G BRIV T 7 AT 22—V — %A T 572001 VX7 £ — A,

A — L [ [ I—H—R2AT — ROEEEEE, BLOTOEDN—Y a v 2RI 57-0DA1
VRT L — A,

av— XEREETHHODA VR Tz —2A,

MATzATE— XEREETH-ODA VR Tz —2A,

Ax vV FREZEHET -2 LU TAFy YL, AF YV UEEHBT—&%2 7L Ea—,

R—VHIR - 22Uz - HBALEZD, FIPY —N—0D 7+ VXIZHEIZLED ., $8
FEDe-mail?7 RUAANEELEZDTBEEODA VR Tz — X,

MATZAAF v

FRZEGET — X UTAFY L, AF vy Y UEEEBT—2%2 7L a—,
R=VHIRLEZD, £/, AF YV UET—XE2RMN 771402 LTHEDe-
mail7 RVANEELZDTEODA VR T —A,

AV 2547 FPCHSESNMFPHOF—I)L RF a— It n=FEY. 77
DAZET—REHRT 500D 1 R 7 2 —2,
77U AEE FREZ2EGT X UTAF YL, AF vy UAEHBT—X%2 1L Ea—,

R=VHIR - ZLEBX HABLO 77 7 AREETLIZOHDI VX T — A,

YVaTdRREBLU
a7 FRR

FIR, A% ¥ v DOETRIPT RLVARD T —X 28ETE/2001 X7
—Z,

B BHEDNRAT = RNOEE, 7 RUVARD T — X OBEEDOERENF )
TAWEHT EEZITOI2ODA VR T ==&,
TopAccess
=7 VA II7A4T Y IPCROT 72 ATHA—H —2HAERT 570D 1 VX T = —

Ao

VaTATFT—&KA

Eigdh ) hYaTd, AFry o VaTdEBETEEZODI VR T —A,

ThAT VB HEDODNAT — REBEPREINTWAREFERERRTH-ODA VX7
__Xo
-V A—Y—IHFROBEHREFED L -V —IZHT 2EHEITD72DDA VR T = — A,
B E d— N2 ) THREEDMFPOLRE. NAT— REY S —D&/E. 7 RL AEDA
VR— FEDODMFPOEREZITI DDA VR Tz —A,
VA NZ S A

7 v BRI

74TV RPCHSE TV Y M F—REMFPIZA—)V N(R1F)T 572D 1 V&

TAUVRTz—A | Txz—ATH5b,
DAttt
PSTN 7 7 2 A A |7 7 7 AEDPSD T 7 VAT —R%2%[E3T 51 VR Tz —2A,
VR Tz —A
AL VALY F MFPIZEJFHZHA LT, B 7 OHE2HMH L, TOEZHHTE 2 REBIZTH720

DAVRTz—2A,
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Apendix
Appendix TlE, BiEDER L SE CHkERT,

Table 35 MEFEDEH

W& EE RE &
AES Advanced Encryption Standard
BEV Border Encryption Value
CBC Cipher Block Chaining
CC Common Criteria
cPP Collaborative Protection Profile
CPU Central Processing Unit
DRAM Dynamic Random Access Memory
DRBG Deterministic Random Bit Generator
EE Encryption Engine
FDE Full Drive Encryption
FIPS PUB Federal Information Processing Standards Publication
FRAM Ferroelectric Random Access Memory
FROM Flash ROM
FTP File Transfer Protocol
GCM Galois Counter Mode
HCD Hardcopy Device
SSD Solid State Drive
HMAC Hash Message Authentication Code
HTTPS Hypertext Transfer Protocol over SSL
IPP Internet Printing Protocol
IPPS IPP over SSL
IT Information Technology

International Organization for Standardization / International

ISO/IEC Electrotechnical Commission

LAN Local Area Network

LCD Liquid crystal display

LED light emitting diode

MFP Multifunction Product

NCU Network control unit

NIC Network Interface Controller

NIST National Institute of Standards and Technology
PC Personal Computer

PP Protection Profile

PSTN Public Switched Telephone Network
RFC Request for Comments

RNG Random Number Generator

RSA Rivest-Shamir-Adleman

SAR Security Assurance Requirement
SFP Security Function Policy
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 ®E | & 3
SFR Security Functional Requirement
SHA Secure Hash Algorithm
SMTP Simple Mail Transfer Protocol
Soc System-on-a-chip
TLS Transport Layer Security
TOE Target of Evaluation
TSF TOE Security Functionality

& ZE Wk
» [Rambus 2012]
< Analysis of Intel's Ivy Bridge Digital Random Number Generator, Cryptography
Research a division of Rambus, 2012.
< Available: https://www.rambus.com/intel-ivy-bridge-random-number-generator/.
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