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2 WEEE
21 CCHEEXE

A ST &L TOE I&, LA T CC A% EET 2.

Z® ST 1%, LL F® Common Criteria (UL T, CC L&) I A T 5,
- Common Criteria version: Version 3.1 Release 5
- Common Criteria conformance: Part 2 extended and Part 3 conformant

2.2 PP X

ZO ST BIOTOE IZ, LA T D PP 25225 & T 5,

- Title: Protection Profile for Hardcopy Devices
Version: 1.0 dated September 10, 2015

- Errata:  Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

23 NoF—UFEE

ZDOSTIZBWTC, lE%E FEiET L/ 30— 3720,

24 HEEIRHL

TOE i, PP IZEFHESNTWODLL FOEMA R L, PP O ERi@Y 524 & (Exact Conformance) L Tu»
%, D72 TOE fjlIL PP L—EL TW%,

+ Required Uses

Printing, Scanning, Copying, Network communications, Administration
+ Conditionally Mandatory Uses

PSTN faxing, Storage and retrieval, Field-Replaceable Nonvolatile Storage
+ Optional Uses

Internal Audit Log Storage
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3 EX2VTAREES

3.1 TOE ®z—¥H—

TOE OFAH L. UL F O ORI HE S FEICERZSNL TN,

Table 6 —Users

Designation | Category name Definition
U.NORMAL Normal User A User who has been identified and authenticated and does not have
an administrative role
U.ADMIN Administrator A User who has been identified and authenticated and has an
administrative role

32 KE
FHEIZIE, LD 2 SDOEPESFPERSNTND,
Table 7—%&2E
Designation Asset category Definition

D.USER User Data Data created by and for Users that do not affect the operation of
the TSF

D.TSF TSF Data Data created by and for the TOE that might affect the operation of
the TSF

321 FAET—#

FIHE T —21%. LT 2 FEICESNL TS,
Table 8 —F|FZFT—#

Designation User Data type Definition
D.USER.DOC User Document Data Information contained in a User’s Document, in electronic or
hardcopy form
D.USER.JOB User Job Data Information related to a User’s Document or Document
Processing Job

3.22 TSF ¥—%

TSF 5 —&I213. LLTF O 2 IS I VA,
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Designation TSF Data type Definition
D.TSF.PROT Protected TSF Data TSF Data for which alteration by a User who is neither the
data owner nor in an Administrator role might affect the
security of the TOE, but for which disclosure is acceptable
D.TSF.CONF Confidential TSF Data | TSF Data for which either disclosure or alteration by a User

might affect the security of the TOE

who is neither the data owner nor in an Administrator role

A TOE T#¢o TSF Data ZLL FIZxd,
Table 10 — TSF Data ®E{&(L,
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—RIE DI T2 77 MR DR E 15 )
INAY —RRY | 22— —FREHEEE TR 25/ AT — RO E | SSD
T B THY, /SR —RE | i ] 7T RE S
WZRE T Bl O E 1
HEhaZ 7ok | #BE SRV E—RUI a7 (o LT-2—H | SSD
RRIE —INERRVEIRBED L X, HEIMICRS T U RS
HAHETOXA LT MR
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3.3 BB
Table 11 (2 8% 7~7,
Table 11 — &RK
Designation Definition

T.UNAUTHORIZED_ACCESS

An attacker may access (read, modify, or delete) User Document
Data or change (modify or delete) User Job Data in the TOE
through one of the TOE’s interfaces.

T.TSF_COMPROMISE

through one of the TOE’s interfaces.

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if the TOE is
permitted to operate.

T.UNAUTHORIZED_UPDATE

An attacker may cause the installation of unauthorized software on
the TOE.

T.NET_COMPROMISE

An attacker may access data in transit or otherwise compromise the
security of the TOE by monitoring or manipulating

3.4 TOE \CEd 2RO X =2VT 158t

Table 12 (Z#fk DO 2 VT 4 &t 2759,

Table 12 — FRRODOEX2UT 458l

Designation

Definition

P.AUTHORIZATION

Users must be authorized before performing Document Processing and
administrative functions.

P.AUDIT

Security-relevant activities must be audited and the log of such actions
must be protected and transmitted to an External IT Entity.

P.COMMS_PROTECTION

The TOE must be able to identify itself to other devices on the LAN.

P.STORAGE_ENCRYPTION

If the TOE stores User Document Data or Confidential TSF Data on
Field-Replaceable Nonvolatile Storage Devices, it will encrypt such
data on those devices.

P.KEY_MATERIAL

Cleartext keys, submasks, random numbers, or any other values that
contribute to the creation of encryption keys for Field-Replaceable

Nonvolatile Storage of User Document Data or Confidential TSF Data
must be protected from unauthorized access and must not be stored on
that storage device.

P.FAX_FLOW If the TOE provides a PSTN fax function, it will ensure separation
between the PSTN fax line and the LAN.
35  HiRSM

Table 13 [ZHIHESRMZ T,

Table 13 —R#RSAF

Assumption Definition

A.PHYSICAL Physical security, commensurate with the value of the TOE and the data it
stores or processes, is assumed to be provided by the environment.

ANETWORK The Operational Environment is assumed to protect the TOE from direct,
public access to its LAN interface.
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A.-TRUSTED_ADMIN TOE Administrators are trusted to administer the TOE according to site
security policies.

A.TRAINED_USERS Authorized Users are trained to use the TOE according to site security
policies.
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4 X2V TARR T

4.1 BRAREOEX2VTARREE

Table 14 [ZEHBREE DO EX 2V 7 (x5 St a7 3,
Table 14 — ERRBEDEFX =Y T XK #t

Designation Definition

OE.PHYSICAL_PROTECTION | The Operational Environment shall provide physical security,
commensurate with the value of the TOE and the data it stores
Or processes.

OE.NETWORK_PROTECTION | The Operational Environment shall provide network security to
protect the TOE from direct, public access to its LAN interface.

OE.ADMIN_TRUST The TOE Owner shall establish trust that Administrators will
not use their privileges for malicious purposes.

OE.USER_TRAINING The TOE Owner shall ensure that Users are aware of site
security policies and have the competence to follow them.

OE.ADMIN_TRAINING The TOE Owner shall ensure that Administrators are aware of

site security policies and have the competence to use
manufacturer’s guidance to correctly configure the TOE and
protect passwords and keys accordingly.
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5 Extended components definition

ASTTITLL FOEF 2 TSR ELZ TR T D, ZNODILEaL R— 3 MNIAT.2E L DOPPIZ T
ERINTOBLDTHS,

5.1 FAU_STG_EXT Extended: External Audit Trail Storage

Family behaviour:

This family defines requirements for the TSF to ensure that secure transmission of audit data from TOE to an
External IT Entity.

Component leveling:

FAU_STG_EXT.1: Extended: External Audit Trail Storage 1

FAU _STG_EXT.1External Audit Trail Storage requires the TSF to use a trusted channel implementing a
secure protocol.

Management:

The following actions could be considered for the management functions in FMT:
* The TSF shall have the ability to configure the cryptographic functionality.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FAU_STG_EXT.1Extended: Protected Audit Trail Storage
Hierarchical to: No other components

Dependencies: FAU GEN.1  Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel

FAU STG_EXT.1.1  The TSF shall be able to transmit the generated audit data to an External IT Entity
using a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity which relies on a
non-TOE audit server for storage and review of audit records. The storage of these audit records and the
ability to allow the administrator to review these audit records is provided by the Operational Environment in
that case. The Common Criteria does not provide a suitable SFR for the transmission of audit data to an
External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class with a single
component.

5.2 FCS_CKM_EXT Extended: Cryptographic Key Management

Family behaviour:
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This family addresses the management aspects of cryptographic keys. Especially, this extended component is
intended for cryptographic key destruction.

Component leveling:

FCS_CKM_EXT .4 Extended: Cryptographic Key Material Destruction 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key
materials that are no longer needed are destroyed by using an approved method.

Management:

The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
Rationale:

Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer needed are
destroyed by using an approved method, and the Common Criteria does not provide a suitable SFR for the
Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure, and it is
therefore placed in the FCS class with a single component.

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
Hierarchical to: No other components
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and
cryptographic critical security parameters when no longer needed.

Rationale:

Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer needed are
destroyed by using an approved method, and the Common Criteria does not provide a suitable SFR for the
Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure, and it is therefore
placed in the FCS class with a single component.

5.3 FCS_HTTPS_EXT Extended: HTTPS selected

Family behaviour:
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Components in this family define requirements for protecting remote management sessions between the TOE
and a Security Administrator. This family describes how HTTPS will be implemented. This is a new family
defined for the FCS Class.

Component leveling:

FCS_HTTPS_EXT.1 Extended: HTTPS selected 1

FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented according to RFC 2818
and supports TLS.

Management:

The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e Failure of HTTPS session establishment

FCS_HTTPS_EXT.1 Extended: HTTPS selected
Hierarchical to: No other components
Dependencies: FCS_TLS_EXT.1 Extended: TLS selected

FCS_ HTTPS EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC 2818.
FCS_ HTTPS EXT.1.2 The TSF shall implement HTTPS using TLS as specified in FCS_TLS_EXT.1.
Rationale:

HTTPS is one of the secure communication protocols, and the Common Criteria does not provide a suitable
SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

5.4 FCS_IPSEC_EXT Extended: IPsec selected

Family behaviour:
This family addresses requirements for protecting communications using IPsec.
Component leveling:

FCS_IPSEC_EXT.1 Extended: IPsec selected 1
FCS_IPSEC EXT.1 IPsec requires that IPsec be implemented as specified.
Management:

The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.
Audit:
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The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

¢ Failure to establish an IPsec SA

FCS IPSEC EXT.1 Extended: IPsec selected
Hierarchical to: No other components
Dependencies: FIA _PSK_EXT.1 Extended: Pre-Shared Key Composition

FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit
Generation)

FCS_IPSEC _EXT.1.1 The TSF shall implement the IPsec architecture as specified in RFC 4301.
FCS_IPSEC_EXT.1.2 The TSF shall implement [selection: tunnel mode, transport mode].

FCS_IPSEC_EXT.1.3 The TSF shall have a nominal, final entry in the SPD that matches anything that
is otherwise unmatched, and discards it.

FCS_IPSEC_EXT.1.4 The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using
[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together with a Secure
Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified by RFC 3602) together with a Secure Hash
Algorithm (SHA)-based HMAC, AES-GCM-128 as specified in RFC 4106, AES-GCM-256 as specified in RFC
4106].

FCS_IPSEC EXT.1.5 The TSF shall implement the protocol: [selection: IKEv1, using Main Mode for
Phase 1 exchanges,as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no other RFCs for extended
sequence numbers, RFC 4304 for extended sequence numbers], and [selection: no other RFCs for hash
functions, RFC 4868 for hash functions]; IKEv2 as defined in RFCs 5996[selection: with no support for NAT
traversal, with mandatory support for NAT traversal as specified in section 2.23], and [selection: no other
RFCs for hash functions, RFC 4868 for hash functions]].

FCS_IPSEC_EXT.1.6 The TSF shall ensure the encrypted payload in the [selection: IKEv1, IKEV2]
protocol uses the cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC 3602 and
[selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other algorithm].

FCS_IPSEC EXT.1.7 The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

FCS_IPSEC EXT.1.8 The TSF shall ensure that [selection: IKEv2 SA lifetimes can be established
based on [selection: number of packets/number of bytes; length of time, where the time values can be limited
to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs]; IKEv1 SA lifetimes can be established based on
[selection: number of packets/number of bytes ; length of time, where the time values can be limited to: 24
hours for Phase 1 SAs and 8 hours for Phase 2 SAs]].

FCS_IPSEC_EXT.1.9 The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit
MODP), and [selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20 (384-bit
Random ECP, 5 (1536-bit MODP)), [assignment: other DH groups that are implemented by the TOE], no
other DH groups].

FCS_IPSEC_EXT.1.10 The TSF shall ensure that all IKE protocols perform Peer Authentication using
the [selection: RSA, ECDSA] algorithm and Pre-shared Keys.

Rationale:

IPsec is one of the secure communication protocols, and the Common Criteria does not provide a suitable
SFR for the communication protocols using cryptographic algorithms.
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This extended component protects the communication data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

5,5 FCS _KYC _EXT Extended: Cryptographic Operation (Key Chaining)

Family behaviour:

This family provides the specification to be used for using multiple layers of encryption keys to ultimately
secure the protected data encrypted on the storage.

Component leveling:

FCS_KYC_EXT Key Chaining 1

FCS_KYC _EXT Key Chaining, requires the TSF to maintain a key chain and specifies the characteristics
of that chain.

Management:

The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FCS_KYC_EXT.1 Extended: Key Chaining
Hierarchical to: No other components
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),

FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),
and/or

FCS_COP.1(f) Cryptographic operation (Key Encryption)].

FCS KYC EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using a submask as the
BEVor DEK; intermediate keys originating from one or more submask(s) to the BEV or DEK using the
following method(s): [selection: key wrapping as specified in FCS_COP.1(e), key combining as specified in
FCS_SMC_EXT.1, key encryption as specified in FCS_COP.1(f), key derivation as specified in
FCS_KDF_EXT.1, key transport as specified in FCS_COP.1(i)]] while maintaining an effective strength of
[selection: 128 bits, 256 bits].

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the characteristics of that
chain. However, the Common Criteria does not provide a suitable SFR for the management of multiple
layers of encryption key to protect encrypted data.

This extended component protects the TSF data using cryptographic algorithms, and it is therefore placed in
the FCS class with a single component.

56 FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit Generation)
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Family behaviour:

This family defines requirements for random bit generation to ensure that it is performed in accordance with
selected standards and seeded by an entropy source.

Component leveling:

FCS_RBG_EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in accordance
with selected standards and seeded by an entropy source.

Management:

The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e Failure of HTTPS session establishment

FCS_RBG_EXT.1 Extended: Random Bit Generation
Hierarchical to: No other components
Dependencies: No dependencies.
FCS RBG EXT.1.1 The TSF shall perform all deterministic random bit generation services in

accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A] using [selection: Hash_DRBG (any),
HMAC_DRBG (any), CTR_DRBG (AES)].

FCS RBG _EXT.1.2 The deterministic RBG shall be seeded by an entropy source that accumulates
entropy from [selection: [assignment: number of software-based sources] software-based noise source(s),
[assignment: number of hardware-based sources] hardware-based noise source(s)] with a minimum of
[selection: 128 bits, 256 bits] of entropy at least equal to the greatest security strength, according to ISO/IEC
18031:2011 Table C.1 “Security strength table for hash functions”, of the keys and hashes that it will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction, and the Common Criteria
does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in the FCS class
with a single component.

5.7 FCS_SMC_EXT Extended: Submask Combining

Family behaviour:

This family defines the means by which submasks are combined, if the TOE supports more than one
submask being used to derive or protect the BEV.

Component leveling:

FCS_SMC_EXT.1 Extended: Submask Combining 1
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FCS_SMC_EXT.1Submask combining requires the TSF to combine the submasks in a predictable fashion.
Management:
The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.
Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FCS_SMC_EXT.1Extended: Submask Combining

Hierarchical to: No other components.
Dependencies: FCS_COP.1(c) Cryptographic operation (Hash Algorithm) dependencies.
FCS_SMC _EXT.1.1 The TSF shall combine submasks using the following method [selection:

exclusive OR (XOR), SHA-256, SHA-512] to generate an intermediary key or BEV.
Rationale:

Submask Combining is to ensure the TSF combine the submasks in order to derive or protect the BEV.

This extended component protects the TSF data using cryptographic algorithms, and it is therefore placed in
the FCS class with a single component.

5.8 FCS TLS EXT Extended: TLS selected

Family behaviour:

This family addresses the ability for a server and/or a client to use TLS to protect data between a client and
the server using the TLS protocol.

Component leveling:

FCS_TLS EXT.1 Extended: TLS selected 1

FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as specified.
Management:
The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.
Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

* Failure of TLS session establishment
FCS_TLS EXT.1 Extended: TLS selected
Hierarchical to: No other components

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
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FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit
Generation)

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following protocols [selection:
TLS 1.0 (RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC 5246)] supporting the following ciphersuites:

Mandatory Ciphersuites:

- TLS_RSA_WITH_AES_128 CBC_SHA

Optional Ciphersuites:

[selection:

- None

- TLS_RSA_WITH_AES_256_CBC_SHA

- TLS_DHE_RSA_WITH_AES_128 CBC_SHA

- TLS_DHE_RSA WITH_AES_256_CBC_SHA

- TLS_RSA_WITH_AES 128 CBC_SHA256

- TLS_RSA_WITH_AES_256_CBC_ SHA256

- TLS_DHE_RSA_WITH_AES_128 CBC_ SHA256

- TLS_DHE_RSA WITH_AES_256_CBC_ SHA256

- TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA

- TLS_ECDHE_RSA _WITH_AES_256_CBC_SHA

- TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA

- TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA

- TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA256

- TLS_ECDHE_RSA WITH_AES_256_CBC_SHA384

- TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256

- TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

- TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256
- TLS_ECDHE_ECDSA WITH_AES_256_GCM_SHA384
- TLS_ ECDHE_ECDSA WITH_AES 128 CBC_SHA256
- TLS_ECDHE_ECDSA WITH_AES 256 CBC_SHA384
]

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does not provide a suitable
SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is therefore
placed in the FCS class with a single component.

Copyright Canon Inc. 2022
28



Canon

FE7T H: 2023/08/23

5.9 FDP_DSK_EXT Extended: Protection of Data on Disk

Family behaviour:
This family is to mandate the encryption of all protected data written to the storage.

Component leveling:

FDP_DSK_EXT.1 Extended: Protection of Data on Disk 1

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to encrypt all the Confidential
TSF and User Data stored on the Field-Replaceable Nonvolatile Storage Devices in order to avoid storing
these data in plaintext on the devices.

Management:

The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FDP_DSK_EXT.1 Extended: Protection of Data on Disk

Hierarchical to: No other components
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)
FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance with

FCS_COP.1(d), use a self-encrypting Field-Replaceable Nonvolatile Storage Device that is separately CC
certified to conform to the FDE EE cPP] such that any Field-Replaceable Nonvolatile Storage Device
contains no plaintext User Document Data and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user intervention.
Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any confidential data without user
intervention, and the Common Criteria does not provide a suitable SFR for the Protection of Data on Disk.

This extended component protects the Data on Disk, and it is therefore placed in the FDP class with a single
component.

5.10 FDP_FXS_EXT Extended: Fax Separation

Family behaviour:

This family addresses the requirements for separation between Fax PSTN line and the LAN to which TOE is
connected.

Component leveling:

FDP_FXS_EXT.1 Extended: Fax Separation 1
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FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to create a network bridge
between a PSTN and a LAN to which TOE is connected.

Management:

The following actions could be considered for the management functions in FMT:
» There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

» There are no auditable events foreseen.
FDP_FXS_EXT.1 Extended: Fax separation
Hierarchical to: No other components
Dependencies: No dependencies.

FDP_FXS_EXT.1.1  The TSF shall prohibit communication via the fax interface, except transmitting or
receiving User Data using fax protocols.

Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the Common Criteria does not
provide a suitable SFR for the Protection of TSF or User Data.

This extended component protects the TSF Data or User Data, and it is therefore placed in the FDP class with
a single component.

5.11 FIA_PMG_EXT Extended: Password Management

Family behaviour:

This family defines requirements for the attributes of passwords used by administrative users to ensure that
strong passwords and passphrases can be chosen and maintained.

Component leveling:

FIA_PMG _EXT.1 Extended: Password Management 1

FIA PMG _EXT.1 Password management requires the TSF to support passwords with varying composition
requirements, minimum lengths, maximum lifetime, and similarity constraints.

Management:

The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FIA PMG _EXT.1 Extended: Password management
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Hierarchical to: No other components
Dependencies: No dependencies.

FIA_PMG _EXT.1.1  The TSF shall provide the following password management capabilities for User
passwords:

*  Passwords shall be able to be composed of any combination of upper and lower case letters,
numbers, and the following special characters: [selection: “!”, “@”, “#”, “$”, “%”, “*”, “&”,
k7o), [assignment: other characters]];

*  Minimum password length shall be settable by an Administrator, and have the capability to require
passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the endpoints of communication, and
the Common Criteria does not provide a suitable SFR for the Password Management.

This extended component protects the TOE by means of password management, and it is therefore placed in
the FIA class with a single component.

5.12 FIA_PSK_EXT  Extended: Pre-Shared Key Composition

Family behaviour:
This family defines requirements for the TSF to ensure the ability to use pre-shared keys for IPsec.

Component leveling:

FIA PSK_EXT.1 Extended: Pre-Shared Key Composition 1

FIA _PSK_EXT.1 Pre-Shared Key Composition, ensures authenticity and access control for updates.
Management:
The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.
Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

¢ There are no auditable events foreseen.

FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition
Hierarchical to: No other components
Dependencies: FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit

Generation).
FIA PSK EXT.1.1  The TSF shall be able to use pre-shared keys for IPsec.
FIA PSK EXT.1.2 The TSF shall be able to accept text-based pre-shared keys that are.
» 22 characters in length and [selection: [assignment: other supported lengths], no other lengths];

*  composed of any combination of upper and lower case letters, numbers, and special characters
(that include: 6‘!79’ L‘@”’ Ls#?” 6‘$,), 6‘%73’ 6‘/\73’ L‘&?’, 6‘*”’ 6‘(6" and 6‘)73)'
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FIA_PSK_EXT.1.3  The TSF shall condition the text-based pre-shared keys by using [selection: SHA-1,
SHA-256, SHA-512, [assignment: method of conditioning text string]] and be able to [selection: use no other
pre-shared keys; accept bit-based pre-shared keys; generate bit-based pre-shared keys using the random bit
generator specified in FCS_RBG_EXT.1].

Rationale:

Pre-shared Key Composition is to ensure the strong authentication between the endpoints of
communications, and the Common Criteria does not provide a suitable SFR for the Pre-shared Key
Composition.

This extended component protects the TOE by means of strong authentication, and it is therefore placed in the
FIA class with a single component.

5.13 FPT_KYP_EXT Extended: Protection of Key and Key Material

Family behaviour:

This family addresses the requirements for keys and key materials to be protected if and when written to
nonvolatile storage.

Component leveling:

FPT_KYP _EXT.1 Protection of key and key material 1

FPT_KYP _EXT.1 Extended: Protection of key and key material, requires the TSF to ensure that no
plaintext key or key materials are written to nonvolatile storage.

Management:

The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FPT_KYP _EXT.1 Extended: Protection of Key and Key Material
Hierarchical to: No other components
Dependencies: No dependencies.

FPT_KYP _EXT.1.1  The TSF shall not store plaintext keys that are part of the keychain specified by
FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage Device, and not store any such plaintext
key on a device that uses the key for its encryption.

Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key material are written to
nonvolatile storage, and the Common Criteria does not provide a suitable SFR for the protection of key and
key material.

This extended component protects the TSF data, and it is therefore placed in the FPT class with a single
component.
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5.14 FPT_SKP_EXT Extended: Protection of TSF Data

Family behaviour:

This family addresses the requirements for managing and protecting the TSF data, such as cryptographic
keys. This is a new family modelled as the FPT Class.

Component leveling:

FPT_SKP_EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires preventing symmetric
keys from being read by any user or subject. It is the only component of this family.

Management:

The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

* There are no auditable events foreseen.

FPT_SKP_EXT.1 Extended: Extended: Protection of TSF Data
Hierarchical to: No other components
Dependencies: No dependencies.

FPT_SKP_EXT.1.1  The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private
keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are protected
securely, and the Common Criteria does not provide a suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication using Pre-shared Key, and it is
therefore placed in the FPT class with a single component.

5.15 FPT_TST_EXT  Extended: TSF testing

Family behaviour:
This family addresses the requirements for self-testing the TSF for selected correct operation.

Component leveling:

FPT_TST_EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up in order to
demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:

* There are no management actions foreseen.

Copyright Canon Inc. 2022
33



Canon

FE7T H: 2023/08/23

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

* There are no auditable events foreseen.
FPT_TST_EXT.1 Extended: TSF testing

Hierarchical to: No other components

Dependencies: No dependencies.

FPT_TST_EXT.1.1  The TSF shall run a suite of self-tests during initial start-up (and power on) to
demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not provide a
suitable SFR for the TSF testing. In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single component.

5.16 FPT _TUD_EXT Extended: Trusted Update

Family behaviour:

This family defines requirements for the TSF to ensure that only administrators can update the TOE
firmware/software, and that such firmware/software is authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1

FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.
Management:
The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.
Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FPT_TUD_EXT.1 Trusted Update
Hierarchical to: No other components

Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),

FCS_COP.1(c) Cryptographic operation (Hash Algorithm).
FPT_TUD_EXT.1 Trusted Update
Hierarchical to: No other components

Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).
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FPT_TUD_EXT.1.1  The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.

FPT TUD EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to
TOE firmware/software.

FPT_TUD_EXT.1.3  The TSF shall provide a means to verify firmware/software updates to the TOE
using a digital signature mechanism and [selection: published hash, no other functions] prior to installing

those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable SFR for the
management of firmware/software. In particular, there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single component.
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6.2 EX=VTsSREEH:
6.2.1 Class FAU: Security Audit
FAU_GEN.1 Audit data generation
Hierarchical to: No other components.
Dependencies: FPT_STM.1 Reliable time stamps
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:
a)  Start-up and shutdown of the audit functions;
b)  All auditable events for the not specified level of audit; and

¢) All auditable events specified in Table 15, [assignment: other specifically defined
auditable events].

[assignment: other specifically defined auditable events].
- None

FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:

a) Date and time of the event, type of event, subject identity (if applicable), and the outcome
(success or failure) of the event; and

b)  For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, additional information specified in Table 15,
[assignment: other audit relevant information].

[assignment: other audit relevant information]
- None

Table 15 —Auditable Events
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Auditable event Relevant SFR Additional
information

Job completion FDP_ACF.1 Type of job

Unsuccessful User authentication FIA_UAU.1 None

Unsuccessful User identification FIA_UID.1 None

Use of management functions FMT_SMF.1 None

Modification to the group of Users that | FMT_SMR.1 None

are part of a role

Changes to the time FPT_STM.1 None

Failure to establish session FTP_ITC.1, Reason for failure
FTP_TRP.1(a),
FTP_TRP.1(b)

FAU_GEN.2

FAU_GEN.2.1

FAU_SAR.1

FAU_SAR.1.1

FAU_SAR.1.2

FAU_SAR.2

User identity association
Hierarchical to: No other components

Dependencies: FAU_GEN.1 Audit data generation
FIA _UID.1 Timing of identification

For audit events resulting from actions of identified users, the TSF shall be able to associate each
auditable event with the identity of the user that caused the event.

Audit review
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: an Administrator] with the capability to read all records
from the audit records.

[assignment: an Administrator]
-  U.ADMIN

The TSF shall provide the audit records in a manner suitable for the user to interpret the
information.

Restricted audit review
Hierarchical to: No other components

Dependencies: FAU_SAR.1 Audit review
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FAU _SAR.2.1 The TSF shall prohibit all users read access to the audit records, except those users that have
been granted explicit read-access.
FAU_STG.1 Protected audit trail storage
Hierarchical to: No other components
Dependencies: FAU_GEN.1 Audit data generation
FAU STG.1.1 The TSF shall protect the stored audit records in the audit trail from unauthorised deletion.

FAU STG.1.2 The TSF shall be able to prevent unauthorised modifications to the stored audit records in the
audit trail.

FAU STG.4 Prevention of audit data loss
Hierarchical to: FAU_STG.3 Action in case of possible audit data loss
Dependencies: FAU_STG.1 Protected audit trail storage

FAU_STG.4.1 Refinement: The TSF shall [selection, choose one of: “prevent audited events, except those
taken by the authorised user with special rights”, “overwrite the oldest stored audit records”’]
and [assignment: other actions to be taken in case of audit storage failure] if the audit trail is
full.

[selection, choose one of: “prevent audited events, except those taken by the authorised user
with special rights”, “overwrite the oldest stored audit records”]

- “overwrite the oldest stored audit records”

[assignment: other actions to be taken in case of audit storage failure]

- None
FAU_STG_EXT.1 Extended: External Audit Trail Storage
Hierarchical to: No other components
Dependencies: FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel.
FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External IT Entity

using a trusted channel according to FTP_ITC.1.
6.2.2 Class FCO: Communication
There are no class FCO requirements.

6.2.3 Class FCS: Cryptographic Support

FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
Hierarchical to: No other components.
Dependencies: [FESH

FCS_COP.1(b) Cryptographic Operation (for signature generation/
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verification),

FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT .4 Extended: Cryptographic Key Material
Destruction

FCS_CKM.1.1(a) Refinement: The TSF shall generate asymmetric cryptographic keys used for key
establishment in accordance with [selection:

NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for finite field-based
key establishment schemes;

NIST Special Publication 800-56A4, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for elliptic curve-
based key establishment schemes and implementing “NIST curves” P-256, P-384 and
[selection: P-521, no other curves] (as defined in FIPS PUB 186-4, “Digital Signature
Standard”)

NIST Special Publication 800-56B, “Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography” for RSA-based key
establishment schemes

] and specified cryptographic key sizes equivalent to, or greater than, a symmetric key
strength of 112 bits.

[selection:

NIST Special Publication 800-56A4, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for finite field-based
key establishment schemes;

NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for elliptic curve-
based key establishment schemes and implementing “NIST curves” P-256, P-384 and
[selection: P-521, no other curves] (as defined in FIPS PUB 186-4, “Digital Signature
Standard”)

NIST Special Publication 800-56B, “Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography” for RSA-based key
establishment schemes

NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for finite field-
based key establishment schemes;

NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for elliptic curve-
based key establishment schemes and implementing “NIST curves” P-256, P-384 and
[selection: P-521, no other curves] (as defined in FIPS PUB 186-4, “Digital Signature
Standard”)

NIST Special Publication 800-56B, “Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography” for RSA-based
key establishment schemes

[selection: P-521, no other curves]

no other curves
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FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)
Hierarchical to: No other components.
Dependencies: [FCS—CKM:2-Cryptographic-key-distribution,or

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption)

FCS_COP.1(e) Cryptographic Operation (Key Wrapping)
FCS_COP.1(f) Cryptographic operation (Key Encryption)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication)

FCS_COP.1(h) Cryptographic Operation (for keyed-hash message
authentication)]

FCS_CKM_EXT .4 Extended: Cryptographic Key Material
Destruction

FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit
Generation)

FCS_CKM.1.1(b) Refinement: The TSF shall generate symmetric cryptographic keys using a Random
Bit Generator as specified in FCS_RBG_EXT.1 and specified cryptographic key sizes
[selection: 128 bit, 256 bit] that meet the following: No Standard.

[selection: 128 bit, 256 bit]
- 128 bit, 256 bit

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and
cryptographic critical security parameters when no longer needed.

FCS_CKM.4 Cryptographic key destruction
Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]

FCS_CKM.4.1 Refinement: The TSF shall destroy cryptographic keys in accordance with a specified
cryptographic key destruction method [selection:

For volatile memory, the destruction shall be executed by [selection: powering off a device,
[assignment: other mechanism that ensures keys are destroyed]].
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For nonvolatile storage, the destruction shall be executed by a [selection: single, three or
more times] overwrite of key data storage location consisting of [selection: a pseudo random
pattern using the TSF’s RBG (as specified in FCS RBG_EXT. 1), a static pattern], followed
by a [selection: read-verify, none]. If read-verification of the overwritten data fails, the
process shall be repeated again;

] that meets the following: [selection: NIST SP800-88, no standard].

[selection:

For volatile memory, the destruction shall be executed by [selection: powering off a device,
[assignment: other mechanism that ensures keys are destroyed]].

For nonvolatile storage, the destruction shall be executed by a [selection: single, three or
more times] overwrite of key data storage location consisting of [selection: a pseudo
random pattern using the TSF’s RBG (as specified in FCS RBG _EXT. 1), a static pattern],
followed by a [selection: read-verify, none]. If read-verification of the overwritten data
fails, the process shall be repeated again;

- For volatile memory, the destruction shall be executed by [selection: powering off a
device, [assignment: other mechanism that ensures keys are destroyed]].

- Fornonvolatile storage, the destruction shall be executed by a [selection: single, three
or more times] overwrite of key data storage location consisting of [selection: a
pseudo random pattern using the TSF’s RBG (as specified in FCS_ RBG_EXT.1), a
static pattern], followed by a [selection: read-verify, none]. If read-verification of the
overwritten data fails, the process shall be repeated again;

[selection: powering off a device, [assignment: other mechanism that ensures keys are
destroyed]]

- powering off a device
[selection: single, three or more times]
- single
[selection: a pseudo random pattern using the TSF’s RBG (as specified in
FCS_RBG_EXT.1), a static pattern]
- astatic pattern
[selection: read-verify, none]
- none
[selection: NIST SP800-88, no standard]
- no standard

FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)

Hierarchical to: No other components.

Dependencies: [FBPITC I Importof user data-without security-atiributes; or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_COP.1.1(a) Refinement: The TSF shall perform encryption and decryption in accordance with a
specified cryptographic algorithm AES operating in [assignment: one or more modes] and
cryptographic key sizes 128-bits and 256-bits that meets the following:
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*  FIPS PUB 197, “Advanced Encryption Standard (AES)”

«  [Selection: NIST SP 800-38A, NIST SP 800-38B, NIST SP 800-38C, NIST SP 800-
38D]

[assignment: one or more modes]
- CBC,GCM

[Selection: NIST SP 800-38A, NIST SP 800-38B, NIST SP 800-38C, NIST SP 800-38D]
- NIST SP 800-38A, NIST SP 800-38D

FCS_COP.1(b) (update) Cryptographic Operation (for signature
generation/verification)
Hierarchical to: No other components.
Dependencies: [EDPITC 1 Importof user data-without security attributes, or—
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_COP.1.1(b) (update) Refinement: The TSF shall perform cryptographic signature services in accordance
with a [selection:

*  Digital Signature Algorithm (DSA) with key sizes (modulus) of [assignment: 2048 bits
or greater],

*  RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater], or

*  Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of [assignment: 256
bits or greater]]
that meets the following [selection:

Case: Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”

Case: RSA Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”

Case: Elliptic Curve Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”

. The TSF shall implement “NIST curves” P-256, P384 and [selection: P521,
no other curves] (as defined in FIPS PUB 186-4, “Digital Signature
Standard”).

]

[selection:

e Digital Signature Algorithm (DSA) with key sizes (modulus) of [assignment: 2048 bits
or greater],
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¢  RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater], or

e Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of [assignment: 256
bits or greater]]

- RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater]

[assignment: 2048 bits or greater]
- 2048 bits

[selection:
Case: Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”
Case: RSA Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”
Case: Elliptic Curve Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”

. The TSF shall implement “NIST curves” P-256, P384 and [selection: P521,
no other curves] (as defined in FIPS PUB 186-4, “Digital Signature
Standard”).

- Case: RSA Digital Signature Algorithm
. FIPS PUB 186-4, “Digital Signature Standard”

FCS_COP.1(b)(tls) Cryptographic Operation (for signature
generation/verification)

Hierarchical to: No other components.

Dependencies: [FDPITC 1 Import-of user data-without security attributes, or—
TC2 ‘ | . . . ,
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)]
FCS_CKM_EXT .4 Extended: Cryptographic Key Material
Destruction

FCS_COP.1.1(b)(tls) Refinement: The TSF shall perform cryptographic signature services in accordance
with a [selection:

* Digital Signature Algorithm (DSA) with key sizes (modulus) of [assignment: 2048 bits
or greater],

*  RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater], or

*  Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of [assignment: 256
bits or greater]]

that meets the following [selection:
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Case: Digital Signature Algorithm

*  FIPS PUB 186-4, “Digital Signature Standard”
Case: RSA Digital Signature Algorithm

*  FIPS PUB 186-4, “Digital Signature Standard”
Case: Elliptic Curve Digital Signature Algorithm

*  FIPS PUB 186-4, “Digital Signature Standard”

. The TSF shall implement “NIST curves” P-256, P384 and [selection: P521,
no other curves] (as defined in FIPS PUB 186-4, “Digital Signature
Standard”).

]

[selection:

*  Digital Signature Algorithm (DSA) with key sizes (modulus) of [assignment: 2048 bits
or greater],

* RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater], or

e Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of [assighment: 256
bits or greater]]

- RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater]

- Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of [assignment:
256 bits or greater]

[assignment: 2048 bits or greater]
- 2048 bits

[assignment: 256 bits or greater]
- 256 bits, 384 bits

[selection:
Case: Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”
Case: RSA Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”
Case: Elliptic Curve Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”

. The TSF shall implement “NIST curves” P-256, P384 and [selection: P521,
no other curves] (as defined in FIPS PUB 186-4, “Digital Signature
Standard”).

- Case: RSA Digital Signature Algorithm
* FIPS PUB 186-4, “Digital Signature Standard”
- Case: Elliptic Curve Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”
*  The TSF shall implement “NIST curves” P-256, P384 and [selection: P521, no
other curves] (as defined in FIPS PUB 186-4, “Digital Signature Standard”).
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[selection: P521, no other curves]
- no other curves

FCS_COP.1(b)(ipsec) Cryptographic Operation (for signature
generation/verification)

Hierarchical to: No other components.

Dependencies: [FDPITC. 1 Import-of user-data-without security-attributes or—
i7C. ‘ I . . . |
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)]
FCS_CKM_EXT .4 Extended: Cryptographic Key Material
Destruction

FCS_COP.1.1(b)(ipsec) Refinement:  The TSF shall perform cryptographic signature services in accordance
with a [selection:

* Digital Signature Algorithm (DSA) with key sizes (modulus) of [assignment: 2048 bits
or greater],

*  RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater], or

*  Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of [assignment: 256
bits or greater]]
that meets the following [selection:

Case: Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”

Case: RSA Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”

Case: Elliptic Curve Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”

. The TSF shall implement “NIST curves” P-256, P384 and [selection: P521,
no other curves] (as defined in FIPS PUB 186-4, “Digital Signature
Standard”).

]

[selection:

e Digital Signature Algorithm (DSA) with key sizes (modulus) of [assignment: 2048 bits
or greater],

*  RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater], or

e Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of [assignment: 256
bits or greater]]
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- RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater]

- Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of [assignment:
256 bits or greater]

[assignment: 2048 bits or greater]
- 2048 bits
[assignment: 256 bits or greater]
- 256 bits, 384 bits
[selection:
Case: Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”
Case: RSA Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”
Case: Elliptic Curve Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”

. The TSF shall implement “NIST curves” P-256, P384 and [selection: P521,
no other curves] (as defined in FIPS PUB 186-4, “Digital Signature
Standard”).

- Case: RSA Digital Signature Algorithm
¢  FIPS PUB 186-4, “Digital Signature Standard”
- Case: Elliptic Curve Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”
e The TSF shall implement “NIST curves” P-256, P384 and [selection: P521, no
other curves] (as defined in FIPS PUB 186-4, “Digital Signature Standard”).

[selection: P521, no other curves]
- no other curves

FCS_COP.1(c) Cryptographic operation (Hash Algorithm)

Hierarchical to: No other components.
Dependencies: No dependencies
FCS_COP.1.1(c) Refinement: The TSF shall perform cryptographic hashing services in accordance

with [selection: SHA-1, SHA-256, SHA-384, SHA-512] that meet the following: [ISO/IEC
10118-3:2004].

[selection: SHA-1, SHA-256, SHA-384, SHA-512]
- SHA-1, SHA-256, SHA-384, SHA-512

FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)
Hierarchical to: No other components.

Dependencies: FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
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FCS _COP.1.1(d) The TSF shall perform data encryption and decryption in accordance with a specified
cryptographic algorithm AES used in [selection: CBC, GCM, XTS] mode and cryptographic
key sizes [selection: 128 bits, 256 bits] that meet the following: AES as specified in ISO/IEC
18033-3, [selection: CBC as specified in ISO/IEC 10116, GCM as specified in ISO/IEC
19772, and XTS as specified in IEEE 1619].

[selection: CBC, GCM, XTS]
- XTS

[selection: 128 bits, 256 bits]
- 256 bits

[selection: CBC as specified in ISO/IEC 10116, GCM as specified in ISO/IEC 19772, and
XTS as specified in IEEE 1619]

- XTS as specified in IEEE 1619

FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)

Hierarchical to: No other components.

Dependencies: FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)

FCS_CKM_EXT .4 Extended: Cryptographic Key Material
Destruction

FCS_COP.1.1(g) Refinement: The TSF shall perform keyed-hash message authentication in
accordance with a specified cryptographic algorithm HMAC-[selection: SHA-1, SHA-224,
SHA-256, SHA-384, SHA-512], key size [assignment: key size (in bits) used in HMAC], and
message digest sizes [selection: 160, 224, 256, 384, 512] bits that meet the following: FIPS
PUB 198-1, ""The Keyed-Hash Message Authentication Code, and FIPS PUB 180-3,
“Secure Hash Standard.”

[selection: SHA-1, SHA-224, SHA-256, SHA-384, SHA-512]
- SHA-1, SHA-256, SHA-384

[assignment: key size (in bits) used in HMAC]
- 160, 256, 384 bits

[selection: 160, 224, 256, 384, 512]
- 160, 256, 384

FCS _HTTPS EXT.1 Extended: HTTPS selected

Hierarchical to: No other components.

Dependencies: FCS_TLS_EXT.1 Extended: TLS selected
FCS HTTPS EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC 2818.
FCS_HTTPS _EXT.1.2 The TSF shall implement HTTPS using TLS as specified in FCS_TLS EXT.1.
FCS_IPSEC EXT.1 Extended: IPsec selected

Hierarchical to: No other components.

Dependencies: FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition
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FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)

FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit
Generation)

FCS_IPSEC_EXT.1.1 The TSF shall implement the IPsec architecture as specified in RFC 4301.
FCS_IPSEC_EXT.1.2 The TSF shall implement [selection: tunnel mode, transport mode].

[selection: tunnel mode, transport mode]
- transport mode

FCS_IPSEC_EXT.1.3 The TSF shall have a nominal, final entry in the SPD that matches anything that is
otherwise unmatched, and discards it.

FCS_IPSEC_EXT.14 The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using
[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together
with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified by RFC 3602)
together with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-128 as specified in
RFC 4106, AES-GCM-256 as specified in RFC 4106].

[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together
with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified by RFC
3602) together with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-128 as
specified in RFC 4106, AES-GCM-256 as specified in RFC 4106]

- the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together
with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified by
RFC 3602) together with a Secure Hash Algorithm (SHA)-based HMAC, AES-
GCM-128 as specified in RFC 4106, AES-GCM-256 as specified in RFC 4106

FCS_IPSEC_EXT.15 The TSF shall implement the protocol: [selection: IKEv1, using Main Mode for
Phase 1 exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no other RFCs
for extended sequence numbers, RFC 4304 for extended sequence numbers], and [selection: no
other RFCs for hash functions, RFC 4868 for hash functions]; IKEv2 as defined in RFCs 5996,
[selection: with no support for NAT traversal, with mandatory support for NAT traversal as
specified in section 2.23], and [selection: no other RFCs for hash functions, RFC 4868 for hash
functions]].

[selection: IKEv1, using Main Mode for Phase 1 exchanges, as defined in RFCs 2407, 2408,
2409, RFC 4109, [selection: no other RFCs for extended sequence numbers, RFC 4304 for
extended sequence numbers], and [selection: no other RFCs for hash functions, RFC 4868 for
hash functions]; IKEv2 as defined in RFCs 5996, [selection: with no support for NAT
traversal, with mandatory support for NAT traversal as specified in section 2.23], and
[selection: no other RFCs for hash functions, RFC 4868 for hash functions]]

- IKEv1, using Main Mode for Phase 1 exchanges, as defined in RFCs 2407, 2408,
2409, RFC 4109, [selection: no other RFCs for extended sequence numbers, RFC
4304 for extended sequence numbers], and [selection: no other RFCs for hash
functions, RFC 4868 for hash functions]
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[selection: no other RFCs for extended sequence numbers, RFC 4304 for extended sequence
numbers]

- RFC 4304 for extended sequence numbers

[selection: no other RFCs for hash functions, RFC 4868 for hash functions]
- RFC 4868 for hash functions

FCS_IPSEC_EXT.1.6 The TSF shall ensure the encrypted payload in the [selection: IKEv1, IKEV2]
protocol uses the cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC
3602 and [selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other
algorithm].

[selection: IKEV1, IKEV2]
- IKEvl

[selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other algorithm]
- no other algorithm

FCS_IPSEC_EXT.1.7 The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

FCS_IPSEC_EXT.1.8 The TSF shall ensure that [selection: IKEv2 SA lifetimes can be established based
on [selection: number of packets/number of bytes; length of time, where the time values can be
limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs]; IKEv1 SA lifetimes can be
established based on [selection: number of packets/number of bytes ; length of time, where the
time values can be limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs]].

[selection: IKEv2 SA lifetimes can be established based on [selection: number of
packets/number of bytes; length of time, where the time values can be limited to: 24 hours for
Phase 1 SAs and 8 hours for Phase 2 SAs]; IKEv1 SA lifetimes can be established based on
[selection: number of packets/number of bytes ; length of time, where the time values can be
limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs]]

- IKEvl SA lifetimes can be established based on [selection: number of
packets/number of bytes ; length of time, where the time values can be limited to: 24
hours for Phase 1 SAs and 8 hours for Phase 2 SAs]

[selection: number of packets/number of bytes; length of time, where the time values can be
limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs]

- length of time, where the time values can be limited to: 24 hours for Phase 1 SAs and
8 hours for Phase 2 SAs

FCS_IPSEC_EXT.1.9 The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit
MODP), and [selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20
(384-bit Random ECP, 5 (1536-bit MODP)), [assignment: other DH groups that are
implemented by the TOE], no other DH groups].

[selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20 (384-bit
Random ECP, 5 (1536-bit MODP)), [assignment: other DH groups that are implemented by
the TOE], no other DH groups]

- 19 (256-bit Random ECP), 20 (384-bit Random ECP)

FCS_IPSEC_EXT.1.10 The TSF shall ensure that all IKE protocols perform Peer Authentication using the
[selection: RSA, ECDSA] algorithm and Pre-shared Keys.

[selection: RSA, ECDSA]
- RSA, ECDSA
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FCS_KYC_EXT.1 Extended: Key Chaining
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),

FCS_SMC_EXT.1 Extended: Submask Combining,

FCS_COP.1(f) Cryptographic operation (Key Encryption),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation), and/or
FCS_COP.1(i) Cryptographic operation (Key Transport)]

FCS KYC _EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using a submask as the
BEV or DEK; intermediate keys originating from one or more submask(s) to the BEV or DEK
using the following method(s): [selection: key wrapping as specified in FCS_COP.1(e), key
combining as specified in FCS_SMC_EXT.1, key encryption as specified in FCS_COP.1(f), key
derivation as specified in FCS_KDF_EXT.1, key transport as specified in FCS_COP.1(i)]] while
maintaining an effective strength of [selection: 128 bits, 256 bits].

[selection: one, using a submask as the BEV or DEK; intermediate keys originating from one or
more submask(s) to the BEV or DEK using the following method(s): [selection: key wrapping
as specified in FCS_COP.1(e), key combining as specified in FCS_SMC_EXT.1, key
encryption as specified in FCS_COP.1(f), key derivation as specified in FCS_KDF_EXT.1,
key transport as specified in FCS_COP.1(i)]]

- intermediate keys originating from one or more submask(s) to the BEV or DEK using
the following method(s): [selection: key wrapping as specified in FCS_COP.1(e),
key combining as specified in FCS_SMC_EXT.1, key encryption as specified in
FCS_COP.1(f), key derivation as specified in FCS_KDF_EXT.1, key transport as
specified in FCS_COP.1(i)]

[selection: key wrapping as specified in FCS_COP.1(e), key combining as specified in
FCS_SMC_EXT.1, key encryption as specified in FCS_COP.1(f), key derivation as specified
in FCS_KDF_EXT.1, key transport as specified in FCS_COP.1(i)]

- key combining as specified in FCS_SMC_EXT.1

[selection: 128 bits, 256 bits]
- 256 bits

FCS_RBG_EXT.1(network) Extended: Cryptographic Operation (Random Bit
Generation)

Hierarchical to: No other components.
Dependencies: No dependencies.
FCS_RBG_EXT.1.1(network): The TSF shall perform all deterministic random bit generation services

in accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A] using [selection:
Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG (AES)].

[selection: ISO/IEC 18031:2011, NIST SP 800-90A]
- NIST SP 800-90A

[selection: Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG (AES)]
- CTR_DRBG (AES)

FCS_RBG_EXT.1.2(network): The deterministic RBG shall be seeded by at least one entropy source
that accumulates entropy from [selection: [assignment: number of software-based sources]
software-based noise source(s), [assignment: number of hardware-based sources] hardware-
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based noise source(s)] with a minimum of [selection: 128 bits, 256 bits] of entropy at least equal
to the greatest security strength, according to ISO/IEC 18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that it will generate.

[selection: [assignment: number of software-based sources] software-based noise source(s),
[assignment: number of hardware-based sources] hardware-based noise source(s)]

- [assignment: number of hardware-based sources] hardware-based noise source(s)
[assignment: number of hardware-based sources]

-1
[selection: 128 bits, 256 bits]

- 256 bits

FCS_RBG_EXT.1(ssd) Extended: Cryptographic Operation (Random Bit Generation)
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RBG_EXT.1.1(ssd):  The TSF shall perform all deterministic random bit generation services in
accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A] using [selection:
Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG (AES)].

[selection: ISO/IEC 18031:2011, NIST SP 800-90A]
- NIST SP 800-90A

[selection: Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG (AES)]
- Hash_DRBG (SHA-256)

FCS_RBG_EXT.1.2(ssd):  The deterministic RBG shall be seeded by at least one entropy source that
accumulates entropy from [selection: [assignment: number of software-based sources] software-
based noise source(s), [assignment: number of hardware-based sources] hardware-based noise
source(s)] with a minimum of [selection: 128 bits, 256 bits] of entropy at least equal to the
greatest security strength, according to ISO/IEC 18031:2011 Table C.1 “Security Strength Table
for Hash Functions”, of the keys and hashes that it will generate.

[selection: [assignment: number of software-based sources] software-based noise source(s),
[assignment: number of hardware-based sources] hardware-based noise source(s)]

- [assignment: number of hardware-based sources] hardware-based noise
source(s)

[assignment: number of hardware-based sources]
-1

[selection: 128 bits, 256 bits]
- 256 bits

FCS_SMC_EXT.1 Extended: Submask Combining
Hierarchical to: No other components.
Dependencies: FCS_COP.1(c) Cryptographic operation (Hash Algorithm)

FCS_SMC_EXT.1.1: The TSF shall combine submasks using the following method [selection: exclusive
OR (XOR), SHA-256, SHA-512] to generate an intermediary key or BEV.
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[selection: exclusive OR (XOR), SHA-256, SHA-512 ]

FCS TLS_EXT.1

- SHA-256

Extended: TLS selected

Hierarchical to: No other components.

Dependencies:

FE7T H: 2023/08/23

FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)

FCS_COP.1(a) Cryptographic Operation (Symmetric

encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature

generation/verification)

FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message

authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit

Generation)

FCS_TLS_EXT.1.1The TSF shall implement one or more of the following protocols [selection: TLS 1.0 (RFC
2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC 5246)] supporting the following ciphersuites:

Mandatory Ciphersuites:

TLS_RSA_WITH_AES_128 CBC_SHA

Optional Ciphersuites:

[selection:

None

TLS _RSA WITH_AES 256 CBC_SHA

TLS DHE_RSA WITH_AES 128 CBC_SHA

TLS DHE_RSA WITH_AES 256 CBC_SHA

TLS RSA WITH_AES 128 CBC_SHA256

TLS RSA WITH_AES 256 CBC_SHA256

TLS DHE_RSA WITH_AES 128 CBC_SHAZ256

TLS DHE_RSA WITH_AES 256 CBC_SHA256

TLS ECDHE_RSA _WITH_AES 128 CBC_SHA

TLS ECDHE_RSA WITH_AES 256 CBC_SHA

TLS ECDHE_ECDSA WITH_AES 128 CBC_SHA
TLS ECDHE_ECDSA WITH_AES 256 CBC _SHA
TLS ECDHE_RSA WITH_AES 128 CBC_SHAZ256
TLS ECDHE_RSA WITH_AES 256 CBC_SHA384
TLS ECDHE_RSA_WITH_AES 128 GCM_SHA256
TLS ECDHE_RSA _WITH_AES 256 GCM_SHA384
TLS ECDHE_ECDSA WITH_AES 128 GCM_SHA256
TLS ECDHE_ECDSA WITH_AES 256 GCM_SHA384
TLS ECDHE_ECDSA WITH_AES 128 CBC_SHA256
TLS ECDHE_ECDSA WITH_AES 256 CBC_SHA384
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1.

[selection: TLS 1.0 (RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC 5246)]
- TLS 1.2(RFC 5246)

[selection:

None

TLS RSA WITH_AES 256 CBC _SHA

TLS DHE_RSA WITH_AES 128 CBC_SHA

TLS DHE_RSA WITH_AES 256 CBC_SHA

TLS RSA WITH_AES 128 CBC _SHA256

TLS RSA WITH_AES 256 CBC_SHA256

TLS DHE_RSA WITH_AES 128 CBC_SHAZ256

TLS DHE_RSA WITH_AES 256 _CBC_ SHA256

TLS ECDHE_RSA_WITH_AES_128 CBC_SHA

TLS ECDHE_RSA WITH_AES 256 CBC_SHA

TLS ECDHE_ECDSA WITH_AES 128 CBC_SHA
TLS ECDHE_ECDSA_WITH_AES_256_CBC_SHA
TLS ECDHE_RSA_WITH_AES_128 CBC_SHA256
TLS ECDHE_RSA WITH_AES 256 CBC_SHA384
TLS ECDHE_RSA_WITH_AES 128 GCM_SHA?256
TLS ECDHE_RSA_WITH_AES 256 _GCM_SHA384
TLS ECDHE_ECDSA WITH_AES 128 GCM_SHA256
TLS ECDHE_ECDSA WITH_AES 256 GCM_SHA384
TLS ECDHE_ECDSA WITH_AES 128 CBC_SHA256
TLS ECDHE_ECDSA _WITH_AES 256 CBC_SHA384

TLS_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA WITH_AES_128 CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA WITH_AES_128 GCM_SHA256
TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA WITH_AES_128 GCM_SHAZ256
TLS_ECDHE_ECDSA WITH_AES_256_GCM_SHA384

6.2.4 Class FDP: User Data Protection
FDP_ACC.1 Subset access control
Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP on subjects, objects,
and operations among subjects and objects specified in Table 16 and Table 17.
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FDP_ACF.1 Security attribute based access control

Hierarchical to: No other components.

Dependencies: FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialization

FDP_ACF.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to objects based on the
following: subjects, objects, and attributes specified in Table 16 and Table 17.

FDP_ACF.1.2 Refinement: The TSF shall enforce the following rules to determine if an operation among
controlled subjects and controlled objects is allowed: rules governing access among controlled
subjects and controlled objects using controlled operations on controlled objects specified in
Table 16 and Table 17.

FDP_ACF.1.3 Refinement:  The TSF shall explicitly authorise access of subjects to objects based on the
following additional rules: [assignment: rules that do not conflict with the User Data Access
Control SFP, based on security attributes, that explicitly authorise access of subjects to
objects].

[assignment: rules that do not conflict with the User Data Access Control SFP, based on
security attributes, that explicitly authorise access of subjects to objects]

- None

FDP_ACF.1.4 Refinement: The TSF shall explicitly deny access of subjects to objects based on the following
additional rules: [assignment: rules that do not conflict with the User Data Access Control
SFP, based on security attributes, that explicitly deny access of subjects to objects].

[assignment: rules that do not conflict with the User Data Access Control SFP, based on
security attributes, that explicitly deny access of subjects to objects]

- None
Table 16 — D.USER.DOC Access Control SFP
"Create™ "Read" "Modify" "Delete™
. View image
— S or Release Modify stored | Delete stored
Operation: | document to be .
. printed document document
printed
output
; note 1
Print Job owner ( ) allowed allowed allowed
allowed
U.ADMIN allowed denied denied allowed
U.NORMAL allowed denied denied denied
Unauthenticated denied denied denied denied
L S View scanned | Modify stored | Delete stored
Operation: | document for - . .
. image image image
scanning
Job owner (note 2) allowed allowed allowed
Scan allowed
U.ADMIN allowed denied denied allowed
U.NORMAL allowed denied denied denied
Unauthenticated denied denied denied denied
; Submit a View scanned .
Co Operation: .
py p document for image or Modify stored | Delete stored
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copying Release image image
printed copy
output
note 2
Job owner ( ) denied denied allowed
allowed
U.ADMIN allowed denied denied allowed
U.NORMAL allowed denied denied denied
Unauthenticated denied denied denied denied
. SHam @ View scanned | Modify stored | Delete stored
Operation: | document to . . .
image image image
send as a fax
(note 2)
Job owner allowed allowed allowed
Fax send allowed
U.ADMIN allowed denied denied allowed
U.NORMAL allowed denied denied denied
Unauthenticated denied denied denied denied
View fax
| Receive a fax image or Modlfy_ image | Delete image
Operation: . Release of received of received
and store it ;
printed fax fax fax
output
note 3
Fax Fax owner ( ) allowed allowed allowed
receive allowed
note 4
U.ADMIN ( ) allowed allowed allowed
allowed
note 4
U.NORMAL ( ) denied denied denied
allowed
Unauthenticated allowed denied denied denied
. | Store Al Modify stored | Delete stored
Operation: stored
document document document
document
note 1
Storage/ | job owner ( ) allowed allowed allowed
retrieval allowed
U.ADMIN allowed allowed denied allowed
U.NORMAL allowed denied denied denied
Unauthenticated denied denied denied denied
Table 17 — D.USER.JOB Access Control SFP
"Create" * "Read" "Modify" "Delete™
Operation: Crea_te print View print Modl_fy print Canqel print
job queue / log job job
(note 1)
Print Job owner allowed allowed allowed
allowed
U.ADMIN allowed allowed denied allowed
U.NORMAL allowed denied denied denied

55

Copyright Canon Inc. 2022



Canon

FE7T H: 2023/08/23

Unauthenticated denied denied denied denied
Operation: Create scan View scan Modify scan | Cancel scan
P ’ job status / log job job
note 2
s Job owner ;Ilowej allowed allowed allowed
can
U.ADMIN allowed allowed allowed allowed
U.NORMAL allowed allowed denied denied
Unauthenticated denied denied denied denied
Operation: Create copy View copy Modify copy | Cancel copy
P ’ job status / log job job
note 2
. Job owner ;Ilowe(i allowed denied allowed
opy
U.ADMIN allowed allowed denied allowed
U.NORMAL allowed denied denied denied
Unauthenticated denied denied denied denied
Oneration: Create fax View fax job Modify fax Cancel fax
P ’ send job queue / log send job send job
note 2
. : Job owner ;Ilowe(i allowed allowed allowed
ax sen
U.ADMIN allowed allowed allowed allowed
U.NORMAL allowed allowed denied denied
Unauthenticated denied denied denied denied
. | Create fax V|evx_/ fax Modify fax Cancel fax
Operation: T receive status L o
receive job / log receive job receive job
note 3
Fax owner ( ) allowed denied denied
Fay allowed
i note 4
receive U.ADMIN ( ) allowed denied allowed
allowed
note 4
U.NORMAL ( ) allowed denied denied
allowed
Unauthenticated allowed denied denied denied
. | Create storage | View storage / — Seliles
Operation: . . . storage / storage /
/ retrieval job retrieval log . . . .
retrieval job retrieval job
note 2
Storage/ | job owner ( ) allowed denied allowed
retrieval allowed
U.ADMIN allowed allowed denied allowed
U.NORMAL allowed allowed denied denied
Unauthenticated denied denied denied denied

Application notes:

The following Notes that are referenced in Table 16 and Table 17:

Note 1: Job Owner is identified by a credential or assigned to an authorized User as part of the process of
submitting a print or storage Job.
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Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a scan, copy, fax send,
or retrieval Job.

Note 3: Job Owner of received faxes is assigned by default or configuration. Minimally, ownership of received
faxes is assigned to a specific user or U.ADMIN role.

Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by Users of the TOE.

FDP_DSK_EXT.1 Extended: Protection of Data on Disk

Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption).
FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance with FCS_COP.1(d),

use a self-encrypting Field-Replaceable Nonvolatile Storage Device that is separately CC
certified to conform to the FDE EE cPP], such that any Field-Replaceable Nonvolatile Storage
Device contains no plaintext User Document Data and no plaintext Confidential TSF Data.
[selection: perform encryption in accordance with FCS_COP.1(d), use a self-encrypting Field-

Replaceable Nonvolatile Storage Device that is separately CC certified to conform to the FDE
EE cPP]

- perform encryption in accordance with FCS_COP.1(d)
FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user intervention.
FDP_FXS EXT.1 Extended: Fax separation
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_FXS_EXT.1.1The TSF shall prohibit communication via the fax interface, except transmitting or receiving
User Data using fax protocols.

6.2.5 Class FIA: Identification and Authentication
FIA_AFL.1 Authentication failure handling
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication
FIA_AFL.1.1  The TSF shall detect when [selection: [assignment: positive integer number], an administrator
configurable positive integer within [assignment: range of acceptable values]] unsuccessful

authentication attempts occur related to [assignment: list of authentication events].

[selection: [assignment: positive integer number], an administrator configurable positive integer
within [assignment: range of acceptable values]]

- an administrator configurable positive integer within [assignment: range of
acceptable values]

[assignment: range of acceptable values]
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- 15 10 NICEBITF A IEDOIEE it

[assignment: list of authentication events]
- BEARN B STen T AT V= Ul 2l o7cn 7 A 38T, 7V 4 —R
FA =IO RIERIT

FIA_AFL.1.2  When the defined number of unsuccessful authentication attempts has been [selection: met,
surpassed], the TSF shall [assignment: list of actions].

[selection: met, surpassed]
- met

[assignment: list of actions]
- 1760 sy CRELCR R 2 5 ETry 77Uk

FIA_ATD.1 User attribute definition
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA ATD.1.1  The TSF shall maintain the following list of security attributes belonging to individual users:
[assignment: list of security attributes].

[assignment: list of security attributes]
- User Name, Role

FIA PMG_EXT.1 Extended: Password Management
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:

e Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [selection: “!”, “@”, “#”, “$”, “%”,
CAP & cexm e <y [assignment: other characters]];

e Minimum password length shall be settable by an Administrator, and have the capability
to require passwords of 15 characters or greater;

[selection: “1”, “@, “#7”, “$7, “%”, “\”, “&”, “*”, “(“, ©)”, [assignment: other characters]]
_ “!,” (‘@’5’ ‘(#”, ‘($”’ (‘%,7’ “"”’ (‘&,)’ (‘*”’ (‘((" (()7” [assignment: other Characters]

[assignment: other characters]

7 (space)”, €77, O €47 7S p o GRS AT D Cor ST Sy
FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition
Hierarchical to: No other components.
Dependencies: FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit

Generation)
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FIA PSK_EXT.1.1 The TSF shall be able to use pre-shared keys for IPsec.
FIA PSK_EXT.1.2 The TSF shall be able to accept text-based pre-shared keys that are:

e 22 characters in length and [selection: [assignment: other supported lengths], no other
lengths];

e composed of any combination of upper and lower case letters, numbers, and special
CharaCteI’S (that lnclude LL!”’ “@”’ GL#”’ “$”, “%”’ “/\”’ “&”’ GL*”’ cc(“’ and “)”).

[selection: [assignment: other supported lengths], no other lengths]
- [assignment: other supported lengths]

[assignment: other supported lengths]
- 24 FLIND I

FIA_PSK_EXT.1.3 The TSF shall condition the text-based pre-shared keys by using [selection: SHA-1, SHA-256,
SHA-512, [assignment: method of conditioning text string]] and be able to [selection: use no
other pre-shared keys; accept bit-based pre-shared keys; generate bit-based pre-shared keys
using the random bit generator specified in FCS_RBG_EXT.1].

[selection: SHA-1, SHA-256, SHA-512, [assignment: method of conditioning text string]]
- SHA-1, SHA-256, [assignment: method of conditioning text string]

[assignment: method of conditioning text string]
- SHA-384

[selection: use no other pre-shared keys; accept bit-based pre-shared keys; generate bit-based
pre-shared keys using the random bit generator specified in FCS_RBG_EXT.1]

- use no other pre-shared keys
FIA_UAU.1 Timing of authentication
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification
FIA_UAU.1.1 Refinement: The TSF shall allow [assignment: list of TSF mediated actions that do not conflict
with the User Data Access Control SFP, and do not provide access to D.TSF.CONF, and do

not change any TSF data] on behalf of the user to be performed before the user is authenticated.

[assignment: list of TSF mediated actions that do not conflict with the User Data Access Control
SFP, and do not provide access to D.TSF.CONF, and do not change any TSF data]

- BETFIARa T O

FIA UAU.1.2 The TSF shall require each user to be successfully authenticated before allowing any other TSF-
mediated actions on behalf of that user.

FIA_UAU.7 Protected authentication feedback
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

FIA UAU.7.1 The TSF shall provide only [assignment: list of feedback] to the user while the authentication is
in progress.
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[assignment: list of feedback]

_ *’ .
FIA_UID.1  Timing of identification
Hierarchical to: No other components.
Dependencies: No dependencies.
FIA UID.1.1 Refinement:  The TSF shall allow [assignment: list of TSF-mediated actions that do not conflict
with the User Data Access Control SFP, and do not provide access to D.TSF.CONF, and do

not change any TSF data] on behalf of the user to be performed before the user is identified.

[assignment: list of TSF-mediated actions that do not conflict with the User Data Access
Control SFP, and do not provide access to D.TSF.CONF, and do not change any TSF data]

- RETTIARTAT DR

FIA UID.1.2  The TSF shall require each user to be successfully identified before allowing any other TSF-
mediated actions on behalf of that user.

FIA_USB.1 User-subject binding
Hierarchical to: No other components.
Dependencies: FIA_ATD.1 User attribute definition

FIA USB.1.1  The TSF shall associate the following user security attributes with subjects acting on the behalf
of that user: [assignment: list of user security attributes].

[assignment: list of user security attributes]
- User Name, Role
FIA USB.1.2  The TSF shall enforce the following rules on the initial association of user security attributes
with subjects acting on the behalf of users: [assignment: rules for the initial association of
attributes].

[assignment: rules for the initial association of attributes]
- None
FIA USB.1.3  The TSF shall enforce the following rules governing changes to the user security attributes
associated with subjects acting on the behalf of users: [assignment: rules for the changing of
attributes].

[assignment: rules for the changing of attributes]
- None

6.2.6 Class FMT: Security Management
FMT_MOF.1 Management of security functions behavior
Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
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FMT_MOF.1.1 Refinement: The TSF shall restrict the ability to [selection: determine the behaviour of, disable,
enable, modify the behaviour of] the functions [assignment: list of functions] to U.ADMIN.

[selection: determine the behaviour of, disable, enable, modify the behaviour of]
- disable, enable

[assignment: list of functions]
- TLS W7o {bpne

FMT_MSA.1 Management of security attributes
Hierarchical to: No other components.

Dependencies: FDP_ACC.1 Subset access control
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to restrict the ability to
[selection: change_default, query, modify, delete, [assignment: other operations]] the security
attributes [assignment: list of security attributes] to [assignment: the authorised identified roles].

[selection: change_default, query, modify, delete, [assignment: other operations]]
- query, modify, delete, [assignment: other operations]

[assignment: other operations]
- create

[assignment: list of security attributes]
- Table 18: Management security attributes ¢ I Security attributes ] (O TH

[assignment: the authorised identified roles]
- Table 18: Management security attributes ¢ ' Authorised role(s) | P IH

Table 18 - Management of security attributes

Security attributes Operation Authorised role(s)
uer U.ADMIN,
User Name query the owning U.NORMAL
create,delete U.ADMIN
uer U.ADMIN
Role query -
create,modify,delete U.ADMIN

FMT_MSA.3 Static attribute initialization
Hierarchical to: No other components.

Dependencies: FMT_MSA.1  Management of security attributes
FMT_SMR.1  Security roles
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FMT_MSA.3.1 Refinement: The TSF shall enforce the User Data Access Control SFP to provide [selection,
choose one of: restrictive, permissive, [assignment: other property]] default values for security
attributes that are used to enforce the SFP.

[selection, choose one of: restrictive, permissive, [assignment: other property]]
- restrictive

FMT_MSA.3.2 Refinement: The TSF shall allow the [selection: U.ADMIN, no role] to specify alternative
initial values to override the default values when an object or information is created.

[selection: U.ADMIN, no role]

- norole

FMT_MTD.1 Management of TSF data

Hierarchical to:

Dependencies:

FMT_SMR.1
FMT_SMF.1

No other components.

Security roles
Specification of Management Functions

FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to perform the specified operations on the

specified TSF Data to the roles specified in Table 19.

Table 19 - Device management Function

Data Operation Authorised role(s)

create, delete U.ADMIN
TP SAT R . U.ADMIN

modify L

the owning UUNORMAL

=4 query U.ADMIN
A/ IR 2% E modify U.ADMIN
[PSec 7% & query, modify U.ADMIN
TLS & 7E query, modify U.ADMIN
HEhes 77 M E query, modify U.ADMIN
a7 7 MNRY Y — R E query, modify U.ADMIN
INAT— KRRV — R TE query, modify U.ADMIN
Bt a /i query, modify U.ADMIN
PASNNyEv e modify U.ADMIN

FMT_SMF.1 Specification of Management Functions

Hierarchical to:

Dependencies:

No other components.

No dependencies.
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FMT_SMF.1.1:  The TSF shall be capable of performing the following management functions: [assignment:
list of management functions provided by the TSF].

[assignment: list of management functions provided by the TSF]
- Table20 2%

Table 20 — Management Functions

Management Functions
a—F— P RE

H A/ IR 2R E D 8 B RE

IPSec 3% i€ DFE B HE

TLS 3% & D FSAHE

H #2770 M E O PR RE

Ty 7T MRV — 3R E O P HE
IRAT =R — G E D PREERE
LA PR R

EAEIET v 77— ME P RE

FMT_SMR.1 Security roles
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification
FMT_SMR.1.1 Refinement: The TSF shall maintain the roles U ADMIN, UNORMAL
FMT_SMR.1.2 The TSF shall be able to associate users with roles.
6.2.7 Class FPR: Privacy
There are no class FPR requirements.
6.2.8 Class FPT: Protection of the TSF

FPT_KYP_EXT.1 Extended: Protection of Key and Key Material

Hierarchical to: No other components.
Dependencies: No dependencies.
FPT_KYP_EXT.1.1 Refinement: The TSF shall not store plaintext keys that are part of the keychain

specified by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage Device.
FPT_SKP_EXT.1 Extended:  Protection of TSF Data

Hierarchical to: No other components.

Dependencies: No dependencies.

FPT_SKP_EXT.1.1The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private keys.
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FPT_STM.1 Reliable time stamps
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT _STM.1.1 The TSF shall be able to provide reliable time stamps.

FPT_TST _EXT.1 Extended: TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1The TSF shall run a suite of self-tests during initial start-up (and power on) to demonstrate
the correct operation of the TSF.

FPT _TUD EXT.1 Extended: Trusted Update
Hierarchical to: No other components.
Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature

generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to
TOE firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE
using a digital signature mechanism and [selection: published hash, no other functions] prior to
installing those updates.

[selection: published hash, no other functions]
- no other functions

6.2.9 Class FRU: Resource Utilization
There are no class FRU requirements.
6.2.10 Class FTA: TOE Access
FTA_SSL.3 (LUI) TSF-initiated termination
Hierarchical to: No other components.
Dependencies: No dependencies.

FTA_SSL.3.1 (LUI) The TSF shall terminate an interactive session after a [assignment: time interval of
user inactivity].

[assignment: time interval of user inactivity]

- BRSOV ERRELRVIREEDS | BRE R R
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FTA_SSL.3 (RUI) TSF-initiated termination
Hierarchical to: No other components.

Dependencies: No dependencies.

FTA SSL.3.1 (RUI) The TSF shall terminate an interactive session after a [assignment: time interval of
user inactivity].

[assignment: time interval of user inactivity]
- UE—bh Ul ZAELZeVRTEAS 3% E RF ]k i)

6.2.11 Class FTP: Trusted Paths/Channels
FTP_ITC.1 Inter-TSF trusted channel
Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_ITC.1.1 Refinement:  The TSF shall use [selection: IPsec, SSH, TLS, TLS/HTTPS] to provide a
trusted communication channel between itself and authorized IT entities supporting the
following capabilities: [selection: authentication server, [assignment: other capabilities]] that
is logically distinct from other communication channels and provides assured identification of its
end points and protection of the channel data from disclosure and detection of modification of
the channel data.

[selection: IPsec, SSH, TLS, TLS/HTTPS]
- IPsec

[selection: authentication server, [assignment: other capabilities]]
- [assignment: other capabilities]

[assignment: other capabilities]
- T AN RO N F A AN

FTP_ITC.1.2 Refinement:  The TSF shall permit the TSF, or the authorized IT entities, to initiate
communication via the trusted channel

FTP_ITC.1.3 Refinement:  The TSF shall initiate communication via the trusted channel for [assignment: list
of services for which the TSF is able to initiate communications].

[assignment: list of services for which the TSF is able to initiate communications]
- EEV—ERA EAERS B R FALT—ER

FTP_TRP.1(a) Trusted path (for Administrators)

Hierarchical to: No other components.
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Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(a) Refinement:The TSF shall use [selection, choose at least one of: IPsec, SSH, TLS,
TLS/HTTPS] to provide a trusted communication path between itself and remote
administrators that is logically distinct from other communication paths and provides assured
identification of its end points and protection of the communicated data from disclosure and
detection of modification of the communicated data.

[selection, choose at least one of: IPsec, SSH, TLS, TLS/HTTPS]
- IPsec, TLS/HTTPS

FTP_TRP.1.2(a) Refinement: The TSF shall permit remote administrators to initiate communication via the
trusted path

FTP_TRP.1.3(a) Refinement:The TSF shall require the use of the trusted path for initial administrator
authentication and all remote administration actions.

FTP_TRP.1(b) Trusted path (for Non-administrators)
Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(b) Refinement: The TSF shall use [selection, choose at least one of: IPsec, SSH, TLS,
TLS/HTTPS] to provide a trusted communication path between itself and remote users that is
logically distinct from other communication paths and provides assured identification of its end
points and protection of the communicated data from disclosure and detection of modification
of the communicated data.

[selection, choose at least one of: IPsec, SSH, TLS, TLS/HTTPS]

- IPsec
FTP_TRP.1.2(b) Refinement: The TSF shall permit [selection: the TSEF, remote users] to
initiate communication via the trusted path

[selection: the TSF, remote users]

- remote users
FTP_TRP.1.3(b) Refinement: The TSF shall require the use of the trusted path for initial
user authentication and all remote user actions.

6.3 X2 VTARIEEH

Table 21 lists the Security Assurance Requirements for Protection Profile for Hardcopy Devices,  and related
EAL1 augmented by ASE_SPD.1.

Table 21 —TOE Security Assurance Requirements
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Assurance class
ADV: Development

Assurance components
ADV_FSP.1 Basic functional specification

AGD: Guidance documents

AGD_OPE.1 Operational user guidance

AGD_PRE.1 Preparative procedures

ALC: Life-cycle support

ALC_CMC.1 Labelling of the TOE

ALC_CMS.1 TOE CM coverage

ASE: Security Target evaluation

ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definition

ASE_INT.1 ST introduction

ASE_OBJ.1 Security objectives for the operational
environment

ASE_REQ.1 Stated security requirements

ASE_SPD.1 Security problem definition

ASE_TSS.1 TOE summary specification

ATE: Tests

ATE_IND.1 Independent testing — Conformance

AVA: Vulnerability assessment

AVA_VAN.1 Vulnerability survey

6.4 X2V T HEREEARIL

6.4.1 The dependencies of security requirements

AREETIL, ST THEREEMEDAAF AR 7L TR S RTBED W B R A FEik 975,

Table 22 — The dependencies of security requirements

HREE: PP CTERLTWAKEME | ST THMZLTOWAKEME | KEEERIZL QO ORWEHR
FAU_GEN.1 FPT_STM.1 FPT_STM.1 N/A (RIFHEZT LT D)
FAU_GEN.2 FAU_GEN.1 FAU_GEN.1 N/A URIF 2R T-L CTD)

FIA UID.1 FIA UID.1
FAU_SAR.1 FAU_GEN.1 FAU_GEN.1 N/A URIF AL CD)
FAU_SAR.2 FAU_SAR.1 FAU_SAR.1 N/A (RIFHEZR LT D)
FAU_STG.1 FAU_GEN.1 FAU_GEN.1 N/A URIF 2L CD)
FAU_STG.4 FAU_STG.1 FAU_STG.1 N/A (RIFHEZT LT D)
FAU_STG_EXT.1 FAU_GEN.1 FAU_GEN.1 N/A URIF AL CTD)
FTP_ITC.1 FTP_ITC.1
FCS_CKM.1(a) FCS_COP.1(b) FCS_COP.1(b) N/A (RTIF 2T L CD)
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_CKM.1(b) [FCS_COP.1(a), FCS_COP.1(a) N/A (RTIF 2T L CD)
or FCS_COP.1(d), FCS_COP.1(d)
or FCS_COP.1(e), FCS_COP.1(g)
or FCS_COP.1(f),
or FCS_COP.1(g), FCS_CKM_EXT.4
or FCS_COP.1(h)] FCS_RBG_EXT.1(network)
FCS CKM_EXT.4 FCS_RBG_EXT.1(ssd)
FCS_RBG_EXT.1
FCS_CKM_EXT.4 [FCS_CKM.1(a) FCS_CKM.1(a) N/A (RTIF 2T T-L CD)
or FCS_CKM.1(b)] FCS_CKM.1(b)
FCS_CKM .4 FCS_CKM.4
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B

PP TELRLTWAIKTENE

ST THET=L T AR

REEMEET7- L QO WER

FCS_CKM.4

[FCS_CKM.1(a)
or FCS_CKM.1(b)]

FCS_CKM.1(a)
FCS_CKM.1(b)

N/A (TR T2 L T D)

FCS_COP.1(a)

FCS_CKM.1(b)
FCS_CKM_EXT.4

FCS_CKM.1(b)
FCS_CKM_EXT.4

N/A (TR T2 L T B)

FCS_COP.1(b)(update)

FCS_CKM.1(a)
FCS_CKM_EXT.4

No dependencies

T MDA NI AP TH
AETDDHTHLHIW W5
BEAE PR OB BE I TR,

FCS_COP.1(b)(tls)

FCS_CKM.1(a)
FCS_CKM_EXT.4

FCS_CKM.1(a)
FCS_CKM_EXT.4

N/A (R IFEETS T2 TN 5B)

FCS_COP.1(b)(ipsec)

FCS_CKM.1(a)
FCS_CKM_EXT.4

FCS_CKM.1(a)
FCS_CKM_EXT.4

N/A (R AFIEETS T2 TUNB)

FCS_COP.1(c)

No dependencies

No dependencies

N/A RFEEDZER72L)

FCS_COP.1(d)

FCS_CKM.1(b)
FCS_CKM_EXT.4

FCS_CKM.1(b)
FCS_CKM_EXT.4

N/A (A HEZT T2 TUNB)

FCS_COP.1(g)

FCS_CKM.1(b)
FCS_CKM_EXT.4

FCS_CKM.1(b)
FCS_CKM_EXT.4

N/A (A HEZTE 2L TUNB)

FCS_HTTPS_EXT.1

FCS_TLS EXT.1

FCS_TLS EXT.1

N/A (A EZTE T2 TUNB)

FCS_IPSEC_EXT.1

FIA_PSK_EXT.1
FCS_CKM.1(a)
FCS_COP.1(a)
FCS_COP.1(b)
FCS_COP.1(c)
FCS_COP.1(g)
FCS RBG_EXT.1

FIA_PSK_EXT.1
FCS_CKM.1(a)
FCS_COP.1(a)
FCS_COP.1(b) (ipsec)
FCS_COP.1(c)
FCS_COP.1(g)

FCS_RBG_EXT.1(networ
K)

N/A (EAFIEZE T2 L TB)

FCS_KYC_EXT.1 [FCS_COP.1(e), FCS_SMC_EXT.1 N/A (RAFHEA 7L TV B)
or FCS_SMC_EXT.1,
or FCS_COP.1(f),
or FCS_KDF_EXT.1,
and/or FCS_COP.1(i)]
FCS _RBG_EXT.1 No dependencies No dependencies N/A (RTEEDBER 72 L)
(network)
FCS RBG_EXT.1(ssd) || No dependencies No dependencies N/A (RAFHEDEER 72 L)

FCS_SMC_EXT.1

FCS_COP.1(c)

FCS_COP.1(c)

N/A (M 72 L TN D)

FCS_TLS EXT.1

FCS_CKM.1(a)
FCS_COP.1(a)
FCS_COP.1(b)
FCS_COP.1(c)
FCS_COP.1(g)
FCS RBG_EXT.1

FCS_CKM.1(a)
FCS_COP.1(a)
FCS_COP.1(b)(tls)
FCS_COP.1(c)
FCS_COP.1(g)

FCS_RBG_EXT.1(networ
K)

N/A (RIFIEZ T2 LT D)

FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 N/A (AT 7L T D)
FDP_ACF.1 FDP_ACC.1 FDP_ACC.1 N/A (KT 2L T B)
FMT_MSA.3 FMT_MSA.3

FDP_DSK_EXT.1

FCS_COP.1(d)

FCS_COP.1(d)

N/A (I AFEZE T2 T)

FDP_FXS_EXT.1

No dependencies

No dependencies

N/A (EAEPEDER L)

FIA_AFL.1

FIA_UAU.1

FIA_UAU.1

N/A (A EETS T2 TUND)

68

Copyright Canon Inc. 2022




Canon

FE7T H: 2023/08/23

B REE PP TERUTWAIKIEME | ST TR-LTWAIKESE | KEEEZRZL TWOARWER
FIA_ ATD.1 No dependencies No dependencies N/A (RAF D ER 2L )
FIA PMG_EXT.1 No dependencies No dependencies N/A (R D ER7RL)
FIA_PSK_EXT.1 FCS_RBG_EXT.1 No dependencies FCS_RBG_EXT.1 #FELT
UWVRUWVERH
SFR TIiEIRL TRV =D AR
2,
FIA_UAU.1 FIA UID.1 FIA UID.1 N/A (KT 2L TN D)
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 N/A (K272 LT B)
FIA UID.1 No dependencies No dependencies N/A (RAFEDER 2L )
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 N/A (K272 LT B)
FMT_MOF.1 FMT_SMR.1 FMT_SMR.1 N/A (RIFHEZT 2L T D)
FMT_SMF.1 FMT_SMF.1
FMT_MSA.1 FDP_ACC.1 FDP_ACC.1 N/A (RTE 2L TN D)
FMT_SMR.1 FMT_SMR.1
FMT_SMF.1 FMT_SMF.1
FMT_MSA.3 FMT_MSA.1 FMT_MSA.1 N/A (KT TZL TN D)
FMT_SMR.1 FMT_SMR.1
FMT_MTD.1 FMT_SMR.1 FMT_SMR.1 N/A (RIF 2L T D)
FMT_SMF.1 FMT_SMF.1
FMT_SMF.1 No dependencies No dependencies N/A (RAF D ER7RL)
FMT_SMR.1 FIA UID.1 FIA UID.1 N/A (RAFPEZ 7L T D)
FPT_KYP_EXT.1 No dependencies No dependencies N/A (EAFEDER7RL)
FPT_SKP_EXT.1 No dependencies No dependencies N/A (RAFHEDZER 72 L)
FPT_STM.1 No dependencies No dependencies N/A (KA D R 72 L)
FPT_TST_EXT.1 No dependencies No dependencies N/A (RAFHEDZER 72 L)
FPT_TUD_EXT.1 FCS_COP.1(b) FCS_COP.1(b) (update) N/A (IRTFEZ 2L TD)
FCS_COP.1(c) FCS_COP.1(c)
FTA_SSL.3(LUI) No dependencies No dependencies N/A (KA D R 72 L)
FTA SSL.3(RUI) No dependencies No dependencies N/A (KA D ZER 72 L)
FTP_ITC.1 [FCS_IPSEC_EXT.1, FCS_IPSEC_EXT.1 N/A (IRAFPEZ 2L CTD)
or FCS_TLS_EXT.1,
or FCS_SSH_EXT.1,
or FCS_HTTPS_EXT.1]
FTP_TRP.1(a) [FCS_IPSEC_EXT.1, FCS_IPSEC_EXT.1 N/A (KT 2L TN B)
or FCS_TLS_EXT.1, FCS_TLS_EXT.1
or FCS_SSH_EXT.1, FCS_HTTPS EXT.L
or FCS_HTTPS_EXT.1]
FTP_TRP.1(b) [FCS_IPSEC_EXT.1, FCS_IPSEC_EXT.1 N/A (A7 TZL TV D)

or FCS_TLS_EXT.1,
or FCS_SSH_EXT.1,
or FCS_HTTPS_EXT.1]
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7 TOE EXftAs

7.1 a—¥—3 unmﬁﬁb

- X AESREEE: FIA_UAU.L FIA_UID.1, FIA UAU.7, FIA_ATD.1,FIA USB.1, FIA_AFL.1,
FTA_SSL.3(LUI), FTA_SSL.3(RUI)

TOE 1%, EHO2—Y =% BEREET 272012, 22— —NEE XU —h ULIZBWTT U4
BEKEEET AR —Y — @uékﬁumft%%i*f% -, Va7 ARL, 7947 R PC |
DITVH—RTAN—% B L CERSND L —F —OAIERREET T, (AL, 777 AZA G Va7 DAL
L TWV%, [FIA_UAU.1, FIA_UID.1]
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FHra—P —ZFWRIFRRET 5D, 7 NAT—R AT DEED/SAT —RT7F AU T 1%, Bl Spmu 77 U:E—~%
U1 @ &R T 5, [FIA_UAU.7]

TOE [TRIMAFEIZRL T, 22— P —m— &@LU CHER 32, TOE 1%, = — ¥ —OakAIFRAEIZ AL
U3 %&, —H—T"L1Z Access Control Token(LAt: ACT)&31T T HZETRIMEEZHIVAHIT S,
[FIA_ATD.1, FIA_USB.1]

BE SRV | - EREPERER > B ERER T > B PR E > 2 — W — > SRS B > G E — Y —
DX GkIFREE
UJ—k Ul: - BREPRE S EHHRE S O —F—B P > WIS
TOE (&, BfE v, VE—h Ul KOT VA —RTANR—ZRBITH—V =3RRI BT, RIERns

ALVRITEWS T T2y 7 MEREE TR 5, [FIA_AFL.1]
2 7 7T MERED B ER EIT U ADMIN O AIRETLL FOMETET TX 5,

BAE RV | - BREPEE: >R E > BHRE > X2 T — R E > Bk AT — R & E
> SRS RE DR E

UE—hUIl: | - RECRE > EHRE > X2V T 0 —RE > BGE/ AT — Rk E > PRk HE
DFETE

By 77 MEREIZEL T DR DRERETE R BT HLEDT IV MNIry 7 TU RSN,

- BERRZANE—RUIT Y — P~74/<~75>%0>:zﬁ‘%‘/%i\”ﬁ@ﬁeﬂﬁzlﬁﬁ;ﬂz%%%u BELT
0y A RATOHRBIENZELTZ G A a AR L =T Iy o heay 7 TR, v s A
RO, tﬂ&%/uih??@&ﬁlﬁl%t i 1~10 [EIMBHEIRTEDHH 3 FILL T &R ET D,

- Y7 UMRERIT 1-60 S7nBRIRTEDOI D 3 Ll EARRIE T 5, iRIELTIZy 77T MREH]
PR HET, LY — =D A ZGRBHIRN

TOE %, u/ A Ui —¥ — e ERRBRIELZRWVEA . BEIRICaS 7Y NSE5 H By 7w MERE
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NiZGEIT ey ar R EICLY, EHEFIIENE N0 HEnS 7T ME 2% E TE5,
[FTA_ SSL. 3(LUN] [FTA_SSL.3(RUI)]

A —rZ7VT BATREH O E X U ADMIN DA FIRETLL FO#EMETE R TED,

BRI SRV | - BRI > B E > BRI IE > 2~ — [ R E > A — N U T AT
- BRI > MR E > BB > A~ — BRI > A — MU T BT
DR

VB UL | - RREIE > BRSERRE > A1~ —ITERE > BB > A — MV T BT
i
- BRI > BRI > S A~ — BN > A — MU T AT O IR

F—=h7UT BATRFRNZLL T ORMEDPRETE RMEICEE S HL2DT AV MNInT T U RSND,

- EERRVEERELIRVRRENS . A — U TR TR ER BN TR E ST 2 A LT MR %
WUIZE, XA LT U RERIL, 10 #-9 75 O#iPH TR Té‘%’) (fﬁﬂﬂ;ﬁﬁiiz 7)

T al @& EIX UADMIN O A HETLL FOEMETEE TX5,

UeE—hUIl: | - BERGES>SBERES XN —I >yl a B E

Ty al B EIXLL TORUEDPEETE, FMICAEETHEZOT AV NI TSNS,

- J%—F Ul %T%{/Ebfotb\idiﬁbﬁi vk/‘/a/aﬁﬁé RIEINT-HA LT MEH 2B L7~
o XALT T RREMIIE, 15 47-150 43 %@Rf-z% (%ﬂﬁ;ﬁﬁfils 7)o

7.2 TIrRRHIEHERE
TOE IZ, TOE 23FF DT UL MERE, A v AREE, 2 —EARE, 777 ABKRE. SCEOLRAFL IR H Uk EE
PR 5Ha7 RO a7 HOEFCEITKL T, L7 72 AR %ﬁbﬂ\éo
- TUVMERE ¢ UV NUERTI RS ARE
- AXYUMERE - ARy ALPRHIEGE
- ab—fERE ¢ o —AUEH I AR
- Ty ABERE - T/ AREABRHIEEEE KON 7o AR BRI RE
- XEORALTOHULERE - SCEOLRAFEE Y H UL BRI RE
TOE L BRBRRGES Nz e — Y — 2R TSN ACT ODNFITIGU T, 22— —4 OB B O —H—
DY ORI L ORBIEATRI LT, TNBOT 7 AL F1TT 5,
7.2.1 TV MAEHIEERE

- ST BHEREEM : FDP_ACC.1, FDP_ACF.1, FMT_MSA.3

TOE X7V MLERIZOUWT, BL FO 7 7B AFlERREZ 42455, 7V N LER TV AV a7 125
SNAHZ—B—L 1%, A a7 BRI F D a7 B R LT —F— 4 TS TWA, F-. 7
VR LCER TV a7 I GEnNza— =4 138 D2 —F —H BT A2 LT TER,
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TOE 1%, VU hoard A INLE, FOFETV U METIC—RHREET D, B2, TV aTiof T 5&
Niea—W =L TEOTV a7 OFTEEZHRIL, L FOT 72 AH#Z2FZHL T,

[ZURSLEDOEA SV oaT DIER]

TOE i7J/l\iiO)&“J\&Uﬁ)/I\/H?’@ﬁfﬁk%/i\fd)puuft:L—ﬂ‘ (a7 A% . UADMIN,
U.NORMAL)IZFFRIL T, RFRGEL—W —ITIFFF R L72uY,

7 )/Fj(i@&“)\&fjﬁ Vo h2a7 OERITLL T OFEE T, HIbfERSni=7 —21%, 7V b
FEREIZHE D ED D,
cL— P FZTTAT VR PC DT VA —RIAN—Z B L CTV N aT E AT D, Va7 BEAREC
n%%ljnu an:%f’T?I/ AN n%%ljnu MA _EJZIJJT?}”WifU ‘/]\?‘/57GZ:L“—“H“—ZI 75‘{#5‘5“ TOE Aj&)\éhéo
RBIFBREIC I 95 TOE ICVa7 A A THZ LT TER L,

[E& DB %, FITR]

TOE i%., Yard A H (A Da—F—L LTV " oaT Da—F —4 N —E LT HANTHOWNT, —HF
RAFLIZ TV a7 O CEO BB ORME ., FIRZFF LT\,

O EIRFERIZLL FOFE T TS,
E S xovica s AL, VM Z3EIRT D, B HICEOENNTZT —2BVANT v 7S5,
TV MERBITRE D BN T — X DO RBEEIRINTED,
VU MERE TR Y EI =T —ZDOEIRIFE RBNTE D,

TOE (%, U ADMIN, U.NORMAL, ARFAEL—H —|ZR LT, B{EOME., FIRZTF L7220,

[V R a— s %)
TOE |Z. Va7 % . UADMIN I, 7V Mra—/al OB EAZZF AT L TWA,

TV a—aZ DRTEIZLL T OFBETITh,

Ca A E KOV UADMIN [XERE s al A2 LRI R SEIRI T - FISE S a7 o
VAN, BXOWW a7 ml aid 752803 CT&D, 122, vav A #HL. BER a7V raE(BHD
=W —ZET VAT aT Da—F =L NG E) Lo TN DL DD AFERIND, HE NV a
THTAETRWCaZIilonTE, Yad b a— RN R INDTIeH TV M a—a s D
BT &R,

av A E L, BRI AL, TV N BRI A B HIZEDE T —H R
ANT v T END,

-U.ADMIN [ZVE—h Ul lI2aZ AU RSB T 2B EIR A - FIRFFH a7 DU AR BLUWsS
Ty EERT HIENTED
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[FUSE, Va7 DBE]
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TOE (%, Vav A&~ HOHADNHAE TV AL ER TV a7 OB LT\,

TVRLEREORTV N a7 OSNEIILL FOFETIThivs,
B xvica g AL, 7V M ZEIRT D8, B RICEOENNTZT — 2BV ANT v 7S5,
TV MERE D 1 FREEREN D | N — VBT DR (HIFR) A TE 5,
E S xIa s AL, [V M ZEIRT D8 B HICEOENNTZT —2BNVANT v 7S5,
Vad BRI D8, Var M (FIRE IR EEPH S ) 28 9 D52 LN TED,

TOE /%, U ADMIN, UNORMAL, KiBFEL—H =T LT, ZV M LE R ONT VA ary O %
m‘bf(ﬁb \o

[HIBR]
TOE %, Va7 A4 . UADMIN (2, U NLEK DTV hra7 izt HHIBREZFF I L TN D,

TV LE R OTV a7 OFIRIZLL FOFETI TN,

VAT A E L BIEASAR I A LT TV N BB IR DL B MICE O EN T haT
DVARNT w7 END, TV MERED a7 HIBRERENS, TV a7 ROV M EAZ 2 THIBR TX
60

FE R T AL IR HERE E NS TV a7 AEIR L CH IR TAZE T, ZU M SCENH
RCXx5, Pad A EIIHAEL WA a7  UADMIN 1322 —F—D 7Y a7 kO
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*UADMIN [ZUE—h UL 17 AL IRIHEERE DR — —D TV hWaT ROV CE
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TOE IZ. UNORMAL K ORFRFEL—— 2k L T, ZV M LE KR OV va” OFIBRE TR L7
AN

7.2.2 Ry VBRI FEBERE

- ST BHEREEM : FDP_ACC.1, FDP_ACF.1, FMT_MSA.3
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XV 256 B hORES#EE 2 ARFE 95, [FCS_SMC_EXT.1, FCS_COP.1(c), FCS_CKM.1(b)]

LI TOE 1%, TOE i SSD (ZHMNT 22 ChOT —H a7k 35,
WRIAIFEDR ON FfiZ, BB T > 7 138k — R 25012 H BT S84 A L. RAM (K95,

[I5 5- S oD 8 BRI 1]

W7~ A7 Tdhb DRBG WHERREE V,C 121E, = et — A ie 2 W T oo e — i ie &
TS, ZOH T AZIZRL TH 7~ A5G (SP800-90A (ZH:-5< Hash DRBG (2 LA NHRALER) &
179241280 256bit & DO S 8EA SR L CWDZENBEET = A L D BRI BN TR S8 O iR B
(256bit) (FHEFFSALD, [FCS_KYC_EXT.1]

TOE |%. W5 5D oL/ b8ty — R AL TRE (LT v 7N D FLASH AEY) — |- 795, F=. B
SIS LT 7 ND RAM _EIZOHFEAHZFIL, FLASH AEY—| 23S0,

b5 T 71X TOE Oz hr—7—R—RIZEESNTEY, B3t F V7 IO FLASH AEY — (X H]
A AT REZR R FE AN — DT SA R TIIR N8 | T A L O — R3S THUMI A L AT REZ2 AN
FERMEAN — D T AL R RAFENDHZ LT, [FPT_KYP_EXT.1]

K5 LT 7" NOD FLASH AEY —nbREF 5L T 7 Mg — R &5t A 3 TOE DA ¥ —7 = — A&
2N, FREF ST v 7 ND RAM MBEF5A{ T~ 7 I B a i A tH A 2 —7 = — A3
D, L — N B LU 582 2R FE ) DIRFEL CT\5, [FPT_SKP_EXT.1]

[ 5-BEDORLFE 7 15]

Copyright Canon Inc. 2022
86



Canon

FE7T H: 2023/08/23

5 SIS LT v 7 ND RAM _LICOBAFAET D, W5 ST EIRBTIRFIC AR B L2220 T, BIFRETIC L
DiE%T %, [FCS_CKM_EXT.4/ FCS_CKM.4]

L — I3, TOE BRI/ L 5 B D30 S S AT LI L7 BRI SR BEL 725, s — R ODfg
L, BE SRV OFRR TERITSIND, #E— R L CEEE(OXFF) T 1 [A] EEE 52Tl
—R&flEE4 %, [FCS_CKM_EXT.4/ FCS_CKM.4]

7.5 LAN T —Z{%#ERERE
7.5.1 IPSec R55{vinE
- P AHEREE M. FCS_COP.1(a), FCS_COP.1(c), FTP_ITC.1, FTP_TRP.1(a),
FTP_TRP.1(b), FCS_IPSEC_EXT.1, FIA_PSK_EXT.1, FCS_COP.1(g)

TOE |X. 77 A /A — N\ [BERs 00— )R [ A B — 3 — L TOE [ T2 (24 A — Y —F— X5
KONTSF 77— DO, 52 BMEDIERDT-DIZ, TXTD IP 737y e RFC4301 THIESL7- IPSec
\ZCLA R DI 2 592, [FTP_ITC.1, FCS_IPSEC_EXT.1.1]

- LAN ~EET5 IP 7y O 5k E

- LAN 253215395 IP Xy ho1E SHE
—WRRIHE D, 7TAT N PC K07V 2 —RTA R —ZfEWHIRAEITOBRZ, 7747 >k PC /25 TOE
NERET LY —FT —HBIOTSF 7 —Z OBV, 52 2MEOEROT-01Z, TOE (X3 ToD IP
/Ny e RFCA301 THUES LV IPSec IZTLL FOIIITKE 5{biE 579 %, [FTP_TRP.1(b),
FCS_IPSEC_EXT.1.1]

- LAN ~EET5 IP 7o Ol S E

- LAN DBZAET5 IP 23y hO1E Sk
BWHREDN, 77Tk PC LV Web 7702\ E—h Ul OD_X—TEEEZFTOBRIC, 7947+ PC
N TOE ~EEZ(ETH—W —F —ZBIWNTSF 7 — X O | 52 B MEOMRDT-1Z, TOE X
T _TO IP 2347w RFC4301 THUESILZ IPSec IZTLL RO XIHCkE B b/ 595, 72 BYE—k Ul
FAEDOAREIZ DUV TIL, IPSec I BLAEBETS 1T TlI/RK EHIZ 7.5.3 0D TLS I (ke ST
MWDz TX5, [FTP_TRP.1(a), FCS_IPSEC_EXT.1.1]

- LAN ~EET5 IP 7y O 5L E

- LAN DBZAET5 IP 23y hO1E Sk

TEROEE T LT R A, WS84 H T, RFC4303 IZE S IPSec 7 h=jL ESP #EHLL T\
%, [FCS_COP.1(a), FCS_COP.1(c)]

cryptographic algorithm cryptographic key sizes list of standards
FIPS PUB 197(AES)
AES-CBC+HMAC 128 bit, 256 bit NIST SP800-38A(CBC)

FIPS PUB198-1(HMAC)

FIPS PUB 197(AES)
NIST SP800-38D(GCM)

- kFEE® HMAC THIHT 22X 27 i a7 /LIFYXL(SHA)IX SHA-1, SHA-1 (X, FIPS
PUB198-1 (2} & X417= The Keyed-Hash Message Authentication Code 33X T FIPS PUB180-3

AES-GCM 128 bit, 256 bit
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\ZHRE S H7= Secure Hash Standard Z1ii 729", Avb—U X AV =AM 160 Bk, HMAC T
FIH S D8R 1% 160bit, [FCS_COP.1(g)]

IPSec DEMEE—RIX, FFVAR—MEe—RDHZ VR —ILTW%, [FCS_IPSEC_EXT.1.2]

IPSec #ftax i€ 1. Security Policy Databese(SPD)& L CTHE D /L — VA SEIANL 2 D1 TEFRL TWD,
SPD (ZiF, — v Z T HBEM TSP TRL R, R—rE ) &, BEHFL0EE TR KE %
TEXC IPSec X IE) . L —/LZ DL DO DF NN N E TSI TS,

IP X7y Nk 5T 556 . SPD OEESENARLIZHE Y, A Eh72/— b IKE DRI m—a Gk
%o IKE DML L2 AUy N3 EES LD,

IKE 23HESL UT-35 6 FENE LT IKE ZAfERFL7-F % SPD OESLNEAL D i EALDA Zhg /L — L DiE(E
FIF LMD BB AR, ENEE LTV —/L 0 IPSec 32 EIZLVIBEETTH, 2 TD SPD O{EHH
FLEIETE LN IP Sy MIEES LS,

AN E B LI — LV CHEE D TERD TSI, Ay NIEES L, SOITESEIEAL DKL vL—L
EDBEFH TSRO EIIME L7V, [FCS_IPSEC_EXT.1.3]

IPSec THf)& 9 D7 mba/LOAEERIZLL T D) ThD, [FCS_IPSEC_EXT.1.4-7,9]

- RFC2407. 2408, 2409, 4109, ¥LIES — /L A& B DI=H D RFCA304 } O~y 2B D
RFC4868 CiEF=17z IKEVL

- IKEVl O~/ 11—KK 5 :RFC3602 THLEZ47- AES-CBC-128/AES-CBC-256

- IPSec ESP O~ A m—NRf5 : RFC3602 THIE 7= AES-CBC-128/AES-CBC-256 & O
RFC4106 THLE X472 AES-GCM-128/AES-GCM-256

- KBV 72— X 1 @RI IA T —ROBEE T 5 (T 7Ly 7' =R AL

- HR—F95 DH 7 /—71% Group14(2048bit), ECDH256bit, ECDH384bit THY, & &F]
M 2%7% UADMIN 2358 E T 2, D% 815 I ZBEAZH N O N2 0D FEM I DR E S 4L
Do

IKEVl @ SA FAT7ZALIE, 72— 1 D SA T 24 BREILINE 7 =— X 2 @ SA T 8 BEILLNIRE 245
ETHZETHIBRTHZ LN T&ED, [FCS_IPSEC_EXT.1.8]

ATO IKE 7uahz/Lid, RSA 7/L3Y XA ECDSA 7V YR L, FHRjHAHEHOWTANEHWT B
T iRAEA I T 5, [FCS_IPSEC_EXT.1.10]

IPSec DHFiTHAEEIL, SPD D/L— /LT EITERIE T HIENATRE TH D, [FIA_PSK_EXT.1.1]
FREEA RO SCTHEIL, 22 XTFLL L 24 SCFLIN TR E ATRE CTH D, 1 H TEXL 0TI, KT/
Tt RS (ML T@), T TS0, T%), TR T&S, T T, NN DA G D DIERR ATHETH
%, [FIA_PSK_EXT.1.2]

HETA LT X AN A TIERR SN DD A% SHA-1, SHA-256, SHA-384 TS4-31F LTl A
T5, BB SITFITHWA A 2T LAV ALL, IKE 72— 1 D3RI m— 50250 SHA-L,
SHA-256, SHA-384 D HIxBUWT Iy — D3RS U H S5, [FIA_PSK_EXT.1.3]

IPsec G VRS RED L EIE. BE 3 E LITUE— Ul L0, U ADMIN (2 L0 BREERED DR TE ST
Do
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BB v | - BRIEPREE > B asaX € > BRBLEE > Ry NI —2 >TCP/IP 3% E>IPSec 3% &
UE—hUl: | - BB > BRI E > R*v N —7 >1PSec X iE
- EREPEE: > BREERE > x v "I —27 >|PSec ARV ——H&

7.5.2 |PSec K585 HgRE

- X TOEEEM: FCS_CKM.1(@), FCS_CKM.1(b), FCS CKM_EXT.4, FCS_CKM.4,
FPT_SKP_EXT.1

IPSec i 52 PREERE DS D4 D CSP {22V T, L FIZRHEEA 2,

CSP #&31l B AT | BWREE | BREES
R IKEVL ([Z CHFRIEA#S X ToR | SSD =1k L
AECHRIHT A 8
MFP #~7 IKEVL IZTT X NVEL TR SSD =N EL
(RSA, ECDSA) CTORSFECTHIH T
% TOE Ogg~<7
IKE K58 IKEVl T 2550720 | RAM ST TOE DB
T (MURNEES
DH #t~7 DH/ECDH (212825 HADERIZ4E | RAM L TOE D& KT
ECDH &t~ | Bd 20 bRk A g (NEUREES
IPSec 5758 | IPSec ESP CTfEH T D15 5072 | RAM S TOE DB
DI 75 (UREES
IPSec FBRE#E | IPSec ESP THEH 3 27GED7=% | RAM DAy TOE D&M
D (NSUNEES
DRBG ARtk | LE A ARk 3 57-8 D DRBG Wil | RAM 'S TOE DB
He IRHE, AURNEES

WIZ CSP DFGA TV AT AT DN TEEHT D,

(s 8D A= Rl 7 1]
TOE I, IROAEARIZEE- DX IPSec W5 5L RE Cfi 92 B84 L a9 5,
CSP #%31 BB 7 NTYRL/ERESL T VYR L | R
MFP $8~7 RSA(2048 1) NIST SP800-56B Rev1:6.3.1.1
rsakpgl-basic
ECDSA(P-256. P-384) FIPS PUB 186-4
NIST SP800-56A Rev3: 5.6.1.2.2
IKE I 75 AES-CBC FIPS PUB 197(AES)
NIST SP800-38A(CBC)
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DH 7 DH(Group14) NIST SP800-56A Rev3: 5.6.1.1

Approved Safe-Prime Groups
ECDH #~=7 ECDH(P-256. P-384) NIST SP800-56A Rev3: 5.7.1.2
IPSec 7 AES-CBC FIPS PUB 197(AES)

NIST SP800-38A(CBC)

AES_GCM FIPS PUB 197(AES)
NIST SP800-38D(GCM)

IPSec FRGIESE HMAC FIPS PUB 198-1

FHRTIA ST, R L, B LTV E— Ul LY TOE O FIEAEZFI L T UADMIN (2L > TRRE
OB SR FIHIBR) SIS, I B FATEEA RO T I AN 71X, Bl 3L Tii*, VE—h Ul Ti3"@” T
#~595, [FPT_SKP_EXT.1]

IPSec #AIEHE/DH $E~7/ECDH #E~7" 1% IPSec l{Z RO RT T = —Ta/lL>TARKIILD, MFP #
AT, BE S E LRV E—R Ul 25 TOE OFF BRFEEEZFI I L C U.ADMIN 2 ERK ATRETH D,
[FCS_CKM.1(a)]

TOE 1% IKE 5 58t LT, IPSec 1@{E DRI —— 9 WfC 7.5.5 HLEA BikREA VT 128bit 1<
1% 256bit ™ AES-CBC D 5844 i35, TOE 1% IPSec I 4L L, IPSec g DFI LT — a2
RFLZ 7.5.5 BLECZE BB REZ F VO CHER: 128bit $ <1 256bit TH5, AES-CBC #,L<iX AES_GCM K5
%Rk 9%, [FCS_CKM.1(b)]

[ S #ED & BT 1E]
CSP #&51] BHFE

Fai AR O MFP §8X7 | SSD W5 5k REIC LiE 5k L TOE i SSD (235,

IKE M54/ IPSec I52-4&/ RAM _EIZESC TN D,
IPSec #RFF4E DH #&~=7/
DRBG WNBIREE

e L LTV E—F Ul XD TOE OEEREREA R L T . FaiA N O MFP #-27/IKE K

B4/ IPSec 5 5-4&/ IPSec ZRGF#E/DH 4827/ ECDH 7 Z 3t H . b LI E T A8 X720,
[FPT_SKP_EXT.1]

[ 5 S DRI ST IE]

AT SR O MFP 8827 1%, 5Bk LT TOE PJk SSD IR FEL T5, F D7 O REHE T4 B
/AN

IKE 5 58/ IPSec 5 =8/ IPSec #8GIE##E/DH ##-27"/ ECDH #£-27"/ DRBG INHEIIKAEIL, IPSec i@f5#&
T TOE OFEIFKIIFICARE L) BB IS5, [FCS_CKM_EXT.4/FCS_CKM.4]

7.5.3 TLS B E5{EkEE

- X T AEEEM: FCS_COP.1(a), FCS_COP.1(c), FCS COP.1(g), FTP_TRP.1(a),
FCS TLS_EXT.1, FCS HTTPS_EXT.1
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TOE (%, U.ADMIN ﬁiuT@ﬂ%f TOE ZH|H 325

—ZDOREEENE | e MDD

12, TLS (2 THs %ﬂﬁ”ﬁﬁ'@“é

FITH:

2023/08/23

EREENLA—Y =T =S BIOTSF 7

2iB=H

Xt g ——

A =15=97

Web 77U H &ffi~>7-)E—h
Ul D~2— U HfE

U.ADMIN

TLS/HTTPS

TSF /%, UADMIN IZL->TZ747 ' f PC D Web 7704 —7 5 TOE @ Web ~<—

L CHERE

TR TONI-HEIZ, TOE 7T 47 h PC DM T TLS G DRI —ab %170, TLS 71k
N KB — R—FEENM T bAL, TLS Ik Dy ar i3 st Shi-#% . HTTPS 115 (RFC2818 i

EV&BRIET %, [FCS_ HTTPS_EXT.1]

7272 LUE—h Ul BEIZ oW T, IPSec By

EHIRESILD, [FTP_TRP.1(a)]

R Y (SN AV S =2y e i) - WA

Fo I T DL THD, 728, AES

PUB 197 |Z¥EHLL T 5, [FCS_COP.1(a)]

BAVRSBEDN I WS TEY , TLS i

SAEHEREI T 070

57 LA A AT FIPS

cryptographic algorithm

cryptographic key sizes

list of standards

AES-CBC

128 bit, 256 bit

NIST SP800-38A

AES-GCM

128 bit, 256 bit

NIST SP800-38D

TLS TiE. L Fo7uabha/Wkt il Tnd, [FCS_TLS _EXT.1]
- TLS1.2(RFC 5246)

TLS Cit, ML ROV A7 7 AL — bR —kL TV, [FCS_COP.1(a), FCS_COP.1(c), FCS_COP.1(g),
FCS_TLS_EXT.1]

- TLS_RSA WITH_AES_128 CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA WITH_AES_128 CBC_SHA
TLS_ECDHE_RSA WITH_AES_256_CBC_SHA

- TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256
- TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
- TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE_ECDSA WITH_AES_256_GCM_SHA384

TLS B2V DR 1L, BE/ 2 E LUTYE—R Ul LY. U ADMIN [Z L& BRSREN LR ES L
Do
BB RV | - BRIEPEG: > BERRR E > BREER E > Ry NI —2 >TCP/IP % E>TLS 7% €

BRBEERE > X NI —27 >TLS % E

s
7
3
w
V

Je—kUI: | -
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7.5.4 TLS B S EHMEE

ST BB E
FPT_SKP_EXT.1

TLS $& FRSBEN BV CSP 12D\ C, LLFIZ#HAT %,

FCS_CKM.1(a), FCS_CKM.1(b), FCS_CKM.4, FCS_CKM_EXT.4,

CSP #&51 LA FAEET | BWIREE | BZES IR
MFP §g~7 TUHNELL FFHR(RSA £ SSD =1t ML
ECDSA) COFRIETHIH TS
TOE O#E~T
ECDH #~7 ECDH DBRIZARK T DA F, | RAM SEXC TOE EIFKTIZ
oadied JOEE
TLS YVU~2A%Y | TLS @EIAIHT 57 V~A2% | RAM SESC TOE &EIRIMZ
—J7Lwh —7Lvh JOHEE
TLS Byvardt | BER SO ORE58t RAM SESC TOE &EIRIHZ
INEES
DRBG NEBIKEE | ELEER AT 5729 DRBG N | RAM SESL TOE DO EE Hr
HORTE, BNEES
WIZ CSP DTATH AT AT DOWTCELHET D,
(IR -4 oD A= 5 )5 1]
TOE |X, IROAEERIZH-DE | TLS W 5{bLRE CHEH T oM S 82 Al 9%,
CSP &5l ST NTVA L/ RHESLT NVT)R L | R
MFP §~37 RSA(2048 v 1) NIST  SP800-56B  Rev1:6.3.1.1
rsakpgl-basic
ECDSA(P-256, P-384) FIPS PUB 186-4
NIST SP800-56A Rev3: 5.6.1.2.2
ECDH #~27 ECDH(P-256, P-384) NIST SP800-56A Rev3: 5.7.1.2
TLS Tviardt | AES-CBC(128 b b, 256 ) FIPS PUB 197(AES)
NIST SP800-38A(CBC)
AES-GCM(128 'k, 256 £ 1) FIPS PUB 197(AES)
NIST SP800-38D(GCM)

MFP #2713 BB/ b LTV E—h Ul 255 TOE OE FIMEREZF]FH LT U.ADMIN 72342 5% AT RE
Tdb, [FCS_CKM.1(a)]

TOE X TLS By ard/ TLS FV~AZL —7L v ECDH ##<7 % TLS 113 BA#aIEC 7.5.5 ELEAE
R REE VN CAERR T, [FCS_CKM.1(a), FCS_CKM.1(b)]

[IF 5- Stk & BR 5 725]
\ CSP %731

| EEHE
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MFP #~27 SSD W5 5L REIC LV 5k L TOE Wk SSD (#9325,

TLS By a8/ TLS 7V~ | RAM B2 ESC TS5,
AH—21 M ECDH #2
7’| DRBG WNERIKAE

BE 2 B LIV E—F UL LY TOE OEFBRHEEAFIH L T, TLS By al ##/ TLS 7V ~AZ
—27 L ECDH -7/ TOE Wi SSD [ZRIFSIL TS MFP 8837 % it AT H LIEME 35
FEREIT 72\, [FPT_SKP_EXT.1]

[ERERRLE agrs|

MFP $8~271%, 5 5{ LT TOE Wi SSD IZRIEL TUWND, Z D7D MEEE I XL B,

TLS By a8 TLS FU~AZL —2/L v ECDH #-~27/ DRBG NERIREEIL, TOE O EIFKIFA
gLl BIFEWTICEIVIE LT 5, [FCS_CKM_EXT.4/FCS_CKM.4]

7.5.5 FELEAERESRE

- XS AHEREEE: FCS_RBG_EXT.1(network), FCS_COP.1(c)

TOE 13, ROAEARIZ I DX SLEA A ST 55, BLEE s HEIC Ko TAE RS- ELERI L, IPSec B 5
{EREHE L O TLS B S bA%EE CEHENA,

SRR T VL TYR N R
CTR_DRBG(AES) NIST SP800-90A

TOE i NIST SP800-90A (Z7it->C CTR_DRBG (2> bt —4l& A F14 52 TR A R A1T9,
[FCS_RBG_EXT.1.1(network)]

JARXRELTIE, L DDONN—R =T _X—R|ZLB /A XJREL T, TOE O 7t —(Intel Atom®~7 =zt
v —E3930) 3N T B/ — R = 7 5L A as & 55, RDSEED i3 & 34795/ —R =T L
BOAEZNS 32 B hOE Y MBI H &b,

TOE DL #EhRFIZ(T RDSEED iy 128 [F1FE4TL , UG L 7= 4096 B hOE y M3 = hat" — i Th 5
Linux PRNG [Z A&, /AR THHN—R Y =T EER L D N SNDHE v ML, 1 By iz
D 0.5 By L LD/ hae —%2E T ZEH[Rambus 2012]DFEuk ) 5H5370>> T, Linux PRNG (2
17 bt 2048 B RO T b — N E £ TUVNVD,

TOE I, fLE/EROE R A= TAL, 384 B D= hat — A KR Ef>—  fot—¥Z = fat'—
JRCHD Linux PRNG 7HIEL . 3 —FfEEL T CTR_DRBG IZA /14528 T, 256 B hOEL I A AL
9%, [FCS_RBG_EXT.1.2(network)]

7.6 BARRGE/AREEE
7.6.1 TLS BALERRHEE

- ST AHEEEEEM:: FCS_COP.1(b)(tls) , FCS_COP.1(c)
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TLS OBy a MENIRHZ I\ T, FIPS PUB 186-4 (23S L RO T /LAY X A FAWT, B4 AR AT
729, [FCS_COP.1(b)(tls)]

- RSA T UXNVEL T VAU L(IDSA) CHEE D 2048 £ bt D

- FEM T U H VB4 T L) X L(ECDSA) THER 78 256 Bk, 384 E v hdE,D
B4 ERRICIT SHA-256, SHA-384, SHA-512 % iV %, [FCS_COP.1(c)]
AT A ATRER BA T LAY R Dby y 2D AE Y277,

- RSA2048 : SHA-256, RSA2048 : SHA-384, RSA2048 : SHA-512

- ECDSA-256:SHA-256

- ECDSA-384:SHA-384

7.6.2 |IPSec B4 RRFE/AE SRR

- XS ABEREEE: FCS_COP.1(b)(ipsec), FCS_COP.1(c)

IPSec 7 IKEVL TOREH 4 FIV =332 350 T, FIPS PUB 186-4 (2SS LA FO T LAY R ATES
WEEI AR 11729, [FCS_COP.1(b)(ipsec)]

- RSA FUHNEL T LAY R L(IDSA) THEE 7S 2048 B DD

- FEMER T U AV B4 T LT X A(ECDSA) THER 78 256 Bk, 384 B hDEHD
B4 BGIEIA T IE SHA-256 3 L<I% SHA-384 TR L7= v affiz V5, [FCS_COP.1(c)]
LA AT REZe B 40 T VYR B E A 2 DA AR E R T,

- RSA2048:SHA-256, RSA2048: SHA-384

- ECDSA-256:SHA-256

- ECDSA-384:SHA-384

7.7 HCOTAMERE

- XS AHEREEM:: FPT_TST_EXT.1, FCS_COP.1(b)(update), FCS_COP.1(c)
TOE I, EERFCLL T O H 7 AN FEHi 95, [FPT_TST_EXT.1]

Lo HETAN =T —mibiEhiz54 . TOE [3EE X x v —a—KE2FK/RL, TOE OiL#Eh%
k45,

T 7=z T DEENTF

- Tr—AT=TICE, B U FIPS PUB 186-4 12 H-3< RSA(SEE 2048bit), SHA-256 % i
WTEAL DT ESNTEY, HO0LORFFT2AREEZ W TEALZE L THELIZ Y
Vafil, Vr—Av=zT HEMNOE M LI Ny ViR L CRENERAET D,
[FCS_COP.1(b)(update), FCS_COP.1(c)]

7.8 BEEu e

Copyright Canon Inc. 2022
94



Canon

FE7T H: 2023/08/23

- W THEREEM: FAU GEN.1, FAU GEN.2, FPT_STM.1, FAU_SAR.1, FAU_SAR.2,
FAU_STG.1, FAU_STG.4, FAU_STG_EXT.1, FMT_MTD.1

TOE I, A FOARUIREUTZERIC

Bitin /20 %, [FAU_GEN.1]
AR OB I FTho, [FAU_GEN.2]

- AR == AN SR (RS R

fHL., L FOAXRCPOBRIZIZLL FOHE B84 5,
- Vad R TOERas I, UaT

- RRER ORI

I, RERAT L/fC:L““H-““ZI

- Byl ar O RO 2T, By al N RO R

O R R H G K BEREMP A —T =— R
REAHERE D ED TOE &EJ# ON
(RREIRAA T B/ %0, UE—k UI)
REARERE DS T TOE &+ OFF
(RIKEPFEAA T, v, UE—KUI)
NEVA NS TV ad DT
Ay a T DT

O —Ta v O T

Ty I ARETaT DT
Ty I AZAEVaT DI T
LEORFTaT7 DT

% FFCiZ4 T, FDP_ACC.1/FDP_ACF.1 |ZBd#E T 51
H—T x— R

Z2— PG RBIFRFED J L

BE S INPEOBRT AT
VE—h Ul 23b0a 7 A 384T
TV BRI S BO IR T

T ARG B RE ORI

FMT_SMF.1 (ZBHE# 35 A & —7 = — A ffi

2 — P —F R ORI

FMT_SMF.1 ICB#ES 5 A7 —7 = —Afdi [

FIHZE I V—T D
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[Rambus 2012]

Analysis of Intel's vy Bridge Digital Random Number Generator, Cryptography Research a division of Rambus,
2012.

https://www.rambus.com/intel-ivy-bridge-random-number-generator/
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