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1.  ST#EER (ST Introduction)
AETIE.STSHE. TOESHR. TOEBIE., $LU TOE G ICOVWTEER T B,

1.1. ST S (ST Reference)

AEITIE ST OFAFHELIRT D,

B4R Xerox VersalLink C605X / C505X with Disk Overwrite
R USRI

N=3v: V 1.10

FITH: 2023418 19H

fERE : BEIMINLE YR/ R=vavk it

1.2. TOE B (TOE Reference)
AREICIE TOE OFAITEHRZEL DR T S,

TOE & Xerox Versalink C605X / C505X with Disk Overwrite
TOE ®)\—Y3v: | Controller ROM Ver. 1.90.3

A TOE 3. UTOVWTNHDERTHD o Fz. A TOE (CEHFFERDIM AV ANMTHES B

i N—=3y
Xerox VersaLink C605X with Disk Overwrite Controller ROM Ver. 1.90.3
Xerox Versalink C505X with Disk Overwrite
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1.3. TOE#ZE (TOE Overview)
1.3.1. TOE m%&%l (TOE Type)

A TOE (&, HHEA-NILIVP %y kD=0 (LAN) ABEfiehn . DE—H#RE. AFvUikae. TV MERE. O
POAMEE, EFR— TS MFD TH3.

1.3.2. TOE OEREEEELF1UT1HERE
(Usage and Major Security Features of TOE)

- -

O pg \
s\ #ubo=n
S
1
1
g —BREEISATUE ) |
—_———
A U A ! ;
-Web 7594 L P !
— RIS y DA=lb
Q YATLEEE ) 1
D347k ==Ll - (TOE
A F594 T~ FIRNEE }
AT L J N - ,// \-
eBE 0000007/ TT==T 1
| DB
(_E=9-—1 )

—_——
P -

‘\\ EIESEE ’// g Q
A A

—EFIRE AT
EEE

1 TOE 0EFE T 3 ERIRE
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MFD (&, 774 70A—)UCL2 T, S8Ry RO =D b D BESNTZH #RA— NIV IUV7 2y bD—D (LAN)A
ERchZRETHERAINS,
Fe. TP AERERIETIEE R ARBEERHEICERINS,

FIAEE. MFD OENSKIR—BFABEIFMT7 M YATLEEEDS17V D Web T505 07
UUB—FS4NEM LT, MFD O&EEREREEFIRAT 3,

MFD (&, FIRZEOHZIXZCK L, AE— AFvUiEE. TUV M. TPDATHORERIE . BEDHREE
92, NoOXENKRE ., RAVELET 278, MFD (%, RIREZHA DT dHEE. HERICE
HXET AP T BT AR, MFD ROA M —JICRTF - BRINIRERBROXET—
SOEES1E. LAN EDOBIET -A0RE, EEE(CRELLEF1TEREMAE. MFD OF AEES
MFD RERCRET S — A . EDFIABEEEZ MFD A DEEEY—/\MoEZAVVT T3 EF1UT(EER
HHE. TSF E£471— FE TSF T—ADFTL2MHREE. TSF 71— R7y I L— FREOETI- FOEIE
THREE. 77D AEIERE LAN O BEtERE . AL — J(CEE SN RFEGBEROLEEHEMEEZR
EE

REEGEROLESHEEEL. N\—FT1 200 EEZEEHEMEE(Disk Overwrite) &R AT 5.
COBENATVaVDETIVTIE, N—FT4ADD LEEBEFVMEBAL. N—FT1ADDEEEHE
WREEANILTIRLENDS,

ZFTOE ERERT IR, SERERREA T VAV EEMA VA M-IV T BIECLD, BRREAKEL T, KK
AREEESNEREREE Y R — T BN, K TOE BB E CIARARRIANDHEEMT D,

3)
-FIAED, MFD (CEANBIBA R —IT A AGR=BTINITFVVIARIT I AF) 2t T 10371
—AldFEAESND,

1.3.3. TOE LSNDN—RII7HEREY T bIT7# AL (Required Non-TOE Hardware
and Software)

1 ITRTFARKRICHEVT TOE (3 MFD THY, TEiEd TOE USNDN—FIIPHELVYT by ?PH
#ETS.

(1) —RERAEDSATYH
N—F9IPRAAD PC TH3,
FUVBDSA TV RELTRIAT 318 A(E. MFD (L LTXET 20Ty FEREFTIRD, PC (ClET
YUB— RS54 B VAT BBENHS,
MFD 0 Web Y—/\#&e5FIFAT 238814, PC IS4 YA R—ILENTIVS Web 75955 T3,
(2) YATLEBEDSATYH
N—F9IP>AAD PC TH3,
TOE [C#LT TOE BEF—ANBBPLEE, 77— LI OBFETIEHIC. Web T5H5H N E
&b,
(3) Mail 4%
AFrUXEEA—LTEET B, Mail =/ \RBEERS, )\~ k917/0S [FAD PC £ (35
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—N\THN., TLS TRESNT: SMTP FOLILESR— B Mail Y —E2AZA VAL ELEND
%o

(4) BEEY-N
MFD THRAEUVCEESFREWNET N, BEEY -/ \WREEGS, N\—FI17/0S [FARD PC &
ZI3H—INTHN. MFD BEEY—NOERICIEUT, HTTPS O ULERWT, TLS (TS LTLY
BEET-NCEENTDEEET,

A TOE OFF@TIE. £FEDN—FII7HLVYIMII7PELT. LTEERAT S,

(1). Q)O—EFIRBEBIZMT7V MV ATLEBEDZA7V D OS IF Windows 10 &, Web 757
&L T Microsoft Edge #{# A7 %,

(3)® Mail —/\lF Cent OS 7.6 &. Postfix version 2.10.1 ZEHY %,

(4)DEEEY—/\E Windows 10 &, BEEOVENE LOESTEREELT PowerShell Version 5.1
®ERAT?, T, VATLEBENTIHVAIHK->TER TS00 BN E UA®D PowerShell 207 b
HETIVENDHD.
(DICBVT., FEHTETIUE— L5153 Xerox Corporation 2t T35 UHFEADLLT k518
—ZERT 3,

“PCL6 5.887.3.0"
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1.4. TOE §&;t (TOE Description)
ARETIZ. TOE OFIAE®KE. TOE OREMEE . HLUYEMEREICOVTEERT S,
1.4.1. TOE BBENFIAE®E (User Assumptions)
A STT.TOEICHULTEETSFAEREIZ Table 1 [CEE#hT 3,
Table 1 FIAHE%&E

L] FIRET 55 &
U.NORMAL —HRFIRE BAISN. SREESNFIRET, EEERE
ERIBVFIAE
U.ADMIN EEE BAISN ., RSN RETEEAREE
HOMME

(TOE M=E# T3, Key Operator £ SA &
LWOREINHD., X ST £ TE U.ADMIN &L
THHIFEND, )

1.4.2. TOE Oiw¥EMEF (Logical Boundary of the TOE)

2 (C TOE OmBEME R ESL R TS,
MIBMEFEL ORSNHAEDSIS ., THRBLDHEIEAKEE. TROVOKAELR 1T AEE
X
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AR EFEERE >

Mail =)\ |,
BEEY-—N

— R RE
VATLEERE

A

—RFAE
DIATPUE

UVE S SR UA
-Web 759%

I A BE
TOE
55 Al B2 A pIMAY
75 A% yEI,
TSk JE—
PSTNZ7PDA-%y b 779
D—DE D5 B
| BiEELER
N—FT1290 L =iEEEE
EEHE
tX1UT1ERE
1)1 EE
A=Y
FEE | XE A TOE
BXE T8 O B
75 F-5 54
2 TOE OimEHIE R
1.4.2.1. TOE MR IIEAREE (Basic Functions)

A

VAT LEBE
D347V
-Web 759

(1) FUub: —BABEBIFAT7VIDTIVA—RANDOEONZBEFXEEZ(TIS., . B1E

RRIVDODIETRICHEN, ZITE-ZBFXEE/N- FIE-FRXAEHT S,

(2) AFvy: BENSRIDLOIETRICHED, AFvF—LEON-FIE-XBZHHAH . EFHAA

ZHID,

A TOE TlE, AFv U EEICINEHMENTLEFXEICH U, Mail Y-/ \NESHENEFET S,

(3) IE—:

BRAENKIVDDOIE RSN 2FvF—EDON—-FIE-XEEERT S,

(4) PSTN 77D0E1E: RIENNRIDDDIERICHEL, AFv—EDRFEZFAAH . 1RZE PSTN

77D2FARVERT PSTN #2ET PSTN J7DADFEEARIES 3,

-6 -
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(5) PSTN J7D2A%{5: PSTN f2HCHGAFHN0ENLTFIVIIXET—HEZIEL. 77D
AZAERVIANEINT B, o, BEEBICIHRME/ RN ODIERICETE, REFESNLETFDVI
UNETHCHULT ATOLIBEREEERIREET B, IR 24E) SR BDHETRICED., 77D
ZERVIACRBFSNI TP VIUNET-HETIV M B, AlbR: BESRIVDDDIERICED,
REFSNLET7DIIIXET - HEHIFRT B,

1.4.2.2. TOEHWR#ETIF1YUT1H8E (Security Functions)
1.4.2.1 DEKREEEEZIETEH, TOE [F. L TOEF 1T H4EEHIRIET S,

(1) #AIFER
FIREOH AR RUERT 5(E. MFD Otggeh’, EE B (L THHERMT SSNZFIAEDH(C
PDEARRETHE_EZRIET %, FIFHEDHANEFREEE . PO AKIEEERERIIDRMELTE
FIASN. EX1)T(EESBRE MFD OFERAEHEOF AECAEM TS LTOXIRICEES, #
AIEEBEEIE . MFD [C&HSTETEND,
TOE (F3AIFREET 370 184\, FIAEDZA 7Y b Web T30, BEET—)\0D 3 EEEH
HN.ID ENAT—FOAAZRL. NAT— RAABFCNRT— RFERILHICRBULFERTTE 71—
FNODODBEREE , FREEER TR, EHE L CFRALREALIZIG & . SRR ITEZ (HT BB o EEER A
TWd, Fz. R/IMNAT— RREFRETIHEE. OV VZIC— EBRREOEGEICEEBIMICOY
1VED)T7TBHEREERA TV,
A TOE 2RI IR ME. HEBRREEATVavEBMA VA M—ILT B EICED, BBEEARELT, K
IRFREEEMN B EHYIR— T 2H, K TOE RECIIARAKRZEIANDHEFERT S,

(2) 7DEAHE
POEAFEIE, XEPXELEICEET SRR, LX) T BET AN, BB 7O AER =5
DHABEDHICPDEATRETHEI L ZREET B,

(3) 7B
T—RAMEE1E(d. TOE AEBICREFETEIT APEET LT WBENRERAVATI—AD
7’7t1f“§7§l,\:t’é‘f%§l_t?§)o
- R)Y—=(CED. FAB SN R - RELRFER AN —IT M ALOXERUBEZEDY
ATLIEREERELLD. COLET M AN MFD MofRESNENTIZBEIC. COLOIBT—H=HRHE
FBHEHICERAINS,
- TS EOENHEE . BEMICEBINLES7IIVXLOFERICENRIEENS,

(4) SEEEE
ARy PI—DEICHFEETEIXET A, Va5, EEOTHLU TOE BRET—RELVWEEET—
=RET D,
— AR BB SE@IE O PV (TLS/HTTPS, TLS)ICH ST %,

(5) tF1UTEE
VATLEBEHEEVTGEMNBLURESN R AEZEOH N, 1RESRIVFLRE I ATLEBEDIIAMT U
Mo, TOE DF1UT1#4REICRET 3R EDS BB LU L EZAREICT B,

(6) LF1IUTEER
WD, EEN, EDIOIBIEEZITONELVDBR(BIZE, -2 EELPERZEELGE)E. BEE
AJELTERY—I\hoRBEREZIIEERTY — )\ NEESNREFIND EEOVEERZ

-7 -
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HTTPS 7O IUCL-THES1EEN B,
Fo . BEENYE TOE RENCHERETHENAIBET. YVATLEEELLVCRBIRISNEFRAED
HFNVATLEBEDIIT D Web I35 od A U0—-FTEENTES,

(7) SEELER
MFD AD77— L1707y FF—ME. 7y77—rO@EBRFICY I MIIPOEIE S EREILT 372N
FEENB, 72 MFD (3, TOEANBREAIRE M EF LN T SNLBVCEE RT3, BET
ANEEITT S,

(8) PSTN 77HA-%y FI—HREIM5> Bt
MFD (&, PSTN 279 2-2y r)—DREID 5 BE(CBAL. PSTN 270AE7 LHY PSTN & LAN @7 —
By IBE T BEHICFEARBNCEEFREET S,

(9) N—EF4ADDLEBEHEE
IE—. TV MBLUAF v EDEBEEOEN R . AR —JICERINEFAZHOXET—H
D EEEFHEETI, Fo. MFD (3. BZIEEFLIIVZa7IIERT, REERXEXHIK/RL. £Z
EHE%4TO On Demand Overwrite #4ae%1R1 93,

1.4.3. TOE 0#E#EEE (Physical Boundary of the TOE)

TOE 0¥EHGIR AL MFD HR 2K THS, 71 ZIvFNTLF1UTALLEBERDZT a0 d7 RF
VlE. TOE [C& &), Table 2 b Table 4 [C TOE Z#& T 2 ¥EMIVR—R Y MEERHR T .
MFD AAK(Z. BN R DBRENRIVICRREND AV HIEL | BLUBBERIVICL TEAIEN

%,
Table 2 TOE ##& 3 3¥E I R—2 Y F(MFD &{k)
KK N—=J3y = Bl A&
Xerox VersalLink C605X with | Controller ROM Ver. MFPIEKXDT7—L | BZ(FEL
Disk Overwrite 1.90.3 D17 ERHANEN—
k17
Xerox VersalLink C505X with | Controller ROM Ver. MFPIERXDT7—L | BitZ(FEL
Disk Overwrite 1.90.3 DI7E A ANTEN—
k17

A TOE OH144 VAl Table 3. Table 4 (2R3 &N, C605 [F& C505 MITHH2, Xerox
VersaLink C605X with Disk Overwrite [CIE C605 [IFTHM15 VA, Xerox VersaLink C505X
with Disk Overwrite (CIE C505 (A4 4 AW FIFAE(CER TSN,

Table 3 TOE Z## T 3 ¥EHIAVR—22 F(C605 MIFHAHVR)

RERS i Bt A& RE VL NvoafE
VERSION PDF 771U | Web E{t Xerox VersalLink C605 647cc71343d91def
1.6 Color Multifunction Printer | da5led5aac8cabbd

User Guide 983e5e72c203fle4

e0387fc7312ac7al

VERSION PDF 7711 | Web E&{t Xerox Versalink Series 584c82fa73cf1804
-8 -
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2.1 Multifunction and Single c501fd59029d6a69
Function Printers 940e3d8d69b5d0f
System Administrator d934el1c704fcaef3
Guide a

Rev A HRIEAK H#=2(FEL | Xerox VersaLink —
C505/C605
Quick Use Guide

Version 1.0 | PDF 774JL | Web &4+ Xerox Versalink C605 / 3342ac7454ed120

(20221019) C505 21bdc631787299f7
Multifunction Printer el178cafb38fflba34
Security Function 07253657abf3dfaf
Supplementary Guide

Table 4 TOE ## K $ 3BT VR—% >V M(C505 MFHAHVR)

REES i Beft A% RE VT NoYafE
VERSION PDF 7711 | Web E&{t Xerox Versalink C505 e51f94f7c3adb9a4
1.6 Color Multifunction Printer | 4309aef9a2e77d66

User Guide 4778448af66f9989
b67f547392db971c
VERSION PDF 771U | Web E{t Xerox VersalLink Series 584c82fa73cf1804
2.1 Multifunction and Single c501fd59029d6a69
Function Printers 940e3d8d69b5d0f
System Administrator d934e1c704fcaef3
Guide a
Rev A HRIEIR B2+ L | Xerox VersaLink —
C505/C605
Quick Use Guide
Version 1.0 | PDF 774JL | Web &2t Xerox Versalink C605 / 3342ac7454ed120
(20221019) C505 21bdc631787299f7
Multifunction Printer el78cafb38fflba34
Security Function 07253657abf3dfaf

Supplementary Guide
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2. 1.

2.2.

Xerox Versalink C605/C505 tz+zUr14—7'wf

#4& F3k (Conformance Claim)

CC#& X3k (CC Conformance Claim)

A STHLU TOE O CCEE EIRIE, ULTDESNTHD,
STETOE @A EERT S CCDN—-Yay:

Common Criteria for Information Technology Security Evaluation

Part 1: Introduction and general model (April 2017 Version 3.1 Revision 5)
Part 2: Security functional components (April 2017 Version 3.1 Revision 5)
Part 3: Security assurance components (April 2017 Version 3.1 Revision 5)

CC Part2 extended
CC Part3 conformant

PP 3k, /\ws—3JE5R (PP claim, Package Claim)

2.2.1. PP xsk (PP Claim)

AR ST (&, Ti2 HCD-PP AOZLEESEERT D,

"4 bJL: Protection Profile for Hardcopy Devices
NN—33v: 1.0 dated September 10, 2015
Errata: Protection Profile for Hardcopy Devices - v1.0 Errata #1, June 2017

2.2.2. I\wr—JZEsk (Package Claim)

A STHLUVTOE &, /Wr—JBREERLEL,

2.2.3. #EEIRH (Conformance Rational)

A STHLIUTOE [E. PP HEKRTZEHEEHBELTLVS,
PP HERTILUTOEHEEEEL. PP DERENExact Conformancel ThHhd, TN, TOE i
AllE PPE—ELTLS,

Required Uses

Printing, Scanning, Copying, Network communications, Administration
Conditionally Mandatory Uses

PSTN faxing, Field-Replaceable Nonvolatile Storage.
Optional Uses

Internal Audit Log Storage, Image Overwrite
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3. tFi1UT1iRRETEZ (Security Problem Definition)
AETE, BE. HBOEF1UT A&, BHREHICOVWVTERRT S,
3.1. &R (Threats)
3.1.1. TOE & (Assets Protected by TOE)
K TOENRETIEERLTOESNTHS,

Table 5 Assets for User Data

Designation User Data type Definition
D.USER.DOC User Document Data Information contained in a User’s
Document, in electronic or hardcopy
form
D.USER.JOB User Job Data Information related to a User’s
Document or Document Processing
Job

Table 6 Assets for TSF Data

Designation TSF Data type Definition
D.TSF.PROT Protected TSF Data TSF Data for which alteration by a
User who is neither the data owner
nor in an Administrator role might
affect the security of the TOE, but
for which disclosure is acceptable
D.TSF.CONF Confidential TSF Data TSF Data for which either disclosure
or alteration by a User who is
neither the data owner nor in an
Administrator role might affect the
security of the TOE

3.1.2. &R (Threats)
A TOE (XT3 EE %, Table 7 (CEEihT B,
Table 7 Threats

Designation Definition
T.UNAUTHORIZED_AC | An attacker may access (read, modify, or delete) User
CESS Document Data or change (modify or delete) User Job

Data in the TOE through one of the TOE’s interfaces.
T.TSF_COMPROMISE | An attacker may gain Unauthorized Access to TSF
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Data in the TOE through one of the TOE’s interfaces.

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if
the TOE is permitted to operate.

T.UNAUTHORIZED_U
PDATE

An attacker may cause the installation of unauthorized
software on the TOE.

T.NET_COMPROMISE

An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.

3. 2.

HEnt+a1)T1548t (Organizational Security Policies)

AR TOE HlESF LB N0 RO X1 T4 8tZ Table 8 (CEEiR T %,

Table 8 Organizational Security Policies

Designation

Definition

P.AUTHORIZATION

Users must be authorized before performing
Document Processing and administrative functions.

P.AUDIT

Security-relevant activities must be audited and the
log of such actions must be protected and transmitted
to an External IT Entity.

P.COMMS_PROTECTI
ON

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPT
ION

(conditionally
mandatory)

If the TOE stores User Document Data or Confidential
TSF Data on Field-Replaceable Nonvolatile Storage
Devices, it will encrypt such data on those devices.

P.KEY_MATERIAL
(conditionally

Cleartext keys, submasks, random numbers, or any
other values that contribute to the creation of

mandatory) encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF
Data must be protected from unauthorized access and
must not be stored on that storage device.
P.FAX_FLOW If the TOE provides a PSTN fax function, it will ensure
(conditionally separation between the PSTN fax line and the LAN.
mandatory)

P.IMAGE_OVERWRIT
E
(optional)

Upon completion or cancellation of a Document
Processing job, the TOE shall overwrite residual image
data from its Field-Replaceable Nonvolatile Storage
Devices.
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3.3. HIREMH (Assumptions)
X TOE OEE. A, BLUFAICEAT 3RTIRSH%. Table 9 [CEEiR T %,

Table 9 Assumptions

Designation Definition
A.PHYSICAL Physical security, commensurate with the value of the
TOE and the data it stores or processes, is assumed to
be provided by the environment.
A.NETWORK The Operational Environment is assumed to protect
the TOE from direct, public access to its LAN interface.
A.TRUSTED_ADMIN TOE Administrators are trusted to administer the TOE
according to site security policies.
A.TRAINED_USERS Authorized Users are trained to use the TOE according
to site security policies.

- 13 -

Copyright®2023 by FUJIFILM Business Innovation Corp.



Xerox Versalink C605/C505 tz+zUr14—7'wf

tFa)T4xtEKAE (Security Objectives)

AETE. ERRBEOEFIUTRARAHICOVVTERT B,
ERBREMTF1) 713K E% Table 10 (CEEHT B,

Table 10 ERIRHEQTF1) T4 3 KA &

Designation Definition
OE.PHYSICAL_PROTE | The Operational Environment shall provide physical
CTION security, commensurate with the value of the TOE and

the data it stores or processes.

OE.NETWORK_PROTE | The Operational Environment shall provide network

CTION security to protect the TOE from direct, public access
to its LAN interface.
OE.ADMIN_TRUST The TOE Owner shall establish trust that

Administrators will not use their privileges for
malicious purposes.

OE.USER_TRAINING The TOE Owner shall ensure that Users are aware of
site security policies and have the competence to
follow them.

OE.ADMIN_TRAINING | The TOE Owner shall ensure that Administrators are
aware of site security policies and have the
competence to use manufacturer’s guidance to
correctly configure the TOE and protect passwords and
keys accordingly.
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YRsRIVIR—2V b EZE (Extended Components Definition)
COEDYRRIVIR—2RY ME, HCD-PP TEERINZLDTHB,

TR REEH TR
1. Class FAU: Security Audit

FAU_STG_EXT Extended: External Audit Trail Storage
Family Behavior:
This family defines requirements for the TSF to ensure that secure transmission of

audit data from TOE to an External IT Entity.

Component leveling:

FAU STG EXT.1 Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted
channel implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:
e The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FAU_STG_EXT.1 Protected Audit Trail Storage
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to
an External IT Entity using a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT
Entity which relies on a non-TOE audit server for storage and review of audit
records. The storage of these audit records and the ability to allow the
administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR
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for the transmission of audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in
the FAU class with a single component.

5.1.2. Class FCS: Cryptographic Support
FCS_CKM_EXT Extended: Cryptographic Key Management
Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially,

this extended component is intended for cryptographic key destruction.

Component leveling:

FCS CKM EXT.4 Extended: Cryptographic Key Material 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys
but also key materials that are no longer needed are destroyed by using an
approved method.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_CKM_EXT.4 Cryptographic Key Material Destruction
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security parameters when no longer
needed.

Rationale:
- 16 -
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Cryptographic Key Material Destruction is to ensure the keys and key materials
that are no longer needed are destroyed by using an approved method, and the
Common Criteria does not provide a suitable SFR for the Cryptographic Key
Material Destruction.

This extended component protects the cryptographic key and key materials
against exposure, and it is therefore placed in the FCS class with a single
component.

FCS_HTTPS_EXT Extended: HTTPS selected

Family Behavior:

Components in this family define requirements for protecting remote management
sessions between the TOE and a Security Administrator. This family describes

how HTTPS will be implemented. This is a new family defined for the FCS Class.

Component leveling:

FCS_HTTPS_EXT.1 Extended: HTTPS selected 1

FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented
according to RFC 2818 and supports TLS.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of HTTPS session establishment

FCS_HTTPS_EXT.1 HTTPS selected
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies
with RFC 2818.

FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in
FCS_HTTPS_EXT.1.

Rationale:
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HTTPS is one of the secure communication protocols, and the Common Criteria
does not provide a suitable SFR for the communication protocols using
cryptographic algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.
FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)
Family Behavior:

This family provides the specification to be used for using multiple layers of

encryption keys to ultimately secure the protected data encrypted on the storage.

Component leveling:

FCS KYC EXT.1 Extended: Key Chaining 1

FCS_KYC_EXT.1 Key Chaining, requires the TSF to maintain a key chain and
specifies the characteristics of that chain.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_KYC_EXT.1 Key Chaining
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key
Wrapping),

FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(f) Cryptographic operation (Key
Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using
a submask as the BEVor DEK; intermediate keys originating from one or more
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submask(s) to the BEV or DEK using the following method(s): [selection: key
wrapping as specified in FCS_COP.1(e), key combining as specified in
FCS_SMC_EXT.1, key encryption as specified in FCS_COP.1(f), key derivation as
specified in FCS_KDF_EXT.1, key transport as specified in FCS_COP.1(i)]] while
maintaining an effective strength of [selection: 128 bits, 256 bits].

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the
characteristics of that chain. However, the Common Criteria does not provide a
suitable SFR for the management of multiple layers of encryption key to protect
encrypted data.

This extended component protects the TSF data using cryptographic algorithms,
and it is therefore placed in the FCS class with a single component.

FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit
Generation)

Family Behavior:

This family defines requirements for random bit generation to ensure that it is
performed in accordance with selected standards and seeded by an entropy
source.

Component leveling:

FCS RBG EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be
performed in accordance with selected standards and seeded by an entropy
source.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_RBG_EXT.1 Random Bit Generation
Hierarchical to: No other components.
Dependencies: No dependencies.
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FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation
services in accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A]
using [selection: Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source
that accumulates entropy from [selection: [assignment: number of software-
based sources] software-based noise source(s), [assignment: number of
hardware-based sources] hardware-based noise source(s)] with a minimum of
[selection: 128 bits, 256 bits] of entropy at least equal to the greatest security
strength, according to ISO/IEC 18031:2011 Table C.1 “Security strength table for
hash functions”, of the keys and hashes that it will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction,
and the Common Criteria does not provide a suitable SFR for the random bit
generation.

This extended component ensures the strength of encryption keys, and it is
therefore placed in the FCS class with a single component.

FCS_TLS_EXT Extended: TLS selected
Family Behavior:
This family addresses the ability for a server and/or a client to use TLS to protect

data between a client and the server using the TLS protocol.

Component leveling:

FCS TLS EXT.1 Extended: TLS selected 1

FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as
specified.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of TLS session establishment

FCS_TLS_EXT.1 Extended: TLS selected
- 20 -
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Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following
protocols [selection: TLS 1.0 (RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC
5246)] supporting the following ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:

[selection:

None

TLS RSA WITH_AES 256 _CBC_SHA

TLS _DHE RSA_WITH_AES_ 128 CBC_SHA

TLS _DHE RSA_WITH_AES_256_CBC_SHA

TLS _RSA WITH_AES 128 CBC_SHA256

TLS _RSA WITH_AES 256 CBC_SHA256

TLS _DHE RSA_WITH_AES_128 CBC_ SHA256
TLS _DHE RSA_WITH_AES_256_CBC_ SHA256
TLS_ECDHE RSA WITH_AES 128 CBC _SHA

TLS _ECDHE RSA WITH_AES_256_CBC_SHA

TLS _ECDHE ECDSA WITH_AES_128 CBC_SHA
TLS _ECDHE ECDSA WITH_AES_256_CBC_SHA
TLS _ECDHE RSA WITH_AES_128 CBC_SHA256
TLS ECDHE RSA WITH_AES 256 CBC _SHA384
TLS _ECDHE RSA WITH_AES_128 GCM_SHA256
TLS _ECDHE RSA WITH_AES_256_GCM_SHA384
TLS ECDHE ECDSA WITH_AES_ 128 GCM_SHA256
TLS _ECDHE _ECDSA_WITH_AES_256_GCM_SHA384
TLS ECDHE ECDSA WITH_AES_ 128 CBC _SHA256
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TLS_ECDHE_ECDSA_WITH_AES 256_CBC_SHA384
1.

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does
not provide a suitable SFR for the communication protocols using cryptographic
algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.

5.1.3. Class FDP: User Data Protection
FDP_DSK_EXT Extended: Protection of Data on Disk
Family Behavior:
This family is to mandate the encryption of all protected data written to the

storage.

Component leveling:

FDP DSK EXT.1 Extended: Protection of Data on Disk 1

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to
encrypt all the Confidential TSF and User Data stored on the Field-Replaceable
Nonvolatile Storage Devices in order to avoid storing these data in plaintext on the
devices.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FDP_DSK_EXT.1 Protection of Data on Disk
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption)

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance
with FCS_COP.1(d), use a self-encrypting Field-Replaceable Nonvolatile Storage
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Device that is separately CC certified to conform to the FDE EE cPP] such that any
Field- Replaceable Nonvolatile Storage Device contains no plaintext User
Document Data and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user
intervention.

Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any
confidential data without user intervention, and the Common Criteria does not
provide a suitable SFR for the Protection of Data on Disk.

This extended component protects the Data on Disk, and it is therefore placed in
the FDP class with a single component.

FDP_FXS_EXT Extended: Fax Separation
Family Behavior:
This family addresses the requirements for separation between Fax PSTN line and

the LAN to which TOE is connected.

Component leveling:

FDP_FXS EXT.1 Extended: Fax Separation 1

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to
create a network bridge between a PSTN and a LAN to which TOE is connected.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FDP_FXS_EXT.1 Fax separation
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface,
except transmitting or receiving User Data using fax protocols.
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Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the
Common Criteria does not provide a suitable SFR for the Protection of TSF or User
Data.

This extended component protects the TSF Data or User Data, and it is therefore
placed in the FDP class with a single component.

5.1.4. Class FIA: Identification and Authentication
FIA_PMG_EXT Extended: Password Management
Family Behavior:
This family defines requirements for the attributes of passwords used by

administrative users to ensure that strong passwords and passphrases can be
chosen and maintained.

Component leveling:

FIA PMG EXT.1 Extended: Password Management 1

FIA_PMG _EXT.1 Password management requires the TSF to support passwords
with varying composition requirements, minimum lengths, maximum lifetime, and
similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FIA_PMG _EXT.1 Password management
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_PMG _EXT.1.1 The TSF shall provide the following password management
capabilities for User passwords:
Passwords shall be able to be composed of any combination of upper and lower

case letters, numbers, and the following special characters: [selection: "/, "@”,
“#7 N, ", AT &7, R (Y, )" [assignment: other characters]];
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Minimum password length shall be settable by an Administrator, and have the
capability to require passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the
endpoints of communication, and the Common Criteria does not provide a suitable
SFR for the Password Management.

This extended component protects the TOE by means of password management,
and it is therefore placed in the FIA class with a single component.

5.1.5. Class FPT: Protection of the TSF

FPT_KYP_EXT Extended: Protection of Key and Key Material
Family Behavior:
This family addresses the requirements for keys and key materials to be protected

if and when written to nonvolatile storage.

Component leveling:

FPT KYP_EXT.1 Extended: Protection of key and key material 1

FPT_KYP_EXT.1 Extended: Protection of key and key material, requires the TSF to
ensure that no plaintext key or key materials are written to nonvolatile storage.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_KYP_EXT.1 Protection of Key and Key Material
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP_EXT.1.1 The TSF shall not store plaintext keys that are part of the
keychain specified by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage
Device, and not store any such plaintext key on a device that uses the key for its
encryption.
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Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key
material are written to nonvolatile storage, and the Common Criteria does not
provide a suitable SFR for the protection of key and key material.

This extended component protects the TSF data, and it is therefore placed in the
FPT class with a single component.

FPT_SKP_EXT Extended: Protection of TSF Data
Family Behavior:
This family addresses the requirements for managing and protecting the TSF data,

such as cryptographic keys. This is a new family modelled as the FPT Class.

Component leveling:

FPT SKP EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys),
requires preventing symmetric keys from being read by any user or subject. It is
the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_SKP_EXT.1 Protection of TSF Data
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys,
symmetric keys, and private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and
private keys are protected securely, and the Common Criteria does not provide a
suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication
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using Pre- shared Key, and it is therefore placed in the FPT class with a single
component.

FPT_TST_EXT Extended: TSF testing
Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct

operation.

Component leveling:

FPT TST EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial
start-up in order to demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TST_EXT.1 TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up
(and power on) to demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common
Criteria does not provide a suitable SFR for the TSF testing. In particular, there is
no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.

FPT_TUD_EXT Extended: Trusted Update

Family Behavior:
This family defines requirements for the TSF to ensure that only administrators
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can update the TOE firmware/software, and that such firmware/software is
authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1
FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for
updates.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TUD_EXT.1 Trusted Update
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(b) Cryptographic Operation (for signature

generation/verification), or
FCS_COP.1(c) Cryptographic operation (Hash
Algorithm)].

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to
query the current version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to
initiate updates to TOE firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software
updates to the TOE using a digital signature mechanism and [selection: published
hash, no other functions] prior to installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not
provide a suitable SFR for the management of firmware/software. In particular,
there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.
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6.2.1. Class FAU: Security Audit

FAU_GEN.1 Audit data generation
(for O.AUDIT)

Hierarchical to: No other components.
Dependencies: FPT_STM.1 Reliable time stamps
FAU_ GEN.1.1 The TSF shall be able to generate an audit record of the

following auditable events:

a) Start-up and shutdown of the audit functions;

b) All auditable events for the not specified level of
audit; and

c) All auditable events specified in Table 11,
[assignment: no other auditable events].

FAU_GEN.1.2 The TSF shall record within each audit record at least
the following information:
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a) Date and time of the event, type of event, subject
identity (if applicable), and the outcome (success or
failure) of the event; and

b) For each audit event type, based on the auditable
event definitions of the functional components included
in the PP/ST, additional information specified in
Table 11, [assighment: no other relevant information].

Table 11 Auditable Events

Auditable Events

Relevant SFR Additional

Information

Job completion FDP_ACF.1 Type of job
Unsuccessful User authentication | FIA_UAU.1 None
Unsuccessful User identification FIA_UID.1 None
Use of management functions FMT_SMF.1 None

Modification to the group of Users | FMT_SMR.1 None
that are part of a role

Changes to the time

FPT_STM.1 None

Failure to establish session

FTP_ITC.1, Reason for
FTP_TRP.1(a), failure
FTP_TRP.1(b)

FAU_GEN.2

Hierarchical to:
Dependencies:

FAU_GEN.2.1

FAU_SAR.1

Hierarchical to:
Dependencies:

FAU_SAR.1.1

User identity association
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

For audit events resulting from actions of identified
users, the TSF shall be able to associate each auditable
event with the identity of the user that caused the
event.

Audit review
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: U.ADMIN] with the
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FAU_SAR.1.2

FAU_SAR.2

Hierarchical to:
Dependencies:

FAU_SAR.2.1

FAU_STG.1

Hierarchical to:
Dependencies:

FAU_STG.1.1

FAU_STG.1.2

FAU_STG.4

Hierarchical to:
Dependencies:

FAU_STG.4.1

FAU_STG_EXT.1

capability to read all records from the audit records.

The TSF shall provide the audit records in a manner
suitable for the user to interpret the information.

Restricted audit review
(for O.AUDIT)

No other components.
FAU_SAR.1 Audit review

The TSF shall prohibit all users read access to the audit
records, except those users that have been granted
explicit read-access.

Protected audit trail storage
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall protect the stored audit records in the
audit trail from unauthorised deletion.

The TSF shall be able to prevent unauthorised
modifications to the stored audit records in the audit
trail.

Prevention of audit data loss
(for O.AUDIT)

FAU_STG.3 Action in case of possible audit data loss
FAU_STG.1 Protected audit trail storage

Refinement: The TSF shall [selection, choose one of:

“overwrite the oldest stored audit

records’] and [assignment: no other actions to be
taken] if the audit trail is full.

Extended: External Audit Trail Storage
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Hierarchical to:
Dependencies:

FAU_STG_EXT.1.1

(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel.

The TSF shall be able to transmit the generated audit
data to an External IT Entity using a trusted channel
according to FTP_ITC.1.

6.2.2. Class FCS: Cryptographic Support

FCS_CKM.1(a)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(a)

Cryptographic Key Generation (for asymmetric
keys)
(for O.COMMS_PROTECTION)

No other components.

[FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification), or

FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall generate asymmetric
cryptographic keys used for key establishment in
accordance with [selection:

- NIST Special Publication 800-56A,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm
Cryptography” for elliptic curve-based key
establishment schemes and implementing "NIST
curves” P-256, P-384 and [selection: P-521

] (as defined in FIPS PUB 186-4,
“"Digital Signature Standard”)
- NIST Special Publication 800-56B,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Integer
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FCS_CKM.1(b)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(b)

FCS_CKM.4

Hierarchical to:
Dependencies:

Factorization Cryptography” for RSA-based key
establishment schemes

] and specified cryptographic key sizes equivalent
to, or greater than, a symmetric key strength of
112 bits.

Cryptographic key generation (Symmetric Keys)
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption), or

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption), or

FCS_COP.1(e) Cryptographic Operation (Key Wrapping),
or

FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication), or

FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

Refinement: The TSF shall generate symmetric
cryptographic keys using a Random Bit Generator
as specified in FCS_RBG_EXT.1 and specified
cryptographic key sizes [selection: 128 bit, 256
bit] that meet the following: No Standard.

Cryptographic key destruction
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.
[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
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FCS_CKM.4.1

FCS_CKM_EXT.4

Hierarchical to:
Dependencies:

FCS_CKM_EXT.4.1

FCS_COP.1(a)

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

Refinement: The TSF shall destroy cryptographic keys
in accordance with a specified cryptographic key
destruction method [selection:

For volatile memory, the destruction shall be
executed by [selection: powering off a device

11

For nonvolatile storage, the destruction shall be
executed by a [selection: single

] overwrite of key data storage location
consisting of [selection: a pseudo random pattern
using the TSF’s RBG (as specified in
FCS_RBG_EXT.1) ], followed by a
[selection: none]. If read-
verification of the overwritten data fails, the
process shall be repeated again;

] that meets the following: [selection:
no standard].

Cryptographic Key Material Destruction
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.

[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],

FCS_CKM.4 Cryptographic key destruction

The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security
parameters when no longer needed.

Cryptographic Operation (Symmetric
encryption/decryption)
(for O.COMMS_PROTECTION)
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Hierarchical to:
Dependencies:

FCS_COP.1.1(a)

FCS_COP.1(b1)

Hierarchical to:
Dependencies:

FCS_COP.1.1(b1)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform encryption and
decryption in accordance with a specified
cryptographic algorithm AES operating in
[assignment: CBC, GCM] and cryptographic key sizes
128-bits and 256-bits that meets the following:
FIPS PUB 197, “Advanced Encryption Standard
(AES)”
[Selection: NIST SP 800-38A,

NIST SP 800-38D]

Cryptographic Operation (for signature
generation/verification)
(for O.UPDATE VERIFICATION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic
signature services in accordance with a [selection:

RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits

1

]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”
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FCS_COP.1(b2)

Hierarchical to:

Dependencies:

FCS_COP.1.1(b2)

FCS_COP.1(cl1)

Cryptographic Operation (for signature
generation/verification)
(for 0.COMMS_PROTECTION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic
signature services in accordance with a [selection:

7

RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits, 3072
bits], or

-Elliptic Curve Digital Signature Algorithm
(ECDSA) with key sizes of [assignment: 256 bits,
384bits, 521bits]]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”

Case: Elliptic Curve Digital Signature Algorithm
FIPS PUB 186-4, "Digital Signature Standard”
The TSF shall implement "NIST curves” P-256,

P384 and [selection: P521 ] (as
defined in FIPS PUB 186-4, "Digital Signature
Standard”).

1.

Cryptographic operation (Hash Algorithm)
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Hierarchical to:
Dependencies:

FCS_COP.1.1(c1)

FCS_COP.1(c2)

Hierarchical to:
Dependencies:

FCS_COP.1.1(c2)

FCS_COP.1(d)

Hierarchical to:

Dependencies:

FCS_COP.1.1(d)

(selected in FPT_TUD_EXT.1.3, or with
FCS_SNI_EXT.1.1)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:

SHA-256 ] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (Hash Algorithm)
(for 0.COMMS_PROTECTION)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:
SHA-1, SHA-256, SHA-384, SHA-512] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (AES Data
Encryption/Decryption)
(for O. STORAGE_ENCRYPTION)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

The TSF shall perform data encryption and
decryption in accordance with a specified
cryptographic algorithm AES used in [selection: CBC,
] mode and cryptographic key sizes
[selection: 256 bits] that meet the
following: AES as specified in ISO/IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116,
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FCS_COP.1(f)

Hierarchical to:
Dependencies:

FCS_COP.1.1(f)

FCS_COP.1(g)

Hierarchical to:

Dependencies:

FCS_COP.1.1(g)

FCS_HTTPS_EXT.1

Cryptographic operation (Key Encryption)
(selected from FCS_KYC_EXT.1.1)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform key encryption
and decryption in accordance with a specified
cryptographic algorithm AES used in [[selection:
CBC, ] mode] and cryptographic key sizes
[selection: 256 bits] that meet the
following: [AES as specified in ISO /IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116

1.

Cryptographic Operation (for keyed-hash
message authentication)
(selected with FCS_IPSEC_EXT.1.4)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform keyed-hash
message authentication in accordance with a
specified cryptographic algorithm HMAC-[selection:

SHA-1, SHA-256, SHA-384 1,
key size [assignment: 160, 256, 384], and message
digest sizes [selection: 160, 256, 384 ]

bits that meet the following: FIPS PUB 198-1, "The
Keyed-Hash Message Authentication Code, and
FIPS PUB 180-3, “"Secure Hash Standard.”

HTTPS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)
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Hierarchical to:

Dependencies:

FCS_HTTPS_EXT.1.1

FCS_HTTPS_EXT.1.2

FCS_KYC_EXT.1

Hierarchical to:
Dependencies:

FCS_KYC_EXT.1.1

FCS_RBG_EXT.1

Hierarchical to:
Dependencies:

FCS_RBG_EXT.1.1

No other components.
FCS_TLS_EXT.1 Extended: TLS selected

The TSF shall implement the HTTPS protocol that
complies with RFC 2818.

The TSF shall implement HTTPS using TLS as specified
in FCS_TLS_EXT.1.

Key Chaining
(for O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(e) Cryptographic operation (Key
Wrapping), or

FCS_SMC_EXT.1 Extended: Submask Combining, or
FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(i) Cryptographic operation (Key Transport)]

The TSF shall maintain a key chain of: [selection:

intermediate keys
originating from one or more submask(s) to the BEV or
DEK using the following method(s): [selection:

key encryption as
specified in FCS_COP.1(f),

1] while maintaining an effective strength
of [selection: 256 bits].

Cryptographic Operation (Random Bit Generation)
(for O.STORAGE_ENCRYPTION and
0.COMMS_PROTECTION)

No other components.
No dependencies.

The TSF shall perform all deterministic random bit
generation services in accordance with [selection:
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FCS_RBG_EXT.1.2

FCS_TLS_EXT.1

Hierarchical to:
Dependencies:

FCS_TLS_EXT.1.1

NIST SP 800-90A] using
[selection:
CTR_DRBG (AES)].

The deterministic RBG shall be seeded by at least one
entropy source that accumulates entropy from
[selection: [assignment:1] software-based noise
source(s)

] with a
minimum of [selection: 256 bits] of entropy at
least equal to the greatest security strength, according
to ISO/IEC18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that
it will generate.

TLS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)

FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall implement one or more of the following
protocols [selection:

TLS 1.2 (RFC 5246)] supporting the following
ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:
[selection:
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TLS _RSA _WITH_AES_256_CBC_SHA

TLS_RSA_WITH_AES_128 CBC_SHA256
TLS _RSA _WITH_AES_256_CBC_ SHAZ256

TLS _ECDHE_RSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_RSA _WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES 256_CBC_SHA
TLS_ECDHE_RSA _WITH_AES_128 CBC_SHA256
TLS _ECDHE _RSA_WITH_AES_256_CBC_SHA384
TLS ECDHE RSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE_RSA _WITH_AES_256_GCM_SHA384
TLS _ECDHE _ECDSA _WITH_AES_128 GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHAZ256
TLS _ECDHE _ECDSA_WITH_AES_256_CBC_SHA384

1.

6.2.3. Class FDP: User Data Protection

FDP_ACC.1

Hierarchical to:
Dependencies:

FDP_ACC.1.1

FDP_ACF.1

Hierarchical to:
Dependencies:

Subset access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACF.1 Security attribute based access control

Refinement: The TSF shall enforce the User Data
Access Control SFP on subjects, objects, and
operations among subjects and objects specified in
Table 12 and Table 13.

Security attribute based access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACC.1 Subset access control
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FDP_ACF.1.1

FDP_ACF.1.2

FDP_ACF.1.3

FDP_ACF.1.4

FMT_MSA.3 Static attribute initialization

Refinement: The TSF shall enforce the User Data
Access Control SFP to objects based on the following:
subjects, objects, and attributes specified in Table 12
and Table 13.

Refinement: The TSF shall enforce the following rules to

determine if an operation among controlled subjects
and controlled objects is allowed: rules governing
access among controlled subjects and controlled
objects using controlled operations on controlled
objects specified in Table 12 and Table 13.

Refinement: The TSF shall explicitly authorise access of
subjects to objects based on the following additional
rules: [assignment: none].

Refinement: The TSF shall explicitly deny access of
subjects to objects based on the following additional
rules: [assignment:_none].

Table 12 D.USER.DOC Access Control SFP

"Create" "Read" "Modify" "Delete"
i View image . Delete
Submit a Modify
. or Release stored
. Operation: document to . stored
Print . printed documen
be printed document
output t
Job owner (note 1) denied
U.ADMIN denied denied
U.NORMAL denied denied denied
Unauthenticat | (condition 1) | denied denied denied
ed
Scan Submit a View Modify Delete
Operation: document for | scanned stored stored
scanning image image image
Job owner (note 2)
U.ADMIN denied denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
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Copy View
) scanned .
Submit a . Modify Delete
. image or
Operation: document for stored stored
. Release . .
copying . image image
printed copy
output
Job owner (note 2)
U.ADMIN denied denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax send Submit a View Modify Delete
Operation: document to | scanned stored stored
send as a fax | image image image
Job owner (note 2)
U.ADMIN denied denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax Modify Delete
_ . Release . .
receive ) Receive a fax ) image of | image of
Operation: . printed fax . _
and store it received received
output
fax fax
Fax owner (note 3) denied
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied denied
Unauthenticat | (note 4) denied denied denied
ed
Table 13 D.USER.JOB Access Control SFP
"Create" * "Read" "Modify" "Delete"
. Create print View print | Modify Cancel
Operation: . L L
job queue/log | print job print job
Print Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | (condition 1) denied denied denied
ed
Scan ) Create scan View scan | Modify Cancel
Operation: . ; .
job status/log | scan job scan job
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Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Copy . Create copy View copy | Modify Cancel
Operation: . . .
job status/log | copy job copy job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Fax send View fax . Cancel
. Create fax . Modify fax
Operation: . job i fax send
send job send job .
status/log job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Fax . . Cancel
. View fax Modify fax
receive . Create fax . . fax
Operation: L receive receive .
receive job . receive
status/log | job i
job
Fax owner (note 3) denied
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied
Unauthenticat | (note 4) denied denied denied

ed

Condition 1: Jobs submitted by unauthenticated users must contain a credential
that the TOE can use to identify the Job Owner.
Note 1: Job Owner is identified by a credential or assigned to an authorized User
as part of the process of submitting a print Job.
Note 2: Job Owner is assigned to an authorized User as part of the process of

initiating a scan, copy, or fax send Job.

Note 3: Job Owner of received faxes is assigned by default. Ownership of received
faxes is assigned to U.ADMIN role.
Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by
Users of the TOE.
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FDP_DSK_EXT.1

Hierarchical to:
Dependencies:

FDP_DSK_EXT.1.1

FDP_DSK_EXT.1.2

FDP_FXS_EXT.1

Hierarchical to:

Dependencies:

FDP_FXS_EXT.1.1

FDP_RIP.1(a)

Hierarchical to:

Dependencies:

FDP_RIP.1.1(a)

Protection of Data on Disk
(for O.STORAGE_ENCRYPTION)

No other components.
FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption).

The TSF shall [selection: perform encryption in
accordance with FCS_COP.1(d)

1

such that any Field- Replaceable Nonvolatile Storage
Device contains no plaintext User Document Data and
no plaintext Confidential TSF Data.

The TSF shall encrypt all protected data without user
intervention.

Fax separation
(for O.FAX_NET_SEPARATION)

No other components.
No dependencies.

The TSF shall prohibit communication via the fax
interface, except transmitting or receiving User Data
using fax protocols.

Subset residual information protection
(for O.IMAGE_OVERWRITE)

No other components.
No dependencies.

Refinement: The TSF shall ensure that any previous
information content of a resource is made unavailable
by overwriting data upon the deallocation of the
resource from the following objects: D.USER.DOC.
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FIA_AFL.1

Hierarchical to:

Dependencies:

FIA_AFL.1.1

FIA_AFL.1.2

FIA_ATD.1

Hierarchical to:
Dependencies:

FIA_ATD.1.1

FIA_PMG_EXT.1

Hierarchical to:
Dependencies:

FIA_PMG_EXT.1.1

6.2.4. Class FIA: Identification and Authentication

Authentication failure handling
(for O.USER_I&A)

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection:

an administrator configurable
positive integer within [assignment: 1 - 10]]
unsuccessful authentication attempts occur related to
[assignment: User authentication (with local
authentication)].

When the defined number of unsuccessful
authentication attempts has been [selection: met

], the TSF shall [assignment: Identification
and authentication of relevant user is inhibited until
TOE is cycled.].

User attribute definition
(for O.USER_AUTHORIZATION)

No other components.
No dependencies.

The TSF shall maintain the following list of security
attributes belonging to individual users: [assignment:
User Identifier, User Role].

Password Management
(for O.USER_I&A)

No other components.
No dependencies.

The TSF shall provide the following password

management capabilities for User passwords:
Passwords shall be able to be composed of any
combination of upper and lower case letters,
numbers, and the following special characters:
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FIA_UAU.1

Hierarchical to:
Dependencies:

FIA_UAU.1.1

FIA_UAU.1.2

FIA_UAU.7

Hierarchical to:
Dependencies:

FIA_UAU.7.1

FIA_UID.1

Hierarchical to:
Dependencies:

FIA_UID.1.1

[selection: “!//l “@//, "#,,/ ||$//, “%//, ||/\//, “&/I, “*/I,

V/ AN\ /|

“(“/ n I// [assignment: ” (SDace)lll “////, “/I/, “+ f 7

n " n Wy W,/ N,/ N 7 o n_ w7 I\ V4 “/'“ n ” “7//
L 7/ / L * 7 L 7 < L 4 > L ? L L ¥ L L

mn //, nwe //, “{“I ||| /I, "}//’ “Nlll];
Minimum password length shall be settable by an
Administrator, and have the capability to

require passwords of 15 characters or greater;

Timing of authentication
(for O.USER_I&A)

No other components.
FIA_UID.1 Timing of identification

Refinement: The TSF shall allow [assignment: storing
the fax data received from public telephone line, storing

print data received from print driver] on behalf of the
user to be performed before the user is authenticated.

The TSF shall require each user to be successfully
authenticated before allowing any other TSF-mediated
actions on behalf of that user.

Protected authentication feedback
(for O.USER_I&A)

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: @] to the user

while the authentication is in progress.

Timing of identification
(for O.USER_I&A and O.ADMIN_ROLES)

No other components.
No dependencies.

Refinement: The TSF shall allow [assignment: storing

the fax data received from public telephone line] on
behalf of the user to be performed before the user is
identified.
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FIA_UID.1.2 The TSF shall require each user to be successfully
identified before allowing any other TSF-mediated
actions on behalf of that user.

FIA_USB.1 User-subject binding
(for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA_ATD.1 User attribute definition
FIA_USB.1.1 The TSF shall associate the following user security

attributes with subjects acting on the behalf of that
user: [assignment:
User Identifier, User Role].

FIA_USB.1.2 The TSF shall enforce the following rules on the initial
association of user security attributes with subjects
acting on the behalf of users: [assighment:_none].

FIA_USB.1.3 The TSF shall enforce the following rules governing
changes to the user security attributes associated with
subjects acting on the behalf of users: [assignment:

none].
6.2.5. Class FMT: Security Management
FMT_MOF.1 Management of security functions behavior

(for O.ADMIN_ROLES)

Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MOF.1.1 Refinement: The TSF shall restrict the ability to
[selection: disable, enable,
modify the behaviour of] the functions [assignment:
List of security functions in Table 14] to U.ADMIN.

Table 14 List of Security Functions

Function Operation

User Authentication enable, disable

Auditing enable, disable
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Trusted communications enable, disable,

modify the behavior

Disk Overwrite

enable, disable

Firmware update

enable, disable

Self Test

enable, disable

FMT_MSA.1

Hierarchical to:
Dependencies:

FMT_MSA.1.1

Management of security attributes
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.

FDP_ACC.1 Subset access control

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

Refinement: The TSF shall enforce the User Data
Access Control SFP to restrict the ability to [selection:

query, modify, delete, [assignment:
creation]] the security attributes [assignment: the
security attributes listed in Table 15] to [assignment:
the roles listed in Table 15].

Table 15 Security Attributes and Authorized Roles

Security attributes Operation Role
User identifier (SA and query, delete, creation U.ADMIN
U.NORMAL)
User Role (SA and qguery, modify U.ADMIN
U.NORMAL)

FMT_MSA.3 Static attribute initialization

Hierarchical to:
Dependencies:

FMT_MSA.3.1

(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

Refinement: The TSF shall enforce the User Data
Access Control SFP to provide [selection, choose one
of: restrictive ] default
values for security attributes that are used to enforce
the SFP.
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FMT_MSA.3.2

FMT_MTD.1

Hierarchical to:
Dependencies:

Refinement: The TSF shall allow the [selection:

no role] to specify alternative initial values
to override the default values when an object or
information is created.

Management of TSF data
(for O.ACCESS CONTROL)

No other components.
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to
perform the specified operations on the specified
TSF Data to the roles specified in Table 16.
Table 16 Management of TSF Data
Data Operation Authorised
Role(s)

TSF Data owned by U.NORMAL or associated with documents or
jobs owned by U.NORMAL.

U.NORMAL Password modifi U.ADMIN, the
owning
U.NORMAL.

TSF Data not owned by a U.NORMAL

Key operator Password modify U.Admin (Key
Operator)

SA Password modify U.ADMIN

Data on minimum user password | guery, modify U.ADMIN

length

Data on Secure Print query, modify U.ADMIN

Data on Access denial due to query, modify U.ADMIN

authentication failure

Data on On Demand Overwrite query, modify U.ADMIN

Data on Customer Engineer query, modify U.ADMIN

Operation Restriction

Data on date and time query, modify U.ADMIN

Data on Autoclear query, modify U.ADMIN

Data on Report Print query, modify U.ADMIN

Software, firmware, and related configuration data
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Controller ROM | modify U.ADMIN
FMT_SMF.1 Specification of Management Functions

(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL,
and O.ADMIN_ROLES)

Hierarchical to: No other components.
Dependencies: No dependencies.
FMT_SMFE.1.1 The TSF shall be capable of performing the following

management functions: [assignment: Security
Management Functions listed in Table 17].

Table 17 Security Management Functions

Management Functions Operation
Registration of U.NORMAL /SA query, modify, delete
creation
Data on User Authentication query, modify
Key operator Password modify
Data on Secure Print query, modify
Data on Trusted communications query, modify
Data on date and time guery, modify
Data on Auditing query, modify
Data on Disk Overwrite qguery, modify
Data on On Demand Overwrite query, modify
Data on Customer Engineer Operation | query, modify
Restriction
Data on Self Test qguery, modify
Data on Access denial due to query, modify
authentication failure
Data on minimum user password qguery, modify
length
Data on Autoclear guery, modify
Data on Firmware update query, modify
Data on Report Print query, modify
Controller ROM modify
FMT_SMR.1 Security roles

(for O.ACCESS_CONTROL, O.USER_AUTHORIZATION,
and O.ADMIN_ROLES)

- 51 -

Copyright®2023 by FUJIFILM Business Innovation Corp.



Xerox Versalink C605/C505 tz+zUr14—7'wf

Hierarchical to:
Dependencies:

FMT_SMR.1.1

FMT_SMR.1.2

FPT_KYP_EXT.1

Hierarchical to:
Dependencies:

FPT_KYP_EXT.1.1

FPT_SKP_EXT.1

Hierarchical to:

Dependencies:

FPT_SKP_EXT.1.1

FPT_STM.1

Hierarchical to:

Dependencies:

FPT_STM.1.1

FPT_TST_EXT.1

Hierarchical to:

No other components.
FIA_UID.1 Timing of identification

Refinement: The TSF shall maintain the roles
U.ADMIN(U.ADMIN, SA, Key Operator),
U.NORMAL.

The TSF shall be able to associate users with roles.

6.2.6. Class FPT: Protection of the TSF

Protection of Key and Key Material
(for O.KEY_MATERIAL)

No other components.
No dependencies.

Refinement: The TSF shall not store plaintext keys that
are part of the keychain specified by FCS_KYC_EXT.1 in
any Field-Replaceable Nonvolatile Storage Device.

Protection of TSF Data
(for O.COMMS PROTECTION)

No other components.
No dependencies.

The TSF shall prevent reading of all pre-shared keys,
symmetric keys, and private keys.

Reliable time stamps
(for.0.AUDIT)

No other components.
No dependencies.

The TSF shall be able to provide reliable time stamps.

TSF testing
(for O.TSF_SELF_TEST)

No other components.
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Dependencies:

FPT_TST_EXT.1.1

FPT_TUD_EXT.1

Hierarchical to:

Dependencies:

FPT_TUD_EXT.1.1

FPT_TUD_EXT.1.2

FPT_TUD_EXT.1.3

Class FTA:
FTA_SSL.3

Hierarchical to:
Dependencies:

FTA_SSL.3.1

No dependencies.

The TSF shall run a suite of self-tests during initial
start-up (and power on) to demonstrate the correct
operation of the TSF.

Trusted Update
(for O.UPDATE_VERIFICATION)

No other components.

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),

FCS_COP.1(c) Cryptographic operation (Hash
Algorithm).

The TSF shall provide authorized administrators the
ability to query the current version of the TOE
firmware/software.

The TSF shall provide authorized administrators the
ability to initiate updates to TOE firmware/software.

The TSF shall provide a means to verify
firmware/software updates to the TOE using a digital
signature mechanism and [selection:

no other functions] prior to installing those updates.

TOE Access

TSF-initiated termination
(for O.USER_I&A)

No other components.
No dependencies.

The TSF shall terminate an interactive session after a
[assignment:
Auto clear time for the control panel: 10 ~ 900

seconds
Login timeout for the Web UI: 1 ~ 240minutes
There is no inactive time with printer driver

1.
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6.2.8. Class FTP: Trusted Paths/Channels

FTP_ITC.1

Hierarchical to:
Dependencies:

FTP_ITC.1.1

FTP_ITC.1.2

FTP_ITC.1.3

FTP_TRP.1(a)

Hierarchical to:
Dependencies:

FTP_TRP.1.1(a)

Inter-TSF trusted channel
(for O.COMMS_PROTECTION, O.AUDIT)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection:

TLS, TLS/HTTPS] to provide a trusted
communication channel between itself and authorized
IT entities supporting the following capabilities:
[selection: [assignment:
Audit Log Server, Mail Server]] that is logically distinct
from other communication channels and provides
assured identification of its end points and protection of
the channel data from disclosure and detection of
modification of the channel data.

Refinement: The TSF shall permit the TSF, or the
authorized IT entities, to initiate communication via
the trusted channel

Refinement: The TSF shall initiate communication via
the trusted channel for [assignment:_mail service, and
audit transmission service].

Trusted path (for Administrators)
(for O.COMMS_PROTECTION)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection, choose at
least one of: TLS/HTTPS] to
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FTP_TRP.1.2(a)

FTP_TRP.1.3(a)

FTP_TRP.1(b)

Hierarchical to:
Dependencies:

FTP_TRP.1.1(b)

FTP_TRP.1.2(b)

FTP_TRP.1.3(b)

provide a trusted communication path between itself
and remote administrators that is logically distinct
from other communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

Refinement: The TSF shall permit remote
administrators to initiate communication via the
trusted path

Refinement: The TSF shall require the use of the
trusted path for initial administrator authentication
and all remote administration actions.

Trusted path (for Non-administrators)
(for O.COMMS_PROTECTION)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement : The TSF shall use [selection, choose at
least one of: TLS, TLS/HTTPS] to
provide a trusted communication path between itself
and remote users that is logically distinct from other
communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

Refinement: The TSF shall permit [selection: the TSF,
remote users] to initiate communication via the
trusted path

Refinement: The TSF shall require the use of the
trusted path for initial user authentication and all
remote user actions.
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6.3. tF1UT(RILEH (Security Assurance Requirements)
Table 18 [CEF1UT1REIEHZRRIRT S,
Table 18 tF1UT/(RIIEH

Assurance Class Assurance Assurance Components
Components Description
ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components
definition
ASE_INT.1 ST introduction
ASE_OBJ.1 Security objectives for
. the operational
Security Target .
Evaluation environment
ASE_REQ.1 Stated security
requirements
ASE_SPD.1 Security Problem
Definition
ASE_TSS.1 TOE Summary
Specification
Development ADV_FSP.1 Basic functional
specification
Guidance Documents | AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures
Life-cycle support ALC_CMC.1 Labelling of the TOE
ALC_CMS.1 TOE CM coverage
Tests Independent testing -
ATE_IND.1
Conformance
Vulnerability AVA_VAN.1 Vulnerability survey
assessment

NoNEFIITARIIZHERIRT SR, Z/NROTLFIITAR-AFA VDK BEDORESNS B
BLAIVCEINTSCE, TOE [CHITHERRROCF 1) T MERSN TSN, 1D TOE B H0fff
EICRE TR EERINTBIETHD,

6.4. tF1UT 1 EHEH (Security Requirement Rationale)
6.4.1. &kFHDREE (Dependencies of Security Functional Requirements)

TFIVFHERREHMREFELCV IR S . SITRFRFREE R UGV REEHL . IRTFEFRNE
IESNBCTHREN BV RBLE . Table 19 (SRR T B,
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Table 19 t¥1UT(HEEEHIVR—% rOIKTE

BEZEHIVR—2RUE

REFEOBBEEEHIVR—R U+

KEHEHRRLTLVG | TR
EUHSLUVEHRAT PP THESNTWSEH NE 2O L
FAU_GEN.1 FPT_STM.1 - OK
BEETHERK
FAU_GEN.2 FAU_GEN.1 - OK
FIREH AN FROREERT FIA_UID.1
FAU_STG_EXT.1 FAU_GEN.1 - OK
YiaR : SV ERBE & R B4R FTP_ITC.1
FCS_CKM.1(a) [FCS_COP.1(b) Fkld - OK
&2 R (JExTRRER ) FCS_COP.1(i)]
FCS_CKM_EXT.4
FAU_SAR.1 FAU_GEN.1 - OK
BE&ELE1-
FAU_SAR.2 FAU_SAR.1 - OK
REBEELE1I—
FAU_STG.1 FAU_GEN.1 - OK
RESNTZEE B AL BME K
FAU_STG.4 FAU_STG.1 - OK
BEET-IEXOFLE
FCS_CKM.1(b) [FCS_COP.1(a) Fl& - OK
BEERAR(IFAEER) FCS_COP.1(d) #F#=l&
FCS_COP.1(e) I
FCS_COP.1(f) (&
FCS_COP.1(g) #F#=l&
FCS_COP.1(h)]
FCS_CKM_EXT.4
FCS_RBG_EXT.1
FCS_CKM.4 [FCS_CKM.1(a) - OK
& BRI $%(% FCS_CKM.1(b)]
FCS_CKM_EXT.4 [FCS_CKM.1(a) F(& - OK
YRIE R S R OWE FCS_CKM.1(b)]
FCS_CKM.4
FCS_COP.1(a) FCS_CKM.1(b) - OK
BRI MBERE St 8% ) | FCS_CKM_EXT.4
FCS_COP.1(b1) FCS_CKM.1(a) Tr—LOIPDELR | KENS
B S1R1E(BREREEL) FCS_CKM_EXT.4 AECERASNS RS | L
K7L, TOE #ATRY
H—h4ERL. TOE
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BEZEHIVR—2RUE

REFEOBBEEEHIVR—R U+

EREMEGBRLTVG | TRH
EHBSUEHL PP THESNTILVEH NE 2O L
(CRREREFLBVE
.
FCS_CKM.1(a).
FCS_CKM_EXT.4 IZ
&EFELELY,
FCS_COP.1(b2) FCS_CKM.1(a) - oK
BRI (B A £ RT) FCS_CKM_EXT.4
FCS_COP.1(c1) iU - -
BEERE(\YYAT7IVTUXL)
FCS_COP.1(c2) iU - -
E 2R\ TYZ L)
FCS_COP.1(d) CS_CKM.1(b) - oK
B 5121 (AES T—AHEE 1L 18 | FCS_CKM_EXT.4
=)
FCS_COP.1(f) CS_CKM.1(b) - oK
B4k (BRI 1L) FCS_CKM_EXT.4
FCS_COP.1(g) CS_CKM.1(b) - oK
S 2R (BRI \wY1AvE—JEB | FCS_CKM_EXT.4
H13)
FCS_HTTPS_EXT.1 FCS_TLS_EXT.1 - oK
Yiik BRSNS HTTPS
FCS_KYC_EXT.1 [FCS_COP.1(e) Ff(t - oK
Vask BFTMY FCS_SMC_EXT.1 ZFfzl&
FCS_COP.1(i) #kld
FCS_KDF_EXT.1
RU /L
FCS_COP.1(f)]
FCS_RBG_EXT.1 L -
Yok BE SR (BELEEY MERD)
FCS_TLS_EXT.1 FCS_CKM.1(a) - oK
YRER BIRENE TLS FCS_COP.1(a)
FCS_COP.1(b)
FCS_COP.1(c)
FCS_COP.1(g)
FCS_RBG_EXT.1
FDP_ACC.1 FDP_ACF.1 - oK
PRSI AL L
FDP_ACF.1 FDP_ACC.1 - oK
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BEZEHIVR—2RUE

REFEOBBEEEHIVR—R U+

KEEEERRELCVE | TREH
EHBSUEHL PP THESNTILVEH NE 2O L

LF1UTABIECLBPHEREIE | FMT_MSA.3
FDP_DSK_EXT.1 FCS_COP.1(d) - oK
Vaik: TAAD LT3R %
FDP_FXS_EXT.1 iU -
Yok : D7D A5 B
FDP_RIP.1(a) iU -
BIy M EFIERRE
FIA_AFL.1 FIA_UAU.1 - oK
EREE R BRBFDEL DR
FIA_ATD.1 iU -
FMAEEMHER
FIA_PMG_EXT.1 iU -
ViR : \AD— FEE
FIA_UAU.1 FIA_UID.1 - oK
REIOAAIVY
FIA_UAU.7 FIA_UAU.1 - oK
REINTZT1—FN\H
FIA_UID.1 iU -
BADRLIVY
FIA_USB.1 FIA_ATD.1 - oK
FREE-HIIIDMES
FMT_MOF.1 FMT_SMF.1 - oK
EFITAHEREDSDEVDEE | FMT_SMR.1
FMT_MSA.1 FDP_ACC.1 - oK
tF1FBHOEE FMT_SMF.1

FMT_SMR.1
FMT_MSA.3 FMT_MSA.1 - oK
BHEEDEIE FMT_SMR.1
FMT_MTD.1 FMT_SMF.1 - oK
TSF F—h0&EE FMT_SMR.1
FMT_SMF.1 iU -
BIEREEDEFTE
FMT_SMR.1 FIA_UID.1 - oK
tFaUT1&E
FPT_KYP_EXT.1 iU -
Yk BRUBMEORE
FPT_SKP_EXT.1 iU -
Y5k : TSF T—H0R:E
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BEZEHIVR—2RVE

REFEOBBEEEHIVR—R U+

SIERIAGEEEER)

F7zl3 FCS_TLS_EXT.1.
F7zI3 FCS_SSH_EXT.1,
F7z[3 FCS_HTTPS_EXT.1]

REHEHRRLTVE | T2
EHBIUEHATH PP THRESNTI\OEH NEHEZOE it

FPT_STM.1 KL -
S{EEI LAV
FPT_TST_EXT.1 1L -
53K TSF T+
FPT_TUD_EXT.1 FCS_COP.1(b) - oK
YhaR  SIEEPYIT— b FCS_COP.1(c)
FTA_SSL.3 iU -
TSF #CENCLSRT
FTP_ITC.1 [FCS_IPSEC_EXT.1. - oK
TSF MEEBETF v F7=(3 FCS_TLS_EXT.1.

F1-l4 FCS_SSH_EXT.1.

F1l4 FCS_HTTPS_EXT.1]
FTP_TRP.1(a) [FCS_IPSEC_EXT.1. - oK
SEENA(EEER) F72(3 FCS_TLS_EXT.1.

F7-3 FCS_SSH_EXT.1.

F1l4 FCS_HTTPS_EXT.1]
FTP_TRP.1(b) [FCS_IPSEC_EXT.1. - oK

6.4.2. tX1VT(RIEEHIEM (Security Assurance Requirements Rationale)

NoNEFIVTARIIZHERIRT SR, Z/NROTLF1IITAR-AFA VIR BEDORESINSG B
BLANIVCETNTIVSCE, TOE (CHEITHERRREOLF1UTDERSN TS, 12 TOE B H Off
EICRE TS EERINTNBETHS. PP DHLWBZETAICHIRIEPITAETA3 X2 T/ REE
BEUEERT SIHDRAEGHAFEICOVTORIONMH VAR ETIEHICEASN TS,
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TOE E£3/t4% (TOE Summary Specification)
AETIE, TOE BT B LF1UTSEEO BRIV TRRT S,

1.1. tT¥1Ur1#8E (Security Functions)
Table 20 [ TOE tFal)Fs#aestF 1 T 8 REEH DG ETT,
AEICEHBATS TOE tX1UT/#EE(L 6.1 ECEE R SNB X 1T HEREBE | EEETEDTHD,
Table 20 TOE t¥al)T1#aet X1 T4 REE H DXt IS B &R
tFaUT e
by
R
=
o 1
| Ein
D
™ 4
i il | s
it $ ~ I
~ & ~ il 2 o ~
Ik E TN fi) il i ~ -
T o r( o0 'Il;bl =53 [’E! ™ ik
e H N H L R = iz
B | 4 | o | & | o | L |
SFRs i N ~ AN il ik g a =
FAU_GEN.1 v
FAU_GEN.2 4
FAU_STG_EXT.1 v
FAU_SAR.1 v
FAU_SAR.2 v
FAU_STG.1 v
FAU_STG.4 v
FCS_CKM.1(a) v
FCS_CKM.1(b) v
FCS_CKM.4 v
FCS_CKM_EXT.4 4
FCS_COP.1(a) v
FCS_COP.1(b1) 4
FCS_COP.1(b2) v
FCS_COP.1(c1) v
FCS_COP.1(c2) v
FCS_COP.1(d) v
FCS_COP.1(f) v
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tXaUTHEE
B
R
S
[
& H
|| &=
L U
A fﬁﬂﬂl
A =
ai il ¥ | s
i _ fn ~ Ia)
~ $ ~ = o ~
I~ ® I~ b iy o A ~
g o K o0 'Il;bl .EIE:II.I IIE! ™ ik
2 M N H B = b = A
B | & | o | & | o | L |
SFRs i N [ N JIE ik JIE a =
FCS_COP.1(g) v
FCS_HTTPS_EXT.1 v
FCS_KYC_EXT.1 v
FCS_RBG_EXT.1 v v
FCS_TLS_EXT.1 v
FDP_ACC.1 v
FDP_ACF.1 v
FDP_DSK_EXT.1 v
FDP_FXS_EXT.1 v
FDP_RIP.1(a) v
FIA_AFL.1 v
FIA_ATD.1 v
FIA_PMG_EXT.1 v
FIA_UAU.1 v
FIA_UAU.7 v
FIA_UID.1 v
FIA_USB.1 v
FMT_MOF.1 v
FMT_MSA.1 v
FMT_MSA.3 v
FMT_MTD.1 v v
FMT_SMF.1 v v
FMT_SMR.1 v
FPT_KYP_EXT.1 v
FPT_SKP_EXT.1 v
FPT_STM.1 v
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¥ T1H8EE
E
R
=
o
o
] o
o
L mﬂm
> 4
al i RS
4 _ | fw X | D
~ § ~ BE ~ o ~<
Ik E TN fi) oe i ~ -
T o K o0 'Il;bl .Eﬂ. [’E! ™ ik
- B B B B T - Mmoo > | w
B | & | o | & | o | L |
SFRs i N N o ME | ik | HE a =<
FPT_TST_EXT.1 v
FPT_TUD_EXT.1 v
FTA_SSL.3 v
FTP_ITC.1 v
FTP_TRP.1(a) v
FTP_TRP.1(b) v
1.1.1. FAIERE

HEAI SR EE(L . BFRI SN E ORI BT (FIC MFD OHRERE AT RHEREF- B30T, B1E
N2, FIRFEDS470 D Web UI(*)hb1—H—ID E1—H—NAD—Fe A AESETHE BRI TS
BEETHD,

MFD [CE SN TV SFIRBEFERZERLUT, HAIFEEEIT,

(*): FAEBEDF17V PC D Web T35 %4 Uiz MFD Y —)\#kE, 2 & £, TEmbedded Web
Server |ELWEMTIRESNEN . KECHVTEIARIFLIE, Web UI EFES,

(1) FIA_AFL.1 Authentication failure handling (FREEREXFEDERD#RLY)
TOE [FFIAEN TOE AFPDEATBHIIC. FIAFORIEZ1TOMN., SR TR OFRRE K BT It
BEEIRIELTLVS,
FRABEOARAREILICHIIRREAAMERE L., PO AEBEFH THRESNTIBEE (1~ 10 [E)
D:EFTKITET D, B ABORAERIICBEILTIE. TOE OERUIE/ BRAFTRZIFFTE
133,

(B8:&E9 % TSFI]
BENRRIDERRE
Web UI D RI525
SHEEEEY N
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(2) FIA_ATD.1 User attribute definition FIfEBHES
FIA_USB.1 User-subject binding FIRZE-HJIIHMES
TOE BFIAEICR LT, 1—H—ID £ZENZRBMHELTER L., ENLEHAIFRIELZFIAEICKL
TEINHI3,

(FIA_ATD.1 [CEd&E ¥ % TSFI]
Web UI OEHE##E
[FIA_USB.1 [CE8:&Y % TSFI]
BRI DHE R ERE

Web UI D525
HEREEY—N

(3) FIA_PMG_EXT.1 Password Management /SA7—RE&EE
TOE [(CHWVT., M EEED/\AD— FEER ., FLEXRAZBIAOF AEZHZ-EEHDIRAT—F
. LTOXFOEABENDETHERTSENTES,
NAT— RICIEE ATRE 3CF:
PIVITPRYPDRXFENXF BF . RURDFFHRXF
(17, @7, C#7, Y$T, “o%%T, AT, R, R (R, ), " (space)”, N, T N N

AR A\UIA\Y NN N/ A \ U / A \ W/ 4 \\<II A\Y ” \\>II \\?II nwraw \\¥II A\ W/ A\Y /720 \ NN/ SN\ A\Y \\|II A\Y ” \\ II)
root rotror = rot I [A—

F. VATLEBREIRLIIAD-FREE 0~63 X%@%ﬁl&lt&m?éhtb\t%éo
TOE (FCDERFEICLD 15 XFL EICRETRENTES,

(BEY % TSFI]
Web UI OEERERE

(4) FIA_UAU.1 Timing of authentication ERFEDR1IVY.
FIA_UID.1 Timing of identification EAIDA1IVY

TOE BFIAZEDEARIAXELT. KRR AKX EYR— M3,
HAEREEEE R SNBM VAT — AL B1ESRIL. FIRE DA77 bD Web 50, S EREEE
-1\ 3 BENHD.
BAENRIV FIAEDZM17Y b Web J59HTld, MFD BEEEDIRVEREFRI T B HIIC, ID &/TAD
—REAASET, ADENE ID ENAT—FHY, TOE [CEFSNTVSFIAEFERE—HTI "
1LY %,
BEET-NTE. VATLEEEZD ID &£/\AT— FZiEik Uiz PowerShell 207 bedHoh U &R
L. BE&Y—/\ETZD PowerShell 20)7 232179 %, PowerShell 207 ba3E1793CEICE
N, BE&ZHY—)\h5 TOE [C https 7OV ET ID E/SAT—EAEESN ., TOE (FZELE ID &N
AD—RICEDEH AR EEITT 5.
AR EE R EINB M UAT1—ADEREE(FIA_UAU.1) & AI(FIA_UID. 1) (X EBFICEITSN.,
#A - RN AN R LIzRs DA RIENEFRI SN S,
D347V PC DTV —ES54)82LD Secure Print (&, UV bF—RICfF 58035 ID (CLD. 3
BDHTHNS,
NREFEN LD FAX DZEICOLTIE, TOE (&, HBAIFREIETIC. FAX T—3%2{ET 3,
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(BH:&E 92 TSFI)
BIENRIVOBRIERE
Web UI DOz AIFE5
TIUR— R4
HEREEEY N
NREFEEIER

(5) FIA_UAU.7 Protected authentication feedback {RESNERIIT1—F/\wD
TOE (21— —EBEERF(Z. /SAD— RERTEDHIC, SAT— RELTA DSNEXFHERBDIELX
="@ (bullet) "%, ##4E/ IR Web J5IH(CR RS DHEEHIZILT S,

(B8 ¥ % TSFI]
**«Elﬁ*)l/@ngtg” Aty I:l
Web UI Dz AIERE

(6) FTA_SSL.3 TSF-initiated termination TSF #ZEHCL3&T
TOE (& Web 7504hn Web UI [C—EBEE(1~240 2 THRERTHE) D7 AN E MG E(EA
D4y (ERFIyYay) a7 VBRI ZERT S,
FARENRIDO—ERFREI(10~900 M TERERATRE ) DIRENEIMEE (. BIEIRIVDEREND
D7 SNRELEENR S,
TVOR—=RIANEDEYIaVIRFHET. 7)Y MOERDBEZLLICEYIaVER T T,

(BE:&E9 % TSFI]
BENRILOHRIERE
Web UI @ugi%”ub ]

1.1.2. tF¥1)T1EE

IV TAEEMEER. YVATLEEECLSRECHEL, TN'CG) TOE FAEICHULT, L\, EM. &
DEIBEEEATIINEVIFER (BIZIE, - -1/, EEPEREERLLE) Z. BT 7HD
HREEIRIT S,

(1) FAU_GEN.1 Audit data generation (BE&ET—34%R)
FAU_GEN.2 User identity association (FIF &5 1EHROBEER ()
TOE (. Y370 T ORI AEDERNRIIDRK. AR SN AECLIEEREEDOF AL
E.Table 21 [CRTEEXMRDBRIONT, EENVERHT . FLREET . ERH
OB, EROER . BRE5IFRUVEFRAE (ATRETHNG) . BLUEROBRIDHEIN

%o
TOE BEBRINEENZEREEENTELTCEERTSFC. TDRE R IFIAE OB HH
(CREE TR LTS,
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(BHEY % TSFI]
BAENRIVDERIERE
Web UI O 5IFEE
TIVR—FIAN
BESRINOEEREE
Web Ul 0EE#EE
BIRNIY

BAENRIOIE—HERE, TUY MERE. AT v UBERE. D7D AMERE. J7DAZIEXEDHIRIHEHE

BIENRIDIITIREE - BE DR THERE
Web UI O YaJikEE - BEDR Ri%HEE

NEEEY N

Web UL 77— LO177v7 75— MEEE

ANREFEER
Table 21 EEOJDEEMA
HRER HRINFEETERSA EEERFMH
BB REDICEIER T System Status/ Started
normally (cold boot),
System Status/ Started
normally (warm boot),
Shutdown requested
VEPIOL g Job Status/ Completed, Print
Job Status/ Canceled by Copy
User Scan
Fax
Mailbox
R FRE R R ER Login/ Failed
FIRE A KK (Invalid UserID),
(#4E) %IV, Web UL, Login/ Failed
EY—)1\hb) (Invalid Password)
F A& K B Job Status/ Print /Aborted
(COVELXIAY!

EEEREDFIF

Device Settings/ View
Security Setting

Device Settings/ Change
Security Setting

Device Settings/ Switch
Authentication Mode

Device Settings/ Edit User
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[ZEESNLEHELTID,
“Password”, “Name”h's2$&<
n3d]

Device Settings/ Add User
Device Settings/ Delete
User

Device Config/ Software
Audit Policy/ Audit Log/

Enable,
Audit Policy/ Audit Log/
Disable
"EID—ERCTHDFIAEY | Device Settings/ Edit User
W—TORE
[ZESNZEHEELT Role"ht
FLEREN3]
BZINZEE Device Settings/ Adjust
Time
oIV DK Communication/ Trusted Failed
(TLS) Communication [0, BIEFE. KD

Mt R7F]

(2) FAU_SAR.1 Audit review (B5&LEa1—)
VATLEEEL. Web Ul TOYM V%, Web UL hoMIRMEICELD., TOE AERICRFSNEZTAT
DEEOT&HHHTIENTES,
BEEOVIATRUINDTF A I7MILELTADYO— FEND, EEOTEADYO—- T 3156, TLS
BENMEMCEEINTVILENDHS.

[RH:&E9 % TSFI]
Web UI OE#E1#RE

(3) FAU_SAR.2 Restricted audit review (BREEZELE1-)
TOE RFICREFSNLZEEOTDFHH H UBEEL. RSN AT LEBEOHICRESND,
Fr . BEEOJAOTPHE AR, Web UL OAERTIEET. BIENRIDDTIERATEEHEEREL,

(BE¥ % TSFI]
Web UI OE 1AL

(4) FAU_STG.1 Protected audit trail storage ({REESNZESEEFHEHH)
TOE REICRFSNZEEOTANDTIEAL. Fid H UBEEDH THD. HIBRE LB EREEIFE
L0, THICED. BEEDT DR ELHIBRERENHIRESN TS,
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(BH:#E9 % TSFI]
Web UI OEE#EE

(5) FAU_STG.4 Prevention of audit data loss (BSZ&ET—4i8KNDR1E)
TOE NEBICREFESNZEENTE. ;&K 15,000 #ERETIENHE XD, BEEOTHEFCE-
HSE. RVEGERINEEERET A LEELT HLVEENTNMBATIEHGI RN,

(B89 % TSFI]

BRI OH R FRE

Web UI 0#RIF23E

TVUB—=FIAN

BRI DOEEEE

Web UI OEEHEEE

BEIRNIY

BAESRIOIE—HEEE. TUY MERE. 2FvUikEE. J7DAMEE. D7D AR IEXE DRI AL
BAENRIOYITIRE - BEDR THEAE
Web UI O U37IKEE - BEDR RikHE
NEEEY-N

Web UI O77—LOI77v7T— MiRE

DR EBIEEE

(6) FAU_STG_EXT.1 Extended: External Audit Trail Storage #}&RESZEEEBAE #h
TOE BEEEHY—/\MoEEONTDEGEREZ(TRE. TOE [CRFSN TS LEEATEITRYIN
DTFARTPAIVELT, BEET—)INEH TS, BB Y-/ \NEHTBER. TLS/HTTPS ORI T
EEtend, EEOTOER ., BEESNE Y ATLEBREDHICRESND,
TOE NEBIC— B RESNZEEOTHZ DAY FORK G L. RAGEERBULEFOBEG.
(5) FAU_STG.4 (5 ik&n 3,

(R8:&9 3 TSFI]
HEREEEY—N

(7) FPT_STM.1 Reliable time stamps S{E8EAM LAYV TS
ERENCEERNREREEEOTELTERERTBEF(C, TOE Mo TLVS IOV IHREIC LS A1 LA
BT EFHITT DERERIRIET B,

BETORELEEL FMT_MTD. 1 [CEN VAT LEBEDH NI RETHD.

(BH:#E9 % TSFI]
FAU_GEN.1, FAU_GEN.2 ORS:& TSFI [C#7°%

1.1.3. 7HEAHI{H

A FREEN R LICFI RE DA W T LD REE A T REE 13D, TSF ISP VAT 31 VRT1—ACEIC,
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FIFAATREICIRDHEREN R D, 12120, TUVA—RFIAINTIE. BRI DH TRREEETHN L,

a) AFEENSRITHIEINSHEEE
JE—BEBE. D7D AMEBEGEIE) . AFvUMEE. UV MERE(Y) . MK BBOR R, VaTKE- B
FEOFRTHEE. &1 TOE RET DS H/BEHMEE(VATLEEEDH)
(*): 7YVB— R34 )VTD Secure Print OFFENFHTHN. FRELLZWNSEIIENRIESNEZ,
Fz. ENRIBFICIRESRIV TR D EER D,

b) Web UI THlfEIENn3H4E
BHAREORTR, Va7 KE - BEORTHEE. TOE {RET-INSB/REMEE (VATLEE
EOH) . 77— L0177y 7T— MEEE (O ATLEEEDH)

c) RFABIFAT7UIDTIVE— A NeERT DHEE
MABDRMBEZBDSATY FOT)IR— RS54 T Secure Print 28/ E UIIREET T METRE
33, MFD 31— —1D O#AN K LIEIGEICOH ZIET—3EEY by T T —RICE# (T
YR—=2)LTA—Y—ID CEDRERURY MICEFET B,

(1) FDP_ACC.1 Subset access control %7ty 70t 2%

FDP_ACF.1 Security attribute based access control tFaYUr4EHEICLD 7Dt A%
TOE (&, Table 12, Table 13 [Zfl), BIEERBEEEDVITEXET-ADT7HEAHEES R
3, LT . XKRN()AD note MiEik(E Table 12, Table 13 M note #58L T3,
BEREERBBEETHRONBIXET ALY/ E. B EEERBLEFIAZE TS —F—ELTEING T3,
XET-HADOEE. RER. A —F-LINERTIENTES, XET-ADHIBRIE. 7—+H—Fk(3
VATLEBENERT SN TED, IV MOBBXET ADOIATLEEE(CLDHAIFRIE. On
Demand Overwrite #EEICLO>TDHEET DENTED, I7VAZIEDBIENXET —HDHIRR
(X, VAT LEEEICLD On Demand Overwrite #E8EICI>TEMTEENTE, Fad—F—¢&
LCEINMFIonzY AT LEBREICLZENRIOERRZICEEIMICHIBREND, Va7 OBEE. 7—F
- VATLEBEFE—RINAEBENERTIENTED, JaJDBIRIEG . 7—F—FEEVATL
BEHENERTIIENTED,

EREULIPHDAZEFIE. VATLEBEELINFvo LU, HIBRTIENTES, U317V L PChb
RERFOTAE. A—F—FLRIATLEBEENFvIEILL. BIRTEENTES,
RSN TUWVEWRIAZECLOTOIM7V M PCHDEASND TV MTF—ARICE. FIREZEET
37zHD1——1ID h'&FN 3. (condition 1)
TV MEREICH1ID UaTmAER. TV TF—RICEFENS 11D ([CL>THESN S, (note
1)
AFrUiEe, JE—#EE. J7D AR EHEECHTD UaT &, BEIRUINT (L1 —-H—1ID 1,
EDNA—F—ELTEINDIFONS, (note 2)
TPOAZIERDIITE, J7DARELTRFESNDIPIARET A&, VATLEEBEN T —F—&
LTEINDIFoNh 3, (note 3)
T7HAZIENY3THT—H% TOE sihoiE o dsh. TOE OFIAETHILNITNO1I—H -4, J7
DAZIED VI TELUT—HEER T BEETELLY, (note 4)
TV MERE. J7D AR ERBEICINEESN ENET A ZHRE T IR B ING L AF vt
B, AE—BEBE. 7D AR EREECINERINEXNET S 47— —DH EFE (RFEEM) AIEET
H%,
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TUU MERE. AFvURE. JE—HRE. J7D X EHRE. 7D AR EREEDETE VTR E T 51
b(i*ﬁ{/\énbb\o

(BE:&E9 % TSFI]

FTUUB—FESAN

BENRILOIE—HEEE. 7)Y MERE. A v USRE. TJPDAMEEE. J7D AZE X E DRI RS
BENRILD YT IRE - BEOR TR

Web UI ® On Demand Overwrite #&E

Web UI O I3/ 4KEE - BED R RHEEE

NREFEEIR

1.1.4. £X1)71EHE

(1) FMT_MOF.1 Management of security functions behavior tFiJT(#EED53FL\D
=g
FMT_MTD.1 Management of TSF data TSF F—A20EE
FMT_SMF.1 Specification of Management Functions EIE#EEDIETE
FMT_MSA.1 Management of security attributes t¥1)T BIHEDERE
FMT_MSA.3 Static attribute initialization &rIEHEFEALE
FMT_SMR.1 Security roles %1571 D& Z|
TOE (FEAIEREESNE VAT LEBEDH(C, T2 Table 22 [RY TOE H1UT4#EEICBE &R
TRILFIUTAEEMEEDSRERTELE R, BLUSHEEDFFMBERERE T I I F—10371—
AT S,
Fr AN —RFIAEIESDIAT—-RERDHAIHETHD,
CNHODHEREICED., BERENZ X1V T EEMEEFIRIE TS,
TOE (&, Table 12 Table 13 [ZfEL), BRIEEKRBEETIRNOND JaTEXET-ADMBEHAIE
DT I MEEL T, BAEREZEB LIZRIRAEHAIERERTE TS, s5MlE. 17.1.3. 7oA
81 (1) FDP_ACC.1 Subset access control 7ty ;7O A% FDP_ACF.1 Security
attribute based access control t¥a)T/EHEICLR7HEAREIESEBOE,
TOE 3. W EEE. SA. VATLERE  — A AEORINZELLF AECEEMT. TnE
95, ®REE, 1—HY—ID &HRIWTHN, TOE (FOJA Y LEFAZEICI—Y—ID (T 5%
B|E#O1%, ®ZEL, 1—HY—ID &HRIWTHN, TOE (FAJA YV LEFIBE(CI—Y—ID (TR T
‘% ENER DT,
TOE (. FIAE®RBCALEF T BHEDT 74V MEEL T, —EFIREZHRET D,

[FMT_SMR.1 (CEH&ET 3 TSFI)
Web UI @ngk%”nlhﬂ

BRI OF R ERR
[FMT_MOF.1, FMT_MSA.1, FMT_SMR.1, FMT_SMF.1 [CE8:&Y % TSFI]

Web UI OEE#EE
(FMT_MTD.1, FMT_SMF.1 (CR8§:&EF % TSFI]
BAENRIDEEKEE

- 70 -

Copyright®2023 by FUJIFILM Business Innovation Corp.



Xerox Versalink C605/C505 tz+zUr14—7'wf

Web UI OEE##E

[FMT_MSA.3 [CEH:&Y % TSFI)
TUVR—=FAN

BAENSRILOIE—HEEE. AT vUtRE. T7DAMEE

PR EBFEE R
Table 22 t#%1)71EEHEAELIEERTAER Ul
X1 )T EEIER BRI Web UI
N—FTA2DNDLEEHEHEDRTE SR, BN/ EDDORTE - v
1O
FAE/HREEEORIIXRRICIZPILAERREESHEL. - v

B/ EY ESRROFREEIT
BHEBEEDNAD-FOREEIT); BREEEDH AR -
FIREOER. ID OSR. HIBR. BLUNIAT—FOEREETI & - v
. FIAECBINE TLEEIZSERL., SA RAFE—RAAE
JRENCEFETD,

A—HY—1AD—- ROTR/NFHHIRESBUEREET -
BIET IS LEEDREESRU. A/ BB LUFHMAER -
DERFEEIT
TLS B—)\GIRAENKEESRL. /ER/EH DR EEITI. -
BRI FRAI B RE DR EES L., KRR/ BN EEITD -
Secure Print #EEDREES R U, THE/HRIOZREEITO -
BT, BRIESRUEREZIT v
BEeTAMEREDREESRL. A3/ EBEMDEREEITD -
I7— L1777 T MEBEDREESRL. B/ BUNEEE -
15
A= FOU7HEE GRS RILB LY Web UI) DS BEERTE -
LR— M ADZREESRL, VATLEEERE/FRAEDHRE -
115
NARR—IVIZ7IEEHIB#EEED S BER EETHOBEEDE 3/ - v
8|/ RTIAT—F)
X ITEEREEDREES B LAY/ ENDEEEZIT)) -
On Demand Overwrite #$8EDEEE SR L. B3/ EHH L - 4
UHIBREEZI DR EEITD

<

<

<

AN N NI NN

<

<

<

(2) FPT_SKP_EXT.1 Protection of TSF Data TSF 7—AMD{R#E
TOE (3. #1558 (KEK: Key Encryption Key)%¥3X T NVRAM2 [LIRFETBH ., TATOF
BECRLT. COBSRERHETEHDAVATI—AERFELTULVEL, 2. NVRAM2 KlEAED
(FEINTLBERIZ. AL —I% B RIELEER TG,
ARL—UrEE#(DEK: Data Encryption Key)(d. £52®M KEK T AES-CBC AR THES1EL
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T.NVRAM1 R U HDD [Z{#7F T3, HDD [C{R7F T DEK OR#ZE)\WD 79T THB.

TOE O#2ZE1FF. NVRAML [CRFSNEREBLSNEA N — IS S HE. NVRAM2 [CHDRIFS
BTESIESN. BEPFEFEXDIKET DRAM [CRFSNS,

L. IATOF AEIC LT, TOE [F. DRAM [CRFESNEFEXDA M — IR S RERHZTA
VRAII-AERELTVEL, T, DRAM [CRFSNTVSEXDA N —JIEEHIF. EREEET
CEICENIEESND,

TLS BIEFICERTHER(TEDIIAEE. 7.1.6 (15)DEIBICLNIEEILSNIREET
NVRAM1 [CRFEN. IATOMABCH L THERESH HTAU371— AR BLTIVED,
BEICFIASNS TLS tyYav R U TLS EC Diffie-Hellman BZEEF X T DRAM (LIR7F
SNBAH, IRTOFAF(CK LT, TOE (X, DRAM (LR FESNEEX DY YAV BEHRAETI IS
JI—2AERELTVVEL, 2. DRAM [LRFSNTVSIEX DYV iRE, BREEE T CEICLD
WEIND,

[B8&E T3 TSFI]
L

1.1.5. SERELER

(1) FPT_TST_EXT.1 TSF testing TSF TAk
TSF [377— L7017 TH% Controller ROM [CENEIRENTHN. COT7—LIIT7DTEL M ERETE
FBEICED, TSF DIEESERFRIIT 5.
TOE (3. #28)EF(C Controller ROM (& 4byte OF 19O Y LB E LT EDEE— T IO ERER
L. EEFERENRIUIIS-2RRUEEIZELTS, 2. DRBGICRALT [1]11.3 [CEEHD
ANVATANEEITL, TAMMKRR UGS IRENRIUC ISR RAUEE ZEF LT D, BH
DRBG (O{t#kld 7.1.6 TR,

(F8:&9 % TSFI]
BEIRNIY

(2) FPT_TUD_EXT.1 Trusted Update &{EtE7vFT—

FMT_MTD.1 Management of TSF data TSF F—ANE®E

FMT_SMF.1 Specification of Management Functions EIE#EEDIETE
VATLEBER ARENRIDODBRECLD BENRILETHEBPOI7— LI 7P N— D3V e
RIBIENTED, T, WRERRTEYANENFH AT RLILI TERERB D TOE ZH KT 577~
LOIPDON—J3VetERTHENTED,
F BRI INEVATLEBREZEOAN, YATLEEEDZM7Y D) Web UI hin, Controller
ROM &)\ —I LIz M FYUT74 )V TOE [GEETBIEICED, T7— L0777y T T— b BHIen
TZ&3,
TOE 3. YATLEEEDIATV bD Web Ul hoEEESNET7—LVIPEEC)I\MF) 771 2%
BT3E. IMMFITPMNINCRFENTEBEFEREIRELL. REEHCKBR UG R, 7yTT7—bed Lk
U BENRIVCIS—BERULTELT S, MM FIT7NUT ESNTWBEFESLE. NMMFUT71)L
% SHA-256 T/\woalLe\voa1lEE# K 2048bit ik THES1t L7 RSASSA-PKCS1-
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v1.5 AN RSA TYRINERBTHS . SoTREEDFIRIE, 1) MM FUIPMIUSHASNIZEFE
2&77—LVI7ERIREA RSA ARRICTES. 2))\1F)771)V%& SHA-256 T/\vY1, 3)
ESHRE)\WYUEELRL., —HINITREAY . F—HTHNIERIEXBKELD,

[FPT_TUD_EXT.1 (CBH:&Y 3 TSFI]
BENRINDI7—LI7N—JaVkER
Web UL ®77—Lo177v77— MRE
[FMT_MTD.1,. FMT_SMF.1 [CE8:#E T % TSFI)
Web UI O77— L7177y 7T— MERE

1.1.6. T-HEES1t

(1) FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys) RES#4
R(GEXIFREE )
TOE (3 TLS K& B @ {EnHEFEL (EC Diffie-Hellman) TRHWSIEXFMEEEL T, [2]ICEEEHDIE
MehiSBREA, FEAMBREOERM A AL, [3]15.6.1.2.2 BU [2]Appendix B.4.2 (C#
5, TLS EC Diffie-Hellman ##Z{E(Z. Linux ®/dev/random hoBiEEZY—FETE(14)(C
FCE(D AES-256 CTR DRBG THRULZELEITHD . EMBRKRELT [2]Appendix.D [CEEE,
M P-256. P-384, P-521 #HiR— L. TLS 2V I—-Yav@ETHAT I — D iRES,

TOE (F TLS U—/)\GEBHZ(CH A TIIERFMEELT, [2]ICEEEHDIEABRLESE. £ LUL. [4]IC
CED RSA BERS, CNoDIEXFREEIE Web UL oD 11— —i8RTERINS ., {EFAHh#R
BOEFAEE [3]5.6.1.2.2 RU [2]Appendix B.4.2 [Z5, RSA #13 [416.3.1.3 &0
ERAEICHEND, ZO0HRTEDNS RIS [2]0 B.3.3 [CLDERMSND, FEABEEELT
[2]Appendix.D C52#M P-256. P-384. P-521 %, RSA £ LT 2048bit, 3072bit &4
R— kL. Web UL o 1—H—H0IND—D2FEELTERIETRT D, . REURBOEL AR
(213(14)IC52 80 AES-256 CTR DRBG %@ \3,

EEEOSERICHVT, TOE HA DR PR BEOREEL L,

(B8:&E9 % TSFI]

Web UI D RI525

TUVR—RSA4N

Web UI D& AR
BENRRIVDAT v HERE

Web UI O Ja74KEE - BED R RHEEE
SHEREEEY—N

Web Ul O77—LD177v7T— MégE

(2) FCS_CKM.1(b) Cryptographic Key Generation (symmetric keys) KES 84 L

(R FE )
TOE FA M — VB SRRUBEEBENLYYaVEELT, FREOLY MIOE HERLS ., BIX
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BIICIE. AL— YRS S8 (DEK: Data Encryption Key)® 256 £y, DEK ZiES1tT 3760
fErE 58 (KEK: Key Encryption Key)® 256 Evk, TLS ©yYav#OIAA—ELTRIVI—
VAV TREUVEESARICIGUT 128-256 EVMEENENERKT B, ELEIT(14)ICEEEHD AES-
256 CTR DRBG TE# T3, adH. CO DRBG NIFEUHEINZDIE., (12)(CER&HLBFI( V%
AR, R, TLS BIEty avRR R THD,

(BH:#E9 % TSFI]

Web UI 05123

TUI8—=FIAN

Web UI OEEHEEE

BIRRAY

BAERINDAF v B HE

Web UI Y37 IKEE - BEDR RikAE
HEREEY—N

Web UI O77—LOI77v7T— MiRE

(3) FCS_CKM.4 Cryptographic key destruction B5S#HZE
FCS_CKM_EXT.4 Cryptographic Key Material Destruction E5S##+#0MEE
TOE I FEXREFESNIBERUVBMHERE(CH B A THETS(X). TOE [CEXREIND#
BRUBMHEEOWEREE Table 23 (TR, Fo. INoDHE R UM HH I S NEOEITEFIC
RAM EDT—DAEINENIE—SNTHIAENSH. RAM LOT—45(d TOE OEREEELICAE

EIDHEIEREND,

() ArL—URESE#(E NVRAM1 R U HDD [CfR7FFSNSH. (10)ICEEEDBEDRE S L SNz,
REHORENET D, Tz, (1)(CEEED TLS ¥— ) GERAS(CFI AT HIERITEIR. (15)DANZ
ALICED NVRAML LICEESELTRESNSTLY . KREHDRRNET D, T7—LVIPERIREL
(CAWSARABL, BMER., T5M - MESE. BESI)T DL EF1) TS DN NICEHEE S

LBVVEHAREHDH RN THS.

(BH:#E9 % TSFI]

BRI DEEKEE
BIRNIY

Table 23 FXRENIRRUBRHMOWMETE

BEFE A REFE T E PPl E iz

el SR NVRAM2 | R 1ERIDEEZEAZ 1o TIHH O E
(KEK:Key [CRTIERZLEE. 7—8%(14)C5EE D DRBG T
Encryption Key) ERUEELBT1E EEETS,

TIHHERORECRT CERTIAD LOETOT
—HEWETILEEKRL., TIMFEREEESE
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%712V ERLEERTESTILEND
LVeth, DEK RU KEK AR E I3,

TLS tyvavi RAM TOE OEFM CHET S,
TLS EC Diffie- | (%)
Hellman #%&{E& TOE FERMOE A TEMG TLS yYay%ERL

31z8.TLS EyYaviER U TLS EC Diffie
Hellman MZERIFREICLS,

(4) FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
B RE(IMEESE 8'5)
TOE (3 TLS Oxt#rigrg 5 /85 ELT [5]ICEEED CBC £— FR U [6]ICEEEHD GCM E—FD
AES(128bit, 256bit)&HR— 3%, AES (& [7]#EHTHD.

(B8:&E9 % TSFI]

Web UI 051525

TIUB—FES4N

Web UI OEE#AEE
BENRRIVDAT v HERE

Web UI O I3/ 4KEE - BED R RHEEE
SHEREEEH— N

Web Ul O77—LD177v7T— MégE

(5) FCS_COP.1(b1) Cryptographic Operation (for signature
generation/verification) BEBR{E(ZRERK1RIL)
TOE 77— L0177y 77— MOEIEMRREECHE VT, [2]ICEEEHD RSA TIYRIIER T R— T
%, BRI 2048bit Thd, BRIA—IYME [2]5.5(F)ICEEH D RSASSA-PKCS1-v1.5(C
€5,

[RE85&E9 3 TSFI)
Web Ul O77—LD177v7)T— MkRE

(6) FCS_COP.1(b2) Cryptographic Operation (for signature
generation/verification) BEE&/E(E R %R HREL)

TOE (3 TLS OABFFREE. KU, EFERERM/RILICH VT, [2](CEEHD RSA TIUIINEEL K
UHEMBIRT YAILEB LIS IE LB LA E R UIREEZ1T). BH. RSA B R(E 2048bit Fz(F
3072bit. NIST t5Meh#R(Z P256. P384, P521 #HiR— 9%, RSA TURIIERDER T4—
Iy M [2]5.5(fF)ICEEED RSASSA-PKCS1-v1.5 (LD, Fz. AR T VI E L DE S
ER/RREER [2]6.4 (65, Chbld TLS BIERICIEBEERFEORTVI-Yav . BFERLLE
BEFICE1-Y—DIEECLD. ENENFEATIE R ARNRFES,

(R8;E9 % TSFI]
Web UI OEEHEE
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BAESRINDAF v B HE

(7) FCS_COP.1(c1) Cryptographic operation (Hash Algorithm) BEE\Y2T
IVIYZXL)
TOE (&, 77— L917 7977 — MO EEEMREIBEDI7— LIIT7 7V I TF— MA=IT =D )\v 15t
H(Z SHA256 #F|FHT %, D SHA256 )\WI1{EEE R ED RSA EE5HRELLETEETE
BRI EEITTS, 85 \Wwoa7ITUIALIE [8]ICEMT S,

[E5:E9 % TSFI]
Web Ul O77—LII77v7)T— MRE

(8) FCS_COP.1(c2) Cryptographic operation (Hash Algorithm) SEE\WYYaT
WVIVZXL)

TOE [F(11)ICEE#EHD TLS [CH(FT2 BT EA - IR A XD\ Y1FHEIC
SHA1/SHA256/SHA384 &4%iR— 9%, @IEICFERTZ/\Ya7)IIVALIHEFLEORT VI
—VaAVICE TRET S, . TOE FBFE R ER/RIED/\vYaETEIC
SHA256/SHA384/SHA512 &#HiR— L. BRERBEO1I—Y—DIEEICLDERTS/\va7
WIAVZALHRET D,
TLS [EHF5RFEAE—IFRRA XD\ V1Mt BEBFERER/IREED)\V Y15t BIFHEIIL
THENERICHEABENEDIIENTES, BB, \woa7)TYXLIE [8]ICEMT D,

(B:ET3 TSFI]

Web UI O 5IFEE

TUUR—=FIAN

Web UI OEE#RE
BAERIVDAF v UHERE

Web UI Y37 IKEE - BEDR ~ikAE
NEEEY-N

Web UL 77— LI177v7 75— MEEE
H:I

=]

(9) FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)
S1&E (AES T-AmES L 1ES)
TOE BARL—VURBEENESARELT, [9]ICEBEINE AES. RU., TAOVIRESE—RELT
[10]ICEE& SNz CBC #HR— 193, BRI 256 EYMTHD, IV EA—-IDEHAFEBE
DEK ztIicEH T35,

(BS:&E 92 TSFI)

TVIR—=FIAN

BENRILOIE—HEEE. 7)Y MERE. A v UHSEE. TJ7DAMEE. J7D AZE X E DRI EE
BENRIOYITIRE - BEOR RERE

NREFEEIER
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(10) FCS_COP.1(f) Cryptographic operation (Key Encryption) IS 2{ (BES
1t)
TOE (F(12)ICEE & D@D, AL —IURES1biEED DEK(256bit)Z [9]ICEE#E SNz AES A=K
THEB1ET %, B R(E 256bit THN. JOVIRESE—FIE [10]ICEE&H SN CBC ZHR— T3,
MR 256 EYRTHB. IV IE(14)ICEEED AES-256 CTR DRBG o FLELETHS,
(12)ICEEE D@D AL —URES{bi%EED DEK(256bit) 2551t T2DId. AL —IBES#FI
AN 13\ TOE O EREEIFF CHS .

(BH#9 % TSFI]
BIRRAY

(11) FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication) EESEEERM)\vY21AvE—JFREE)
TOE (3 TLS [CHFR BT EAVE— IR ARXELTU T EYR— T3,
##&(bit):160. 256, 384
N\wYa1:SHA-1, SHA-256, SHA-384
Ivt—IH4 1A MR(bit): 160, 256, 384
N7V TVZALIE [11], B ENYDIAVE— IR 7TV L(HMAC)IE [12]IC#ERT B,

(B8E T3 TSFI]

Web UI O AI1525

TIUE—RIAN

Web UI Q& AR
BENRRIVDAF v HERE

Web UI O J374KEE - BED R RHEEE
SHEREEEH— N

Web Ul ®77—Lo177v77— MEE

(12) FCS_KYC_EXT.1 Key Chaining #F11>
TOE [3A L — VS-S5 (DEK) R U DEK 2BES LT 3ch DRSS 52 (KEK)ERTIMET B,
BRB(C[E TOE FA M —VBESRT M UNBIES R (BAMICE ., THAEEL RS, £k
[FARESRINOEBEAZ1-No TIHEHFARORECR TR LIZEROEBIF)IC(14)IC5E 8
) DRBG T DEK & KEK Z& R L. DEK (& KEK [C&£D(10)(CHE->TRES1EL NVRAM1 R U
HDD (C, KEK [FF3IREET NVRAM2 (2, ENENRTFT B, 2 B B LIROEEIFFIZ, NVRAM1
(CEES{EL TR L7z DEK & NVRAM2 hogieds i L7z KEK T(10)IC-TES T 5. BRI
DEK. KEK &4(Z 256 EvhTH3, DRBG (I3 (14)(CRELLEN+ 2B IV FOE—-HtiEsn3
TEHIRMIEEX 256 EVRTHN ., BFIAVDHT 256bit BENHFFINS,

(B8:&3 % TSFI]
BERRIY

(13) FPT_KYP_EXT.1 Protection of Key and Key Material BRUEMHDIRE
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TOE ($(12)ICEE&LI@ED, AL — YBE ST IM VD31 TOE OF)EIFEEENFFIC#R D DRBG T
DEK & KEK Z4£ /L. DEK (3 KEK TEES 1SN T NVRAM1 KB U HDD (., KEK [FFEXAKRET
NVRAM2 [CENENRTEFT B, DDA —YIC DEK, KEK BMRTEFENSEF LY. NVRAM2
(ST RTREA ML — I THAH. (12) DT 1MV D— DRI AT BRI A R L— JICFE
TREFINBERBLY,

(BH&E9 % TSFI]
BRI

(14) FCS_RBG_EXT.1 Cryptographic Operation (Random Bit Generation) &
R4 (ELEREY FAERD)

TOE ([FELE A RIC [1]10.2.1 [C#E#LT= AES-256 CTR DRBG %FIHT%. Z0O DRBG (&
Derivation Function. Reseed ##t%#& L. Prediction Resistance #ge&iFiial\, Fz.
Linux —xJL®/dev/random Hof&zEL. ¥z Y — FET %, /dev/random DIRETTHS
Linux Random Number Generator(LRNG) R U LRNG [SFEATI0O90H00305F5H H U
g/ M X a&HiceAEIY ME—RET S, D/ XFVT 017 ICENERMICHERDELDEE
FHETBEDTHS, DRBG [F/dev/random hoitiaEn iz o— K& entropy_input XU
nonce ELTHFIATEH, ELEDIV MOE—=(d 256 Evbx1.5 ##8Z. [1]8.6.7 DE#EHH+
NEEZDS,
TOE 320 DRBG ZHWVCA M —VUKEE#E., TLS by av#aEHT 3,
(12)ICEBE @D, AFL— IS RBEHDHIC DRBG i2&sndDIE, AL —JBESBFI(
VN0 TOE O EIREEIRF CHD o

(B8 9% TSFI]

Web UI O 5I52E

OV IA

Web UI O EEEERE

BIRRAY

BENRRIVDAF v HERE

Web UI O J374KEE - BED R RHEEE
SHEREEEY—N

Web Ul 77— LD177v7T— Mé#E

(15) FDP_DSK_EXT.1 Protection of Data on Disk F4AD LDF—5{R#E
TOE FA R —ITFIMALDT—RTOVD B TRESL/ES LT, BARMICIE. AL —IF )1
ALDRESAE X RIN—T1 AT B T71 LR UART—A0D Read/Write £ LTTF—A0DE
Sb/BEBEERL. 25/ —T1 Va3V LTT—A70vD% Read/Write 33, lEE{LA K
FCS_COP.1(d)IZ5. BEIEX RN —T10avEE AN —IT M AFR R ol HER
NVRAM1 B U HDD THD. NVRAM1 B U HDD LISMIER AT AT RER A ML—IUF N Ald T
LYo
EROAN - IBEFAEE. TOE ZERFNOENIET D, BES1L/B/BILICHIATS DEK (£(12)(C
REUEED., BERFM U BEBIBICERIND,
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ETCHOEXDFAET 2. EXDOHWEND TSF T—4(% NVRAM1 XU HDD EDBES1ExR) -
TAVAVICEEFAFNIHIEFILENS. NVRAM1 B U HDD LDOIERESILRHRD/IN—T1>3ay
(ZE. TATSLAA=T | FlfE I5A—31 KEK Z5EL(10)ICEEEDBDEESLSNTz DEK OdHht
BN, EXOFBEXET HARVEXOWED TSF T2 EFE\, BH. DEK DEES{t
($(12)ICEEE Lz@) TOE OIS 8T 11 UH B LEBRFICITON S, Fo. X KEK ORFET
H% NVRAM2 (3R ATREB A L —IT N AT,

(F8:&9 3 TSFI]

TUI8—=FIAN

BIRRAY

BAENSRIOIE-HEE. TV MERE. AT vURERE. D7D AKEE. J7D AR EXE ORI AL
BAENRIOYITIRE - BEDR THEAE

NREBEFT AR

1.1.7. SE8EEE

(1) FCS_HTTPS_EXT.1 HTTPS selected ZEiRsn7z HTTPS
Web 75704, GoUICEEY - N\eDE TORIF F57490% HTTPS TEF17FvRILUETSLSIC
SR TSR ENFIRETHD. DR EIF Web UL hoBIEEDHNITAS, HTTPS (X [13](CHE-
LRETHS,
D347+ PC D Web I35 Dokt EREZ(35E. TOE D517+ PCRT TLS BIEOFRT
VI-aVEEILL, HTTPS ®IE%FIRT %, V547V PC hod TOE M Web UI [CH(T5E
RERRES LUTATO)E— MEEICH LT, HTTPS BENMEREINS, T, EEY—/)\hoEEED
DT—SRGERERT. EEOTT-AEEEY - NSEH T M. HTTPS BENERAINS,

(B8:&E9 % TSFI]

Web UI 051525

Web UI OEE#AEE

Web UI O I3/ 4KEE - BED R RHEEE
SHEREEEH— N

Web Ul O77— L0177y 7T — MégE

(2) FCS_TLS_EXT.1 TLS selected ;@i{R&nk TLS

TLS @IEELT [14]0 TLS1.2 BHiK— 193,

TLS BIETHERATIEEAM— MM 7Y b3 =)ED TLS IRDYavh(cxTVI—-rEh3,

TOE (3 TLS ZFIRAT:@IE(CH VT, TOE [FHEBEICIE UTOFM1 7Y M B —NICHENES, fi

ZIE. Web UL 7O ATIET =N, AR v XEXA—)LEERFICEDI1 70 LTRSS,

TOE D347 M IRESNEE S A — b hoR— 3@ 0% 1 2:FRT S, TOE

HR— b BB A — MILL T THD,
TLS_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128_CBC_SHA256
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TLS_RSA_WITH_AES_256_CBC_ SHA256
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384

(B8 T3 TSFI]

Web UI O AI1525

TIUE—RIA4N

Web UI O EEHERE
BESRID AT B RE

Web UI O J374KEE - EED R RHEEE
SHEREEEH— N

Web UI ®77—L7177v77T— MEdE

(3) FTP_ITC.1 Inter-TSF trusted channel TSF B&E#EFv*Il
TOE (& TOE £BE&EY—/\. Mail H— Nt T. L TOEEBEEE IO ML EYR— M3, ThiC
IN. IV RRI Y L OB A CRBIET - IDRBERE VD LDIRENMRIIEND,
BEEE&EY—)\: TLS/HTTPS
Mail —/)\: TLS

(B8:&9 % TSFI]
NEEEY N
BAEIRILOZF v EE (Mail 5 —)Y)

(4) FTP_TRP.1(a) Trusted path (for Administrators) S{E#E/\A(EEER)
TOE FEEED)E— FPCHDDR7IEAMVATI— AL L, UL TOREREEE IO ILEYR
— ;% INICED. TV RRA Y MDEBRICBIET —ADRBEHS WD ODRENMRIIEND,
Web UI: TLS/HTTPS

(BS:E¥ % TSFI]
Web UI 0585
Web UI OEE##E
Web UI O Ya74K & - BEDR R HEE
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Web UL 77— LD177v77— MkEE

(5) FTP_TRP.1(b) Trusted path (for Non-administrators) ={EfE/\AGEEERER)
TOE [FFEEED)E— FPCHODETIEAMVATI—-AIK L. L TOSEREEE IO ML EY
R—bF B, TNICED. TV FRAY FOFERNERBIET - INDRBERS WD DDRENRIEEIND,

Web UI: TLS/HTTPS
TUVIB— RS54 1\ DENRI: TLS

(B8:&E9 % TSFI]

Web UI D RI525

TVR—=FZ4N

Web UI O Ja74KEE - BED R RHLEE

1.1.8. PSTN 77DA-%ybI—DE D5 B

(1) FDP_FXS_EXT.1 Fax separation 7795 B
TOE ($. 77DAET LRz H5 . AR BIEREREN LT, I7DAT-IDE ZEHMAEZIRIT S,
HiR—+9370RVE ITU-T G3 E—RDH THD.
T7D2AA VR TI—ATEZENHFINTVBDE. FIAFEDIFDIIIXEDH THD,
TRETLEER T AN LD BT —AEE IV FR—YIZ((FF TRV, TPDAEERD
» TOE [CREICTPHEATBHERFTERGL, Fz. TOE [F, AR EFERRBEANERY M) —DEITT
—REZ(TEITHAEELBLVEY, ARBELRZENZEVLAREBRT —2INERYI—D
EEITELELY,

(BH:EY % TSFI]
DR EBIEER

1.1.9. N=FF4RADDLEEHE

(1) FDP_RIP.1(a) Subset residual information protection %7ty EFIEHRIRE
TOE (. VATLEBEICINVITRTERDN-EFF12ADD L EEHEMEENEIELENTISE,
JE—BEEE. ) MERE. A v UEE. D7D AMBENR Y3 TR TRICHEN— FTAAVEEICETR
SNERREBHNETHELEETEBEET,

A TOE Tld. YATLEBENRE ULBZIFLIIZa7IER T, ERINEXET -2 (T
b IPDRRAE) . BLUAFvY OE—, T7DAEEO— G T—4%HIBR Y% On Demand
Overwrite #gENR SN S,

N=FFAADDLEEFHEMEEE EEZE$ 3 B(0-1-ECLD LEZLIREL) ZEET D, &
EON-RTAADEEBLIC LEETEEFEOFIABZSNET IN—E%H5. TOE EBEIFFC—
EEFIvILT G HERTOMARFHAXETINFEHETIEEE. LESHENEEZRTTD,

(B8:&E9 3 TSFI]
BRI
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BRAENRILOIE—HEE, 7)Y MERE. v UHRE. JPDAREE. J7D AZE X E DRI EE
BENRRIND YT IREE - BEDR RHEEE

Web UI ® On Demand Overwrite g

Web UI OJ37iKEE - EED R RHERE
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ST B&&E - F&E (Acronyms And Terminology)

8.1. 2 (Acronyms)
AR ST [CHITRREEEELLTICERBAT B,
- EEAR
CcC JEVD3547)7(Common Criteria)
DRAM HA4+39D5 5 L7DE2AEY(Dynamic Randam Access Memory)
FIPS PUB K EDEFRFRLIEIZ D H ¥ (Federal Information Processing
Standard publication)
IIT B A H3—3F)L(Image Input Terminal)
MFD FIRIEE#(Multi Function Device)
TERMESIVHLT7DEAAEY(Non Volatile Random Access
NVRAM
Memory)
PDL R—Yitah S i&(Page Description Language)
PP 7075370774 )L (Protection Profile)
SFP t¥1)T1#8ES $1(Security Function Policy)
SFR X1 T HEEE H(Security Functional Requirement)
SMTP BEFA—ILXETOIL(Simple Mail Transfer Protocol)
ST tFa1Y713—5y M(Security Target)
TOE FTifxf % (Target of Evaluation)
TSF TOE tF1)7/#8E(TOE Security Function)
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8.2. HEE (Terminology)

A ST [CHITHREELITICEREAT B,

2 %8R

WETD TPAIVOAT L BHEMEARIN O ROBERUNGWLIITHETEEEET .

KEK Key Encryption Key OB&, AETIE. AL —JRESREMBS LT ZHOIESHEOD
CEEIET,

DEK Data Encryption Key OB, KETIE. ANL—JBEEROEEIET,

7991 AEY SD F7=(x eMMC %357,

Web UI MAZEDS17V D) Web 7505 %N LT, TOE (ST 3BENTERIVATI—ATH
®o

TPHARERYDI A TPDARERYDALRTPHAZIEXEE TOE NICRFTIHFIDIL,

(Faxbox) FLIPDARERYIAEIMESNZIPD AZIEXEZRITEENAIEETH D,

Secure Print

TUV MERECH VT, FNRIT =327 VMR- AL TR LIEEY bRy TT—8% . MFD DA
Fo—UREIC—BEREL. BEESNZRAEMEERIVINIE TR 5 FE CHIRIZHA
BTV AE.

FMAFHXET—H

MFD DAL —HECEREN LR, FIANE T LI7ALSHIRENSH, AL~
HENICET - SEBEREL T IREOXET 4,

XET—H
(Document data)

— & FI A& (U.NORMAL). SA h* MFD OOE—#EE. 7 MERE. AFvUBEEE. T7
DAREZEFI AT BIRIC. MFD R EBT 3£ CHERIFERESTT 3%, BFLT
XETRERET S,

AFvIXE AF v UHEBEC IO T, EFHRAATBENLEXET 4, K TOE (FAF+YXE% Mail
H—)\NEETIHBEEE D,

TPDAZENXE T7DAMEREIC L TRZIESN .. A TOE THRONZEFHRXDXET—ITHD, & TOE
Tl BEBORTEICID, ZIEVEIFHAT—RETIPDAZERYIAIIRETBENT
%3,

Exny WD, BN, EDIOIBEEETOENELVNER (BIZIE, - —1EE. EEPERE

BRE)E. B HEINCT 4,

FAEXRE

HANFRELRAE(CEINE TOoN SR E], K TOE T, M EEERE, SA %A,

(User Role) —RFIAERINERINTLVD,
HmEEERE M EEEN TOE 2R AT ELRERZER T, SFR N Tl Key Operator

(Key Operator
role)

role ERI|WSNS,

SA &2
(SA role)

SA N TOE &FI AT 3RICLELHERERT

—RFIRERE
(U.NORMAL role)

—R&F A& (U.NORMAL)H TOE 2FIAY 3 MEICHELHERZRT

FIAEHAER
(User Identifier)

FIREEHRNTIHOER, 1-F-1ID,

HHEEEHAE
#H

MW EEERIERNY TOHNEI-Y—ID, SFR AT(E Key Operator Identifier
ERBEIND,
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(Key Operator
identifier)

WWEEE
(Key Operator)

MFD O EE® TOE tXi1UT(HEEDREZITOEEE,

SA

M EEEHDVIEECERBSNE SADBT7HDY MelER T2 ENTE, MFD D
B TOE tF1UT 1 HBEDREEITOEIES,

VATLERE Key Operator & SA D#%5,

(U.ADMIN)

s TOE D& HEEZME AT BHIIC. FIFAEDHEAFRILZ1T>C TOE OF| A (CHIREEN

(User (TR DIHERETH D,

Authentication) SNEREREEA T Va3V AV A M=V T B EICED . RIAFRFEEN BRERRED 2 DDE— FEH R
—;3%h. K TOE TIIARIAFRELE— RTENMET B,

N H

(Local TOE O1—Y—FR5E%Z MFD [C&E U1 ——1BHRzERALCGRIIEEEITOE—F,

Authentication)

%ﬁr‘ﬂhﬂ

TOE U):L_‘ij- nl..nl—tz'%ﬁlznunl—tﬂ /\(Lﬁfibrl ‘U- 'lﬁ*&’&ﬁﬁﬁbtnunl—tmii’&

(Remote SE-F,
Authentication)
AbL—IREH REEED—HzREFIIAN -V ZIESILTIHEEZRT .

FAUH- i

R—YREik S35 (PDL) CHERSNICEIRI T — &ML, EVbIvT T —RICEHT 5

Hbo

FAVK-Z

T:IJ‘R X%ﬁ‘é(«_io R—YseihE:

Z(PDL) TSN T—SZfTL. EvbyTT

Z— D)7 HERE
(Auto Clear)

BIENRIVB LU Web Ul hofll bR LB VAT —EDR M EBLLZEE. BE)
HIICEREEN' DT 7 FENBHRETH D

NARR—-IVIZ7

(Customer MFD OfR=F/MEEZITIIVIZT

Engineer)

WEE WEELE. TOE FERESNTUVBEEICAELFERERELTFIERATIETHD.
(attacker) WEEICE., RBSNEHABTEHIN ., FOERERLTTIERATEIEEEFEND,
26 R

BRI MFD ORAECBELREY. 597, 9FIRNTF AT LA NEREB SN TR,
(Control Panel)

J— |n' | SAT

X BRREIATY e nBENRRTEISATI

VATLERE VATLEBENFRTEINIAT7UE, YATLEEET Web J50H%FE L MFD (C
D347k #UT, TOE B ET—ADRERPEETRZEITI,

TVA—=FFAN
(Printer driver)

—&FIAEDIATY b EDT 3% MFD H\EIRAI AR — U5k 5 55 (PDL) CHERL
SNTEERIT—RCE#T IV I M7 T, FIREDSMT7VMNCEAT S,

ENRIT—4

MFD W2 eI ge B — VR E55(PDL) THEEENET -4, HIRIT—4(X, TOE B
TAVR—AHRETEY bRYTT-RCEHENS,
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AE-HEEICENFRAAFNTET -3, BLUTVY MEREICINFIRED A7 M oEES

EvhIvTT—4 NIENRI T -7 IVIR—AHEE CERIR LT 5, By T3 B AKX TER
EMLTN-FTAADEECIE NSNS,

EX AE—#EET IIT hoDFHAH DR REBIXEPIRE ., FEBEETRY

TOE S 5—4 CNIE TSF 7—AD—ETHN., TOE [CL>THERL SN TOE ([CBILTHER SN TZT —
5THN. TOE DEX1)THEREICEEES 2D MR DHIRET —Ho

. BEAERINS 256 EVRDT—H, AP —IRBEADXET - HORFHRI(C, COET

—HEERALTESIEETI,

*YbI—=D NEBRY FI—DERERRY M) -DERETI—RMICERTIZEORE,

NERRYRI=H

TOE 2 &2 I M CIIEENERLB L RERY FI-DLUNDRY R —DEET,

RERRY D=5

TOE M SR ESN B EBDMAERCHD., S8R Ry FI—DD oD EF1)T1 DB BICK LTHR
ESNTLB XY MI—DRAD, MFD & MFD A7DE 2N ER)E—- FOFEBLGY—N
PHOIAPU PCRIDTFvRIVETRT .

NREBIEEIR TPDAEIE . TPV AREDT AN TN B EHREE RSN DM,

NREFEEIIRE

PSTN

(public telephone

line)

NRERT—H T7DAD N REFRBERNDEZIEDT -4,

(fax data)

Hg = ITU-T &0 X.509 [CEZRSNTHEN. KANFEHR(FTEMAR. HAE. 2E1%E). 26H
8. BVHR. VITINF VN VTRTFYEREENTVDIER.

Data on TOE BRET—ATHN . RARIRFICHITBFIRAED/ AT — FEREFOR/INXFHD

minimum user TE ¥R

password length

Key operator
Password

TOE BRET—HTHN., MM EERBEZEDTZHD) AT — FIFHR

SA Password

TOE ;&Ej__ Q_C%O SA ot nIEU)T U)U)lﬁj\'j I"'Iﬁ#&

U.Normal TOE EBRET—HATHN., —A&FI FAE(U.NORMAL)ZREED=HD)\ AT — FiEER
Password

Data on access TOE ET—ATHN. FIAHE ID FRELREICEZR T 2HEEDF 5/ B DIFIHREK K
denial due to B $0E

authentication

failures

Data on Auditing TOE ERET—ATHN. L\, HN ., EDLOBIEXEITONEVWODER(HIA. 15—

B BEDERERELRY) 2. B IRT SHMEED AR/ BHDIER.

Data on User
Authentication

TOE FRET—HTHD. MFD OIE—#HE. AFvUHERE. T7DAMRES LUT Y Miae
ERATHMRIC, 1Y —REHEMICCERAL T SHLRED B 2/ EMB LUREDIER,

Data on Secure
Print

TOE FJ/ET—ATHN. 7)Y bTF—RZIERICSecure PrintlCERBIENHIRISES
h\@EQIE'Iﬁiﬁo
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Data on Trusted
communications

TOE BRET—ATHN. REBRYFI-D LICHERETIXET—4. VaJlEH. EEOIH
LU TOE BRET—HELVVWTLBIET —HERET DO T 5 —RIBEESERIET
ArIVOER/ BNESVREDERSSUVEEAE . BELRA/MES L) A2T— K, @i
AV NE: 8

Data on TOE BRET—HTHN. DAY —IV Y7 EHIRIEREDE 1/ B DIFEHR B VRS
Customer N2AD—ROTER

Engineer

Operation

Restriction

Data on Disk TOE HET—ATHN. N\—RFF1ADD L EEHEMEECRIRT IEEDE X/ EHOD
Overwrite 8

Data on date and
time

TOE BRET—HTHN., M LY —V/YI—341 LEREHMERERZIT-HTHS,

Data on Auto
Clear

TOE FRET—HTHI. BIENRIA— MUPHBED AR/ BINELUD) PRI DTEER.
BLU Web Ul OA— MUTHEEDE N/ BN DERSLUDY 7R EDEER

Data on Self Test

TOE BRET—HTHN. BCTAMEREDH M/ ENDIFHR.

Data on Report
Print

TOE BRET—ATHN. Lih— M NHEREDRE IFH.

Data on
Firmwareupdate

TOE BRET—HTHN, 77— LOI7 PV T— MEREDRE 1FH.
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