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1.  ST#EER (ST Introduction)
AETIE.STSHE. TOESHR. TOEBIE., $LU TOE G ICOVWTEER T B,

1.1. ST S (ST Reference)
AREICIE ST D AIEHZE AR T S,

Xerox Versalink C405DN
H P t¥a)Ta-4vhk
N=I3v: VvV 1.10
*¥178: 20234F 1A 19H
ERLE: ELXIMIVLEIRAS ) R—YavkK =5t

1.2. TOE B (TOE Reference)
AREICIE TOE OFAITEHRZEL DR T S,

TOE £&: Xerox Versalink C405DN
TOE ®)\—%3>: | Controller ROM Ver. 1.90.3

A TOE (I, LTOERTHS. Fz. & TOE [CFEFBROTA SV ANMFHET .

P N—3y
Xerox VersaLink C405DN Controller ROM Ver. 1.90.3
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1.3.
1.3.1.

TOE #1% (TOE Overview)
TOE MF&%| (TOE Type)

A TOE (&, HHEA-NILIVP %y kD=0 (LAN) ABEfiehn . DE—H#RE. AFvUikae. TV MERE. O

POAMEE, EFR— TS MFD TH3.

1.3.2. TOE OEREEEELF1UT1HERE
(Usage and Major Security Features of TOE)

- -

—_——
- ~

———————

|

St \
\ Ryko-5
N
1
1
Q —BRIEEIFATUR ) :
—_———
A U A ! ;
-Web 7594 L JpAT
— BRI R y DA=l
Q YATLEEE ) 1
D247k P T - (TOE
A e g5 T~ N FIRIAE A
AT L J - 7 \.
eBE 0000007/ TT==T 1
| DB
=& )
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EIEE

—RFIRE

1 TOE 0EFE T 3 ERIRE
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MFD (&, 774 70A—)UCL2 T, S8Ry RO =D b D BESNTZH #RA— NIV IUV7 2y bD—D (LAN)A
ERchZRETHERAINS,
Fe. TP AERERIETIEE R ARBEERHEICERINS,

FIAEE. MFD OENSKIR—BFABEIFMT7 M YATLEEEDS17V D Web T505 07
UUB—FS4NEM LT, MFD O&EEREREEFIRAT 3,

MFD (&, FIRZEOHZIXZCK L, AE— AFvUiEE. TUV M. TPDATHORERIE . BEDHREE
92, NoOXENKRE ., RAVELET 278, MFD (%, RIREZHA DT dHEE. HERICE
HXET AP T BT AR, MFD ROA M —JICRTF - BRINIRERBROXET—
SOEES1E. LAN EDOBIET -A0RE, EEE(CRELLEF1TEREMAE. MFD OF AEES
MFD RERCRET S — A . EDFIABEEEZ MFD A DEEEY—/\MoEZAVVT T3 EF1UT(EER
HHE. TSF E£471— FE TSF T—ADFTL2MHREE. TSF 71— R7y I L— FREOETI- FOEIE
TEREE. 77D AEI#RE LAN OO R REZH T %,

BB ARTOE (& N—RF4AD &BEHEET eMMC THAZBOT—AZIMDRILY. HREFEZRERD
J:i%*ﬁ%#ﬁéﬁﬁ(iﬂﬁﬁ*‘J%G)’E#—J'Jj_'ﬂ%ﬁ'é(lliﬁiﬂ'cL\EL\ Fz. A TOE i8R I &ML, 4t
REBEEA T AV E B VARV TBIEICEN., BREEAREL T, RRFREEESMARFRELEYIR— T %

h‘ A TOE RE CRIARAKBENHEFE AT 5.

3)
-FIAED, MFD (CEANBIBA R —IT NI AGR=ETINIFVVIARITINMAF) BT 510571
—AldEM LN,

1.3.3. TOE LSNDN—RII7HEREY T I 7# AL (Required Non-TOE Hardware
and Software)

1 ITRTFARKRICHEVT TOE (& MFD THY, FEED TOE USNDN—FIIPHELVVT b ?PH
#ETS,

(1) —R&FAZBDFATPUH
N—=FOI7ERAD PC THS.
TVIRDF4T7 U RELTRIAT 35HA(E. MFD [CHULTXXET-ADTIY MEKREITIED, PCILIZT
UIB—FSANEA VAT IREN DS,
MFD @ Web #—/\t8e2FIAT 315 &S, PCICAVAR—ILEN TS Web F50H 2 RT3,
(2) YATLEEBEDFATUL
N—=FOI7ERAD PC THS.
TOE [CXULT TOE BRET—ANSEPERE., J7—LIIPDEFHEITIENIC, Web T50FHLE
E3%,
(3) Mail =N\
AFPUXEEA-ITEET B, Mail Y-\ EERS, N\—FD17/0S [ZRAD PC Fz(d
—N\THN, TLS TRESNT SMTP JORIVESR— B Mail Y —E2EI VAL BRLEND
%o
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(4) BES-)
MFD TRALLEEEREINET L0, BEY—)IFREERS, )\~ FI17/0S ZAAO PC &
R —/TTHN. MFD [ZEEY —/\OERICAE LT, HTTPS FOFILVERNT, TLS [SHELTL
BEEY—/BEN OREET,

A TOE OFH@E TlE. LEEDN—FII7HLVYIIII7ELT, UTEERT S,

(). Q)O—EFIREIZMT7Y MV ATLEEBEDZA7V D OS [F Windows 10 &, Web 757
&L T Microsoft Edge #{# A7 %,

(3)® Mail %—/5lE Cent OS 7.6 . Postfix version 2.10.1 ##EHT3,

(4)DEEEY—)\IE Windows 10 &, BEEEOVERDE LOETTEREEELT PowerShell Version 5.1
®ERAT?, T VATLEBENTIH VA ->TER T200ENE UAD PowerShell 207 b
HETIVLENDHD
(DIEBVWT., FEHTETIUS—E51)5F Xerox Corporation RT3 UHIERADLLT R34\
—ZEAT3,

“PCL6 5.887.3.0"
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1.4. TOE §&;t (TOE Description)
ARETIE. TOE OFIAE®RE. TOE OimERIEE . SLUYIERMERICDOVVTEERT S,

1.4.1. TOE BAEDFIAE®El (User Assumptions)

A STT.TOEICXMULTEEITSFIAER

&z Table 1 [CEE1£ T B,

Table 1 FIR&ERE

B FIRET 55 EE
U.NORMAL —HRFIRE BAISN. SREESNFIRET, EEERE
ERIBVFIAE
U.ADMIN EEE BAISN ., RSN RETEEAREE

BOoFRAE

(TOE M=E# T3, Key Operator £ SA &
LWOREINHD., X ST £ TE U.ADMIN &L
THHIFEND, )

1.4.2. TOE Oiw¥EMEF (Logical Boundary of the TOE)

2 (C TOE OmBEME R ESL R TS,
MIBMEFEL ORSNHAEDSIS ., THRBLDHEIEAKEE. TROVOKAELR 1T AEE

X
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VATLEERE

— R FAE

A

by 7V b
UVE S SR UA
-Web 759%

YATLEEE

A 2 A i B
TOE
A ERE TV
N EEEEE > 7Dt A% {H 2%vY
T—AES{E aE—
PSTNIZ7DA-2v b T7D2A
D—DE N5 B
Mail =)\ | >
EEY-/ EizsEnE
=IEFEIEE
L¥IUT1EE
LHa)T1EE
AbL—Y
FAE XE EA TOE
HXE T4 0% BE
T4 T4 T4

2 TOE DmI2aIE Ak

1.4.2.1. TOE MR IIEAREE (Basic Functions)
(1) FUub: —RRFRBEBDFMT7 DT B— A N oiEDNEBEFXEEZ(TID, £z, 121F

RRIVDODIETRICHEN, ZITE-ZBFXEE/N- FIE-FRXAEHT S,

A

D347V
-Web 759

(2) AFvy: BENSRIDLOIETRICHED, AFvF—LEON-FIE-XBZHHAH . EFHAA

ZHID,

A TOE TlE, AFv U EEICINEHMENTLEFXEICH U, Mail Y-/ \NESHENEFET S,

(3) IE—: BEARIDOOIERICHEL, 2FrvF—LON-FIE-XEZERT S,

(4) PSTN 77D0E1E: RIENNRIDDDIERICHEL, AFv—EDRFEZFHAH . 1RZE PSTN

77D2FARVERT PSTN #2ET PSTN J7DADFEEARIES 3,
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(5) PSTN J7D2A%{5: PSTN f2HCHGAFHN0ENLTFIVIIXET—HEZIEL. 77D
AZAERVIANEINT B, o, BEEBICIHRME/ RN ODIERICETE, REFESNLETFDVI
UNETHCHULT ATOLIBEEERIREET B, FIRI: 24E) SR BDHETRICED. 77D
ZERVIACRFSNI TP VIUNET-HETIV M B, BlbR: BESRIVDDDIERICED,
REFSNLET7DIIIXET - HEHIFRT B,

1.4.2.2. TOEWR#ETIF1YUT1H8E (Security Functions)
1.4.2.1 DEKREEEEZIETEH, TOE [F. L TOEF 1T H4EEHIRIET S,

(1) #AIFER
FIREOH AR RUERT 5(E. MFD Otggeh’, EE B (L THHERMT SSNZFIAEDH(C
PDEARRETHE_EZRIET %, FIFHEDHANEFREEE . PO AKIEEERERIIDRMELTE
FIASN. EX1)T(EESBRE MFD OFERAEHEOF AECAEM TS LTOXIRICEES, #
AIEEBEEIE . MFD [C&HSTETEND,
TOE (F3AIFREET 370 184\, FIAEDZA 7Y b Web T30, BEET—)\0D 3 EEEH
HN.ID ENAT—FOAAZRL. NAT— RAABFCNRT— RFERILHICRBULFERTTE 71—
FNODODBEREE . FREEER TR, EHE L CGRALREALITIG & . FRAIRITEZ (TT BB HEEER A
TWd, Fz. R/IMNAT— RREFRETIHEE. OV VZIC— EBRREOEGEICEEBIMICOY
1VED)T7TBHEREERA TV,
A TOE 2RI IR ME. HEBRREEATVavEBMA VA M—ILT B EICED, BBEEARELT, K
IRFREEEMN B EHYIR— T 2H, K TOE RECIIARAKRZEIANDHEFERT S,

(2) 7DEAHE
POEAFEIE, XEPXELEICEET SRR, CX1)TBET AN, BB 7O AER =5
DHABEBDHICPDEATBETHEI L ZREET B,

(3) 7B
T—RAMEE1Eld. TOE AEBICREFET T APEET LT WBENRERSAVATI—ANDb
7’7t1f“§7§l,\:t’é‘f%§l_t?§)o
- R)Y—=(CED. FAB BN R - TR AT RELRFER AN —IT M ALDOXERUBEZEDY
ATLIEREERELLD. COLET M AN MFD MofRESNENTIZEEIC. COLIBT—H=HRHE
FBHEHICERAINS,
- TS EOENHEE . BEMICERINLES 7 IVXLOFERICENRIEENS,

(4) SEEEE
ARy PI—DEICHFEETEIXET A, Va5, EEOTHLU TOE BRET—RELVWEEET—
=RET D,
— AR BB SE@IE O PV (TLS/HTTPS, TLS)ICH ST %,

(5) tF1UTEE
VATLEBEHEEVTGEMNBLURESN R AEZEOH N, 1RESRIVFLRE I ATLEBEDIIAMT U
Mo, TOE DF1UT1#4REICRET 3R EDS BB LU L EZAREICT B,

(6) LF1IUTEER
WD, EEN, EDIOIBIEEZITONELVDBR(BIZE, -2 EELPERZEELGE)E. BEE
AJELTERY—I\hoRBEREZIIEERTY — )\ NEESNREFIND EEOVEERZ
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HTTPS 7O MIUCL-THES LS B,
Fz. BEENY(E TOE RERICE BB I HENTIRET, YATLEBEBEL CGHAIRIISNFIAED
HDVATLEEEDSI7Y D Web T505h bt ADY0—-FFHIENTED,

(7)

=S HEER

MFD ADT7—LYI7OTPYFF— M. 79T T— FOERRICY T MITPOEE M ERITT 304
SN, £ MFD (3. ZDERN R AT e B SEZ LI P EI SN BV CERRIET 5720, BT
AbEETTD,
(8) PSTN 77HA-%w kI—hHREID5> B
MFD (&, PSTN 779 A-% kD —HREID4 B#ICBIL . PSTN 779 AET LA PSTN & LAN f0F—
BTy IBERTBEOIEABNEERRIET S,

1.4.3. TOE O¥Epy&iFE (Physical Boundary of the TOE)

TOE O¥EMGIERIZ. MFD G2 ETHD, T1ZvFEDEF1)TAIIZERBFROA T3P 7 1A
VlE. TOE [C& %), Table 2 5 Table 3 [C TOE 24T 3 MBIV R—2 Y MR T3,
MFD ZA&{K(E ., BBENEDIZE)SRIVICRTEND  AVS—8 | BLUHIERICSTHETBISNS,

Table 2 TOE Z# k¥ 3 ¥IEHIVR—2Y F(MFD A{K)

¥ N=3ay i Bl A&
Xerox VersalLink C405DN Controller ROM Ver. MFPIERXDT7—L | BtZ(FEL
1.90.3 D17 EHHANTEN—
k17
A TOE OH4H VAL, Table 3 (TR,
Table 3 TOE ##& 3 2 I VR—R U b
RERS i Bt A& RE VL NvoafE
VERSION PDF 771U | Web E{t Xerox VersalLink C405 8e99fb437bfa2478
1.6 Color Multifunction Printer | 345bbb052b272cd
User Guide d0618587d38bb76
e3d666ff487bdc33
99
VERSION PDF 771U | Web E{t Xerox Versalink Series 584c82fa73cf1804
2.1 Multifunction and Single c501fd59029d6a69
Function Printers 940e3d8d69b5d0f
System Administrator d934e1c704fcaef3
Guide a
Rev A i RV i3+ L | Xerox VersaLink C405 —
Quick Use Guide
Version 1.0 | PDF 774J)l | Web B2{¢ Xerox VersalLink C405DN eb14d4acf35d95c3
(20221019) Multifunction Printer 365c1d659e7b30e
Security Function 6dbe4eef0829faed
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Supplementary Guide €9d1e16858957al
3c
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2. 1.

2.2.

Xerox Versalink C405 tz+alr154—7'wf

#4& F3k (Conformance Claim)

CC#& X3k (CC Conformance Claim)

A STHLU TOE O CCEE EIRIE, ULTDESNTHD,
STETOE @A EERT S CCDN—-Yay:

Common Criteria for Information Technology Security Evaluation

Part 1: Introduction and general model (April 2017 Version 3.1 Revision 5)
Part 2: Security functional components (April 2017 Version 3.1 Revision 5)
Part 3: Security assurance components (April 2017 Version 3.1 Revision 5)

CC Part2 extended
CC Part3 conformant

PP 3k, /\ws—3JE5R (PP claim, Package Claim)

2.2.1. PP xsk (PP Claim)

AR ST (&, Ti2 HCD-PP AOZLEESEERT D,

"4 bJL: Protection Profile for Hardcopy Devices
NN—33v: 1.0 dated September 10, 2015
Errata: Protection Profile for Hardcopy Devices - v1.0 Errata #1, June 2017

2.2.2. I\wr—IZEsk (Package Claim)

A STHLUVTOE &, /Wr—JBREERLEL,

2.2.3. #EEIRH (Conformance Rational)

A STHLIUTOE [E. PP HEKRTZEHEEHBELTLVS,
PP HERTILUTOEHEEEEL. PP DERENExact Conformancel ThHhd, TN, TOE i
AllE PPE—ELTLS,

Required Uses

Printing, Scanning, Copying, Network communications, Administration
Conditionally Mandatory Uses

PSTN faxing, Field-Replaceable Nonvolatile Storage.
Optional Uses

Internal Audit Log Storage

- 10 -
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3. tFi1UT1iRRETEZ (Security Problem Definition)
AETE, BE. HBOEF1UT A& BHREHICOVWTERRT S,
3.1. &R (Threats)
3.1.1. TOE & (Assets Protected by TOE)
K TOENRETIEERLTOESNTHS,

Table 4 Assets for User Data

Designation User Data type Definition
D.USER.DOC User Document Data Information contained in a User’s
Document, in electronic or hardcopy
form
D.USER.JOB User Job Data Information related to a User’s
Document or Document Processing
Job

Table 5 Assets for TSF Data

Designation TSF Data type Definition
D.TSF.PROT Protected TSF Data TSF Data for which alteration by a
User who is neither the data owner
nor in an Administrator role might
affect the security of the TOE, but
for which disclosure is acceptable
D.TSF.CONF Confidential TSF Data TSF Data for which either disclosure
or alteration by a User who is
neither the data owner nor in an
Administrator role might affect the
security of the TOE

3.1.2. &R (Threats)
A TOE (XT3 EE%. Table 6 (CEEihT 5,
Table 6 Threats

Designation Definition
T.UNAUTHORIZED_AC | An attacker may access (read, modify, or delete) User
CESS Document Data or change (modify or delete) User Job

Data in the TOE through one of the TOE’s interfaces.
T.TSF_COMPROMISE | An attacker may gain Unauthorized Access to TSF

- 11 -
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Data in the TOE through one of the TOE’s interfaces.

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if
the TOE is permitted to operate.

T.UNAUTHORIZED_U
PDATE

An attacker may cause the installation of unauthorized
software on the TOE.

T.NET_COMPROMISE

An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.

3. 2.

HEnt+a1)T1548t (Organizational Security Policies)

A TOE HlESFLB N0 RO X1 T4 8t%Z Table 7 (CEEiR T %,

Table 7 Organizational Security Policies

Designation

Definition

P.AUTHORIZATION

Users must be authorized before performing
Document Processing and administrative functions.

P.AUDIT

Security-relevant activities must be audited and the
log of such actions must be protected and transmitted
to an External IT Entity.

P.COMMS_PROTECTI
ON

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPT
ION

(conditionally
mandatory)

If the TOE stores User Document Data or Confidential
TSF Data on Field-Replaceable Nonvolatile Storage
Devices, it will encrypt such data on those devices.

P.KEY_MATERIAL
(conditionally

Cleartext keys, submasks, random numbers, or any
other values that contribute to the creation of

mandatory) encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF
Data must be protected from unauthorized access and
must not be stored on that storage device.

P.FAX_FLOW If the TOE provides a PSTN fax function, it will ensure

(conditionally separation between the PSTN fax line and the LAN.

mandatory)

3.3. HMREMH (Assumptions)

A TOE 0# 5. ER. HIUFIRICEAT SRTIRS 4%, Table 8 (LR T 3,
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Table 8 Assumptions

Designation Definition

A.PHYSICAL Physical security, commensurate with the value of the
TOE and the data it stores or processes, is assumed to
be provided by the environment.

A.NETWORK The Operational Environment is assumed to protect
the TOE from direct, public access to its LAN interface.

A. TRUSTED_ADMIN TOE Administrators are trusted to administer the TOE
according to site security policies.

A.TRAINED_USERS Authorized Users are trained to use the TOE according
to site security policies.
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tFa)T4xtEKAE (Security Objectives)

AETE. ERREOEF YT RARAHICOVVTERT B,
BERRREOTF1) T x5k A 8% Table 9 (CEET B,

Table 9 EREEOCF1UT I E AL

Designation Definition
OE.PHYSICAL_PROTE | The Operational Environment shall provide physical
CTION security, commensurate with the value of the TOE and

the data it stores or processes.

OE.NETWORK_PROTE | The Operational Environment shall provide network

CTION security to protect the TOE from direct, public access
to its LAN interface.
OE.ADMIN_TRUST The TOE Owner shall establish trust that

Administrators will not use their privileges for
malicious purposes.

OE.USER_TRAINING The TOE Owner shall ensure that Users are aware of
site security policies and have the competence to
follow them.

OE.ADMIN_TRAINING | The TOE Owner shall ensure that Administrators are
aware of site security policies and have the
competence to use manufacturer’s guidance to
correctly configure the TOE and protect passwords and
keys accordingly.
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YRsRIVIR—2V b EZE (Extended Components Definition)
COEDYRRIVIR—2RY ME, HCD-PP TEERINZLDTHB,

TR REEH TR
1. Class FAU: Security Audit

FAU_STG_EXT Extended: External Audit Trail Storage
Family Behavior:
This family defines requirements for the TSF to ensure that secure transmission of

audit data from TOE to an External IT Entity.

Component leveling:

FAU STG EXT.1 Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted
channel implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:
e The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FAU_STG_EXT.1 Protected Audit Trail Storage
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to
an External IT Entity using a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT
Entity which relies on a non-TOE audit server for storage and review of audit
records. The storage of these audit records and the ability to allow the
administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR
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for the transmission of audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in
the FAU class with a single component.

5.1.2. Class FCS: Cryptographic Support
FCS_CKM_EXT Extended: Cryptographic Key Management
Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially,

this extended component is intended for cryptographic key destruction.

Component leveling:

FCS CKM EXT.4 Extended: Cryptographic Key Material 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys
but also key materials that are no longer needed are destroyed by using an
approved method.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_CKM_EXT.4 Cryptographic Key Material Destruction
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security parameters when no longer
needed.

Rationale:
- 16 -
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Cryptographic Key Material Destruction is to ensure the keys and key materials
that are no longer needed are destroyed by using an approved method, and the
Common Criteria does not provide a suitable SFR for the Cryptographic Key
Material Destruction.

This extended component protects the cryptographic key and key materials
against exposure, and it is therefore placed in the FCS class with a single
component.

FCS_HTTPS_EXT Extended: HTTPS selected

Family Behavior:

Components in this family define requirements for protecting remote management
sessions between the TOE and a Security Administrator. This family describes

how HTTPS will be implemented. This is a new family defined for the FCS Class.

Component leveling:

FCS_HTTPS_EXT.1 Extended: HTTPS selected 1

FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented
according to RFC 2818 and supports TLS.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of HTTPS session establishment

FCS_HTTPS_EXT.1 HTTPS selected
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies
with RFC 2818.

FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in
FCS_HTTPS_EXT.1.

Rationale:
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HTTPS is one of the secure communication protocols, and the Common Criteria
does not provide a suitable SFR for the communication protocols using
cryptographic algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.
FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)
Family Behavior:

This family provides the specification to be used for using multiple layers of

encryption keys to ultimately secure the protected data encrypted on the storage.

Component leveling:

FCS KYC EXT.1 Extended: Key Chaining 1

FCS_KYC_EXT.1 Key Chaining, requires the TSF to maintain a key chain and
specifies the characteristics of that chain.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_KYC_EXT.1 Key Chaining
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key
Wrapping),

FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(f) Cryptographic operation (Key
Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using
a submask as the BEVor DEK; intermediate keys originating from one or more
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submask(s) to the BEV or DEK using the following method(s): [selection: key
wrapping as specified in FCS_COP.1(e), key combining as specified in
FCS_SMC_EXT.1, key encryption as specified in FCS_COP.1(f), key derivation as
specified in FCS_KDF_EXT.1, key transport as specified in FCS_COP.1(i)]] while
maintaining an effective strength of [selection: 128 bits, 256 bits].

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the
characteristics of that chain. However, the Common Criteria does not provide a
suitable SFR for the management of multiple layers of encryption key to protect
encrypted data.

This extended component protects the TSF data using cryptographic algorithms,
and it is therefore placed in the FCS class with a single component.

FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit
Generation)

Family Behavior:

This family defines requirements for random bit generation to ensure that it is
performed in accordance with selected standards and seeded by an entropy
source.

Component leveling:

FCS RBG EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be
performed in accordance with selected standards and seeded by an entropy
source.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_RBG_EXT.1 Random Bit Generation
Hierarchical to: No other components.
Dependencies: No dependencies.
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FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation
services in accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A]
using [selection: Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source
that accumulates entropy from [selection: [assignment: number of software-
based sources] software-based noise source(s), [assignment: number of
hardware-based sources] hardware-based noise source(s)] with a minimum of
[selection: 128 bits, 256 bits] of entropy at least equal to the greatest security
strength, according to ISO/IEC 18031:2011 Table C.1 “Security strength table for
hash functions”, of the keys and hashes that it will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction,
and the Common Criteria does not provide a suitable SFR for the random bit
generation.

This extended component ensures the strength of encryption keys, and it is
therefore placed in the FCS class with a single component.

FCS_TLS_EXT Extended: TLS selected
Family Behavior:
This family addresses the ability for a server and/or a client to use TLS to protect

data between a client and the server using the TLS protocol.

Component leveling:

FCS TLS EXT.1 Extended: TLS selected 1

FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as
specified.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of TLS session establishment

FCS_TLS_EXT.1 Extended: TLS selected
- 20 -
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Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following
protocols [selection: TLS 1.0 (RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC
5246)] supporting the following ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:

[selection:

None

TLS _RSA WITH_AES 256 _CBC_SHA

TLS _DHE RSA_WITH_AES_128 CBC_SHA

TLS _DHE RSA_WITH_AES_256_CBC_SHA

TLS _RSA WITH_AES 128 CBC_SHA256

TLS_RSA WITH_AES 256 CBC_SHA256

TLS _DHE RSA_WITH_AES_128 CBC_ SHA256
TLS _DHE RSA_WITH_AES_256_CBC_ SHA256
TLS_ECDHE RSA WITH_AES 128 CBC _SHA

TLS _ECDHE _RSA WITH_AES_256_CBC_SHA

TLS _ECDHE ECDSA WITH_AES_128 CBC_SHA
TLS _ECDHE ECDSA WITH_AES_256_CBC_SHA
TLS _ECDHE RSA WITH_AES_128 CBC_SHA256
TLS ECDHE RSA WITH_AES 256 CBC _SHA384
TLS _ECDHE RSA WITH_AES_128 GCM_SHA256
TLS _ECDHE RSA WITH_AES_256_GCM_SHA384
TLS _ECDHE ECDSA WITH_AES_128 GCM_SHA256
TLS _ECDHE _ECDSA_WITH_AES_256_GCM_SHA384
TLS _ECDHE ECDSA _WITH_AES_128 CBC _SHA256
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TLS_ECDHE_ECDSA_WITH_AES 256_CBC_SHA384
1.

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does
not provide a suitable SFR for the communication protocols using cryptographic
algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.

5.1.3. Class FDP: User Data Protection
FDP_DSK_EXT Extended: Protection of Data on Disk
Family Behavior:
This family is to mandate the encryption of all protected data written to the

storage.

Component leveling:

FDP DSK EXT.1 Extended: Protection of Data on Disk 1

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to
encrypt all the Confidential TSF and User Data stored on the Field-Replaceable
Nonvolatile Storage Devices in order to avoid storing these data in plaintext on the
devices.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FDP_DSK_EXT.1 Protection of Data on Disk
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption)

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance
with FCS_COP.1(d), use a self-encrypting Field-Replaceable Nonvolatile Storage
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Device that is separately CC certified to conform to the FDE EE cPP] such that any
Field- Replaceable Nonvolatile Storage Device contains no plaintext User
Document Data and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user
intervention.

Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any
confidential data without user intervention, and the Common Criteria does not
provide a suitable SFR for the Protection of Data on Disk.

This extended component protects the Data on Disk, and it is therefore placed in
the FDP class with a single component.

FDP_FXS_EXT Extended: Fax Separation
Family Behavior:
This family addresses the requirements for separation between Fax PSTN line and

the LAN to which TOE is connected.

Component leveling:

FDP_FXS EXT.1 Extended: Fax Separation 1

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to
create a network bridge between a PSTN and a LAN to which TOE is connected.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FDP_FXS_EXT.1 Fax separation
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface,
except transmitting or receiving User Data using fax protocols.
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Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the
Common Criteria does not provide a suitable SFR for the Protection of TSF or User
Data.

This extended component protects the TSF Data or User Data, and it is therefore
placed in the FDP class with a single component.

5.1.4. Class FIA: Identification and Authentication
FIA_PMG_EXT Extended: Password Management
Family Behavior:
This family defines requirements for the attributes of passwords used by

administrative users to ensure that strong passwords and passphrases can be
chosen and maintained.

Component leveling:

FIA PMG EXT.1 Extended: Password Management 1

FIA_PMG _EXT.1 Password management requires the TSF to support passwords
with varying composition requirements, minimum lengths, maximum lifetime, and
similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FIA_PMG _EXT.1 Password management
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_PMG _EXT.1.1 The TSF shall provide the following password management
capabilities for User passwords:
Passwords shall be able to be composed of any combination of upper and lower

case letters, numbers, and the following special characters: [selection: "/, "@”,
“#7 N, ", AT &7, R (Y, )" [assignment: other characters]];
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Minimum password length shall be settable by an Administrator, and have the
capability to require passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the
endpoints of communication, and the Common Criteria does not provide a suitable
SFR for the Password Management.

This extended component protects the TOE by means of password management,
and it is therefore placed in the FIA class with a single component.

5.1.5. Class FPT: Protection of the TSF

FPT_KYP_EXT Extended: Protection of Key and Key Material
Family Behavior:
This family addresses the requirements for keys and key materials to be protected

if and when written to nonvolatile storage.

Component leveling:

FPT KYP_EXT.1 Extended: Protection of key and key material 1

FPT_KYP_EXT.1 Extended: Protection of key and key material, requires the TSF to
ensure that no plaintext key or key materials are written to nonvolatile storage.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_KYP_EXT.1 Protection of Key and Key Material
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP_EXT.1.1 The TSF shall not store plaintext keys that are part of the
keychain specified by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage
Device, and not store any such plaintext key on a device that uses the key for its
encryption.
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Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key
material are written to nonvolatile storage, and the Common Criteria does not
provide a suitable SFR for the protection of key and key material.

This extended component protects the TSF data, and it is therefore placed in the
FPT class with a single component.

FPT_SKP_EXT Extended: Protection of TSF Data
Family Behavior:
This family addresses the requirements for managing and protecting the TSF data,

such as cryptographic keys. This is a new family modelled as the FPT Class.

Component leveling:

FPT SKP EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys),
requires preventing symmetric keys from being read by any user or subject. It is
the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_SKP_EXT.1 Protection of TSF Data
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys,
symmetric keys, and private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and
private keys are protected securely, and the Common Criteria does not provide a
suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication
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using Pre- shared Key, and it is therefore placed in the FPT class with a single
component.

FPT_TST_EXT Extended: TSF testing
Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct

operation.

Component leveling:

FPT TST EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial
start-up in order to demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TST_EXT.1 TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up
(and power on) to demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common
Criteria does not provide a suitable SFR for the TSF testing. In particular, there is
no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.

FPT_TUD_EXT Extended: Trusted Update

Family Behavior:
This family defines requirements for the TSF to ensure that only administrators
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can update the TOE firmware/software, and that such firmware/software is
authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1
FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for
updates.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TUD_EXT.1 Trusted Update
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(b) Cryptographic Operation (for signature

generation/verification), or
FCS_COP.1(c) Cryptographic operation (Hash
Algorithm)].

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to
query the current version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to
initiate updates to TOE firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software
updates to the TOE using a digital signature mechanism and [selection: published
hash, no other functions] prior to installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not
provide a suitable SFR for the management of firmware/software. In particular,
there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.
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PX1UT4EH (Security Requirements)

AETE., Fa )T aES. tF1 )T RAEEHS LT T T EZEHRIUCONTEERT B,
BH. AETHATSAENERLLUTOEENTHS,

e
iN—JL FEKIZ, HCD-PP TR FLIFEFFMIL SN SFR O A ERL, JEV DA TIZN—-F 2 DK
k0 SFR EEFZIFHERIVIR—2Y FERICEELTNS.
=N F18Y)0 023 . HCD-PP TR FSEF ML SNz SFR 0# R Z, KeFaUT43—TvMIH
WOERSN., M0/ FEFFTEMRSNT SFR ADTXANERT,
PIRA=F4A2ER—IV FEEKICEKORD A=W F15 )y 0& 72— 71> E#1E . HCD-PP TFERMEN
Tz SFR O& 53 &. REF1UTAA-TYMIBVTEFMIESN T SFR ROTF AL ETRT,
1EYyOE RS KeF1)T48-TYMIBWGERSN  hD/FIFTERSNTE SFR ADTHFAMETR
RS

(E. XEFIUTI3-DYMIBNT, BIRSNGH-%Z SFR ROTFANERT
18YwD & P =54 2 REF1UTAR—HYMIBVTEIDM FoNz SFR ROTFAMETRT

ENRLO(a). (b)[E PP TERIN TS ED, SHICEMRTHAE(al). (a2)DEIICLTLVD,

tXa1UTH#EEEH (Security Functional Requirements)
A TOE MR T2 EF1) T/ HEEEHZLUTICEERT D,

6.2.1. Class FAU: Security Audit

FAU_GEN.1 Audit data generation
(for O.AUDIT)

Hierarchical to: No other components.
Dependencies: FPT_STM.1 Reliable time stamps
FAU GEN.1.1 The TSF shall be able to generate an audit record of the

following auditable events:

a) Start-up and shutdown of the audit functions;

b) All auditable events for the not specified level of
audit; and

c) All auditable events specified in Table 10,
[assignment: no other auditable events].

FAU_GEN.1.2 The TSF shall record within each audit record at least
the following information:
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a) Date and time of the event, type of event, subject
identity (if applicable), and the outcome (success or
failure) of the event; and

b) For each audit event type, based on the auditable
event definitions of the functional components included
in the PP/ST, additional information specified in
Table 10, [assignment: no other relevant information].

Table 10 Auditable Events

Auditable Events

Relevant SFR Additional

Information

Job completion FDP_ACF.1 Type of job
Unsuccessful User authentication | FIA_UAU.1 None
Unsuccessful User identification FIA_UID.1 None
Use of management functions FMT_SMF.1 None

Modification to the group of Users | FMT_SMR.1 None
that are part of a role

Changes to the time

FPT_STM.1 None

Failure to establish session

FTP_ITC.1, Reason for
FTP_TRP.1(a), failure
FTP_TRP.1(b)

FAU_GEN.2

Hierarchical to:
Dependencies:

FAU_GEN.2.1

FAU_SAR.1

Hierarchical to:
Dependencies:

FAU_SAR.1.1

User identity association
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

For audit events resulting from actions of identified
users, the TSF shall be able to associate each auditable
event with the identity of the user that caused the
event.

Audit review
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: U.ADMIN] with the
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FAU_SAR.2

Hierarchical to:
Dependencies:

FAU_SAR.2.1

FAU_STG.1

Hierarchical to:
Dependencies:

FAU_STG.1.1

FAU_STG.1.2

FAU_STG.4

Hierarchical to:
Dependencies:

FAU_STG.4.1

FAU_STG_EXT.1

Xerox Versalink C405 tz+alr154—7'wf

capability to read all records from the audit records.

The TSF shall provide the audit records in a manner
suitable for the user to interpret the information.

Restricted audit review
(for O.AUDIT)

No other components.
FAU_SAR.1 Audit review

The TSF shall prohibit all users read access to the audit
records, except those users that have been granted
explicit read-access.

Protected audit trail storage
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall protect the stored audit records in the
audit trail from unauthorised deletion.

The TSF shall be able to prevent unauthorised
modifications to the stored audit records in the audit
trail.

Prevention of audit data loss
(for O.AUDIT)

FAU_STG.3 Action in case of possible audit data loss
FAU_STG.1 Protected audit trail storage

Refinement: The TSF shall [selection, choose one of:

“overwrite the oldest stored audit

records’] and [assignment: no other actions to be
taken] if the audit trail is full.

Extended: External Audit Trail Storage
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Hierarchical to:
Dependencies:

FAU_STG_EXT.1.1

(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel.

The TSF shall be able to transmit the generated audit
data to an External IT Entity using a trusted channel
according to FTP_ITC.1.

6.2.2. Class FCS: Cryptographic Support

FCS_CKM.1(a)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(a)

Cryptographic Key Generation (for asymmetric
keys)
(for O.COMMS_PROTECTION)

No other components.

[FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification), or

FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall generate asymmetric
cryptographic keys used for key establishment in
accordance with [selection:

- NIST Special Publication 800-56A,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm
Cryptography” for elliptic curve-based key
establishment schemes and implementing "NIST
curves” P-256, P-384 and [selection: P-521

] (as defined in FIPS PUB 186-4,
“"Digital Signature Standard”)
- NIST Special Publication 800-56B,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Integer
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FCS_CKM.1(b)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(b)

FCS_CKM.4

Hierarchical to:
Dependencies:

Factorization Cryptography” for RSA-based key
establishment schemes

] and specified cryptographic key sizes equivalent
to, or greater than, a symmetric key strength of
112 bits.

Cryptographic key generation (Symmetric Keys)
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption), or

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption), or

FCS_COP.1(e) Cryptographic Operation (Key Wrapping),
or

FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication), or

FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

Refinement: The TSF shall generate symmetric
cryptographic keys using a Random Bit Generator
as specified in FCS_RBG_EXT.1 and specified
cryptographic key sizes [selection: 128 bit, 256
bit] that meet the following: No Standard.

Cryptographic key destruction
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.
[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
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FCS_CKM.4.1

FCS_CKM_EXT.4

Hierarchical to:
Dependencies:

FCS_CKM_EXT.4.1

FCS_COP.1(a)

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

Refinement: The TSF shall destroy cryptographic keys
in accordance with a specified cryptographic key
destruction method [selection:

For volatile memory, the destruction shall be
executed by [selection: powering off a device

11

For nonvolatile storage, the destruction shall be
executed by a [selection: single

] overwrite of key data storage location
consisting of [selection: a pseudo random pattern
using the TSF’s RBG (as specified in
FCS_RBG_EXT.1) ], followed by a
[selection: none]. If read-
verification of the overwritten data fails, the
process shall be repeated again;

] that meets the following: [selection:
no standard].

Cryptographic Key Material Destruction
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.

[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],

FCS_CKM.4 Cryptographic key destruction

The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security
parameters when no longer needed.

Cryptographic Operation (Symmetric
encryption/decryption)
(for O.COMMS_PROTECTION)
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Hierarchical to:
Dependencies:

FCS_COP.1.1(a)

FCS_COP.1(b1)

Hierarchical to:
Dependencies:

FCS_COP.1.1(b1)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform encryption and
decryption in accordance with a specified
cryptographic algorithm AES operating in
[assignment: CBC, GCM] and cryptographic key sizes
128-bits and 256-bits that meets the following:
FIPS PUB 197, “Advanced Encryption Standard
(AES)”
[Selection: NIST SP 800-38A,

NIST SP 800-38D]

Cryptographic Operation (for signature
generation/verification)
(for O.UPDATE VERIFICATION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic
signature services in accordance with a [selection:

RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits

1

]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”
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FCS_COP.1(b2)

Hierarchical to:

Dependencies:

FCS_COP.1.1(b2)

FCS_COP.1(cl1)

Cryptographic Operation (for signature
generation/verification)
(for 0.COMMS_PROTECTION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic
signature services in accordance with a [selection:

7

RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits, 3072
bits], or

-Elliptic Curve Digital Signature Algorithm
(ECDSA) with key sizes of [assignment: 256 bits,
384bits, 521bits]]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”

Case: Elliptic Curve Digital Signature Algorithm
FIPS PUB 186-4, "Digital Signature Standard”
The TSF shall implement "NIST curves” P-256,

P384 and [selection: P521 ] (as
defined in FIPS PUB 186-4, "Digital Signature
Standard”).

1.

Cryptographic operation (Hash Algorithm)
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Hierarchical to:
Dependencies:

FCS_COP.1.1(c1)

FCS_COP.1(c2)

Hierarchical to:
Dependencies:

FCS_COP.1.1(c2)

FCS_COP.1(d)

Hierarchical to:

Dependencies:

FCS_COP.1.1(d)

(selected in FPT_TUD_EXT.1.3, or with
FCS_SNI_EXT.1.1)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:

SHA-256 ] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (Hash Algorithm)
(for O.COMMS_PROTECTION)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:
SHA-1, SHA-256, SHA-384, SHA-512] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (AES Data
Encryption/Decryption)
(for O. STORAGE_ENCRYPTION)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

The TSF shall perform data encryption and
decryption in accordance with a specified
cryptographic algorithm AES used in [selection: CBC
] mode and cryptographic key sizes
[selection: 256 bits] that meet the
following: AES as specified in ISO/IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116,
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FCS_COP.1(f)

Hierarchical to:
Dependencies:

FCS_COP.1.1(f)

FCS_COP.1(g)

Hierarchical to:

Dependencies:

FCS_COP.1.1(g)

FCS_HTTPS_EXT.1

Cryptographic operation (Key Encryption)
(selected from FCS_KYC_EXT.1.1)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform key encryption
and decryption in accordance with a specified
cryptographic algorithm AES used in [[selection:
CBC, ] mode] and cryptographic key sizes
[selection: 256 bits] that meet the
following: [AES as specified in ISO /IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116

1.

Cryptographic Operation (for keyed-hash
message authentication)
(selected with FCS_IPSEC_EXT.1.4)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform keyed-hash
message authentication in accordance with a
specified cryptographic algorithm HMAC-[selection:

SHA-1, SHA-256, SHA-384 1,
key size [assignment: 160, 256, 384], and message
digest sizes [selection: 160, 256, 384 ]

bits that meet the following: FIPS PUB 198-1, "The
Keyed-Hash Message Authentication Code, and
FIPS PUB 180-3, “"Secure Hash Standard.”

HTTPS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)
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Hierarchical to:

Dependencies:

FCS_HTTPS_EXT.1.1

FCS_HTTPS_EXT.1.2

FCS_KYC_EXT.1

Hierarchical to:
Dependencies:

FCS_KYC_EXT.1.1

FCS_RBG_EXT.1

Hierarchical to:
Dependencies:

FCS_RBG_EXT.1.1

No other components.
FCS_TLS_EXT.1 Extended: TLS selected

The TSF shall implement the HTTPS protocol that
complies with RFC 2818.

The TSF shall implement HTTPS using TLS as specified
in FCS_TLS_EXT.1.

Key Chaining
(for O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(e) Cryptographic operation (Key
Wrapping), or

FCS_SMC_EXT.1 Extended: Submask Combining, or
FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(i) Cryptographic operation (Key Transport)]

The TSF shall maintain a key chain of: [selection:

intermediate keys
originating from one or more submask(s) to the BEV or
DEK using the following method(s): [selection:

key encryption as
specified in FCS_COP.1(f),

1] while maintaining an effective strength
of [selection: 256 bits].

Cryptographic Operation (Random Bit Generation)
(for O.STORAGE_ENCRYPTION and
0.COMMS_PROTECTION)

No other components.
No dependencies.

The TSF shall perform all deterministic random bit
generation services in accordance with [selection:
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FCS_RBG_EXT.1.2

FCS_TLS_EXT.1

Hierarchical to:
Dependencies:

FCS_TLS_EXT.1.1

NIST SP 800-90A] using
[selection:
CTR_DRBG (AES)].

The deterministic RBG shall be seeded by at least one
entropy source that accumulates entropy from
[selection: [assignment:1] software-based noise
source(s)

] with a
minimum of [selection: 256 bits] of entropy at
least equal to the greatest security strength, according
to ISO/IEC18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that
it will generate.

TLS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)

FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall implement one or more of the following
protocols [selection:

TLS 1.2 (RFC 5246)] supporting the following
ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:
[selection:
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TLS _RSA _WITH_AES_256_CBC_SHA

TLS_RSA_WITH_AES_128 CBC_SHA256
TLS _RSA _WITH_AES_256_CBC_ SHAZ256

TLS _ECDHE_RSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_RSA _WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES 256_CBC_SHA
TLS_ECDHE_RSA _WITH_AES_128 CBC_SHA256
TLS _ECDHE _RSA_WITH_AES_256_CBC_SHA384
TLS ECDHE RSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE_RSA _WITH_AES_256_GCM_SHA384
TLS _ECDHE _ECDSA _WITH_AES_128 GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHAZ256
TLS _ECDHE _ECDSA_WITH_AES_256_CBC_SHA384

1.

6.2.3. Class FDP: User Data Protection

FDP_ACC.1

Hierarchical to:
Dependencies:

FDP_ACC.1.1

FDP_ACF.1

Hierarchical to:
Dependencies:

Subset access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACF.1 Security attribute based access control

Refinement: The TSF shall enforce the User Data
Access Control SFP on subjects, objects, and
operations among subjects and objects specified in
Table 11 and Table 12.

Security attribute based access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACC.1 Subset access control

- 41 -

Copyright®2023 by FUJIFILM Business Innovation Corp.



FDP_ACF.1.1

FDP_ACF.1.2

FDP_ACF.1.3

FDP_ACF.1.4

Xerox Versalink C405 tz+alr154—7'wf

FMT_MSA.3 Static attribute initialization

Refinement: The TSF shall enforce the User Data
Access Control SFP to objects based on the following:
subjects, objects, and attributes specified in Table 11
and Table 12.

Refinement: The TSF shall enforce the following rules to

determine if an operation among controlled subjects
and controlled objects is allowed: rules governing
access among controlled subjects and controlled
objects using controlled operations on controlled
objects specified in Table 11 and Table 12.

Refinement: The TSF shall explicitly authorise access of
subjects to objects based on the following additional
rules: [assignment: none].

Refinement: The TSF shall explicitly deny access of
subjects to objects based on the following additional
rules: [assignment:_none].

Table 11 D.USER.DOC Access Control SFP

"Create" "Read" "Modify" "Delete"
i View image . Delete
Submit a Modify
. or Release stored
. Operation: document to . stored
Print . printed documen
be printed document
output t
Job owner (note 1) denied
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticat | (condition 1) | denied denied denied
ed
Scan Submit a View Modify Delete
Operation: document for | scanned stored stored
scanning image image image
Job owner (note 2)
U.ADMIN denied denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
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Copy View
) scanned .
Submit a . Modify Delete
. image or
Operation: document for stored stored
. Release . .
copying . image image
printed copy
output
Job owner (note 2)
U.ADMIN denied denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax send Submit a View Modify Delete
Operation: document to | scanned stored stored
send as a fax | image image image
Job owner (note 2)
U.ADMIN denied denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax Modify Delete
_ . Release . .
receive ) Receive a fax ) image of | image of
Operation: . printed fax . _
and store it received received
output
fax fax
Fax owner (note 3) denied
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied denied
Unauthenticat | (note 4) denied denied denied
ed
Table 12 D.USER.JOB Access Control SFP
"Create" * "Read" "Modify" "Delete"
. Create print View print | Modify Cancel
Operation: . L L
job queue/log | print job print job
Print Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | (condition 1) denied denied denied
ed
Scan ) Create scan View scan | Modify Cancel
Operation: . ; .
job status/log | scan job scan job
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Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Copy . Create copy View copy | Modify Cancel
Operation: . . .
job status/log | copy job copy job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Fax send View fax . Cancel
. Create fax . Modify fax
Operation: . job i fax send
send job send job .
status/log job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Fax . . Cancel
. View fax Modify fax
receive . Create fax . . fax
Operation: L receive receive .
receive job . receive
status/log | job i
job
Fax owner (note 3) denied
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied
Unauthenticat | (note 4) denied denied denied

ed

Condition 1: Jobs submitted by unauthenticated users must contain a credential
that the TOE can use to identify the Job Owner.
Note 1: Job Owner is identified by a credential or assigned to an authorized User
as part of the process of submitting a print Job.
Note 2: Job Owner is assigned to an authorized User as part of the process of

initiating a scan, copy, or fax send Job.

Note 3: Job Owner of received faxes is assigned by default. Ownership of received
faxes is assighed to U.ADMIN role.
Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by
Users of the TOE.
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FDP_DSK_EXT.1

Hierarchical to:
Dependencies:

FDP_DSK_EXT.1.1

FDP_DSK_EXT.1.2

FDP_FXS_EXT.1

Hierarchical to:

Dependencies:

FDP_FXS_EXT.1.1

Protection of Data on Disk
(for O.STORAGE_ENCRYPTION)

No other components.
FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption).

The TSF shall [selection: perform encryption in
accordance with FCS_COP.1(d)

1

such that any Field- Replaceable Nonvolatile Storage
Device contains no plaintext User Document Data and
no plaintext Confidential TSF Data.

The TSF shall encrypt all protected data without user
intervention.

Fax separation
(for O.FAX_NET_SEPARATION)

No other components.
No dependencies.

The TSF shall prohibit communication via the fax
interface, except transmitting or receiving User Data
using fax protocols.

6.2.4. Class FIA: Identification and Authentication

FIA_AFL.1

Hierarchical to:
Dependencies:

FIA_AFL.1.1

Authentication failure handling
(for O.USER_I&A)

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection:

an administrator configurable
positive integer within [assignment: 1 - 10]]
unsuccessful authentication attempts occur related to
[assignment: User authentication (with local
authentication)].
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FIA_AFL.1.2 When the defined number of unsuccessful
authentication attempts has been [selection: met
], the TSF shall [assignment: Identification
and authentication of relevant user is inhibited until
TOE is cycled.].

FIA_ATD.1 User attribute definition
(for O.USER_AUTHORIZATION)

Hierarchical to: No other components.
Dependencies: No dependencies.
FIA_ATD.1.1 The TSF shall maintain the following list of security

attributes belonging to individual users: [assignment:
User Identifier, User Role].

FIA_PMG_EXT.1 Password Management
(for O.USER_I&A)

Hierarchical to: No other components.
Dependencies: No dependencies.
FIA_PMG_EXT.1.1 The TSF shall provide the following password

management capabilities for User passwords:
Passwords shall be able to be composed of any
combination of upper and lower case letters,
numbers, and the following special characters:
[selection: “!”, "@”, “#”, "$”, "%”, "N, "&”, "*”
(", “)”, [assignment: ” (space)”, """, """, "+”, ", "-
VYA A SO S S Y AV S
IR A R SNl i
Minimum password length shall be settable by an
Administrator, and have the capability to
require passwords of 15 characters or greater;

FIA_UAU.1 Timing of authentication
(for O.USER_I&A)

Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification
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FIA_UAU.1.2

FIA_UAU.7

Hierarchical to:
Dependencies:

FIA_UAU.7.1

FIA_UID.1

Hierarchical to:
Dependencies:

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1

Hierarchical to:
Dependencies:

FIA_USB.1.1
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Refinement: The TSF shall allow [assignment: storing
the fax data received from public telephone line, storing
print data received from print driver] on behalf of the
user to be performed before the user is authenticated.

The TSF shall require each user to be successfully
authenticated before allowing any other TSF-mediated
actions on behalf of that user.

Protected authentication feedback
(for O.USER_I&A)

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: @] to the user
while the authentication is in progress.

Timing of identification
(for O.USER_I&A and O.ADMIN_ROLES)

No other components.
No dependencies.

Refinement: The TSF shall allow [assignment: storing
the fax data received from public telephone line] on
behalf of the user to be performed before the user is
identified.

The TSF shall require each user to be successfully
identified before allowing any other TSF-mediated
actions on behalf of that user.

User-subject binding

(for O.USER_I&A)

No other components.

FIA_ATD.1 User attribute definition

The TSF shall associate the following user security
attributes with subjects acting on the behalf of that
user: [assignment:

User Identifier, User Role].
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FIA_USB.1.2

FIA_USB.1.3

The TSF shall enforce the following rules on the initial
association of user security attributes with subjects
acting on the behalf of users: [assignment:_none].

The TSF shall enforce the following rules governing
changes to the user security attributes associated with
subjects acting on the behalf of users: [assignment:
none].

6.2.5. Class FMT: Security Management

FMT_MOF.1

Hierarchical to:
Dependencies:

Management of security functions behavior
(for O.ADMIN_ROLES)

No other components.
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MOF.1.1 Refinement: The TSF shall restrict the ability to
[selection: disable, enable,
modify the behaviour of] the functions [assighment:
List of security functions in Table 13] to U.ADMIN.

Table 13 List of Security Functions
Function Operation
User Authentication enable, disable
Auditing enable, disable
Trusted communications enable, disable,

modify the behavior

Firmware update

enable, disable

Self Test

enable, disable

FMT_MSA.1

Hierarchical to:
Dependencies:

Management of security attributes
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.

FDP_ACC.1 Subset access control

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
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FMT_MSA.1.1 Refinement: The TSF shall enforce the User Data
Access Control SFP to restrict the ability to [selection:
query, modify, delete, [assignment:
creation]] the security attributes [assignment: the
security attributes listed in Table 14] to [assignment:
the roles listed in Table 14].

Table 14 Security Attributes and Authorized Roles

Security attributes Operation Role
User identifier (SA and query, delete, creation U.ADMIN
U.NORMAL)
User Role (SA and qguery, modify U.ADMIN
U.NORMAL)

FMT_MSA.3 Static attribute initialization

(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

Hierarchical to: No other components.
Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT_MSA.3.1 Refinement: The TSF shall enforce the User Data
Access Control SFP to provide [selection, choose one
of: restrictive ] default
values for security attributes that are used to enforce
the SFP.

FMT_MSA.3.2 Refinement: The TSF shall allow the [selection:
no role] to specify alternative initial values
to override the default values when an object or
information is created.

FMT_MTD.1 Management of TSF data
(for O.ACCESS CONTROL)

Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to
perform the specified operations on the specified
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TSF Data to the roles specified in Table 15.

Table 15 Management of TSF Data

Data Operation Authorised
Role(s)

TSF Data owned by U.NORMAL or associated with documents or

jobs owned by U.NORMAL.

U.NORMAL Password modify U.ADMIN, the
owning
U.NORMAL.

TSF Data not owned by a U.NORMAL

Key operator Password modify U.Admin (Key
Operator)

SA Password modifi U.ADMIN

Data on minimum user password | query, modify U.ADMIN

length

Data on Secure Print query, modify U.ADMIN

Data on Access denial due to query, modify U.ADMIN

authentication failure

Data on Customer Engineer query, modify U.ADMIN

Operation Restriction

Data on date and time query, modify U.ADMIN

Data on Autoclear query, modify U.ADMIN

Data on Report Print qguery, modify U.ADMIN

Software, firmware, and related configuration data

Controller ROM modify U.ADMIN

FMT_SMF.1 Specification of Management Functions

(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL,
and O.ADMIN_ROLES)

Hierarchical to: No other components.
Dependencies: No dependencies.
FMT_SMF.1.1 The TSF shall be capable of performing the following

management functions: [assignment: Security
Management Functions listed in Table 16].

Table 16 Security Management Functions

Management Functions Operation
Registration of U.NORMAL /SA query, modify, delete
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creation
Data on User Authentication qguery, modify
Key operator Password modify
Data on Secure Print query, modify
Data on Trusted communications query, modify
Data on date and time qguery, modify

Data on Auditing

query, modify

Data on Customer Engineer Operation query, modify

Restriction

Data on Self Test

query, modify

Data on Access denial due to query, modify

authentication failure

Data on minimum user password guery, modify

length

Data on Autoclear query, modify

Data on Firmware update qguery, modify

Data on Report Print query, modify

Controller ROM modify
FMT_SMR.1 Security roles

Hierarchical to:
Dependencies:

FMT_SMR.1.1

FMT_SMR.1.2

(for O.ACCESS_CONTROL, O.USER_AUTHORIZATION,
and O.ADMIN_ROLES)

No other components.
FIA_UID.1 Timing of identification

Refinement: The TSF shall maintain the roles
U.ADMIN(U.ADMIN, SA, Key Operator),
U.NORMAL.

The TSF shall be able to associate users with roles.

6.2.6. Class FPT: Protection of the TSF

FPT_KYP_EXT.1

Hierarchical to:
Dependencies:

FPT_KYP_EXT.1.1

Protection of Key and Key Material
(for O.KEY_MATERIAL)

No other components.
No dependencies.

Refinement: The TSF shall not store plaintext keys that
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FPT_SKP_EXT.1

Hierarchical to:
Dependencies:

FPT_SKP_EXT.1.1

FPT_STM.1

Hierarchical to:

Dependencies:

FPT_STM.1.1

FPT_TST_EXT.1

Hierarchical to:

Dependencies:

FPT_TST_EXT.1.1

FPT_TUD_EXT.1

Hierarchical to:
Dependencies:

FPT_TUD_EXT.1.1

are part of the keychain specified by FCS_KYC_EXT.1 in
any Field-Replaceable Nonvolatile Storage Device.

Protection of TSF Data
(for 0.COMMS PROTECTION)

No other components.
No dependencies.

The TSF shall prevent reading of all pre-shared keys,
symmetric keys, and private keys.

Reliable time stamps
(for.0.AUDIT)

No other components.
No dependencies.

The TSF shall be able to provide reliable time stamps.

TSF testing
(for O.TSF_SELF_TEST)

No other components.
No dependencies.

The TSF shall run a suite of self-tests during initial
start-up (and power on) to demonstrate the correct
operation of the TSF.

Trusted Update
(for O.UPDATE_VERIFICATION)

No other components.

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),

FCS_COP.1(c) Cryptographic operation (Hash
Algorithm).

The TSF shall provide authorized administrators the
ability to query the current version of the TOE
firmware/software.
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FPT_TUD_EXT.1.2

FPT_TUD_EXT.1.3

6.2.7. Class FTA:

FTA_SSL.3

Hierarchical to:
Dependencies:

FTA_SSL.3.1

The TSF shall provide authorized administrators the
ability to initiate updates to TOE firmware/software.

The TSF shall provide a means to verify
firmware/software updates to the TOE using a digital
signature mechanism and [selection:

no other functions] prior to installing those updates.

TOE Access

TSF-initiated termination
(for O.USER_I&A)

No other components.
No dependencies.

The TSF shall terminate an interactive session after a
[assignment:
Auto clear time for the control panel: 10 ~ 900

seconds
Login timeout for the Web UI: 1 ~ 240minutes

There is no inactive time with printer driver

1.

6.2.8. Class FTP: Trusted Paths/Channels

FTP_ITC.1

Hierarchical to:
Dependencies:

FTP_ITC.1.1

Inter-TSF trusted channel
(for O.COMMS_PROTECTION, O.AUDIT)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection:

TLS, TLS/HTTPS] to provide a trusted
communication channel between itself and authorized
IT entities supporting the following capabilities:

[selection: [assignment:
Audit Log Server, Mail Server]] that is logically distinct
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from other communication channels and provides
assured identification of its end points and protection of
the channel data from disclosure and detection of
modification of the channel data.

FTP_ITC.1.2 Refinement: The TSF shall permit the TSF, or the
authorized IT entities, to initiate communication via
the trusted channel

FTP_ITC.1.3 Refinement: The TSF shall initiate communication via
the trusted channel for [assignment:_mail service, and
audit transmission service].

FTP_TRP.1(a) Trusted path (for Administrators)
(for O.COMMS_PROTECTION)

Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(a) Refinement: The TSF shall use [selection, choose at
least one of: TLS/HTTPS] to
provide a trusted communication path between itself
and remote administrators that is logically distinct
from other communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

FTP_TRP.1.2(a) Refinement: The TSF shall permit remote
administrators to initiate communication via the
trusted path

FTP_TRP.1.3(a) Refinement: The TSF shall require the use of the
trusted path for initial administrator authentication
and all remote administration actions.

FTP_TRP.1(b) Trusted path (for Non-administrators)
(for 0.COMMS_PROTECTION)
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Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(b) Refinement : The TSF shall use [selection, choose at
least one of: TLS, TLS/HTTPS] to
provide a trusted communication path between itself
and remote users that is logically distinct from other
communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

FTP_TRP.1.2(b) Refinement: The TSF shall permit [selection: the TSF,
remote users] to initiate communication via the
trusted path

FTP_TRP.1.3(b) Refinement: The TSF shall require the use of the
trusted path for initial user authentication and all
remote user actions.

6.3. tF1UT(RILEH (Security Assurance Requirements)
Table 17 [CEF 1T REBHETRT 3.
Table 17 tF1VT/(RIIEH

Assurance Class Assurance Assurance Components
Components Description
ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components
definition
ASE_INT.1 ST introduction
ASE_OBJ.1 Security objectives for

Security Target ]
the operational

Evaluation )
environment
ASE_REQ.1 Stated security
requirements
ASE_SPD.1 Security Problem
Definition
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Assurance Class Assurance Assurance Components
Components Description
ASE_TSS.1 TOE Summary
Specification
Development ADV_FSP.1 Basic functional
specification
Guidance Documents | AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures
Life-cycle support ALC_CMC.1 Labelling of the TOE
ALC_CMS.1 TOE CM coverage
Tests Independent testing -
ATE_IND.1
Conformance
Vulnerability AVA_VAN.1 Vulnerability survey
assessment

NoNEFIVTARIIZHERIRT SR, Z/NROTLF1IITAR-AFM VIR BEDORESNS B
BLAINCETNTIVSCE, TOE (CHEITPERRROLF1UTDERSN TS, 12 TOE B H Off
BICREI TV EEZRSNTBETHS,

6.4. tF1UT1EHEH (Security Requirement Rationale)

6.4.1. KEFMHEO#HEE (Dependencies of Security Functional Requirements)

TRIVTHREGMEREL VIR SITRFEFRER R LBV ERRELG L. RERRNE
IEENBCTEHREN G MRHLE ., Table 18 (CRET 3.

Table 18 #¥1US (BB H I~y bt

BREEHIVR—VF KEFEOMEEEHEIR—2 Vb
EEEERELCLVE | TR
EHbBIUEHRTH PP THESNTLVEH NBHEZOE L
FAU_GEN.1 FPT_STM.1 - oK
BEETAER
FAU_GEN.2 FAU_GEN.1 - oK
FIAEHAFEROBREEN T FIA_UID.1
FAU_STG_EXT.1 FAU_GEN.1 - oK
YiiR : SV ERBE & BT AR # FTP_ITC.1
FCS_CKM.1(a) [FCS_COP.1(b) k(& - oK
EEHRE R (FERFAEA) FCS_COP.1(i)]
FCS_CKM_EXT.4
FAU_SAR.1 FAU_GEN.1 - oK
BEELE1—
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BEZEHIVR—2RUE

REFEOBBEEHIVR—KD b

EREMEGBRLTVG | TEH
EHBSUEHL PP THESNTIVEH NEHEZOE L
FAU_SAR.2 FAU_SAR.1 - oK
RBEEERLE1I—
FAU_STG.1 FAU_GEN.1 - oK
RESNTZEE BT BIME IR
FAU_STG.4 FAU_STG.1 - oK
BEET-EKROMGL
FCS_CKM.1(b) [FCS_COP.1(a) Fflt - oK
52 iR A R (R FAERAR) FCS_COP.1(d) Zfl&
FCS_COP.1(e) F(d
FCS_COP.1(f) Zfl&
FCS_COP.1(g) Zfzid
FCS_COP.1(h)]
FCS_CKM_EXT.4
FCS_RBG_EXT.1
FCS_CKM.4 [FCS_CKM.1(a) - oK
s 2R F724 FCS_CKM.1(b)]
FCS_CKM_EXT.4 [FCS_CKM.1(a) F(F - oK
YRR B S AR DR E FCS_CKM.1(b)]
FCS_CKM.4
FCS_COP.1(a) FCS_CKM.1(b) - oK
EEIRE(I MBS St 8% ) | FCS_CKM_EXT.4
FCS_COP.1(b1) FCS_CKM.1(a) Tr—LYITDELE | RTEFMEE
BESIRE(BRERREL) FCS_CKM_EXT.4 SICERASNS A6 | L
R7I$. TOE #ATAY
H—hERL. TOE N
(CRBEREFLB
.
FCS_CKM.1(a).
FCS_CKM_EXT.4 IZ
&EFELELY,
FCS_COP.1(b2) FCS_CKM.1(a) - oK

ES 1R (ZREM1REL)

FCS_CKM_EXT.4

FCS_COP.1(c1) iU - -
E 2R\ TYZL)
FCS_COP.1(c2) iU - -

ESIRE(N\yYa7IVTUL)
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BEEEHEIVR—2RVE KEHOBEZEHIVR—RV
KEMERELTUVE | TRH
EHBSLUEHRBTH PP THESNTL\SEH NEHEZOE Lt
FCS_COP.1(d) CS_CKM.1(b) : OK
E5121E (AES T—AmES1E 18 | FCS_CKM_EXT.4
)
FCS_COP.1(f) CS_CKM.1(b) - OK
BB 1R1F (B S1k) FCS_CKM_EXT.4
FCS_COP.1(g) CS_CKM.1(b) _ oK
BEEIRE(BMT)N\Y 1 AvE— YRR | FCS_CKM_EXT.4
H13)
FCS_HTTPS_EXT.1 FCS_TLS_EXT.1 - OK
YLk FEIRSNTZ HTTPS
FCS_KYC_EXT.1 [FCS_COP.1(e) F=l& - OK
Vhsk - BFTMY FCS_SMC_EXT.1 =l
FCS_COP.1(i) i3
FCS_KDF_EXT.1
RV F(2
FCS_COP.1(f)]
FCS_RBG_EXT.1 L -
Pk BB 1RE (BLEE Y FERK)
FCS_TLS_EXT.1 FCS_CKM.1(a) - OK
HE3E SEIRENE TLS FCS_COP.1(a)
FCS_COP.1(b)
FCS_COP.1(c)
FCS_COP.1(g)
FCS_RBG_EXT.1
FDP_ACC.1 FDP_ACF.1 - OK
By b 7Ot A%
FDP_ACF.1 FDP_ACC.1 - OK
tFXIUTBHEICED 7O AGIE | FMT_MSA.3
FDP_DSK_EXT.1 FCS_COP.1(d) - OK
iR TAAD LT —H{RE
FDP_FXS_EXT.1 BL -
YE5R: I7D A5 Bl
FIA_AFL.1 FIA_UAU.1 - OK
SRR R BBF DERD KL
FIA_ATD.1 BL -
FAERMER
FIA_PMG_EXT.1 L -
PRER: )SAD—REHE
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BEEHEIVR—2RVF KEHOBEZEHIVR—RV
kEEEBRRLTUVG | M
BEHRBIUEHRHET PP THRESNTIVSEH NEHEZOE St

FIA_UAU.1 FIA_UID.1 - OK
IRV
FIA_UAU.7 FIA_UAU.1 - OK
REINET1—RINYD
FIA_UID.1 BL -
HADRILZIY
FIA_USB.1 FIA_ATD.1 - OK
FMAF-HIIIOMES
FMT_MOF.1 FMT_SMF.1 - OK
LFIUTIHEBEDSDFEVDEE FMT_SMR.1
FMT_MSA.1 FDP_ACC.1 - OK
1T EHNERE FMT_SMF.1

FMT_SMR.1
FMT_MSA.3 FMT_MSA.1 - OK
FHEMEE FMT_SMR.1
FMT_MTD.1 FMT_SMF.1 - OK
TSF 730D ERE FMT_SMR.1
FMT_SMF.1 L -
EEBAEDRHTE
FMT_SMR.1 FIA_UID.1 - OK
tX1)T1 % E
FPT_KYP_EXT.1 BL -
LR MR UBMHORE
FPT_SKP_EXT.1 BL -
Lk TSF T—H0{RE
FPT_STM.1 L -
=SS LAY TS
FPT_TST_EXT.1 L -
$L3R - TSF FAb
FPT_TUD_EXT.1 FCS_COP.1(b) - OK
W3 B ISETYIT— b FCS_COP.1(c)
FTA_SSL.3 BL -
TSF EECLBET
FTP_ITC.1 [FCS_IPSEC_EXT.1. - OK
TSF MiEEBT vl F72(3 FCS_TLS_EXT.1.

F7z(3 FCS_SSH_EXT.1,

F7=(3 FCS_HTTPS_EXT.1]
FTP_TRP.1(a) [FCS_IPSEC_EXT.1, - OK
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BEZEHIVR—2RVE

REFEOBBEEHIVR—KD b

SIEBIAGEEEER)

F7zl3 FCS_TLS_EXT.1.
F7zl3 FCS_SSH_EXT.1,
F7zIF FCS_HTTPS_EXT.1]

EEEEZHEELTVGE | TR
BEUBIUEHAT PP THESNTI\OEH NEHEZOE St
SEENA(EEER) FzIF FCS_TLS_EXT.1.
F7zI3 FCS_SSH_EXT.1,
F7z[d FCS_HTTPS_EXT.1]
FTP_TRP.1(b) [FCS_IPSEC_EXT.1, - OK

6.4.2. tX1VT(RIIEHIEM (Security Assurance Requirements Rationale)

NoDEFIUVTARIEEHZERT 3RS R/NMROCFLITAR-AFI VB K BEDEESNDE
BLAINCETNTIVSCE, TOE (CHEITPERRROLF1UTDERSN TSN, 12 TOE B H Off
EICRETVREERINTBETHSD, PP DHLPBECAICHBIRIETITIET1 > EF21UT(RELE
EHEERT SHNBREGHAFEICOVTOREEDOH M4V AR BT ILEHICERASN TS,
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TOE E#{t+#k (TOE Summary Specification)
AE T, TOE MBHT 3 0F 1T (BB MOV TR LTS,
¥ a1UT1#8E (Security Functions)

Table 19 [CTOE t¥1 e X 1) T HBEEEH ORI ETT o
AEICEBATS TOE tXa)T/#EE 6.1 HlCEERSNZ X 1) TR/ ERT LD TH D,

Table 19 TOE t¥al)T1#aet X1 T4 BEE H DXt IS B &R

tFa1UT #EE

3 =
ot A,

fEER
S IEE

1%

f

a

PSTNT7 7 D A-2y b0 =D [ED 25

|
VAR DXl
t¥a1ly 714 BHE

=
=
T

=
5]

SFRs

FAU_GEN.1
FAU_GEN.2
FAU_STG_EXT.1
FAU_SAR.1
FAU_SAR.2
FAU_STG.1
FAU_STG.4
FCS_CKM.1(a)
FCS_CKM.1(b)
FCS_CKM.4
FCS_CKM_EXT.4
FCS_COP.1(a)
FCS_COP.1(b1)
FCS_COP.1(b2)
FCS_COP.1(c1)
FCS_COP.1(c2)
FCS_COP.1(d)
FCS_COP.1(f)

NEN RN RN RN RN RNE S S -

NANENEANENENENENENENEN
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tFaUT1#EE

SFRs

¥ B

t¥al 71 BEE

i
1EREES
PSTNT7 7 D ZA-2y b 70— [0 55

t¥a1ly 714 BHE
e

7Dt A HlH

FCS_COP.1(q)

FCS_HTTPS_EXT.1

FCS_KYC_EXT.1

FCS_RBG_EXT.1

FCS_TLS_EXT.1

FDP_ACC.1

FDP_ACF.1

FDP_DSK_EXT.1

FDP_FXS_EXT.1

FDP_RIP.1(a)

FIA_AFL.1

FIA_ATD.1

FIA_PMG_EXT.1

FIA_UAU.1

FIA_UAU.7

FIA_UID.1

FIA_USB.1

AN Y Y NN NN

FMT_MOF.1

FMT_MSA.1

FMT_MSA.3

FMT_MTD.1

FMT_SMF.1

FMT_SMR.1

DN N N N NI BN

FPT_KYP_EXT.1

FPT_SKP_EXT.1

AN

FPT_STM.1
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t¥a1)T 888k
ey
R
S
o
g
|
D
v
Y
i il ¥
e $in ~
~ & ~ HE e g
Ik E Ik it Ty o A
i o r( Y -ltbl .EE ?E; InY
"3 H o H R e R =
S N B S A S | oo
SFRs S i ~ N g ik oig a
FPT_TST_EXT.1 v
FPT_TUD_EXT.1 v
FTA_SSL.3 4
FTP_ITC.1 v
FTP_TRP.1(a) v
FTP_TRP.1(b) v

1.1.1. @RIEEGE

BRI AR, SRR SN EOF AERFC MFD OHREEE AT REREFEILHIC, 121E
NI FMAZEDS17Y ) Web UI(*)hb1—H—1ID £1—H—){AT— k& A HSBTHEAIERETS
BEETHD,

MFD [CZ2BIN TS FIAEEREERA LT, #AIREZTI.

(*): FAEBEDF17V PC D Web T35 %4 Uiz MFD Y —)\#kE, 2 & £, TEmbedded Web
ServerlELW R IR TIRIEENIN, REICBVTIEARIELE., Web UL EFES,

(1) FIA_AFL.1 Authentication failure handling (F2EE&BREDEDIRLY)
TOE FFRIAZEN TOE APDEART BHIIC, FIFAEDFRREZ1TO0. FREEE1TRFDERAE & BOat TE 1
BEERHLTLS,
FAZEOARARRILCH(TRRAM LR ERE L. 7L AMER B THRESN TS E SR (1~10 [E)
DEFEIIET DL, BELFIAFEOHAIFRIICEALTIE. TOE OERUIM/BIRAFTRZHF Il
{133,

(B8:&E9 % TSFI]
BENRRIDERRE
Web UI D RI525
SHEEEEY N
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(2) FIA_ATD.1 User attribute definition FIfEBHES
FIA_USB.1 User-subject binding FIRZE-HJIIHMES
TOE BFIAEICR LT, 1—H—ID £ZENZRBMHELTER L., ENLEHAIFRIELZFIAEICKL
TEINHI3,

(FIA_ATD.1 [CEd&E ¥ % TSFI]
Web UI OEHE##E
[FIA_USB.1 [CE8:&Y % TSFI]
BRI DHE R ERE

Web UI D525
HEREEY—N

(3) FIA_PMG_EXT.1 Password Management /SA7—RE&EE
TOE [(CHWVT., M EEED/\AD— FEER ., FLEXRAZBIAOF AEZHZ-EEHDIRAT—F
. LTOXFOEABENDETHERTSENTES,
NAT— RICIEE ATRE 3CF:
PIVITPRYPDRXFENXF BF . RURDFFHRXF
(17, @7, C#7, Y$T, “o%%T, AT, R, R (R, ), " (space)”, N, T N N

AR A\UIA\Y NN N/ A \ U / A \ W/ 4 \\<II A\Y ” \\>II \\?II nwraw \\¥II A\ W/ A\Y /720 \ NN/ SN\ A\Y \\|II A\Y ” \\ II)
root rotror = rot I [A—

F. VATLEBREIRLIIAD-FREE 0~63 X%@%ﬁl&lt&m?éhtb\t%éo
TOE (FCDERFEICLD 15 XFL EICRETRENTES,

(BEY % TSFI]
Web UI OEERERE

(4) FIA_UAU.1 Timing of authentication ERFEDR1IVY.
FIA_UID.1 Timing of identification EAIDA1IVY

TOE BFIAZEDEARIAXELT. KRR AKX EYR— M3,
HAEREEEE R SNBM VAT — AL B1ESRIL. FIRE DA77 bD Web 50, S EREEE
-1\ 3 BENHD.
BAENRIV FIAEDZM17Y b Web J59HTld, MFD BEEEDIRVEREFRI T B HIIC, ID &/TAD
—REAASET, ADENE ID ENAT—FHY, TOE [CEFSNTVSFIAEFERE—HTI "
1LY %,
BEET-NTRE. VATLEEEZD ID &/\AT— FZiEik Uiz PowerShell 207 bedHoh U &R
L. BE&Y—/\LTZD PowerShell 20)7 23179 %, PowerShell 207 a7 CEICL
N, Bs&ZY—)\h5 TOE [C https 7OV ET ID E/SAT—EHEESN., TOE (F2ELE ID &N
AD—RICEDEHANRZETT %,
BRI EE R EINBDM A1 —ADEREE(FIA_UAU.1) & A (FIA_UID. 1) (X EBFICEITSN.,
A - FREEDmE AN R LR DA RIENEFRI SN S,
D347V PC DTV —ES54)82LD Secure Print (&, UV bF—=RICfF 5803 ID (CLD. 3
ADHTHNS,
NREFEN LD FAX DZEICOLTIE, TOE (&, HBAIFREIETIC. FAX T—3%2{E7 3,
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(BH:&E 92 TSFI)
BIENRIVOBRIERE
Web UI DOz AIFE5
TIUR— R4
HEREEEY N
NREFEEIER

(5) FIA_UAU.7 Protected authentication feedback {RESNERIIT1—F/\wD
TOE (21— —EBEERF(Z. /SAD— RERTEDHIC, SAT— RELTA DSNEXFHERBDIELX
="@ (bullet) "%, ##4E/ IR Web J5IH(CR RS DHEEHIZILT S,

(B8 ¥ % TSFI]
**«Elﬁ*)l/@ngtg” Aty I:l
Web UI Dz AIERE

(6) FTA_SSL.3 TSF-initiated termination TSF #ZEHCL3&T
TOE (& Web 7504hn Web UI [C—EBEE(1~240 2 THRERTHE) D7 AN E MG E(EA
D4y (ERFIyYay) a7 VBRI ZERT S,
FARENRIDO—ERFRHE(10~900 M TEREARE) DIRENE MG E (. BIEIRIVDEREND
D7 SNRELEENR S,
TVOR—=RIANEDEYIaVIRFHET. 7)Y MOERDBEZLLICEYIaVER T T,

(BE:&E9 % TSFI]
BENRILOHRIERE
Web UI @ugi%”ub ]

1.1.2. tF¥1)T4EE

IV TAEEMEER. YVATLEEECLSRECHEL, TN'CG) TOE FAEICHULT, L\, EM. &
DEIBEEEATIINEVIFER (BIZIE, - -1/, EEPEREERLLE) Z. BT 7HD
HREEIRIT S,

(1) FAU_GEN.1 Audit data generation (BE&ET—34%R)
FAU_GEN.2 User identity association (FIF &5 1EHROBEER ()
TOE (. Y370 T ORI AEDERNRIIDRK. AR SN AECLIEEREEDOF AL
E.Table 20 [CRTEEXMRDEBRIONT, BEEOVERHRT . FLREET A ERH
OB, TROER . BRE5IFRUVEFAE (ARETHNG) . BLUEROBRINEDEHEIN

%o
TOE BEBRINEENZEREEENTELTCEERTSFC. TDRE R IFIAE OB HH
(CREE TR LTS,
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(BHEY % TSFI]
BAENRIVDERIERE
Web UI O 5IFEE
TIVR—FIAN
BESRINOEEREE
Web Ul 0EE#EE
BIRNIY

BAENRIOIE—HERE, TUY MERE. AT v UBERE. D7D AMERE. J7DAZIEXEDHIRIHEHE

BIENRIDIITIREE - BE DR THERE
Web UI O YaJikEE - BEDR Ri%HEE

NEEEY N

Web UL 77— LO177v7 75— MEEE

ANREFEER
Table 20 EEOJDEEHMA
HRER HEINFEETERSA EEERFMH
BB REDICEIER T System Status/ Started
normally (cold boot),
System Status/ Started
normally (warm boot),
Shutdown requested
VEPIOL g Job Status/ Completed, Print
Job Status/ Canceled by Copy
User Scan
Fax
Mailbox
R FRE R R ER Login/ Failed
FIRE A KK (Invalid UserID),
(#4E) %IV, Web UL, Login/ Failed
EY—)1\hb) (Invalid Password)
F A& K B Job Status/ Print /Aborted
(COVELXIAY!

EEEREDFIF

Device Settings/ View
Security Setting

Device Settings/ Change
Security Setting

Device Settings/ Switch
Authentication Mode

Device Settings/ Edit User
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[ZEESNLEHELTID,
“Password”, “Name”h's2$&<
n3d]

Device Settings/ Add User
Device Settings/ Delete
User

Device Config/ Software
Audit Policy/ Audit Log/

Enable,
Audit Policy/ Audit Log/
Disable
"EID—ERCTHDFIAEY | Device Settings/ Edit User
W—TORE
[ZESNZEHEELT Role"ht
FLEREN3]
BZINZEE Device Settings/ Adjust
Time
oIV DK Communication/ Trusted Failed
(TLS) Communication [0, BIEFE. KD

Mt R7F]

(2) FAU_SAR.1 Audit review (B5&LEa1—)
VATLEEEL. Web Ul TOYM V%, Web UL hoMIRMEICELD., TOE AERICRFSNEZTAT
DEEOT&HHHTIENTES,
BEEOVIATRUINDTF A I7MILELTADYO— FEND, EEOTEADYO—- T 3156, TLS
BENMEMCEEINTVILENDHS.

[RH:&E9 % TSFI]
Web UI OE#E1#RE

(3) FAU_SAR.2 Restricted audit review (BREEZELE1-)
TOE RFICREFSNLZEEOTDFHH H UBEEL. RSN AT LEBEOHICRESND,
Fr . BEEOJAOTPHE AR, Web UL OAERTIEET. BIENRIDDTIERATEEHEEREL,

(BE¥ % TSFI]
Web UI OE 1AL

(4) FAU_STG.1 Protected audit trail storage ({REESNZESEEFHEHH)
TOE REICRFSNZEEOTANDTIEAL. Fid H UBEEDH THD. HIBRE LB EREEIFE
L0, THICED. BEEDT DR ELHIBRERENHIRESN TS,
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(BH:#E9 % TSFI]
Web UI OEE#EE

(5) FAU_STG.4 Prevention of audit data loss (BSZ&ET—4i8KNDR1E)
TOE NEBICREFESNZEENTE. ;&K 15,000 #ERETIENHE XD, BEEOTHEFCE-
HSE. RVEGERINEEERET A LEELT HLVEENTNMBATIEHGI RN,

(B89 % TSFI]

BRI OH R FRE

Web UI 0#RIF23E

TVUB—=FIAN

BRI DOEEEE

Web UI OEEHEEE

BEIRNIY

BAESRIOIE—HEEE. TUY MERE. 2FvUikEE. J7DAMEE. D7D AR IEXE DRI AL
BAENRIOYITIRE - BEDR THEAE
Web UI O U37IKEE - BEDR RikHE
NEEEY-N

Web UI O77—LOI77v7T— MiRE

DR EBIEEE

(6) FAU_STG_EXT.1 Extended: External Audit Trail Storage #}&RESZEEEBAE #h
TOE BEEEHY—/\MoEEONTDEGEREZ(TRE. TOE [CRFSN TS LEEATEITRYIN
DTFARTPAIVELT, BEET—)INEH TS, BB Y-/ \NEHTBER. TLS/HTTPS ORI T
EEtend, EEOTOER ., BEESNE Y ATLEBREDHICRESND,
TOE NEBIC— B RESNZEEOTHZ DAY FORK G L. RAGEERBULEFOBEG.
(5) FAU_STG.4 (5 ik&n 3,

(R8:&9 3 TSFI]
HEREEEY—N

(7) FPT_STM.1 Reliable time stamps S{E8EAM LAYV TS
ERENCEERNREREEEOTELTERERTBEF(C, TOE Mo TLVS IOV IHREIC LS A1 LA
BT EFHITT DERERIRIET B,

BETORELEEL FMT_MTD. 1 [CEN VAT LEBEDH NI RETHD.

(BH:#E9 % TSFI]
FAU_GEN.1, FAU_GEN.2 QORS:& TSFI [C#7°%

1.1.3. 7HEAHI{H

A FREEN R LICFI RE DA W T LD REE A T REE 13D, TSF ISP VAT 31 VRT1—ACEIC,
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FIFAATREICIRDHEREN R D, 12120, TUVA—RFIAINTIE. BRI DH TRREEETHN L,

a) AFEENSRITHIEINSHEEE
JE—BEBE. D7D AMEBEGEIE) . AFvUMEE. UV MERE(Y) . MK BBOR R, VaTKE- B
FEOFRTHEE. &1 TOE RET DS H/BEHMEE(VATLEEEDH)
(*): 7YVB— R34 )VTD Secure Print OFFENFHTHI. FRELLZVNSEIFENRIESNEZ,
Fz. ENRIBFICIRESRIV TR D EER D,

b) Web UI THlfEIENn3H4E
BHAREORTR, Va7 KE - BEORTHEE. TOE {RET-INSB/REMEE (VATLEE
EOH) . 77— L0177y 7T— MEEE (O ATLEEEDH)

c) RFABIFAT7UIDTIVE— A NeERT DHEE
MABDRMBEZBDSATY FOT)IR— RS54 T Secure Print 28/ E UIIREET T METRE
33, MFD 31— —1D O#AN K LIEIGEICOH ZIET—3EEY by T T —RICE# (T
YR—=2)LTA—Y—ID CEDRERURY MICEFET B,

(1) FDP_ACC.1 Subset access control %7ty 70t 2%

FDP_ACF.1 Security attribute based access control tFaYUr4EHEICLD 7Dt A%
TOE (&, Table 11, Table 12 [ZfL), BIEERBEEED VITEXET-ADT7HEAHEES R
3, LT . XKRN)AD note MiEik(E Table 11, Table 12 M note #58LTIV3,
ERRERBEETIRONIXE T A V3T EHEETEES LRI ABEES—F—ELTEIF (T3,
XET-HADOEE. RER. A —F—LEINERTIENTED, XET-ADHIBRIE. 7—+H—Fk(3
VATLEEENEHRTIEN TES, TV MOBERXETADEEE(CLZHIBRE ., EMETSHCE
NTERV, JTPDAREOERXET AT, 7—F—ELTEMR IoNE Y AT LEBEICLSERI
DOEEZICEEBMICHIBREND, VaJOBER. 7—F—. VATLEBEFLE—MEFIRENER
FHENTED, VaJDHIBRIE . A—F—FLRBIATLEBENERETHENTED,
EEUVIPDARZESE., VATLEBEEZFNFvo L. BIBRT 3N TES, D317~ PCh'b
REBRROT-AE, F—F—FLRIATLEBEN T LILL. BIBRTBIENTES,

RSN TUWVEWRIAEICLOTIZM7Y b PCHoIRASNE TV FTF—ARICE ., FIFEEEET
37zHD1—Y—ID h'&FN S, (condition 1)
TV MEREICHIID VUaTmAER. TV —RICEFENS 1Y —ID [CLHTHESNS, (note
1)
AFrUigEe, JE—#EE. J7DEEHEECHTD UaT &, BERICNT (1 L1 —-H—1ID i,
EDF—F—ELTEINDFToNS, (note 2)
TPIAZIERDIITE, I7DAZEVTRFESNSIPIAZET A& VATLEBEN A —F—&
LTEINDIFoN 3, (note 3)
T7HAZIENY3THT—H% TOE sihoiE o d7sh. TOE OFIAETHILNITNO1—H -4, J7
DAZIEDVITELUVT—HZER T HEFTELGLY, (note 4)
TVU MERE. 77D AR ERREICINEESN ZNET A ZHRE T IR B ING L, AT vtk
BE. JE—#BE. D7D AR EREECINBRINEXET . 7—F— DA EE ([RFFEM) Al 5T
H%.
UV MERE. AFvUREE. JE—HEE. D7D AEEHEE. TPV AR ERBEORE YT EHETIH
BEIFIRE SN,
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(B8:&E9 % TSFI]

TUVR—RS4N

BAENRILOIE—HEEE, 7)Y MERE. A v UHRE. TJPDAEE. J7D AZE X E DRI EE
BENRILDIITIRE - BEDR TR

Web UI O J374KEE - BED R RHEEE

AREFEER

1.1.4. £X1)71EHE

(1) FMT_MOF.1 Management of security functions behavior t¥iJT/#EED53FL\D
=g
FMT_MTD.1 Management of TSF data TSF F—A20E &
FMT_SMF.1 Specification of Management Functions EIE#EEDIETE
FMT_MSA.1 Management of security attributes t¥iUT/BHENEE
FMT_MSA.3 Static attribute initialization &#rIEMHREALE
FMT_SMR.1 Security roles t¥1)F71D&EE|
TOE [FFAIEREESNTE VAT LEEEDHC, TEE Table 21 [T5RY TOE ¥ 1UT/#4EE(CER R
FTHEF I TAEEREEDSREEREE R FLURHEEDFRFERZEZE T —10871—
AZiRHT B,
F, BAREN L —RFIAEIESDNRAT—-REREDHAIHETHD,
CNDODHEREICED., BRENZ X1V T EEMEEFIRIE TS,
TOE (&, Table 11 Table 12 [CfEL), BIEERBEEETIRNOND V3 TEXET—ADMBEHAIE
HWOT I MEEL T, BAEREZEB LRI RAEHAIERERTE TS, s¥MlE. 17.1.3. 7oA
81 (1) FDP_ACC.1 Subset access control 7ty 7Ot A% FDP_ACF.1 Security
attribute based access control t¥a)T/EHEICLZ7HEARKEIESEBOE,
TOE 3. W EEE. SA. VATLERE . — A AEORINZELLH AECEEMT. TnE
T, ®ET, 1—Y—ID EMSVTHD, TOE (FAYM Y LEFMBAH(C1I—Y—ID (LT 3%
B30+, ®EE. 1——ID LD LVTHN, TOE dAYM Y UEFIAE(CI—Y—ID [CxET
‘R ENER DTS,
TOE (. FIAE®RBCALEF T BHEDT 74V MEEL T, —EFIRAEZHRET D,

[FMT_SMR.1 (CBH:&ET 3 TSFI])
Web UI 051525
BENRRIDER RS
[FMT_MOF.1. FMT_MSA.1, FMT_SMR.1, FMT_SMF.1 [CR8E T % TSFI)
Web UI OEEH#EE
[FMT_MTD.1,. FMT_SMF.1 [CE8:#E 9 % TSFI)
BENRRIOEEEE
Web UI O EEEERE
[FMT_MSA.3 [CE8E 9% TSFI]
TIVUB—FES4)8
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BAENSRIOIE—HEEE, AT vUtRE. T7DAMEE

NREBEFEREILR
Table 21 FHa1UT( EEEEECIRMERIBET Ul
TX1)T1EEIER BENRRI Web UI
MRS/ R EEEDORIIARICLSZ 7V AEEREESHEL. - v
AR/ EY ESRROFREEIT
BHEBEEDN\AD-FOREEIT); BWMEEEDH AR - v
FIREOER. ID OSR. HIBR. BLUNIAT—FOEREETI & - v
L MAFICENATREZSRU. SA REIFE—K&F AE
JRENCEFETD,
A—HY—1AD—- ROTR/DNFHHIRESBUEREET - v
BIET IS LEEDREESRU. A/ EIHLUFHMAER - v
DERFEEIT
TLS B—)\GIRAENHREESRBL. /ER/EFH DR EEITI. - v
BRI FRAI R RE DR EES B L, KRR/ BN EEITD - v
Secure Print #EEDEREZS R L. BE/HRIOZREZITD - v
BT, BRIESRUEREZIT v v
BEeTAMEREDREESRL. A3/ EBEMDEREEITD - v
7= L1777 T — MEREDREESEL. AR/ BEUNDEEE - v
15
A= FOU7HRE GRENSRILB LY Web UI) DS BEERTE - v
LR— M ADOZREESRL, VATLEEERE/FRAEDHRE - v
115
NAMR—IVIZ7IREHIB#EEED S BER EETOBEEDE 3/ - v
B|N/RFINAT—F)
X ITEEREEDREES B LAY/ ENDEEEZIT)) - v

(2) FPT_SKP_EXT.1 Protection of TSF Data TSF 7—AMD{R#E
TOE (3. #2#5 5 #(KEK: Key Encryption Key)#¥3X T NVRAM2 [LIRFTBH. TATOF
RAFECRLT, CORSREFRHETEHDIUITI—AERELTVEL, £z, NVRAM2 RlEAED
(FEINTLBERIZ. AL —I% B RIELEER TG,
ARL—UrEE##(DEK: Data Encryption Key)(d. £52®M KEK T AES-CBC AR THES1EL
T.NVRAML [CRTFET B,
TOE O#2E1FF. NVRAML [CRFSNZEELSNEA N —JRES8E. NVRAM2 [CHDRRIFS
BTEBILIN. BB EFEXDIKET DRAM [LRFSND,
L. IRTOFAFCK LT, TOE (&, DRAM [CRFSNLEEXDA N —JBEEREGZHLTA
RII-ATRBEL TG, Fo. DRAM CIRFSNTVSEXDAMN - UG FRIE, BRZEET
CEICENIEESND,
TLS BIEFICFERATIMERFNEZOIAEG. 7.1.6 (15)DHEBICEINEES{LSNIKEET

- 71 -

Copyright®2023 by FUJIFILM Business Innovation Corp.




Xerox Versalink C405 tz+alr154—7'wf

NVRAM1 [CLRTFSN. TATOFAZICH L THERESH HT M V371 ARREEL TS,
BIEICFIASINS TLS £yYaVv R U TLS EC Diffie-Hellman #Z1{E(EF3X T DRAM [LRTF
SNBN, IRTOFIAEICK LT, TOE (3. DRAM [CRFSNZEXD YAV BEHRHTZT A3
T1—-2&RHLTIVE, . DRAM [CRESN TS FEX DTy Yavid, BREERLT LI
BEINDS,

(BS5&E9 3% TSFI]
#IZRL

1.1.5. SE#ELER

(1) FPT_TST_EXT.1 TSF testing TSF FAF
TSF [377— L7117 TH% Controller ROM [CENEIRENTHN. COT7—LVIT7DTEL M ERETE
F3ECED. TSF DIEEESERRIIT 5.
TOE (3. #8)f%(C Controller ROM (& 4byte OF 190 H LEFTE LR EDEE— T B\ EHER
L. EEFERESRIUCIS- 2R TUEEZELTS, . DRBGIBEALT [1]11.3 [CEHD
ANVATANEEITL, TAMMKRR UG EIRENRIUC ISR RUEE ZEFLT D, BH
DRBG ({t#kl% 7.1.6 TR,

(BH&E9 % TSFI]
BIRNIY

(2) FPT_TUD_EXT.1 Trusted Update &S{E&#E7v77—F

FMT_MTD.1 Management of TSF data TSF F—A20EE

FMT_SMF.1 Specification of Management Functions EIE#EEDIETE
VATLEBER ARENRIDOOBRIECLD BENRILETHEBDOI7— LI 7NN — D3V e
RIBENTED, T, BEER A MZENFH DT BEICE THIFEF O TOE 21K T 577—
LoI7DN—930 e ERTHENTES,
F, BARMENLEVATLEBEOH N, VATLEEEIIM17> O Web UI Hi, Controller
ROM Z)\wr—I L)1+ U774)V%E TOE ([HEETBLICEN., 77— L17 &7y T T— R BHeh
T&%,
TOE (3. YATLEBEDIAT7Y bD Web Ul ho#EEEN3 77— LII7EE0)I\MF)I71 IV 5%
BI3E. MMFIITPANICHRFSNZEFEREWRIEL. AREECRBULEIG S}, PyT7— Merik
U IBESRIVCIS—@EEMULTELET S, MM FIT7MU ESNTWBREFESRIE. NMMFUT71)L
% SHA-256 T/\vYalblz/\wialEx# K 2048bit D THES1E L= RSASSA-PKCS1-
v1.5 AX®D RSA TIRINELTHD, JOTREDFIEE. 1) N FII7MIUSRFSNEEFE
277 LUI7ERWREIA RSA 2BRICTEE. 2)\M1FYUT74)L%E SHA-256 T/\wa, 3)
BEHRE N\ 2 EELEL. —BMINEREEKT) . F—HTHNIERIIRREL D,

[FPT_TUD_EXT.1 [CB8E9 % TSFI)
BENRINDI7— L7 N— I3 FESR
Web UI ®77— L0177y 77— hMRE
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(FMT_MTD.1, FMT_SMF.1 (CB§&E Y % TSFI]
Web UI O77—LOI77v7T— MikE

1.1.6. T—HEES1E

(1) FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys) FES#4
B (GEXFREEF)
TOE (3 TLS iE BB {ENHEFE L (EC Diffie-Hellman) TRV IERTRRELT, [2]ICEEEHDIE
MehiSREAD, FEAMBEOER A AL, [3]15.6.1.2.2 U [2]Appendix B.4.2 (C#
5, TLS EC Diffie-Hellman #Z{E(Z. Linux ®/dev/random Mok E%EY— KT 3(14)IC
SCE (D AES-256 CTR DRBG THRUEELEITHD . FBMBR#FRELT [2]Appendix.D [CEE &,
0 P-256, P-384, P-521 #HR—kL, TLS 2TV I—Yav@ETHHETZ—DOhiRES,

TOE (3 TLS H—/)\GEBAZE(CRIAT2IEMHEEL T, [2]ICEREHDFEMBRIRE. L LA, [4]IC
S2EHM RSA #BEA WS, CNHDIER TR Web Ul oD 1—H—18 R TEREIND, FEABRIR
BOEMA AT [3]5.6.1.2.2 RU [2]Appendix B.4.2 (ZHE5, RSA #(3 [4]6.3.1.3 &0
ERFECH, ZORTEONIRLHIE [2]10 B.3.3 ([CENE/MSNS, EABRELT
[2]Appendix.D [Z32#0 P-256. P-384. P-521 %, RSA ##E£LT 2048bit. 3072bit &4
iR— kL. Web UL hodl—H—H0IND—2FEELTERKIETRT D, T, REUREOEL R AE K
(21X (14)ICEEE D AES-256 CTR DRBG ZzH L%,

ERROBRERICHNT, TOE FADILRDPRBORERGL,

(B8:&9 % TSFI]

Web UI Dz AIERE

TIVB— RS54

Web UI O EEEERE
BENRRIDOAT R RE

Web UI O J374KEE - BED R RHEEE
SHEREEEH— N

Web UI O77— L2177y 7T— MEEE

(2) FCS_CKM.1(b) Cryptographic Key Generation (symmetric keys) KES 84 K
(RIFEEA)

TOE FAM -V BRRUSEBEEENTYYAVRELT. TEOEY MIDELEZRALVS, BiK
BIICIZ. AFL—UBEES8(DEK: Data Encryption Key)® 256 £+, DEK &5t 376D
ErE S8 (KEK: Key Encryption Key)® 256 Bk, TLS tyYavBOIAR—ELTRIVI—
DAV TRE VS ARICIEUT 128-256 EVMEENENER T, BELEIL(14)(CFEED AES-
256 CTR DRBG T4 /9%, iH. 20 DRBG HIFUHENZ DI, (12)[CREBLERTFIAVUE
AR, R TLS BEEYIaVFRRRTHD,

(B8:&9 3 TSFI]
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Web UI O 5HI523

TUVR—RSA4N

Web Ul O EEEERE

BIRRAY

BENRRIVDAF v HERE

Web UI O J374KEE - BED R RHEEE
SHEREEEY—N

Web Ul O77— L0177y T— Mg

(3) FCS_CKM.4 Cryptographic key destruction &S 3E
FCS_CKM_EXT.4 Cryptographic Key Material Destruction S84 0OMKE
TOE REXREINZIBEBRUBMHEEREICH A THETS(*), TOE [CEXRFESNDHE
RUBMHEEDHEESEZ Table 22 [TRT, Fz. oD R UM HHIRE S NIEOERITRIC
RAM EDT—=DARINENIE-SNTRIAENZN, RAM LOT—4(3 TOE OEREEEHICAE
ERNHEIFREND,

() AL—UBES#(E NVRAML [CERTFSNBA, (10)ICEEBDBIEES LS 3zth. KEHOD

RRNET D, Fol (1)ICEEHEHD TLS H—/\GEAZ(CHIA TSI FBRE. (15)DANZXLICED
NVRAM1 EICEESIELTIREFSNSES . REHDRRINET D, 77— LVI7ERIREICALNS

AFER. WER, TIMR-MESHE. BSIUTOLEF1ITA IGO0 TNICEZ L LBV
WAEAEHRDOHRINTHD,

(R8:#E3 % TSFI]

BAENRIDOEEKEE
BERRIY

Table 22 FXRENIRRUBRHMOWETE

Ere ]| RiFE WE A ACIEEERH

BERE S 5 NVRAM2 | #1ERIDEEEZEAZ1—-h o TIHHFEROKE
(KEK:Key (CRTIETRELZRE. T—5%(14)C5EH D DRBG T
Encryption Key) ERUEELBT1E EEETS,

THHFAROREICRT LTI AV LOETOT
—HEWBETH_EERKRL, TAMEREESIE
HERN—T1VaVeRILE SR TESTILENG
LVz$h, DEK B U KEK [FFREICB S,

TLS tyvavi RAM TOE OERM CHET S,
TLS EC Diffie- | (i)
Hellman #%Z & TOE (FERMOE A TEMG TLS yYaVvERL

37128 .TLS £y YaviE R U TLS EC Diffie
Hellman #MZEERFEICLS,
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(4) FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
B RE(IMEFS1E B5)
TOE (3 TLS Oxt#rigrg 5 /85ELT [5]ICEEE D CBC £— FR U [6]ICEEEHD GCM E—FD
AES(128bit, 256bit)&HR— 3%, AES (& [7]#EHTHD.

(B8:&E9 % TSFI]

Web UI 051525

TIVUB—ES4)8

Web UI O EEHERE
BENRIVDAF v HERE

Web UI O Ja74KEE - BED R RHEEE
SHEREEEH— N

Web Ul O77— L0177y 7 — MégE

(5) FCS_COP.1(b1) Cryptographic Operation (for signature
generation/verification) EERE(BR%ER.HREL)
TOE 3 77— L0177y 77— FOEIEMEIECHE VT, [2]ICEEHD RSA TIYRIIEREFR— T
%, BRI 2048bit ThHd, BRIA—IYME [2]5.5(F)ICEEH D RSASSA-PKCS1-v1.5(C

w3,

[E8:E9 % TSFI]
Web UI 77— L9177y 77— MEE

(6) FCS_COP.1(b2) Cryptographic Operation (for signature
generation/verification) RES&{E(ZRERK1&EL)

TOE (3 TLS OABFFREE. KU, EFERER/RILICH VT, [2](CEEHD RSA TIIINEE K
UHEABERT YN BRI IGUZE R E R PRI EITY. BH. RSA B R(E 2048bit F7z(3
3072bit. NIST t5Heh#R(Z P256. P384, P521 #HiR— 9%, RSA TURIIERDER T4—
Iy ML [2]5.5(F)ICEEED RSASSA-PKCS1-v1.5 (LD, F. f5AMRT I B L NDE S
A R/HAREER [2]6.4 (X685, Chbld TLS BIERICERERFEOXTVI-Yay, EFELLE
REFICE1-Y—DIEECLD. ENENFEATIE R ARNRES,

(R8:&9 3 TSFI]
Web UI OEEHEEE
BAERINDAF v B HE

(7) FCS_COP.1(c1) Cryptographic operation (Hash Algorithm) &4 (\va7?
WVIYZXL)
TOE (&, 77— L1177V 7 T — FOBEEMRIEREDTI7— LOITP 7Y TT— M A=IF=RD)\y a5t
&(Z SHA256 #FIFAT %, 0D SHA256 /\WYaEEERED RSA ESHERELLETIETE
BRIAERITTS. 55 \WwoaFZIJUZXLIE [8]ICEMT S,
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(B339 % TSFI]
Web Ul O77—LII77v7T— MkRE

(8) FCS_COP.1(c2) Cryptographic operation (Hash Algorithm) BEES#/E()\wYa7?
WYX L)

TOE ($(11)ICE2EOD TLS ICH TG EXAL—IREARD/ \WI1EEIC
SHA1/SHA256/SHA384 #Hh— 3%, BIEICHERATS/\W a7 JVALIEHRFLEDRT VT
—VaAVICEOTRET B, T, TOE (FBEFERER/BRIED)\wYaEHE(IC
SHA256/SHA384/SHA512 &#HiR— L. BRERFFOI-Y—DIEEICLINERTS/\vIa17
WIAVZALHRES B,
TLS [CB(F2 A EA - IR A RDN\Y V1T HEEFEL ERB/ARED/\Y V15t E ML
THNBEHICHEABENEDIENTED, IH. N\va7ITVYXLIE [8]IC#EHT S,

(F8:&9 % TSFI]

Web UI O 5IERE

TI8—EF4N

Web UI OEEHEE

BENRIDAF v UHEE

Web UI Y37 iKEE - BEDR REE

SHEREEEY—N

Web UI ®77—L7177v7T— Mk

(9) FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption) &
S (AES T—AEEH1L/18S)

TOE [FAML—UREBOEEARELT. [9]ICFE&EHSNE AES, RU. JOYDREEE—RELT
[10]ICEE&E SNz CBC &HR— 13, 8K 256 EYNTHD, IV BEAN—JDEHAIBEEE
DEK ZTtIcEH T3,

(F8:&¥ % TSFI]

TI8— RN

BENRILOIE—HEEE. TUY MEBE. AT v tEE. TJ7DABEE. D7D AZIEXE DRI EE
BAENRIOYITIRE - BEDR THAE

ARBEEEIR

(10) FCS_COP.1(f) Cryptographic operation (Key Encryption) BS54 (SBIES
1)
TOE (F(12)ICEEEDED. AL — YRS S1L#EED DEK(256bit)Z [9]ICEE&E SNz AES A=K
THEB1LT %, B K& 256bit THN. JOVIRESE—FIE [10]ICEEH SN CBC ZHR— T3,
MR 256 EYRTHB, IV IE(14)CEEED AES-256 CTR DRBG h'o R ELETHS,
(12)ICEBEMED ., AL—URES1L#%EED DEK(256bit) 21551320, AL — IS S #FT
AN 13 TOE Q¥ EREEIFF CHD.
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(R8:&9 3 TSFI]
BIRRAY

(11) FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication) RESEE(BEMT\vIaAvE—IFREE)
TOE (3 TLS [CHFR BT EAVE— IR ARELTUT EYR—FT3,
## K (bit): 160, 256, 384
N\yo1:SHA-1, SHA-256, SHA-384
Avt—IH4 J1AMRE(bit): 160, 256, 384
N7V TVZALIE [11], B EN\Y DAV - IR 7TV L(HMAC)IE [12]IC#ERT B,

(B8:&E9 % TSFI]

Web UI Dz 51525

TIUB—FES4)N

Web Ul NEE#EE
BRI DAF v U EE

Web UI Y37 iKEE - BEDFR RHEEE
HERBEE Y — N

Web Ul O77— L0177y 7 — Mé#E

(12) FCS_KYC_EXT.1 Key Chaining $#F1M4Y

TOE A FL— YRS 582 (DEK) R U DEK %85S 1b T 370 DRSS 82 (KEK) R F 11T 3,
BE&RMICIE TOE (AN —UREERFIM VNG VEEIRF(BANICIE. TI5EEVREENRF., £t
FBENRINOEBEEA 1o TISHABORECRTIREEUVLROEEIRE)(C(14)IC5EEH
® DRBG T DEK & KEK &4 L. DEK (3 KEK [2£D(10)(ZH#->TREE1EL NVRAM1 (2, KEK
[FF3IREET NVRAM2 (2, FNENRTFT D, 2 [ B LIEOFEEIRF(E. NVRAML (CEEBELT
1272 L= DEK % NVRAM2 hHiEd i Uiz KEK T(10)ICHE-THEE T3, #2E(F DEK. KEK &6
(2256 EYTHD. DRBG [CIE(14)ICEEEH LIZEN+ 0B Iy bOE—hME SN2z B D58 E (T
256 EYRTHD ., BEF MDD T 256bit sEEHHFIND,

(R8:&9 3 TSFI]
BRNY

(13) FPT_KYP_EXT.1 Protection of Key and Key Material R U EDFE
TOE (F(12)ICEE & Lim@D, ARL—IREE T4 UN 3 TOE ORI ENRFIC#Z @0 DRBG T
DEK & KEK Z4 L. DEK (3 KEK THEE1EaN T NVRAM1 (Z, KEK [ 3IKEET NVRAM2
(CENENRET R, ZOMDA N —JIC DEK, KEK BMEFESNBEFHL, NVRAM2 (G113
BARTREA L —ITHBIEN. (12)DRF1MVO—EH R ABEBA M — VICEXTRES
N3ZEEBL,

(BEEY % TSFI)
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BRRY

(14) FCS_RBG_EXT.1 Cryptographic Operation (Random Bit Generation) &
1R 4E ELEEY MR

TOE (F&ELEARKIC [1]10.2.1 (C#EHL]= AES-256 CTR DRBG Z#|FH79 3. —® DRBG (&
Derivation Function. Reseed #&E%*#& L. Prediction Resistance #aE&#FL 0, .
Linux —xJL®/dev/random Ho1&7zEL. ¥z Y — FET %, /dev/random DIRETTHS
Linux Random Number Generator(LRNG) & U LRNG (Z3EAT3RH090H90805H H L
FibE/ 1 AEahi2fEIY bOE—RET 2, CO/M XFV T MITPICENERBICRERDESDESE
HETZHLDTHD, DRBG lF/dev/random hoiEfaEnizo— % entropy_input R U
nonce ELTHIATEH, ELEDIV MOF—=(E 256 Evbx1.5 ##8Z. [1]8.6.7 DE#EH B+
NEEZD,
TOE (_ DRBG ZAWTA ML — YRGS HE. TLS v avgeE8H T3,
(12)(CEEHMED, ARL— YRS EREH D=0HIC DRBG hi2EIcn20iE, AL—IES#EFI4
VN0 TOE O EIREEIRF CHB o

(B8&E T3 TSFI]

Web UI O AI1585

TIVR—RFAN

Web UI Q&AL

BIRRAY

BENRRIDOAT v HEEE

Web UI O J37iKEE - BED R RHEEE
SHEREEEH— N

Web UI @77—Lo177v77T— Mk

(15) FDP_DSK_EXT.1 Protection of Data on Disk F4AD LT —5{R:#E
TOE FAML—IFNAALDT—RTOVD B THE L/ B 51T 5, BAMICIE. AN —IF )1
ALDIEBAE X RIN—T1 AV T BT IV R UART—A0 Read/Write £ LTTF—A0DE
S1b/BEBEERL. 23/ —T1 YAV LTTF—A70vD% Read/Write $3, lBEE1E AR
FCS_COP.1(d)IZf)5. BEIEX R A—T1avEE AN —IT N1 AFR R H aT 5ERS
NVRAM1 T&HN. NVRAM1 LISMCIR AR R BERR A RL—I T INM AL LY,
EROAN - IBEFAE(E. TOE ZERFNOENIET D, BES1L/BBILICFIATS DEK (£(12)IC
REUCED., BERFM U BEBIBICERINS,
2THOEXDHFAET—5, EFXDMED TSF 7—4E NVRAM1 LORES RN —T13avIC
EFTAFNBZLHEFILSND, NVRAML EDIEREFILIRD/IN—T1 23V, TOT I LA A—
I, I SA—2% KEK 28EL(10)ICRREHD@EIIE S L SN DEK DA HHEHSN . FXDF|
RAEBEXETARVEXDMED TSF T—3%2EFH 1\, 5H. DEK OFELl3(12)ICEEEH L@
N TOE OEESHF 11 VN B EENRFICITHND, £, FX KEK ORFELETHS NVRAM2 (F3]
R ATEER A ML —ITFTIA ATIE LY,

(B:E9 % TSFI]
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FUVE—FF4 )
TRAAY

IRIEI R IVDIE—HRE. T M. 2% UHERE. T7DASEE. T7DARIEX B OFIRIf A
IRIE) SR T R EE - BEOR T

ARBEER

1.1.7. SE8&E

(1) FCS_HTTPS_EXT.1 HTTPS selected #iREN7z HTTPS

Web 7505, BoUICEEY—NeDETDEIE F57190% HTTPS TEF17FvrILUETBLIIC

ST SR ENFIRETHD . DR EIF Web ULl hoBIEEDHNITZAS, HTTPS (X [13](C%HE-

LRETHS,

D347+ PC D Web I35 Dokt EREZ(35E. TOE D547+ PCRT TLS BIEOXT
VI-YaveERIL, HTTPS &{E%Ri189 %, V517V PC hod TOE ) Web UI (CHT55H

i':'lln.., EBLUITATOVE- MEEISHUT, HTTPS BEMNERAINS, . BEEY—/\hoEEN

DTF—AmEERZRT. BB T-IEEET-NCEHT I, HTTPS BENERAINS,

(B8 T3 TSFI]

Web UI D RIEES

Web UI @%EE*%EE

Web UI O I3/ 4KEE - BED R RHEEE
SHEREEEH— N

Web UI O77—LI177v77— MEEE

(2) FCS_TLS_EXT.1 TLS selected @i{R&nk TLS

TLS @IEELT [14]0 TLS1.2 BHiK— 193,

TLS BIETHERATIEEAM— MISA4 7Y b H=)ED TLS IRDYavsh(cxTVI—-rEn3,

TOE (3 TLS ZFIRAT3:@IE(CH VT, TOE [FHEBEICIE UTOFM1 7Y M B —NICHENES, Hi

ZIE, Web UL 7OEATIEH =\, AFv I XEA-IVEERFICEDI17V LTRSS,

TOE 03470 M IRESNEE S A — b o R— 3@ 0% 1 2:FRT S, TOE

HR— b BB A — MILL T THD,
TLS_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128_CBC_SHA256
TLS_RSA_WITH_AES_256_CBC_ SHA256
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
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TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA

TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384

(B8E T3 TSFI]

Web UI O AI585

TIUR—RIAN

Web UI O EEHERE
BENRRIVD AT HERE

Web UI O Ja7iKEE - BED R RHEEE
SHEREEEH— N

Web Ul ®77—Lo177v77— MEE

(3) FTP_ITC.1 Inter-TSF trusted channel TSF BI&{E@EFv*Il
TOE (& TOE &8 &Y —/\. Mail H— Nt T. L TOSEBEEE IO ML EYR— M3, ThiC
LN, IV RRI Y L OBEBAICRIET - IDRBERE VD LDIRENMRIIEND,
BEE&EY—)\: TLS/HTTPS
Mail #—=J)\: TLS

(RH&9 % TSFI]
HEREEEY—N
BRI DAF v B RE (Mail 3—)Y)

(4) FTP_TRP.1(a) Trusted path (for Administrators) &S/ \A(EEEMA)
TOE REEHEDIE-FPCHODZTPIEAMVFTI-AICK L, LT OSEERETOFILETR
— ;9% NICED. IV PRSIV MDBBIEBIET —ADRBEHRS AN ODRENMRIESN D,
Web UI: TLS/HTTPS

(RH&E3 % TSFI]

Web UI 051535

Web UI OEEHEEE

Web UI O Ja7IKEE - BEDR RikAE
Web UL @77—LO177v7 75— MEEE

(5) FTP_TRP.1(b) Trusted path (for Non-administrators) S{EHE/I\AGEEEER)
TOE [FFEEED)E— FPCHODETIEAMVATI—-AILK L. L TOSEREEE IO MIILEY
R—FFB, TNICED. TV FRAY FOERICBIET - IDRBERS WD DDRENRIIEND,

Web UI: TLS/HTTPS
TUVIBR— RS54 1N DENRI: TLS
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(R8:&9 % TSFI]

Web UI 0#RIF23

TUVR—=FIAN

Web UI O Ja7iKEE - BEDR TikHE

1.1.8. PSTN 77DA-%yrI—DE D5 B

(1) FDP_FXS_EXT.1 Fax separation 7795 B
TOE (&, 77DAET LRz H5 . AR BIEREREN LT, I7DAT-IDE ZEWAEZIRIT D,
HiR—r937ORVE ITU-T G3 E—RDH THD.
T7DAA VR TI—ATEZENHFINTVEDE. FIAFEDIFDIIIXEDH THD,
TRETLEER T AN LD BT —AEE IV FR—YIZ((FFH TRV, TPDAE R
B TOE [CREICTPHEATBHERITELGL, Fz. TOE [F. AR EFERRBEN TRV M) —DEITT
—REZ(TEITHAEZLLBLVEY, AREFEORZENZEVLAREBRT —2INERYI—D
EEITELELY,

(BH:EY % TSFI]
DR EBIEER
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ST B&&E - F&E (Acronyms And Terminology)

8.1. 2 (Acronyms)
AR ST [CHITRREEEELLTICERBAT B,
- EEAR
CcC JEVD3547)7(Common Criteria)
DRAM HA4+39D5 5 L7DE2AEY(Dynamic Randam Access Memory)
FIPS PUB K EDEFRFRLIEIZ D H ¥ (Federal Information Processing
Standard publication)
IIT B A H3—3F)L(Image Input Terminal)
MFD FIRIEE#(Multi Function Device)
TERMESIVHLT7DEAAEY(Non Volatile Random Access
NVRAM
Memory)
PDL R—Yitah S i&(Page Description Language)
PP 7075370774 )L (Protection Profile)
SFP t¥1)T1#8ES $1(Security Function Policy)
SFR X1 T HEEE H(Security Functional Requirement)
SMTP BEFA—ILXETOIL(Simple Mail Transfer Protocol)
ST tFa1Y713—5y M(Security Target)
TOE FTifxf % (Target of Evaluation)
TSF TOE tF1)7/#8E(TOE Security Function)
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8.2. HEE (Terminology)

A ST [CHITHREELITICEREAT B,

2 %8R

WETD TPAIVOAT L BHEMEARIN O ROBERUNGWLIITHETEEEET .

KEK Key Encryption Key OB&, AETIE. AL —JRESREMBS LT ZHOIESHEOD
CEEIET,

DEK Data Encryption Key OB, KETIE. ANL—JBEEROEEIET,

7991 AEY SD F7=(x eMMC %357,

Web UI MAZEDS17V D) Web 7505 %N LT, TOE (ST 3BENTERIVATI—ATH
®o

TPHARERYDI A TPDARERYDALRTPHAZIEXEE TOE NICRFTIHFIDIL,

(Faxbox) FLIPDARERYIAEIMESNZIPD AZIEXEZRITEENAIEETH D,

Secure Print

TUV MERECH VT, FNRIT =327 VMR- AL TR LIEEY bRy TT—8% . MFD DA
Fo—UREIC—BEREL. BEESNZRAEMEERIVINIE TR 5 FE CHIRIZHA
BTV AE.

FMAFHXET—H

MFD DAL —HECEREN LR, FIANE T LI7ALSHIRENSH, AL~
HENICET - SEBEREL T IREOXET 4,

XET—H
(Document data)

— & FI A& (U.NORMAL). SA h* MFD OOE—#EE. 7 MERE. AFvUBEEE. T7
DAREZEFI AT BIRIC. MFD R EBT 3£ CHERIFERESTT 3%, BFLT
XETRERET S,

AFvIXE AF v UHEBEC IO T, EFHRAATBENLEXET 4, K TOE (FAF+YXE% Mail
H—)\NEETIHBEEE D,

TPDAZENXE T7DAMEREIC L TRZIESN .. A TOE THRONZEFHRXDXET—ITHD, & TOE
Tl BEBORTEICID, ZIEVEIFHAT—RETIPDAZERYIAIIRETBENT
%3,

Exny WD, BN, EDIOIBEEETOENELVNER (BIZIE, - —1EE. EEPERE

BRE)E. B HEINCT 4,

FAEXRE

HANFRELRAE(CEINE TOoN SR E], K TOE T, M EEERE, SA %A,

(User Role) —RFIAERINERINTLVD,
HmEEERE M EEEN TOE 2R AT ELRERZER T, SFR N Tl Key Operator

(Key Operator
role)

role ERI|WSNS,

SA &2
(SA role)

SA N TOE &FI AT 3RICLELHERERT

—RFIRERE
(U.NORMAL role)

—R&F A& (U.NORMAL)H TOE 2FIAY 3 MEICHELHERZRT

FIAEHAER
(User Identifier)

FIREEHRNTIHOER, 1-F-1ID,

HHEEEHAE
#H

MW EEERIERNY TOHNEI-Y—ID, SFR AT(E Key Operator Identifier
ERBEIND,
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(Key Operator
identifier)

WWEEE
(Key Operator)

MFD O EE® TOE tXi1UT(HEEDREZITOEEE,

SA

M EEEHDVIEECERBSNE SADBT7HDY MelER T2 ENTE, MFD D
B TOE tF1UT 1 HBEDREEITOEIES,

VATLERE Key Operator & SA D#%5,

(U.ADMIN)

s TOE D& HEEZME AT BHIIC. FIFAEDHEAFRILZ1T>C TOE OF| A (CHIREEN

(User (TR DIHERETH D,

Authentication) SNEREREEA T Va3V AV A M=V T B EICED . RIAFRFEEN BRERRED 2 DDE— FEH R
—;3%h. K TOE TIIARIAFRELE— RTENMET B,

N H

(Local TOE O1—Y—FR5E%Z MFD [C&E U1 ——1BHRzERALCGRIIEEEITOE—F,

Authentication)

%ﬁr‘ﬂhﬂ

TOE U):L_‘ij- nl..nl—tz'%ﬁlznunl—tﬂ /\(Lﬁfibrl ‘U- 'lﬁ*&’&ﬁﬁﬁbtnunl—tmii’&

(Remote SE-F,
Authentication)
AbL—IREH REEED—HzREFIIAN -V ZIESILTIHEEZRT .

FAUH- i

R—YREik S35 (PDL) CHERSNICEIRI T — &ML, EVbIvT T —RICEHT 5

Hbo

FAVK-Z

T:IJ‘R X%ﬁ‘é(«_io R—YseihE:

Z(PDL) TSN T—SZfTL. EvbyTT

Z— D)7 HERE
(Auto Clear)

BIENRIVB LU Web Ul hofll bR LB VAT —EDR M EBLLZEE. BE)
HIICEREEN' DT 7 FENBHRETH D

NARR—-IVIZ7

(Customer MFD OfR=F/MEEZITIIVIZT

Engineer)

WEE WEELE. TOE FERESNTUVBEEICAELFERERELTFIERATIETHD.
(attacker) WEEICE., RBSNEHABTEHIN ., FOERERLTTIERATEIEEEFEND,
26 R

BRI MFD ORAECBELREY. 597, 9FIRNTF AT LA NEREB SN TR,
(Control Panel)

J— |n' | SAT

X BRREIATY e nBENRRTEISATI

VATLERE VATLEBENFRTEINIAT7UE, YATLEEET Web J50H%FE L MFD (C
D347k #UT, TOE B ET—ADRERPEETRZEITI,

TVA—=FFAN
(Printer driver)

—&FIAEDIATY b EDT 3% MFD H\EIRAI AR — U5k 5 55 (PDL) CHERL
SNTEERIT—RCE#T IV I M7 T, FIREDSMT7VMNCEAT S,

ENRIT—4

MFD W2 eI ge B — VR E55(PDL) THEEENET -4, HIRIT—4(X, TOE B
TAVR—AHRETEY bRYTT-RCEHENS,
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AE-HEEICENFRAAFNTET -3, BLUTVY MEREICINFIRED A7 M oEES

EvhIvTT—4 NIENRI T -7 IVIR—AHEE CERIR LT 5, By T3 B AKX TER
EMELTAMN —VEBICHEMINS.

EX AE—#EET IIT hoDFHAH DR REBIXEPIRE ., FEBEETRY

TOE S 5—4 CNIE TSF 7—AD—ETHN., TOE [CL>THERL SN TOE ([CBILTHER SN TZT —
5THN. TOE DEX1)THEREICEEES 2D MR DHIRET —Ho
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