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User Document | Information contained in a User’s Document, in
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Protected TSF Tob LIVRWnD, BEIFFATES TSF7—
Data 4
TSF Data for which alteration by a User who is
neither the data owner nor in an Administrator
role might affect the security of the TOE, but
for which disclosure is acceptable
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TSF Data for which either disclosure or
alteration by a User who is neither the data
owner nor in an Administrator role might affect
the security of the TOE
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An attacker may access (read, modify, or delete)
User Document Data or change (modify or delete)
User Job Data in the TOE through one of the TOE’s
interfaces.
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DTSFT —ZIZRIET 7B AT 2008 LIV,
An attacker may gain Unauthorized Access to TSF
Data in the TOE through one of the TOE’s
interfaces.
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A malfunction of the TSF may cause loss of security
if the TOE is permitted to operate.
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An attacker may cause the installation of
unauthorized software on the TOE.
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An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring
or manipulating network communication.

3.4 HBOEXa) T4 A

AKTOE IZERSNHMfEkDOEX 2V T ¢ Fi#t 2% 3-6 IZR-T,

#3-6 HMBOEF1) T4 HE

A

o
S

P.AUTHORIZATION

R 1T, SCEALEE N OVE B RE 22 SBT3 D AN HE
FRZAF G- S RIT UL B 720,

Users must be authorized before performing
Document  Processing and  administrative
functions.
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AN

Security-relevant activities must be audited and
the log of such actions must be protected and
transmitted to an External IT Entity.

P.COMMS_PROTECTION

TOE!X. LAN FofidFT /N4 2L BE iR T& 72
TIUEZR B0,

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPTION
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B AZ A A RE /R AN FEFEME R b L — U T A RITRTF
T 58546, TOEIZZNLDT NA A LOjEYST—
LT D L,

If the TOE stores User Document Data or
Confidential TSF Data on Field-Replaceable
Nonvolatile Storage Devices, it will encrypt such
data on those devices.

PKEY_MATERIAL
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BATRE /R R RAEA N L— U D72 Ol B D Ak
WZHGT DL 97, EXofE, 7~ R F
TEIXZE DD H & DEIZ, RNIERT 7 & A0 bR
HEENRITNUER DR, DOEDA R L =TT A
AR IR F SN TE R B 720,

Cleartext keys, submasks, random numbers, or
any other values that contribute to the creation of
encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential
TSF Data must be protected from unauthorized
access and must not be stored on that storage
device.

P.FAX_FLOW

TOEZPSTN 7 7 7 At w12t 53556, PSTN
7 7 7 AR E LANOB O 45 Bl RFEd 5,
If the TOE provides a PSTN fax function, it will

ensure separation between the PSTN fax line and
the LAN.
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4.1 FRARVIREICERYT SETIREH
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Physical security, commensurate with the value of
the TOE and the data it stores or processes, is
assumed to be provided by the environment.
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#OT 7w ANOTOEZR#ET D 2 & 2BET 5,
The Operational Environment is assumed to

protect the TOE from direct, public access to its
LAN interface.
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TOE Administrators are trusted to administer the
TOE according to site security policies.
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- CTOEZMHT 2 L 2 #HFI ST D,
Authorized Users are trained to use the TOE
according to site security policies.
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« 7547 s PC(Web 77 w7+4) : HT'TP over TLS
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« FTP #—/3— : FTP over TLS
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CC Common Criteria for Information Technology Security
Evaluation (&3 = U 7 ¢ fHAli A 1E)

CEM Common Methodology for Information Technology Security
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PP Protection Profile (7m7 27 v a7 m7 7 A)L)

SFR Security Functional Requirement (&3 = U 7 ¢ #§REZ(4)
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MFP Multifunction Product
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AES Advanced Encryption Standard

CBC Cipher Block Chaining

CTR_DRBG Counter (CTR) mode block cipher algorithm DRBG
DRBG Deterministic Random Bit Generator

FTP File Transfer Protocol

HMAC Keyed-Hash Message Authentication Code
HTTP Hypertext Transfer Protocol

IPP Internet Printing Protocol
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SHA Secure Hash Algorithm

SMTP Simple Mail Transfer Protocol

TLS Transport Layer Security
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