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1.4.2.1. EAHEE
PATIZ, TOE O XAREREAE FLIR 5,

Table 1-4 TOE DA% AE
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T EE —WRTFTED, FIRE DB 05— R A7 LT - SCE O]
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3 | = —Hkae FIAZ LD EE S FINEDOBRIEICE > T L EE AR YT THAR- T,
Bt B T i A4 G FN R 2 B RE.
4 | 77U AMRE 1T 77T abhaVE VT, AR EFEEFR A (PSTN) 2 L CaE
ZIEZAE T HIHRE,
<7 7 I ARG HERE
BAE SRR DDRGE AR EL  BMCEE AT Y TR I, B CFICA
LT FRE LTINS 7 7 7 AT T DHERE, #AE S s AR 7 AR
TSN TCWDEFLEET 77 ARETIHIELTED,
T I ARG HRE
ST 77 AN EERR R E L CE T UEEZ R T O,
5 | CEORFEEVHULERE | ARy A BEHIAEVZERY A NSAT—REE 5t PDF Ay 7 AICET X
BERAE B UITRAF U E 7 30E R B 3 H e,
AR Y 7 AZH LT, HOCEE AR v CRi A Y, B SCEICE WL TRIT,
AT PC DTV ZRTAN—H LT WC DB LEERTE. 777 A%
BEICES> TZELIZ Fa— N &7 7/ AEERTTED, W ATVZIER Y2
AIZHLT, 77 7 ABREIC K > CRAB LT 7 7 Y ASCERARF CTED, /SAT—K
K51t PDF Ry 7 AZKL T, 2947 b PC O WC 0O E - LEERFTE
Do
TENAR > 7 AN ARTF SN TB A SCEIE, BB SR D BHIR, SMTP 3 —/ 38—
/WebDAV H#—/3—/SMB % — —~DT77ANV%lE, 777 23%E, WC 25
SMTP #—/3—/WebDAV #—/X—/SMB H#—_R—~DT7 7 A VEF, X
0 —RNCED, MK ATV ZER Y7 ARAFS NI E T CEIT, BIE S d
HEH, WC MnbF T a—RNTED, SRV —RE5{ PDF Ry 7 AR AFS
NToETSCET, BB SR AR Y I ASDRFENTED,
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1.4.2.2. %) T 1 HEE
LT, TOE Otx =T s#her 3tk 4 5,
AR =TT A A O SAGIZE T 2HEE1L. TOE MR T2 8% 20T A BEICE e,

Table 1-5 TOE D&%V T (HHE

No. Function Definition

1| #5IFRGEHERE TOE %#FIHLISET 28N AR HE THAHZ LA HE D LIS LA
FETE AL > THREEL . FF AR L HlrEn =& 720012 TOE ORI &7
T HMEE, MBIAEVZIER I ANT 7B AT DGE (T 77 AZAGZ R . I
B OFWBIRFEIZINZ | SBF ATV ZAERN Y7 A RAT —RIZ L D35S Fhii 32,
FRAEF UL TOE B & AN AFRGEE T THOAR B EEE R .ﬁﬁf&ﬁ’hﬁ@nh FEY—
N T IR — R —RBEE TR B D, ARERRIZIZLL T OMEEN & £
o,

-8 L 72 BRAE R RIS AN R B MBS 3 L 7= 55 B | AR A A5 1L - D HRE
BT AUKHT AN UTeRRT —R &S :%I%Ti%mﬁ“éi%éﬁb
SR —RD VB AR T A DIEHEN T ORELT- /N IAT—RED
B T LT S AT — R 12T B 8 8k DR BE

FAFRRES N e — 1 — O ER — E R CEHLE D3RR E LI REf 72 0)
Yt 0y ar w73 ok

2 | eI TOE AOREEFEITKL, FFAISN-FIHE OBRBT 7 BATfELDLIIC
BRAEGE FE~DT 7 A% IR DS RE,

3 | W E{bikRE LAN EToOm@ETIC, F—FEE~T 7B ATERNIIICRE b3 DHkE, 7
— AL DOF B, EEEIIRRB SN 57 L TYR LD I LV IRGE
I,

4 | EfEEEEHRE LAN F B Ry N —2 E OB LB E IR 2O & B 13 216, TPsec (2

FoTRIEKEIRH#ETD, 7947~ PC, SMTP H— — SRS —
—. DNS #—s3—_ nJ/ 4 —,3—_ WebDAV #—/3— SMB #—/3—L TOE
DEDBET — 2% 5T 5, 3. E5{LHEEEIC L > TRy N —7 B
B FEANE BT DL TRET D,
BEDBEMOKERE D TIThN D EZ TR T HIEEE,

5 | BXaUT o EEAE kB FREEARE CRRAFS N2 E # 4 (U ADMIN), — % F) fl # (U NORMAL)
N, FNENOHKENIRMEES N TOE Ot T BT %R E. R
MDHRETHHZ LA RAET HHERE

6 | EEAREHE TOE OfEABLIOEX2UTICBET2FL (LT, BEAHFLRLY) Ouss
ARFERELEDICE AR T — 2 LU CRRsk T DI%EE, v/ 7 7 VL, B1EHE
BIEMEEZHV e/ — " —ZEFESh, /P — =B E AN T
&%, 7mhauit WebDAV &35, WA 7 #AMEERE 1LY R —hL72
v,

7 | A E R TOE OV 7—AU=T T w75 —b et T 5801, Ty 7T — 507 7—24
U7 OHEIFMAZMRFEL %nwirt%,%@%@f%é’&%ﬁﬁ?ﬂa‘é%&%‘*(?ﬁ"—?
—M#E), TOE OREIRFICRF 2R UBRIEELZ T iR BT T2
:&“677*A'7170)%£‘f$%1%ﬂ?“5’r%%ﬁb( H &7 AMERE),

8 | FAX /) Hiekkse TOE @777 A I/F 73, PSTN & LAN D7 —% - 7V % LR+ 572D (4
RIRNZ LA ARFET DR AR,
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1.4.3. FHEE

AR ST THEMATLIHFHEOEREERT D,

Table 1-6 A&

Designation Definition

iy BFLET, LFOCHERE DG REE LI ET 2 Tho,

HOCE G, ORI E DR AR MU R D L TH D,

ErECE PRAEET L DOx5: 722 (Storage and retrieval IZEDIED X G L70%) H+SC
EN

777 AE 777 AEREIC IV AREIRAE N U THNEL 7 7 7 AL IERAZ T 5 0E,

vars N Ra b —EEEICEN SN CELER S A, B—O/RE X 2 7% 1 AL E
DXEZNHTE D,

WC Web Connection, 7 741 7+ b PC ® Web 77 U4 % LT TOE Z#/ET 2
HEHE, A V27 = — A,

(DA V2 TOE # 8T 272 DFHay ha— T (A, & v FRRVRET 4 A7

LA TR S D,

2FpFa=y b

TOE THXENLHF, GTHERAHAHARY , EF7 —
A

ST B 12 DTS

o

TV Fa=y b

TOE CHIRAICER I N EGT — % 2RI 1327314 2,

flfi=> tr—Fa2=y}

TOE % il 3 % 2,

Ty —hU=xT TOE Z#liHl+25Y 7+ =7,

CPU HH o R LB

RAM TEEMEE S L TR SN 2R AT Y,

SPI Flash TOE OEIEARTE T 2 TSF 7 — ¥ BRAFE SN D B AR P 22 R HRE A £ Y,

SSD 256GB OB AR R ZFEER, 77 —2 v =7, B0y U —
TNHEDT I RBACKTHLV ARV AETCRRTHT-OOEKESTET —F .
TOE O EMT — 4, BLXEN 7 7 A VE LTRIFEND,

Ethernet I/F TOE & LAN % #ifi 4 27-0DA % 7 = —Z, 10BASE-T, 100BASE-TX,
Gigabit Ethernet # %K — h 35,

USBI/F TOE & USB 7 /31 A& i 9 D120 DA 4T = — A,

RS-232C I/F D-sub9 B> % LT, TOE ~3 U T AERT HZ LN TEDHA v E T2 — R,
TOE MR —E A~ U RN A T F o AERE T T 2,

SMB %15 Ax ¥ LT —4% TOE WILIRFSN TV LEFLEREE, avPa—
B —TWR DT 7 ANMIERL T, A Ea—F =0 —N—DIF 7 L4
— 55T B HhE,

WebDAV %(E AX ¥ L7eT—4#% TOE WIZRFSNTWAETFLHEREE, arta—
B —TRZ DT 7 A ML L T WebDAV H— "—(ZT v 71— T HHHE,
07— N—n SRET DG LERT S,

Ry 7 A 7Y v MERE. 77 7 ABERE. CEOMRAE L EY H LEEREIZ IV T, FIAE ST

EBF RN MAEY g 75 —Z % TOE \[CHMET HHERE, AL, REE& 7Y

VR 7 A SAT— R L PDF Ry 7 X, BHIAEVSZERY 7 2l
ARy 7 ARFFATE 5,
EE& TV PRy T R —ZFIREN, 7 F7AT L P PCOTV U HRTAR— L LT WC BT

U » MERER FAT LTcke, B XEN—RRFSN D, —BRFIHE L, BIEAS
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Designation

Definition

RN D —RRFE S NI BT LEOHIRIZFATS 2 2 LN TE D,

NAT— R E{t PDF AR
v 7 A

—MEFIMENR. 7 F47 2 8 PCOWC B3R Y — RTHEZ{k 37z PDF ©
FIR S U< IIPRAFZ FAT L7cRy, B 3CED —RRFES D, —BFAIHHE T,
BRI D —RHRFE SN B CEOHR S L3R FEFATTH I LN
TE %,

Rl ATV ZERY 7 A

T7 7 AEICLVZE LI F a— R EESN T RN T 7 7 ALEE R
T 5, EEREDEE A €Y ZEHE CTHEEI AT Y ZEEEDRE LIZHEI
FIATE CERTITANRE SN TWD), £z, BEEE D HH A TV ZER
ECTHELEMB AT ZERY 7 AR T — R CHR#EIND, B AEY 2
FEARY 7 ANRAT = REM>TWAH—FIHEIX. BESxLve s 7470 b
PCOWC oG, 77 7 AXEEZRY T ENTEX S,

ARy 7 A

—RFIAFEDR. BHFPFAT AR Y 7 ZZx L, #BlE SR, 727347
FPCOTY L Z RTAN— LT WCHOEFLELRIFTED, 77
JABRICEVZEFE LY a 7ICF a— FRBRESNLTWDLHE. IBESN
ARy 7 2T 7 7 AL EERAFT D, —BFITEN. BEDFHT DM A
ANy 7 At L, BERxN, 2T54T7 2 F PCOWC HEFICHEELTY H
5,

B

i)

Ty ABRICEVZFE LI F a— FRfRESNTZ T 7 7 AEEBARN Y 7
ANRET DHEEE, AR v 7 ZOFTHEE TH 5 —fRFIE & EFEAED, BA
Ry 7 AEANER) L BURZAEMSAY — R ETE b,

Fa—Fk

SUB 7 RLALE(E ID THERRS D, BUBRZEDN AR E SN TO S AR
v 7 AT 7 7 ZEETHERTIE, BEEBAR Y 7 A DR S & BIRZEM
NAY—R%F a— RO SUB7RLAEEFID & LTANT S,

0 7 A FEATHE, FIREICEEMN T BN D EF 2 ) T 4 BEEORE], TOE 121,
— % 2 (U.NORMAL), & (U ADMIN)DEEINH 5,

— R
(UNORMAL)

— R FHZ (U.NORMAL) & L CTOEDFIHZFH el Sn-FI ., FIHER=
—W =4, =P —XRT— | FHEHEHRZRLTE A IRI LI, —
WFIHZE (U NORMAL) EL CGRBISND, 2 —V —HiE TRt S22 R H T
x5,

B
(U.ADMIN)

FHE(UADMIN)E LT TOE OFIAZFFAI S -FAE, TOE OEHEIC
X, B A HEOBENIEY 22—V —EFHE(U.USER_ADMIN) Lt /L b A
VEMF (U.BUILTIN_ADMIN) 3%, HHAEm TRt 22X 2V T 4
TR EFHTE B,

o— I —EEE
(U.USER_ADMIN)

FRAEN =P —4 22—V = RT—F EHEHERHY T AR
e, o — W —& 3 E (U USER_ADMIN)E L CERRIIE L5,

L~ A e
(U.BUILTIN_ADMIN)

BHENRAY— REmARAE, FAENEHEE AU —RTas AR LT
B B LIS B (U BUILTIN_ADMIN) & L CikBlIE N5,

R e =AY — R BHHAE, FIRAER—ERARIRT—RFTr 7 A I
R LT g, h— b A CHEE S LD HERE A FIF T & 5, TOE OFKES k7
TNAstS R — N5,

User ID TOEDFIME A3 28001, FIREN a7 A A Licge. FIRER

ML LT T D, —BFIHE, 22— —BHEORE, 2 ——&H
REED BT S HD Y Toh b, e b VEHEL, FHOBEE55E
DLETHND,
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Designation Definition
=7 VG FREDLIL T oo VRS GRBIGEIEZ FATL, S BIFRREIZ R B LI &
TOEZFIH ATREZIRARIZ D2 L, #fE kL, WC, TV ZRTGAN—=0BFATT
x5,
a——4 —WFIHE, 22— —FHEN, v A VR LTy L ELTANITD

W, ARIEEEIEOSH A, TOEF2—V—41 X » CRIAZE N Bk —V
= E D MEFHIT 5, VB EERE T RFIAE LB T DBRICRE L.
DIBRIZZERE TE 720,

a2y A NAT— R

RIS, v 7 A URHC 7 LTy v x b LTART 820 — R, RERER
%ﬁgﬂ:@%/ﬁ\\ TOEIZu /' A /XA T — HCJ:’J’C*IJFH%%%‘,}?E#éO :’-‘—“Tj‘—
NAT— R FEFNRAT— R F—ERARRAT—R3b D,

Z—HP— X2 T — R

A E OB A N2 — K, RKREEBIEOS &, WA 32—
B A E B — Y — AV — RERETE 5, —BAIAEE A
HOa—F— 20— FEERTE D,

EPRENAT — |

B b VEBE OO VA AT — R, TOEH X, FIE0OEEE A
— RRRESNTEY  TOEHRERICE /L M VEEENHIENSEET 5,
DI, BEHENEFETE D,

P—E AR T— R

P—t 2w O T A L RAT— R,

— R Ik

EEREP A MNEOTOEDRIM 45 1T 2R, EHEIT, = — Y —EH%
HEIC R TSR S 117 User IDFRIC —IFF S L DFRE & iRBRA TE 5, —IeF)
AFE L BARE ST User IDZFF> - RFIAER 0 7 A L 2 FITLTZHE.
TOEZ BT 1 7= R FH B 2 T 2720 LU FIRFE 1T 7 1 TR L,
TOEZFIATE 220,

B MER

EHE DR I E BB COTOEDR & 7F vl ¢ DH%RE, EHE L.
2 — VP —EHERICB WV TRE Iz User IDfICEHEHEROKE & 7R
T& 5, BEHEMERNFRE SN User IDE oA HENEEEHERSH Y T
07 A IR LG, BEEEE CTOEZRIH X 5, BHEHRIRE
ShTWianUser IDZFFO— M MAENEHAEHRS Y T /A U E2FITL
7e% 6. TOEIZBIEM T - FIHFRIEAKIET 5720, ZUFHE IR 71
IR L, TOEZFIH TX /ey,

P RETI R

B SR ORI AT RE /B RE & I IR 9~ D ERE, EELE 1L, 22—
BHREIC BV TR S SN 7o User IDFICHEBERI IR D% TE & ARBRAS T X 2, HEREM
IRASEE S iz User IDZFio>—fRFIHE DR 1 7 A > 2FAT LI2HH . TOEIR
FIAZHIR S NIZEREDOULEZ HERR S L  IFTHERTRE TR R T 5720, il
PRI OBEREZ R TE 7220,
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2. Conformance Claims

2.1. CC Conformance Claims

A ST 1%, LLF® Common Criteria (LLE, CC L384) I &1 5,

CC version : Version 3.1 Release 5
CC Part 2 (CCMB-2017-04-002) extended, CC Part 3 (CCMB-2017-04-

CC conformance
003) conformant

2.2. PP Claim

A ST 1. LL T PP, Errata (259 5,

PP Name :  Protection Profile for Hardcopy Devices
PP Version ¢ 1.0 dated September 10, 2015
Errata ¢ Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

2.3. PP Conformance Rationale

PP NERTHLLFOSMEE L, PP OE K@Y [Exact Conformance | THh5, D7z, TOE fEj1x PP &
—HEL T\,
+ Required Uses
Printing, Scanning, Copying, Network communications, Administration
+ Conditionally Mandatory Uses
PSTN faxing, Storage and retrieval

+ Optional Uses
L
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3. Security Problem Definition

3.1. Users

TOE OHMMAH L, LLF OIS,

Table 3-1 User Categories

£ PR Dag L B

—FI —FI AP — SR — R CEREREES 7 R
(U.NORMAL) (UNORMAL) &, — A H#E (U NORAML) D#&E| 2o,

. (=gt BEHFIZL o CEEFHERE M SSh, 2 —V 4, =2—
a—Y—EEHE .. o I
(U.USER. ADMIN) (U.ADMIN) W= 2T — R FHFEHERS D CTHBIFEES LR A

- ¥, HHE U ADMIN) OB %>,

BN BB (gt BHE SAT—RZLo> CTRAGRIES =R A E, FHE
(U.BUILTIN_ADMIN) (U.ADMIN) (UADMIN) D& EZ -,

3.2, Assets

TOE [ZB T DR G PEITLL T D@y ThD,

Table 3-2 Asset categories

Designation Asset category Definition
Data created by and for Users that do not affect the operation of the
D.USER User Data
TSF
Data created by and for the TOE that might affect the operation of
D.TSF TSF Data the TSF
e

3.2.1. User Data

User Data %, L T® 2 DOFFINBHERIND,

Table 3-3 User Data types

Designation User Data type Definition
User Document Information contained in a User’s Document, in electronic or
D.USER.DOC
Data hardcopy form
Information related to a User’s Document or Document Processing
D.USER.JOB | User Job Data Job
0

3.2.2. TSF Data

TSF Data (%, LLF®D 2 DOFERHHERES D,

Table 3-4 TSF Data types

Designation User Data type Definition
TSF Data for which alteration by a User who is neither the data
Protected TSF . o . )
D.TSF.PROT Dat owner nor in an Administrator role might affect the security of the
ata
TOE, but for which disclosure is acceptable
. . TSF Data for which either disclosure or alteration by a User who is
Confidential TSF ) ] o )
D.TSF.CONF Dat neither the data owner nor in an Administrator role might affect
ata
the security of the TOE

Copyright ©2022 KONICA MINOLTA, INC., All Rights Reserved
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3.3. Threat Definitions

Threats are defined by a threat agent that performs an action resulting in an outcome that has the
potential to violate TOE security policies.
Table 3-5 Threats

Designation Definition

An attacker may access (read, modify, or delete) User Document
T.UNAUTHORIZED_ACCESS Data or change (modify or delete) User Job Data in the TOE
through one of the TOE’s interfaces.

An attacker may gain Unauthorized Access to TSF Data in the TOE
through one of the TOE’s interfaces.

T.TSF_COMPROMISE

A malfunction of the TSF may cause loss of security if the TOE is
T.TSF_FAILURE ]
permitted to operate.

An attacker may cause the installation of unauthorized software on
the TOE.

An attacker may access data in transit or otherwise compromise the
T.NET_COMPROMISE security of the TOE by monitoring or manipulating network

T.UNAUTHORIZED_UPDATE

communication.

3.4. Organizational Security Policy Definitions

TOE 23 FEHL§ & OSP #LL FITRT,
Table 3-6 Organizational Security Policies

Designation Definition
Users must be authorized before performing Document Processing
P.AUTHORIZATION o ] .
and administrative functions.
Security-relevant activities must be audited and the log of such
P.AUDIT

actions must be protected and transmitted to an External IT Entity.
P.COMMS_PROTECTION The TOE must be able to identify itself to other devices on the LAN.
If the TOE provides a PSTN fax function, it will ensure separation
between the PSTN fax line and the LAN.

P.FAX_FLOW

3.5. Assumption Definitions

Assumptions are conditions that must be satisfied in order for the Security Objectives and functional
requirements to be effective.
Table 3-7 Assumptions

Designation Definition

Physical security, commensurate with the value of the TOE and the

A.PHYSICAL data it stores or processes, is assumed to be provided by the
environment.
The Operational Environment is assumed to protect the TOE from
ANETWORK

direct, public access to its LAN interface.

TOE Administrators are trusted to administer the TOE according to
A.TRUSTED_ADMIN . ] .
site security policies.

Authorized Users are trained to use the TOE according to site
A.TRAINED_USERS . .
security policies.

Copyright ©2022 KONICA MINOLTA, INC., All Rights Reserved
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4. Security Objectives

4.1. Definitions of Security Objectives for the Operational Environment

Table 4-1 Security Objectives for the Operational Environment

Designation Definition

The Operational Environment shall provide physical security,
OE.PHYSICAL_PROTECTION commensurate with the value of the TOE and the data it stores

Or processes.

The Operational Environment shall provide network security to
OE.NETWORK_PROTECTION
protect the TOE from direct, public access to its LAN interface.

The TOE Owner shall establish trust that Administrators will

OE.ADMIN_TRUST

not use their privileges for malicious purposes.

The TOE Owner shall ensure that Users are aware of site
OE.USER_TRAINING ) o
security policies and have the competence to follow them.

The TOE Owner shall ensure that Administrators are aware of
site security policies and have the competence to use

OE.ADMIN_TRAINING . )
manufacturer’s guidance to correctly configure the TOE and

protect passwords and keys accordingly.

Copyright ©2022 KONICA MINOLTA, INC., All Rights Reserved
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5. Extended components definition

AFETIE, JREL X 2V T AR B2 E R T D, 728, JEIRE/ 1342 T HCD-PP TERSNTWDAHLDEZED
FEFEHAL TS,

5.1. FAU_STG_EXT Extended: External Audit Trail Storage

Family Behavior:
This family defines requirements for the T'SF to ensure that secure transmission of audit data from TOE
to an External IT Entity.

Component leveling:

FAU_STG_EXT.1: Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel

implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:

=  The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

= There are no auditable events foreseen.

FAU_STG_EXT.1 Extended: Protected Audit Trail Storage

Hierarchical to : No other components
Dependencies : FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel
FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External IT Entity using
a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External I'T Entity which relies
on a non-TOE audit server for storage and review of audit records. The storage of these audit records and
the ability to allow the administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR for the transmission of
audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class with a

single component.
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5.2. FCS_CKM_EXT Extended: Cryptographic Key Management

Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially, this extended
component is intended for cryptographic key destruction.

Component leveling:

FCS_CKM_EXT.4: Extended: Cryptographic Key Material Destruction 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key materials
that are no longer needed are destroyed by using an approved method.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

= There are no auditable events foreseen.

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

Hierarchical to : No other components
Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction
FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and

cryptographic critical security parameters when no longer needed.

Rationale:
Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer
needed are destroyed by using an approved method, and the Common Criteria does not provide a suitable

SFR for the Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure, and it is

therefore placed in the FCS class with a single component.
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Family Behavior:

This family addresses requirements for protecting communications using IPsec.

Component leveling:

FCS_IPSEC_EXT.1 Extended: IPsec selected 1

FCS_IPSEC_EXT.1 IPsec requires that IPsec be implemented as specified.

Management:

The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in

the PP/ST:

. Failure to establish an IPsec SA

FCS_IPSEC_EXT.1

FCS_IPSEC_EXT.1.1
FCS_IPSEC_EXT.1.2
FCS_IPSEC_EXT.1.3

FCS_IPSEC_EXT.1.4

FCS_IPSEC_EXT.1.5

Extended: IPsec selected

Hierarchical to : No other components
Dependencies : FIA_PSK_EXT.1 Extended:Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit
The TSF shall implement the IPsec architecture as specified in RFC 4301.
The TSF shall implement [selection: tunnel mode, transport model.
The TSF shall have a nominal, final entry in the SPD that matches anything that is
otherwise unmatched, and discards it.
The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using
[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602)
together with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified
by RFC 3602) together with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-
128 as specified in RFC 4106, AES-GCM-256 as specified in RFC 4106].
The TSF shall implement the protocol: [selection: IKEvVI, using Main Mode for Phase 1
exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no other RFCs
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FCS_IPSEC_EXT.1.6

FCS_IPSEC_EXT.1.7
FCS_IPSEC_EXT.1.8

FCS_IPSEC_EXT.1.9

FCS_IPSEC_EXT.1.10

Rationale:

for extended sequence numbers, RFC 4304 for extended sequence numbers], and
[selection: no other RFCs for hash functions, RFC 4868 for hash functions); IKEv2 as
defined in RFCs 5996, [selection: with no support for NAT traversal, with mandatory
support for NAT traversal as specified in section 2.25], and [selection: no other RFCs for
hash functions, RFC 4868 for hash functionsl].

The TSF shall ensure the encrypted payload in the [selection: IKEvI, IKEv2 protocol
uses the cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC
3602 and [selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other
algorithml).

The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

The TSF shall ensure that [selection: IKEv2 SA lifetimes can be established based on
[selection: number of packets/number of bytes; length of time, where the time values can
be limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAsl; IKEv1 SA lifetimes
can be established based on [selection: number of packets/number of bytes ; length of
time, where the time values can be limited to’ 24 hours for Phase 1 SAs and 8 hours for
Phase 2 SAs]].

The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit MODP),
and [selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20 (384-
bit Random ECE 5 (1536-bit MODP)), lassignment: other DH groups that are
implemented by the TOE), no other DH groups.

The TSF shall ensure that all IKE protocols perform Peer Authentication using the
[selection: RSA, ECDSA] algorithm and Pre-shared Keys.

IPsec is one of the secure communication protocols, and the Common Criteria does not provide a suitable

SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is

therefore placed in the FCS class with a single component.
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5.4. FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit Generation)

Family Behavior:
This family defines requirements for random bit generation to ensure that it is performed in accordance

with selected standards and seeded by an entropy source.

Component leveling:

FCS_RBG_EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in accordance
with selected standards and seeded by an entropy source.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FCS RBG _EXT1 Extended: Cryptographic Operation (Random Bit Generation)

Hierarchical to : No other components.
Dependencies : No dependencies.

FCS_RBG_EXT.1.1  The TSF shall perform all deterministic random bit generation services in accordance with
[selection: ISO/AEC 180312011, NIST SP 800-90A] using [selection: Hash DRBG (any),
HMAC DRBG (any), CTR_DRBG (AES).

FCS_RBG_EXT.1.2  The deterministic RBG shall be seeded by at least one entropy source that accumulates
entropy from [selection: [assignment: number of software-based sources| software-based
noise source(s), [assignment: number of hardware-based sources| hardware-based noise
source(s)] with a minimum of [selection: 128 bits, 256 bits| of entropy at least equal to the
greatest security strength, according to ISO/ITEC 18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that it will generate.

Rationale:
Random bits/number will be used by the SFRs for key generation and destruction, and the Common

Criteria does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in the FCS

class with a single component.
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5.5. FDP_FXS_EXT Extended: Fax Separation

Family Behavior:
This family addresses the requirements for separation between Fax PSTN line and the LAN to which TOE is connected.

Component leveling:

FDP_FXS_EXT.1 Extended: Fax Separation 1

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to create a network bridge
between a PSTN and a LAN to which TOE is connected.

Management:
The following actions could be considered for the management functions in FMT:
=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the PP/ST:
= There are no auditable events foreseen.

FDP_FXS_EXT.1 Extended: Fax separation
Hierarchical to : No other components
Dependencies : No dependencies
FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface, except transmitting

or receiving User Data using fax protocols.

Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the Common Criteria does not provide a suitable
SFR for the Protection of TSF or User Data.

This extended component protects the TSF Data or User Data, and it is therefore placed in the FDP class with a single
component.
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5.6. FIA_PMG_EXT Extended: Password Management

Family Behavior:
This family defines requirements for the attributes of passwords used by administrative users to ensure

that strong passwords and passphrases can be chosen and maintained.

Component leveling:

FIA_PMG_EXT.1 Extended: Password Management 1

FIA_PMG_EXT.1 Password management requires the TSF to support passwords with varying

composition requirements, minimum lengths, maximum lifetime, and similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FIA_PMG_EXT.1 Extended: Password Management

Hierarchical to : No other components
Dependencies : No dependencies

FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:
- Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [selection: “!I”, “@”, “#”, “$”, “%”, “”,
“&”, ¥ “« ) [assignment: other charactersl;
+ Minimum password length shall be settable by an Administrator, and have the capability

to require passwords of 15 characters or greater;

Rationale:
Password Management is to ensure the strong authentication between the endpoints of communication,

and the Common Criteria does not provide a suitable SFR for the Password Management.

This extended component protects the TOE by means of password management, and it is therefore placed

in the FIA class with a single component.
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5.7. FIA_PSK_EXT Extended: Pre-Shared Key Composition

Family Behavior:

This family defines requirements for the TSF to ensure the ability to use pre-shared keys for IPsec.

Component leveling:

FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition 1

FIA_PSK_EXT.1 Pre-Shared Key Composition, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FIA PSK EXT1 Extended: Pre-Shared Key Composition

Hierarchical to : No other components
Dependencies : FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit Generation)
FIA_PSK_EXT.1.1 The TSF shall be able to use pre-shared keys for IPsec.
FIA_PSK_EXT.1.2 The TSF shall be able to accept text-based pre-shared keys that are:
+22 characters in length and [selection: [assignment: other supported lengths), no other
lengthsl;
-composed of any combination of upper and lower case letters, numbers, and special
characters (that include: “”, “@”, “#”, “$”, “%”, “»”, “&”, “*”, “(“, and “)").
FIA_PSK_EXT.1.3 The TSF shall condition the text-based pre-shared keys by using [selection: SHA-1, SHA-
256, SHA-512, [assignment: method of conditioning text stringl] and be able to [selection:
use no other pre-shared keyss accept bit-based pre-shared keys; generate bit-based pre-
shared keys using the random bit generator specified in FCS_RBG_EXT 1].

Rationale:
Pre-shared Key Composition is to ensure the strong authentication between the endpoints of
communications, and the Common Criteria does not provide a suitable SFR for the Pre-shared Key

Composition.

This extended component protects the TOE by means of strong authentication, and it is therefore placed
in the FIA class with a single component.
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5.8. FPT_SKP_EXT Extended: Protection of TSF Data

Family Behavior:
This family addresses the requirements for managing and protecting the TSF data, such as cryptographic

keys.This is a new family modelled as the FPT Class.

Component leveling:

FPT SKP EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires preventing symmetric
keys from being read by any user or subject.It is the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FPT SKP EXT.1 Extended: Protection of TSF Data

Hierarchical to : No other components.
Dependencies : No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private keys.

Rationale:
Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are protected

securely, and the Common Criteria does not provide a suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication using Preshared Key, and

it is therefore placed in the FPT class with a single component.
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5.9. FPT_TST_EXT Extended: TSF testing

Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct operation.

Component leveling:

FPT_TST_EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up in order to
demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FPT TST EXT.1 Extended: TSF testing

Hierarchical to : No other components
Dependencies : No dependencies

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to demonstrate
the correct operation of the TSF.

Rationale:
TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not provide a
suitable SFR for the TSF testing.In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single

component.
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5.10. FPT_TUD_EXT Extended: Trusted Update

Family Behavior:
This family defines requirements for the TSF to ensure that only administrators can update the TOE

firmware/software, and that such firmware/software is authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1

FPT _TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

=  There are no auditable events foreseen.

FPT TUD_EXT.1 Extended: Trusted Update

Hierarchical to : No other components
Dependencies : FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).
FPT _TUD_EXT.1.1  The TSF shall provide authorized administrators the ability to query the current version
of the TOE firmware/software.
FPT TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.
FPT TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE using a
digital signature mechanism and [selection: published hash, no other functions) prior to

installing those updates.

Rationale:
Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable SFR for

the management of firmware/software.In particular, there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single

component.
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6. Security Requirements

6.1. Security Functional Requirements
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6.1.1. Mandatory Requirements
6.1.1.1. Class FAU: Security Audit

FAU_GEN.1

FAU_GEN.1.1

FAU_GEN.1.2

Audit data generation

(for 0.AUDIT)
Hierarchical to : No other components.
Dependencies ¢ FPT_STM.1 Reliable time stamps

The TSF shall be able to generate an audit record of the following auditable events:
a) Start-up and shutdown of the audit functions;

b) All auditable events for the not specified level of audit; and

¢) All auditable events specified in Table 6-1,[ 7 L].

The TSF shall record within each audit record at least the following information:
a) Date and time of the event, type of event, subject identity Gf applicable), and
the outcome (success or failure) of the event; and

b) For each audit event type, based on the auditable event definitions of the

functional components included in the PP/ST, additional information specified in
Table 6-1, [ L].

Table 6-1 Auditable Events

Auditable event Relevant SFR Additional information
Job completion FDP_ACF.1 Type of job
Unsuccessful User authentication FIA UAU.1 None
Unsuccessful User identification FIA _UID.1 None
Use of management functions FMT_SMF.1 None
Modification to the group of Users that are | FMT_SMR.1 None
part of a role
Changes to the time FPT_STM.1 None
Failure to establish session FTP_ITC.1, Reason for failure
FTP_TRP.1(a),
FTP_TRP.1(b)

FAU_GEN.2

FAU_GEN.2.1

FAU_STG_EXT.1

FAU_STG_EXT.1.1

User identity association

(for 0.AUDIT)
Hierarchical to : No other components.
Dependencies ¢ FAU_GEN.1 Audit data generation

FIA_UID.1 Timing of identification
For audit events resulting from actions of identified users, the TSF shall be able to

associate each auditable event with the identity of the user that caused the event.

Extended: External Audit Trail Storage

(for 0.AUDIT)
Hierarchical to : No other components.
Dependencies ¢ FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel.
The TSF shall be able to transmit the generated audit data to an External IT Entity using a
trusted channel according to FTP_ITC.1.
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6.1.1.2. Class FCS: Cryptographic Support

FCS_CKM.1(a)

FCS_CKM.1.1(a)

FCS_CKM.1(b)

FCS_CKM.1.1(b)

FCS_CKM_EXT.4

Cryptographic Key Generation (for asymmetric keys)
(for 0.COMMS_PROTECTION)

Hierarchical to : No other components.

Dependencies © [ECS—_CKM-2 Cryptographic key-distributionor
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification) }

FCS_COP.1(G) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall generate asymmetric cryptographic keys used for key

establishment in accordance with [

+ NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for finite
field-based key establishment schemes;

« NIST Special Publication 800-56B, “Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography” for RSA-
based key establishment schemes

] and specified cryptographic key sizes equivalent to, or greater than, a symmetric
key strength of 112 bits.

Cryptographic Key Generation (Symmetric Keys)

(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION)

Hierarchical to : No other components.

Dependencies 1 [ECS_CKM.2 Cryptographic keydistribution;or
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption)

FCS_COP.1(e) Cryptographic Operation (Key Wrapping)
FCS_COP.1(f) Cryptographic operation (Key Encryption) }
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)

FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

Refinement: The TSF shall generate symmetric cryptographic keys using a

Random Bit Generator as specified in FCS_RBG_EXT.1 and specified

cryptographic key sizes [128 bit, 256 bitl that meet the following: No Standard.

Extended: Cryptographic Key Material Destruction
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)

Hierarchicalto : No other components.

Copyright ©2022 KONICA MINOLTA, INC., All Rights Reserved
33/ 176



KONICA MINOLTA bizhub C4501 S/bizhub C3601 S/bizhub C3001 S/bizhub C2501 S with FK-514
¥z T =

Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)],
FCS_CKM.4 Cryptographic key destruction
FCS_CKM_EXT.4.1  The TSF shall destroy all plaintext secret and private cryptographic keys and

cryptographic critical security parameters when no longer needed.

FCS_CKM.4 Cryptographic key destruction
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)

Hierarchical to : No other components.

Dependencies :  [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)l,

FCS_CKM.4.1 Refinement: The TSF shall destroy cryptographic keys in

accordance with a specified cryptographic key destruction method [

For volatile memory, the destruction shall be executed by [ powering off a devicel.

For nonvolatile storage, the destruction shall be executed by a [singlel overwrite of

key data storage location consisting of |a static pattern), followed by a [nonel. If

read-verification of the overwritten data fails, the process shall be repeated again;

] that meets the following: [no standard).

FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
(for 0.COMMS_PROTECTION)
Hierarchical to : No other components.
Dependencies : [EPPITC A Import-of user-data-without-security-attributes;
or—
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
FCS_COP.1.1(a) Refinement: The TSF shall perform encryption and decryption in accordance with
a specified cryptographic algorithm AES operating in [CBC mode] and
cryptographic key sizes 128-bits and 256-bits that meets the following:
« FIPS PUB 197, “Advanced Encryption Standard (AES)”
- [NIST SP 800-38A]

FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
(for O.UPDATE_VERIFICATION, O.COMMS_PROTECTION)

Hierarchical to : No other components.
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Dependencies : [EDPITC A Import-of user-datawithout-seeurityattributes,—
or
FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_COP.1.1(b) Refinement: The TSF shall perform cryptographic signature services in

accordance with a [RSA Digital Signature Algorithm (rDSA) with key sizes

(modulus) of [2048 bits, 3072 bits] that meets the following [FIPS PUB 186-4,

“Digital Signature Standard’l.

FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)
(for 0.STORAGE_ENCRYPTION and 0.COMMS_PROTECTION)
Hierarchical to : No other components.
Dependencies ¢ No dependencies.

FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in
accordance with [NIST SP 800-90A] using [CTE_DRBG (AES).

FCS_RBG_EXT.1.2  The deterministic RBG shall be seeded by at least one entropy source that
accumulates entropy from [[onel software-based noise sourcel with a minimum of
[256 bits] of entropy at least equal to the greatest security strength, according to
ISO/TEC 18031:2011 Table C.1 “Security Strength Table for Hash Functions”, of
the keys and hashes that it will generate.

6.1.1.3. Class FDP: User Data Protection

FDP_ACC.1 Subset access control
(for 0. ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to : No other components.
Dependencies ¢ FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP on subjects,
objects, and operations among subjects and objects specified in Table 6-2 and
Table 6-3.

FDP_ACF.1 Security attribute based access control
(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchicalto : No other components.

Dependencies : FDP_ACC.1 Subset access control
FMT MSA.3 Static attribute initialization

FDP_ACF.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to objects
based on the following: subjects, objects, and attributes specified in Table 6-2 and
Table 6-3.

FDP_ACF.1.2 Refinement: The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules governing access
among controlled subjects and controlled objects using controlled operations on
controlled objects specified in Table 6-2 and Table 6-3.
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FDP_ACF.1.3 Refinement: The TSF shall explicitly authorise access of subjects to objects based
on the following additional rules: [ 7 L].
FDP_ACF.1.4 Refinement: The TSF shall explicitly deny access of subjects to objects based on
the following additional rules: [EREHIERIZE T, HBEEGE~DFHZE DT 2 & X
ZHE.
Table 6-2 D.USER.DOC Access Control SFP
"Create" "Read" "Modify" "Delete"
. View image or
. Submit a Release Modify stored | Delete stored
Operation . document to .
. printed document document
be printed
Print output
Job owner (note 1)
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
. Submit a View scanned | Modify stored | Delete stored
Operation : | document for . . .
. Image Iimage Iimage
scanning
Scan Job owner (note 2) denied
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
View scanned
Submit a Image or .
Operation : | document for Release MOd.Iﬁ, HrE De]cjte izl
. . Iimage Iimage
copying printed copy
Copy output
Job owner (note 2)
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
. Submit a View scanned | Modify stored | Delete stored
Operation : document to . 3 ,
cend as a fax Image Image Iimage
Fax send | Job owner (note 2) denied
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
View fax
.| Receive a fax Image or Modify image Delete image
Operation: . Release of received of received
and store it .
printed fax fax fax
Fax
. output
TeCeVe I pax owner (note 3)
U.ADMIN (note 4) denied denied
U.NORMAL (note 4) denied denied denied
Unauthenticated (note 4) denied denied denied
. Store detre Modify stored | Delete stored
Operation : stored
document document document
document
St01tage/ Job owner (note 5)
retrieval U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
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Table 6-3 D.USER.JOB Access Control SFP

"Create" "Read" "Modify" "Delete"
) Create print View print Modify print Cancel print
Operation : . ) .
Job queue /log Job Job
i Job owner (note 1) denied
Print : .
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
) Create scan View scan Modify scan Cancel scan
Operation : . ) .
Job status / log Job Job
Job owner (note 2) denied
Scan : .
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
. Create copy View copy Modify copy Cancel copy
Operation : . . )
Job status / log Job Job
Job owner (note 2) denied
Copy . :
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
) Create fax View fax job Modify fax Cancel fax
Operation: ) . .
send job queue /log send job send job
Job owner (note 2) denied
Fax send - -
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
View fa
. Create fax 1, v iax Modify fax Cancel fax
Operation: .. receive status . ..
receive job i receive job receive job
og
F
a'x Fax owner (note 3) denied
TECEVE Ty ADMIN (note 4) denied
U.NORMAL (note 4) denied denied
Unauthenticated (note 4) denied denied
Create Modli
. View storage / ity Cancel storage
Operation : storage / ) storage / ) .
. . retrieval log . . / retrieval job
o ; retrieval job retrieval job
or'age Job owner (note 6) denied
retrieval . -
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied

+ Note 1: Job Owner is identified by a credential or assigned to an authorized User as part of the

process of submitting a print or storage Job.

+ Note 2: Job Owner 1is assigned to an authorized User as part of the process of initiating a scan,

copy, fax send, or retrieval Job.
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+ Note 3: Job Owner of received faxes is assigned by default or configuration. Minimally, ownership
of received faxes is assigned to a specific user or U ADMIN role.

+ Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by Users of the
TOE.

- Note 5: Fax receive {Z X ¥ create S 4172 3LED Job owner (X Note 3, 7 747 k PC nbHikfES i
723C#E D Job owner |X Note 1, A ¥+ & H W TERENT7ZLED Job owner X Note 2, /XA T —

5L PDF 7R v 7 2055 OIRIFIZ L U create 7230 D Job owner (% Notel 95,

+ Note 6: Create storage job {23\ T, Fax receive |2 X ¥ create X172 5 7 ® Job owner (% Note
3. 7747 M PCIHLEESNTZY a 7D Jobowner [X Note 1, AXx v &2 HNTERINTZV =
Z7'® Job owner I% Note 2. /S AU — RS54k PDF R v 7 206 DIRTFIC L Y create Sy a 7D
Job owner |3 Notel &3 %, Create retrieval job ® Job owner (% Note 2 &35,

6.1.1.4. Class FIA: Identification and Authentication

FIA_AFL.1 Authentication failure handling
(for O.USER_I&A)
Hierarchical to : No other components.
Dependencies ¢ FIA_UAU.1 Timing of authentication
FIA_AFL.1.1 The TSF shall detect when [an administrator configurable positive integer

within [ 1~3]] unsuccessful authentication attempts occur related to [ =z 2"
A NR D — NIZ L BFRAE, AT Y NG 2 AN T — FIZL SR, BV T
o EHE DS

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has
been [met, surpassedl, the TSF shall [##5#ER Ehi & 5 F T4 FfHE D =
DA NR D — NIZ L BBl &L, AEBRHEEDSEME X415 E THA A E Y 2534
D AN D — N BRRAFFELL, TOE DEWIF OFF/ON L CTEE D b HRIFEE I AF R IE
FREIZBRTE ST BREH & 7Kl 75 F TEIL b1 P EPLE DF8aAFF FEIE].

FIA_ATD.1 User attribute definition
(for 0.USER_AUTHORIZATION)
Hierarchical to : No other components.
Dependencies ¢ No dependencies

FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to
individual users: [User ID, B PEZHEIR, EREGIIR Hiti] X F VRG> 7 X~DT 2
T RXHA.

FIA_ PMG_EXT.1 Extended: Password Management
(for O.USER_I&A)
Hierarchical to : No other components.
Dependencies : No dependencies
FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:
+ Passwords shall be able to be composed of any combination of upper and
lower case letters, numbers, and the following special characters: [V, ‘@,
E e S iy sty GRS e S ] A
B O A T BTN S (%@%/)“EJ ZNEA
7 ANZY— FoLE)” 1l
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FIA_UAU.1

FIA_UAU.1.1

FIA_UAU.1.2

FIA_UAU.7

FIA_UAU.7.1

FIA_UID.1

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

+ Minimum password length shall be settable by an Administrator, and have

the capability to require passwords of 15 characters or greater;

Timing of authentication
(for O.USER_I&A)
Hierarchical to No other components.

FIA_UID.1 Timing of identification

Refinement: The TSF shall allow [ 7 7 2 X 52/5, TOEDKEEHERE S NFZRZEDHR

/Z] on behalf of the user to be performed before the user is authenticated.

Dependencies

The TSF shall require each user to be successfully authenticated before allowing

any other TSF-mediated actions on behalf of that user.

Protected authentication feedback
(for O.USER_I&A)
Hierarchical to No other components.

FIA_UAU.1 Timing of authentication

The TSF shall provide only [A 7 & #1/2 X F7—54 1 XFHIZ “*7 F/i3" @ DF

7 to the user while the authentication is in progress.

Dependencies

Timing of identification

(for O.USER_I&A and O.ADMIN_ROLES)

Hierarchical to No other components.

Dependencies No dependencies

Refinement: The TSF shall allow [ 7 7 2 X52/5, TOED K BEFERS - VK REZEDZ
/Z] on behalf of the user to be performed before the user is identified.

The TSF shall require each user to be successfully identified before allowing any

other TSF-mediated actions on behalf of that user.

User-subject binding
(for O.USER_I&A)
Hierarchical to No other components.

FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting
on the behalf of that user: [User ID, EFEEHEIR HEAEHIIR Hf) A T YV ZER > 2
X A~DT 2 X .

The TSF shall enforce the following rules on the initial association of user security
attributes with subjects acting on the behalf of users: [ User ID/Z —H#FFI/{ 11l 737
EINTNBGE, ZAFHZICEEN T2 VT BIEEHTET S, B R
PG I TOLOFIHE R EIEZHERD V) Tr 2 & T LG, Z2FHE
(ZBHEfH1T 7 =2 VT o B IRFET ).

The TSF shall enforce the following rules governing changes to the user security
attributes associated with subjects acting on the behalf of users: [##/ ~ = U Z/54
> I AN Y — FOGEGAFICIEE) LIEG G G FIHE DB A TV ZGH 2 2 X ~D
T2 EREEFINT S, BEHIA T Y ZIGD > 2 AN D — FOGEGHIZKIL L 75

B AL FHE DA F VZHGH 0 2 R ~DT 2 T X EF T B].

Dependencies
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6.1.1.5. Class FMT: Security Management
FMT_MOF.1 Management of security functions behavior
(for 0.ADMIN_ROLES)
Hierarchical to ¢ No other components.
Dependencies ¢ FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MOF.1.1 Refinement: The TSF shall restrict the ability to [disable, enable, modify the
behavior off the functions [refer to Table 6-4 to U ADMIN.

Table 6-4 Management of Security Functions behavior

Security Functions Operations
X2 VT o WILERE disable, enable
a2 — PGB modify the behavior
e T modify the behavior
R IE(E e modify the behavior
s A £ U ZA(E modify the behavior
FMT_MSA.1 Management of security attributes
(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to : No other components.
Dependencies :  [FDP_ACC.1 Subset access control, ex

FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MSA.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to restrict
the ability to [modify, delete, [create, —HFFIHIZ I~ —HEF/HIZ 1 DAEEE, 1145, &
/1] the security attributes [Table 6-5¢0Security Attributes] to [ Table 6-50

Authorised Identified Roles).

Table 6-5 Management of Subject Security Attribute

. . Authorized Identified )
Security Attributes Operations
Roles
Create
U.ADMIN Delete
— REA R4S 1k — IR A L D i
U.ADMIN . _ 4
User ID ARy 7 2O HEFH DO E
U.NORMAL
U.ADMIN

WK v 7 A D owner T ARy 7 ADOFREZHDOIEE
» 5 UNORMAL

Delete
EELE HEMR U.ADMIN
AT 15
Delete
s 2 U.ADMIN .
X &
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FMT MSA.3 Static attribute initialization
(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical t : No other components.
Dependencies : FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles
FMT_MSA.3.1 Refinement: The TSF shall enforce the User Data Access Control SFP to provide
[restrictive] default values for security attributes that are used to enforce the SFP.
FMT_MSA.3.2 Refinement: The TSF shall allow the [no role] to specify alternative initial values

to override the default values when an object or information is created.

FMT MTD.1 Management of TSF data
(for 0.ACCESS CONTROL)
Hierarchical to : No other components.
Dependencies ' FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to perform the specified operations
on the specified TSF Data to the roles specified in Table 6-6.

Table 6-6 Management of TSF Data

Data Operation Authorised role(s)
[assignment: list of TSF Data )
[selection: change default, query, .
owned by a U NORMAL or . U.ADMIN, the owning
. . modify, delete, clear,
associated with Documents or . . U.NORMAL.
] [assignment: other operationsl]
Jjobs owned by a U NORMAL)
[assignment: other operations]
U.ADMIN
Z— =N T— N
. U.ADMIN, the owning
Modity
U.NORMAL
HRFRE Y ZIGH > 2 XNX 7 — | [assignment: other operations]
r B U.ADMIN
Modity
. . [selection: change default, query,
assignment: /ist of TSF Data .
modify, delete, clear, U.ADMIN
not owned by a UNORMAL) i )
[assignment:other operationsl]
BEHHE N — N modify
HIFIEHR modify
SR TFAG— P Y ] modify
HEjz 27 o N modify
AR E B e modify
FRFAERSL T
clear U.ADMIN
(U.BUILTIN_ADMIN LI5f)
N D — NHFG modify
modify
AR ALV — N —FIE [assignment: other operations]
B REE 78 AE DS EREIL E R AF ] modify
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Data Operation Authorised role(s)
modify
R hT—2 BIE [assignment: other operations]
[assignment: list of software, [selection: change default, query,
firmware, and related modify, delete, clear, U.ADMIN
configuration datal [assignment:other operationsl]
=AUz T modify U.ADMIN
FMT SMF.1 Specification of Management Functions
(for 0.USER_AUTHORIZATION, O.ACCESS_CONTROL, and
O0.ADMIN_ROLES)
Hierarchical to : No other components.
Dependencies: ¢ No dependencies
FMT_SMF.1.1 The TSF shall be capable of performing the following management functions: [refer

to Table 6-7].

Table 6-7 list of management functions

management functions

= U7 o e RE
=P —EWHKRE (2 —Y =" 2AU — PO - EHEEREKX Y, User ID, FELEHEIR, HEREMIRZE B 2

HREZ & Le)

= — Y —RRRERR EFERE

SHBRRRE Y — N — REHRE

i {5 U 5 78 B e

Ry MU= RIEOWER, KT

A R o0 48 S RE
Bifm 78 PR RE

VAT AA— Y&y N2 FASRE

HEie 77 7 MR O % SR

B TRRE O FRVER 1L RBRIGE R D 25 FE A AR

PRAT — RIKIZE R RE

FRFIE IR R[] 5 B 1 oD 25 T

ZREFERES (U.BUILTIN_ADMIN LISh) @2 U 7HskE

Ry 7 AEHREEE (AR v 7 A0%E, giaEa—V—2FHT 5HEE2E0)
SREI AT U ZER v 7 AREWIE OSAY — FOXG, B2 ET)
Tr—b =TT v 7T — MR

BHE RAU — NEREERE

FMT_SMR.1

FMT_SMR.1.1
FMT_SMR.1.2

Security roles

(for 0.ACCESS_CONTROL, O.USER_AUTHORIZATION, and
0.ADMIN_ROLES)

Hierarchical to : No other components.

Dependencies ¢ FIA_UID.1 Timing of identification

Refinement: The TSF shall maintain the roles U.ADMIN, U.NORMAL.

The TSF shall be able to associate users with roles.
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6.1.1.6. Class FPT: Protection of the TSF
FPT SKP_EXT.1 Extended: Protection of TSF Data
(for 0.COMMS_PROTECTION)
Hierarchicalto : No other components.
Dependencies ¢ No dependencies
FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private

keys.
FPT STM.1 Reliable time stamps
(for 0.AUDIT)
Hierarchical to : No other components.
Dependencies ¢ No dependencies
FPT_STM.1.1 TSF shall be able to provide reliable time stamps.

FPT TST EXT.1 Extended: TSF testing
(for O.TSF_SELF_TEST)
Hierarchical to : No other components.
Dependencies ¢ No dependencies
FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to

demonstrate the correct operation of the TSF.

FPT TUD_EXT.1 Extended: Trusted Update
(for O.UPDATE_VERIFICATION)
Hierarchical to : No other components.
Dependencies : FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
FPT_TUD_EXT.1.1  The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.
FPT _TUD_EXT.1.2  The TSF shall provide authorized administrators the ability to initiate updates to
TOE firmware/software.
FPT _TUD_EXT.1.3  The TSF shall provide a means to verify firmware/software updates to the TOE
using a digital signature mechanism and [no other functions] prior to installing

those updates.

6.1.1.7. Class FTA: TOE Access

FTA_SSL.3 TSF-initiated termination
(for 0.USER_I&A)
Hierarchicalto : No other components.
Dependencies : No dependencies
FTA_SSL.3.1 The TSF shall terminate an interactive session after a [/ X /L DA, = X T A

A=}V MFRIZ L > TRIE S L SR, WC DG 5, ABjr 27 0 FFRJIC L -
TRIESISIFR, 7V 5 FZ A N—=DG G, et > g 4220,
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6.1.1.8. Class FTP: Trusted Path/Cannels
FTP_ITC.1 Inter-TSF trusted channel
(for 0.COMMS_PROTECTION, O.AUDIT)
Hierarchical to ¢ No other components.
Dependencies : [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
FTP_ITC.1.1 Refinement: The TSF shall use [IPsed to provide a trusted communication
channel between itself and authorized IT entities supporting the following
capabilities: [authentication server, [SMTP#— 3 —, DNS#—N—, 22"#— ¥—,
WebDAV #— 3—, SMB3—-3 —]| that is logically distinct from other
communication channels and provides assured identification of its end points and
protection of the channel data from disclosure and detection of modification of the
channel data.
FTP_ITC.1.2 Refinement: The TSF shall permit the TSF, or the authorized IT entities, to
initiate communication via the trusted channel
FTP_ITC.1.3 Refinement: The TSF shall initiate communication via the trusted channel for
[authentication service, mail service, DNS service, log transmission service,
WebDAV service, SMB servicel.

FTP_TRP.1(a) Trusted path (for Administrators)
(for 0.COMMS_PROTECTION)
Hierarchical to : No other components.
Dependencies :  [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
FTP_TRP.1.1(a) Refinement: The TSF shall use [IPsed to provide a trusted communication path
between itself and remote administrators that is logically distinct from other
communication paths and provides assured identification of its end points and
protection of the communicated data from disclosure and detection of modification
of the communicated data.
FTP_TRP.1.2(a) Refinement: The TSF shall permit remote administrators to initiate
communication via the trusted path
FTP_TRP.1.3(a) Refinement: The TSF shall require the use of the trusted path for initial

administrator authentication and all remote administration actions.

FTP_TRP.1(b) Trusted path (for Non-administrators)
(for 0.COMMS_PROTECTION)
Hierarchical to : No other components.
Dependencies : [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
FTP_TRP.1.1(b) Refinement : The TSF shall use [IPsed to provide a trusted communication path
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FTP_TRP.1.2(b)

FTP_TRP.1.3(b)

between itself and remote users that is logically distinct from other
communication paths and provides assured identification of its end points and
protection of the communicated data from disclosure and detection of modification
of the communicated data.

Refinement: The TSF shall permit [remote users] to initiate communication via
the trusted path

Refinement: The TSF shall require the use of the trusted path for initial user

authentication and all remote user actions.

6.1.2. Conditionally Mandatory Requirements

6.1.2.1. PSTN Fax-Network Separation

FDP_FXS_EXT.1

FDP_FXS_EXT.1.1

Extended: Fax separation

(for 0.FAX_NET_SEPARATION)

Hierarchical to : No other components.

Dependencies ¢ No dependencies

The TSF shall prohibit communication via the fax interface, except transmitting or

receiving User Data using fax protocols.

6.1.3. Selection-based Requirements

6.1.3.1. Protected Communications

FCS_IPSEC_EXT.1

FCS_IPSEC_EXT.1
.1
FCS_IPSEC_EXT.1
2
FCS_TPSEC_EXT.1
.3
FCS_TPSEC_EXT.1
4

Extended: IPsec selected

(selected in FTP_ITC.1.1, FTP_TRP.1.1)

Hierarchical to : No other components.

Dependencies : FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)

FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall implement the IPsec architecture as specified in RFC 4301.

The TSF shall implement [transport model.

The TSF shall have a nominal, final entry in the SPD that matches anything that
1s otherwise unmatched, and discards it.

The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using
[the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together
with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified by

Copyright ©2022 KONICA MINOLTA, INC., All Rights Reserved
45 / 76



KONICA MINOLTA bizhub C4501 S/bizhub C3601 S/bizhub C3001 S/bizhub C2501 S with FK-514
¥z T =

FCS_IPSEC_EXT.1
b

FCS_IPSEC_EXT.1
.6

FCS_IPSEC_EXT.1
N
FCS_IPSEC_EXT.1
.8
FCS_IPSEC_EXT.1
9
FCS_TPSEC_EXT.1
.10

FCS_COP.1(g)

FCS_COP.1.1(g)

FIA_PSK EXT.1

FIA_PSK_EXT.1.1
FIA_PSK_EXT.1.2

FIA_PSK_EXT.1.3

RFC 3602) together with a Secure Hash Algorithm (SHA)-based HMAC.

The TSF shall implement the protocol: [ZKEv1, using Main Mode for Phase 1
exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, |[RFC 4304 for
extended sequence numbers), and [RFC 4868 for hash functionsl].

The TSF shall ensure the encrypted payload in the [ZKEvI] protocol uses the
cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC 3602
and [no other algorithm).

The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

The TSF shall ensure that [IKEvI SA lifetimes can be established based on [length
of time, where the time values can be Iimited to’ 24 hours for Phase 1 SAs and 8
hours for Phase 2 SAsl].

The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit
MODP), and [no other DH groups].

The TSF shall ensure that all IKE protocols perform Peer Authentication using
the [2SA] algorithm and Pre-shared Keys.

Cryptographic Operation (for keyed-hash message authentication)
(selected with FCS_IPSEC_EXT.1.4)

Hierarchical to No other components.

[EDP_ITC1T c | » . 3 ,
or

FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material

Destruction

Dependencies

Refinement: The TSF shall perform keyed-hash message authentication in
accordance with a specified cryptographic algorithm HMAC-[SHA-1, SHA-256,
SHA-384, SHA-512), key size [160, 256, 384, 512 bits|, and message digest sizes
[160, 256, 384, 514] bits that meet the following:

"FIPS PUB 198-1, "The Keyed-Hash Message Authentication Code, and FIPS PUB
180-3, “Secure Hash Standard.”

Extended: Pre-Shared Key Composition
(selected with FCS_IPSEC_EXT.1.4)
Hierarchical to No other components.

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall be able to use pre-shared keys for IPsec.

The TSF shall be able to accept text-based pre-shared keys that are:

Dependencies

22 characters in length and [no other lengthsl;

composed of any combination of upper and lower case letters, numbers, and special
characters (that include: “”, “@”, “#”, “$”, “%”, “*”, “&”, “*”, “(, and “)").

The TSF shall condition the text-based pre-shared keys by using [SHA-1, SHA-
256, SHA-512, [SHA-384]] and be able to [use no other pre-shared keysl.
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6.1.3.2. Trusted Update

FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
(selected in FPT TUD EXT.1.3, or with FCS_SNI_EXT.1.1)
Hierarchical to : No other components.
Dependencies : No dependencies.
FCS_COP.1.1(c) Refinement: The TSF shall perform cryptographic hashing services in accordance

with [SHA-1, SHA-256, SHA-384, SHA-512] that meet the following: [ISO/IEC
10118-3:2004].

6.2. Security Assurance Requirements

The TOE security assurance requirements specified in Table 6-8 provides evaluative activities
required to address the threats identified in 3.3 of this ST.

Table 6-8 TOE Security Assurance Requirements

Assurance ..
Assurance Class Assurance Components Description
Components
ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definition

ASE_INT.1 ST introduction

Security Target Evaluation | ASE_OBJ.1 Security objectives for the operational environment

ASE_REQ.1 Stated security requirements
ASE_SPD.1 Security Problem Definition
ASE_TSS.1 TOE Summary Specification
Development ADV_FSP.1 Basic functional specification
AGD_OPE.1 | Operational user guidance
AGD_PRE.1 Preparative procedures
ALC_CMC.1 | Labelling of the TOE

ALC_CMS.1 | TOE CM coverage

Tests ATE_IND.1 Independent testing — Conformance

Guidance Documents

Life-cycle support

Vulnerability assessment AVA_VAN.1 | Vulnerability survey
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6.3. Security Requirements Rationale

6.3.1. The dependencies of security requirements

TOE &2V 7 A RE BN M OIRAFRRZ T RITR T,

Table 6-9 The dependencies of security requirements

PEREZL 1 {KTFBAfR ST Tl 7= TIRAFBAMR | IKAFRILR A 72 L T 7RV
FAU_GEN.1 FPT_STM.1 FPT_STM.1 N/A
FAU_GEN.2 FAU_GEN.1 FAU_GEN.1 N/A
FIA_UID.1 FIA_UID.1 N/A
FAU_STG_EXT.1 FAU_GEN.1 FAU_GEN.1 N/A
FTP_ITC.1 FTP_ITC.1 N/A
FCS_CKM.1(a) FCS_COP.1(b) FCS_COP.1(b) N/A
FCS_COP.1()
FCS_CKM_EXT.4 | FCS_CKM_EXT.4 N/A
FCS_CKM.1(b) FCS_COP.1(a) FCS_COP.1(a) N/A
FCS_COP.1(d) FCS_COP.1(g)
FCS_COP.1(e)
FCS_COP.1(f)
FCS_COP.1(g)
FCS_COP.1(h)
FCS_CKM_EXT.4 | FCS_CKM_EXT.4 N/A
FCS_RBG_EXT.1 FCS_RBG_EXT.1 N/A
FCS_CKM.4 FCS_CKM.1(a) FCS_CKM.1(a) N/A
or FCS_CKM.1(b)
FCS_CKM.1(b)
FCS_CKM_EXT.4 FCS_CKM.1(a) FCS_CKM.1(a) N/A
or FCS_CKM.1(b)
FCS_CKM.1(b)
FCS_CKM.4 FCS_CKM.4 N/A
FCS_COP.1(a) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_CKM_EXT.4 | FCS_CKM_EXT.4 N/A
FCS_COP.1(b) FCS_CKM.1(a) FCS_CKM.1(a) IPsecififs (FCS_IPSEC_EXT.1)
OWh, T v 7T — MEHE
(FPT_TUD_EXT.1) DA%,
FCS_CKM.1(a),
FCS_CKM_EXT4 | FCS_CKM_EXT.4 FCS CKM._EXT 4137 & 721
N, BAERIZBZ bz i
7R,
FCS_COP.1(c) No dependencies No dependencies N/A
FCS_COP.1(g) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_CKM_EXT4 | FCS_CKM_EXT.4 N/A
FCS_IPSEC_EXT.1 FIA_PSK_EXT.1 FIA_PSK_EXT.1 N/A
FCS_CKM.1(a) FCS_CKM.1(a) N/A
FCS_COP.1(a) FCS_COP.1(a) N/A
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BEREZE AT RAFRALR STTH - TRFRALR | RAEBMRZN 7 L TR Wk
FCS_COP.1(b) FCS_COP.1(b) N/A
FCS_COP.1(c) FCS_COP.1(c) N/A
FCS_COP.1(g) FCS_COP.1(g) N/A
FCS_RBG_EXT.1 FCS_RBG_EXT.1 N/A
FCS_RBG_EXT.1 No dependencies No dependencies N/A
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 N/A
FDP_ACF.1 FDP_ACC.1 FDP_ACC.1 N/A
FMT_MSA.3 FMT_MSA.3 N/A
FDP_FXS_EXT.1 No dependencies No dependencies N/A
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 N/A
FIA_ATD.1 No dependencies No dependencies N/A
FIA_PMG_EXT.1 No dependencies No dependencies N/A
FIA_PSK_EXT.1 FCS_RBG_EXT.1 — ey MERSEEHWZE Y B
N—ZDOFEFTSA AR 2RI L
T2,
FIA_UAU.1 FIA_UID.1 FIA_UID.1 N/A
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 N/A
FIA_UID.1 No dependencies No dependencies N/A
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 N/A
FMT_MOF.1 FMT_SMR.1 FMT_SMR.1 N/A
FMT_SMF.1 FMT_SMF.1 N/A
FMT_MSA.1 FDP_ACC.1 FDP_ACC.1 N/A
FMT_SMR.1 FMT_SMR.1 N/A
FMT_SMF.1 FMT_SMF.1 N/A
FMT_MSA.3 FMT_MSA.1 FMT_MSA.1 N/A
FMT_SMR.1 FMT_SMR.1 N/A
FMT_MTD.1 FMT_SMR.1 FMT_SMR.1 N/A
FMT_SMF.1 FMT_SMF.1 N/A
FMT_SMF.1 No dependencies No dependencies N/A
FMT_SMR.1 FIA_UID.1 FIA_UID.1 N/A
FPT_SKP_EXT.1 No dependencies No dependencies N/A
FPT_STM.1 No dependencies No dependencies N/A
FPT TST EXT.1 No dependencies No dependencies N/A
FPT_TUD_EXT.1 FCS_COP.1(b) FCS_COP.1(b) N/A
FCS_COP.1(c) FCS_COP.1(c) N/A
FTA_SSL.3 No dependencies No dependencies N/A
FTP_ITC.1 FCS_IPSEC_EXT.1 | FCS_IPSEC_EXT.1 | N/A
or
FCS_TLS_EXT.1
or
FCS_SSH_EXT.1
or
FCS_HTTPS_EXT.1
FTP_TRP.1(a) FCS_IPSEC_EXT.1 | FCS_IPSEC_EXT.1 | N/A
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BRREZL(: RS STTH - TRFRALR | RAEBMRZN 7 L TR Wk

or

FCS_TLS_EXT.1

or

FCS_SSH_EXT.1

or
FCS_HTTPS_EXT.1

FTP_TRP.1(b) FCS_IPSEC_EXT.1 | FCS_IPSEC_EXT.1 | N/A
or

FCS_TLS_EXT.1

or

FCS_SSH_EXT.1

or
FCS_HTTPS_EXT.1
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7. TOE Summary specification

TOE N3 2% U7 A HRE D BERIEARZ R T,
Table 7-1 X2V 7 Hte— &
Nt WY T2

z
©

kB R RIEA BE
77k A ERE

W5 5L pRe

S (S RE
TX VT B PR RE
B A inE

e[ A T FH R RE
FAX /yBfEF&HE

© |00 |3 |0 |O |k D |+

7.1. B R LA RE

TOE 1%, FIFZENGIL T oo v V2 TG L CGRBIGEREZA TV, BEEDRE R, 7FrlFIHE SRS F 72171
TOE ORIz vl 3 Ll iRt RE A 12 it 92,

FIA_UAU.1. FIA_UID.1

TOE (%, Table7-2 {2793 ODFGE S XAV R —hL ., BHEE N 2 — —FRFER CHEHE TR E TE D,

BE 2B LLIT WC 205 TOE 2FH4 58546, 22—V —4, :Lwﬂfw\zv N, EHEHERE AT 5,
ELNAEBE LU TERIEAS XL LT WC 205 TOE ZRHA 2546, BN UEBRE OO A BiE) G
BEE ANAT—REANI1T 5, TVHRTA3—=70 TOE ﬁuﬁﬁﬁ“é%é}\ 2P =g 2P —RAT—K%E A
175,

TOE 3. J\jjénf_71/7//wv%7n TR A FEL . FRIILIZB A DA TOE ORI AT 45, M6
PN —FEEF RN RESNTWDGA, FIHE T2 — =4 b — W — RRT =R 2 T, ANERRRGEE S — 3
—ID #AJ14%, TOE ;t\:t~47“~%?/fa*a SRR AE Y — =0k IE SN BRI LT, =—
P XAT —RNBA R L — Y — I I DE S 2 B> CTE SN LI A CERRER D), 8 503 L7
LB CRRRE R I35, BV B ELE OFBIFRRAEL. FRRES O EIZ B%zoﬁﬂi% IARMREEETRAE T
TEEIND,

TOE 1%, HHIATVZIEREMIEICB VT, FEEDREI AT ZER I A SAT —RERE T HHEEEL TR
LU S IR ATV ZER v IV A SAT — KRR ESILTND, BE SR LH LT WC il BRRREIZ A EH L
:~ﬂx%uﬂ%%7§> ATV ZIER I ANT 78R T DL BB AT ZER 7 A AT —RC L DRI N R E
. RAECREI LTG5 6 D BT 7B ANFF [ END, Lo T, Bl ATV ZER v 7 A/ SAT — R & H 5720 — R H
FL, BMEIATVZER 7 R MRAFEINT T 7 VAL ELBAET D22 ENTERY, B ATV ZER Y7 ARAT —R
DOFRGEL, FBREF RO EICBEHDOLT | WA ERGE S X CHEESND,

FRBIFERENX EREA L H T = — A ;zﬁ’m“ét&) BHE N WC MHUE—NEEERE i o, — %R 3 H
PP RBIERREE FEREL | KN LT=5 6 TOE 28 /E9 2283 CT&D, 7220 BHE R a s AL, thoE
B OB FRIENZE LI N0, 2AML®~’$£§'&%‘7§>I—JH%E TOE ZF|H T 5L13TEA0,

TNVEZRTAN=5 TOE Z2FH T 556, diityiaidiZzd,. TOE NEF LEEZE LR, BFCEIC
é\iﬂé&l/?“/“/wu(n—bﬁ»—g\:1—47“‘—/\7\7 R EZOFRBIREREZ SEhi 35, sPILT=356 . FIIHE 0%
FEL T A HE (U NORMAL) ZE Y T, %Y — A HE NI A H T5E - LEELTTOE ITRFT 5, K
MLT=56 ., ZE LB 7 3CEE TOE IR FE T35, TV ZRITANN—L, BEE N TOE ZFIHT 5 F
Bttt L2,
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FRBIFRAER AT T DA AT REZR B EIL, FRii@EY,

< 77 7 A%AE,

* TOE OIREMER R L OFRFOBRIE & LT FRL#IED AIEE,
> BRSNS DIEEIFERFR(T 7 — LT =T D=V a3 VFIRIR L)
> BE SIS DY a T FRR
> BB SRV D DIERE R E

Table 7-2 = —¥ —RBiEax EHEEE

FRIEST 2 i RS
TOE iR ETT H, 22— —HLa—P— AT —F BEHEF AT —
ARLEETERE L RBIAFVZERN Y 7 ANRAT — R, TOE IZHEHKISN TN DHERE —

ﬁtfé L e fERT D,

TOE 7234455833 — 3 —(Active Directory) ZHH L TiBIERIEE1T 9,

TOE X, = —¥%—4 % Kerberos version 5 7' & b =L 2% L THRIHE R

TE LTAMRRRE Y — S —~8E L, RE I fFERICR L T — P —32
— FMOAER LTca—F—FIC L2\ Z a1 T, BORAEE EHET 5,

ARREEERGE, SN — N —BREO W TN CHAIRIEZTT O, FIHHE N R

T A EATRHCRERE S A BT 5,

M‘%K"j‘_/§_ﬁfu

ARRLEE + M — N —FEGE

<PBEG DA AT =— ALHERE >

*WebConnection :EFHEICLD2—V —FHFER THERE
EELEICL DA AT ZE R Y7 A AT — R GIERR E R HE
BHEICLD/ AT — R
— I E LD AT — R 38
TREI ATV ZAER Y 7 ADI/RAT —REGE

BV VEHFC XD o — P —FRAER R RE
BEHIZLDIRBIATYZFE R Y7 A AT — R GEs% EREHE
BHE (ENVIMUEHEE) ICLD /AT —RERE
B (22— —FHE) 12K D SAT — NG
— R LD AT — R %G
SR ATV ZFR Y 7 AD SR — R 8E

TVBERTAN— —EFIHE LD AT — R

FIA_ATD.1
TOE I, = — " — & B R TR RS e — BRI A&, FIAE BIESL T User ID, LA HERR , FEREHIFR
DT I AL EFKeT D, Fio, FIAHEBIEEL T, BH ATV ZER I A~DT 7B AMEL E T D, JHlAEY %
BRI ANDT 72 AKEIL, SEH| AT Z (5 3 EFERE I L D58 H ATV ZER v/ A SAT —R O EIZL > CEILX
N5, o, BNV U EHE ORI HE BELL T, User ID ZE#£K T 5.
<BET DAL HT = — ALKERE >
+WebConnection :&FHEICLDH—P —BERMGE
FEEICLDREIATYZAE R Y 7 A/ SAY — R Gk E R RE
HRE RV CEEF LD — e
BEHIZL DB ATYZAER Y7 A AT — R F8GER% ERERE

Copyright ©2022 KONICA MINOLTA, INC., All Rights Reserved
52 1 76



KONICA MINOLTA bizhub C4501 S/bizhub C3601 S/bizhub C300i S/bizhub C250i S with FK-514
¥z T =

FIA_USB.1

— RIS — = DB FRREC R B LT A TOE (35 # & é(User ID. EHEHEIR, HERet
i %ﬂ%leJ*c)xfan“\y&xA@T%zﬁé)%B’?J@Hw‘éot/DM/ PR DSERBIRRREIC R BN LT85 5. TOE 13F
& EVE (User ID) B8] 1T 5,

ZOWE, User ID IZ—REFIAE LR ESNTWDE6 . TOE 13542 FI A (B 727 3 8 M2 e
T 5, Flo, 22— —FEELL Tl A U B FTUR B B BEEHE IR S Qe W& B4 FIHE I
B AT 7= A I3 R A A T 5,

Gl AT i lIES ’Efiljjbf:ﬁé ﬁﬁ%lJ%:EU%{%ﬁyﬁX«T&”zX?“éﬁfﬁ\ R ATV ZER Y7 A/RAT —
RIZLDFRRENE RS, 785 _ﬁkrjju‘* TOE *%%Uﬁﬁ%‘OD*IJFH%‘E‘@T‘%ééﬁﬁ%ﬂf%v%éﬁy&x«
DT 7 EAMEERZR T D, i %E&Lt . TOE 1 F3% SFIH#FE ORI AE Bt ThH LM AT ZAE Ry 7 A
DT IR AR N T D,
<BEET DAL HT = — ALKERE >

*WebConnection :&HHIZLD2—V — Bk

EERFIZLDIRF ATV ZAG R Y 7 A SAT — R RGE% EREHE
BHEICIDRAT —REEGE
— R LB IAT — R R
SR AEVZIER Y 7 ADRAT — K%
BE L VEELH IS XD — Y — X RS RE
EELEICL DA AT ZE R Y7 A/ AT — R GERR E R HE
EEEIZ LA/ AY —RERE
— I E LD AT — R 38
SR AEVZAZR YV AD/SAT —RE8G
TVHRTA = EFIHE LD SAY — RRE

FIA_AFL.1

TOE %, FIHAEOFBFEEICB W T, EHENHLON DR ELT-F o713k (1~3 [m) L E o iz i

i‘ubtﬂiﬁ %Y A OGRS IR T 28R EAR (ERERE A FR 1 -5, R B IEBF MRS 5SS T 5
— R HE LU CORGERE B e 2 — —FHH L L CORBGER IR SN D,

l:/l/M’/ fj%%@mwmwjtéhtﬁm\mm) FEJi% OFF/ON L., EEhh S B EAS (1 fR R R R e ;a&“ﬁ
STV DIFH R Z I CRBREE LA fiEFR T2, —RAIHED LT — Y —FBE OBIENME LS55 &
AEE IR RE Tl VE LS DSFRRE R X BB DT B REZR AT T HZ L CRBGEE (R & fiffR 75,

TOE 1%, /MY — S —38FE 5 UL D3 BIFRAE CH RERIC, EFLOFRAERI I OB EZ I35,

BRI AEYZ(ER Y 7 ARAT — R OFAIFREEIC BT, H%E%LM@67bxw>aﬁﬁbt%:/7lﬁl@t(1~3 [E1)I
OGP E AL 7=, JREI ATV ZER 7 2 SRAT — R OFRGEE 5 L35, HRE| AT Z(ER I A RAT —R D
FRREIME I SN 5 A FRRHE IR RE T WV E B DN R R B S DV R E A 21T 9D & CRi LS I 2 fiF bR
75,
<PBEG DAL AT = — ALHERE >

+WebConnection :&HH D/ IAT—REE3

— R HE D/RAT — R

S AEVZAFR Y 7 AD/SAT —RE8G
E RV VEHRE DAY — RIRGE (22— HE)

BIRH DNAT—RERGE (VA B L)

— R FE D/ SAT —RFEGE,

SR ATV ZIER Y 7 AD/SAT — R85
cTVARTAN— R DAY — KRG

- E%EJ OFF/ON
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FIA_UAU.7

TOE 1%, xt&fE s ar OREFLEE (FRE/ SR LE LI WC 3H0ul ) IZBWNTal AL /R AT —R | 5] A
FUZERIANRAT =R B ASJTHEE ANESN-LTFT —H 1 WFEEI X" F @ 2 ER~T 5D,
<BAETBALHT = — AR >

*WebConnection :EFHEEFICLD AT —RE
— AN LD/ AT —RFG
SR ATV ZER Y 7 AD/SAT — R 38
BE L VEHE (22— ) IR AT — R
FIE (BN AEBRE) IZLD/ AT — NG
— R HE LD AT — NG
SR AEVZAZR YV AD/SAT —RE8G

FIA_PMG_EXT.1
TOE T“%Uﬁﬁ%‘/\“XU—FkLT@)ﬂEfﬁ‘éiﬁj(i;’E 77/1/77/\““/]\0)j<j€$k4\j(? %‘f(? L (7, “@”, ‘@,
PO BLORAR=R) THD, FRE| ATV ZER YT ASRAT — FOD%E\ J:nﬂ JJDK“””(5’7/1/72”*7%/3/)%
FIRATE5, EHE X, /AT —FEE 8~64 SUTFOFRPHCTRETHILENTED, Lo T, /AU —REL
LT15 LFL EOREERETED,
<BAETABA L HT = — ALEKRE >
*WebConnection :EHF|IZLD2—H —FERHEHE
HHE DB AT ZAZ R Y 7 AR — N ERGERR EHERE
BEEIZLD AT =R ROOERE
— R LB AT — R 3R ER B
BE L CEBE LD — Y — B e
B LA ATV ZER v I A SAT — R RGERR ERRE
BHF LD EHE AT —RORE
BHE LD S AT =N ORE
— R HE LD AT — R ERERE

FTA_SSL.3

TOE %, #1E 3V, WC CilkBIFRRESN =R HAE N LL F ORMERMT-LIZGE, TDOyvar &8 1795,

TV BERTANRN—=D6 | kit yya il FV 2R 7/1’/\**75>B§7kéﬂ’btﬂfi7b>i” SENEpISY =270 ¢
YL EDRBEDTE T EARICn T T U NAT),

cBERI VO, FIHE I REBRIBEIC L 2R E T LTHE, Y AT 54— &y FRE(I~9

ORI CREMRARB LEEE, v/ T v h&End,
WC DA FIHAB TR EICIA AN 5E T LTS, HEaZ 7o MERI(1~60 430 [ Ca¥k & 7] HE) /3941
Lict. v 7ohsnb,
<PBHHET DAL HT = — ALEERE >
- WebConnection : ZFHHZIZ XL D HEIR 77 U NG EMKRE
BHEICIDVAT 2 A— U &y NIRRT HEEE

- BE RV CEHEICL D VAT A A— MY &y MR EERE
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7.2. 7O R §IHEEE

FDP_ACC.1. FDP_ACF.1

TOE /%, Table 6-2, Table 6-3 OF|HZET —% 7 7 & A#l#NZ IS %, Table 7-3~Table 7-14 (ZFE# D
WY, FMAEXLET—Z ERRHEY a 77— ~OBELHIRT 2, FFl SN WEBEIC DN T, 1~
272 — A% EFRTH L IFBMERTRIECRIR, E21d, BIEZRICK U THERD 2 WD ETE 72
WEDA v tE—VhRRLUBIELZEST 5,

FRARRREIC X0l s e — R # (U.NORAML) 23, Table 7-3~Table 7-14 @ Create #{E% 317 L 7=
K, ¥ a 7T E (Job owner) L 72V . TOE (IXFS LY a 7OFAEEHRE LT User ID ZitHk T
%, TOE 1%, EHE(U.ADMIN)ZS Create #fEZFATT 54 v ¥ 7 = — R &M LV, 77 7 A5
fE(Fax receive)iX, TOE OEAER LIZ, G777 A D7 7 7 A2 L D Create BAENFEI TS
Lz, 777 AZERTETCOLEL LIV a7ova 7lAAIL. FFEICEV Y TOHNS(1), F
I— RREESNTWARWT 7 7 AZEOHE, 77 7 ALEFMEI AT ZERY 7 AMFEEND T
W, 77V AZERTHOY a THIEEIZ, Bl AT VZERy 7 AR — REMD—EAHAE LD
(*2), Fa—RB3EEINTWDL 7 7 7 AZEORE, 77 7 ASCEIIBESNIZBAR v 7 A~MRESN
D2, 77 7 AREROY a THAEIL ARy 7 AOFHAEETHL—MBARENY a TiAE & 72
%(*3), /SAT — RiF 5/t PDF R v 7 276 ORAF (Storage/retrival) 1%, &4 L7 M7V > NFE(TRE
I, IRENPERE SN LEEZNRNATY— R E{L PDF R v 7 A B5E 0 H L, BEEOEAR v 7 AR
95 Z &1L D Create BAENFATIND, IRIFFEITHOLEDL LTV a 7OYa TIAFEIX, ARy
JADHIEHETH D RAAE LD,

TOE i%, == — % —FHEHERE I\ T, & B 2 — eH 3 8 2R FH AT REZR B RE 4 il IR 9~ DA% RE Il PR 3% & 2
R TCW5, TOE &, FIHZE JEMEOHEREHIFRICEN T, HIIRS GHERE DA L 2 7 = — A% IR A LITHEAER AR
RECTRRT D, Lo T, HEEHIBRER Bz —F 1L, Table 7-3~Table 7-14 @ 5 L il Rxt G 6e % H
W2 BEZFIHT 528X TERL,

TOE 1%, 38| ATV Z 5% EREAEIC IV T, BEE S — R E OREI ATV ZE R I A~DT 72 A% R
T LRI ATV ZAGRE XA TRY ., EHFITRHFIATVZER Y 7 A SAT —=RIZE o> TT 7 EADH| REi T
%, TOE X, FIAF BIEDREI ATVZAZR Y IV AND T 72 AMEZ TN T, 76 B4 HE Osfifl A€
ZAERY I ANDT VR AZFFAIL, W26 | 54 FHH OB ATV ZER Y I A~DT 78 AEES T 5, £
ST, RAIABVZAZR Y7 ASAT — R HG700— R 31X, Table 7-3~Table 7-14 ® 5 L@l A €V {5
RNy I ANDT 72 ANRGLBERBIELZRHT 22 L3 TERN,

TOE IZ, Ry A& HEEEIC W T, BHEED LT —FIHE D, AR Y7 ADOFTA # (User ID)Z7%ET D
Beae, BHEDLUIFEAR Y ADOFAE ThL AT D, AR 7 A0 # (User ID) %25 5§ HHERE
2 THRY, AR I AL AR v ANIRIFEESNTZ X EA~DOT 72 A% H|R$ 5, TOE X, il AR v 7 AT
4 (User IDNZFWT, —FIHE LT User ID ZEFOEAITIE, i 4 H AR I ADA L BT 22— A% HRf L
TS AR I ANDT 7B AL A5, — . —FHE 38725 User ID #8555 1215, TOE 133% Y
8 NR I ADA L BT =— A% IR T 5128, Table 7-3~Table 7-14 THZUME AR v 7 A~DT 7 & AN
VR 2RI T 52 81X TER Y,

<Table 7-3~Table 7-14 DA &>
TOE D220 27 2 — AL T LDy,
PN:#/E/ %L, WC:Web Connection, PD: 7Y ZRKT A /3 —
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FHOTHEIL T RLO®EY,
O:TOE ¥R —rF 560D, -: TOE 23 7R—FL72R2NED

HERLIL T RLOIEY,

*1:U.ADMIN

*Q R ATV ZAZR Y7 ARAT —R %5 UNORMAL

*3:F a—RCTHESIN-E ARy 7 20T # THsH UNORMAL

Table 7-3 D.USER.DOC(Print) ®> 7 7 & Z il
BfE | BIEWRERFIRE | AL X T =—R

RS E
PN | WC | PD
Create Job owner - - O | Fll4 347,
U.NORMAL - @) - | ALV bV v P ERELT,
O - /NAT — Rt PDF (2% LC, FIRIZ$EE L TH A
V7 U v N ESET,
Read Job owner O - - | BEE& TV U ARy ANGIGEERIRL T, CET L
[MER T
O - - | BRE& TV U Ry 7 A S CEEBRIR L, FIRIEE
17,
(FIRIZE TIZ L0 AR E N D,)
@) - - | NRAT—FBAL PDF Ry 7 206 CEZRIRL, H
Fill 2 4T
(FIRNZIZ AN AT — R AR RE, FIRIETIZ LD 3
FITHIBRE AL D,)
Modify | Job owner O - - | REE& Y v ARy 7 A6 OFIRINZ BT, FHIRIER
E & FAT,
Delete Job owner O - - | FRE& T ARy 7 AN B ICE A HIBR,
O - T | NRT— R 5L PDF AR v 7 205 3CE A HIFR,
Job owner O O - ¥ a THIBRITHE S SCEHIER,
U.ADMIN

Table 7-4 D.USER.DOC(Scan)® 7 7 & Z i
Bk BERTRE AL | A&7 x2—R

e e BESIE
Create Job owner O - - AXyFa=y MIFEMEEY NLT. 7727 X A%y
U.NORMAL VA= a—WH» DAY (77 v 7 AGideabR<) &4
LT, M52 FET,
Read - - - - 2L,
Modify Job owner O - - Create #/E CINHERE % FAT,
Delete Job owner O O - ¥ a THIBRIZLE S SCEHIER,
U.ADMIN
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Table 7-5 D.USER.DOC(Copy) D 7 7 & X #l#

N BAERRERFIAE | A FT7x—R I
PN | WC | PD
Create Job owner O AFxyFa=y MIEMREEYy FLT, 28— A=a—
U.NORMAL HE A5 3 B — % FAT,
Read Job owner O Create #F % A7,
Modify | Job owner O Create #1F CIS R E & FAT,
Delete Job owner O O ¥ a THIBRIZHE 5 SCEHIBR,
U.ADMIN
Table 7-6 D.USER.DOC(Fax send) ® 7 7 & R #lfHl
BfE | BRIEFRERFIRE | A2 T7=2—2R Sl
PN | WC | PD
Create Job owner O 22Xy Fa=y MIFEMEEY NLT. 777 R AF v
U.NORMAL YAZa—WEENS T 7 7 A AR L CEE &2 E
1T,
Read 2L,
Modify | Job owner O Create #{F TR E & FAT.
Delete Job owner O O 2 a THIBRIZFE 5 SCEHIER,
U.ADMIN
Table 7-7 D.USER.DOC(Fax receive) D7 7 & A fil{#l
A BERTREZRFIRE | A2 T7=—2R R
PN | WC | PD
Create Job owner(*1) TOE O#efE/R2 L, 4N 7 7 7 Amb F a— REEEL
TWRWT 7 7 A &35,
TOE O#fER L, SMB7 7 7 26 F a— R&fEL
127 7 7 A &SR,
Read Job owner O O WEAEVZER Y I ANDL T 7 7 AXLELZEIRL, T
HEI LB a—23UR,
o] O AR Y 7 AN T 7 7 ALFEEERL, LHE L=
—HFIR,
O B ATV ZER Y 7 ANnD T 7 7 ALEETR L., )
Tl AT 2 FEAT,
(HIRISETIC LY 77 7 AXLETHIBR SN D,)
O AR Y 7 A0 7 7 7 AXEETIRL, HIRMFEITZE
1To
FHIRIZETIZ LY 77 7 ACEFHIBRS L S,)
Modify | Job owner O ARy 7 267 7 7 ALEZFRIT 2, ISHER
& FAT,
O O AR 7 AT 7 7 ACEEZRIRL ., Wk,
Delete Job owner O O W ATV SZAZAR v 7 RS 7 7 7 AEEHIER,
U.ADMIN
Job owner O O AR > 7 267 7 7 AL EEHIBR,
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Job owner O O - 77 7 ALEOHRY a THIBRIZES 7 7 7 ALED
U.ADMIN HIBR,
O O - | AR Y7 ZOBIBRIZEES 7 7 7 ACEOHIRR,

Table 7-8 D.USER.DOC(Storage/retrieval) D 7 7 & Z il

A BETRERFIANE | A F T ==
PN | WC | PD

BAETT Ik

Create Job owner - - O | Ny 7 AR M5 FEAT,

U.NORMAL - O - | R T ARTFEERELTYA LY N TY v M EFELT,

O - - | AF Yy Fasy MIEREEY FPLT Ry 7 AA=a
—HENOEAR Y 7 ZEHE LT, Ry 7 AL E
17,

O - | ZRAU—FEBAL PDF (S LT, Ry 7 AMRIFEFEL TF
AL I NIV N FAT,

O PRAT—RKFBAL PDF Ry 7 AmBCEFRIRL, (R17EE
17, (BIRSNISCEDRAEE O ARy 7 2% H))

Job owner(*2) - - - TOE O#fER L, M7 77 Ab F a—REEL
TWRWT 7 7 A5, R AT UZER Y 7 AT
7 7 ALE 2R,

Job owner(*3) - - - | TOE O#fFER L, SMB7 7 7 A6 F a— R&fEEL
77 7 AZER, BEINEEMAR Yy 7 A~T 7 7 A
SCEE R AT

Read Job owner O @) - ARy 7 A6 XEZRRL, XES L E2—%FK
o

(77 7 AEERLS, 777V ALEOLET L Ea—
1Z. Table 7-7 ® Read #AEIC L v I SN D, )

O - - | ARy 7 ANSICEEZBINL, HIR, &G, 777 A
ICEDEME, Bl a2 —0WnThhxET,

(77 7 ALEOHREZ RS . 77 7 ZALEOHIKNIL,
Table 7-7 ® Read #/EIZ L v filfHI s d,)

@) - ARy 7 ANGIXELZRINL, #EF, ¥vra—K,
BE), 2t —onFnsrk E1T,

@) - FREIAEVZER Y 7 ANLLEEZBRINL, ¥Ura—
R % F47,

O - - | NAU—FRIEELPDF R v 7 A0 b CELZRIR L,
7% FE17,
(BRTFICIEARA T — RADBRE, RIFETIZE Y X
HITHIBREND,)

Modify Job owner O O - AR Y 7 A0 CEEBIR L, Wik,

(77 7 AXEERLS, 77 7 AXEOmEL. Table
7-7 ® Modify #EIC L v s h 5, )

O O - | Read #1EGE(E. FIRDIZHW T, SRR E % AT,
(77 7 AXEOHIRZRL , 7 7 7 AXEOHIRNZ I
HISHEEL., Table 7-7 ® Modify #:EIZ & 0 HIfH <
ns, )
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O EI ATV ZERY 7 AND T 7 7 ALEEZFINL .,
HEEHET),
Delete Job owner O O AR > 7 2035 3CE 4 HIBR,
(77 7 ZEOHIFREZ RS, 77 7 ALEOHIRIT.
Table 7-7 @ Delete #/FiC & v il i1 5.)
O RAT— FiFEL PDF R > 7 2505 30E = HIER,
Job owner O O AR > 7 ZDHIBRIZLE 5 CEDHIBR,
U.ADMIN (77 7 ALEOHIBRE RS . 7 7 7 ASCEOHIBRIX,
Table 7-7 @ Delete #/FiC & v il 41 5.)
Table 7-9 D.USER.JOB(Print) D7 7 & A il
R BERRERAIRE | A 27— o
PN | WC | PD
Create Job owner O | 24T FPCILIEEZERL, 7Y Z RIA4N
U.NORMAL — THIM % 174, BlE SRV TRIE& T Y & MRy 7
AN —RFRAE ST SCEZRINL . IR A F47,
(A ZE TIZ & 0 SCEIFHIBR S D)
O 7747 P PCOWCNOILEZERNL, XA L7 b
TV hEFETR, BESRVTRIEE T Y v bRy
AN — R ST SO A BRI L FIRI 2 21T,
(FIRSE TIZ & 0 SCEITHIBRES N D,)
O 2747 FPCOWC bR — Rif 51k PDF XX
ZEBIRL, FIRIEZIRELTH ALY b Y v M EEST
%, BAEASHZ NV THRRT — RIS PDF A v 7 A5 5
—RERAF ST SCEZRIR L, H & 517,
(FIRNZIZ AN AT — R A 32, HIBIGE TIZ &0 30F
IXHIBRE D)
Read Job Owner O O
U.ADMIN Va T RIRE R,
U.NORMAL (/SA U — FiE5{L PDF OZfEH Y a 7 &FR<,)
Unauthenticated O
Modify 2L,
Delete Job owner O O Ta TERRNLY a 7 EHIRR,
U.ADMIN GRAE& 7Y v bRy 7 ZAMSOHIRY 3 7 O%E, ¥
2 ZHIBRIZ K D SCEBHIBRS N D,)
Table 7-10 D.USER.JOB(Scan)® 7 7 & A il
BE ERE R RE 722 A1 H A HTz—R e
# PN | WC | PD
Create Job owner O AxyFa=y MIEfEEY NLT, 7727 X A% ¥
U.NORAML VAZa—EENOISE (77 v 7 AR ERS) i
E LT, #ME %2 FT,
Read Job owner O O
U.ADMIN Va T RIRERTR,
U.NORMAL
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Unauthenticated | O
Modify 7L,
Delete Job owner O AFyFa=y MR FERETARY I, FAEHA
DHEETEILEEZIATH LOIA by 7R —%2 T L,
By =3 7 OHIBR%E 1T,
(¥ a 7HIBRIZE W 3CEBHIBRE N S,)
Job owner O O Ta TERRNDY a7 EHIER,
U.ADMIN (Va 7HIBRIZE D cELHIBRS LD, )
Table 7-11 D.USER.JOB(Copy)® 7 7 & A #ll{#
PRIE BAERRERAIAE | A FT7x—2R R
PN | WC | PD
Create Job owner O AxpFfa=y MIEfEEY FLT, 2t —A=a—
U.NORAML BTN B 2 B — % FAT,
Read Job owner @) O
U.ADMIN o e .
U NORMAL Va TRIRERTR,
Unauthenticated O
Modify oL,
Delete Job owner O AFyFa=y MRV FEREFEAID PIC, JRAEHEE
DHEE CTEEZETL LUIA Ry IR —%2 M T L,
EikF Y 3 7 OHIBR & 1T,
(¥ a 7THIBRIZE W XEBHIREND,)
Job owner O O Va TRENGY a 7RIk,
U.ADMIN (¥ 2 ZHIBRC X 0 SCEBHIBREND,)
Table 7-12 D.USER.JOB(Fax send) ® 7 7 &= X #lfHl
B B e TG \ —
R BAEW REZR R P/; g 5\;(3: :D .
Create Job owner O 2FyFa=y MIEMEEY PLT, 777 RIAF
U.NORMAL ¥ UAZa—HEND T 7 7 A ERINL CTEEE
F17,
Read Job owner O O
U.ADMIN o .
U NORMAL Va7 RREEIR,
Unauthenticated O
Modify 2L,
Delete Job owner O Ay Fa=y MTE D RREREEAEY BT, AR A H
DHEHE CELEZETL LUOIA Ry IR —%2 MM T L,
&1L a 7 OHIBR % T,
(¥ a 7HIBRIZE V CEBHIBRSN D)
Job owner O O Va TR ENLY a 7 EHIER,
U.ADMIN (¥ a2 ZTHIBRC X 0 CELHIBRE N D,)
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Table 7-13 D.USER.JOB(Fax receive) D7 7 & R #il{#

N BUEFRERFINAE | A FT7=2—A o
PN | WC | PD
Create Job owner(*1) TOE OffER L, MT7 7 7 A6 F a— REEEL
TWRWT 7 7 A%5AE,
TOE O#EAER L, N7 7 7 AMB F a— RE2fEL
=77 7 AR,
Job owner(*2) O W ATV ZER Y 7 ADE 7 77 ALEETIRL, H
Tl SEAT % 3R T,
(FIRIZETIZRY 77 7 AXEFHIBRS L D,)
Job owner(*3) O AR 7 Rins 7 7 7 ASEZRIL, HIRFEITE %
7o
(FIRISETIC LW 77 7 ACEITHIBREN D)
Read Job owner @) O
U.ADMIN o v .
U NORMAL Va7 RREEIR,
Unauthenticated @)
Modify 7L
Job owner O O Ta TRENGY a 7 IR,
U.ADMIN (FIRY a 7o8%E, va 7THIRICKY 7 7 7 230E
HIfRS5,)
Table 7-14 D.USER.JOB(Storage/retrieval) ® 7 7 & & #i|fHl
HfF HBAERTREZ2F) A BT z—R i
& PN | WC | PD
Create Job owner O | Ay 7 AMRA{FEFAT,
U.NORAML O Ny 7 ARFERELTHA L7 N TY v b EBET,
O A¥yFa=y MIFEMEEY LT, Ry ARX=a
—EEDEAR Yy 7 AEFEEL T, Ry 7 AMRFELE
7.
O Ry 7 ZAMEAFHIEE L CTRRA T — RE; 2 PDF O 4 A
Lo N v N EFELT,
Job owner(*2) TOE DO#AERL, ST 727200 F 2 —REHEEL T2
WI 7 I RZAE R T 7 I ALE LRI AT Z AR R 7 A~
AT
Job owner(*3) TOE O#AEZRL, M7 77 2D F a—RafgELZ7 77
ARG 7 7 P AL E LR ESWIAANR v 7 ARAF
Job owner O ARy 7 2N XHEEZRINL, Hb, #EF, 7727 A
U.NORMAL IR DEE, BE), a—0Wnd g ET,
(77 7 2AXEOHR 2R, 7 7 7 ZASCGEOHIRIX
Table 7-13 @ Create #/EIZ LV HlfH SN D,)
O AR Y 7 A6 LHEEARRL, FE, FUre—FR,
BHE), av—ondhog ET,
Job owner O A EVZERY I AN T 7 7 ALERZERRL, &
U.NORMAL 7 v r— K& 3T,
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Job owner @) - - NAY — Rk PDF AR > 7 A0 b 3CEABRINL ARAF
U.NORMAL % FAT,
(BRAFIZII AN AT — RA S BE, RAFEFE TIZ L0 3GE
ITHIBR S AL D,)
Read Job owner O O
U.ADMIN Va TRRERT,
U.NORMAL (ISR T — R 5L PDF OZAEH Y 3 7 #fr<),
Unauthenticated | O
Modify | - : - - | zL.
Delete Job owner O - - | AF o=y MRV IEMBEAIRY 1, R R

DR CH A ST H LA by 75 =2 T L,
{1kt 2 7 Ol % %17,

(V3 ZHIRICE D T BHIR SR D.)

o - | - |[miARyrxpboRRIEET LS. 2 by TE—F
T L, kY a 7 ORIERE AT,

(¥ 2 7B b SCEITHIR S R 2,)

Job owner O O

Va T RENL Y a T EHIR,
U.ADMIN
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7.3. lE St #sE

FCS_CKM.1(a)

TOE X, IPsec i#{E O@MEN. THD IPsec fFBAED K2\ T, NIST SP800-56B, Revision 2 ? 6.3.1.3
N ie# O rsakpgl-crt 7 RUCERHE D AT, R 2048bit O RSA FExtFrigEzE k45, £7-. IPsec i#15 D#E
fENTIZ BT, NIST SP800-56A, Revision 3 @ 5.6.1.1.1 HilZit# ® Using the Approved Safe-Prime
Groups (Z50# D 71£ 7T, Diffie-Hellman 7 /L —7 14 (2 XA HExt Bz A pk 45,

<BETHA L H T = — R LFERE>

« WebConnection : IPsec #{37% &
WebConnection D% FlLE % EHERE DO FI|
WebConnection O —#%F| Fi E#EE O F|
< ERE SRV : IPsec BIGRXTE
TV ERTAN=TT. 2. T AGIEHER] CTHTVF RIAN—% A Z T == AT DHH
E% =T

FCS_CKM.1(b)

TOE 1%, IPsec 15 D15 BAAERE, LI SA 747 XA AR % O IZ 3 T, FCS_RBG_EXT.1 1250
o> RBG THLEZAERK L, 128bit H LT 256bit DX Fils 5% £k 45, TOE (X, DRBG B%k(CTR
DRBG(AES-256)# M- 32 & T 52 RBG ZE 8L, fLEkE 48T 5,
<BET DA H T = — A L FERE>

« WebConnection : IPsec B{E:RE

WebConnection 4% B35 EHEAE O FI| H
WebConnection ¢ —#i5%F| F & 168 D F] F
3k (A V2 . IPsec BEF%E
TV ERTAN= 1T 2. T RAGIHBERE] CHTIVE RTIAN—% A F T 2= AT L8
E%&FT

FCS_RBG_EXT.1

TOE (%, NIST SP 800-90A |Z#4l3% CTR DRBG(AES-256)&, 1 DY 7 k=7 = hat —JRM DS
n5 RBG #%£¥#:4 5, Li¢ CTR DRBG i, Derivation Function & Reseed %% 57%, Prediction
Resistance #HREIXENEL 72\, Y7 by =7 = hat’—JFiE, CPU ONIEIKBEIZ B % 52 D54l — R0
FALLay s I o B — RSB E L — T RLBR N S EE L TR | L — I ST R O IX D D& &R ey s 1Y
A — IR CHESEL ., raw T —2&155, V7 MNEFE XOR ZHWT raw T —XIZE ENH T bR —&E v
RICHLEE, JEME T D0 T ava=r 72 E L By b REDO T bt — 5 Bif7et, = hre—fEEL T
75,

TOE 1%, 20 RBG #FIH LU TELEA LKL, EEHEIEEHIEOR S8R 256bit & 128bit) A RIZFIH T
%, TOE N ELEA R T 585, CTR DRBG T —R~7 U7 /L (Entropy Input & Nonce) 3B (272 ~T=5A, =
et —JRELCHIAT Y 7 =7 2B, LB A XD et —EE2RGL TR T 5, 2oz et —{E
1. NIST SP800-90A ¢ 10.2.1 2 x&N 5 Instantiate & Reseed [Z M B /h = bt —#(TOE 04 .
Fa )T REELFIL 256bit) &/~ L CTRY, +orTr b —NEEn 5,
<BHEHT DA X T = — R LfERE>

« WebConnection : IPsec 1B{SiRE
WebConnection 4% FLE 3% EHERE O H
WebConnection @ — %51 & HE DO F]H
- BE RV : IPsec BIGERTE
TV RTAN=TT 20 T RAGIHBER] CHTIVE RIAN—% A T == AT DH
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Ea =17
FIA_PSK_EXT.1
TOE 1%, IPsec HOFERIILAHLL T, Fit T AN —ROFERLAEREDIFHTES, TXAM—Z2DOHRIIL
L, TRy ya7 VTV LEHOWTE Y I~ #iIhD,
- TX A MR—ZOFEFHIA R
> E& 22307
> R ATRESCT « ASCII 30541, F 7213 HEX fif
> T 051 - SHA-1, SHA-256, SHA-384, SHA-512
<PHET DA B T 2— A LFERE>
+ WebConnection : IPsec i#{5i%E
WebConnection D% FlLE % EHERE DO FI|
WebConnection ®—#%F| F EH#EE O F|
< ERE SRV : IPsec BIGRXTE
TV ERTAN= 1T 2. TR CHTIVE RTIAN—% A E T == AT L
E% =T

FCS_COP.1(a)

TOE I, IPsec g ® ESP 557 /LY X AL C, FIPS PUB 197 & NIST SP 800-38A (Zif & L7-#EE
128bit & 256bit ® AES-CBC #FH 35, £7=. TOE i, IPsec i#{g ® IKEv1 3L 7 /L IFYALEL T, FIPS
PUB 197 & NIST SP 800-38A (Zii & L7z## 5 128bit & 256bit ® AES-CBC ZFI|H 7%,

<BETDHA X T = — A L FERE>

+ WebConnection : IPsec 1B{Ei%E
WebConnection 4% B35 EHEAE O FI| H
WebConnection ¢ —#i5%F| F & 168 D F] F
- B RS R L . IPsec BEF%E
VB RIAN= 7. 2. T7EBAGEHBER] TTV U Z RTIANR—%2 A F T 2= LT Lk
E%&FT

FCS_COP.1(b)

TOE 1%, 777 —MERED 77— AU =7 IRGEIZE W T, FIPS PUB 186-4 (i & L7-#E 2048bit ® RSA
TULNELT NIIRLERHT 5, 72, IPsec {5 OETFAEIZIBWT, FIPS PUB 186-4 (Zi A L7zt
2048bit D RSA TV HNFELT NAVAL(BLAER) & T VX VELRRREIZIB W T, FIPS PUB 186-4 (i &
L7-#F 2048bit & 3072bit O RSA 5TV EL T NIV A L (B4 #GE) 2R 42,
<PBHT DA KT = — A LRERE>

- WebConnection : IPsec J@{E3%E

WebConnection @& Bl 3% EEEDOF H
WebConnection ¢ —#%F| FH &5 168 D F] H
- BE RV : IPsec BIGRXE. 77— LU =7 HHOFET
TV B RTAN— [T, 2. T RAGHIEBEIE TTIVE RIAN—F A L F T2 — AT HHE:
VE% FEAT

FCS_COP.1(¢)

TOE Z, 7.7.1 J|IFEEHOT 77 —MEREIZBW T, LTI L TT PHLVELREE VW7 77— AT =
TF =R DOWEEEITY, FOH T, ISO/TEC 10118-3:2004 (2L 2 SHA-256 (2L A vy 2B HAEITT
60
(1) TOE »3¥;> RSA ABH#GEE 2048bit) TF VXNV EBL T — 2 a5 81035,
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(2) SHA-256 T77— AT 5 —HZD > 2l F T 5,
8) (DEQDEELET D, — BT NIET7—L0 =TT —ZNIEHE THHEHW 5,

F72 TOE [&, 7.4 FIZFLH D IPsec W 12V T, LU FOEYAEIC ISO/MEC 10118-3:2004 (LS 2/
2EOHEHEFITT 5,
(1) IKEvl RBFE7/LTVRLELT, SHA-1. SHA-256, SHA-384, SHA-512 (2L vy = fEOHE HAETT
2
(2) ESP FRFET7/LAYRLELT FCS_COPIIHE~ T8~y ady b — VB E FITTHEE, Ny 2T L
FYXALEL T SHA-1, SHA-256, SHA-384, SHA-512 #FI|H 35,
(3) RSAZEDT VAN ELERIHLI-E T RAFHOEE, SHA-256 (215 ¥ 2 HOR A ETT 2,
<PHHT DA B T = — A LRERE>
+ WebConnection : IPsec 1@{EiRE
WebConnection % FlLE 2% EHERE DO FI|
WebConnection @ — %% FEHRE D F| H
3k (A V2 : IPsec BERXE. 77— LU =7 HHDELT
s VU RTANR— (7. 2. T BAHEERE] TTV UV HZ RITIANRN—F A EZ T 2—A LT 5
E% F4T

FCS_COP.1(g)

TOE 1%, IPsec {128 T, FIPS PUB 198-1 TiE#FK 415 The Keyed-Hash Message Authentication
Code., FIPS PUB 180-3 TEFXN5 Secure Hash Standard (ZHEHL 5 Tt/ Ny 2 Ay —URGEIC L
% ESP #4545,

cRAyb—TUH AT A MR 160, 256, 384, 512

- #0160, 256, 384, 512

s HFE T Y XA HMAC-SHA-1, HMAC-SHA-256., HMAC-SHA-384, HMAC-SHA-512

¥y a7 Y R AE, FCS_COP.1(@IZHE > SHA-1, SHA-256, SHA-384, SHA-512 #FIH¥ %
<PBHE#ETAHA X T = — A L HERE >

+ WebConnection : IPsec {3 7% &

WebConnection (D% B & 2% EHERE DO FI|
WebConnection & — %5l & H&RE DF]H
- BRE SR : IPsec BIGRXIE
TNV B RTANR— 7. 2. T RAGEEE] THIV U F RIANRN—% A L F T2 — AT HHE
E%& FAT

FCS_CKM.4, FCS_CKM_EXT.4

TOE (%, IPsec #15 THIH 288, S BLORAEIELAEFED Fi k% Table 7-15 127, HHE ICL > TRRIES
- ERTILA#E, IPsec REIEO T T4 X — M, BLHIAZ LR A7 SSD ITIRfFSIVD, & BE D SR A 6
IPsec iFZED T TA RXR—MEOHIFREZ FEITL 72K, 0x00 T EEEHIFRT 5, IPsec TSNSy a #(—Kf
)72 B48)1%, RAM _EICRIFEND, Z6iE TOE OFEJR OFF (LW AR EIZ/257- 0 HIREN S,
<BET DA H T 2 — A L FERE>

- WebConnection : IPsec &g H OFRIHA R OHIR, T 2 X L AEBHZEOHI R

< EAE SRV : IPsec 1@ FH OFRIILA O HIER

« £ OFF/ON
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Table 7-15 SOIRIFESE & RE

i TRAFSE & T AN/ WEED Sk
i BHEIC X > TRESNLIZFAT | SSD BT X 2 Fai A gE bR 0x00 T k3
LA g (EETEm{E E HRe) I X HIBR
BHEICL > TRESNZER | RAM | &BIF OFF —
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BHEENT 7T —MERER FATUIZFE, TOE 131 AN— V&2 BT 2R RSA AR (BEE 2048bit, Hifaf
KFIZ TOE IZA VA= LS TWD) LT, 77— L0 =7 7 —2OT VANV ELIGGEE T T 5, B4 RGE
DR TA 1R, B SRS 2 KR L, 77— A7 = 7 OEXHZ BT DRV, B4 IR LT-
GEIE, 77— AT KT 7 — AU T DNy affilE EA ANV T D, T UV ELRGED BRI, TR
DY,
(1) TOE 738> RSA ABH#EHE 2048bit) TF VANV B4 T — 251 5115,
(2) SHA-256 T77—LU =7 T —2D v 2lx2F T 5,
38) VEQDEZELET D, —ET LT 7—LbT =T T —HPBIEHE ThDHEHWT 5,

<BHETEHA L H T x=— A LIERE>
+ WebConnection T — AU T A= g UERIERE
- BES RV D 77— AU T N—U 3 R EE
USBAEVIZLD 77— 0 =T 7 v 77— MNMERE
T =AU =TTy T T NefTIBDUSBA X T = — R

7.7.2. BB T X HEEE

FPT_TST_EXT.1
TOE (%, FEJR ON K2, LT ORIRLIET AN IEREFICHEML . REDRESNIGE . B S icE s
FoRL, IEEAE IR B EE T 22V RIBICRBAT 2, ZHUCEY, TSF 25T 257 7 — L0 =7 DELMEE
BTED,

Table 7-21 BEC.7 X b
No. PSS 7 A |k
SHA-256 CHIN L7287 7 — AU =T Oy vafil, 7y 77—
VAT v ha—T%D% MERET TOE ~A A h—/b Siony ¥ 2 fEIEFHICRRER S T
77— =T WAEN—ET 5 Z L %R, TOE TRHT A LI 77V %
Ny a BRRED G E 72 D,
BT T Y XATKRT D BEAfET A~ KAT test for SHA-1,
KAT test for SHA-512, KAT test for HMAC SHA-256, KAT test
ek A477 Y for AES encryption (CBC, 128-bit key). KAT test for AES
7A=Y XL SHA,HMAC % | decryption (CBC, 128-bit key), KAT for RSA 2048-bit (PKCS #1
v1.5). KAT for DSA (signing P=2048/N=256; verification
P=1024/N=160). KAT for Diffie-Hellman % Efii,
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No. PSS 7 Ak
b=l LTHATE Y7 hu =T 2% E L. DRBG B%k
5 e ) D~V AT A K (NIST SPS00-90A @ [11.3 Health Testing] (2%
7= XL DRBG 3%, Instantiate, Generate, Reseed DFEREIZ DU CREMMRET A
N %5,

<PAET LA X T x— R LEERE>
- FEJR ON BFD B 27 A M¥EE

7.8. FAX £ Bt RE

FDP_FXS_EXT.1

TOE NFEIEFT LT 77 AA BT 2 —AOF 7 IEEL T, BDRERRE N LTANE FAX BEER0 DD 7 77 A5 &
FIRAE DB SO FATT DT 7 VAR E R DD, 77T AA BT =— AR TEZE BT IS TNDT —X
I, ERERIA B IEOR U7 7 7 ACETRZ T Th D,

TOE 1L, 777 AET LEREAFZIEL THY, Super G3 bV BI O G3 T abaaH R —r35, 777 AE
T LT, TV AEZE ORI EREITL, AREREZ I L hoa~<  Rix—8z i 7, £72, TOE 1%, PSTN &
LAN B3 b =077V PaTER T DHEREZFiT-72 0,

PLEDZ e, FIAEDN TOE DT 77 AL 27 = — 2 FAWTHI A TEADIE, 777V AESZEDHTHD,

<BIET DA v H T = — R EHERE>
T T IR Z T 2= R KD T 7 7 AEZAGHRE
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