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Normal User
A User who has been identified and authenticated

and does not have an administrative role

Egsisa BFRRE S TR HE ©, BEHEER 2RO HE
Administrator A User who has been identified and authenticated

and has an administrative role
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Data created by and for Users that do not affect the
operation of the TSF
D.TSF TSF 7 —#% TSFOEMEICZ L 52 56 LitZewy, TOEDT=
DOTOEIZ L » TER sz T —#
Data created by and for the TOE that might affect
the operation of the TSF
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E2Lu3 X EE
D.USER.DOC | FIH#EZGET — | ETMELII N — Fav—oRX T, FIHEFEOGE
7 WCEENDEH
User Document Information contained in a User’s Document, in
Data electronic or hardcopy form
D.USER.JOB | fIfi#&E Y a7 FIRFE OSCGEF 1213 3CGERE Y o 7 2B 2 (F#H
wA\‘\_‘ &
7 Information related to a User’s Document or
User Job Data Document Processing Job
=34 REEETSFT—4)
B X EE
D.TSF.PROT | {Ri#EXi7= TSF | T— X D& CHLEHERKETHL2WAAEIZ X
T4 HME /N TOE O F 2 VT 4 I[CHBE RITT
H LAV, BRITFFA CTX 5 TSF 7 —#
Protected TSF TSF Data for which alteration by a User who is
Data neither the data owner nor in an Administrator role
might affect the security of the TOE, but for which
disclosure is acceptable
D.TSF.CONF | %D TSF 7 — | T — X OfiAHE THLEBERETHL 2 WFIHEIZ X

7

Confidential TSF
Data

HEBEIIIUS AN TOE O X = U T ¢ 1T
2 FAETH LAIVRWTSEF 7 — 4

TSF Data for which either disclosure or alteration
by a User who is neither the data owner nor in an
Administrator role might affect the security of the
TOE
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T.UNAUTHORIZED_ACCESS

W#E X, TOEDA v #Z 7 = —A %@ LT, TOEN
ORFELET—2~T 72 (BE, &E, -
IHIER) . £RITRAE Y a 7T — 2 2 E (WA
TUXHIER) 2008 LivZauy,

An attacker may access (read, modify, or delete) User
Document Data or change (modify or delete) User
Job Data in the TOE through one of the TOE’s

interfaces.

T.TSF_COMPROMISE

Wz T, TOEDA X7 =—2 %@L T, TOEHN
DTSFF —ZIIARET 7B AT 50 LIV,

An attacker may gain Unauthorized Access to TSF
Data in the TOE through one of the TOE’s interfaces.

T.TSF_FAILURE

TOED#EAERFF A Sl hG . TSFORRFEERNIZ K-
T, BF=2 V7 0 DBEREGISE TS LR,

A malfunction of the TSF may cause loss of security if
the TOE is permitted to operate.

T.UNAUTHORIZED_UPDATE

WEEIT, TOEICARAERY 7 =T %A A F—
VT HE LIV,

An attacker may cause the
unauthorized software on the TOE.

installation of

T.NET_COMPROMISE

WBET, Xy FUV—JlEEZE=F LI VEIEL
V352 T, BEROT—FIIT 7EALRED,
TOEDtF = V7 4 b L7V 50 b L
Uy,

An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.

Hgotexay T4 A8
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P.AUTHORIZATION FIHB L, SCEALEL R OVE BRBERE 2 SE1 T 2 AN HE
Rz s s,

Users must be authorized before performing
Document Processing and administrative functions.

P.AUDIT X VT ABET T o BT 4 BRI NI
6T, £k T v arou ZiiME#E
SH, ANBIT= T 4 7 4 ~EESNR TR S
AR

Security-relevant activities must be audited and the
log of such actions must be protected and
transmitted to an External IT Entity.

P.COMMS_PROTECTION TOEIZ. LAN LD TS A A L B & 2kl T& 7
FIUTZR 57220,

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPTION TOE I & ST BT — & % 7= 13 OTSF> — 4 %
B AZ B AT 2 RAEFEME A b L — U F /8 R TRAT
T 586, TOEXZNOLDT NA A EOY T —X
ALY D2 &,

If the TOE stores User Document Data or
Confidential TSF Data on Field-Replaceable
Nonvolatile Storage Devices, it will encrypt such
data on those devices.

PKEY_MATERIAL FIHESGET — 2 £7213ME DOTSFT — % OB HIAS
HAPTRER RFERIME A b L — U D72 ORE 8D ARk
WCHG5T D97, EXO#E, YT~ Rx 7 ELE
FFEOMDH B P HIEIX, NERT 78 RAND
RS NRTNUTRERD, DOZEDAFL—UF
INA A BRI TR B 720,

Cleartext keys, submasks, random numbers, or any
other values that contribute to the creation of
encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF
Data must be protected from unauthorized access
and must not be stored on that storage device.

P.FAX_FLOW TOENPSTN” 7 7 AfERE & &4 2546 PSTN
7 7 7 Alalft L LANO R O 5y 2 (RFET 2,

If the TOE provides a PSTN fax function, it will
ensure separation between the PSTN fax line and
the LAN.
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PIMAGE_OVERWRITE

SCEMIR Y g T O T £ 213 IEOESIC, TOEIZ#
DIMAZHAFTRE/ R RHEFEMEA B L —U T A A LD
FRAFEGR T — 4 & EEZIHEELR TR 5780,

Upon completion or cancellation of a Document
Processing job, the TOE shall overwrite residual
image data from its Field-Replaceable Nonvolatile
Storage Devices.
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ARETIE, FBET D58 A TOE OFHOHWHZAH M tFH s LT, KATOE %
T 5 72 ORISR M OSBRI SV TRER T 5,

FRARVREICEAYT SAREH

A TOE Z T HEOFHRSRMFZ L 4-1 17T, 2D ORHESRMUN - S
ROGE. KTOE Ot 2 U7 4 BEEDSANCEMES 2 2 LIFRIES L2,

F4-1

ATiR S

E=L]

[T
T

A.PHYSICAL

TOEK O TOEDMRAF F 72134 5 7 — & OAfifilZ
GOl X2 U T 40, BREICE o TRitS

N5z e EEET 5,

Physical security, commensurate with the value of

the TOE and the data it stores or processes, is
assumed to be provided by the environment.

ANNETWORK

HEHEREIL, LANA V& 7 2 — A~DOINEN S DA
VDT 72 ANSLTOEZR#ET HZ L2 ET D,

The Operational Environment is assumed to protect
the TOE from direct, public access to its LAN
interface.

A.TRUSTED_ADMIN

TOEEHF X, V14 bOEXx2 VT ¢ HEHTHEST
TOEZEHT L &, BHINTWVD,

TOE Administrators are trusted to administer the
TOE according to site security policies.

A.TRAINED_USERS

FFA S IRIHEIL, A bovX2 U T 4 HEHC
it> TTOEAMEMT % L 5 #AFF S TV 5,

Authorized Users are trained to use the TOE
according to site security policies.

ERIREE & R

A TOE OET L EMEREE A 4-1 1ITR7 T, A TOE [ L—ki72 47 ¢ AITERE
SN, MBRORE R v U —27 Tih %D LAN F OVAREFEHREIC 85 L T &
o, FIRAEZ, A TOE OF{E S LAN IZ#ki Sivi=2 74 7> h PC (—
BFRE 2 74T NV AT HEHE 7 747 ) Z#EAELTARTOE 2 H

ERAR
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(1) —FIHEZ Z47 b
—RFHEDERTLZIHO PC ThH D, UTDY 7 by =T PLETH D,

+ OS : Windows 10

- Web~” 7 7 : Microsoft Edge

- 7Y & KZ 4N (Xerox Corporation f&ffk)
PCL6 Print Driver Version:5.860.1.0

(2) AT LERES FAT B
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VAT LEREMEAT2MHDO PC ThH D, LTDOY 7 MU =7 BUETH
%)o

+ OS : Windows 10
+ Web 77 7 ¥ : Microsoft Edge

(3) Mail #—
TOE 7 BFIRHOXHT — 4 2 %ET D HAIMAT 5. UTFOY 7 by =7
BULETHS,

*TLS 1.2 )& SMTP 7' v ha v zHR— 357 =7
(AZEM T Postfix version 2.10.1 2 /)

(4) BEEAH—

TOE DR LIcEEE n 7 2 /5T 50— "ThoD, UTDOY 7 b =T W
HThH D,

+ OS : Windows 10

* TOE 226 v 7 % B33 % PowerShell X7 U 7~ (TOE O A X4 A
(ZFLHD)

+ PowerShell Version 5.1 (OS /&)

REB. RIS TS TOE SO N—FD =7 KOV 7 by =7 O
PEIAFHIOFEME TIX 22 (HICEHTE2 b0 ET5),
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K TOE D#EAI 2 HAE. KT, AFHE THREES 115 A TOE OFEREIZIZ. LT D
HFID D D,

(1) HHEYS— K7 F7A4 7T+ PC

TOE &y L CBIES 28— 2 74 7 > FPCHEF = TITEA S
HZliF, BHAEOEMETH D,

(2) A —DEH

BV — NI AT — 06 TOE ICEMINCAR—Y 7 LT TOE IC&fES
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- FI#E . MFD OEfE RNV, 7747 FPC DO Web 77U, 754
TURPCOTY U HZ RTANNLTOE 2#HT5EEX (V747 K PC
D R Z A AEREFIFAE O ID OO T D),

c AV — "D TOE OFEn 720G T 5L &, (VAT LEHEDID &3
AT — R&EfEH)

AREREIL, BBREREZ AR D720, LU T OREREME 20 2 TV D,

- B/ VSR T — REOHIR,
* @%/’d—ﬁ L7-% [0 nmgia&ﬁ#@%%”mu nft@1'?ﬂ:
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(2) 7 7 & Ak EE

AHEREIZ. MFD OREARGE TRIPE T — 2 28Ed 5 L &2, FIHET—~
DT 7 AKIHZIT O TH D, 7 7 v AHNX, FIRET —Z O & E#
& FIHFE OBHIE B OENZ SN TS,

(3) 7 —Z 5oL kRE

AHEREIL . TOE WIBIIRFE T BT — X R ONEBIET — X 255k 2HETH D,
BRAET — 2 O 5 IX. #RK 256 £y F®D AESCBC =— K& 5, 85T —
2 O FbE [(4) SEFEEKE] O FBE7 e ha/LTHEHINS,

W gid, HERORNE 2 +557e > b o B —2FoR A ka2 WV TAR S
o,

(4) miEHEEEKRE
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1.2 THRET HHERETH 5,
(5G) BX =V T ¢ Bk

AEEREIL, X2 U T A REEOREF 2 v AT LEHEICHIRT2HETH 5,
e, —MAAEZ. AANONANAT— ROEENETH D,

6) ¥ = U7 A

AMEREE, X2 VT IR oA F SRR 7 L LTERL, BE
_H__/i‘&o\:‘/xa“j)\%ﬁ%‘ﬁ)%@gﬁﬁm LZFAIBEICT HHERETH D,

Ak EnIzEEA e 713 TOE NERICERFES L, (RIFEBZBAD581CI3R D
HWERLEEHE L TR LWER R 703 R(FS D,
(7) = e e

AEEHEIZ. TOE EEFIC 7 7 — AT = 7T OF = v 7 W AR OELEE Y O 1 & )
VBT A N DHEREL . 77— AU T HHFRFCESH Y 7 —2o U =T DEFE
X EET DHERETH D,

(8) PSTN 7 7 7 A% v kU — 7 By Bfekhe

AHEREIL, AREFEEIHME (PSTN) & LAN 25t J 2HRETH 5., AR
#iE2:5 TOE 2k LT LAN IZ7 =2 2= ZET 2 2 LT TE R0,

©) N KT 4 22 D b R

AHEEE, TOE OIAREREDHE T %72 ERIIH O MIBRERMESIC k- T, TOE
ARIE OSXCBF — 5 & HIRT HBRC, CHF — 4 B S DTV 72 TOE i
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