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Normal User
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A User who has been identified and authenticated
and does not have an administrative role
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Administrator

A User who has been identified and authenticated
and has an administrative role
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D.USER FRET—4 TSFO#AEICEE KT S 720, FIHEZE DD
FRAEIC L > TR SN T2 T7 — 4
Data created by and for Users that do not affect
the operation of the TSF
D.TSF TSF 75— % TSFOBIEICEEL 52500 Lty TOED
72ODTOEIZ L > TIER ENT=T —#
Data created by and for the TOE that might affect
the operation of the TSF
#3-3 REZEEFRARET—H)
Z2L1 E E&E
D.USER.DOC | fIIFEXE T — | ETHEIF—Fav—oEA 7T, FHEDL
v FIZEENDEH
User Document | Information contained in a User’s Document, in
Data electronic or hardcopy form
D.USER.JOB | #IfHEH Y a7 FIRZEOXCEEIICELRE Y 2 7\2BET 51
T—H pin
User Job Data Information related to a User’s Document or
Document Processing Job
x3-4 REEETSFT—4)
B ER EE
D.TSF.PROT | RS/~ TSF | T — X OFrFHE THEHEREITH R WFIHAEIC
T X 5%UE A TOE @Jzﬂm)74 TR RE
Th LRV, BFBITHFATEXS TSF 77—
i
Protected TSF
Data TSF Data for which alteration by a User who is
neither the data owner nor in an Administrator
role might affect the security of the TOE, but for
which disclosure is acceptable
D.TSF.CONF | fi#%®D TSF 57— | T — X OFrAEHE THEHEREITH 2 WFIHAEIC
v XHREFET iﬂﬁlé/mﬂj)TOE@'{ZﬂF:)74 z
WL RIETE LivZen TSF 57—
Confidential TSF | TSF Data for which either disclosure or alteration
Data by a User who is neither the data owner nor in an

Administrator role might affect the security of the
TOE
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T.UNAUTHORIZED_ACCESS

WEEFIX, TOEDA v 47 =—2 %@L T, TOEWN
ORAEGET =2 ~7T 782 (&, &E, £/20%
HIBR) ., FITRAE Y a 77— 2 2L (LEFE
IFHIBR) 7508 Lty

An attacker may access (read, modify, or delete) User

Document Data or change (modify or delete) User Job
Data in the TOE through one of the TOE’s interfaces.

T.TSF_COMPROMISE

WEFHI1T TOEDA 27 = —A %@L T, TOEHN
DTSFF—ZICARET 7' 2T 50 LivZely,

An attacker may gain Unauthorized Access to TSF
Data in the TOE through one of the TOE’s interfaces.

T.TSF_FAILURE

TOEDOHANENTF A SN-H4 . TSFOBEEHEIC L -
T, EX 2V T A OBEZGI TG LIL7R,

A malfunction of the TSF may cause loss of security if
the TOE is permitted to operate.

T.UNAUTHORIZED_UPDATE

WEE 1T TOEICARERY 7 N =T %A VA h—
VT HE LIV,

An attacker may cause the installation of

unauthorized software on the TOE.

T.NET_COMPROMISE

WEHIT, Xy N —JBEZET=X LTV EEL
04T AZ LT, BEFOF—FIZT 7R LD,
TOEDt X = VT 4 ZfEbrfb L7203 2560 L7
AN

An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.
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P.AUTHORIZATION R 1T, SCEALER N OVE B RE 22 ST 2 AN M

[BAa AT S iuze 57,

Users must be authorized before performing
Document Processing and administrative functions.

PAUDIT XU T BET T T ITIEBEEINR TR
X759, F0koRTrvaron ViR
S, ANHBIT= T 47 4 ~EFEINRTNER S
VAAN

Security-relevant activities must be audited and the
log of such actions must be protected and transmitted
to an External IT Entity.

P.COMMS_PROTECTION TOEIZ. LAN EODT /A 2 & B & &5 T & /e
FHUER B 70,

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPTION TOENFIHE LET — & FI2I3WEDOTSFT —4 %
B AZ A AT RE /R AN FEME A b L — U T A RITRAF
T 556, TORXZENHDT A A EDiEYST—H
il RS | A RS I

If the TOE stores User Document Data or
Confidential TSF Data on Field-Replaceable

Nonvolatile Storage Devices, it will encrypt such data
on those devices.

PKEY_MATERIAL FIRE CET — X E1213MWEOTSFT — % OBIHIA
BArJRE/ R ANHETME R N L— D 1= O DG B8 D 22 AR
WZHETH L%, o, T~ A7 B E
72X OMOH 5P HEIT, RIERT 7B AL
XN bR, hOFDOARNL—U TN
A A BITHRAF SN T B 7w,

Cleartext keys, submasks, random numbers, or any
other values that contribute to the creation of
encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF
Data must be protected from unauthorized access and
must not be stored on that storage device.

P.FAX FLOW TOENPSTN 7 7 7 A#ie # 2tk 3 54545, PSTN
7 7 7 Ak & LANOB O 45 Bl 2 AR5E 4 5

If the TOE provides a PSTN fax function, it will
ensure separation between the PSTN fax line and the
LAN.
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FERARVIREICET SAREH

K TOE ZEH T HBROAHERM 2K 4-1 11T, TS DORHRRMENM - S
e KTOE Ot ¥ = U7 BERENANTEET 5 Z LIFRIES 7R,
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A.PHYSICAL

TOE. KUTOERfFE 71T @fiﬁ“%ﬁ'j & DAt
WCRESTBEE X2 U T 128, BREEIZ Lo TR
SNDTEEMET D,

Physical security, commensurate with the value of the
TOE and the data it stores or processes, is assumed
to be provided by the environment.

ANETWORK

EREREEIL., LANA V4 7 =2 — A~ S DE
BT 72 ANSLTOEZRET 5 Z L 2 ET D,

The Operational Environment is assumed to protect
the TOE from direct, public access to its LAN
interface.

A.TRUSTED_ADMIN

TOEEFE 1. A FOvX= VT 4 HEHIHE- T
TOEZEHT 5L, BEHINLTWD

TOE Administrators are trusted to administer the
TOE according to site security policies.

A.TRAINED_USERS

PR SHNIERHEE, A botF =2 U T 4 FFEHT
> TTOEZM M % & 9 HFAH S LT D,

Authorized Users are trained to use the TOE
according to site security policies.

B IR & MR

KTOEaﬁ%E?éiﬁ

¥ 4-1 127 F, RKTOE 1 Z—Mx72 47 ¢ AT
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TATOE ZEiH4 %,
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L. Web 77 7HIZ X 5 TOE OBEAEITEHE DANPFIHTE 5,

+ OS : Windows 10
s Y RT AN
(BAIA11}) Generic Plus LIPSLX Printer Driver V2.50

Generic Plus PS3 Printer Driver V2.50
Generic Plus PCL6 Printer Driver V2.50

(BALIS:) Generic Plus UFRII Printer Driver V2.50
Generic Plus PS3 Printer Driver V2.50
Generic Plus PCL6 Printer Driver V2.50

+ Web” Z 74 : Microsoft Edge (& BiE D7)
(2) Ehn 7 —3—

TOE DA LIt n 7 2 /A7 T 212D DY —"—Th %, SMB LD Y
TNV =TBRETHD, AFHETIILLTOY 7 by =7 i,

+ OS : Windows Server 2012 R2 Standard Edition
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+ OS : Windows Server 2012 R2 Standard Edition
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+ OS : Windows Server 2012 R2 Standard Edition
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(1) FFEY—"—KO” T47 2k PC
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HIEMWATHD, IHIZ, KATOE 1%, *v NV — 7 BEMHTEIZ IPsec &
BT 5/ L aRIRT DI L Ty, £, £l — 1 —(Z
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AEgREIX, TOE WEBIZIRTFT 57 — X 2B 5T 2 CTh 5, B ki,
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(4) LAN 7 — Z {Ri#ne
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