JISEC-CC-CRP-C0754-01-2022

V4
JISEC

-
o
i

HER BH ZER
IT& & (TOE)

HEas AT B (B3 7) TFISEEIATH (ITFRFEL790)

oS il JISEC-C0754

RICOH IM C530F/C530FB,
SAVIN IM C530FB,

LANIER IM C530FB,
nashuatec IM C530F/C530FB,
Rex Rotary IM C530F/C530FB,
Gestetner IM C530F/C530FB

Rz

N=T g VRN ) —RFF E-1.00

@unu@ﬁ% *ﬂiit%\ﬁ: Ja—
BEREE i & WEMEEX2 V7T 0 ¥ —7 >, CC3— 2Pk
PRAE N > o — EAL2

ITE* = U7 ¢ R D4 Fr | &4 ECSEC Laboratory #fAfit > % —

FFREDOTOEIZ DWW T OFHlIEL, ATD LB THHI LERFELIZD THRE LET,

FFI44ETH 26 H
X2 )T ey — X2 T o BT
BAEES  REF EY

FMENESE . [ITex2) 7 HELROREREOERFE] TED S TEROBKITE SN
TEHili S iz,

D BHREHEX 2V T A TMEOT=DDaETL 754 F VT N—T 3231 JU—R5
@ FHREMEX 2V F Moo mHE A—Y 9281 VU —25

MRS R - B

'RICOH IM C530F/C530FB, SAVIN IM C530FB, LANIER IM C530FB, nashuatec IM
C530F/C530FB, Rex Rotary IM C530F/C530FB, Gestetner IM C530F/C530FB /x— 3 >
E-1.00] 1%, JSAATBOE N SAABRHEERE N EO 21T X 2 U 7 ¢ FBEEEICBE 9 5 2Rk I
WZHE, ED DN BUSICEE D R &2 321, FTE D PRFEEA: A 72 LTz,



JISEC-CC-CRP-C0754-01-2022

B R
T R ettt ettt ettt ettt et ettt et et ae et et aeeaeaes 1
L1 AR R E T oottt 1
111 a7 7 yar7uaTd y A VETIIREE S Y 7 =2 e 1
1.1.2  TOEE T X 2 U T A BEEEME oot 1
1121 B E TR 2 U T AR IRITEE oo 1
1.1.2.2 BB B e 2
11,3 BEETHIH oottt ettt ettt aae 2
1.2 BEAMODTZH coovieieeeeeeeeeeece ettt ettt 3
1.8 BHAI DD RERIE oottt ettt ettt ettt ettt ettt et et e ettt et te et e nreenee s 3
2 TOETEB vttt ettt 4
e SR R G 5 2 LSOO SRRSO 5
3.1 B U T A BEBE T BT oottt 6
311 B E B DU T ABERETT B 6
B L1l BT oottt ettt 6
3.1.1.2  BIBITHT 28X 2 U T A BEREST B oo, 7
3.1.2 OB X2UT 4 T EEXF 2 U T ABERETEE oo 8
3.1.2.1 RO B 2 U T £ TR e 8
3.1.2.2 MO EX2 VT 4 HEHCT 22X 2 U T A BERET S 8
4 BIHREAE & FMFTH D BAREIL oottt enne 10
4.1 R OB BT D RIHE IR oo 10
4.2 TEFBRBE LA oottt ettt 10
4.3  GEFABRBEICISIT DTOERIH ...ooeeeieeeeeeeeeeeeeeeee ettt 12
SR A A L 1 = i oY I < SOOI 13
5.1 TOEBEFRE T2 TR L PEER oot 13
5.2 ITERBE oottt ettt ettt ettt ettt ettt 15
6 BUETRIT B0 2 A L B ettt 16
AR BN 5 2 BT SR R O T vttt 18
TL BB oottt ettt enens 18
T.2 BT TTIE oot bbbttt s et et ns et s e 18
7.8 R FEREMET «.ooooeeeeeeeeeeeee ettt aeas 18
7.4 S OO 19
TA L BAFEFET A D ettt 19
T.4.2 G TENTT A R ettt 21
T.4.3  FHEEIR AT A B ettt 23
7.5 BB IZ DU N T ottt ettt ettt eanas 25

T8 FHAHIAE IR o 26



JISEC-CC-CRP-C0754-01-2022

O L 2 B B A N - OO 26
8 FBRIETEME cvovovvevereeeeee ettt ettt ettt ettt ettt a et ettt 27
8.1 R RTEAE R oottt ettt ettt senas 27
8.2 T B TH oottt ettt ettt ettt et et et et e et et eae et ete et reneeseaas 27
O BB T ettt 28
10 BFHd U T 4 Z 0 B oottt 28
TL B oottt ettt ettt enaee 29

12 B ettt et e et e e e e et e e e e et e et e e aaeearaeaas 30



11

111

1.1.2

1121

JISEC-CC-CRP-C0754-01-2022

EREN

Z OFERERE FIE, HRAlat ) = —23BA% L7z TRICOH IM C530F/C530FB,
SAVIN IM C530FB, LANIER IM C530FB, nashuatec IM C530F/C530FB, Rex
Rotary IM C530F/C530FB, Gestetner IM C530F/C530FB /x—7 = > E-1.00] (LA
T IARTOE] £v9,) oW THEK & ECSEC Laboratory aflit % — (LA
T TEHEEEBE ) Lvo) BEF4ETH 19 FIZE T L2 IT B% 2 U 7 1 #HlIC
XL, EONEORBFERRELHHEE CHLKASMLY a—lZmETLHL & bIT, KR
TOE (RO ZFOFEESCHEBEZ I LEX 2 7 4 R EZRIET 280 TH 5,

ZIKHALAFJE%& n}h t]:\ 10 %@‘{Z‘e’\"l Uﬁ“/l) &“‘b:‘\/ ]\ (BLT ’—STJ kl/\50)
%G{Caméhf:b\o FRICAK TOE Ot & = U 7 o« BEREEA:, IRaEEMF X O D43 PED
BILE, STICE W RS TS,

AFRFEHR S EIL, TSN DA TOE AT 2 —fREEE . KOTHES 258 &
FELTWD, AFEGEREZEIL, A TOE M6 3 D RaEE I DWW GRGER B &
TTHOTHY . HRO IT #MAFOLDOEFIETH D TIEARNWI LITEE SN
7=,

FTAf > R B R E

A TOE Oighe, HEARMFOMELZ L FIIRT, Bl 2 BURESHOZ &,
JaToiariad A IIERIRRIE/ NNy 3

K TOE ORGFE Sy 77—V, EAL2TH 5,
TOEL EFH ) T 1 HEE™

ATOEIX, = —HaE, 7'V ¥ —HRE, A% v T —HiE. 77 7 2AREZ feft
THFVUANMEEHE (ULTF IMFP] 201 9.) Tho,

ATOEIZ, MFPOH 5 XERLEF 2V 7 4 ICHET OREFTRENZE INTY
BISAINTZ T2 a2 T 2720012 U 7 HRe a2t 5,

INbDEx =T 4 HREEMEICOWT, £ ORREHT#I O % 4% & SAED IEHENEIC
DUWTIRGE N » & — ¥ OFEPH TR 2N T o472,

ARTOENEET 2 BB E OHHRIZOWTIRED LBV Th D,

EZRELFX ) T4 /KA

ATOEIL, UL FOEBAEEL TV D,



JISEC-CC-CRP-C0754-01-2022

TOEMN# 9 LEREX 2 U 7 HEABICET 2R EBHREDIREE IR LT,
TOE~DOARIET 78 AKXy NI —27 FOBET —FZ~DRET 7RI A, B
BRU S ADEBDPGIET D,

ZNODOEBICKITT 27212, ATOEIX, WRRGE, 7 7 & A, Wre{be
EDtFxal T LRI D,

1.1.2.2 BREH RSN
AKTOE X, MO X5 e CEHT L Z L A2HBET 5,

ATOEIZ. TOEOWBEHIER0A v F T = — ANRIERT VAN LIRHEIND
LOMBRREIIEEINAZLEZEEL WA, £7-. TOEOERIZH->TiE. H
A X ASLEHE S THYNTERE L, MERFEE L2 TR 5720,

1.1.3 HEERIF
AR TIX, LA FOEHAZLRFEL TV R0,

4.2 JETBREE L WAL ORC# L Brp 5B BB O
[7.5 FHERERIZOWT) DOft# & B2 5% ED TOR



1.2

1.3

JISEC-CC-CRP-C0754-01-2022
sl ToEd

PRI R 95 IT B = U 7 ¢ 5l S ORRRERI BEIZ S D & ARIGE TIT
X a VT o R ORERERIE O FARRR ) (1], TIT ¥ =2V 7 1 BiEFICHET 5
ZoREIE] (2] TIT B = U 7 o sHBBEBEARR SR IC B3 2 Bk 9h ) [BlICRUE &
MTNEIZIEN, MRS I & > TA TOE (2B 5 B REZ A K OMRAEEAH IS
WTIT b= U7 ffliAE s, Ff44E7 HIZET L,

_:F1ﬁ 0) A IJ

ARG B X ﬁfﬂﬁ*ﬂ%ﬁ%rﬁ{’ﬁﬁiwﬁwﬁ&ii[ 31K OBEE 3 % AAM AL B &
ﬁb/ﬁTOE@ﬁﬁﬁ%E@iﬁ Ho TIThIo Z & 2R LT, FRREDInFE
IZBW TR SISV T, M£VE;w%¢%Lt FORIERERA 2 FEHE L
RIS, TRTRIR S, 2>o, TOE OFF2s CC ([4ll5][6] % 7=ix[71[8]1[9])
36} CEM([10][11]0>wa“Wb>) IO L CHUICERSNTND Z LR LT,
RGBS LRI D EARGRIERE H L AER L, RAEEEAK T L,



JISEC-CC-CRP-C0754-01-2022

TOE: A
ATOE IE, LIFOLBY#HENS,

TOEA #rk : RICOH IM C530F/C530FB,
SAVIN IM C530FB,
LANIER IM C530FB,
nashuatec IM C530F/C530FB,
Rex Rotary IM C530F/C530FB,
Gestetner IM C530F/C530FB

N— =z E-1.00

BIEHE At =2 —

A TOE (X, MFP AEDAH TR S5, TOE Ol A% 2-1 127577,

#2-1 TOEMER M

MFPA(K

Bdh PR = — N
IM C530F DOCT-27
IM C530FB DOCS-17
IM C530FB D0OCS-27

F72. TOE OD/x—2 3 %, TOENHOERDO Y 7 N7 =7 Eo—Ru =7 D
NR—= g VOMERETHD, TOEDAN—2 3 OWNRIL, ST O 1.2 EE2FR,

L 2NaH - FEREZ 32 IF 7oA TOE TH 2D Z & &, FMHIZLL FOIEIZ K > THE
WTDTENTED,

o HgAMEICRiR S A LT o — R R2- 1084 Lo — R L
—HT 5 L aMERT D,

o HEDHA XL ADFTHITHE S THEAEL, B OBIE SR NVCFRRE T Y
TR 2T ENN— R 2T OEHRENR— 9 0 &N, ST D128 D i#H
LT AL RMERT B,



JISEC-CC-CRP-C0754-01-2022

tTHa )T 478

ARETIE, A TOE DBEEBICKHITT 572D Lo ® 2 U 7 1 e A E#H-08E
kDX =2V T 4 R 2T 5,

TOEIIMFPICERE SN LEICHTAERIERT 7B AT 27200 2
UT 4 RE. RORy NU—7 LOBET — X 2T H7-00D X 2 U 7 ¢ HERE
35,

TOEIZfEfk DT X = U T 4 et ai7-97-0 ., TOEDOEZEfT — & 2 5{t4 5 1%
B, LT 7 7 RIFZ#EH LT-BEERFRE D ORIET 7 & A 285 SHERE & #2 i3
éo

o, kit F®a ) 7 ARSI /R ECEHEDOHRIMTAD & O HlRS
LT LT, BEX 2T A RED LSO IER A AT 5,

ATOEDFIF % #3- 112753, TOEOHAH Ix—HH A & & oS h,
BT, BHEITA— 1 — A P — L MFPEHE I SHESN D,

#*3-1 TOE# H#E
FIREES B
— A TOEDMEHZFF s n-FHE, v /A a—
P —4 % 15 S s OMFPHSBE ORI 23 © &
Do
BHE | A= /=4 | MFPEHEDOR 7 A U NRATU— REEHTT HHE
P fRE. MEPERREOR v 7 7 U MREEZRERT 5
MERR 2 FF D,
MFP& BH TOEDE B ZFFAl SN-FAE, —BFIHE O
HOMSRE R, SCEER, Xy P — 7 EEOEH
¥BEIT.

AKTOEDEF 2 U T 4 HREICB W TIRED IR & T 5B EARI-2 M VKS-3ITR

‘@—o
#3-2 TOEREEZEE (FABT—4)
| TEF%
FRFECEF—% | EFNERIZ A — Fabvt—oEX T AHAZOCEICE E
N5 1w
FAEY a 75 —% | FIAZEOLEE I3 CELR Y g 7ICEET 5 H#R

5




3.1

3.1.1

3.1.1.1

JISEC-CC-CRP-C0754-01-2022

#*3-3 TOEfR#EEE (TSFT—%)

S3 %A TE#%
TSF#E T — 4 X2 VT A BRETHEREND T —Z O T, 528tk L8
BHERROOND T —4,
ATOETIX, v /A " AU— R, Efn 7 eMMCH =
BN T D,
TSFiRi#ET — 4 X a VTSNS T —F DR T ERMELET

MROLNDHT —H,

ATOETIX, v/ A ya—W—4, AT — Rk,
77 AN T 2R ER L, TSFRIEEHRZR &
F = T o BREDOBFREMA LY T 2,

X )T o BEETE

ATOE 1%, 8. 1.1 IS TEBICHH L, 3.1.2 IR THEO B 2 U 7 ¢ 20
232 VT o HBEE BAHT 5,

BR LX) T oHEEAS

B

ATOE 1%, £ 34 TRTEHEBEMEL., ZIUTHITT DHREZ I 2 5.

®3-4 BH

ARl

I

T.DOCUMENT_DATA _
DIS

(FIMEXET —2 DM
)

TOENEI L TCWORMAELET =41, n /(4 ra—
V=R ERl-7enE, HDHW0E, v /A ra—F—4i%
Ffo CWANZDOLE~DT 7 AERE FE 27200 E
LoTHESNDIE Ltz

T.DOCUMENT_DATA_
ALT
FMEXET =2 D

%)

TOENEH L CWARIHELET —FR, nr A va—
P—Z a2l E, HDHNE, v /A ra—F =41
FFoTWENEDLEA~DT 78 AEREZFIZ 0 0FIC
Lo THEENLIE Ly,

T.JOB_ALT
FIHEY a 77 —40
e Z)

TOEDNEH L TWAFHE Y a 77 —4B . n /A va—
P—Z & B VE, HDWE, B v a—F =41
BoTWARZORMEY g 7 F—2~DT 7 & AHER
ERERVEICL o THESND D L2,




3.1.1.2

JISEC-CC-CRP-C0754-01-2022

Gl

A

T.PROTECT_DATA_AL
T

(TSFfri# 7T — % O
)

TOEDNEBL CTWATSFRET — 43, n oA v a—H—
BEFFTIRNE, HDOWIE, v /A a2 —F =TT
WD NZEDTSFERH#ET — X ~DT 7 & AMER & FF =72\
FIZ Lo THEEIND S LR,

T.CONFIDENTIAL_DA
TA_DIS

(TSFR % 7 — % O B
)

TOENEH L CWATSFRE T — 23, n /A v a—H—
BEFTIRNE, HDOWIE, v /A ra—F LT - T
WEHNZDTSFMET — X ~DT 7 & AMER & Fii= 72\
FlIokoTHEENLI NS LL,

T.CONFIDENTIAL_DA
TA_ALT

(TSFH % 7 — # O
)

TOEREH L CWATSFRE T —# B . n /A v a—H—
HEFFCIRNWE, HDHWE, r A ra—F—4TFF o T
WABNZEDTSFRE T — 2 ~D T 7 & AMER % Ffiz 72\
FIZ Lo THEEIND S LR,

X Tnr g ra—P—Huffodk] LIFTOEDRIM ZFFr Sl E 2R,

BRICHT 5% T 1 #EeAH

ARTOEL, 34U RTHBEIIK L, LLFOEX =2 U T #REH S TP T 5, 72
B, KXV T EOHEMT, 53ITRT,

L %
T.JOB_ALT| ~®xf#i

[ TDOCUMENT _DATA_DIS |

[ TDOCUMENT_DATA_ALT |

I BIEERS20FAE T — X I T 2B TH Y TOEX, THRAIGEIEHEEE | [3C
EY 7w AR KON [y hU— 7 {Ri#EKRE] TrHPLT D,

(R FRAERERE ) 1. RRBURRREA RED L 7RI 721012 TOE OFIH 27 v

Do

[CFET 7 & AtlEdE] 13, FAIHEDSFIRET — 2 2843 28127 7 & 24l
HEATV, 77 B ZMROH DRMETZTIC, EOMMET — 21T 27 7 1A

ZRFAY D,

Ry MU —7{REHKRE] 1X. TOE 287 T4 7 > bk PCROF/F Y — 13— LiE(F
T LB S bBE 21TV, BET — 2 2T 5,

LI EDOREREIZ L V. TOE 1X, TOE OHERIMEHCMEET — X ~DRIET 7 & A
IZE - T, REFRORMET =2 BIRAN LT VB S SN 252 & 201k

15,
2 & B

[ TPROTECT_DATA_ALT |

[ T.CONFIDENTIAL_DATA_DIS |

[T.CONFIDENTIAL_DATA _ALT| ~®O%#t




JISEC-CC-CRP-C0754-01-2022

:j/b % @ii‘% 3-3 O TSF 5‘—‘—& 7;({'“@—6%5‘2‘(% D TOE 6i\ IJﬁ)QL}EJIIJpL, HEE*%%HI:,J N
Mo ) 7 o R RO TRy b U — 2 (REEIRRE) TR

[FRBIGEAERERE] & T2 V7 o BHEBERE] 13, TSF T —4~D7 7 &R
. MEROH DR ABETTIZEFAT 5,

[y MU — 7 RiERE] 1X. TOE 287 T4 7 > bk PCRA{AFH Y —\— L iE(F
T OB SALIBE 21TV, BET — 2 2T 5,

LI EDOREREIZ L V. TOE iX. TOE O#EMRIMENC, WET — 2 ~DRIET 7 &
AT &~ T, REEHZRD TSF 7 —Z RNRAWV LIV SRS A SN $5 2 8 %20
B2,

3.1.2 HEOExX1 T AfHEEF) T 0 BEBEAE
31.21 HEOExX1) T4 HE
ATOE ICER SN DO X2 U T 4 #ta 3 3-5 177,

x3-5 MHEOEX)T 1A

EvlEn MO X2 VT 1 et
PAUTHORIZATION | TOEFIH OFF Al %5 F =R A H 720 BNTOEZFI AT 25 2
(FIHFE OFRIFEIE) | LB TEDLLIICLRTITR B0,

P.VALIDATION TSFOFAT2— RE A OMAETE 2 FEAZ 2T E

(Y7 MU =TGR | 2 B2,

PAUDIT EAOBHEME BX 2 VT 1 ZHERFT 272012, TOED

(EEr 7T —20 | BXa T ¢ BEA N OB 2 A 2 5T

FLERE BE) TERR S AL, MERFS AL, MERRZ FFI2 720 E 0D OBIRSK S
A DIRES I, HER A HOEFIC K - THER SN2 Ul
BN,

P.FAX TOENEFEEHRTO 7 7 7 AERE AR 21CHhH= v | B

(A A > B 7 = — | ZEE#R L LANO RN /B A ARFE L 21T UT 72 6 720,

AEBR)

P.ENCRYPTION TOEDeMMCIZFiEk L CW 57 — &1L, Kb ivTn

(eMMCH551k) RTFIUER B0,

3.1.2.2 DX T AHICHT 52X 71 HBEAE

TOE I%, % 3-5 (RO HF 2 U T 1 Gtz L Fokx=U7 4
ez Biiid %, 7ok, %2 U T A EEOFHMIL, 5 HITTRT,

8



JISEC-CC-CRP-C0754-01-2022

(1) kDOt X 2V T 1 J8F [PAUTHORIZATION]| ~D %t
TOE 1%, [FRPDIGERAERERE] CARB# A2 FEHT D,

(G RRAERERE ) 1. FRBIRERGEDS RSN L7=FIHZE 720712 TOE OFH %3 a5
50

(2) #fkDEx =2V 7 ¢ 58t [P.VALIDATION| ~OD %)
TOE 1%, TSEVEMGERRE] TAGEH 2 RILT 5,

AMRREESRE | 1 X, TOEDOREIFICE X 2 U T 4 BFEDFITa— RO
%fﬁaﬁﬁ“éo

3) #fkDEvX =2V T 4 J5#t TPAUDIT] ~D%fit
TOE 1%, EAMEE] CTARIFT#HZFEBT D,

MEEAMEE) (X, X2 7 o REICHEET 2 EReiidn 7 & LTRed 5,
TOEIZHAN S LT v 713, FRRE S AV MFPE B 7200 23, Bix L & HIBR
ZATH T EINTE D,

(@) #fkDOEBX =2V T 4 S8t TPFAX] ~DO%fi
TOE I%, [7 7 7 A[EIFBEREE ] CAGEHZEBLT 5,

[7 7 7 Z[EFSBESEE ] 13, 77 7 A7 e ha Lz fAW-FIfET — 2% D%z
11::%'3{1}% 777;(/(\/573:‘—;(me0) {nzgfik)'fﬂ:ﬁ_é

(5) kDOt X 2V T 4 58 TPENCRYPTION| ~®Dxfie
TOE(X, &7 — ¥ {Ri#i%eE) CTAGE &2 RIS,

[EfET — & (R RERE) 1. TOENIIO A hL—2 (eMMC) ICEE AT —4
ZWE LT %,



4.1

4.2

JISEC-CC-CRP-C0754-01-2022

AR &M & ST MR D AR

ARETIE, BET DHE DA TOE OFHOHWIZAH M2 HE LT, A TOE
w5 720 ORHR R L OEM BRI DWW TREE 5,

FERARVIREICET SAREH

K TOE ZiEMAT HBEORHESRMGZE 4-1 (T, ZNSORMHESENHT- S
WA, KTOE Ot X = U7 4 HRENAINIEMET 5 Z EIIRFES L7200,

x4-1 BHREH

i vlEe AR
A.PHYSICAL_PROTE | MFPEBRE L, A ¥ A2t > CTOEAZ Z R THEHR T
CTION IZBIT2HITICERE L, REEESEOEH» LW T
(7 7 & RE ) JEASNDOIERZHIBL TV ED LT 5D,
ANETWORK _PROTE | MFPE P X, TOEDOLANA > % 7 = — AN D
CTION HET 78 AEND LR ES NS EMREIC
(R U — 7 &8 TOEZZETLHHD LT D,

A.USER MFPEHE L, —BAAE MO 2V 7 oA

FIMEHE) VRFIEEEFET DL O A XL A ESTHE L.
FIAFEIZENAL DR Y —FHIZH > TNDHHD EF
Do

A.ADMIN MFPEHEIZMBEO X2 U T 4 B =X D FIE

(EHEHE) ERHELTEY, T L VA TERDLDRY —
RFNAIZH > 72TOE O ERLIENTE L H D L F
Do

A.TRUSTED_ADMIN | FERFIZIL, HA X A>T OREZER L2

(fFHH T 2 EBA) FHIBEELTWDHDET D,

B IR & MR

A TOE OET 2R AKX 4-1 12573, K TOE 13— M7 47 4 ATaRE
S, =N 7 xRy hU—27 (LN TLANJ &09,) ROVERERIFHICHG L
THEH D, FIMEIZ. K TOE OFfE/ 322 LAN It S iz 7 A4 7~ b
PC ##/E L CA TOE %3 5,

10



JISEC-CC-CRP-C0754-01-2022

A B —Ryh
GRS T —2)

TrAT I 4—I

LAN (TCP/IP)

7

7747 FPC
syslog MFP -
s
(TOE) cTVH—RTA 3=
_ T FIART A=
EaaERR » “Web~ 7171

XK4-1 TOEDE RIS

AKTOE DI SR DA AL 2 LU IR,

(1) 7247 hPC

FIHEMEAT HINHDOPCTH S, Web7 7 7, U =2 —42{td>PCL6 Driver
(N—2 3 2 1.1.0.0L4K) & OLAN Fax Driver (/13— 3 29.5.0.0L4%) 738
ThHbdH, R TIILLTFDO Y 7 v =7 & H,

- OS : Windows 8.1, Windows 10

- Web~” Z 74 : Internet Explorer 11, Microsoft Edge 44
- 7Y H— K7 A,3—: PCL6 Driver 1.1.0.0

« 777 A RKZA /3= : LAN Fax Driver 9.5.0.0

(2) SMTPH—/3—

TOETAF v v LIEAAECET — 2 2R ET B8R T 29— "—Th
%, TLSXHGDOSMTPZ &2 b LY R— 45V 7 N =T RUNETHLH, K
MM CIELL T O Y 7 N = 7 ZAd

+ OS : Linux(Ubuntu 18.04.3 LTS)
*SMTPY 7 b7 =7 : postfix 3.3.0

(3) syslog¥—/3—
TOEDA L LA v 7 25T 57200 —1_"—Th 5, TOEOXE T, &

11



4.3

JISEC-CC-CRP-C0754-01-2022

o 7 OEREEANC LIGE I &b, TLSX G Dsyslog”7 v k2L
R—=hTDYT7 MU =2TBRETHDL, RKHETIILLTOY 7 o =7 24 H,

- OS : Linux(Ubuntu 18.04.2 LTS)
«syslogY 7 N7 =7 : rsyslogd 8.32.0

BB, AERICORENTWATOEUSN D NN— R T =T KXY 7 b7 =7 OfS5EME
IR OFH TIZR WD, HICGEHETEL2 L0 LT 5,

ERRRICHE T HTOESE

K TOE Offtd 288RE. KO, AFHlI THRIES DA TOE OFEREICIE, LAF
DRI D D

(1) B — A=K7 FA47 > PC

TOE &L L CEIET A KM — =7 T4 T FPCAEF 2 TICEH & h
HZEIE, TN OMEBROEHEDODEETH D,

(2) ZRAFNG A EhkEE

TOE WD A K L— (eMMC) ([ZRFSNTZT —ZIZXH LT, ZNnH07 —
2% EEEX L CHEHET ERFERIE BRI, ASHIIZ X A IRFEOMRATH 5,

12



JISEC-CC-CRP-C0754-01-2022

5 7—XTOF ¥ IZET 5EHR
KETIX, A TOE O#iPH & 38870k % 31 5,
5.1 TOEEBR L aOVR—R Y MERK

TOE O#p %X 5-1 12777, TOE 12 MFP 82K TH 5,

?? ===
? FFREFS A

I?'J‘.}E—F—]Jﬂi—
; 1
AT
Al | e e |
—
= ' I 1.
= Cl i | Web Image Monitorfiéh
| | ?—sawﬂﬁ%
| B IERE faE |
— L USSUE  B— _
| - — =" | MFPEIRE
[ ek A it
# B 17V [ e | ?
£ " n — — e .
SMTPH — ri— ?‘ _____ | A=l
2 | o L) oot ¢ |
2l L—— . | | | | matecbe TOESE
i ] |
""""" T Ea
syslog! -~ | Eroesmge |
o I = HE A
| &y —sigai | [ T
T o7 !
Lk e ——
s eMMC ("1 & EF LT
FEA A DEENEN D
AT R A

E5-1 TOED#ERK

TOE OEREIL., X =2 U T ¢ HERE & FABRE T S5, LR, TOE Ot
X UT AHERBIC O WTCHIAT 5, BEAKEEIC W TIT 11 A S,
(1) AR AR HE
AHEREIL. FIAENTOEDENE AR XN T A T hPC (Web7 7 74, 7V

VH—=RITANR— T T ARTAN—=) DHETOEZFEAT A &I, vl v
=Wl A RNAT— R THIHE 3B EAET D HERETH 5,

F Tz, WAFEREE MRS D 7= DI LT OReE 2 12t 5,
ﬁ%ﬁbﬁ_wuui%aﬁﬂjﬂ?@?ﬁ '7/ [N2)=: v 7T '7 k
« INAT — RO/ s WIESCFREOZR

13



JISEC-CC-CRP-C0754-01-2022
C RN, —ERRIRIED R WG E O v v a Yl

(2) 3CET 7 & A HkRE

ARHERERL, MFPOIEAHERE CRIR# OB — 2 RORIRE Y 2 77— 4 & HfE

THEXIL, ENODT —Z~DT 72 AGEITHOMEETH D, 7 7 & A4

I, FIAEXET -2 KOFIHE Y a 77— 2 Ot & EHR E . FIREOBRIE
W O ENZ IS T T D,

(3) &EMET — & (it

AHEHEIL. TOENED A FL— (eMMC) TR fFET 57 —Z Zh5Eib4 5%
BETHD, BET /LT XAF, #E26E Y NOAESEHHT 5,

(4) x v ~U—7 1R

AHEREIL, TOE & & FRITHESS & O O@IET —# &, W5 58{E 7 1 k2L TLS
1.2 CHR#ET HHERETH D,

(6) 7 7 7 Al BEHRE

AHgEEIX., 77 7 A7 a barcaRHWERRAET — X OEZEERE., 777
AA BT x— AR OE(E I T HRERETH D,
6) ¥ =V T Bk
AREREIX., BX 2 U T A HIEDORTEE 2 MFPEFLE IZHIRT 2HEETH 5, 7=
LT RTOFMABIIARADOT T A XA T — ROEENRA[RETH Y A — 3 —
NA P —IMFPEHEZEO T 7 A L /RAT— ROEENARETH 5,
(7) seLMriErsaE

AtghEIL, TOEDEBINIZE X 2 U7 ( MIEOFAT 2 — FOERMEEZRGEET 5
W TH 5, MALCIE, TOENHOFREY 7 h Y =7 Oy v aliEidT V8
WELEERT D,

(8) HEdrikne

AEEREIL, X2V T A REBICHETAERFRLE R /L L CitekT HH%6E
ThHb, TOEIZKM I LA o 7%, BERGES NI=MFPEBELE 7215 3, it
HLUEHIRZITY) 2N TE D, TOEDORE

REICR Y B w7 Zsyslogth—/3—
NIRRT D I L HTE D,

14



JISEC-CC-CRP-C0754-01-2022

5.2 ITIREE

TOE i%. LAN 2/ L CHEEY—N—=7 F 47 F PC LiBlE&1T 5, TOE
DF v T — 7 BRI, 0 IT B bl L CEA S, U Fo7 e ha
NEEHT 5,

« 7747 s PC (Web 77 7¥%) : HTTP over TLS

- 7747 FPC (FY 2 H#— K7 A,3—) : IPP over TLS
2 I7A4T 2 NPC (7727 ARZA,3—) : IPP over TLS

« SMTP #—/,3— : SMTP over TLS

- syslog #—/3— : Syslog over TLS

15



JISEC-CC-CRP-C0754-01-2022

AT rFa AL

AKTOE IR END R = A2 O 2 £ 6-1~3 6-2 12”7, R¥= A b
WERFEHIER I K 2 O v N BFEET D, TOE OFHF X, Bitesctt 2= 7

T2 TR R 2 A2 b OF-43 7B L @S RN ER E N D,

#6-1 ®EAFEFXa AT+ (EERD
R¥ a2 X 4 IN— g v
Product Warranty Registration DOBW-7035
For Users of This Product DOBW-7050A
IM C530FB / IM C530F MULTIFUNCTION PRINTER | DOCS-7015
LIMITED WARRANTY - FOR U.S. ONLY
Notes for Users DOCS-7017
Notes for Users D0CS-7118
Notes for Using This Machine Safely D256-7819A
SOFTWARE LICENSE AGREEMENT D256-7840A
Safety Information D0CS-7307
User Guide Selected Version D0CS-7303
Security Reference D0CS7305
Setup DOCS7291
Introduction and Basic Operations DOCS7292
Copy D0OCS7293
Fax DOCS7294
Scan D0CS7295
Printer DOCS7296
Maintenance D0CS7297
Troubleshooting DOCS7298
Settings DOCS7299
Specifications DOCS7300
Security DOCS7301
Driver Installation Guide D0CS7302
Notes on Security Functions DOCS-7027
2022.03.02
Notes for Administrators: Using This Machine in a Network | DOCS-7025
Environment Compliant with Common Criteria 2022.07.14
Help 83NHENENZ1
.10 v228

16



JISEC-CC-CRP-C0754-01-2022

F6-2 HRABFMEFFa AT (EFER2)

R¥ 2 M4 IN— g
For Users of This Product DOBW-7050A
Notes for Users D0CS-7017
Notes for Users D0CS-7116
Notes for Users DOCS-7117
Notes for Users DOCS-7290
Notes for Using This Machine Safely D256-7819A
SOFTWARE LICENSE AGREEMENT D256-7840A
Safety Information DOCS-7306
User Guide Selected Version D0CS-7303
Security Reference DOCS7305
Setup D0CS7291
Introduction and Basic Operations D0OCS7292
Copy D0CS7293
Fax D0CS7294
Scan D0CS7295
Printer D0CS7296
Maintenance D0CS7297
Troubleshooting D0OCS7298
Settings D0OCS7299
Specifications DOCS7300
Security DOCS7301
Driver Installation Guide D0CS7302
Notes on Security Functions DOCS-7027
2022.03.02
Notes for Administrators: Using This Machine in a Network | DOCS-7025
Environment Compliant with Common Criteria 2022.07.14
Help 83NHENENZ1
.10 v228

17




7.1

7.2

7.3

JISEC-CC-CRP-C0754-01-2022

IR IS & SRR E KR UHER
Bl 3¢

PG 2 F2h L 728k &4t ECSEC Laboratory #ffiz v % —ix, ITk®F=VU T ¢
REAT R ORRERIEIC X 0 AGR S D & & b, ILAC (EEESRBRPHRE W ) o
FAA KGRI U T 258 B (N2 AT Bk B S 3T B pfr AR B 38 e &
=) ICKVRBEEZZTTEY, A EM R OTOD~ R A N R OEEFED
HYIMEIZ DWW TOERFH A2 LTV 5 Z & NESICHEE ST\ 5,

ERRiipapes

X, CC 73—k 3 DIRFEESFIZ OV T, CEM IZHUE SN ofH i 754 AV T
o, FHMETEEOFEMIT, FHiEE T ISR W TS S vz, s & T,
AKTOE OWZE L . CEM DU —27 2=y | T & Ol & OIS R 2 595,

HE RS E
LR, Al &2 & 2 Rl e O @ 2 73

ML, B 3E 9 HIZWEY . B4 7T ARG HOERE B> THET L
7o FPAMBEEIZ. BAFSE 2> O A E 9 2 -l iRttt — ot 2 521, —t
ORI BT DL A A Lz, £72, B 34 11 Aeaf 4 4 2 A2, B%
B ~OFGM L OEBSG~D U £ — MREIZ LV, EREE Loy —7 =2
=y FOEMAOFEIRROMAEEIT > 72,

F7o. B 34E 12 ASAF 4 48 7 AICEHIEERS K OB E YA b TRRE D
FANBEAHEHL, BRETANOY LT I F w7 KOFHESET A M55
L7,

F 7o, PRREEBE N R TRl o MBE AT, BREL B a— L LRtk &E N T, FE
RS ~JE X7z, T OfEHEIE, FHERE R OBRE e L7-0 b, FH®H
HEIIM N,

18



JISEC-CC-CRP-C0754-01-2022
7.4 METR

ML, BAREOFEM LT A FOESMEMER L, RO TR I
LLBARE DT A N EAMEE LR RS, LB LW SNZHE - BT A b RO
MasatRP eI S IRAT A M FAT LI,

7.4.1 BFEETA b

FEMEE X, BRI NFEME LB E T A hOsEetE & EEOT A MEROLE
Bt Rl U7z, R 255 L7 E T 2 F OWNAZ LU FIZHHT 2,

(1) FARETX MR

BRA DN EM LT-T A FORRZXT-11C, FERlEH 2 RT-1UTRT,

TOE G5 75 7 Ak
PSTN T2 N
SMTP syslog
P P —

ARV —H

JI7A4T b
PC

M7-1 BAREETR MERE

19



JISEC-CC-CRP-C0754-01-2022

R7-1 TAMMERES

KSR AEA

TOE - IM C530FB (DOCS-17)
- IM C530F (DOCT-27)

7747 FPC | OS : Windows 8.1, Windows 10

Web~ Z 7 : Internet Explorer 11, Microsoft Edge 44
7Y & — RKZ A 3— : PCL6 Driver 1.1.0.0

77 7 A K7 A4 ,3— : LAN Fax Driver 9.5.0.0

SMTP#—,3— | OS : Linux(Ubunts18.04.3 LTS)
SMTP#—/3— : postfix 3.3.0

syslogt—/3— | OS : Linux(Ubunts18.04.2 LTS)
syslogt—/3— : rsyslogd 8.32.0

Ffe I 2 L—% | XF-A150 (XY = 74%b), X-1008 (7 R AT L At) .
RHESIBHAT (LyYa—KRKL— 3 4h)

77 7 ARk RICOH IM C5500, RICOH IM C6000F

PASEE T A b L7ZTOEX, TOEICE £ 2B OEIED —HTH S5, aHil
FiE LW, 74 =y vy —OEERREIEOENE BEE LT, RET HHE
T ARTHZ LT, TOESHHO X2 U7 A HRENT A bz & AT
ZLENTEDLHELTWD,

IO EnE, BRET A MI, ASTIZEBWTER KN TWATOEMRRE & —
BT ARE CHEEINZZ &AL BT ST,

@) FFEET R M
PHRE T A F ORI T O LB TH S,

a) TRAMIE
BRET A NOMEIX, LFTDO LB THhD,

<PHHHET A N FUE>
TOE O#/E RN T4 7 > b PC #4{E L T TOE O4NIA v ¥
Tx—RAZR L, ZOIE, TOE D55 E\V, BETF—%, Bhn s
ZHERT %, TOE DA 2 7 2 — A THERTERNS D EWNITHON
TIE, TOE OBREMA % 7 = —A%&MH LT, TOE N OBIES i
RT 5,

<PHIEHET A b O FEHi >
PRIEE MR HE U727 2 MIRREISRB Sl SN D7 X PREROME L |
[l U< BAREE DR L2 T A PRI FICRB S NIZBER T 2 F ORER

20



JISEC-CC-CRP-C0754-01-2022

DIEZ R LTz, ZOfR, HIFF S o7 X MEROME L FERDOT 2 MERO
ER—E L TWD Z & DR ST,

b) FARET R FDEMREH
BAREE 7 A MIBHHEIC L - T253H H £ S 417z, AL — I GHTIC k- T
FEREARICFRER SN T R TCOE X2 U T e L AN A > X 7 = — AR T A
hENT-Z EBRGEE LT,

o R
PRI, BASE T A b FERITIE, EMIEE OIESMEAHR L, 7 A MEHE
TR SN FESITVE & FEROFERTED—T 5 2 & o Uiz, FHmE X,
BRENHIF LT A MEREBREICI > TEEINTT A MERES—EL
TWD Z & aEd L,

7.4.2 FEMmEIMII TR +

P L, BARE T XA R L7 A PHEZEA L TRGOEF 2T 7 o
BRENEB SN TWD Z 2 HiER T 2 AT A M2 FEMT 5 & &b, 7l
DI TR SNICREML NS, WD F 2 U T ( BEREDPHERICER I LTS Z L
X VHEET 27O OFMEEMSLT A b (BUF TSLT A b ) & D) 22806 L7,
FEAE 23 FEhE L 722 T A R A LU FIZEA T 5,

(1) #I TR MRIE
S S FE N LM T A R ORERIE. X 71 IR LERE T A L L RO
LT 5,
(2) 3T TR MEER
M OFERE LML T A MILTFD LB TH D,

a) MITITRFDEA
FHmE S, BHFEE T A b RO SN FHGEILE R s H B R LTS T A b
DB R ZLLTITRT,

<MSLT A - OBLR>
O BAFEHET A b EITRRDATIRBRIEDONY 2= a U EHER T D,

@ BARE N T A R LT e, 5D TSF OFETZA X7 FETOMBE
e EHRT 5,

@ VTV T TANMIBWTITREEANST A NEE ZRINT 5,
“TRTOEF 2 T 48EEE TSF OA v 2 T2 —ANEENH L HIT
THH #%®IRT 5,

21



JISEC-CC-CRP-C0754-01-2022

- BT A MFE TA NREAMBET S L O ICHE ZEIRT 5,
- Masa kRIS T 5 S E AR T 5,
b) MITR FMEE
FEAMAE AN FEHE L7227 A FOMBEIIU T O LB Th D,

<JRSLT A Tk >
MNZT A ME, BARET A ERI LT A M FETEmR I N,

<IMSNTT A N DOERNE >
MSFTF A NOBAICHSX . T A N 154, Y T A R 38
BT 2 N BNEE ST,

MNET A D OBLRIKIGT 2 ERMNLT XA FONEERK 7-2 1577,

R7-2 R L-ELMIT X b

MNT T A 7 A MEEEE
~ DB
@ ca—W—=TAhAv kry s TR, 77 7 AZEFEIHER

BV THDHZ L%, FUEEE L THEET 5,

s BEASR VD AT DO SUFEHIRRLR R DN AL~ A APRHARE B

DWThHsHZLaERT 5,

c BEINCERIE ST MBRESCA X 7 = — A, ERRIZEGIT > T

DT &R T D,

- BEWIREINOFEAEE AW 56 OTLS OB AR B Y T

bD L EMERT D,

-TOEZWIHHRREIC R T FIERLS D £V, B ThDHZ L &

w29 2,

@ A= ZT Y MIOWT, ORI A on A URORELE

HOSLEND, ERELBY THDHZ L 2T 5,

-@ﬁ@%V&7I~x#%HL7~&%@¢Lk&%@&éiw
fEEREBY THD Z L AR T D,

o R

AN 2N L7 R TOMNLT A MIIELLZET L, #HliE X TOE ©55 %
W R LTz, FHliE 1L, 3N TOT X MEREIFHFINDSDLER—HL TV
5 LS Lz,

22



JISEC-CC-CRP-C0754-01-2022

7.4.3 FMmERATR b

M L. FHMOEFE TR SN EELN D . ABE S A RS & M L~
BWTIERASNAMEIINEL R D ATREMENR H D b DICHOWT, HE L Ebh 5 iha
BATARN (BLF MRAT AN EW9H,) #BRUFEM LT, FHnE 2 Eh L72R
AT A NZLLFICHBT 5,

(1) BAFR MES
A I LI BAT A OB T O 59 Th b,

a) BRINDHRBMH
FEAGE IR, R SRS RO A DI R K D . IBTER AR gt A BEER L,
RAT A b &2LE LT DL OMagart 2w Lz,

MR 5,

@ A2 #7x—A% LTTOERER LAVWE, o7 —2 Ahdsfibi
72858, X2V T A BEENASA RAIN DA REMEND D,

@ CF¥ 2T F v R AOEIEIHEBUENFEEL, fERE LTTOED ¥ = Y
T A BRSNS ASND FTHEMED B B,

@ WAMIKETTOEZEM T2 2 LIk, BX 2T 4N A RS
NDATREMEDS & %

b) BATA FDHE
FEE 1L, EAERO R MESIE N S D ATREME A T B 70T, LT ORA
T A & Fh L,

<fRAT A NEBREE>
AT A M. TR LTBARET A b, ROGHEEMSL T A k&
[FREDBREE THEME S -,

BATANCHERA LT RY —VE2E 7-3 12577,

R7-3 BATAMERAY—IL

AL (=T a ) R
ZAP (2.7.0) 7'm % O Web g MR A Y — v
nmap (7.70) R—FAFy Y —)L
Nessus (8.8.0) WEgatE 2 % v o —)L
Plugin 202112010205

23




JISEC-CC-CRP-C0754-01-2022

L (RN—=T g ) WL
Burp Suite Professional 7'v X RO Weblfags A — v
(1.7.37)
Wireshark (2.2.5, 3.0.11) Ny MR TV —L
OpenSSL SSL/TLS 7' v harzfid+ sy 7 b=
(1.0.1j) TIATTY
PRET (0.40) FIRIALER DRE 2 72 fagatE 2 A3 2> — L

<BAT A FOERHEHA >

e S D MESITEIC RIS T DIRAT A MEE AR 7-4 15T,

R7-4 BRATAMEE

JIEELS T A M

@® cR— FAFX Y Y —L MEIEERA S ¥ Y — VA L, BES
OFIHATRE/eA V¥ 7 = —ANFELRN T L 2R T 5,

@ *Web”7' 7 7 #R7 a3 My — L&l LT, TOEDOWebA %
7 = — A DOWEFIEDRFAE L 72N 2 & R T 5,
 FNRIALER D ks — L 2 # F L C. TOE D HIRIALER (2 A %0 o ffass 4
MWIRNZ & MGl 5,
s TOEDHRIE S F AT, RIEZREL 2 R A S 25 A REtE D & 5 U751
ZANILTEH, B Liﬁb@bﬁf%: LRRWNWZ & i d 2,

® - TOEOTLSAERIC, 24 EORegattnienz & 2 R4 5,
- Web-1 /5'7::~XT1§EFH XD/ T A X OFEEMERFEE TV, 2
Gl %Méhﬁw & TR D,

@ < U Y — ZFEBIRIBIZEB W TCTOEN I F = 722K EBIZ 2 B 72\ 2
L EERT D,

o R

A D3 50 L7 AR AT A b TU, AUE S 5 BOBRE ) & RO BB H 3 U FTRE

7 fEsaTE

jﬁﬁ éﬂiﬁi))/) 711_0

24



JISEC-CC-CRP-C0754-01-2022

7.5 @B DULNT

KM ORI & 72 5 TOE ORERSRATIE, 6 FIR LI A ¥ AT ST
&RV THDL, ATOE Z7Hli CRAES N/ L BV ICLEIHERT 57201, F
AL ADTIRD LB VIZ TOE 2R ELRTIUT RS20, TA X RERRD
RENZ LTS E R, ARFHMIC L 2 RAED KRR TITR W,

25



JISEC-CC-CRP-C0754-01-2022

7.6 BREEES

AL, AR EA S > TR TOE 2 CEM OV —7 2=y M T A1z
LTWo & L7,

S CIELL Rl W CRESR X7,

X U KRR . LTI T U T s8— F2REE
X VT A REFE . aE® I TAT YT X— R3S

M ORGSR & LT LR OLRGED AR — o MIHOWT (8 HEN R STz,
cEAL2 Ny =T DT RTORGET AR —F 2 b

I ORE RIE, B 2 HIZFLIR SN —BT 5 TOE Ik » Tk S iz b
DDOHITHEH S D,

7.7 EEE O A > MES
P R X U E R A L. BT,

26



8.1

8.2

JISEC-CC-CRP-C0754-01-2022

ﬂlb\ IJIE % ﬁﬁ

AR, FEMOmE CEMAEE L VIRHBE SN A K ERE 2 b LS. ITFTO8EA
TRGEA S0 L 7=,

B EINFFWEE 27 L, FORNREZRHRAEL, Bddi2U—r o
= FREHMERGEE T RINZ L OICEHME STV Z &y

@ Rl R S VIR ORHERIBr ORI 2 Y TH D Z L,
@  FHliER S EIC R S I EHlE ORHETEACEMICES LTS Z &,

:ﬂ%wnun j’ob‘f%\éﬁéﬂﬁ_ﬁﬁ %IE% ?ga“tl/t\‘l‘—& L“CVEEEL ngﬁﬂi
*%%Eg :;é'ﬁ‘ Lf: e nﬂi*&é%g i 2': ST &Un$ﬁﬁ$& b\f it PJ‘.E[/ = :L*‘VC:J:EI
i SAVIC R R DR STV D 2 & s L, Kuunﬁi& EERITLI,

At nIE %I:l %

AR RS 3 0 R S 72 AR A M OB E 3 B BRI RV B A MR AE L 7o A R
SREFHEREIE. A TOE OFHH2Y CC 73— b 3 @ EAL2 (2% A ARFFEE A2 b
D LYW 5,

TIEER

A TOE (CBUED B 5 HEH 1L, (4.2 MERBEL L k) RO (7.5 FEAHERIC
WTJ ORLENAEEZZ I L A TOE OFHl#iIHCH A o ERHFIHN, 45 H OBE
TAHEBASLMICEE L TWVWANE I NEENRLETH D,

27



10

JISEC-CC-CRP-C0754-01-2022

MRS

RrliZ7a L,

XT3 —Fvk

AKTOE Dtx =V 74 4—7y Mi2lid, AREZELITHILEL L TUTDOL
BoiRftsn o,

RICOH IM C530F/C530FB, SAVIN IM C530FB, LANIER IM C530FB,
nashuatec IM C530F/C530FB, Rex Rotary IM C530F/C530FB, Gestetner IM
C530F/C530FB X =V 7 4 & —5 v I, A=V =3 1.00,2022 47 H 15 H,
BRAStHY 22—

28



JISEC-CC-CRP-C0754-01-2022

11 FA&E
AfiEECTHEH S CCITET AIKEELZ LL TR,

CcC Common Criteria for Information Technology Security
Evaluation (3 =V 7 ¢ FMfEEYE)

CEM Common Methodology for Information Technology Security
Evaluation (&%= U 7 ¢ ili 5iE)

EAL Evaluation Assurance Level (FHMffRzEL L)

ST Security Target (Ex=U7 4% —%> v |)

TOE Target of Evaluation (FEfffi%}5)

TSF TOE Security Functionality (TOE& % = U 7 ¢ #%5E

AEETHEH I/ TOE ICBT 218382 L NIRRT,

eMMC Embedded Multi-Media Card GlAABLH~ AV F AT 4 T H—K)

MFP Multifunction Product (7 2 % /L5 51%)

A ETHEA SO EEZ L TIRT,

Web Image | 7 74 7 > hPCOWeb” 7 7 ¥/ L TOE % #1ET 2% #4hE

Monitor HERE

= B —HERE TOEDFEAE RTINS OFET, #fCEE AF ¥ o L THEEHR
3 B HE

A% —HEHE TOED#AESF NN L DOIET, IMLEEAXF vy LTE
A —)Vik(E T D HRE

7 7 7 AKERE BabERZFIH L C7 7 7 A %5253 Hi%EE

7Y o H—EEE 74T RPCOT Y U F— RI A N—bEE ST FH
FHEF— 2 EZ(E L. TOEDOHAE 3D 5 OHERE THIIS
B i%HE

29



12

[10]

[11]

[12]

[13]

W

JISEC-CC-CRP-C0754-01-2022

FAMAY

ITE = U7 ¢ fFfli Je ORRAEREE O RABIE, SM2E10H, MAZATEIE A #L
e, CCS-01

[TtV 7 ¢ fBREFICB Y 2 BORSIH, SM24E107, MSZATBOE A AL
A, CCM-02

ITE X =V 7 ¢ SR AGE S B 2 BRFIH, SR24E10H, M TBuE NG
WAL RS, CCM-03

Common Criteria for Information Technology Security Evaluation Partl1:
Introduction and general model Version 3.1 Revision 5, April 2017, CCMB-
2017-04-001

Common Criteria for Information Technology Security Evaluation Part2:
Security functional components Version 3.1 Revision 5, April 2017, CCMB-
2017-04-002

Common Criteria for Information Technology Security Evaluation Part3:
Security assurance components Version 3.1 Revision 5, April 2017, CCMB-
2017-04-003

BN 2 ) T A TEOT-dD T T FA4F YT 23— b1 3L —i%E
T N— = 8.1 WETHBIR, 201744 H, CCMB-2017-04-001

CER294ETH IR 1.0

HHREN X2 VT MO0 7747V T /N—F2 EX2UT ¢
REE= R —x > b =3T3 8.1 WETHBIR, 20174F4 5], CCMB-2017-04-002
CER 2947 A FHFREE 1.0/

Bt 2 ) F 4D aEL 75457V T N—R3 EX2 0T ¢
RAE= R = b =3 8.1 YWETHBIR, 20174F4 5], CCMB-2017-04-003
CEA294 7 IR A5 1.050)

Common Methodology for Information Technology Security Evaluation :
Evaluation methodology Version 3.1 Revision 5, April 2017,
CCMB-2017-04-004

fHaEart = U 7 4 sHilio 7o @ik fHii s S—32 3 3.1 WETHSD
fi, 201744 4, CCMB-2017-04-004 CF-% 2947 A FHAR 45 1.0)

RICOH IM C530F/C530FB, SAVIN IM C530FB, LANIER IM C530FB,
nashuatec IM C530F/C530FB, Rex Rotary IM C530F/C530FB, Gestetner IM
C530F/C530FB tX = VU7 4 #—7 v I, /A= 3 1.00, 20224-7H 15H,
A Y =2 —

RICOH IM C530F/C530FB, SAVIN IM C530FB, LANIER IM C530FB,
nashuatec IM C530F/C530FB, Rex Rotary IM C530F/C530FB, Gestetner IM
C530F/C530FB a5 &, 551.3hi, 20224F 7 19H,

424t ECSEC Laboratory ¥tz o & —

30



