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1. ST #EER (ST Introduction)
ARETIE,. ST SR, TOESE, TOEMIE, LU TOE sikicoWCERHR TS,

1.1. ST =M (ST Reference)
AREITIE ST D AITEHRERIR TS,

FUJIFILM Apeos C5240

24 bb: A~ FUV b, TPDAL AFPY. A~ U0 L BEEABREEHET )
tF1UT15=7yb

N—=Y3v: V 1.08

F11H: 20224 3 17H

fERCE - BEETVLE IR IR—vavkkR &t

1.2. TOE £ (TOE Reference)
ARHEITIZ TOE OFANEHZEC R T,

FUJIFILM Apeos C5240
qE—. FUU b, TPHR ZFvY . ARL—I0 L EEERMEEBET
TOE ®)\—Y3Y: | Controller ROM Ver. 1.0.7

TOE £

A TOE 3, LTFOVNITNADERTHS,
BAREET

[SLE N—=3y

FUJIFILM Apeos C5240 JdE—. FUV k. 77D A, A¥+v> ., ARL— | Controller ROM Ver. 1.0.7
JDLEEEHEMKEREETI

BARLSMERT

[SLE N=3y

FUJIFILM Apeos C5240 dE—. FUV k. 77D A, A¥v> . AL— | Controller ROM Ver. 1.0.7
JDLEEHEREEEETI

-1 -

Copyright® 2022 by FUJIFILM Business Innovation Corp.



FUJIFILM Apeos C5240 tz¥a2l718—0vF

1.3. TOE#ZE (TOE Overview)
1.3.1. TOE m#&xl (TOE Type)

A TOE (&, HEO-DIIVP Ry FD—D(LAN) NS JE—H#RE. AT vUikae. T Mige.
POAERE. XEDRFEIDL UKEE. YR— 9% MFD TH3,

1.3.2. TOE OEREEEELF1T114HE
(Usage and Major Security Features of TOE)

o N
Y Y RI—=5 2
S
1
1
g —BRAEIFATIE ) !
_————e e
A - FYUR—FS54 ) : :
— R AE ) i A=l
g YATLEEE ) 1 p
DI17Uk JUSEL - TOE
A -Web 7594 \:’ LAN \' FIURIEESH
:/7\7_'L\ / \ - ’,/ \: "
gme S
 EeRAY |
EEr )
;AREE
N §R L g Q
— BRI REE AT
EEE

1 TOE 0B FET 2 ERIRE
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MFD (&, 774704 — VLT, S 8RRy MDD o B SNZB RO—DIL TP 2y bD—D(LAN)A
BN ERETHEAINS,
F. IPIAEERETHE AR, AR BEFERRBICHERIINS.

FIAEE. MFD ORI —RFBEIFMTPY MO VAT LEBEDIF(17V D Web T35 07
VUB— R34 N\ EN LT MFD OB FEEREEEEFIATS,
MFD (&, FIRZEOHOXEICK U, IE—, AFvUEE. TV A T7DATORERE. XEDRE
tHSUJ& L. BEDHEEER TS, CNODXENHS b, IWALVERFIET B8, MFD (3, FIREZH R
FRAET B AR, HERICE (X ET A PHEEICH TSP I AKIE, MFD RO ML —JICRTEF-BIES
NBIFREFBPXET - IOESIE. LAN LOBIETAHDORE. EEECRELLEFIUTERER
Ae. MFD OFREE%E MFD RENCRFI5—77. TOFIABEEEZ MFD A DEEY —)\WEET
¥ T(BEEEMEE. TSF RITI— RE TSF T -3 L MAREE. TSF £4T1—-F7vTTL—FED
ET1- FOEEMREE. 77DAERE LAN O3 BEEE. A —JICERSNERFEZFEROL
ETHEMRRERT S,
REEGEROLESHEEMEZFATICE, TILEEEERFTINEBAL. AN -JDLEE
HERBEZADILTIDLENDD,
2& TOE 21T 2 M3 SMEREREEA T Vav &R A VA M-IV T B TEICED, BBEEARELT, KK
REEESMEREREE Y IN— T 3D, K TOE BRE CIIARAKZREDHEEAT 2,

x)

SRYDAICIE SA, —RFIREMERT HEARVDAE I EEENMERTIEBARNYIANHEH,
A TOE TRAMIVATHARYDADFIAZEIL LTS, LI, K ST ATHERASNSIRYIA1EL
RREREARNYDAERET,

-FIAEN, MFD [CEANBAR —IT A AGR=BTINITFYV1ARY TN A%) EHER 510571
—AlFEMLSND,

1.3.3. TOE LSADN—FI17HEREY T oI 7# K (Required Non-TOE Hardware
and Software)

1 ([SRTFIRIREICHT TOE (& MFD THD, TEED TOE LISADON—-FOI7ELUY T oI 7hH
FHETS

(1) —RFAZEDSATPUH
N—=FII7ERAD PC THB,
TIVRDFAP U RELTRIRT 35 A& MFD [CHULTXET ATV FERETIH, PCICET
UUR—FIANEA VAT RRENDHD,
MFD O Web #—)\#gEZFIFAT35HE . PCIZA VA M—ILENTIVS Web T35 EFERAT S,
(2) YATLEBEDIFMTUH
N—=FOI7ERAD PC THB.
TOE [CX LT TOE RET NS EPEE, J7— LAVIPDEFHZITIEHIC, Web IO NRBE
6%,
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(3) Mail H—J%
AF U EEA-INTEIETBICE. Mail U=\ EERS, N\—F217/0S ([ZRAD PC =34
—N\THN. TLS THRESINE SMTP JOM IV EYR—1T % Mail Y—ERAZA VAN TIDLELRD
7

(4) BEEY-N
MFD THRALULEEEZREFINETIEH. EEY -1\ EERS, \—FI17/0S (ZAHD PC £
72(EH—=1NTHD. MFD [ Syslog 7ARILZRANT, TLS (xS LTV EEE Y —/NICEEEDT 0%
EZ172,

A TOE OFHf Cld. LERON—FII7HELVPYIII7ELT. LTEFERT S,

(1). Q)O—REFIREFEIFMT7V NeIATLEEBEDZM17V bD OS (& Windows 10 &, Web 757
H#ELT Microsoft Edge #{# A7 %,

(3)D Mail #—/\lZ Postfix version 2.10.1 RT3,

(4)DEEEY—)NE. Linux OS & rsyslog 8.24.0 THEMINEEEY—N&FEATS,
(DIEBWT FERTEITIVA—FIANBIELIMIVLE IR A ) R—2a vt MR 325 LETER O
UTRFAN-5ERT3,

BHA4Em(+: “ART EX Print Driver Version 7.0.0”

BALSMEEIT: “PCL6 Print Driver Version 7.0.0”
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1.4. TOE &t (TOE Description)
AETIF. TOE OFIAERE, TOE OHRIBMFERE. bLUMEMFECOV TR T3,

1.4.1. TOERB:ENFIAZE®RE (User Assumptions)
AR STT.TOEI(CRULTHEETSFIAERE|Z Table 1 (CEEh TS,
Table 1 FIAHE®ZE

B FMAET 575 &
U.NORMAL —RFIRE BAISN. RFEESNEFAET, EEERE
ERFLBVAIRE
U.ADMIN BEE BAISN. RSN F AETERE R

BOoFRE

(TOE MZEET(E, Key Operator & SA &
LWOBREINBD, A ST £ TIE U.ADMIN &L
THMIND, )

1.4.2. TOE Mi#EMEE (Logical Boundary of the TOE)

2 [CTOE ORI EEC IR T B,
AmIEREEFC L ORSNIZHAED S, TIRELDKEEIE AR, TROVOHAEEGTF1UTHREE

&7,
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2R EFE R >

Mail =)\

SRER RO EEEE
TOE
i Al BB E )k
VATLERE
TR Sk =
—EFIRAE
PSTNZ7DA-%y bk I70A > HI4 P+
. 4\ AVE SR A

D—HRD5 B ek

M N e, XEDVRTFE

EEY—) B iEHELE DML
AbL—YLEE BIEHEHE YATLEEE
B P D47V

85 -Web 75904

LXI)T1EE

i) EE
A=Y

FAE | XE BE TOE

»XE | FH [:C B

F—5 -4 T4

2 TOE DiRIFRIHERL
1.4.2.1. TOE hMR#t93E KHERE (Basic Functions)

(1) FUuk: —RRFBEIFAMPVIDTIVE— RA NDoENTLEFXEEZ(TIS, T, ##1F
RRIVDDDIETRICHE, ZITEEBEFXEEN-FIE-BANE#LT S,
(2) AFvy: BENRIDLOIETRICREND, AFvF—LON-FIE-XEEHHAH . EFEAA

EH#I 3,

A TOE TlE, AFv U REICINEHMENTEEFXECH L. Mail H—/INEDHaE. XEDR
FERDH U REICEDRYD AICIRTF T S RENFET D,

(3) 26—

BAENRIDDDIERICHE L, AFvF—LEON-FIE-XEEHERT D,

(4) PSTN 77D2E1E: BIESRIDDDIETRICHEL, AFv—LDRFEZFHAH . B PSTN

J7D2FARVERNT PSTN #2ET PSTN J7DADFEEARIET 3,

-6 -
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(5) PSTN J7HO2A%{5: PSTN fZH TEBMHEFHNGEONILIFIIIIXET-HEZEL. XE
DERFFERMDH UBEREICED R DRYDANEINT B,

(6) XEORFEMNHL: EFXEERVIALREFL BENRIDOOIER, FE—RFIAE
D347V M oDIERICEIE, RESNLEEFIXECHUT, UTOLIBEFERTREET HHAE
Thd.

A TOE Tl iNVIAICRFESNSBEFXEL . AFvIUBEECL TAF v I SNEEFXE.
PSTN 77D AR EWEECL TRIBELZTFPDVIUXET-IDVTNITHS,

ENR: 2 AE SR IUDBDIERICED RYDACRFSNZBFXEETIV T3,

BOHL: —RRFAEIIAT7Y M o0ERICED, —RFIREIF1T7V MEDHT,

HIBR: B4RV —RFIREIF17Y MhoDIERICED RESNEEFXEZHIRT S,

1.4.2.2. TOE RT3 F1UT1#8E (Security Functions)

1.4.2.1 OEFREREZXIRTSH. TOE 3, LLTOEX1) T REZIRH#ET 5.

(1) AIEER
FIREOHA R RUHERM 5(E. MFD tgen', BEE (LI TERM SSNIZRIAZEDHIC
TORARIRETHH L ERELT B, FIAE DAL, PO AFIHCE EE R INDRMELTE
FASN. tF1)TEESERE MFD O AZHEOF AE(CEEM TP ETOXEICLES. 3
RIEFBEEE . MFD [CL2TEITSNS,
SRR ATRE, iU CRREE R LIS & | FRAERITER I 13< 3,
A TOE BRI SR Mm(d. S ERFREEA T AV EBINA VA M-IV T BECED, BBEEAHKEL T, K
{RFRREENEREREE Z TR — 93 h, &K TOE B E CIR AR AR DH EFERT S,

(2) 7OLAH
TOEAHEE XEPXELNEICEETHE®R. LX1UTBET 30, BB 7O AERES
DHRABEDHICTOEARBETHEHEEIRELET B,

(3) TAES{t
T-REESIEld. TOE RECRTFT ST -APRIET -FTH LT KBENRIERS VEIT1-ADH
POEATERNEEREET B,
- IRUY—ICED, F-RE SN R -RIB AT REG TEREA N - IT )M AL OXERFBEDY
AT LERERELLED, COLBT A AN MFD BofRESNENT RIS E(C. COLIBT—HERE
FRIEHICERSND,
- TARSEOFEMER. ERMICEESNEES 7TV ALOERICENRIEENS,

(4) BIEEEE
RERYII-D EICHFEETEINET A, VaJ B, EENTHLU TOE RET—HELVTLBIET -
SERET D,
— RIS SAERBETOMIL (TLS/HTTPS, TLS)ICXH &Y %,

(5) tF¥1Ur1EH
VAT LEBBELTHANBIURBEESNERAEOH D RERNFER AT LEBEEIF(T Vb
05, TOE Ot F1T #EEICRT 3R ENDS MBSV LR ERREICT B,

(6) E¥1UT1EEE
WD, D EDLIBIEREITOENELDFER(FIZL, -V -1 BEEPEREELRE) L. BEE

-7 -
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AJELTEEY - INEFSNREINS, EEDYEERE TLS JORIVICL TSNS,
Fz. BEENYE TOE RERICEBIEI SN AIRET, YATLEBEBHELU CGHAIFREESNFIAED
HDVATLEEEDS4T7Y D Web T509h bt A0 0—-FF3IENTED,

(7) BIEEER
MFD AQ 77— LII7D7YFT—ME, PYyIT— bOBRARICY I MIIPDEIERERIET HHICH
FESND, Fz MFD (3, Z0EAN R AT RE B MIEF(CIN M SNGWIEZREAET 572, BET
AMERITTS.

(8) PSTN 77DA-3y bI—=DREID5 B
MFD (&, PSTN 770 A-%y bI—DRID 57 B (CEAL. PSTN 779 2ET LA PSTN & LAN D7 —
By EER T BIEHICHEAGNEEREET S,

(9) ARL—YDEEEHE
AE—. TIVEBLUAF v FDEHEEDEER . REAN —JICEBSN A AFHOXET—H
N EEEHEET,

1.4.3. TOE O#)Epy&iF (Physical Boundary of the TOE)

TOE O¥EMIBIRRAIF . MFD HE2ATHS, T1ZIvFDLF1UTAICIERRFRDAT Va7 R
UlE. TOE [C&FL), Table 2 1o Table 4 [C TOE 24T 3 MBI VR—x Y iRk T 3,
MFD A{K(, EARDHEDN-RTEE DAV - B EHIESR | EENTRDIRME)ARIVICRRENSHEEN
BUICELHTHERIEN S,

Table 2 TOE a3 3 EHIIVR—RK Y F(MFD &kK)

tm ¥V N=J3y i Beft A&
B&/ FUJIFILM Apeos C5240 | Controller ROM | N FURKDT77—L | BR#hZ(FEL
BARLSY | AE—. FUYV b TPDA. AFY | Ver. 1.0.7 DIV HRANTEN—

VAN —UD L EEFHER ko177
REREETIL

A TOE OHAH VAL, Table 3, Table 4 (CRTED. BAFEREEFRAHD, BARLERITIEBAEE
iR, BARLSMERIFIEEEZERDFAE(CELSNS,

Table 3 TOE Z# I 3MEHIVR—RY M ARERAIIVA)

REES ek Beft A& R VYL NyafE
GM1362]1-1 | PDF 774J)L | Web E&{+ Apeos C5240 (Model-PFS) | 91a0bbce0d8cd48
% 1R Apeos C5240 (Model-PFS- | 2599bea7c65c84f7

EX) 1b94b1192a81572
VI7LYAHAF a7f37ce7d79471ce
7e
FD1078J1-1 | #KEE{K Bz (+iEL | Apeos C5240 (Model-PFS- | —
% 1R EX) / Apeos C5240 (Model-
PFS) / ApeosPrint C5240
Ik E
- 8 -
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GM142931- | PDF 774J)L | Web &4t Apeos C5240 6ba3f25593e59f7b
1_20220303 TXIUTHEERH RN R d1805349cfc19aa7
% 1R 7d47fdbbe5b0b41
24f42f54b15371f6
C
Table 4 TOE ##&/ 3 2BV R—R Y FCEEERITIHVA)

EExS i Beft A& A5V 24 NyafE
GM1362E2- | PDF 774J)L | Web &4t Apeos C5240 (Model-CPS) | 3f8dd8fd07f3adcbc
1 Edition1 Apeos C5240 (Model-CPS- | 882a716ceca’75cb4

EX) 20898e0deada347
Reference Guide 86eb5d0a69d5470
b
FD1082Z7-1 | #EsE(K Bihs2(1EL | Apeos C5240 (Model-CPS- | —
Edition 1 EX) / Apeos C5240 (Model-
CPS) / ApeosPrint C5240
User’s Manual
GM1429E2- | PDF 771)lL | Web &2+ Apeos C5240 3b532968fd33fad4
120220303 Security Function a624ede3a743417
(Edition 1) Supplementary Guide 345dbff88d71c70c
61d643b6e944087
5e
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Copyright® 2022 by FUJIFILM Business Innovation Corp.




2.1.

2.2.
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#A X3k (Conformance Claim)

CC#E& 5 (CC Conformance Claim)

A STHLU TOE M CCEBERIE. UTDESNTHS,
ST TOE W#E&EEIRTS CCON—-Yav:

Common Criteria for Information Technology Security Evaluation

Part 1: Introduction and general model (April 2017 Version 3.1 Revision 5)
Part 2: Security functional components (April 2017 Version 3.1 Revision 5)
Part 3: Security assurance components (April 2017 Version 3.1 Revision 5)

CC Part2 extended
CC Part3 conformant

PP X3k, /Sws—3JE3k (PP claim, Package Claim)

2.2.1. PP X3k (PP Claim)

AR ST [F. Ti2 HCD-PPAORLBEEZERT %,

"4 kL: Protection Profile for Hardcopy Devices
N—Y3v: 1.0 dated September 10, 2015
Errata: Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

2.2.2. )\wr—IZEsk (Package Claim)

A STHLUTOE [, Wwr—YBEEEERLEL.

2.2.3. #EEIRM (Conformance Rational)

ASTHLUTOE (X, PPHERTIEHEHELTIVD,
PP MERTRILUTOEHEEFHREL. PP DEKRENIExact Conformancel THd., Dz, TOE i
Alld PPE—ELTLVS,

Required Uses

Printing, Scanning, Copying, Network communications, Administration
Conditionally Mandatory Uses

PSTN faxing, Storage and retrieval, Field-Replaceable Nonvolatile Storage.
Optional Uses

Internal Audit Log Storage, Image Overwrite
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3. tFaUF1ERETEZE (Security Problem Definition)
RETH, BE. MBOTFIT 4, AREHIONTRBTS,
3.1. Z&RB (Threats)
3.1.1. TOE &% (Assets Protected by TOE)
& TOE MRS 2 EE LU FOEBNTH.

Table 5 Assets for User Data

Designation User Data type Definition
D.USER.DOC User Document Data Information contained in a User's
Document, in electronic or hardcopy
form
D.USER.JOB User Job Data Information related to a User’s
Document or Document Processing
Job

Table 6 Assets for TSF Data

Designation TSF Data type Definition
D.TSF.PROT Protected TSF Data TSF Data for which alteration by a
User who is neither the data owner
nor in an Administrator role might
affect the security of the TOE, but
for which disclosure is acceptable
D.TSF.CONF Confidential TSF Data TSF Data for which either disclosure
or alteration by a User who is
neither the data owner nor in an
Administrator role might affect the
security of the TOE

3.1.2. &E (Threats)
A TOE Xt BEBZ. Table 7 [CEE#h T B,

Table 7 Threats

Designation Definition
T.UNAUTHORIZED_AC | An attacker may access (read, modify, or delete) User
CESS Document Data or change (modify or delete) User Job

Data in the TOE through one of the TOE's interfaces.
T.TSF_COMPROMISE An attacker may gain Unauthorized Access to TSF
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Data in the TOE through one of the TOE's interfaces.

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if
the TOE is permitted to operate.

T.UNAUTHORIZED_U
PDATE

An attacker may cause the installation of unauthorized
software on the TOE.

T.NET_COMPROMISE

An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.

3. 2.

HEnt+1U71A8t (Organizational Security Policies)

K TOE Wi ESF LB NS LR EF1) T A 8% Table 8 [CEEik T3,

Table 8 Organizational Security Policies

Designation

Definition

P.AUTHORIZATION

Users must be authorized before performing
Document Processing and administrative functions.

P.AUDIT

Security-relevant activities must be audited and the
log of such actions must be protected and transmitted
to an External IT Entity.

P.COMMS_PROTECTI
ON

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPT
ION

(conditionally
mandatory)

If the TOE stores User Document Data or Confidential
TSF Data on Field-Replaceable Nonvolatile Storage
Devices, it will encrypt such data on those devices.

P.KEY_MATERIAL
(conditionally

Cleartext keys, submasks, random numbers, or any
other values that contribute to the creation of

mandatory) encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF
Data must be protected from unauthorized access and
must not be stored on that storage device.
P.FAX_FLOW If the TOE provides a PSTN fax function, it will ensure
(conditionally separation between the PSTN fax line and the LAN.
mandatory)

P.IMAGE_OVERWRIT
E
(optional)

Upon completion or cancellation of a Document
Processing job, the TOE shall overwrite residual image
data from its Field-Replaceable Nonvolatile Storage
Devices.
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3.3. HIREMH (Assumptions)
& TOE Ok, BA. bLURIFICET 31125 H %, Table 9 (CFB T3,

Table 9 Assumptions

Designation Definition
A.PHYSICAL Physical security, commensurate with the value of the
TOE and the data it stores or processes, is assumed to

be provided by the environment.

A.NETWORK The Operational Environment is assumed to protect
the TOE from direct, public access to its LAN interface.
A. TRUSTED_ADMIN TOE Administrators are trusted to administer the TOE
according to site security policies.
A.TRAINED_USERS Authorized Users are trained to use the TOE according
to site security policies.
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PXa1UTaxtskAE (Security Objectives)

AETIE. ERAREV XTI EHEHITONTER TS,
ERARBEOEF1UT x4k A &% Table 10 (CEEd TS,

Table 10 ERREOCX1) T4 X KA &

Designation Definition
OE.PHYSICAL_PROTE | The Operational Environment shall provide physical
CTION security, commensurate with the value of the TOE and

the data it stores or processes.

OE.NETWORK_PROTE | The Operational Environment shall provide network

CTION security to protect the TOE from direct, public access
to its LAN interface.
OE.ADMIN_TRUST The TOE Owner shall establish trust that

Administrators will not use their privileges for
malicious purposes.

OE.USER_TRAINING The TOE Owner shall ensure that Users are aware of
site security policies and have the competence to
follow them.

OE.ADMIN_TRAINING | The TOE Owner shall ensure that Administrators are
aware of site security policies and have the
competence to use manufacturer’s guidance to
correctly configure the TOE and protect passwords and
keys accordingly.
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WRaRIVIR—2 Y FEZE (Extended Components Definition)
ZOBOIEIV K~V M, HCD-PP TEBEENELDTH.

HhaRREEH TR
1. Class FAU: Security Audit

FAU_STG_EXT Extended: External Audit Trail Storage
Family Behavior:
This family defines requirements for the TSF to ensure that secure transmission of

audit data from TOE to an External IT Entity.

Component leveling:

FAU STG EXT.1 Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted
channel implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:
e The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FAU_STG_EXT.1 Protected Audit Trail Storage
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to
an External IT Entity using a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT
Entity which relies on a non-TOE audit server for storage and review of audit
records. The storage of these audit records and the ability to allow the
administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR
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for the transmission of audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in
the FAU class with a single component.

5.1.2. Class FCS: Cryptographic Support
FCS_CKM_EXT Extended: Cryptographic Key Management
Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially,

this extended component is intended for cryptographic key destruction.

Component leveling:

FCS_CKM_EXT.4 Extended: Cryptographic Key Material 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys
but also key materials that are no longer needed are destroyed by using an
approved method.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_CKM_EXT.4 Cryptographic Key Material Destruction
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security parameters when no longer
needed.

Rationale:

- 16 -

Copyright® 2022 by FUJIFILM Business Innovation Corp.



FUJIFILM Apeos C5240 tz¥a2l718—0vF

Cryptographic Key Material Destruction is to ensure the keys and key materials
that are no longer needed are destroyed by using an approved method, and the
Common Criteria does not provide a suitable SFR for the Cryptographic Key
Material Destruction.

This extended component protects the cryptographic key and key materials
against exposure, and it is therefore placed in the FCS class with a single
component.

FCS_HTTPS_EXT Extended: HTTPS selected

Family Behavior:

Components in this family define requirements for protecting remote management
sessions between the TOE and a Security Administrator. This family describes

how HTTPS will be implemented. This is a new family defined for the FCS Class.

Component leveling:

FCS_HTTPS_EXT.1 Extended: HTTPS selected 1

FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented
according to RFC 2818 and supports TLS.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of HTTPS session establishment

FCS_HTTPS_EXT.1 HTTPS selected
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies
with RFC 2818.

FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in
FCS_HTTPS_EXT.1.

Rationale:
- 17 -
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HTTPS is one of the secure communication protocols, and the Common Criteria
does not provide a suitable SFR for the communication protocols using
cryptographic algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.
FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)
Family Behavior:

This family provides the specification to be used for using multiple layers of

encryption keys to ultimately secure the protected data encrypted on the storage.

Component leveling:

FCS_KYC_EXT.1 Extended: Key Chaining 1

FCS_KYC_EXT.1 Key Chaining, requires the TSF to maintain a key chain and
specifies the characteristics of that chain.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_KYC_EXT.1 Key Chaining
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key
Wrapping),

FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(f) Cryptographic operation (Key
Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using
a submask as the BEVor DEK; intermediate keys originating from one or more
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submask(s) to the BEV or DEK using the following method(s): [selection: key
wrapping as specified in FCS_COP.1(e), key combining as specified in
FCS_SMC_EXT.1, key encryption as specified in FCS_COP.1(f), key derivation as
specified in FCS_KDF_EXT.1, key transport as specified in FCS_COP.1(i)]] while
maintaining an effective strength of [selection: 128 bits, 256 bits].

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the
characteristics of that chain. However, the Common Criteria does not provide a
suitable SFR for the management of multiple layers of encryption key to protect
encrypted data.

This extended component protects the TSF data using cryptographic algorithms,
and it is therefore placed in the FCS class with a single component.

FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit
Generation)

Family Behavior:

This family defines requirements for random bit generation to ensure that it is
performed in accordance with selected standards and seeded by an entropy
source.

Component leveling:

FCS RBG_EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be
performed in accordance with selected standards and seeded by an entropy
source.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_RBG_EXT.1 Random Bit Generation
Hierarchical to: No other components.
Dependencies: No dependencies.
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FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation
services in accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A]
using [selection: Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source
that accumulates entropy from [selection: [assignment: number of software-
based sources] software-based noise source(s), [assignment: number of
hardware-based sources] hardware-based noise source(s)] with a minimum of
[selection: 128 bits, 256 bits] of entropy at least equal to the greatest security
strength, according to ISO/IEC 18031:2011 Table C.1 “Security strength table for
hash functions”, of the keys and hashes that it will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction,
and the Common Criteria does not provide a suitable SFR for the random bit
generation.

This extended component ensures the strength of encryption keys, and it is
therefore placed in the FCS class with a single component.

FCS_TLS_EXT Extended: TLS selected
Family Behavior:
This family addresses the ability for a server and/or a client to use TLS to protect

data between a client and the server using the TLS protocol.

Component leveling:

FCS_TLS_ EXT.1 Extended: TLS selected 1

FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as
specified.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of TLS session establishment

FCS_TLS_EXT.1 Extended: TLS selected
- 20 -
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Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following
protocols [selection: TLS 1.0 (RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC
5246)] supporting the following ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:

[selection:

None

TLS RSA WITH_AES_256_CBC_SHA

TLS DHE RSA WITH_AES 128 CBC_SHA

TLS _DHE _RSA WITH_AES_256_CBC_SHA

TLS _RSA WITH_AES_128 CBC_SHA256

TLS _RSA WITH_AES_256 _CBC_ SHA256

TLS _DHE_RSA WITH_AES_128 CBC_ SHA256

TLS DHE RSA WITH_AES 256_CBC_ SHA256
TLS ECDHE RSA_WITH_AES_128 CBC_SHA

TLS _ECDHE RSA WITH_AES 256 CBC _SHA

TLS ECDHE ECDSA WITH_AES_ 128 CBC_SHA
TLS _ECDHE ECDSA WITH_AES_256_CBC_SHA
TLS _ECDHE RSA WITH_AES 128 CBC _SHA256
TLS_ECDHE RSA _WITH_AES 256 _CBC _SHA384
TLS _ECDHE RSA WITH_AES 128 GCM_SHA256
TLS _ECDHE RSA WITH_AES 256 GCM_SHA384
TLS _ECDHE ECDSA WITH_AES_128 GCM_SHA256
TLS ECDHE ECDSA WITH_AES 256_GCM_SHA384
TLS _ECDHE ECDSA WITH_AES 128 CBC_SHA256
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TLS_ECDHE_ECDSA _WITH_AES_256_CBC_SHA384
1.

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does
not provide a suitable SFR for the communication protocols using cryptographic
algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.

5.1.3. Class FDP: User Data Protection
FDP_DSK_EXT Extended: Protection of Data on Disk
Family Behavior:
This family is to mandate the encryption of all protected data written to the

storage.

Component leveling:

FDP_DSK_EXT.1 Extended: Protection of Data on Disk 1

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to
encrypt all the Confidential TSF and User Data stored on the Field-Replaceable
Nonvolatile Storage Devices in order to avoid storing these data in plaintext on the
devices.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FDP_DSK_EXT.1 Protection of Data on Disk
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption)

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance
with FCS_COP.1(d), use a self-encrypting Field-Replaceable Nonvolatile Storage
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Device that is separately CC certified to conform to the FDE EE cPP] such that any
Field- Replaceable Nonvolatile Storage Device contains no plaintext User
Document Data and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user
intervention.

Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any
confidential data without user intervention, and the Common Criteria does not
provide a suitable SFR for the Protection of Data on Disk.

This extended component protects the Data on Disk, and it is therefore placed in
the FDP class with a single component.

FDP_FXS_EXT Extended: Fax Separation
Family Behavior:
This family addresses the requirements for separation between Fax PSTN line and

the LAN to which TOE is connected.

Component leveling:

FDP FXS EXT.1 Extended: Fax Separation 1

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to
create a network bridge between a PSTN and a LAN to which TOE is connected.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FDP_FXS_EXT.1 Fax separation
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface,
except transmitting or receiving User Data using fax protocols.
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Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the
Common Criteria does not provide a suitable SFR for the Protection of TSF or User
Data.

This extended component protects the TSF Data or User Data, and it is therefore
placed in the FDP class with a single component.

5.1.4. Class FIA: Identification and Authentication
FIA_PMG_EXT Extended: Password Management
Family Behavior:
This family defines requirements for the attributes of passwords used by

administrative users to ensure that strong passwords and passphrases can be
chosen and maintained.

Component leveling:

FIA PMG EXT.1 Extended: Password Management 1

FIA_PMG _EXT.1 Password management requires the TSF to support passwords
with varying composition requirements, minimum lengths, maximum lifetime, and
similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FIA_PMG _EXT.1 Password management
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_PMG _EXT.1.1 The TSF shall provide the following password management
capabilities for User passwords:
Passwords shall be able to be composed of any combination of upper and lower

case letters, numbers, and the following special characters: [selection: "!”, "@”,
HONE” "%”, "AT N&”, TR NN, ") [assignment: other characters]];

- 24 -

Copyright® 2022 by FUJIFILM Business Innovation Corp.



FUJIFILM Apeos C5240 tz¥a2l718—0vF

Minimum password length shall be settable by an Administrator, and have the
capability to require passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the
endpoints of communication, and the Common Criteria does not provide a suitable
SFR for the Password Management.

This extended component protects the TOE by means of password management,
and it is therefore placed in the FIA class with a single component.

5.1.5. Class FPT: Protection of the TSF

FPT_KYP_EXT Extended: Protection of Key and Key Material
Family Behavior:
This family addresses the requirements for keys and key materials to be protected

if and when written to nonvolatile storage.

Component leveling:

FPT_KYP_EXT.1 Extended: Protection of key and key material 1

FPT_KYP_EXT.1 Extended: Protection of key and key material, requires the TSF to
ensure that no plaintext key or key materials are written to nonvolatile storage.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_KYP_EXT.1 Protection of Key and Key Material
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP_EXT.1.1 The TSF shall not store plaintext keys that are part of the
keychain specified by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage
Device, and not store any such plaintext key on a device that uses the key for its
encryption.
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Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key
material are written to nonvolatile storage, and the Common Criteria does not
provide a suitable SFR for the protection of key and key material.

This extended component protects the TSF data, and it is therefore placed in the
FPT class with a single component.

FPT_SKP_EXT Extended: Protection of TSF Data
Family Behavior:
This family addresses the requirements for managing and protecting the TSF data,

such as cryptographic keys. This is a new family modelled as the FPT Class.

Component leveling:

FPT_SKP_EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys),
requires preventing symmetric keys from being read by any user or subject. It is
the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_SKP_EXT.1 Protection of TSF Data
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys,
symmetric keys, and private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and
private keys are protected securely, and the Common Criteria does not provide a
suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication
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using Pre- shared Key, and it is therefore placed in the FPT class with a single
component.

FPT_TST_EXT Extended: TSF testing
Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct

operation.

Component leveling:

FPT TST EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial
start-up in order to demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TST_EXT.1 TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up
(and power on) to demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common
Criteria does not provide a suitable SFR for the TSF testing. In particular, there is
no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.

FPT_TUD_EXT Extended: Trusted Update

Family Behavior:
This family defines requirements for the TSF to ensure that only administrators
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can update the TOE firmware/software, and that such firmware/software is
authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1
FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for
updates.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TUD_EXT.1 Trusted Update
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(b) Cryptographic Operation (for signature

generation/verification), or
FCS_COP.1(c) Cryptographic operation (Hash
Algorithm)].

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to
query the current version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to
initiate updates to TOE firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software
updates to the TOE using a digital signature mechanism and [selection: published
hash, no other functions] prior to installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not
provide a suitable SFR for the management of firmware/software. In particular,
there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.
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6.2.1. Class FAU: Security Audit

FAU_GEN.1 Audit data generation
(for O.AUDIT)

Hierarchical to: No other components.
Dependencies: FPT_STM.1 Reliable time stamps
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the

following auditable events:

a) Start-up and shutdown of the audit functions;

b) All auditable events for the not specified level of
audit; and

c) All auditable events specified in Table 11,
[assignment: no other auditable events].

FAU_GEN.1.2 The TSF shall record within each audit record at least
the following information:
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a) Date and time of the event, type of event, subject
identity (if applicable), and the outcome (success or
failure) of the event; and

b) For each audit event type, based on the auditable
event definitions of the functional components included
in the PP/ST, additional information specified in
Table 11, [assignment: no other relevant information].

Table 11 Auditable Events

Auditable Events Relevant SFR Additional
Information

Job completion FDP_ACF.1 Type of job

Unsuccessful User authentication | FIA_UAU.1 None

Unsuccessful User identification FIA_UID.1 None

Use of management functions FMT_SMF.1 None

Modification to the group of Users | FMT_SMR.1 None
that are part of a role

Changes to the time

FPT_STM.1 None

Failure to establish session

FTP_ITC.1, Reason for
FTP_TRP.1(a), failure
FTP_TRP.1(b)

FAU_GEN.2

Hierarchical to:
Dependencies:

FAU_GEN.2.1

FAU_SAR.1

Hierarchical to:
Dependencies:

FAU_SAR.1.1

User identity association
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

For audit events resulting from actions of identified
users, the TSF shall be able to associate each auditable
event with the identity of the user that caused the
event.

Audit review
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: U.ADMIN] with the
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FAU_SAR.1.2

FAU_SAR.2

Hierarchical to:

Dependencies:

FAU_SAR.2.1

FAU_STG.1

Hierarchical to:

Dependencies:

FAU_STG.1.1

FAU_STG.1.2

FAU_STG.4

Hierarchical to:

Dependencies:

FAU_STG.4.1

FAU_STG_EXT.1

capability to read all records from the audit records.

The TSF shall provide the audit records in a manner
suitable for the user to interpret the information.

Restricted audit review
(for O.AUDIT)

No other components.
FAU_SAR.1 Audit review

The TSF shall prohibit all users read access to the audit
records, except those users that have been granted
explicit read-access.

Protected audit trail storage
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall protect the stored audit records in the
audit trail from unauthorised deletion.

The TSF shall be able to prevent unauthorised
modifications to the stored audit records in the audit
trail.

Prevention of audit data loss
(for O.AUDIT)

FAU_STG.3 Action in case of possible audit data loss
FAU_STG.1 Protected audit trail storage

Refinement: The TSF shall [selection, choose one of:

“overwrite the oldest stored audit

records"”] and [assignment: no other actions to be
taken] if the audit trail is full.

Extended: External Audit Trail Storage
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Hierarchical to:
Dependencies:

FAU_STG_EXT.1.1

(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel.

The TSF shall be able to transmit the generated audit
data to an External IT Entity using a trusted channel
according to FTP_ITC.1.

6.2.2. Class FCS: Cryptographic Support

FCS_CKM.1(a)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(a)

Cryptographic Key Generation (for asymmetric
keys)
(for 0.COMMS_PROTECTION)

No other components.

[FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification), or

FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall generate asymmetric
cryptographic keys used for key establishment in
accordance with [selection:

- NIST Special Publication 800-56A,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm
Cryptography” for elliptic curve-based key
establishment schemes and implementing "NIST
curves” P-256, P-384 and [selection: P-521

] (as defined in FIPS PUB 186-4,
"Digital Signature Standard”)
- NIST Special Publication 800-568B,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Integer
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FCS_CKM.1(b)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(b)

FCS_CKM.4

Hierarchical to:
Dependencies:

Factorization Cryptography” for RSA-based key
establishment schemes

] and specified cryptographic key sizes equivalent
to, or greater than, a symmetric key strength of
112 bits.

Cryptographic key generation (Symmetric Keys)
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption), or

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption), or

FCS_COP.1(e) Cryptographic Operation (Key Wrapping),
or

FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication), or

FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

Refinement: The TSF shall generate symmetric
cryptographic keys using a Random Bit Generator
as specified in FCS_RBG_EXT.1 and specified
cryptographic key sizes [selection: 128 bit, 256
bit] that meet the following: No Standard.

Cryptographic key destruction
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.
[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
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FCS_CKM.4.1

FCS_CKM_EXT.4

Hierarchical to:
Dependencies:

FCS_CKM_EXT.4.1

FCS_COP.1(a)

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

Refinement: The TSF shall destroy cryptographic keys
in accordance with a specified cryptographic key
destruction method [selection:

For volatile memory, the destruction shall be
executed by [selection: powering off a device

1l

For nonvolatile storage, the destruction shall be
executed by a [selection: single

] overwrite of key data storage location
consisting of [selection: a pseudo random pattern
using the TSF’s RBG (as specified in
FCS_RBG_EXT.1) ], followed by a
[selection: none]. If read-
verification of the overwritten data fails, the
process shall be repeated again;

] that meets the following: [selection:
no standard].

Cryptographic Key Material Destruction
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.

[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],

FCS_CKM.4 Cryptographic key destruction

The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security
parameters when no longer needed.

Cryptographic Operation (Symmetric
encryption/decryption)
(for O.COMMS_PROTECTION)

- 34 -

Copyright® 2022 by FUJIFILM Business Innovation Corp.



FUJIFILM Apeos C5240 tz¥a2l718—0vF

Hierarchical to:
Dependencies:

FCS_COP.1.1(a)

FCS_COP.1(b1)

Hierarchical to:
Dependencies:

FCS_COP.1.1(b1)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform encryption and
decryption in accordance with a specified
cryptographic algorithm AES operating in
[assignment: CBC, GCM] and cryptographic key sizes
128-bits and 256-bits that meets the following:
FIPS PUB 197, “"Advanced Encryption Standard
(AES)”
[Selection: NIST SP 800-38A,

NIST SP 800-38D]

Cryptographic Operation (for signature
generation/verification)
(for O.UPDATE VERIFICATION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic
signature services in accordance with a [selection:

RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits

1

]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”
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FCS_COP.1(b2)

Hierarchical to:

Dependencies:

FCS_COP.1.1(b2)

FCS_COP.1(c1)

Cryptographic Operation (for signature
generation/verification)
(for O.COMMS_PROTECTION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic
signature services in accordance with a [selection:

s
RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits, 3072
bits], or

-Elliptic Curve Digital Signature Algorithm
(ECDSA) with key sizes of [assignment: 256 bits,
384bits, 521bits]]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”

Case: Elliptic Curve Digital Signature Algorithm
FIPS PUB 186-4, "Digital Signature Standard”
The TSF shall implement “"NIST curves” P-256,
P384 and [selection: P521 ] (as
defined in FIPS PUB 186-4, "Digital Signature
Standard”).

1.

Cryptographic operation (Hash Algorithm)
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Hierarchical to:
Dependencies:

FCS_COP.1.1(c1)

FCS_COP.1(c2)

Hierarchical to:
Dependencies:

FCS_COP.1.1(c2)

FCS_COP.1(d)

Hierarchical to:

Dependencies:

FCS_COP.1.1(d)

(selected in FPT_TUD_EXT.1.3, or with
FCS_SNI_EXT.1.1)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:

SHA-256 ] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (Hash Algorithm)
(for O.COMMS_PROTECTION)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:
SHA-1, SHA-256, SHA-384, SHA-512] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (AES Data
Encryption/Decryption)
(for O. STORAGE_ENCRYPTION)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

The TSF shall perform data encryption and
decryption in accordance with a specified
cryptographic algorithm AES used in [selection: CBC,
] mode and cryptographic key sizes
[selection: 256 bits] that meet the
following: AES as specified in ISO/IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116,
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FCS_COP.1(f)

Hierarchical to:
Dependencies:

FCS_COP.1.1(f)

FCS_COP.1(g)

Hierarchical to:

Dependencies:

FCS_COP.1.1(g)

FCS_HTTPS_EXT.1

Cryptographic operation (Key Encryption)
(selected from FCS_KYC_EXT.1.1)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform key encryption
and decryption in accordance with a specified
cryptographic algorithm AES used in [[selection:
CBC ] mode] and cryptographic key sizes
[selection: 256 bits] that meet the
following: [AES as specified in ISO /IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116

1.

Cryptographic Operation (for keyed-hash
message authentication)
(selected with FCS_IPSEC_EXT.1.4)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform keyed-hash
message authentication in accordance with a
specified cryptographic algorithm HMAC-[selection:

SHA-1, SHA-256, SHA-384 1,
key size [assignment: 160, 256, 384], and message
digest sizes [selection: 160, 256, 384 ]

bits that meet the following: FIPS PUB 198-1, "The
Keyed-Hash Message Authentication Code, and
FIPS PUB 180-3, "Secure Hash Standard.”

HTTPS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)
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Hierarchical to:

Dependencies:

FCS_HTTPS_EXT.1.1

FCS_HTTPS_EXT.1.2

FCS_KYC_EXT.1

Hierarchical to:
Dependencies:

FCS_KYC_EXT.1.1

FCS_RBG_EXT.1

Hierarchical to:
Dependencies:

FCS_RBG_EXT.1.1

No other components.
FCS_TLS_EXT.1 Extended: TLS selected

The TSF shall implement the HTTPS protocol that
complies with RFC 2818.

The TSF shall implement HTTPS using TLS as specified
in FCS_TLS_EXT.1.

Key Chaining
(for O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(e) Cryptographic operation (Key
Wrapping), or

FCS_SMC_EXT.1 Extended: Submask Combining, or
FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(i) Cryptographic operation (Key Transport)]

The TSF shall maintain a key chain of: [selection:

intermediate keys
originating from one or more submask(s) to the BEV or
DEK using the following method(s): [selection:

key encryption as
specified in FCS_COP. 1(f),

1] while maintaining an effective strength
of [selection: 256 bits].

Cryptographic Operation (Random Bit Generation)
(for O.STORAGE_ENCRYPTION and
0.COMMS_PROTECTION)

No other components.
No dependencies.

The TSF shall perform all deterministic random bit
generation services in accordance with [selection:
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FCS_RBG_EXT.1.2

FCS_TLS_EXT.1

Hierarchical to:
Dependencies:

FCS_TLS_EXT.1.1

NIST SP 800-90A] using
[selection:
CTR_DRBG (AES)].

The deterministic RBG shall be seeded by at least one
entropy source that accumulates entropy from
[selection: [assignment:1] software-based noise
source(s)

1 with a
minimum of [selection: 256 bits] of entropy at
least equal to the greatest security strength, according
to ISO/IEC18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that
it will generate.

TLS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)

FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall implement one or more of the following
protocols [selection:

TLS 1.2 (RFC 5246)] supporting the following
Ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:
[selection:
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TLS_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_AES_128 CBC_SHA256
TLS_RSA_WITH_AES_256_CBC_ SHA256

TLS_ECDHE_RSA WITH_AES_128 CBC_SHA
TLS_ECDHE_RSA WITH_AES_256_CBC_SHA

TLS _ECDHE_ECDSA _WITH_AES_128 CBC_SHA
TLS_ECDHE_ECDSA _WITH_AES_256_CBC_SHA

TLS _ECDHE _RSA WITH_AES 128 CBC_SHAZ256
TLS_ECDHE_RSA WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256
TLS _ECDHE _RSA WITH_AES 256 _GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256
TLS _ECDHE_ECDSA_WITH_AES _256_GCM_SHA384
TLS_ECDHE_ECDSA _WITH_AES_128 CBC_SHA256
TLS_ECDHE_ECDSA _WITH_AES_256_CBC_SHA384

1.

6.2.3. Class FDP: User Data Protection

FDP_ACC.1

Hierarchical to:
Dependencies:

FDP_ACC.1.1

FDP_ACF.1

Hierarchical to:
Dependencies:

Subset access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACF.1 Security attribute based access control

Refinement: The TSF shall enforce the User Data
Access Control SFP on subjects, objects, and
operations among subjects and objects specified in
Table 12 and Table 13.

Security attribute based access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACC.1 Subset access control
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FMT_MSA.3 Static attribute initialization

Refinement: The TSF shall enforce the User Data
Access Control SFP to objects based on the following:
subjects, objects, and attributes specified in Table 12
and Table 13.

Refinement: The TSF shall enforce the following rules to

determine if an operation among controlled subjects
and controlled objects is allowed: rules governing
access among controlled subjects and controlled

objects using controlled operations on controlled
objects specified in Table 12 and Table 13.

Refinement: The TSF shall explicitly authorise access of
subjects to objects based on the following additional
rules: [assignment: none].

Refinement: The TSF shall explicitly deny access of

subjects to objects based on the following additional

rules: [assignment:_none].

Table 12 D.USER.DOC Access Control SFP

"Create" "Read" "Modify" "Delete"
. View image i Delete
Submit a Modify
. or Release stored
. Operation: document to . stored
Print . printed documen
be printed document
output t
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Scan Submit a View Modify Delete
Operation: document for | scanned stored stored
scanning image image image
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
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Copy View
. scanned i
Submit a . Modify Delete
. image or
Operation: document for stored stored
i Release . .
copying . image image
printed copy
output
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax send Submit a View Modify Delete
Operation: document to | scanned stored stored
send as a fax | image image image
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax View fax i
: . Modify Delete
receive . image or . .
. Receive a fax image of | image of
Operation: ) Release . _
and store it . received received
printed fax
fax fax
output
Fax owner (note 3) denied
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied denied
Unauthenticat | (note 4) denied denied denied
ed
Storage/ . . Delete
. Retrieve Modify
Retrieval . Store stored
Operation: stored stored
document documen
document document ¢
Job owner (note 1) denied
U.ADMIN (note 5) denied (note 5)
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied

ed
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Table 13 D.USER.JOB Access Control SFP

"Create" * "Read" "Modify" "Delete"
. Create print View print | Modify Cancel
Operation: . .. ..
job queue/log | print job print job
Print Job owner (note 1)
U.ADMIN
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Scan . Create scan View scan | Modify Cancel
Operation: . . .
job status/log | scan job scan job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Copy . Create copy View copy | Modify Cancel
Operation: . . ,
job status/log | copy job copy job
Job owner (note 2)
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Fax send View fax . Cancel
. Create fax . Modify fax
Operation: . job i fax send
send job send job .
status/log job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Fax . . Cancel
. View fax Modify fax
receive . Create fax . . fax
Operation: L. receive receive .
receive job . receive
status/log | job .
job
Fax owner (note 3) denied
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied
Unauthenticat | (note 4) denied denied denied

ed
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Storage/
Retrieval

View Modify Cancel
. Create storage | storage / storage / | storage /
Operation: . } . . .
/ retrieval job | retrieval retrieval retrieval

log job job

Job owner (note 1) denied

U.ADMIN denied

U.NORMAL denied denied

Unauthenticat | denied denied denied denied

ed

Note 1: Job Owner is identified by a credential or assigned to an authorized User
as part of the process of submitting a print or storage Job.

Note 2: Job Owner is assigned to an authorized User as part of the process of
initiating a scan, copy, fax send, or retrieval Job.

Note 3: Job Owner of received faxes is assigned by configuration. Ownership of
received faxes is assigned to a specific user.

Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by
Users of the TOE.
Note 5: Key Operator can operate the DOC/JOB of all users, while SA can operate
the DOC/JOB of his/her own only.

FDP_DSK_EXT.1

Hierarchical to:
Dependencies:

FDP_DSK_EXT.1.1

FDP_DSK_EXT.1.2

FDP_FXS_EXT.1

Protection of Data on Disk
(for O.STORAGE_ENCRYPTION)

No other components.
FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption).

The TSF shall [selection: perform encryption in
accordance with FCS_COP.1(d)

1

such that any Field- Replaceable Nonvolatile Storage
Device contains no plaintext User Document Data and
no plaintext Confidential TSF Data.

The TSF shall encrypt all protected data without user
intervention.

Fax separation
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Hierarchical to:
Dependencies:

FDP_FXS_EXT.1.1

FDP_RIP.1(a)

Hierarchical to:
Dependencies:

FDP_RIP.1.1(a)

(for O.FAX_NET_SEPARATION)

No other components.
No dependencies.

The TSF shall prohibit communication via the fax
interface, except transmitting or receiving User Data
using fax protocols.

Subset residual information protection
(for O.IMAGE_OVERWRITE)

No other components.
No dependencies.

Refinement: The TSF shall ensure that any previous
information content of a resource is made unavailable
by overwriting data upon the deallocation of the
resource from the following objects: D.USER.DOC.

6.2.4. Class FIA: Identification and Authentication

FIA_AFL.1

Hierarchical to:

Dependencies:

FIA_AFL.1.1

FIA_AFL.1.2

Authentication failure handling
(for O.USER_I&A)

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection:

an administrator configurable
positive integer within [assignment: 1 - 10]]
unsuccessful authentication attempts occur related to
[assignment: User authentication (with local
authentication)].

When the defined number of unsuccessful
authentication attempts has been [selection: met

], the TSF shall [assignment: Identification
and authentication of relevant user is inhibited until
TOE is cycled.].
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FIA_ATD.1

Hierarchical to:

Dependencies:

FIA_ATD.1.1

FIA_PMG_EXT.1

Hierarchical to:

Dependencies:

FIA_PMG_EXT.1.1

FIA_UAU.1

Hierarchical to:

Dependencies:

FIA_UAU.1.1

FIA_UAU.1.2

User attribute definition
(for O.USER_AUTHORIZATION)

No other components.

No dependencies.

The TSF shall maintain the following list of security
attributes belonging to individual users: [assignment:
User Identifier, User Role].

Password Management

(for O.USER_I&A)

No other components.

No dependencies.

The TSF shall provide the following password

management capabilities for User passwords:
Passwords shall be able to be composed of any
combination of upper and lower case letters,
numbers, and the following special characters:

n I 7

[selection: "/”,

7 7N R\ ARV /A [\ 34
@ 7/ # / $ 4 /0 / 7/ & 4 /

+ I/ \ /4 “_
L

“(“, “)I// [assignment: ” (SDace)lll “////, “///, n f

n w 7 "/I/ nw,/7 w,mw7 wn < 7 N_m7n > 7 ?// "/'“ “¥/I n ]//
V4 LI 2 L LI 4 L 7 L —— V2 LA L V4 L

n /AR \ /4 “{“ n | 77 N } ” “N I/] .
L L L L L ’

Minimum password length shall be settable by an
Administrator, and have the capability to
require passwords of 15 characters or greater;

Timing of authentication

(for O.USER_I&A)

No other components.
FIA_UID.1 Timing of identification

Refinement: The TSF shall allow [assignment: storing
the fax data received from public telephone line] on

behalf of the user to be performed before the user is

authenticated.

The TSF shall require each user to be successfully
authenticated before allowing any other TSF-mediated
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FIA_UAU.7

Hierarchical to:
Dependencies:

FIA_UAU.7.1

FIA_UID.1

Hierarchical to:
Dependencies:

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1

Hierarchical to:
Dependencies:

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

FUJIFILM Apeos C5240 tz¥a2l718—0vF

actions on behalf of that user.

Protected authentication feedback
(for O.USER_I&A)

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: @] to the user
while the authentication is in progress.

Timing of identification
(for O.USER_I&A and O.ADMIN_ROLES)

No other components.
No dependencies.

Refinement: The TSF shall allow [assignment: storing
the fax data received from public telephone line] on
behalf of the user to be performed before the user is
identified.

The TSF shall require each user to be successfully
identified before allowing any other TSF-mediated
actions on behalf of that user.

User-subject binding

(for O.USER_I&A)

No other components.

FIA_ATD.1 User attribute definition

The TSF shall associate the following user security
attributes with subjects acting on the behalf of that
user: [assignment:

User Identifier, User Role].

The TSF shall enforce the following rules on the initial
association of user security attributes with subjects
acting on the behalf of users: [assignment:_none].

The TSF shall enforce the following rules governing
changes to the user security attributes associated with
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subjects acting on the behalf of users: [assignment:
none].

6.2.5. Class FMT: Security Management

FMT_MOF.1

Hierarchical to:
Dependencies:

Management of security functions behavior
(for O.ADMIN_ROLES)

No other components.
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MOF.1.1 Refinement: The TSF shall restrict the ability to
[selection: disable, enable,
modify the behaviour of] the functions [assighment:
List of security functions in Table 14] to U.ADMIN.

Table 14 List of Security Functions

Function Operation

User Authentication enable, disable

Auditing enable, disable,
modify the behavior

Trusted communications enable, disable,
modify the behavior

Storage Data Encryption enable, disable

Overwrite Storage enable, disable,
modify the behavior

Firmware update enable, disable

Self Test enable, disable

FMT_MSA.1 Management of security attributes

Hierarchical to:
Dependencies:

FMT_MSA.1.1

(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.

FDP_ACC.1 Subset access control

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

Refinement: The TSF shall enforce the User Data
Access Control SFP to restrict the ability to [selection:
guery, modify, delete, [assignment:
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creation]] the security attributes [assignment: the
security attributes listed in Table 15] to [assignment:
the roles listed in Table 15].

Table 15 Security Attributes and Authorized Roles

Security attributes Operation Role

User identifier (Key Operator modify Key Operator

case

User identifier (General case) modify, U.ADMIN
delete, creation

User Role (Key Operator case) query Key Operator

User Role (General case)

query, modify U.ADMIN

FMT_MSA.3

Hierarchical to:
Dependencies:

FMT_MSA.3.1

FMT_MSA.3.2

FMT_MTD.1

Hierarchical to:
Dependencies:

FMT_MTD.1.1

Static attribute initialization
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

Refinement: The TSF shall enforce the User Data
Access Control SFP to provide [selection, choose one
of: restrictive ] default
values for security attributes that are used to enforce
the SFP.

Refinement: The TSF shall allow the [selection:

no role] to specify alternative initial values
to override the default values when an object or
information is created.

Management of TSF data
(for O.ACCESS CONTROL)

No other components.
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

Refinement: The TSF shall restrict the ability to
perform the specified operations on the specified
TSF Data to the roles specified in Table 16.
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Table 16 Management of TSF Data

Data Operation Authorised
Role(s)

TSF Data owned by U.NORMAL or associated with documents or
jobs owned by U.NORMAL.

U.NORMAL Password modify U.ADMIN, the
owning
U.NORMAL.

TSF Data not owned by a U.NORMAL

Key operator Password modify U.Admin (Key
Operator)

SA Password modify U.ADMIN

Data on use of password entered | query, modify U.ADMIN

from MFD control panel in user

authentication

Data on minimum user password | guery, modify U.ADMIN

length

Data on Private Charge Print qguery, modify U.ADMIN

Data on Access denial due to query, modify U.ADMIN

authentication failure

Data on Customer Engineer guery, modify U.ADMIN

Operation Restriction

Data on date and time qguery, modify U.ADMIN

Data on Autoclear query, modify U.ADMIN

Data on Report Print qguery, modify U.ADMIN

Software, firmware, and related configuration data

Controller ROM modify U.ADMIN

FMT_SMF.1 Specification of Management Functions

(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL,
and O.ADMIN_ROLES)

Hierarchical to: No other components.
Dependencies: No dependencies.
FMT_SMF.1.1 The TSF shall be capable of performing the following

management functions: [assignment: Security
Management Functions listed in Table 17].

Table 17 Security Management Functions

Management Functions ‘ Operation
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Registration of U.NORMAL /SA query, modify, delete
creation

Data on User Authentication query, modify

Key operator identifier modify

Key operator Password modify

Data on use of password entered from | query, modify
MFD control panel in user
authentication

Data on Private Charge Print query, modify
Data on Trusted communications query, modify
Data on date and time guery, modify
Data on Auditing query, modify
Data on Storage Data Encryption guery, modify
Data on Overwrite Storage guery, modify

Data on Customer Engineer Operation query, modify

Restriction

Data on Self Test query, modify

Data on Access denial due to qguery, modify

authentication failure

Data on minimum user password qguery, modify

length

Data on Autoclear query, modify

Data on Firmware update guery, modify

Data on Report Print query, modify

Controller ROM modify
FMT_SMR.1 Security roles

(for O.ACCESS_CONTROL, O.USER_AUTHORIZATION,
and O.ADMIN_ROLES)

Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification
FMT_SMR.1.1 Refinement: The TSF shall maintain the roles
U.ADMIN(U.ADMIN, SA, Key Operator),
U.NORMAL.
FMT_SMR.1.2 The TSF shall be able to associate users with roles.
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FPT_KYP_EXT.1

Hierarchical to:

Dependencies:

FPT_KYP_EXT.1.1

FPT_SKP_EXT.1

Hierarchical to:

Dependencies:

FPT_SKP_EXT.1.1

FPT_STM.1

Hierarchical to:
Dependencies:
FPT_STM.1.1
FPT_TST_EXT.1
Hierarchical to:

Dependencies:

FPT_TST_EXT.1.1

FPT_TUD_EXT.1

6.2.6. Class FPT: Protection of the TSF

Protection of Key and Key Material
(for O.KEY_MATERIAL)

No other components.
No dependencies.

Refinement: The TSF shall not store plaintext keys that
are part of the keychain specified by FCS_KYC_EXT.1 in
any Field-Replaceable Nonvolatile Storage Device.

Protection of TSF Data
(for 0.COMMS PROTECTION)

No other components.
No dependencies.

The TSF shall prevent reading of all pre-shared keys,
symmetric keys, and private keys.

Reliable time stamps
(for.0.AUDIT)

No other components.
No dependencies.

The TSF shall be able to provide reliable time stamps.

TSF testing
(for O.TSF_SELF_TEST)

No other components.
No dependencies.

The TSF shall run a suite of self-tests during initial
start-up (and power on) to demonstrate the correct
operation of the TSF.

Trusted Update
(for O.UPDATE_VERIFICATION)
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Hierarchical to:
Dependencies:

FPT_TUD_EXT.1.1

FPT_TUD_EXT.1.2

FPT_TUD_EXT.1.3

6.2.7. Class FTA:

FTA_SSL.3

Hierarchical to:
Dependencies:

FTA_SSL.3.1

No other components.

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),

FCS_COP.1(c) Cryptographic operation (Hash
Algorithm).

The TSF shall provide authorized administrators the
ability to query the current version of the TOE
firmware/software.

The TSF shall provide authorized administrators the
ability to initiate updates to TOE firmware/software.

The TSF shall provide a means to verify
firmware/software updates to the TOE using a digital
signature mechanism and [selection:

no other functions] prior to installing those updates.

TOE Access

TSF-initiated termination
(for O.USER_I&A)

No other components.
No dependencies.

The TSF shall terminate an interactive session after a
[assignment:
Auto clear time for the control panel: 10 ~ 900

seconds
Login timeout for the Web UI: 1 ~ 240minutes
There is no inactive time with printer driver

1.

6.2.8. Class FTP: Trusted Paths/Channels

FTP_ITC.1

Hierarchical to:
Dependencies:

Inter-TSF trusted channel
(for 0.COMMS_PROTECTION, O.AUDIT)

No other components.
[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
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FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_ITC.1.1 Refinement: The TSF shall use [selection:
TLS ] to provide a trusted

communication channel between itself and authorized
IT entities supporting the following capabilities:
[selection: [assignment:
Audit Log Server, Mail Server]] that is logically distinct
from other communication channels and provides
assured identification of its end points and protection of

the channel data from disclosure and detection of
modification of the channel data.

FTP_ITC.1.2 Refinement: The TSF shall permit the TSF, or the
authorized IT entities, to initiate communication via
the trusted channel

FTP_ITC.1.3 Refinement: The TSF shall initiate communication via
the trusted channel for [assignment:_mail service, and
audit transmission service].

FTP_TRP.1(a) Trusted path (for Administrators)
(for O.COMMS_PROTECTION)

Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(a) Refinement: The TSF shall use [selection, choose at
least one of: TLS/HTTPS] to
provide a trusted communication path between itself
and remote administrators that is logically distinct
from other communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

FTP_TRP.1.2(a) Refinement: The TSF shall permit remote
administrators to initiate communication via the
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FTP_TRP.1.3(a)

FTP_TRP.1(b)

Hierarchical to:
Dependencies:

FTP_TRP.1.1(b)

FTP_TRP.1.2(b)

FTP_TRP.1.3(b)

trusted path

Refinement: The TSF shall require the use of the
trusted path for initial administrator authentication
and all remote administration actions.

Trusted path (for Non-administrators)
(for O.COMMS_PROTECTION)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement : The TSF shall use [selection, choose at
least one of: TLS, TLS/HTTPS] to
provide a trusted communication path between itself
and remote users that is logically distinct from other
communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

Refinement: The TSF shall permit [selection: the TSF,
remote users] to initiate communication via the
trusted path

Refinement: The TSF shall require the use of the
trusted path for initial user authentication and all
remote user actions.

6.3. tF1UT(RIEEH (Security Assurance Requirements)
Table 18 [CEF1UT1REEEHZRLRT D,

Table 18 TX1UT1{RIIEH

Assurance Class Assurance Assurance Components
Components Description
Security Target ASE_CCL.1 Conformance claims
Evaluation ASE_ECD.1 Extended components
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assessment

Assurance Class Assurance Assurance Components
Components Description
definition
ASE_INT.1 ST introduction
ASE_OBJ.1 Security objectives for
the operational
environment
ASE_REQ.1 Stated security
requirements
ASE_SPD.1 Security Problem
Definition
ASE_TSS.1 TOE Summary
Specification
Development ADV_FSP.1 Basic functional
specification
Guidance Documents | AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures
Life-cycle support ALC_CMC.1 Labelling of the TOE
ALC_CMS.1 TOE CM coverage
Tests Independent testing -
ATE_IND.1
Conformance
Vulnerability AVA_VAN.1 Vulnerability survey

oD EFIUTARIEEHERT BRI R/NROCFLITAR-AFI VB K BEDEESNDE
BLAINCETNTIVB L, TOE [CEIPERRKROLF1UTDEHESN TSI, i TOE B HOff
EICRE TR EERINTBETHD,

i) T EHERL (Security Requirement Rationale)

&K FHEDRREE (Dependencies of Security Functional Requirements)

THIVTERREMMRIFLTO SRS SITREFRFRERR UG VVEREEGL IRTFEFRENE

EENBCTHREEN B VME#LE, Table 19 (CREHT 3,

Table 19 £#%1UT (BB IV K% rOHKIEHE

BREEHIVR—2RV b

REEOMBEZEH I R—2 b

REMERRLCLG | TR
B SIUEHAH PPTRESNTUBESR || mpzorum
FAU_GEN.1 FPT_STM.1 - OK
BEET—HE
- 57 -

Copyright® 2022 by FUJIFILM Business Innovation Corp.




FUJIFILM Apeos C5240 tz¥a2l718—0vF

BEEHIVR—2V EEEOBEEEHRIVR—RV
REMEHRLTVE | TRH
BEUBSIUVEHRHAR PP THRESNTWSEH NBHEZOE L

FAU_GEN.2 FAU_GEN.1 - OK
FIREHANFHROREEMT FIA_UID.1
FAU_STG_EXT.1 FAU_GEN.1 - OK
PLoR - 1 EREE B SE AR HA FTP_ITC.1
FCS_CKM.1(a) [FCS_COP.1(b) Fii3 - oK
S A R (FETFREER) FCS_COP.1(i)]

FCS_CKM_EXT.4
FAU_SAR.1 FAU_GEN.1 - OK
BE&ELE1—
FAU_SAR.2 FAU_SAR.1 - OK
REBEELE1I—
FAU_STG.1 FAU_GEN.1 - OK
RESNTEE BRI BAME
FAU_STG.4 FAU_STG.1 - OK
BEET-HEXOMFLIE
FCS_CKM.1(b) [FCS_COP.1(a) Fki3 ; oK
ESRAERMRCHER) FCS_COP.1(d) F7ld

FCS_COP.1(e) FkI&

FCS_COP.1(f) (3

FCS_COP.1(g) #k(

FCS_COP.1(h)]

FCS_CKM_EXT.4

FCS_RBG_EXT.1
FCS_CKM.4 [FCS_CKM.1(a) - OK
TS RNE #7214 FCS_CKM.1(b)]
FCS_CKM_EXT.4 [FCS_CKM.1(a) £l - OK
PLoR - RS SR H O ZE FCS_CKM.1(b)]

FCS_CKM.4
FCS_COP.1(a) FCS_CKM.1(b) _ oK
ESIRIE(CIMEE St 18%) | FCS_CKM_EXT.4
FCS_COP.1(b) FCS_CKM.1(a) _ oK
EEIRIE(BRER/RIL) FCS_CKM_EXT.4
FCS_COP.1(c) 1L ] OK
EERE(\WYATILTUXL)
FCS_COP.1(d) CS_CKM.1(b) _ oK
E5121E (AES T—AIE S 1L 18 | FCS_CKM_EXT.4
=)
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BEEEHIVR—2RVE

REEOMBERH IV R—2 b

EKEMEHELTLVG | TRK
EHBSIUEHEM PP THRESNTLWSEH NBHEZOE L

FCS_COP.1(f) CS_CKM.1(b) - oK
BRI (RIEEL) FCS_CKM_EXT.4
FCS_COP.1(g) CS_CKM.1(b) - oK
S 2R (BRI \wY1AvE— U5 | FCS_CKM_EXT.4
H13)
FCS_HTTPS_EXT.1 FCS_TLS_EXT.1 - oK
Vi g BRSNS HTTPS
FCS_KYC_EXT.1 [FCS_COP.1(e) Ffit - oK
RaE  BF IV FCS_SMC_EXT.1 Fk(d

FCS_COP.1(i) Fkl&

FCS_KDF_EXT.1

RV F= G

FCS_COP.1(f)]
FCS_RBG_EXT.1 BL -
Yihak : BE SR (ELEEY MERK)
FCS_TLS_EXT.1 FCS_CKM.1(a) - oK
YRER SEIRENE TLS FCS_COP.1(a)

FCS_COP.1(b)

FCS_COP.1(c)

FCS_COP.1(g)

FCS_RBG_EXT.1
FDP_ACC.1 FDP_ACF.1 - oK
HJey 7ot A%
FDP_ACF.1 FDP_ACC.1 - oK
EFIUTABHEICLZPHEARIE | FMT_MSA.3
FDP_DSK_EXT.1 FCS_COP.1(d) - oK
Yeak: TAAD LDT—RIRE
FDP_FXS_EXT.1 BL -
Visk : 77D A0 B
FDP_RIP.1(a) iU -
BIy N EFIERRE
FIA AFL.1 FIA_UAU.1 - oK
EREE R BABFDELD IR
FIA_ATD.1 iU -
FAEEMES
FIA_PMG_EXT.1 kL -
Yask: \AD— FEE
FIA_UAU.1 FIA_UID.1 - oK
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BEEEHIVR—2RVE

REEOMBERH IV R—2 b

kEFEEEEELTG | ERK
BEUBIUEHAT PP THRESNTSEH NBHEZOE

REEDRAIVT
FIA_UAU.7 FIA_UAU.1 - OK
REESNT1—FI\WD
FIA_UID.1 L -
HRDRAIVYT
FIA_USB.1 FIA_ATD.1 - OK
FRE-STIIOMES
FMT_MOF.1 FMT_SMF.1 - OK
X1V TAHEEEDSSFVDEE FMT_SMR.1
FMT_MSA.1 FDP_ACC.1 - OK
tFiUT RHEOEE FMT_SMF.1

FMT_SMR.1
FMT_MSA.3 FMT_MSA.1 - OK
FIEEMHL FMT_SMR.1
FMT_MTD.1 FMT_SMF.1 - OK
TSFT-30EE FMT_SMR.1
FMT_SMF.1 L -
EEEENRE
FMT_SMR.1 FIA_UID.1 - OK
FaUT11RE
FPT_KYP_EXT.1 L -
ik R UBRMHORE
FPT_SKP_EXT.1 L -
PSR :TSF T—ANDRE
FPT_STM.1 L -
SIS LANYT
FPT_TST_EXT.1 L -
Y5k :TSF TAb
FPT_TUD_EXT.1 FCS_COP.1(b) - OK
ik =IEEYYIT b FCS_COP.1(c)
FTA_SSL.3 L -
TSF EEICLHFET
FTP_ITC.1 [FCS_IPSEC_EXT.1. - OK
TSF = ERET vV F7z[3 FCS_TLS_EXT.1.

F7z(d FCS_SSH_EXT.1.

F7z[3 FCS_HTTPS_EXT.1]
FTP_TRP.1(a) [FCS_IPSEC_EXT.1. - OK

SIEEA(EEER) F7z(& FCS_TLS_EXT.1.
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BEEEHIVR—2RVE

REEOMBERH IV R—2 b

=EESACGEEEER)

F7z& FCS_TLS_EXT.1.
F7zI3 FCS_SSH_EXT.1.
F7z(& FCS_HTTPS_EXT.1]

kEFEEEEELTG | ERK
BEUBIUEHAT PP THRESNTSEH NBHEZOE
F7z(d FCS_SSH_EXT.1.
F7z[3 FCS_HTTPS_EXT.1]
FTP_TRP.1(b) [FCS_IPSEC_EXT.1. - OK

6.4.2. TFIVT(RIEEHIRI (Security Assurance Requirements Rationale)

NoNEFIVTIREIEZHERIRT SR, R/NROTLF1LIFAR-AFM VPR BEORESING B
BLACEINTNSCE, TOE (CHITERRENTF1) T ERESNTHD. HD TOE B & Offf
EICRE2TVBEERINTNBETHS. PP DHLWBETAICHIRIL P ITAE T3 EF2) T/ REE
BEHEERTIHDAELGHFEICOVTOREEDT/ AV AR E T HEHICFERSIN TS,
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TOE E#{t# (TOE Summary Specification)
AETIE, TOE MR T3 LF 1T (B BRIV TRAT B,
¥ )T7188E (Security Functions)

Table 20 2 TOE 4107 (et 10T (BB HORISERT
AETCHITS TOE LH1UT(HEER 6.1 BICRAENZ UF1UT BB HERETLOTHS,

Table 20 TOE *a)718aet X 1T B BEE DXL B R

tFaUT 185

FEOER
=

B

=]

f
f

7Dt A

t¥a1ly 74 BEE

PSTNZ 7 D A-%v 0 =D EO 575
AML—=Y0DLEEHEE

=
=1
T

=
=1

SFRs

FAU_GEN.1

FAU_GEN.2

FAU_STG_EXT.1

FAU_SAR.1

FAU_SAR.2

FAU_STG.1

B I 22
<l EFaY 7F4 EEE

FAU_STG.4

FCS_CKM.1(a)

FCS_CKM.1(b)

FCS_CKM.4

FCS_CKM_EXT.4

FCS_COP.1(a)

FCS_COP.1(b1)

FCS_COP.1(b2)

FCS_COP.1(c1)

FCS_COP.1(c2)

FCS_COP.1(d)

DN N N N N N N N I N BN N

FCS_COP.1(f)
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t¥al)Ti#8EE

2
Ak A

SFRs

8 Al

t¥a1ly 74 BEE

t¥a1ly 74 BEE

e

=
PSTNZ 7 D ZA-%v 0 —D RE0 78
AML—=Y0DLEEHEE

7Dt A

FCS_COP.1(g)

FCS_HTTPS_EXT.1

\

FCS_KYC_EXT.1

FCS_RBG_EXT.1

FCS_TLS_EXT.1

FDP_ACC.1

FDP_ACF.1

FDP_DSK_EXT.1

FDP_FXS_EXT.1

FDP_RIP.1(a)

FIA_AFL.1

FIA_ATD.1

FIA_PMG_EXT.1

FIA_UAU.1

FIA_UAU.7

FIA_UID.1

FIA_USB.1

NENENENENENEN

FMT_MOF.1

FMT_MSA.1

FMT_MSA.3

FMT_MTD.1

FMT_SMF.1

FMT_SMR.1

AN N N N N BN

FPT_KYP_EXT.1

FPT_SKP_EXT.1

AN

FPT_STM.1
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E¥aT1HEE
B
R
S
o=
QY
|
S
- B2
= #u
ol iy T | o
o | o < | 4
~ § ~ HE == o S
Ik ¥ N b iy o IO
T oD < D 1’;0[ .Eﬂ [’g, IRy |
i M N M s 2R P 2
B | &+ | o | & | o | N I
SFRs i N A N JIE 11N jig a ~
FPT_TST_EXT.1 v
FPT_TUD_EXT.1 v
FTA_SSL.3 v
FTP_ITC.1
FTP_TRP.1(a) v
FTP_TRP.1(b) v
1.1.1. FRIEEEE

HAIEREEA AR . EFRISNIZR E DRI AETZIFIC MFD OHREEE R T HERZH B HHIC, 121
N2, FABEDSAT7V D Web UI(*), TUVE— RS54 \h61—-%—ID £1—-Y—)IA0—-FEA SIS
BCEHRIREE T AETHS.

MFD [CESFSNTLSFI AEFEREEAL T, B#AIRLEEIT,

(*):MAFEDFMTV PC D Web F50H5%N Uz MFD OH — ) \#gE, "t TM13—2ybMF—E
ALEVHB TR NS REICBWVTEIARRE LR, Web UI EFES,

(1) FIA_AFL.1 Authentication failure handling (EREELEREFDENIRLY)
TOE JFIAEN TOEAPDELATBHIIC, FIREBEDRIZITON, SRR THF D FREE 5 BURT G
BEZIRHELTLVS,
FIREDORIKRRIEICHTHRA L ERE L. VI AET R THRESN TS EE (1~10 [E])
DEFRBISETDE, BRAAFOHANZRIICREALTE. TOE OERYIE/BRAFTZHTIE
133,

(B8:E3 3 TSFI]
BAENSRIL D RIERE
Web UI 0 5IF2E
TUVIR—=FIAN
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(2) FIA_ATD.1 User attribute definition FIREEMEE
FIA_USB.1 User-subject binding F|A&-H7 YD MES
TOE BFIAFICHULT, 1—H—ID L&ENERBHELTER L. TNOEHFIRIL LRI AE IR L
TEfH13,

[FIA_ATD.1 [CE8:&Y % TSFI]
BENRIIOEERKRE

Web UI OEE#HE
[FIA_USB.1 [CEd:&Y % TSFI]
BAENRIV DR ERE

Web UI Oz 5IEEE

(3) FIA_PMG_EXT.1 Password Management /i20—RFE&EE
TOE [CEWVT, MM EEZED/NAD— FERE, FLEARKRRAOF AEEHZ-EERFO/IAT—F
[E. LTOXFOMEAEDETHERT S ENTES,
NAT— RICHEE ATRER X F !
PIITPRY MDA X FENXF, HF . RURDEFFHXF
“17, “@”, “#7, “$7, “Y%7, N7, &7, KT, (4, 1), " (space)”, VT, YT, N N,

A\Y \\ A\ /B \ N N/ B\ U / S\ W 14 \\<II A\} ” \\>II \\?II nwrw \\¥II A\Se IV /\ nmo\\Jr o\ A\ \\|II A\Y ” \\ Il)
rot I'III = rooc ’ I —

Fe. VATLEBERRD)IAD-FRE 0~63 XFOHETE ;"f?'%u.r‘:b"(%%a
TOE [FCDERFEICLN 15 XF L LICRETH_ENTES,

(BE:&E9 3 TSFI]
BIENRIOEEEE
Web UI @FEA:IE*% He

(4) FIA_UAU.1 Timing of authentication ZBIEDHSIVY.
FIA_UID.1 Timing of identification ANV

TOE BFIAZEDFEARIAARELT, KRR AREYR— T3,
BRI EERSINDBM VATI— AL NIV, FIREDFA47V D Web T304, FUUa—F
211\D 3 FEFEN HD,
BIENRIL. FIREDSA47 Y MD Web T30 Tld. MFD #aeDREZEF AT I 5HIIC, ID &/TAD
—RFEADEEBT. AHASNE ID E)SAT—RH, TOE [CEFIN TV FIHEERE—HTIEE
I R
F  DFMATU L PCHoDT)Y MF—AICF 58NS ID £/SAT— FIZENT A K= )Y MDA
FRENITHNS,
FREE(FIA_UAU.1)&E# R (FIA_UID. 1) 3 EFFICE TSN, iR - ZREE DM A H R Y LI D 12
EHWEFRISN B,
NREFENLD FAX OZEICDOLTIE, TOE (F. #AIFREIETIC. FAX T—3%2{ET 3,

(RHEY % TSFI]
BRAENSRILDHRIFRE
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Web UI @ugji?lljuu A8
TIUBR—= AN
AREBIEER

(5) FIA_UAU.7 Protected authentication feedback {RESNZERILT1—F/\vD
TOE (21 —Y—FRRERF(C. JSAD— RERTEHIC. SIAT— FELTANSNEXFHERFBOIELX
F"@ (bullet) "%, /IR Web J50HICRRTHEERIRIET S,

(BH:&E T2 TSFI]
BENRIVDOERIZEE
Web UI a)uﬁk?:l“nl.. AR

(6) FTA_SSL.3 TSF-initiated termination TSF #Z#(CL3$T
TOE (& Web 7394%hH Web UI [C—EBEE(1~240 2 TEHRERHE) D7 AN E NSO
D4V (FRitty ay) e )7 VBRI EERT D,
FIAREN R DO—ERFRE (10~900 P TR EFTRE) DR N E NG S (S, BEIRILDEEHLD
U7SNFEREEEARS,
TIVB—=RSANReDEYYavFRFET . TV MOBERDBEREELICEY IV ER T T3,

(B8:E ¥ % TSFI]
1:*1?/ ﬁ;? )W);:ﬁU'J'] B
Web UI 051335

1.1.2. tF1U745&

TXAIT/EEREER . YATLEEREICLSREICHKL . TATO TOE FAEICHLT, V2, #H &
DEIBAERETOINEVIBR (BIZIE, - —18/F. EEPEREERE) &, BHFLETHLHD
HREEIRIET D,

(1) FAU_GEN.1 Audit data generation (BE&EF—3%R)
FAU_GEN.2 User identity association (F|fH#&#31EROBEER(T)

TOE (&, Ya7D#E T v FIFAE DRI OKRE. A RSN AFCLIIEEREEDF AL
E.Table 21 [CRTEEMRDBRIOVNT, BEENJERHRT D, TLEREETHICE. FTERHE
OB, EROER ., FRESIFECLZFIAE (ATEETHNE) . BLUEROBERNEEEHRSN
B,
TOE REEINEEENFEREEEOJTELTRETIHIC. ZORREELSTF AEDOHE A IER
(CRAEfHTTREERLTLVD,

(R8:&¥ % TSFI]
BRIV O RIFRE
Web UI 05525
TIVR—=FIAN
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BIENRIOEEEEE
Web UI @%Ii*ﬁéﬁb
BIRNIY

BAENSRIOIE—HERE, TUY PERE, AT v UBERE, AT v URYDARTEHERE, J7D AMERE . XER

D Likae

BENRRIINDOIITIREE - BEEDR RHEEE
Web UI O Ja7iKEE - BED R RHEEE

Web UI ORyIAN6NDXET—SERDH UHEE
Web UI 77— L7177y 77— MkRE

AREFEER
Table 21 EEEOJDEEHA
HRER RBRINIBEEERA EEERFM
B A MBEDICENEIRT System Status/ Started
normally (cold boot),
System Status/ Started
normally (warm boot),
Shutdown requested
JaJ0#T Job Status/ Completed, Print
Job Status/ Canceled by Copy
User Scan
Fax

Mailbox [Storage and
Retrieval Job #%& 7]

*Ijm%le ITIIE% E&
FI A& 5 AN < BR
(1845152, Web UIH5)

Login/ Failed
(Invalid UserID),
Login/ Failed
(Invalid Password)

FIRETERE
| A B K BR
(FVUBES11\h5)

Job Status/ Print /Aborted

EE RO A

Device Settings/ View
Security Setting

Device Settings/ Change
Security Setting

Device Settings/ Switch
Authentication Mode

Device Settings/ Edit User

[EESNLZEMHEELTID,
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“Password”, “Name"h'i2$xs
ns]

Device Settings/ Add User
Device Settings/ Delete
User

Device Config/ Software
Audit Policy/ Audit Log/

Enable,
Audit Policy/ Audit Log/
Disable
‘EIO—ETHIFAEY | Device Settings/ Edit User
W—TOHRE
[ZEESINEEMHELT Role"H
FLERSNB]
BZNER Device Settings/ Adjust
Time
tOaVHEL DK Communication/ Trusted Failed
(TLS) Communication [7ORDIL, BIESE. RO

HYR7F]

(2) FAU_SAR.1 Audit review (BE&ELE1-)
VAT LEEEL. Web UL TAOJM V. Web UL hoDIEMEICED. TOE AERICREFESNZTAT
DEEOVERMETENTED,
BEBEOJVEATRUINOTFAI7MILELTAIYO—-FENDd, EEOVEADYO-FT35E(E. TLS
BENMMICHEINTWVBILELRDHD,

(B8:&3 % TSFI]
Web UI OEE##E

(3) FAU_SAR.2 Restricted audit review ([REEZELE1-)
TOE RFICHRFSNLEEOTDHH H UREER ., RSNV ATLEEZEDHICRESIND,
F. BEEOTADOTPIEAZ. Web Ul OFFERAFTRET., BIERINDTIEATHIEFH KL,

[E8:# 93 TSFI]
Web UI O%&E RS

(4) FAU_STG.1 Protected audit trail storage (fR#E SN =B & SEIEHA)
TOE RERICRFSNEEEOTADTPOLAR, Fedr i UHEREDH THY. HIRE LME EH# AL TR
L0, CNIZED. BEENT DR ELHIBRERENHRESN TS,

(B8:&9 % TSFI]
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Web UI OEE#E

(5) FAU_STG.4 Prevention of audit data loss (B&T—44E%LDMHLL)
TOE RERICRFSNEEZEDJE., &K 15,000 H&REFTIENE KD BEEOTHEFICHE-
ESE . RVECGEBRINEEETAICEEELT. HLVWEEODTNME L TR LR HINDS,

(RH& 9% TSFI]

BAERIVDHRIERE

Web UI O 5IFEE

TVB—=RAN

BAENRIDOEEKEE

Web UI &R #E

BIRRAY

BAENRINOIE-HEE. TV MERE. 2T vUREERE. AXvUIRVDARTEFHEEE. D7D AMEE. XEM
N Ui gE
BAENRIND Y TIREE - BEDR THAE

Web UI Y37 iKEE - BED R THRE

Web UI DiRyIANMbDXET—RERNH LiRE
Web UI O77—LOI77v7T— MMk
NREBIEER

(6) FAU_STG_EXT.1 Extended: External Audit Trail Storage #}&R85Z 5T BE #K
EEENJIE. Syslog 7O IVERAWTEEY—)INEESND, ZIEDOEENTDRER. 7.1.7
(3) FTP_ITC.1 (SRR EN D, X ESNBEENTIE. TOE AEICRFINZEENT THB1H.
EENJOHHHULOBEIR(3) FAU_SAR.2. EENJ O ELHIBREREN DO REDEN L
(4) FAU_STG.1. EENI W @FICI-1Z5E DBEL(5) FAU_STG.4 ([CiRdiend, BEENY
[F. BEEY—/INEEShz&t . TOE NERICTED,

EENRBUZISE . U T3FTEENBRITING FENKBULREEDNERDTN
13,500 #ICETBE. BE)IIRIVCIS—%FRRL, MFD (3fFLL T3, CDHE. MFD & Syslog
Y—NEEEECEHE TEZREICL. MFD #BEEEITHETIS—(3EET S,

(BH:&9 % TSFI)
FAU_GEN.1, FAU_GEN.2 OFS:&E TSFI [C#3'3

(7) FPT_STM.1 Reliable time stamps &S84 LAV T
EENCEEXRNREREEENTELTEEHETHHC, TOE M- TL\BIOVIHEEC LD 31 LA
BYTEFRITT DEEZIRI TS,

BETORELEEE FMT_MTD. 1 [CENVATLEBEDH N AIRETHD .

(BH&9 % TSFI]
FAU_GEN.1, FAU_GEN.2 OF8:& TSFI [C#7'%

- 69 -

Copyright® 2022 by FUJIFILM Business Innovation Corp.



FUJIFILM Apeos C5240 tz¥a2l718—0vF

1.1.3. 7POrAHIE

HAFREEDN R LIEFIAE OH N T sLDRe = AR RECT3 %, TSF ICPDEAT B/ VRT1—AZE(C,

FIRATTREICIBHEEN R D,

a) AKEESRILTHIEISN D HERE
JE—-HEEE. JPDABEE(EIR) . AT v MR, XEORAFEIMDE ULHEE. TV MERE(TUVA
— FSANTORFLEEDERE N KM THOENRIFFIRE) IRV TEREET %, FRELLBIMGEIIE
RISNBL ), EHRKEBORT, Va7 KE-BEOKRTHEE., £ TOE RET-HDSHR/HK
EHEE(VATLEEREDH)

b) Web UI THilfElch2aE
HWHAREORTR, Y3 K- BEORTHEE. RyIANLDOXET—FEH UEE. TOE 52
TADS R/ REMEE(VATLEEEDSH) . 77— LIIP7v7TT— MERE (VAT LEEED
)

c) FABIFMTUIDTVIE— A NeERT HHAE
FAENFREISA 7Y MOT)VA—-FIA N TR EBERE LIRETTIY METRET BL.
MFD (333N R LB & (COH RIET —REEY by T T—AICE#R(TIVR-X)L T
—4—ID CEONBERIRY PIICETET B,

(1) FDP_ACC.1 Subset access control #7tzyr7Ht Al

FDP_ACF.1 Security attribute based access control t¥aUr1BH&ICLD 7D AHEH
TOE (%, Table 12, Table 13 (ZftL), BREREKRBEEED VITEXET-ADT7HEAHEHES R
Jo LT, XERND()WD note Ditikld Table 12, Table 13 M note #5 B LTI\3,
BREEXRBETHEONG VIaTEXET AL, BT RELFRAEES—F—LTEDMF T, &
—F—FRBVATLEBELINTOE AT RS, 220, T Yadld. —RAAEHIEETS
CENTED, . IPDAREDEDSAT U PCHOZERFOT—AE. VAT LEBELIINTD
TAFREEE D,
TVVMEREICB VT, D317+ PChoIx ASN3TUY T —3RNICFIAEERE TS0 1—
F—ID "&FEN3, 7)Y MEREICH TR VadFEER. TUV MF—R[CE&FNS1—TF—ID [CLHOT
¥EINS, (note 1)
AFvUHsEE, JE—#EE. J7D AR EHEEICHITD YT R, BEARIUCAT (1 LEz1— 1D i,
EDNA—F—ELTEINDIFONS, (note 2)
IPOARERN YT E, TP AR EEES VLR ABEMFETERVED, YVATLEBENT—F
—&LTEINDInN S, (note 3)
TPIAZIEVTRESND I7VARET AR RETIRVIAICEN A TON TS 1I—H—ID H'7
—F+—=&LTENDIFIHN B, (note 3)
TPHAZIENY3TET—4% TOE sihoiEon a7z, TOE OFAETHILVINhO1I—H—-1. 77
DAZED I TBLUT—HEERTHEETELLY, (note 4)
XEORFEINH UEEER . AFvUXE. TPV AR EXEORYIAREFELEOIMDE LEER A
BEET B, AFvUBBECH VTR T BRNICOTANRENDLETHD RVVAILAF YO XEETETE
T M EBRE R IRNTORYIAN, — R AEFELE SA TBENBETIRYIALITNE
RATEEEB D, FIABRAF O NEERETINVIAZEIRL, AX v UIREZERITT N, FIRLE
NIDADFEENAF v XEDREHEICTES, (note 1)
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NYDAICRFSNET-IOEDH U, FUV METR. BIER. 7V METRT3ROEREAKDER
(F. FrEEF IR ERELZ(INEITTED, SA TVATLEBEEN, W AORYIARDT—4
(ZRETERLY, (note 5)

TV I7PDARIE . XEORFEMDH L. WINOHEEICENTEH. XET-HERET IR
RSz,

AFvY  TPOREE . TPV ARIENETE VT ERE T HEER IR ENELY,

(R8:&¥ % TSFI)

TVIB=FAN

BRIV OTIE—HERE. TV MERE. AT vUMRE. AXvUIRVOARTFILEE. J7DAMEE. XER
D Likae

BAENRINOYITIRE - BEDR THAE

Web UI OYa74KEE - BED R THAE

Web UI DiNyDANbDXET—RENH LikEE

DR BIEER

1.1.4. 171 EHE

(1) FMT_MOF.1 Management of security functions behavior tFiUT(#4EED53FL\D
&
FMT_MTD.1 Management of TSF data TSF F—3N0EE
FMT_SMF.1 Specification of Management Functions EIE#EEDETE
FMT_MSA.1 Management of security attributes t¥ai)T1EBHENEE
FMT_MSA.3 Static attribute initialization &rIEE#HI1E
FMT_SMR.1 Security roles t¥a1UF1D&E|
TOE & AIFREE SNV AT LEBEDHIC, i Table 22 (T5RT TOE ¥ T/#EE(CRA R
THIEFIITAEEBEEDSREERTELE R LU HEEOFRFERZEE TSI —10571—
ATRHT D,
Fo. BRI SN —RFIRAEIESDIAT-REREDHAIHETHD,
CNODBEEEICED, BRENDCF1) T EEHEETIRE TS,
TOE (%, Table 12 Table 13 [CfEL), BIEERBEETHRNOND V3 TEXET-AOMBEHITE
H|OT I MBEELT, EHREZES LRI RAEHIIERERT TS, 55ME. 17.1.3. 7OEAH
{81 (1) FDP_ACC.1 Subset access control %47ty 7ot 2%l FDP_ACF.1 Security
attribute based access control t¥i1)T1BHEICLZ7OEAHIEHIESEOIE,
TOE 3. W EEE . SA. VATLERE . — A AEORINEELLF AECEEMT. Tz
HFIB,
TOE &, FIAE&REICALEF 1T BHEDT 74V MEELT, —EFIRAEZHRET D,

(FMT_MOF.1, FMT_MSA.1, FMT_SMR.1 ([CEH:&Y % TSFI]
BRI OEERRE
Web UI OEEKHE
(FMT_MTD.1, FMT_SMF.1 [CE8:&Y % TSFI]
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BIENRIOEEEEE

Web Ul NEEH#EEE

Web UI O77—Lo177v77— MEE

[FMT_MSA.3 CE8:&ET % TSFI)

OV IA

BENRIOEEREE

Web Ul O EEBHEE

BENARILOIE—HEE. AFvUEE. AXvURYD ARTEREE. J7D A EE
NREBEFEER

Table 22 1T EEELRELIE{FRIAER UI

t¥1)T(EEIER B4RV | Web UI
APL—YDEEZBETHEKRORTEESHL. A/ ED. LEEZEH v v
NHREEITO
APL—URESEHEREDR EES R L. AR/ EUDREEITI v -
RENRIDLDOFRFERF D) SAT— FMERDREES L. BH3h/ED v -
NHXEEITD
FIRERELRICLIZPILAEERREESRL. A/ EH. EEMH v v
HOREEITO
HWHMEESE ID £)\ADV-RFOREET HMEEEDH IR v v
FAZEDID NFREESEU ID NAV-FOREEITI. Fe. FIA v v
HIBINATEREESEL, SA FREI—BRFAEORBNERET
%
1-Y-NRA0-FOR/PMXFHHRES B UREET v v
BIET-AESEEEROREESRL. AN/ BEIHLUFRERO v v
REZITI
TLS Y—)\GEBAZ DR EESR L. Fi/BH DR EZITI. - v
A EREEARREDER E &S U AMREEL/ WD/ EZ1TH v v
THAR= TV MEREDREES L., BE/HRIOXEETTD v
Bt BRESRUREEITI v -
BOTAMEREDREES L. A/ EIDHREEITI v v
J7—LOIP7YI T MEREDER EES R, AR/ EMDHREEITI v v
Z— U7 HEE GR1ERILE LY Web UD OSRERTE v v
Lik—rHHDFREZSRL, YVATLEBRERE/FAEDREET v -
P
DA IV IZTEEFIREEEDS BEREEITO(HRED A 21/ & v v

B/ RSFNAT—F)

PXITEEREEDSRERTEETI HEOF S/ EDE LU v -
Syslog X {EDERE)
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(2) FPT_SKP_EXT.1 Protection of TSF Data TSF T—4ND{#:#
TOE (%, #m5 58 (KEK: Key Encryption Key)%¥3X T NVRAM2 [LIRFETBH ., TATOF
BECLT, CORSRERHETEHDMIVITI—-AERFELTLVEL, F2. NVRAM2 KlFAETS
(FENTVSEMRIT. ARL—IEBRIELEERTIEGE,
ArL—YURE S (DEK: Data Encryption Key)l&. E52® KEK T AES-CBC AR THESEL
T.NVRAM1 RU HDD [Z#{7FET 5. HDD LR F T3 DEK OBZEIENYI7YITHB,
TOE D#EEIFF. NVRAML [LRFSNEREEILSNEZA N —JEE#(E. NVRAM2 [CHDHIES
BTESIEEN. BEDIEFEXDIKET DRAM [LIREFESND,
L. IARTOFAEICH LT, TOE [F. DRAM [CRBFESNEFEXDA N — I E#HEHRH TS
VRII-ATRBELTLVEL, Fo. DRAM [CRFESNTVSEXDA N —JBEEHIE., BRZEET
CEICEDHESND,
TLS BIEH(CHERTIMERFEDIIAEZL. 7.1.6 (15)DHEEB(CLNIEELSNIIREET
NVRAML [CRFSN., TRTOFIAECK LT BRESH HT1 U371 —AFRELTLVELY,
BIECFIASNS TLS £yYaVv# R U TLS EC Diffie-Hellman BZELF X T DRAM (LIR7F
SNBN, IRTOFAFICK LT, TOE (X, DRAM [LIEFSNEEX DY YaVEEFRHETI IS
JI—2ERHELTVELY, £z, DRAM [CRFSNTWBEXDEYIaVERE. BREEET EICLD
WEIND,

(BE&E9 3 TSFI]
HIHLU

1.1.5. SE#ELEER

(1) FPT_TST_EXT.1 TSF testing TSF TAk
TSF [377— L7717 T%H3 Controller ROM [CENEIRSNTHED., COT7— LIIT7DTEE M EHREE
FBHEICLD, TSF DIEEBERIRIT S,
TOE (I, #28)F(C Controller ROM (& 4byte OF190Y LEEHE LRI EDIEE—ET 2N EHER
L. EEFERENSRIUIS-ERRUEEZZEIETS, . DRBG(CRALT [1]11.3 [CEEHD
ANVATANEEITL, TAMMRR USSR ENRIVNC IS 2R RUEE ZELT D, bH
DRBG (Oft#(% 7.1.6 TR,

(RH:& 9% TSFI)
BIRRAY

(2) FPT_TUD_EXT.1 Trusted Update &{E®E7YIT—F

FMT_MTD.1 Management of TSF data TSF F—50EE

FMT_SMF.1 Specification of Management Functions EE#EEDHETE
VATLEBEG ARENRIDoDREICED ARSI L THE S DOT7— LI 7 N- T3V %
RIBENTED, T HRERTEIAMZENIFH DT BHLICE THIEE T D TOE 24K T % 77—
LoI7DN—I3V e ERTH N TES,
Frz  BARSNZIATLEEEOHN, YVATLEEEDIM17V D) Web UL iib, Controller
ROM &)1\ —I LI\ MF)T774)V& TOE (SEETBIEILED., 77— L0177 %7y IT— g BHleh
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TE%,

TOE (&, YATLEEBEDIAT7V D Web ULl hoiEESNST7—LVIT7EEC)I\MFUT71 )V &%
B3 IMFITPMUSHANSNIEEFEREREEL. REECKB UGS}, 7y T—Medhlk
L. BERRIVCIS—BEL TR T B, MM FUTPMNIUCR ESN TS EFERR. MMFHUT71)0
& SHA-256 T)\woalz/\wi1fEZ##ER 2048bit DFZEH# TS 1L Ll RSASSA-PKCS1-
v1.5 AX®D RSA TURNELTHS . JoTRIEDFIAL., 1)\ A FUIPMNUSHASNZEFE
2%&T7—LVI7ERRIEA RSA AFRICTES. 2)/\1+FUI771)V%& SHA-256 T/\yYa, 3)
EESHREN\YVUEELERL., —BI NIRRT A —BTHNIIREELREL D,

[FPT_TUD_EXT.1 (CB83E$ 3 TSFI)
BIENRIVDI7— LI 7 N—Ja kR

Web UI 77— Lo177y7T— Mg
[FMT_MTD.1,. FMT_SMF.1 [CR8:& 93 TSFI)
BAENRRIOEEEE

Web UI )& E#4E

Web UL ®77—Lo177v77— MkEE

1.1.6. T—hEES1t

(1) FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys) RES#4%
B GEXFREE)
TOE (3 TLS K= @ ENHEHESL (EC Diffie-Hellman) TRV IEXFREELT,. [2]ICiEEDIE
MR ERD, FEAEROERKAEE. [3]5.6.1.2.2 RU [2]Appendix B.4.2 [CH¢
5, TLS EC Diffie-Hellman #ZZ{&(Z. Linux ®/dev/random hoigkE%EY— KT 3(14)IC
SCE D AES-256 CTR DRBG TH R UEELETHD . FBHB#RELT [2]Appendix.D (CEEE;
M P-256. P-384. P-521 #HiRk—kUL, TLS 2TV I—YaVv@ETHIATE—ONRFES,

TOE (3 TLS H—/)\GERAZ(CRIRAT2IERMBEL T, [2]ICEEERDFEMBRERE. L LUF. [4]I
SCEHM) RSA BEA S, CNHDIER TR Web UL hboD1—H—$5RTEREIND, FEABhIR
BOERAEGE [3]15.6.1.2.2 RU [2]Appendix B.4.2 [#5, RSA (3 [4]6.3.1.3 &
ERAECHRD, Z0HhTEONZFRHIE [2]0 B.3.3 (CLDEREND, FEABRIRELT
[2]Appendix.D [Z52#id P-256. P-384. P-521 %. RSA &£ LT 2048bit. 3072bit %4
iR— kU, Web UL ho1—H—h\INH—2FIEE LTERIE RS %, Fo. REEHDELBE R
Z13(14)I25280 AES-256 CTR DRBG %f1\3,

ERROBERICHNT, TOE HADILRPRBEORERTL,

(BS:&E9 % TSFI]
Web UI 051325
T)E=FI1N
Web UI OEEAE
BRIV DAF v UHRE
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Web UI O Ja74KEE - EEDR RHLEE

Web UI ORyDI AN ET—2ENE UiEE

Web UI O77—Lo177v77— MEE

¥ Eh(Z, FAU_GEN.1, FAU_GEN.2 OE§ZE TSFI £ &8,
(BEEOUNEREINDE. TLS BIETEERY—)INEIETIENH, )

(2) FCS_CKM.1(b) Cryptographic Key Generation (symmetric keys) -S4
(xIFEER)

TOE (FAM— VB ERRUESEEEENTYYaVBELT,. FREDEY MIDELEER VS, Bk
BICIE. AFL—YURE 58 (DEK: Data Encryption Key)® 256 £k, DEK #B551L 3 375HD
S8 (KEK: Key Encryption Key)® 256 Evk, TLS yYav#nIA8—ELTRIVI—
DAV TRE VS ARICHEUT 128-256 EVMEENENERT D, ELEII(14)ICEEEHD AES-
256 CTR DRBG TEM T3, BH. D) DRBG HIEUHEINZDIE., (12)ICB&H LB TFIM V%
AR TIF R RU. TLS BIEty avBk R THD,

(F8:&¥ % TSFI)

Web UI O 5525

TIVB—RFA4N

Web UI O EEH#RE

BIRRIY

BENRRIOAF v UHEE

Web UI O Ja74KEE - BEDR RHLEE

Web UI ORyIAN6NDXET—SERDH U EE

Web UI O77—LO177v77— MEE

¥ Eh(Z, FAU_GEN.1, FAU_GEN.2 OBS#&E TSFI £ &%,
(BEEOUNERINDE. TLS BIETEEY—)INEIETIENH, )

(3) FCS_CKM.4 Cryptographic key destruction E5SHHKZE
FCS_CKM_EXT.4 Cryptographic Key Material Destruction RS E#HOHKE
TOE REXRBEINZIBRUBMHESRE(CH R A THRETS(*), TOE (CEXREFESNDE
RUBMBEEOEERE% Table 23 (TRT, £, oD R UHEM BB S NEOETHIC
RAM EDI—DAEIANENTIE—SNTHIASNSH, RAM LDOT—3(3 TOE OERETELLICAE
ERNHEIFREND,

() AL—URES#(E NVRAM1 B U HDD [CfRFSNSAY, (10)ICEEBDBIEES LN B,
AEHOHRRNET S, T, (1)(CERED TLS Y—/\GEBAEICFI AT BIERFFHI. (15)DANZ
ALICED NVRAML EICEESIELTREFSNSLY . REBDORNRINET D, T7—LIIT7ERIRIL
(CARWS ARG, EZR, T5MX—MESE. BSD)T(LEF1UT4I5 00T NICEHEE S
LBLWEHEREZERDR RN THD,

(B8:#3 % TSFI]
BIENRIDEEEE
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BIRRAY
Table 23 FXHFRFINIERUBEMBOBES X

e | REFE WESEACHEER

BERg S5 NVRAM2 | BIENRIOEBEAZ1-h o TIGHEROKE

(KEK:Key (CRTHERELEZRR. T—3%Z(14)ICEEHD DRBG T

Encryption Key) ERUEELBT1E EEETS,
ITHERBOREICRTERT/ AV LDOLTOT
—REWETILEEERL, TAHERIIE S
HEN—T103VERIUE SR TES TILEND
LVzsh, DEK R U KEK (FFREICH 3,

TLS Ty avik RAM TOE OEIRM CHRET %,

TLS EC Diffie- | (&%)

Hellman #%&1E TOE FERMOBRTHEIG TLS yvavzmL
5H.TLS Eyvav#E R U TLS EC Diffie
Hellman #ZEERFREICTES,

(4) FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
B RE(IBIES1EES)
TOE (& TLS Oxt#h g &/E =L T [5]ICEEEHD CBC E— FR U [6]ICEEHD GCM E—FD
AES(128bit. 256bit)ZHiR— 3%, AES (& [7]E#MTHD,

(R8:&¥ % TSFI)

Web UI O 5IFEE

TUVR—=FSIAN

Web UI OEERRE

BAENRILDAF v UHERE

Web UI O Ya74KEE - BEDR RHEAE

Web UI OikyDANoDOXET—FERDHE LigaE

Web UI OT77—LOI77y7T— MiRE

X &hlZ, FAU_GEN.1, FAU_GEN.2 OB8#E TSFI $ &%,
(BEEATDERSNBE. TLS BIETEEY -/ INEREF TN, )

(5) FCS_COP.1(b1) Cryptographic Operation (for signature
generation/verification) MESE/E(BRERK.RIE)
TOE 77— L9177y 77—FOEIEMRIECH VT, [2]ICEEHD RSA FIRIINELEYR— T
%, B2RK($ 2048bit Thd, BRIA—IvME [2]5.5(F)ICEEED RSASSA-PKCS1-v1.5(C
w2,

(B8iEY % TSFI]
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Web UI O77—LOI77v7T— MéEE

(6) FCS_COP.1(b2) Cryptographic Operation (for signature
generation/verification) FESR{E(ER LR HKREL)

TOE (3 TLS OEFFREL. KU, EFERERM/MRILICHENT, [2]ICEEHEHD RSA TIUIIERZ K
UHEAHERT VAV ERICRIG LEE R ER R TRIEZ1T). BH. RSA B K& 2048bit F7z(F
3072bit, NIST ¥ Hh#&(Z P256. P384, P521 #HiR—F93%, RSA T IR EBERLDEL T4 —
Iy M3 [2]5.5(F)CEEED RSASSA-PKCS1-v1.5 [CHED, F-. tEFRT VAN E L DESR
A R/HREER [2]6.4 (66D, CNold TLS BERICEBERFEOXTVI-Yav, EFELLE
BEFICE - —DIEECLD. TNENFERTIEL ARXNRES,

(B8E ¥ % TSFI]

Web Ul DEEHEEE

BENRRIOAT v UHEE

¥&hIZ, FAU_GEN.1, FAU_GEN.2 ORS:E TSFI £ &%,

(BEEOTNERSNSE. TLS BIETEEY ) \NEETHH. )

(7) FCS_COP.1(c1) Cryptographic operation (Hash Algorithm) BEEE%E (W17
WAV L)
TOE [&. 77— LY177v 7T — FOEIEMRIERFDI7— LOI7 7Y I T— MA=I TR0\ Y15t
HICSHA256 #F|FHT 3., D SHA256 /\WIa1{EEERIED RSA ESHERELLET I ETE
BIRIEETTS. BH. \Wwoa7ITIVZLIT [8]ICEHT S,

(BH&9 % TSFI)
Web UI O77—LDI77v7T— MékE

(8) FCS_COP.1(c2) Cryptographic operation (Hash Algorithm) EE&S#&{E(\va7
IVTYRL)

TOE [3(11)ICEEED TLS ([CHIFR BT EAVE— IR AR D)\ Y15 EIC
SHA1/SHA256/SHA384 #Hih— 93, @EICERTS/\v a7 TVALEBHEFEEOXT VI
—VaVILEOTRET D, 2. TOE FEFERER/RID)\W V15T EIC
SHA256/SHA384/SHA512 &4 iR— L. BRAERFFOI-Y—DIEEICLNERTS/\vIa7
WIVZALWRET B,
TLS (EBF3 A EAVE— IR A XD\ VG EEEFELER/IRIED) \W V15T EISIHIIL
THBNBEHICHAENERENTED, IH. N\va7ITVXLIE [8]IC#EHT S,

(B8 ¥ % TSFI]
Web UI 0@ AI1525
TIVB—RIA4N
Web Ul DEEHEEE
BENRIOAF v UHEEE
Web UI @37 iKEE - BEOR ~&HE
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Web UI OikyDANoDOXET—FERDH LigaE

Web UI OT77—LOI77v7T— MERE

X&hIC, FAU_GEN.1, FAU_GEN.2 OFS:E TSFI £ &1,
(BEEATNERSNSE. TLS BIETEEY —)\NEETRLN, )

hed

(9) FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption) K&
S (AES T-AESL18S)
TOE (A —UREBOREEARELT, [9]ICEB&EHSINSE AES, RV, JAVIREEE—RELT
[10]ICEE&E SN CBC 2HR— T3, BER(E 256 EVNTHD, IV IEAMN —JDtHaIEEL
DEK ZxticEH T3,

(B8:E 3% TSFI]

TVR—=FFA4N

BAENRIIOIE-BEEE. 7YV MERE. AFvIUHSEE. AF v VRV ARTFHERE. J7D AMEE. XER
DH LigaE

BAERRINDOIITIRE - BRDR THERE

Web UI OiRyIANbDXET—HERNH LikEE

AREFEER

(10) FCS_COP.1(f) Cryptographic operation (Key Encryption) [ESi&/F (#ES
1)
TOE (Z(12)ICEE D@D, AL —IURES1LHEED DEK(256bit)Z [9]ICEi&E SNz AES AKX
THES1LT%, K3 256bit THD. FAVIEESE—FIE [10]ICEEE sz CBC #HR—F93,
BERL 256 YN THD, IV (E(14)ICEEED AES-256 CTR DRBG o F gL THS,
(12)ICSE D@D, AL — IS S{bi#%EED DEK(256bit) 2551t T2DId. AL —URES#FT

1UH3 TOE DR EHREEIRTHD,

(RH:& 9% TSFI)
BRRAY

(11) FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication) BESEEBRMA/\vY1AvE—IFREE)
TOE [ TLS [CH (T8 FEAvE— VB ARELTUT 2 R— M3,
& (bit):160. 256, 384
N\wY1:SHA-1, SHA-256, SHA-384
Ayt—JSH4JTAMR(bit): 160, 256, 384
NyoaZ)VIVZLE [11]. 8FEN\y Y1 Ave—IRBEE7ITVZXL(HMAC)E [12]IC#EMT B,

(B9:&9 % TSFI]
Web UI D52
TR =F31N
Web UI O'EE#EE
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BAENRILDAF v UHERE

Web UI Y37 KEE - BED R RHRE

Web UI DiNyD AN X ET—HENH LikEE

Web UI ®77—LOI77v7T— MéRE

XEnll, FAU_GEN.1, FAU_GEN.2 OB8E TSFI £ &,
(BEEATNERSNSE. TLS BIETEEY —)\NEETHN. )

(12) FCS_KYC_EXT.1 Key Chaining #F11Y
TOE [FAL— Vg S5 (DEK) R U DEK Zg 51 T30 S (KEK) Z@F 11T 3,
BABICIE TOE BAMN —IBERFIM VN BIEEFRF(EAMNIICE. THEEVRESR. FL
FRENRIOBEEA 1Mo TISHAFORECRTIREL UL R DOEENRF)(C(14)ICEH
® DRBG T DEK & KEK #4 L. DEK (& KEK (C&D(10)(C#- TS 1L NVRAM1 R U
HDD [Z. KEK (33X KRET NVRAM2 [C. TNENRFT B, 2 [E B LIE DO ENFF (L. NVRAM1
(CEES1ELTRTEL DEK % NVRAM2 it LTz KEK T(10)ICR-TES T3, #ER
DEK. KEK &%(2 256 Y T#H3, DRBG [Cld(14)ICEB & L@+ 2RIV aE—-hitiaans
HBOREIL 256 BV THN., EF11 00O T 256bit iBEN#HFIND,

(B8:&9 % TSFI]
BIRNIY

(13) FPT_KYP_EXT.1 Protection of Key and Key Material Xk UM KD{RE
TOE (&(12)ICEE&H Liz@D. AN — VUSSR F I/ N TOE O EIREENFFICEZRD DRBG T
DEK & KEK 4R L. DEK (& KEK THES1EEN T NVRAM1 KU HDD (C, KEK (& 3XIKEET
NVRAM2 [CENENRFT D, FEDMDA ML —IIC DEK, KEK MRFESNSCEF LY, NVRAM2
(FIRZIEAATEEA L —ITHBILH. (12)DRF 1M1V O— IR M ATRELG A M —JICEX
TREFESNDIERF L,

(R8:&¥ % TSFI]
BIRRAY

(14) FCS_RBG_EXT.1 Cryptographic Operation (Random Bit Generation) &S
RE ELEEY MR

TOE [F&ELEARKIC [1]10.2.1 (C#EHL= AES-256 CTR DRBG %#|FH9%. C® DRBG (&
Derivation Function. Reseed ##t% & L. Prediction Resistance #ge&#51 1\, .
Linux A—xJL®/dev/random hofG il E Y — kTS, /dev/random DIRETTHS
Linux Random Number Generator(LRNG) & U LRNG [SEATIHO9DHIVA0FHH H L
fifg/ A A e &HieAEIY AE—RET S, D/ XFVY I MO 7 ICENERMNICRRDIELDEE
HE935LDTHD, DRBG ld/dev/random hoftEfaEni ¥— k& entropy_input XU
nonce ELTHIATSN, ELEDIV OE—=(3 256 Evhx1.5 28X, [1]8.6.7 DEEH L+
NEEAS,
TOE [3CM DRBG #FHWVCAML —JREESHE, TLS vy avEEH T3,
(12)ICEEEHD@ED., AL —UEEREHN=HIC DRBG Hi2E8Iand DI, AL —IEES#EFIA
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Uh' 3\ TOE OHEEENFRF CHB.

(BE&E9 3 TSFI]

Web UI Dz 5IE23

TIVB— R4

Web UI D& R

BIRRIY

BENRRIOAF v UHEE

Web UI O Ja74KEE - BEDR RHLEE

Web UI ORYDI AN ET—2ENE UiAE

Web Ul 77— L9177y 77— MkRE

¥ Eh(C, FAU_GEN.1, FAU_GEN.2 OBS#E TSFI £ &%,
(BEEOUNERSINDE. TLS BIETEEY—)INEETIENH, )

(15) FDP_DSK_EXT.1 Protection of Data on Disk 71D EDTF—45{R#
TOE (FAML—IF I MALDT—ATOVD B TRE1L/ESIE T3, EEMICIE. AL—IF )1
AL OBEBIERI RN —T1 a3V T B I7M I RUEAIT—H0 Read/Write i LTTF—4DE
S/ EEZRL. B3/ —T12avIR L TT—47 090 % Read/Write 3, S A
FCS_COP.1(d)ICf5, BEBE I RN—T10aveEC AN —IT N AL R R R AT RETS
NVRAM1 B U HDD T#&%HD. NVRAM1 R U HDD LUAMIIR AT RER A L —IF M Al
LYo
LEOAN-IEEE. BEEFCIO>TAMN - I BLBEEN A MR ESNLE . TOE #)[E
EEIRFNOIET D, BB SL/ESEICFIRATS DEK [F(12)ICEE & LEED. SR F 1M UH L
FEIFICERSIND,
2TOEXDFAET . FXDMED TSF 7—4E NVRAM1 R HDD LOrEE xR/ —
FAVAVICEEFRAFNZHEES1EENSD, NVRAM1 R U HDD OISR RDI S —T1 Y3y
(ZIE. FOTILA A=Y HlE)II5A—2% KEK Z282EUL(10)ICEEEHDENEE S {LSNz DEK OHH
BN, FXOFRBXET ARVEXOMED TSF 72 &FE 0\, &H. DEK DEES1E
(&(12)ICEE#E Lz@ED TOE OIS HF 14 VNG VEBIRFICITIMN G, Fo. X KEK ORFEFET
Hd NVRAM2 (FIFH A ATRERG A L — I T INA A TR LY,

(R8:&¥ % TSFI]

TVIB=FAN

BIRNIY

BRI OIE—HEEE. TV MERE. AT vUMEE. AXvUIRVOARTFIEE. J7DAMEE. XE R
D Uiae

BAENRIND Y TIREE - BEDR T AE

Web UI DiNyDAN6DXET—HENH LikEE

DR EBIEER
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1.1.7. SE8E&E

(1) FCS_HTTPS_EXT.1 HTTPS selected ZE{RSh HTTPS
Web 750HENETOEIE F7190% HTTPS TEF17FrRIUETBLIT5RHI T B EX E NV AT BE
Thd. COREIX Web Ul hoEIBEDHNITAS, HTTPS (& [13][CH-TZRETHD,
D347k PC D Web 505N bt EREZ(35E. TOE £D547V + PCHET TLS @IEDRT
VI-aVEHELL, HTTPS BIEERIRT %, V347V PC hod TOE M Web UI LT3
RISV ITARTOVE- MEEICH LT, HTTPS BENERINS, F. YATLEEREN
TOE WEBICHE#MSNIZEEENTZ Web UL hoid I BR. HTTPS BIEN BRSNS,

(BE&E9 3 TSFI]

Web UI O 5525

Web UI D EEHERE

Web UI O Ja74KEE - BEDR RHLEE

Web UI ORyDI AN ET—2ENH UiAE
Web Ul O77— L2177y T— MEE

(2) FCS_TLS_EXT.1 TLS selected #iR&n7k TLS

TLS @{EELT [14]D TLS1.2 &Y R—FT 3,

TLS BIETHEATIEEAM— MDA 7Y b= NEOD TLS ArHYavh(CrTVI—- N3,

TOE (X TLS ZFI AT @IECHTIL. TOE FBEBEICIE UTOIM 7Y MY —NICEBNEDS. il

ZlE. Web UL 7OEATREY -, AFv U XEA—ILEERFCEDIM7V FeLTIRD D,

TOE (30347 M oiRESNLE S A — b0 hothiR— 5@ UG 0% 1 2:ERT S, TOE

MR- M IEB A1 — MILLT THD,
TLS_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128 CBC_SHA256
TLS_RSA_WITH_AES_256_CBC_ SHA256
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128_ CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA?256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128_ GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_ 128 _CBC_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384

(B9:&E9 % TSFI]
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Web UI Dz AIE25

TIVB—RFA4N

Web UI D& 2

BENRIDORE U HEEE

Web UI @ Y37 ikEE - BEOR R~&HE

Web UI ORI ANoDXET—SERDH UBEEE

Web UL ®77— L1777 7 — MkEE

X&hlZ, FAU_GEN.1, FAU_GEN.2 OBE TSFI £ &%,
(BEOUNEREINDE. TLS BIETEERY—)INEETIENH, )

(3) FTP_ITC.1 Inter-TSF trusted channel TSFEi&E@EF v
TOE (& TOE L& &Y —/\. Mail H— Nt T, L TFOBEBEEFE IOV EYR— M3, IhiC
&0 IV RRI Y POERIEEIET —HNDRBERSADHORENRIEND,
BEEY—)\: TLS
Mail #—/\: TLS

(BE&E9 3 TSFI]
(8#&4Y—/%) FAU_GEN.1, FAU_GEN.2 Of85& TSFI (C#33

(Mail 5=)Y) BENRIVDOAFvUHRE

(4) FTP_TRP.1(a) Trusted path (for Administrators) SE{E#E/\A(EEER)
TOE FEEEND)E— MPCHODRTPHEAIVETI—AICK L, UTOBREREEE IO ILEYR
— ;% INICED. TV RRAY POFERIEBET - IDRBEHS D ODRENRIISND,
Web UI: TLS/HTTPS

(B8:&E T3 TSFI]

Web UI O 5AI525

Web UI OEEH#AE

Web UI O Ja74KEE - EEDR RHLEE

Web UI OiRyDAhbDLET—AENE UiAE
Web UL O77—LD177v77— MkEE

(5) FTP_TRP.1(b) Trusted path (for Non-administrators) ={E%E/\AGEEEER)
TOE BIEEEEDIE—FPCHODETILAMVITI—AILK L, LTOEERERETO NI EY
R—bFFB, TNICED IV FRIV FOFERNEBIET - IDRBERS VD DDRENRIEEND,

Web UI: TLS/HTTPS
TIUB— RS54 S bDENRI: TLS

(BS:E9 % TSFI]
Web UI Oz 5IEEE
TIVE=F3AN
Web UL O Va7 4K - BEOR R EE
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Web UI OikyDANoDOXET—FERDH LigaE

1.1.8. PSTN 77DA-2yrI—DRID 5 B

(1) FDP_FXS_EXT.1 Fax separation J77DA%5 &
TOE (&, 77DAET L REEHS . ARBEEREN LT, I7IAT - ADE ZEHAEEIRET D,
HR—F37OMIILE ITU-T G3 E—FOHTHD.
TPDAA VB ITI-ATEZENHFINTNBDE. FIREDI7DIIIXENDHTHD.
T—AET LERERRFFLY . MR LDETET - REEIVY RE— 12 HF R, T70 A=
b TOE [CREICPDEAT R TERL, Fo. TOE (X, AR BIEERBRMEERNERY FI—DRETT
—HERITETHEEELLEVVZY., ARBERRZENZELARRBRT -FEREBRYFT—D
EECEDLIEL,

[RH:& 9% TSFI)
NREBIEER

1.1.9. ARL-YDLEEETHE

(1) FDP_RIP.1(a) Subset residual information protection %7ty N&fFiERIEE
TOE (. VATLEBEICLINVITRTROA N —ID LEEHEKENE LN TNSE, OE
—HERE. TV MEEE. AR v UBERE. J7DABBEDE U3 B T RICHREN— FTAADEBICETRES
NERRAEHNETAELEETHETD,

XEQRFEHEETRASNEXET -G RyDAENOOENRIIREPLEDE UIR4E. HIBRRMEICK
STHIBRSN., ZD%. TOE (G LEFHEEERET 3,

AML—YDLEEEFHEEMKRERG EEZEH 1 B("0(FO)"(CLELEEF)E. 3 EI(0-1-ELEICES
EEEEREL) OBIRNHEKD, 22U, BEEHEENANESNTVSIGE . WELAILTE, E
ET7-5(0, 1, BB BESILSNRETEESRATFND Fo. N\—FTAADEELIC, EEEH
EFENFRFEHNET-INO—EEEFSE. TOE BEHBIC—EEFIVILT HERT ORI AFH
XET-ANFETIEHER. LETHENEZETTS,

(R8:&¥ % TSFI]

TVIB=FAN

BIRRAY

BAENRIIOIE—HEEE. TUV MERE, AFvUEE. T7D AR XE N UiaE
BAENSRIND Y TIREE - BEDR T AE

Web UI O Ya74KEE - BED R THAE

Web UI DiNyIANbDXET—RENH LikAE
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ST B&EE-FHEE (Acronyms And Terminology)

B&ZE (Acronyms)
A STICHITBMEFEELITICERBAT %,
B EHEAR

CcC JEVD347U7(Common Criteria)

DRAM HA4+3955 058 W7D 2*EY(Dynamic Random Access Memory)

FIPS PUB K E OEFFRNIBIZAENDH ¥ (Federal Information Processing
Standard publication)

IIT BE& A A3—3F)(Image Input Terminal)

MFD FIR)#E A #(Multi Function Device)

NVRAM TEEMSIVHLTHEAAEY(Non Volatile Random Access
Memory)

PDL R—Yieik §i&(Page Description Language)

PP 075370774 )L(Protection Profile)

SFP tXa1UFs#EE S (Security Function Policy)

SFR tXa1UT#EEE 4 (Security Functional Requirement)

SMTP EFA—I)LEETORIIL(Simple Mail Transfer Protocol)

ST t¥a)745—5"v M Security Target)

TOE 1M xt % (Target of Evaluation)

TSF TOE 1)) 71##E(TOE Security Function)
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8.2. HEE (Terminology)

A ST [CHITPRAFEELUTICEREAT S,

g EXEA

HETS T7AIVDAT L BREATIDNOR ROBEEEUNGVLIITHET I EEIET .

KEK Key Encryption Key OB, ZETlE. AL — IS REBSILTILHOESHED
CEERET,

DEK Data Encryption Key OB, ZETld. AL —IBEROCEZIET,

72V AEY SD F7=(3 eMMC %387,

Web UI FIEAEZEDSA17Y D Web 505N UT, TOE [CRTRIEENTERMVITI—ATH
%,

RO YD AERFEHANEAF YU X EPTIPIAZIENER TOE RICREFTIIEFDIE,

FRTET BT THGRYDALCHEMSN X EERY M-I EOIVE1I-SN BN Y
CENRTRETHB,

TIAR=+T)U b
(Private Charge
Print)

UV MERECH T, EIRIT—3%7 IV R— XL THER LEEY by T T—5% . MFD DA
Fo—YKEIC—BERL., BAESNZRABMRENRIVINIETT S THRIERHE
EE POV Wb

FRFEHXET

EENICET—IBEBELTLSREOX BT,

XETH
(Document data)

— % F A& (U.NORMAL). SA h* MFD OOE—#8E. 7 MEEE. AFvUBEEE. 77
DAkEE. XENRFHEEEFI AT SMRIC. MFD RAE BB T2 TOERIEHRES
T 5%, BMLTXETHERELT S,

AFvUXE AT v UREICSLO T, EFHAAETBSNLEXET . A TOE B AFvUXEZ Mail
F—)INEFELED. XEORFEIMDH U EEICLDRYD AILRTE T BB Z D,

TPOAZEXE TP AREEICLOTRIESN . KA TOE THRMNBIBEFHADXET—ITHS, A TOE
TlE. REROFREICLD., ZIEELEIFPIAT—IEHONUHERESNZRYIAICRET
BENTED,

gEEOY WD, BED, EDLIBEEEITOENELVIER (FIZE, -1 EEPERE
BRE) R BMGEHEINZT 4,

FRERE BAIFREE LRI AEICEDHTOoNS % E, A TOE T, M EEA R, SA &E.

(User Role) — M AERINERIN TS,

HHEEERE WHMEEEN TOE 2R ATIRICLELERZRY, SFR ATIE Key Operator

(Key Operator role E&RI|WSN3,

role)

SA &E| SA I TOE ZFIAJ 3MRICHELBHERERT,

(SA role)

— A AERE
(U.NORMAL role)

—R&FIAE(U.NORMAL)N TOE 2FI AT BMRICHERERERT

FIFAEHAER
(User Identifier)

FRAEEHANTIHDIFEHR, 1—F—ID,
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HWEBREHANEF HREEERIEENE Tonk1—-Y—ID, SFR WTId Key Operator Identifier
# ERBEINS,

(Key Operator

identifier)

W EEE MFD DHHE L TOE tF1UT( e EEITHOEEE,

(Key Operator)

SA

HEMEIRE HBVMIBEICERENTE SA B 7HYY M tER T BENTE, MFD DO#445
EIED TOE tXaUTHEENR EEITOBT RS,

VATLEBE Key Operator & SA D#AFR,

(U.ADMIN)

I _gm TOE D& BEEEERTBHIIC. FIFAEDHEA BRI Z1T>C TOE OF| AR ICHIEEN
(FHTzHDEETHB,

(User

Authentication)

SNEREREEA T Va3V EA VA=V T BEICED . RARIIEN SR EREED20DE— FEY R
_I‘?éb\ ZKTOE _C(gzzkﬁsmbnl—tf |“C§JJ1’F3'5

¥ N7
(Local
Authentication)

TOE O1—%—525t% MFD [CEHFLZ1-Y—EHREEALGREEEEZTIE-—F,

%ﬁnuh Y]

TOE O)J—ﬂ' i uIEfé%tBnn.. uIE-Ij- l\(;ﬁfi Llf— 1-— ﬂ_'lﬁiﬁﬁﬁm lJ_c nnL.\EIE%:EE%'?:J—

(Remote - .
. 2E-FK,
Authentication)
AL—URES REEED—HERETIAN —JEHEBILTIHEEERT,

TAVR—XHERE

N—YiCik B 55 (PDL) TR SNENRI T — & LU, Ev v T —R(CE T 54

‘b
AEo

TAVR-X

FAVR—THERE(C LD R—Usgh =5
—RICEHMTIE,

E(PDL)CHERENZT—3&EMTL. EvhIvTT

ZA—MDUTHERE
(Auto Clear)

BENRILELY Web UL ol EELBLVREC—ENRRINRBLEEE, B
HIICEREEN DT 7 SN BHBETH S

DANI—IVIZT

(Customer MFD QOR=F/EEZTIIVIZY

Engineer)

WEE WEELE, TOE FLERESNTVDEECTEGFEZELUTIPILATIETHS,
(attacker) WEEICL. RRSNCRABETEIHSD . EDERFRERLTIIERATEIELEFNS,
BENRI

(Control Panel)

MFD QREICBHERIREY SVT  89FRITAAT VA EBRE SN IRV,

—MWRFAEIIATY

—IRFARENFATEIIIMT Vb,

|~
VATLEEE IATLEBEERFARATEIIAMTU . YATLEEEILZ Web 7505 %FE LV MFD (2
D347k ¥ UT. TOE BRET—HDHERPEEFMRZIEITI,

TVR—=FF4N
(Printer driver)

—RFAEDSA7 b LDT 5%, MFD HEIRAIREIA— YLk 555
SNTZENRIT—RICE#T BV I MIIP T, FIREDIA7V MTERAT 3,

(PDL)TH#RL
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MFD DMEIRATREBAR— YL E55(PDL) THERINTZT -4, HIRIT—4(Z. TOE ®

ENRIT—4 FAUR—AEETEY by T F—A(CE#EN D,
JE—HEBEICENFHAFNET 2, BLUTUY MEBEICEDFIAEZE D17V Mok ES

EvbvIT—4 NEENRIT =327 IVR—AHEETE R LET -4, EvbeyT TR HmB AKX TEIR
EMULTN—FTF1ADEE(CHEMNEIND,

"% JE—#EEET IIT MDA AH DX REB DN EPLICE ., BEREETT,

TOE 55 NIE TSF 7—30—ERTHN. TOE [CL>TERR SN eh TC_)E [CRALTHER SN T—
STHN. TOE DF1)T1HBEICHEEE 5 AS R DH IR ET o

. BEIERIND 256 EYRDT—8, AR —JVEBEAOXET-IDRERIC. COH#T
—REFERALTESIEET,

*9kI—=D HNERYFI—DERF RV I—DEEETEI—RMICERTIEEORE,

HERRYRI—=D

TOE =B ISR TR EENHRGL., AERYFI-DLUNDORY FI-D%HET,

RERRY FD—D

TOE 'SR ESNHEBOMERCHD ., SRRy bD—DD oD EF1)T1DBBICK LTR
EINTLR XY MI—DAD. MFD & MFD A7DE AWM ER)E—- FMOFERGEY—N
P47 PCRIDFrRIVETRT

AREFEER TPDAEE. T7DAZIEDT AN RN EIHREIERR SN DM,

AREBIELIRE

PSTN

(public telephone

line)

ARERT—H IPDANARERBEERNSGEZEDT—3,

(fax data)

S[ERZE ITU-T #1&ED X.509 [CEERSNTHED. KANFR(FTEHER. BiRl2 . BE1%F). 20F
8. BSEAR. DITPINF VN DTRFYENREFNTUVRIER.

Data on TOE {ET—ATHN., RNMARIIRFICHT2FIRAFDNAT— FEREFOR/NIFHOD

minimum user
password length

EE

Key operator
Password

TOE BRET—ATHN, M EEEZILDTZHD) AT — FIFH

SA Password

TOE BRET—ATHN. SA FRELDTZH D)\ AT — FIEH

U.Normal
Password

TOE BET—ATHN. — M FIFAE (U.NORMAL)REEDTZHD/ AT — FIEHR

Data on access
denial due to
authentication
failures

TOE 5RET—HTHN. FIAE ID LR KICEHRT M EEDH R/ BHDIFERE KK
B $4 1% &R

Data on Auditing

TOE BRET—HTHN. L\, N, EDLIBERETNELWOERWBIZE, 1——
BIE.BEPEREERY)E. BT 2HAEDE 2/ EHDIFH

Data on User
Authentication

TOE FRET—HTHD. MFD OIE—#HE. AFvUHRE. J7DAMBES LUT Y Mikae
ERATAHMRIC, 1Y —FRELEMICTEREL I SHERE DB 2/ BB LURE DER

Data on use of

TOE BEET—HTHD. RKNRI D bDFREERF D) AT — R
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password
entered from
MFD

control panel in
user
authentication

FATEREDH 30/ S DIEER o

Data on Private
Charge Print

TOE BRET—HTHN. TUV FTF—IRERCTIMR— UV MIBRSESI D EIRISE
SNDRE IFHR.

Data on Trusted
communications

TOE BRET—ATH. AEBRYMI-D LICHERETIXET 4. VaJlEH. EEAVS
LU TOE BRET - RV ILBIET —HERETILHICH LT 5 —RMGIESERIET
ARILVOER/ ENESUREDERSLUEAE. BELA/MES L/ SAT— K, Hi@fE
N2 — FIEER,

Data on TOE BRET—ATHD DA —IVIZ7REHIRERED T 2/ B D IFHR B URSF
Customer NAD— FDIER,

Engineer

Operation

Restriction

Data on TOE BRET—ATHD. AL—IDLEEHEKEECREZRTIEEEDE R/ BUDE
Overwrite .

Storage

Data on Storage
Data Encryption

TOE EBRET—HTHN. AbL—IURES{LHAE(C
BT 3 EEDH R/ BHDIER,

Data on date and
time

TOE BRET—ATHN. 84 LYY=V /HY—51 LR EFEREBERZIT - THS.

Data on Auto
Clear

TOE BRET—HTHD. BIENSRIA— MUTHEEDE R/ BB LU 7R OEHR.
BLU Web UL 07— MUPHREDE 3/ BANDEBRH LU DT R REDIER.

Data on Self Test

TOE BRET—ATHD. BCTAMEREDE M/ EDDIFH.

Data on Report
Print

TOE BRET—ATHN. Lik— M NDEEDREIER.

Data on
Firmwareupdate

TOE BRET—HTHN. I7—LII7T7vTT— MEREDERE 1R,
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