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1.  ST#EER (ST Introduction)
AETIE.STSHE. TOESHR. TOEBIE., $LU TOE G ICOVWTEER T B,

1.1. ST S (ST Reference)

AEITIE ST OFAFHELIRT D,

FUJIFILM Apeos

B4 M- 5570 / 4570 / 3570 / 5570 GK / 4570 GK
JE—. FUV b, TPIAL AFvY, AR -0 L EEEAMAIEHTTIL
EFT1E=HY b

N—=3v: V 1.07

F478: 202243 A 17 H

fERE - BELIMIVLE IR I K- VAt &t

1.2. TOE £H& (TOE Reference)
AREICIE TOE OFAITEHRZEL R T 5,

FUJIFILM Apeos

TOE 4 : 5570/ 4570 / 3570 / 5570 GK / 4570 GK

JE—.TIV TPDA AFvy . AL—JD L EEFHEEEERHET IV
TOE ®)\—Y3v: | Controller ROM Ver. 1.0.8, Fax ROM Ver. 2.2.1

A TOE &, L TFOVWTNHDEHTHB.
BARLE (T

7 & N—=I3y

FUJIFILM Apeos 4570 dE—., YV, 77D A, AFv>, ARL—Y | Controller ROM Ver. 1.0.8,
DLEEEHEMEREETI Fax ROM Ver. 2.2.1
FUJIFILM Apeos 3570 JE—. JUV b, I7DA, AFvD, ARL—Y
DLEEEHEMEREETI

BALSME@T

7 & N—=I3y

FUJIFILM Apeos 5570 JE—., 7YV b, 779A, AFv>, AkL—Y | Controller ROM Ver. 1.0.8,
DLEEEHEMEREETI Fax ROM Ver. 2.2.1
FUJIFILM Apeos 4570 JE—. JUV b, I7DA, AFvD, ARL—Y
DLEEEHEMEREETI

FUJIFILM Apeos 5570 GK JE—, JUV bk, I7DA, AF¥, Ak
L—JDLEEHEMEREETIL

FUJIFILM Apeos 4570 GK JE—, JUV b, 77DA, AF+vy, Ak
L—JD EEEHEMEREETIL
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1.3.
1.3.1.

TOE #1% (TOE Overview)
TOE MF&%| (TOE Type)

A TOE (&, HHEA-NILIVP %y kD=0 (LAN) ABEfiehn . DE—H#RE. AFvUikae. TV MERE. O

POARE XEDRFEEL LiRE. 29— +9% MFD TH%,

1.3.2. TOE OEREEEELF1UT1HERE
(Usage and Major Security Features of TOE)
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MFD (&, 774 70A—)UCL2 T, S8Ry RO =D b D BESNTZH #RA— NIV IUV7 2y bD—D (LAN)A
ERchZRETHERAINS,
Fe. TP AERERIETIEE R ARBEERHEICERINS,

FIAEE. MFD OENSKIR—BFABEIFMT7 M YATLEEEDS17V D Web T505 07

UUB— R34 INEM LT, MFD OB BEAREEEEF AT S,

MFD (&, FIRZEOHZIXZCH L, AE—, AFvUEE. TUV M A, TPDATHERZE. XEORE

tHS(Utljb BEDHREZRT 5. NoDXEDHS . BALVERFLLT B8, MFD (3, FIFAE =7

RS HIEAE. HEMRICE (X ET A PHEBEICH T 7D AR, MFD ADA RL—YICRTF-BIES
Eﬁi'lﬁiﬁ’(‘-’jlij' ADEES1E. LAN LOBET-30RE. EEBICRE LIctF1UTIEREH
. MFD OF|REREE MFD RERICIREFT 25— 7. TDFIABEEE MFD S DBEEY —/\NEET

512=\‘—:L'JT4 s AWAE. TSF RITI—FETSF TN LM REE. TSF R71-FPyFTL— REED

ET1—- FOEIEMREE. 77D AERE LAN D5 BERE . A ML —JICERSNERFEZFROL

ETHEMRREERT S,

REEGEROLESHEREZFIATICLE., T I LEEHEEFIINEBEBAL. AN -JDLEE

HEMEREZAMNLTILENDD,

ZK TOE M T 28 M. SMEREREEA T av e BMA VA =L BE(CED, FRREAHKEL T, KK

AREEESNEREREE Y R— T BN, K TOE BRE CIARARAEDH EEHT 2,

)

-RYDAICIE SA, —RFIREMERTHEARVIAE M EEEMERT I LA NI AN HEH,
AR TOE TRAMFVATHERYDADFI AZEIL LTS, LR, & ST ATEASNSIIRYIZ1ELD
FEERMEARYDAEET

-FIAEN, MFD (CEANIBA N —IT A AGR=ETINIFVVIARITIM ) et T 610371
—AldFEA LN,

1.3.3. TOE LSADN—FI17HEREY T O 7# B (Required Non-TOE Hardware
and Software)

1 ITRTFARKRICHEVT TOE (3 MFD THY, TEEd TOE USNDN—FIIPHELVYT by ?PH
#ET S

(1) —MFABEDIM1TUH
N=FII7IZRARAD PC THB.
TIVRGFA7 U RELTRIRT 315 E13. MFD IS ULTXET—ADTIY FEREITIH., PCICET
UUR—FIANEA VAT IRENDHD,
MFD O Web #—)\#&gEZFIFAT %5 &, PCICAVAM—ILEN TS Web T35 EERAT 3,
(2) YATLEBEDFMTUH
N—=FOI7ERAD PC THS.
TOE [CXULT TOE BRET—ANDSEPEE., J7—LIIPDEFHEITIHIC, Web TIOTFHLE
B85
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(3) Mail =%
AFPUXEEA—ITEIETBICE. Mail b=\ EERBS, N\—FI17/0S LA PC F(3 Y
—I\THN. TLS THR#ESINE SMTP JORVEYR— T3 Mail Y —E2AZA VA MILTIRELH
%o

(4) BEET-N
MFD TREUVLEEEZRZNETIH. BEBEY -1\ EERBS, \—FI17/0S ([FAHED PC £
feld¥—)STHN. MFD [F Syslog 7O FIULERNT. TLS [CRELTVREEY — /LB EDT D%

==

Ez11

A TOE OFF@Cld. LEON—FII7HLVYI I 7ELT, LT EFERT S,

(D). Q)O—MEFAEDFMTI eI ATLEBEDZM47V ) OS (& Windows 10 &, Web 757
€L T Microsoft Edge #{#HT 3,

(3)® Mail #—/\l3 Postfix version 2.10.1 Z{EHT 3.

(4)DEEZE Y-V, Linux OS & rsyslog 8.24.0 TR INERY—/N\&ERT5,
(DIEBWT. ERATZTIUA—RIMNBELIMIVLE IR ) R=2avt MR T35 LR
UTRSIN—%EATS,

BHA{tmI+: “ART EX Print Driver Version 7.0.0”

BALSMERIT: “PCL6 Print Driver Version 7.0.0”
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1.4. TOE §&;t (TOE Description)
ARETIZ. TOE OFIAE®KE. TOE OREMEE . HLUYEMEREICOVTEERT S,
1.4.1. TOE BAEDFIAE®El (User Assumptions)
A STT.TOEICHULTEETSFAEREIZ Table 1 [CEE#hT 3,
Table 1 FIAHE%&E

B FIRET 55 EE
U.NORMAL —HRFIRE BAISN. SREESNFIRET, EEERE
ERIBVFIAE
U.ADMIN EEE BAISN ., RSN RETEEAREE
HOMME

(TOE M=E# T3, Key Operator £ SA &
LWOREINHD., X ST £ TE U.ADMIN &L
THHIFEND, )

1.4.2. TOE Oiw¥EMEF (Logical Boundary of the TOE)

2 (C TOE OmBEME R ESL R TS,
MIBMEFEL ORSNHAEDSIS ., THRBLDHEIEAKEE. TROVOKAELR 1T AEE
X

-5 -
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AR EFEERE >

Mail =)\ |,
BEEY-—N

— R RE
VATLEERE

—EFIRE

9747V
TUVR—=FIMN
-Web 750

VAT LEBE
D347V
-Web 759

IR AN &6 B
TOE
IR POV
7ot AR 2%y
T E1k e —
PSTNI7DA-%y b T7DA
=D D5 B
> XEDREE
=1E%ELERH WO L
A=Y LEESE =iE8EEE
)T EE
¥ T EE
A=Y
FIAE & B3 TOE
»XE | T8 [0 B
T4 T3 75
2 TOE OimIZRIHE Rk
1.4.2.1. TOE MR IIEAREE (Basic Functions)

(1) FUub: —BABEIFA7ZVIDTIVA—RANDOEONZBEFXEEZ(TIS, . B1E

RRIVDODIETRICHEN, ZITE-ZBFXEE/N- FIE-FBRXALHT B,

(2) AFvy: BENSRIDLOIETRICHED, AFvF—LEON-FIE-XBZHHAH . EFHAA

ZHID,

A TOE TlE, AF v REICINEHMENTZEFXEICK U, Mail Y-/ \NESHEE. XEDR
FERNH U BEICEDRYDAICIRTF T S RED EET B,

(3) JE—:

BAENKIVD DD RN, 2FvF— EDN-FIE-XEEERT S,

(4) PSTN 77D2EME: #BESRIVDODIERICHED, AF¥ v —LORTREFRHAH | 24 PSTN

77D27FARVERWT PSTN #2H T PSTN 770 ADFEHENEIET S,

-6 -
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(5) PSTN 77D2A%{8: PSTN fZHTHEMEFHNOEONLIFIVIIXETHEZEL. XE
DRFERDH UBEBEICED . B EDRIYDANEINT B,

(6) XEORFEMNHEL: EFXEETRVIALREFL., BERIDoDIER. FE—KFIAE
D347V M oDIERICEIE, RESNLEFIXECHULT UTOLIGEFERTREET HHAE
Thd,

A TOE TNV AICRTFENSDBFXEMR AF v U HRECI TAF v VSN EBEFXE.
PSTN 77D AR EWRECL TRIELIZIPDVIUNET-IDVITNDTHS,

ENR 2 4E SR IVD D DIERICED INVDARTFSNZBFXEET IV T3,

OB —BFAEIFM7Y oD RICED, —RRFIAEDSA 7Y MEDET,

HIBR: 124E1 RV —BFIBFEDSM 7V M oDIERICED . RESNZEFXEZHIRT S,

1.4.2.2. TOEHWR#ETEIF1YUT1H8E (Security Functions)
1.4.2.1 DEKREEEEZIETZRH, TOE [E. L TOEF 1T 45 RT3,

(1) #HABIERE
FIFAEDH AR . RUHERT 5. MFD O#EEN ., EEB(CL - THERM SSNEFIAEDH(C
PDEARRECTHB_EZRIET %, FIFHEDRANEFRELE . PO AFIEEEBRERIIDRMNELTH
FIASN. EX1)T(EESBRE MFD OFERAEHEOF AECAEM TS LTOXIRICLES, #
E'Jtm, k(& MFD [C&>TETENS,
PRELER1TRE . B U CEREE AR LTS & | BRI ITE=Z(HT (1<%,
A TOE ZHER I H & M(E. SAEBEREEA T Va3V Z B MA VA M—ILT B EICED. RBEEARELT, K
AREBELESV EREREE 2 R — R BN, R TOE R E ClEARAZILDH &EEHAT S,

(2) 7D AwHE
POLAKIEIG, XEPXENEICEET SFR. CF1UTBET AN, BULB YO AERER
DHRABDHICPILARRETHIEEIRIET .

(3) TAEE1E
T—AMEE1Eld. TOE AEBICREFETEIT APBEET K LT WBENRERAVATI—AND
POLATERNWCERREET S,
- RUD—CED, TS ENR M- AT REB T EERMEA N —IT NI A LOXERUBEDY
ATLIERZFRELED., COLOHBTNA AN MFD B ofRESNENTIHZEIC. COLOLBT—H=RE
FBREHICERASNS,
- TRRBEEOEHEE. BEMICEBINLES 7TV LOERICENRIEENS,

(4) SiEEEE
NEBRYMI—DEICHFEETIXET A, JaER. BEEOVBLU TOE BET—AEVBEET—
Nz RET S,
—AREERE S BIETO PV (TLS/HTTPS, TLS)ICHET %,

(5) X1V EE
VATLEBEHEEVTGEMNBLURISNEFAZOH N, BENRVFLREVATLEBEDIIATU
ho, TOE DEF1 T4 REICRET 3R EDS BB LU EEZAREICT B,

(6) tFa)T(EEE
WD, EEN, EDIOIBERZITOENEVDBR(BIZE, 1-F—12F. EELPEREELRE)E. EE

-7 -
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AJELTEEY— ) INEESNEEIND, BEEOYVEERE TLS 7O IVICL- TSN 3,
Fre . BEENVE TOE AEBICHEEBRTHENTEET. YATLBEEBEHELCGRAIZRII SN R AED
HUAT LEEEDS/ 7Y D) Web F598h b8 4D U0— KT 3IENTES,

(7) BEELER
MFD ADT7—LYIPOTPYFF— ME. 7yFT— FOERRICY T MIIPOEIE M ERITT 304
SN, £ MFD (%, ZDERN R AT e G SUEZ ICLN BTSN BV CERRIET 5720, BT
AMEETT D,

(8) PSTN 77HA-%xy kI—hREIDS> B
MFD (&, PSTN 779 A-%y kD —HRID5 8#ICBIL . PSTN 779 AET LA PSTN & LAN f0F—
BTy IEERTREOICHEABNERRIET S,

(9) ARL—YDLEEZFHE
JE—. TVV rBLUV ATV EDREEEDEMER . NEAN —JICERBINEFAEHOXET—H
DLEEFHEZIT.

1.4.3. TOE 0¥Epy&iFE (Physical Boundary of the TOE)

TOE OYIEMEIERE. MFD #RE£ATHD, 71 IvFEDTF1UTACIEREZRDT T a0 P7 kA
i, TOE [C&ZH ), Table 2 h's Table 4 [C TOE %13 3B VIR—2 Y b e TS,
MFD AR, EERDONENDN-RTEEBDN A — B EHETESR | ENRDRMERIVICRTENDHEER
B THRIEND,

Table 2 TOE Zt#p ¥ 3 IEHIVR—% Y F(MFD & {k)

M ¥ N=33y e BLfT A&
BHALSY | FUJIFILM Apeos 5570 O | Controller ROM | N FURKDT7—L | RithZ2(HEL
E—. FUV . I7DA. AFv Ver. 1.0.8, DIV ERHANTEN—
VAN -UDLEEEHEEH | Fax ROM Ver. Rz7?
RERHETI 2.2.1
BA/ FUJIFILM Apeos 4570 1 | Controller ROM | NMFURRDT7—L | W Z(HEL
BAUSN | E—. TV TPDA AFr Ver. 1.0.8, DIV ERHANTEN—
VAN YD LEEEEER | Fax ROM Ver. RyT”
BEREETI 2.2.1
BAR FUJIFILM Apeos 3570 1 | Controller ROM | NMFURERXDT7—L | W Z(FEL
E—. UV TPDA. AF ¥ Ver. 1.0.8, DIV ERHANTEN—
VAN -YDLEEEEEW | Fax ROM Ver. RyT”
BERHETIL 2.2.1
BALSY | FUJIFILM Apeos 5570 Controller ROM | M FURERDT7—L | WHZ(HEL
GK JE—. VU k. T7D2A, Ver. 1.0.8, DIV ERHANTEN—
A¥vy  ANL—YDLEEEH | Fax ROM Ver. Rz7
EREEREETIV 2.2.1
BALS | FUJIFILM Apeos 4570 Controller ROM | MM FURKDT7—L | BithZ(HEL
GK JE—. VU k. 77D, Ver. 1.0.8, DIV E I ANTEN—
-8 -

Copyright®2022 by FUJIFILM Business Innovation Corp.




FUJIFILM Apeos 5570/4570/3570 t+aUr+54—Tvf

AFvy AL—YD EEEH
EAEEEET I

Fax ROM Ver. FoT7

2.2.1

A TOE OHAH VAL, Table 3, Table 4 (LRI &N, BAFERCEFZRNHD, BARLEEITIEBAGE

iR, BALSMERITIEEEZERDFIAECE TSNS,
Table 3 TOE Z#r Y 3 WEHIAVR—2 Y (B ARFBRIIHVR)

RERS i Bt A& AR A% NvoafE
GM1359]1-1 | PDF 774JL | Web B2t Apeos 4570 c9c1028e184b2e2
B 1k Apeos 3570 de887df7d339c969

V27U AHA R 328dcbe4531cdfcc
RER 83944abb731d775
el
GM1357]1-1 | PDF 774J)L | Web &2+ Apeos 4570 61bf76709309ebb
B 1k Apeos 3570 13bc6fea5ea5900b
V27U AHA K e5bed46bfdbf7006
NN 39fc7c53ee7aellc
b
FD1077]1-1 | #Ei{K [ =Z(FiEL | 4570/3570 -
%1 Apeos HikiiBHE
GM1361]1- | PDF 774J)L | Web &2+ Apeos 4570 805349722aab9c7
1_20220216 Apeos 3570 de21493f4826b08
E 1R TXI)TAEEHRAM R bc49b57fe18f1564
b6c12fe42545c0af
45
Table 4 TOE Z#E 3 YR VIR—2 Y P(EEBRA4HVA)

REES i Beft A% RE VYT NoYafE
GM1359E2- | PDF 774U | Web B2t Apeos 5570 ab00492179ca6dc
1 Edition 1 Apeos 4570 53324b2a6al17d96

Reference Guide ff7876a93ce54100
Operations 2f8d8e9dfc4055d5
57
GM1357E2- | PDF 774U | Web Baft Apeos 5570 e2ffla0a9de350b6
1 Edition 1 Apeos 4570 7e4d7246c23aa83
Reference Guide 049cbb0a8c67f4fa
Main Unit e2c00d3e2cd8ff7d
5
FD1077E2-1 | #KE(K H#=2(3EL | 5570/4570 —
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Edition 1 Apeos User’s Manual
GM1361E2- | PDF 771U | Web E&{t Apeos 5570 dd919c0fd76403db
120220216 Apeos 4570 clcbe61093490ea
(Edition 1) Security Function 147604c611472ca
Supplementary Guide 2b90dalaefc98fab
d3
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#4& F3k (Conformance Claim)

CC#& X3k (CC Conformance Claim)

A STHLU TOE O CCEE EIRIE, ULTDESNTHD,
STETOE @A EERT S CCDN—-Yay:

Common Criteria for Information Technology Security Evaluation

Part 1: Introduction and general model (April 2017 Version 3.1 Revision 5)
Part 2: Security functional components (April 2017 Version 3.1 Revision 5)
Part 3: Security assurance components (April 2017 Version 3.1 Revision 5)

CC Part2 extended
CC Part3 conformant

PP 3k, /\ws—3JE5R (PP claim, Package Claim)

2.2.1. PP xsk (PP Claim)

AR ST (&, Ti2 HCD-PP AOZLEESEERT D,

"4 bJL: Protection Profile for Hardcopy Devices
NN—33v: 1.0 dated September 10, 2015
Errata: Protection Profile for Hardcopy Devices - v1.0 Errata #1, June 2017

2.2.2. I\wr—IZEsk (Package Claim)

A STHLUVTOE &, /Wr—JBREERLEL,

2.2.3. #EEIRH (Conformance Rational)

A STHLIUTOE [E. PP HEKRTZEHEEHBELTLVS,
PP HERTILUTOEHEEEEL. PP DERENExact Conformancel ThHhd, TN, TOE i
AllE PPE—ELTLS,

Required Uses

Printing, Scanning, Copying, Network communications, Administration
Conditionally Mandatory Uses

PSTN faxing, Storage and retrieval, Field-Replaceable Nonvolatile Storage.
Optional Uses

Internal Audit Log Storage, Image Overwrite
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Copyright®2022 by FUJIFILM Business Innovation Corp.


http://www.ipa.go.jp/security/jisec/cc/documents/CCPART1V3.1R1.pdf
http://www.ipa.go.jp/security/jisec/cc/documents/CCPART2V3.1R2.pdf
http://www.ipa.go.jp/security/jisec/cc/documents/CCPART3V3.1R2.pdf

FUJIFILM Apeos 5570/4570/3570 t+aUr+54—Tvf

3. tFi1UT1iRRETEZ (Security Problem Definition)
AETE, BE. HBOEF1UT A& BHREHICOVWTERRT S,
3.1. &R (Threats)
3.1.1. TOE & (Assets Protected by TOE)
K TOENRETIEERLTOESNTHS,

Table 5 Assets for User Data

Designation User Data type Definition
D.USER.DOC User Document Data Information contained in a User’s
Document, in electronic or hardcopy
form
D.USER.JOB User Job Data Information related to a User’s
Document or Document Processing
Job

Table 6 Assets for TSF Data

Designation TSF Data type Definition
D.TSF.PROT Protected TSF Data TSF Data for which alteration by a
User who is neither the data owner
nor in an Administrator role might
affect the security of the TOE, but
for which disclosure is acceptable
D.TSF.CONF Confidential TSF Data TSF Data for which either disclosure
or alteration by a User who is
neither the data owner nor in an
Administrator role might affect the
security of the TOE

3.1.2. &R (Threats)
A TOE (XT3 EE %, Table 7 (CEEihT B,
Table 7 Threats

Designation Definition
T.UNAUTHORIZED_AC | An attacker may access (read, modify, or delete) User
CESS Document Data or change (modify or delete) User Job

Data in the TOE through one of the TOE’s interfaces.
T.TSF_COMPROMISE | An attacker may gain Unauthorized Access to TSF
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Data in the TOE through one of the TOE’s interfaces.

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if
the TOE is permitted to operate.

T.UNAUTHORIZED_U
PDATE

An attacker may cause the installation of unauthorized
software on the TOE.

T.NET_COMPROMISE

An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.

3. 2.

HEnt+a1)T1548t (Organizational Security Policies)

K TOE HlESF LB N0 RO 1) T4 8tZ Table 8 [CEEiR T %,

Table 8 Organizational Security Policies

Designation

Definition

P.AUTHORIZATION

Users must be authorized before performing
Document Processing and administrative functions.

P.AUDIT

Security-relevant activities must be audited and the
log of such actions must be protected and transmitted
to an External IT Entity.

P.COMMS_PROTECTI
ON

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPT
ION

(conditionally
mandatory)

If the TOE stores User Document Data or Confidential
TSF Data on Field-Replaceable Nonvolatile Storage
Devices, it will encrypt such data on those devices.

P.KEY_MATERIAL
(conditionally

Cleartext keys, submasks, random numbers, or any
other values that contribute to the creation of

mandatory) encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF
Data must be protected from unauthorized access and
must not be stored on that storage device.
P.FAX_FLOW If the TOE provides a PSTN fax function, it will ensure
(conditionally separation between the PSTN fax line and the LAN.
mandatory)

P.IMAGE_OVERWRIT
E
(optional)

Upon completion or cancellation of a Document
Processing job, the TOE shall overwrite residual image
data from its Field-Replaceable Nonvolatile Storage
Devices.
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3.3. HIREMH (Assumptions)
X TOE OEE. A, BLUFAICEAT 3RTIRSH%. Table 9 [CEEiR T %,

Table 9 Assumptions

Designation Definition
A.PHYSICAL Physical security, commensurate with the value of the
TOE and the data it stores or processes, is assumed to
be provided by the environment.
A.NETWORK The Operational Environment is assumed to protect
the TOE from direct, public access to its LAN interface.
A.TRUSTED_ADMIN TOE Administrators are trusted to administer the TOE
according to site security policies.
A.TRAINED_USERS Authorized Users are trained to use the TOE according
to site security policies.

- 14 -
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tFa)T4xtEKAE (Security Objectives)

AETE. ERREOEF YT RARAHICOVVTERT B,
ERBRENEF1)T1x %K E% Table 10 (CEEHT .

Table 10 ERIRHEQTF1) T4 3 KA &

Designation Definition
OE.PHYSICAL_PROTE | The Operational Environment shall provide physical
CTION security, commensurate with the value of the TOE and

the data it stores or processes.

OE.NETWORK_PROTE | The Operational Environment shall provide network

CTION security to protect the TOE from direct, public access
to its LAN interface.
OE.ADMIN_TRUST The TOE Owner shall establish trust that

Administrators will not use their privileges for
malicious purposes.

OE.USER_TRAINING The TOE Owner shall ensure that Users are aware of
site security policies and have the competence to
follow them.

OE.ADMIN_TRAINING | The TOE Owner shall ensure that Administrators are
aware of site security policies and have the
competence to use manufacturer’s guidance to
correctly configure the TOE and protect passwords and
keys accordingly.
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WRERIVIR—2V b EZE (Extended Components Definition)
COEDYRRIVIR—2RY ME, HCD-PP TEERINZLDTHB,

TR REEH TR
1. Class FAU: Security Audit

FAU_STG_EXT Extended: External Audit Trail Storage
Family Behavior:
This family defines requirements for the TSF to ensure that secure transmission of

audit data from TOE to an External IT Entity.

Component leveling:

FAU STG EXT.1 Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted
channel implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:
e The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FAU_STG_EXT.1 Protected Audit Trail Storage
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to
an External IT Entity using a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT
Entity which relies on a non-TOE audit server for storage and review of audit
records. The storage of these audit records and the ability to allow the
administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR
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for the transmission of audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in
the FAU class with a single component.

5.1.2. Class FCS: Cryptographic Support
FCS_CKM_EXT Extended: Cryptographic Key Management
Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially,

this extended component is intended for cryptographic key destruction.

Component leveling:

FCS CKM EXT.4 Extended: Cryptographic Key Material 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys
but also key materials that are no longer needed are destroyed by using an
approved method.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_CKM_EXT.4 Cryptographic Key Material Destruction
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security parameters when no longer
needed.

Rationale:
-17 -
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Cryptographic Key Material Destruction is to ensure the keys and key materials
that are no longer needed are destroyed by using an approved method, and the
Common Criteria does not provide a suitable SFR for the Cryptographic Key
Material Destruction.

This extended component protects the cryptographic key and key materials
against exposure, and it is therefore placed in the FCS class with a single
component.

FCS_HTTPS_EXT Extended: HTTPS selected

Family Behavior:

Components in this family define requirements for protecting remote management
sessions between the TOE and a Security Administrator. This family describes

how HTTPS will be implemented. This is a new family defined for the FCS Class.

Component leveling:

FCS_HTTPS_EXT.1 Extended: HTTPS selected 1

FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented
according to RFC 2818 and supports TLS.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of HTTPS session establishment

FCS_HTTPS_EXT.1 HTTPS selected
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies
with RFC 2818.

FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in
FCS_HTTPS_EXT.1.

Rationale:
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HTTPS is one of the secure communication protocols, and the Common Criteria
does not provide a suitable SFR for the communication protocols using
cryptographic algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.
FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)
Family Behavior:

This family provides the specification to be used for using multiple layers of

encryption keys to ultimately secure the protected data encrypted on the storage.

Component leveling:

FCS KYC EXT.1 Extended: Key Chaining 1

FCS_KYC_EXT.1 Key Chaining, requires the TSF to maintain a key chain and
specifies the characteristics of that chain.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_KYC_EXT.1 Key Chaining
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key
Wrapping),

FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(f) Cryptographic operation (Key
Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using
a submask as the BEVor DEK; intermediate keys originating from one or more
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submask(s) to the BEV or DEK using the following method(s): [selection: key
wrapping as specified in FCS_COP.1(e), key combining as specified in
FCS_SMC_EXT.1, key encryption as specified in FCS_COP.1(f), key derivation as
specified in FCS_KDF_EXT.1, key transport as specified in FCS_COP.1(i)]] while
maintaining an effective strength of [selection: 128 bits, 256 bits].

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the
characteristics of that chain. However, the Common Criteria does not provide a
suitable SFR for the management of multiple layers of encryption key to protect
encrypted data.

This extended component protects the TSF data using cryptographic algorithms,
and it is therefore placed in the FCS class with a single component.

FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit
Generation)

Family Behavior:

This family defines requirements for random bit generation to ensure that it is
performed in accordance with selected standards and seeded by an entropy
source.

Component leveling:

FCS RBG EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be
performed in accordance with selected standards and seeded by an entropy
source.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_RBG_EXT.1 Random Bit Generation
Hierarchical to: No other components.
Dependencies: No dependencies.
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FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation
services in accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A]
using [selection: Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source
that accumulates entropy from [selection: [assignment: number of software-
based sources] software-based noise source(s), [assignment: number of
hardware-based sources] hardware-based noise source(s)] with a minimum of
[selection: 128 bits, 256 bits] of entropy at least equal to the greatest security
strength, according to ISO/IEC 18031:2011 Table C.1 “Security strength table for
hash functions”, of the keys and hashes that it will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction,
and the Common Criteria does not provide a suitable SFR for the random bit
generation.

This extended component ensures the strength of encryption keys, and it is
therefore placed in the FCS class with a single component.

FCS_TLS_EXT Extended: TLS selected
Family Behavior:
This family addresses the ability for a server and/or a client to use TLS to protect

data between a client and the server using the TLS protocol.

Component leveling:

FCS TLS EXT.1 Extended: TLS selected 1

FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as
specified.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of TLS session establishment

FCS_TLS_EXT.1 Extended: TLS selected
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Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following
protocols [selection: TLS 1.0 (RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC
5246)] supporting the following ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:

[selection:

None

TLS _RSA WITH_AES 256 _CBC_SHA

TLS _DHE RSA_WITH_AES 128 CBC_SHA

TLS _DHE RSA_WITH_AES_256_CBC_SHA

TLS _RSA WITH_AES 128 CBC_SHA256

TLS _RSA WITH_AES 256 CBC_SHA256

TLS _DHE RSA_WITH_AES_128 CBC_ SHA256
TLS _DHE RSA_WITH_AES_256_CBC_ SHA256
TLS_ECDHE RSA WITH_AES 128 CBC _SHA

TLS _ECDHE RSA WITH_AES_256_CBC_SHA

TLS _ECDHE ECDSA WITH_AES_128 CBC_SHA
TLS _ECDHE ECDSA WITH_AES_256_CBC_SHA
TLS _ECDHE RSA WITH_AES_128 CBC_SHA256
TLS ECDHE RSA WITH_AES 256 CBC _SHA384
TLS _ECDHE RSA WITH_AES_128 GCM_SHA256
TLS _ECDHE RSA WITH_AES_256_GCM_SHA384
TLS ECDHE ECDSA WITH_AES_ 128 GCM_SHA256
TLS _ECDHE _ECDSA_WITH_AES_256_GCM_SHA384
TLS ECDHE ECDSA WITH_AES_ 128 CBC _SHA256
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TLS_ECDHE_ECDSA_WITH_AES 256_CBC_SHA384
1.

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does
not provide a suitable SFR for the communication protocols using cryptographic
algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.

5.1.3. Class FDP: User Data Protection
FDP_DSK_EXT Extended: Protection of Data on Disk
Family Behavior:
This family is to mandate the encryption of all protected data written to the

storage.

Component leveling:

FDP DSK EXT.1 Extended: Protection of Data on Disk 1

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to
encrypt all the Confidential TSF and User Data stored on the Field-Replaceable
Nonvolatile Storage Devices in order to avoid storing these data in plaintext on the
devices.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FDP_DSK_EXT.1 Protection of Data on Disk
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption)

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance
with FCS_COP.1(d), use a self-encrypting Field-Replaceable Nonvolatile Storage
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Device that is separately CC certified to conform to the FDE EE cPP] such that any
Field- Replaceable Nonvolatile Storage Device contains no plaintext User
Document Data and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user
intervention.

Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any
confidential data without user intervention, and the Common Criteria does not
provide a suitable SFR for the Protection of Data on Disk.

This extended component protects the Data on Disk, and it is therefore placed in
the FDP class with a single component.

FDP_FXS_EXT Extended: Fax Separation
Family Behavior:
This family addresses the requirements for separation between Fax PSTN line and

the LAN to which TOE is connected.

Component leveling:

FDP_FXS EXT.1 Extended: Fax Separation 1

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to
create a network bridge between a PSTN and a LAN to which TOE is connected.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FDP_FXS_EXT.1 Fax separation
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface,
except transmitting or receiving User Data using fax protocols.
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Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the
Common Criteria does not provide a suitable SFR for the Protection of TSF or User
Data.

This extended component protects the TSF Data or User Data, and it is therefore
placed in the FDP class with a single component.

5.1.4. Class FIA: Identification and Authentication
FIA_PMG_EXT Extended: Password Management
Family Behavior:
This family defines requirements for the attributes of passwords used by

administrative users to ensure that strong passwords and passphrases can be
chosen and maintained.

Component leveling:

FIA PMG EXT.1 Extended: Password Management 1

FIA_PMG _EXT.1 Password management requires the TSF to support passwords
with varying composition requirements, minimum lengths, maximum lifetime, and
similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FIA_PMG _EXT.1 Password management
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_PMG _EXT.1.1 The TSF shall provide the following password management
capabilities for User passwords:
Passwords shall be able to be composed of any combination of upper and lower

case letters, numbers, and the following special characters: [selection: "/, "@”,
“#7 N, ", AT &7, R (Y, )" [assignment: other characters]];
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Minimum password length shall be settable by an Administrator, and have the
capability to require passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the
endpoints of communication, and the Common Criteria does not provide a suitable
SFR for the Password Management.

This extended component protects the TOE by means of password management,
and it is therefore placed in the FIA class with a single component.

5.1.5. Class FPT: Protection of the TSF

FPT_KYP_EXT Extended: Protection of Key and Key Material
Family Behavior:
This family addresses the requirements for keys and key materials to be protected

if and when written to nonvolatile storage.

Component leveling:

FPT KYP_EXT.1 Extended: Protection of key and key material 1

FPT_KYP_EXT.1 Extended: Protection of key and key material, requires the TSF to
ensure that no plaintext key or key materials are written to nonvolatile storage.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_KYP_EXT.1 Protection of Key and Key Material
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP_EXT.1.1 The TSF shall not store plaintext keys that are part of the
keychain specified by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage
Device, and not store any such plaintext key on a device that uses the key for its
encryption.
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Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key
material are written to nonvolatile storage, and the Common Criteria does not
provide a suitable SFR for the protection of key and key material.

This extended component protects the TSF data, and it is therefore placed in the
FPT class with a single component.

FPT_SKP_EXT Extended: Protection of TSF Data
Family Behavior:
This family addresses the requirements for managing and protecting the TSF data,

such as cryptographic keys. This is a new family modelled as the FPT Class.

Component leveling:

FPT SKP EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys),
requires preventing symmetric keys from being read by any user or subject. It is
the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_SKP_EXT.1 Protection of TSF Data
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys,
symmetric keys, and private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and
private keys are protected securely, and the Common Criteria does not provide a
suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication
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using Pre- shared Key, and it is therefore placed in the FPT class with a single
component.

FPT_TST_EXT Extended: TSF testing
Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct

operation.

Component leveling:

FPT TST EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial
start-up in order to demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TST_EXT.1 TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up
(and power on) to demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common
Criteria does not provide a suitable SFR for the TSF testing. In particular, there is
no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.

FPT_TUD_EXT Extended: Trusted Update

Family Behavior:
This family defines requirements for the TSF to ensure that only administrators
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can update the TOE firmware/software, and that such firmware/software is
authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1
FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for
updates.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TUD_EXT.1 Trusted Update
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(b) Cryptographic Operation (for signature

generation/verification), or
FCS_COP.1(c) Cryptographic operation (Hash
Algorithm)].

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to
query the current version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to
initiate updates to TOE firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software
updates to the TOE using a digital signature mechanism and [selection: published
hash, no other functions] prior to installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not
provide a suitable SFR for the management of firmware/software. In particular,
there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.
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PX1UT4EH (Security Requirements)

AETE, tFa )T ES. tF1 )T RAEZEHS LT T ZEHRIUCONTEERT B,
BH. AETHATSAENERLLUTOEENTHS,

e
iN—JL FEKIZ, HCD-PP TR FLIFEFFMIL SN SFR O A ERL, JEV DA TIZN—-F 2 DK
k0 SFR EEFZIFHERIVIR—2Y FERICEELTNS.
=N F18Y)0 023 . HCD-PP TR FSEF ML SNz SFR 0# R Z, KeFaUT43—TvMIH
WOERSN., M0/ FEFFTEMRSNT SFR ADTXANERT,
PIRA=F4A2ER—IV FEEKICEKORD A=W F15)y0& 72— 71> E#1E . HCD-PP TFERMEN
Tz SFR O& 53 &. REF1UTAA-TYMIBVTEFMIESN T SFR ROTF AL ETRT,
1EYyOE RS KeF1)T48-TYMIBWGERSN  hD/FIFTERSNTE SFR ADTHFAMETR
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(E. XEFIUTI3-DYMIBNT, BIRSNGH-%Z SFR ROTFANERT
18YwD & P =54 2 REF1UTAR—HYMIBVTEIDM FoNz SFR ROTFAMETRT

ENRLO(a). (b)IE PP TERINTLSED, SHICEMRTHAE(al). (a2)DLIICLTLVD,

tXa1UTH#EEEH (Security Functional Requirements)
A TOE MR T2 EF1) T/ HEEEHZLUTICEERT D,

6.2.1. Class FAU: Security Audit

FAU_GEN.1 Audit data generation
(for O.AUDIT)

Hierarchical to: No other components.
Dependencies: FPT_STM.1 Reliable time stamps
FAU GEN.1.1 The TSF shall be able to generate an audit record of the

following auditable events:

a) Start-up and shutdown of the audit functions;

b) All auditable events for the not specified level of
audit; and

c) All auditable events specified in Table 11,
[assignment: no other auditable events].

FAU_GEN.1.2 The TSF shall record within each audit record at least
the following information:
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a) Date and time of the event, type of event, subject
identity (if applicable), and the outcome (success or
failure) of the event; and

b) For each audit event type, based on the auditable
event definitions of the functional components included
in the PP/ST, additional information specified in
Table 11, [assignment: no other relevant information].

Table 11 Auditable Events

Auditable Events

Relevant SFR Additional

Information

Job completion FDP_ACF.1 Type of job
Unsuccessful User authentication | FIA_UAU.1 None
Unsuccessful User identification FIA_UID.1 None
Use of management functions FMT_SMF.1 None

Modification to the group of Users | FMT_SMR.1 None
that are part of a role

Changes to the time

FPT_STM.1 None

Failure to establish session

FTP_ITC.1, Reason for
FTP_TRP.1(a), failure
FTP_TRP.1(b)

FAU_GEN.2

Hierarchical to:
Dependencies:

FAU_GEN.2.1

FAU_SAR.1

Hierarchical to:
Dependencies:

FAU_SAR.1.1

User identity association
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

For audit events resulting from actions of identified
users, the TSF shall be able to associate each auditable
event with the identity of the user that caused the
event.

Audit review
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: U.ADMIN] with the
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FAU_SAR.1.2

FAU_SAR.2

Hierarchical to:
Dependencies:

FAU_SAR.2.1

FAU_STG.1

Hierarchical to:
Dependencies:

FAU_STG.1.1

FAU_STG.1.2

FAU_STG.4

Hierarchical to:
Dependencies:

FAU_STG.4.1

FAU_STG_EXT.1

capability to read all records from the audit records.

The TSF shall provide the audit records in a manner
suitable for the user to interpret the information.

Restricted audit review
(for O.AUDIT)

No other components.
FAU_SAR.1 Audit review

The TSF shall prohibit all users read access to the audit
records, except those users that have been granted
explicit read-access.

Protected audit trail storage
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall protect the stored audit records in the
audit trail from unauthorised deletion.

The TSF shall be able to prevent unauthorised
modifications to the stored audit records in the audit
trail.

Prevention of audit data loss
(for O.AUDIT)

FAU_STG.3 Action in case of possible audit data loss
FAU_STG.1 Protected audit trail storage

Refinement: The TSF shall [selection, choose one of:

“overwrite the oldest stored audit

records’] and [assignment: no other actions to be
taken] if the audit trail is full.

Extended: External Audit Trail Storage
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Hierarchical to:
Dependencies:

FAU_STG_EXT.1.1

(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel.

The TSF shall be able to transmit the generated audit
data to an External IT Entity using a trusted channel
according to FTP_ITC.1.

6.2.2. Class FCS: Cryptographic Support

FCS_CKM.1(a)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(a)

Cryptographic Key Generation (for asymmetric
keys)
(for O.COMMS_PROTECTION)

No other components.

[FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification), or

FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall generate asymmetric
cryptographic keys used for key establishment in
accordance with [selection:

- NIST Special Publication 800-56A,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm
Cryptography” for elliptic curve-based key
establishment schemes and implementing "NIST
curves” P-256, P-384 and [selection: P-521

] (as defined in FIPS PUB 186-4,
"Digital Signature Standard”)
- NIST Special Publication 800-56B,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Integer
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FCS_CKM.1(b)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(b)

FCS_CKM.4

Hierarchical to:
Dependencies:

Factorization Cryptography” for RSA-based key
establishment schemes

] and specified cryptographic key sizes equivalent
to, or greater than, a symmetric key strength of
112 bits.

Cryptographic key generation (Symmetric Keys)
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption), or

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption), or

FCS_COP.1(e) Cryptographic Operation (Key Wrapping),
or

FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication), or

FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

Refinement: The TSF shall generate symmetric
cryptographic keys using a Random Bit Generator
as specified in FCS_RBG_EXT.1 and specified
cryptographic key sizes [selection: 128 bit, 256
bit] that meet the following: No Standard.

Cryptographic key destruction
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.
[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
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FCS_CKM.4.1

FCS_CKM_EXT.4

Hierarchical to:
Dependencies:

FCS_CKM_EXT.4.1

FCS_COP.1(a)

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

Refinement: The TSF shall destroy cryptographic keys
in accordance with a specified cryptographic key
destruction method [selection:

For volatile memory, the destruction shall be
executed by [selection: powering off a device

11

For nonvolatile storage, the destruction shall be
executed by a [selection: single

] overwrite of key data storage location
consisting of [selection: a pseudo random pattern
using the TSF’s RBG (as specified in
FCS_RBG_EXT.1) ], followed by a
[selection: none]. If read-
verification of the overwritten data fails, the
process shall be repeated again;

] that meets the following: [selection:
no standard].

Cryptographic Key Material Destruction
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.

[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],

FCS_CKM.4 Cryptographic key destruction

The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security
parameters when no longer needed.

Cryptographic Operation (Symmetric
encryption/decryption)
(for O.COMMS_PROTECTION)
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Hierarchical to:
Dependencies:

FCS_COP.1.1(a)

FCS_COP.1(b1)

Hierarchical to:
Dependencies:

FCS_COP.1.1(b1)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform encryption and
decryption in accordance with a specified
cryptographic algorithm AES operating in
[assignment: CBC, GCM] and cryptographic key sizes
128-bits and 256-bits that meets the following:
FIPS PUB 197, “Advanced Encryption Standard
(AES)”
[Selection: NIST SP 800-38A,

NIST SP 800-38D]

Cryptographic Operation (for signature
generation/verification)
(for O.UPDATE VERIFICATION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic
signature services in accordance with a [selection:

RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits

1

]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”
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FCS_COP.1(b2)

Hierarchical to:

Dependencies:

FCS_COP.1.1(b2)

FCS_COP.1(cl1)

Cryptographic Operation (for signature
generation/verification)
(for 0.COMMS_PROTECTION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic
signature services in accordance with a [selection:

7

RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits, 3072
bits], or

-Elliptic Curve Digital Signature Algorithm
(ECDSA) with key sizes of [assignment: 256 bits,
384bits, 521bits]]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”

Case: Elliptic Curve Digital Signature Algorithm
FIPS PUB 186-4, "Digital Signature Standard”
The TSF shall implement "NIST curves” P-256,

P384 and [selection: P521 ] (as
defined in FIPS PUB 186-4, "Digital Signature
Standard”).

1.

Cryptographic operation (Hash Algorithm)
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Hierarchical to:
Dependencies:

FCS_COP.1.1(c1)

FCS_COP.1(c2)

Hierarchical to:
Dependencies:

FCS_COP.1.1(c2)

FCS_COP.1(d)

Hierarchical to:

Dependencies:

FCS_COP.1.1(d)

(selected in FPT_TUD_EXT.1.3, or with
FCS_SNI_EXT.1.1)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:

SHA-256 ] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (Hash Algorithm)
(for 0.COMMS_PROTECTION)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:
SHA-1, SHA-256, SHA-384, SHA-512] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (AES Data
Encryption/Decryption)
(for O. STORAGE_ENCRYPTION)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

The TSF shall perform data encryption and
decryption in accordance with a specified
cryptographic algorithm AES used in [selection: CBC
] mode and cryptographic key sizes
[selection: 256 bits] that meet the
following: AES as specified in ISO/IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116,
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FCS_COP.1(f)

Hierarchical to:
Dependencies:

FCS_COP.1.1(f)

FCS_COP.1(g)

Hierarchical to:

Dependencies:

FCS_COP.1.1(g)

FCS_HTTPS_EXT.1

Cryptographic operation (Key Encryption)
(selected from FCS_KYC_EXT.1.1)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform key encryption
and decryption in accordance with a specified
cryptographic algorithm AES used in [[selection:
CBC, ] mode] and cryptographic key sizes
[selection: 256 bits] that meet the
following: [AES as specified in ISO /IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116

1.

Cryptographic Operation (for keyed-hash
message authentication)
(selected with FCS_IPSEC_EXT.1.4)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform keyed-hash
message authentication in accordance with a
specified cryptographic algorithm HMAC-[selection:

SHA-1, SHA-256, SHA-384 1,
key size [assignment: 160, 256, 384], and message
digest sizes [selection: 160, 256, 384 ]

bits that meet the following: FIPS PUB 198-1, "The
Keyed-Hash Message Authentication Code, and
FIPS PUB 180-3, “"Secure Hash Standard.”

HTTPS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)
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Hierarchical to:

Dependencies:

FCS_HTTPS_EXT.1.1

FCS_HTTPS_EXT.1.2

FCS_KYC_EXT.1

Hierarchical to:
Dependencies:

FCS_KYC_EXT.1.1

FCS_RBG_EXT.1

Hierarchical to:
Dependencies:

FCS_RBG_EXT.1.1

No other components.
FCS_TLS_EXT.1 Extended: TLS selected

The TSF shall implement the HTTPS protocol that
complies with RFC 2818.

The TSF shall implement HTTPS using TLS as specified
in FCS_TLS_EXT.1.

Key Chaining
(for O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(e) Cryptographic operation (Key
Wrapping), or

FCS_SMC_EXT.1 Extended: Submask Combining, or
FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(i) Cryptographic operation (Key Transport)]

The TSF shall maintain a key chain of: [selection:

intermediate keys
originating from one or more submask(s) to the BEV or
DEK using the following method(s): [selection:

key encryption as
specified in FCS_COP.1(f),

1] while maintaining an effective strength
of [selection: 256 bits].

Cryptographic Operation (Random Bit Generation)
(for O.STORAGE_ENCRYPTION and
0.COMMS_PROTECTION)

No other components.
No dependencies.

The TSF shall perform all deterministic random bit
generation services in accordance with [selection:
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FCS_RBG_EXT.1.2

FCS_TLS_EXT.1

Hierarchical to:
Dependencies:

FCS_TLS_EXT.1.1

NIST SP 800-90A] using
[selection:
CTR_DRBG (AES)].

The deterministic RBG shall be seeded by at least one
entropy source that accumulates entropy from
[selection: [assignment:1] software-based noise
source(s)

] with a
minimum of [selection: 256 bits] of entropy at
least equal to the greatest security strength, according
to ISO/IEC18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that
it will generate.

TLS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)

FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall implement one or more of the following
protocols [selection:

TLS 1.2 (RFC 5246)] supporting the following
ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:
[selection:
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TLS _RSA _WITH_AES_256_CBC_SHA

TLS_RSA_WITH_AES_128 CBC_SHA256
TLS _RSA _WITH_AES_256_CBC_ SHAZ256

TLS _ECDHE_RSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_RSA _WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES 256_CBC_SHA
TLS_ECDHE_RSA _WITH_AES_128 CBC_SHA256
TLS _ECDHE _RSA_WITH_AES_256_CBC_SHA384
TLS _ECDHE RSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE_RSA _WITH_AES_256_GCM_SHA384
TLS _ECDHE _ECDSA _WITH_AES_128 GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHAZ256
TLS _ECDHE _ECDSA_WITH_AES_256_CBC_SHA384

1.

6.2.3. Class FDP: User Data Protection

FDP_ACC.1

Hierarchical to:
Dependencies:

FDP_ACC.1.1

FDP_ACF.1

Hierarchical to:
Dependencies:

Subset access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACF.1 Security attribute based access control

Refinement: The TSF shall enforce the User Data
Access Control SFP on subjects, objects, and
operations among subjects and objects specified in
Table 12 and Table 13.

Security attribute based access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACC.1 Subset access control
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FDP_ACF.1.1

FDP_ACF.1.2

FDP_ACF.1.3

FDP_ACF.1.4

FMT_MSA.3 Static attribute initialization

Refinement: The TSF shall enforce the User Data
Access Control SFP to objects based on the following:
subjects, objects, and attributes specified in Table 12
and Table 13.

Refinement: The TSF shall enforce the following rules to
determine if an operation among controlled subjects
and controlled objects is allowed: rules governing
access among controlled subjects and controlled
objects using controlled operations on controlled
objects specified in Table 12 and Table 13.

Refinement: The TSF shall explicitly authorise access of
subjects to objects based on the following additional
rules: [assignment: none].

Refinement: The TSF shall explicitly deny access of
subjects to objects based on the following additional
rules: [assignment:_none].

Table 12 D.USER.DOC Access Control SFP

"Create" "Read" "Modify" "Delete"
i View image . Delete
Submit a Modify
. or Release stored
. Operation: document to . stored
Print . printed documen
be printed document
output t
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Scan Submit a View Modify Delete
Operation: document for | scanned stored stored
scanning image image image
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied

ed
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Copy View
) scanned .
Submit a . Modify Delete
. image or
Operation: document for stored stored
. Release . .
copying . image image
printed copy
output
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax send Submit a View Modify Delete
Operation: document to | scanned stored stored
send as a fax | image image image
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax View fax
. . Modify Delete
receive . image or . .
. Receive a fax image of | image of
Operation: _ Release f |
and store it . received received
printed fax
fax fax
output
Fax owner (note 3) denied
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied denied
Unauthenticat | (note 4) denied denied denied
ed
Storage/ . . Delete
i Retrieve Modify
Retrieval ) Store stored
Operation: stored stored
document documen
document document ¢
Job owner (note 1) denied
U.ADMIN (note 5) denied (note 5)
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied

ed
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Table 13 D.USER.JOB Access Control SFP

"Create" * "Read" "Modify" "Delete"
. Create print View print | Modify Cancel
Operation: . .. .
job queue/log | print job print job
Print Job owner (note 1)
U.ADMIN
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Scan . Create scan View scan | Modify Cancel
Operation: . . .
job status/log | scan job scan job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Copy . Create copy View copy | Modify Cancel
Operation: . . i
job status/log | copy job copy job
Job owner (note 2)
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Fax send View fax . Cancel
) Create fax _ Modify fax
Operation: . job it fax send
send job send job .
status/log job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Fax . . Cancel
. View fax Modify fax
receive . Create fax i . fax
Operation: L. receive receive .
receive job . receive
status/log | job .
job
Fax owner (note 3) denied
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied
Unauthenticat | (note 4) denied denied denied

ed
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Storage/
Retrieval

View Modify Cancel
Operation: Create. stor.::rge stor:age / stor:age / stor:age /
/ retrieval job | retrieval retrieval retrieval
log job job
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed

Note 1: Job Owner is identified by a credential or assigned to an authorized User
as part of the process of submitting a print or storage Job.

Note 2: Job Owner is assigned to an authorized User as part of the process of
initiating a scan, copy, fax send, or retrieval Job.

Note 3: Job Owner of received faxes is assigned by configuration. Ownership of
received faxes is assigned to a specific user.

Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by
Users of the TOE.
Note 5: Key Operator can operate the DOC/JOB of all users, while SA can operate
the DOC/JOB of his/her own only.

FDP_DSK_EXT.1

Hierarchical to:
Dependencies:

FDP_DSK_EXT.1.1

FDP_DSK_EXT.1.2

FDP_FXS_EXT.1

Protection of Data on Disk
(for O.STORAGE_ENCRYPTION)

No other components.
FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption).

The TSF shall [selection: perform encryption in
accordance with FCS_COP.1(d)

1
such that any Field- Replaceable Nonvolatile Storage
Device contains no plaintext User Document Data and
no plaintext Confidential TSF Data.

The TSF shall encrypt all protected data without user
intervention.

Fax separation
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Hierarchical to:
Dependencies:

FDP_FXS_EXT.1.1

FDP_RIP.1(a)

Hierarchical to:

Dependencies:

FDP_RIP.1.1(a)

(for O.FAX_NET_SEPARATION)

No other components.
No dependencies.

The TSF shall prohibit communication via the fax
interface, except transmitting or receiving User Data
using fax protocols.

Subset residual information protection
(for O.IMAGE_OVERWRITE)

No other components.
No dependencies.

Refinement: The TSF shall ensure that any previous
information content of a resource is made unavailable
by overwriting data upon the deallocation of the
resource from the following objects: D.USER.DOC.

6.2.4. Class FIA: Identification and Authentication

FIA_AFL.1

Hierarchical to:

Dependencies:

FIA_AFL.1.1

FIA_AFL.1.2

Authentication failure handling
(for O.USER_I&A)

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection:

an administrator configurable
positive integer within [assignment: 1 - 10]]
unsuccessful authentication attempts occur related to
[assignment: User authentication (with local
authentication)].

When the defined number of unsuccessful
authentication attempts has been [selection: met

], the TSF shall [assignment: Identification
and authentication of relevant user is inhibited until
TOE is cycled.].

- 47 -

Copyright®2022 by FUJIFILM Business Innovation Corp.



FUJIFILM Apeos 5570/4570/3570 t+aUr+54—Tvf

FIA_ATD.1

Hierarchical to:

Dependencies:

FIA_ATD.1.1

FIA_PMG_EXT.1

Hierarchical to:

Dependencies:

FIA_PMG_EXT.1.1

FIA_UAU.1

Hierarchical to:

Dependencies:

FIA_UAU.1.1

FIA_UAU.1.2

User attribute definition
(for O.USER_AUTHORIZATION)

No other components.
No dependencies.

The TSF shall maintain the following list of security
attributes belonging to individual users: [assignment:
User Identifier, User Role].

Password Management
(for O.USER_I&A)

No other components.
No dependencies.

The TSF shall provide the following password

management capabilities for User passwords:
Passwords shall be able to be composed of any
combination of upper and lower case letters,
numbers, and the following special characters:
[selection: “!”, "@”, “#”, "$”, "%”, "N, "&”, "*”,

+ VA \ /4 ||_

“(“/ n //, [assignment: ” (Space),,, “/I/I, "I//, n f o

n w 7 “/// w,7 w,m7 n 7 o n_ w7 R\ V4 “/'“ n 77 N 7//
L 7z L 7 L 7 < L ' > L ? L L ¥ L L

mn //, nwe //, “{“I ||| /I, "},,, “Nlll];

Minimum password length shall be settable by an
Administrator, and have the capability to
require passwords of 15 characters or greater;

Timing of authentication
(for O.USER_I&A)

No other components.
FIA_UID.1 Timing of identification

Refinement: The TSF shall allow [assignment: storing
the fax data received from public telephone line] on
behalf of the user to be performed before the user is
authenticated.

The TSF shall require each user to be successfully
authenticated before allowing any other TSF-mediated
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FIA_UAU.7

Hierarchical to:
Dependencies:

FIA_UAU.7.1

FIA_UID.1

Hierarchical to:
Dependencies:

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1

Hierarchical to:
Dependencies:

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

actions on behalf of that user.

Protected authentication feedback
(for O.USER_I&A)

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: @] to the user
while the authentication is in progress.

Timing of identification
(for O.USER_I&A and O.ADMIN_ROLES)

No other components.
No dependencies.

Refinement: The TSF shall allow [assighment: storing
the fax data received from public telephone line] on
behalf of the user to be performed before the user is
identified.

The TSF shall require each user to be successfully
identified before allowing any other TSF-mediated
actions on behalf of that user.

User-subject binding

(for O.USER_I&A)

No other components.

FIA_ATD.1 User attribute definition

The TSF shall associate the following user security
attributes with subjects acting on the behalf of that
user: [assignment:

User Identifier, User Role].

The TSF shall enforce the following rules on the initial
association of user security attributes with subjects
acting on the behalf of users: [assignment:_none].

The TSF shall enforce the following rules governing
changes to the user security attributes associated with
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subjects acting on the behalf of users: [assignment:
none].

6.2.5. Class FMT: Security Management

FMT_MOF.1

Hierarchical to:
Dependencies:

Management of security functions behavior
(for O.ADMIN_ROLES)

No other components.
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MOF.1.1 Refinement: The TSF shall restrict the ability to
[selection: disable, enable,
modify the behaviour of] the functions [assignment:
List of security functions in Table 14] to U.ADMIN.

Table 14 List of Security Functions

Function Operation

User Authentication enable, disable

Auditing enable, disable,
modify the behavior

Trusted communications enable, disable,
modify the behavior

Storage Data Encryption enable, disable

Overwrite Storage enable, disable,
modify the behavior

Firmware update enable, disable

Self Test enable, disable

FMT_MSA.1 Management of security attributes

Hierarchical to:
Dependencies:

FMT_MSA.1.1

(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.

FDP_ACC.1 Subset access control

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

Refinement: The TSF shall enforce the User Data
Access Control SFP to restrict the ability to [selection:
query, modify, delete, [assignment:
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creation]] the security attributes [assignment: the
security attributes listed in Table 15] to [assignment:
the roles listed in Table 15].

Table 15 Security Attributes and Authorized Roles

Security attributes Operation Role

User identifier (Key Operator modify Key Operator

case)

User identifier (General case) modifi U.ADMIN
delete, creation

User Role (Key Operator case) query Key Operator

User Role (General case)

query, modify U.ADMIN

FMT_MSA.3

Hierarchical to:
Dependencies:

FMT_MSA.3.1

FMT_MSA.3.2

FMT_MTD.1

Hierarchical to:
Dependencies:

FMT_MTD.1.1

Static attribute initialization
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

Refinement: The TSF shall enforce the User Data
Access Control SFP to provide [selection, choose one
of: restrictive ] default
values for security attributes that are used to enforce
the SFP.

Refinement: The TSF shall allow the [selection:

no role] to specify alternative initial values
to override the default values when an object or
information is created.

Management of TSF data
(for O.ACCESS CONTROL)

No other components.
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

Refinement: The TSF shall restrict the ability to
perform the specified operations on the specified
TSF Data to the roles specified in Table 16.
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Table 16 Management of TSF Data

Data Operation Authorised
Role(s)

TSF Data owned by U.NORMAL or associated with documents or
jobs owned by U.NORMAL.

U.NORMAL Password modify U.ADMIN, the
owning
U.NORMAL.

TSF Data not owned by a U.NORMAL

Key operator Password modify U.Admin (Key
Operator)

SA Password modifi U.ADMIN

Data on use of password entered | guery, modify U.ADMIN

from MFD control panel in user

authentication

Data on minimum user password | query, modify U.ADMIN

length

Data on Private Charge Print query, modify U.ADMIN

Data on Access denial due to query, modify U.ADMIN

authentication failure

Data on Customer Engineer query, modify U.ADMIN

Operation Restriction

Data on date and time query, modify U.ADMIN

Data on Autoclear query, modify U.ADMIN

Data on Report Print query, modify U.ADMIN

Software, firmware, and related configuration data

Controller ROM, modify U.ADMIN

Fax ROM

FMT_SMF.1 Specification of Management Functions

(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL,
and O.ADMIN_ROLES)

Hierarchical to: No other components.
Dependencies: No dependencies.
FMT_SMFE.1.1 The TSF shall be capable of performing the following

management functions: [assignment: Security
Management Functions listed in Table 17].
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Table 17 Security Management Functions

Management Functions Operation

Registration of U.NORMAL /SA qguery, modify, delete
creation

Data on User Authentication qguery, modify

Key operator identifier modify

Key operator Password modify

Data on use of password entered from | query, modify
MFD control panel in user

authentication
Data on Private Charge Print query, modify
Data on Trusted communications query, modify
Data on date and time qguery, modify
Data on Auditing query, modify
Data on Storage Data Encryption query, modify
Data on Overwrite Storage query, modify
Data on Customer Engineer Operation | query, modify
Restriction
Data on Self Test qguery, modify
Data on Access denial due to query, modify
authentication failure
Data on minimum user password qguery, modify
length
Data on Autoclear qguery, modify
Data on Firmware update query, modify
Data on Report Print query, modify
Controller ROM, Fax ROM modify
FMT_SMR.1 Security roles

(for O.ACCESS_CONTROL, O.USER_AUTHORIZATION,
and O.ADMIN_ROLES)

Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification
FMT_SMR.1.1 Refinement: The TSF shall maintain the roles
U.ADMIN(U.ADMIN, SA, Key Operator),
U.NORMAL.
FMT_SMR.1.2 The TSF shall be able to associate users with roles.
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FPT_KYP_EXT.1

Hierarchical to:

Dependencies:

FPT_KYP_EXT.1.1

FPT_SKP_EXT.1

Hierarchical to:

Dependencies:

FPT_SKP_EXT.1.1

FPT_STM.1

Hierarchical to:
Dependencies:
FPT_STM.1.1
FPT_TST_EXT.1
Hierarchical to:

Dependencies:

FPT_TST_EXT.1.1

FPT_TUD_EXT.1

6.2.6. Class FPT: Protection of the TSF

Protection of Key and Key Material
(for O.KEY_MATERIAL)

No other components.
No dependencies.

Refinement: The TSF shall not store plaintext keys that
are part of the keychain specified by FCS_KYC_EXT.1 in
any Field-Replaceable Nonvolatile Storage Device.

Protection of TSF Data
(for O.COMMS PROTECTION)

No other components.
No dependencies.

The TSF shall prevent reading of all pre-shared keys,
symmetric keys, and private keys.

Reliable time stamps
(for.0.AUDIT)

No other components.
No dependencies.

The TSF shall be able to provide reliable time stamps.

TSF testing
(for O.TSF_SELF_TEST)

No other components.
No dependencies.

The TSF shall run a suite of self-tests during initial
start-up (and power on) to demonstrate the correct
operation of the TSF.

Trusted Update
(for O.UPDATE_VERIFICATION)
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Hierarchical to:
Dependencies:

FPT_TUD_EXT.1.1

FPT_TUD_EXT.1.2

FPT_TUD_EXT.1.3

6.2.7. Class FTA:

FTA_SSL.3

Hierarchical to:
Dependencies:

FTA_SSL.3.1

No other components.

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),

FCS_COP.1(c) Cryptographic operation (Hash
Algorithm).

The TSF shall provide authorized administrators the
ability to query the current version of the TOE
firmware/software.

The TSF shall provide authorized administrators the
ability to initiate updates to TOE firmware/software.

The TSF shall provide a means to verify
firmware/software updates to the TOE using a digital
signature mechanism and [selection:

no other functions] prior to installing those updates.

TOE Access

TSF-initiated termination
(for O.USER_I&A)

No other components.
No dependencies.

The TSF shall terminate an interactive session after a

[assignment:
Auto clear time for the control panel: 10 ~ 900

seconds
Login timeout for the Web UI: 1 ~ 240minutes
There is no inactive time with printer driver

1.

6.2.8. Class FTP: Trusted Paths/Channels

FTP_ITC.1

Hierarchical to:
Dependencies:

Inter-TSF trusted channel
(for O.COMMS_PROTECTION, O.AUDIT)

No other components.
[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
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FTP_ITC.1.1

FTP_ITC.1.2

FTP_ITC.1.3

FTP_TRP.1(a)

Hierarchical to:
Dependencies:

FTP_TRP.1.1(a)

FTP_TRP.1.2(a)

FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection:

TLS ] to provide a trusted
communication channel between itself and authorized
IT entities supporting the following capabilities:
[selection: [assignment:
Audit Log Server, Mail Server]] that is logically distinct
from other communication channels and provides
assured identification of its end points and protection of
the channel data from disclosure and detection of
modification of the channel data.

Refinement: The TSF shall permit the TSF, or the
authorized IT entities, to initiate communication via
the trusted channel

Refinement: The TSF shall initiate communication via
the trusted channel for [assignment:_mail service, and
audit transmission service].

Trusted path (for Administrators)
(for 0.COMMS_PROTECTION)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection, choose at
least one of: TLS/HTTPS] to
provide a trusted communication path between itself
and remote administrators that is logically distinct
from other communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

Refinement: The TSF shall permit remote
administrators to initiate communication via the
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FTP_TRP.1.3(a)

FTP_TRP.1(b)

Hierarchical to:
Dependencies:

FTP_TRP.1.1(b)

FTP_TRP.1.2(b)

FTP_TRP.1.3(b)

trusted path

Refinement: The TSF shall require the use of the
trusted path for initial administrator authentication
and all remote administration actions.

Trusted path (for Non-administrators)
(for 0.COMMS_PROTECTION)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement : The TSF shall use [selection, choose at
least one of: TLS, TLS/HTTPS] to
provide a trusted communication path between itself
and remote users that is logically distinct from other
communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

Refinement: The TSF shall permit [selection: the TSF,
remote users] to initiate communication via the
trusted path

Refinement: The TSF shall require the use of the
trusted path for initial user authentication and all
remote user actions.

6.3. TF1UT(RIEEH (Security Assurance Requirements)
Table 18 [CEF1UTARIIEHZEEHRT S,

Table 18 TFa)T4{RIEEH

Assurance Class Assurance Assurance Components
Components Description
Security Target ASE_CCL.1 Conformance claims
Evaluation ASE_ECD.1 Extended components
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Assurance Class Assurance Assurance Components
Components Description
definition
ASE_INT.1 ST introduction
ASE_OBJ.1 Security objectives for
the operational
environment
ASE_REQ.1 Stated security
requirements
ASE_SPD.1 Security Problem
Definition
ASE_TSS.1 TOE Summary
Specification
Development ADV_FSP.1 Basic functional
specification
Guidance Documents | AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures
Life-cycle support ALC_CMC.1 Labelling of the TOE
ALC_CMS.1 TOE CM coverage
Tests Independent testing -
ATE_IND.1
Conformance
Vulnerability AVA_VAN.1 Vulnerability survey
assessment

NoDEFIVTARIEEHZERT IR, R/NROCFLITAR-AFI VB K BEDEESNDE
BLAINCETNTIVSCE, TOE (CHEITPERRROLF1UTDERSN TS, 12 TOE B H Off
BICREI TV EEZRSNTBETHS,

i) T4+ EHRER (Security Requirement Rationale)

IREFMEDREE (Dependencies of Security Functional Requirements)

TRIVTHREGMEREL VIR SITRFEFREB R LBV ERERELG L. RERRNE

IEENBCTEHREN G MRHLE ., Table 19 (CRET 3.

Table 19 t¥1UT(HEEEHIVR—% rOIKTE

BEEHEIVR—2RVF

EEEOBBEHIIR—KVF

EEEERELCLVE | TR
FAU_GEN.1 FPT_STM.1 - OK
BEET-ER
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BEEEHEIVR—2VE KEHOBEZEHIVR—RV
KEHEBRRLTLVG | TR
BEUHSLUVEHRAT PP THESNTWSEH NEHEZOE L
FAU_GEN.2 FAU_GEN.1 - OK
FIREHANFROREEMT FIA_UID.1
FAU_STG_EXT.1 FAU_GEN.1 - OK
PiaR : SV ERBE & R B4R FTP_ITC.1
FCS_CKM.1(a) [FCS_COP.1(b) Fkld - OK
&2 R (JExTRRER ) FCS_COP.1(i)]
FCS_CKM_EXT.4
FAU_SAR.1 FAU_GEN.1 - OK
BE&ELE1-
FAU_SAR.2 FAU_SAR.1 - OK
REBEELE1I—
FAU_STG.1 FAU_GEN.1 - OK
RESNTZEEE AL BME K
FAU_STG.4 FAU_STG.1 - OK
BEET-IEXOFLE
FCS_CKM.1(b) [FCS_COP.1(a) Fl& - OK
BSR4 R(IFAEER) FCS_COP.1(d) #F#=l&
FCS_COP.1(e) I3
FCS_COP.1(f) (&
FCS_COP.1(g) F#=l&
FCS_COP.1(h)]
FCS_CKM_EXT.4
FCS_RBG_EXT.1
FCS_CKM.4 [FCS_CKM.1(a) - OK
& BRI $%( FCS_CKM.1(b)]
FCS_CKM_EXT.4 [FCS_CKM.1(a) F(& - OK
YRIE R S R OWE FCS_CKM.1(b)]
FCS_CKM.4
FCS_COP.1(a) FCS_CKM.1(b) - OK
EEIRE(I MRSk 8% ) | FCS_CKM_EXT.4
FCS_COP.1(b) FCS_CKM.1(a) - OK
BESIRE(BRERREL) FCS_CKM_EXT.4
FCS_COP.1(c) 1L - OK
ESRE(\VWYATITUXL)
FCS_COP.1(d) CS_CKM.1(b) - OK
E=1%1E (AES T—AKES 1L 18 | FCS_CKM_EXT.4
)
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BEZEHIVR—2RUE

REFEOBBEEHIVR—KD b

KEMERELTUVE | TRH
EHBSLUEHRBTH PP THESNTL\SEH NEHEZOE Lt
FCS_COP.1(f) CS_CKM.1(b) - OK
512 (BErES1E) FCS_CKM_EXT.4
FCS_COP.1(g) CS_CKM.1(b) _ oK
EEIRE(BMT)\Y 1 AvE— YRR | FCS_CKM_EXT.4

iF)
FCS_HTTPS_EXT.1 FCS_TLS_EXT.1 - OK
YLk FEIRSNTZ HTTPS
FCS_KYC_EXT.1 [FCS_COP.1(e) F=(& - OK
Vhsk - BFTM1Y FCS_SMC_EXT.1 £l

FCS_COP.1(i) F#=l&

FCS_KDF_EXT.1

RV F(3

FCS_COP.1(f)]
FCS_RBG_EXT.1 BL -
YR : RS SR (BLEEY MERL)
FCS_TLS_EXT.1 FCS_CKM.1(a) - OK
HE3E SEIRENE TLS FCS_COP.1(a)

FCS_COP.1(b)

FCS_COP.1(c)

FCS_COP.1(g)

FCS_RBG_EXT.1
FDP_ACC.1 FDP_ACF.1 - OK
By b7 Ht A%
FDP_ACF.1 FDP_ACC.1 - OK
tFI)TABHEICLS 7D ASKIE | FMT_MSA.3
FDP_DSK_EXT.1 FCS_COP.1(d) - OK
Vask: TAAD LDT—H1REE
FDP_FXS_EXT.1 BL -
YE5R: I7D A5 Bl
FDP_RIP.1(a) 1L _
Y7y MAFIRRIRE
FIA_AFL.1 FIA_UAU.1 - OK
SRR K BBF DERD IR L
FIA_ATD.1 L -
FRAERMHER
FIA_PMG_EXT.1 BL -
PR3k : ) SAD— REE
FIA_UAU.1 FIA_UID.1 - OK
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BEEEHIVR—RV b EEFHEOBEEHIVR—RVF
KEEEERRELCVE | TR
EHBIUEHAT PP THESNTIVEH NEHEZOE L

SREIDRAZIVY
FIA_UAU.7 FIA_UAU.1 - oK
REINTZT1—F)\vH
FIA_UID.1 kL -
BADILIVY
FIA_USB.1 FIA_ATD.1 - oK
FAZE-HITIIDMES
FMT_MOF.1 FMT_SMF.1 - oK
LHITAHEREDSZENDEE | FMT_SMR.1
FMT_MSA.1 FDP_ACC.1 - oK
X TAEEOEE FMT_SMF.1

FMT_SMR.1
FMT_MSA.3 FMT_MSA.1 - oK
BE BN FMT_SMR.1
FMT_MTD.1 FMT_SMF.1 - oK
TSF F—H0%&E FMT_SMR.1
FMT_SMF.1 kL -
BIEREEDETE
FMT_SMR.1 FIA_UID.1 - oK
t¥1)T11%E
FPT_KYP_EXT.1 kL -
Yk BRUBMEORE
FPT_SKP_EXT.1 kL -
VYisk:TSF T—A0RE
FPT_STM.1 kL -
S{EEI LAV
FPT_TST_EXT.1 1L -
YE3E:TSF Tk
FPT_TUD_EXT.1 FCS_COP.1(b) - oK
YhaR  SIEEPYIT— b FCS_COP.1(c)
FTA_SSL.3 kL -
TSF REEICLBET
FTP_ITC.1 [FCS_IPSEC_EXT.1. - oK
TSF MEEBET v F7=(3 FCS_TLS_EXT.1.

F7=(4 FCS_SSH_EXT.1.

#7214 FCS_HTTPS_EXT.1]
FTP_TRP.1(a) [FCS_IPSEC_EXT.1. - oK
SEENA(EEER) F72(3 FCS_TLS_EXT.1.
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BEZEHIVR—2RVE

REFEOBBEEHIVR—KD b

=EE/AGFERER)

FzI3 FCS_TLS_EXT.1.
F7zld FCS_SSH_EXT.1,
F7z[3 FCS_HTTPS_EXT.1]

REHEHRLTVEG | T2
EHBIUEHAT PP THRESNTI\SEH NEHEZOE St
F1-14 FCS_SSH_EXT.1.
F1l4 FCS_HTTPS_EXT.1]
FTP_TRP.1(b) [FCS_IPSEC_EXT.1. - oK

6.4.2. tF¥a1)T IRIIEHIER (Security Assurance Requirements Rationale)

NHNEFIITARIIZHERIRT SR, Z/DMROTLF1IITAR-AFA VIR BEDORESINSG B
BLAVCEINTSCE, TOE (CHITHERRROCF 1) T MERSN TSN, 1D TOE B H0fff
EICRETVREERINTBETHSD, PP DHLPBECAICHBIRIETITAET/ > EF21UT(REE
BEHEERT SHDRELGIAFEICOVTOREIEDOT M4V AR T HLEHICERSN TS,
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TOE E#{t+#k (TOE Summary Specification)
AE T, TOE MBHT 3 0F 1T (BB MOV TR LTS,
¥ a1UT1#8E (Security Functions)

Table 20 [CTOE t¥1 TR X 1) T HBEEH DRI ETT o
AEICERBATS TOE tXaT/#EEE 6.1 HlCEERSNZ X 1) TR/ ERBT LD TH D,

Table 20 TOE t¥al)T1#aet X1 T4 REE H DXt IS B &R

tFa1UT #EE

=
ot A,

arR

f

PSTNZ 7 D ZA-%v 7 =5 B0 75
AbL—=—YDLEEZFHEE

7Dt A HlH
t¥a1l) 74 BHE
RE13 EF
=

28 Al

=
=]
T

=
=1

SFRs

FAU_GEN.1

FAU_GEN.2

FAU_STG_EXT.1

FAU_SAR.1

FAU_SAR.2

FAU_STG.1

;
NN NN AR =R

FAU_STG.4

FCS_CKM.1(a)

FCS_CKM.1(b)

FCS_CKM.4

FCS_CKM_EXT.4

FCS_COP.1(a)

FCS_COP.1(b1)

FCS_COP.1(b2)

FCS_COP.1(c1)

FCS_COP.1(c2)

FCS_COP.1(d)

AN ENENENANENENENENAN

FCS_COP.1(f)
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tFaUT1#EE

SFRs

¥ B

EEDEPE

PSTNZ 7 D Z2-%v b7 =5 EO 75
AbL=—YDLEEZFHEE

7Dt Al
t¥a1l) 74 BHE
e
=
g

FCS_COP.1(q)

FCS_HTTPS_EXT.1

FCS_KYC_EXT.1

FCS_RBG_EXT.1

FCS_TLS_EXT.1

FDP_ACC.1

FDP_ACF.1

FDP_DSK_EXT.1

FDP_FXS_EXT.1

FDP_RIP.1(a)

FIA_AFL.1

FIA_ATD.1

FIA_PMG_EXT.1

FIA_UAU.1

FIA_UAU.7

FIA_UID.1

FIA_USB.1

NENENENENENAN

FMT_MOF.1

FMT_MSA.1

FMT_MSA.3

FMT_MTD.1

FMT_SMF.1

FMT_SMR.1

DN N N N N BN

FPT_KYP_EXT.1

FPT_SKP_EXT.1

AN

FPT_STM.1
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E¥aUT1HEE
-
SN
=)
o
D
|
o
- L
2 #U
Ko i T
~ & ~ iiN = o S
Ih ¥ Ih )] gp |l N
i D < D 'Il;bl .Eﬂ. [’E! Y |
ma H N H b R = 2
B | & | o | & | o | L I
SFRs ® o N oo | k| ME | & ~<
FPT_TST_EXT.1 v
FPT_TUD_EXT.1 v
FTA_SSL.3 v
FTP_ITC.1 v
FTP_TRP.1(a) v
FTP_TRP.1(b) v

1.1.1. @RIEEGE

BRI AR EF R SN2 E DRI AEBTIFC MFD OREREZERT HERZHFZEHIC, #1E
BRIV, FBEDSA7V D Web UI(*), TUVR— RS54 \ho1—-F—ID £1—-%—)\ATV—-FEA SIS
BTCEHAIFEEL T HHERETH D,

MFD [CESFSNTLSF AEFEHREEA LT, #AIFREE1T,

(*):FAZEDFMATV+ PC D Web I35 &MU MFD O —/\#gE, e L. TMUA—ky M —E
ALEVOB M TIRESN S KE LBV TIARIELIRE, Web UI £FES,

(1) FIA_AFL.1 Authentication failure handling (F2EE&BREDEDIRLY)
TOE FFRIAZEN TOE APDEART BHIIC, FIFAEDFRREZ1TO0. FREEE1TRFDERAE & BOat TE 1
BEERHLTLS,
FAEOARRRILICH(TRRAM LR ERE L. 7L AMER B THRESN TS E S (1~10 [E)
DEFREIIGET DL, BEFIAFEOHAIFREIICEALTIE. TOE OERUIM/BIRAFTRZHF Il
{133,

(BiEY % TSFI]
BAENRIVDERIERE
Web UI O 5AIFEE
TUVR—FIAN
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(2) FIA_ATD.1 User attribute definition FIfEEBHES
FIA_USB.1 User-subject binding FIRZE-HJIIHMES
TOE BFIAFICK LT, 1—5—ID £ZENZRMHELTERL., ENLEHAIFRIELZFIAEICKL
TEINHI3,

[FIA_ATD.1 [CB8:&9 3 TSFI]
BENRIOE IR

Web UI (& E4gE
[FIA_USB.1 [CB8:&9 3 TSFI]
BAENSRIVOER RS

Web UI D& RI:23

(3) FIA_PMG_EXT.1 Password Management /SA7—RE&EE
TOE [(CHWVT., M EEED/\AD— FEER ., FLEXRAZBIAOF AEZHZ-EEHDIRAT—F
. LTOXFOEABENDETHERTSENTES,
NAT— RICIEE ATRE 3CF:
PIVITPRYPDRXFENXF BF . RURDFFHRXF
(“17, 4@, “#7, “$7, “%7, AT, UKD, R, 1), T (space)”, N N N N

A\Y \\ W /7 \\Jrr \\_, . \\_ nu \\<II A\Y ” \\>II \\?ll nruw \\¥ll A\ /Y oW oW A\Y \\lll A\ ” II)
! — I'III = root ’ I — 7

e, VATLEBREIRD)IIAD-FRE0~63 K%@iulﬂ'(&m?’él_tb\‘c%éo
TOE (FCDEZRFEICLD 15 XFL EICRETEZENTES,

(B8:&E9 3 TSFI]
BIENRINDEBHEEE
Web UI OEBE#HE

(4) FIA_UAU.1 Timing of authentication FBEEDRA13IVY.
FIA_UID.1 Timing of identification #BIDA1IY

TOE (FFIAEDHEARIEARXELT. KRB AR EHR— M3,
BRI EEREND M UATI— AL ARES RV RIAZEDFM4 7V bD Web T30, F)oA—Fk
110D 3 &8N HD.
BIENRIV, FIARFEDZM47V MO Web T30 Tld. MFD #aeDIRIEEEF AT T 5HIIC, ID &/VAD
— REAHNSET, ABESNE ID E)SAT—RHF, TOE [CB SN TVS R AAEERE— BT I EE
REET 3,
Fe DFMTU R PC DTV bTF=AICE 5ENDS ID &) AT— FICED T4 XK= b)Y M DR
Ei’Efth*'ﬁbné
FRRE(FIA_UAU.1)&3 R (FIA_UID.1)[FEIRFICEITSN. 3R - REEDM AN LI DA ¢
ENEFRIEND,
ARERHI LD FAX DZEICDNVTIE, TOE (&, ARSI ET(C. FAX T—4%%2{E7 3,

(BH#E9 % TSFI]
BRIV ERE
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Web UI O#RIEEE
AUVEEE SR IA
NREBEFEEILR

(5) FIA_UAU.7 Protected authentication feedback {RESNFRIEI1—F/\wD
TOE (31— —ZB5ERF(C. NAT— RERTHIC. NAT—FELTA ATNEXFHER DR LX

F"@ (bullet) "Z. ##1E/ IR Web J50HICRRT B EERIRIET D,

(R8:&E9 % TSFI]
**1’F}§*}l/0)n§kﬂuub AR
Web UI D AIER5

(6) FTA_SSL.3 TSF-initiated termination TSF #CE)CL3#&T
TOE (& Web 75o4%hn Web UL IC—EFRE(1~240 5 THRERIEE) D7V ANE MG E (SO
DAV (Rt yYay) el )7 VBRI EERT D,
FARENRIVDO—ERFRE(10~900 FTERE FIRE) DIRENE MG RS R SRIVDERTEDND

D7ENZEEEEARS,
TUIR—=RSANED YAV RFET . TV MOBERNBELEBICEYYIVERT T3,

(B8&E T3 TSFI]
BIENRIVDERERE
Web UI O RIEES

I—T—I

1.1.2. 174 EE
EXIUT/EEEREER . YATLEBRECLIRECHKD., TATO TOE FAECK LT, L2, H#H. &
DEIBAEREEATIINEVIBR (BIZIE, I-—1E/F. EEPEBREERLE) &, BIF LT HD
HREZIRIT S,

(1) FAU_GEN.1 Audit data generation (B5&ET—H34%R)
FAU_GEN.2 User identity association (FI|f&#71&EHROBEER(T)
TOE (&, Y370 T PR AE DA FRIED K. A FRI SN R AEICLIEEEEOF AL
E.Table 21 [CRTEEMROERIOVNT, BEENJERHRT D, FLREETHICE. FTRHE
OB, EROER . BRE5IFRLLFAE (ATRETHNE) . BLUEROBERNEHESIN
%o
TOE RERINEHEERNREREHEEOJELTRRHF T IR, TOREEL LTI AE OB AR

(CRAEfHFTTRREFRL TS,

(B8:E T3 TSFI]
BAENRIVDE R FBEE
Web UI o)ugk%”ub A
TUB—FSAN
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BENRIINDEIRHLEE
Web UI OEE#EE
BRIV

BAENSRILOIE—HEE, TV MERE. AT vURERE. A vUINVDAREEHEE. T7D AR . XEER

D Likae

BENRIID YT IKEE - BREDR RHEEE
Web UI O J374KEE - BED R RHEEE

Web UI OiRyDAN6DXET—SERDH UHEEE
Web UI O77—LI177v77— MEEE

ANREIEEIR
Table 21 EEOJDEEMA
HBEER RRINIEEERE EESRFM
BB REDICEIER T System Status/ Started
normally (cold boot),
System Status/ Started
normally (warm boot),
Shutdown requested
VEPIOL Job Status/ Completed, Print
Job Status/ Canceled by Copy
User Scan
Fax

Mailbox [Storage and
Retrieval Job #%& 7]

FIRAE SRR
FI| AR & 58 A1 S B
(124532, Web UIH5)

Login/ Failed
(Invalid UserID),
Login/ Failed
(Invalid Password)

FIREREAK
| PR A R BR
(FVVBES11\05)

Job Status/ Print /Aborted

EEAEOF A

Device Settings/ View
Security Setting

Device Settings/ Change
Security Setting

Device Settings/ Switch
Authentication Mode

Device Settings/ Edit User

[ZESNLEHELTID,
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“Password”, “Name”h's2 ks
nd]

Device Settings/ Add User
Device Settings/ Delete
User

Device Config/ Software
Audit Policy/ Audit Log/

Enable,
Audit Policy/ Audit Log/
Disable
‘EIO—ETHIFAEY | Device Settings/ Edit User
W—TDRE
[ZEESNEEMHELT Role"
FLEREN3B]
BZINZEE Device Settings/ Adjust
Time
AL DRER Communication/ Trusted Failed
(TLS) Communication [7ORIL. BIESE. RBDE

Mt R7F]

(2) FAU_SAR.1 Audit review (BE&ELE1—)
VAT LEEE(L, Web UL TAJM V., Web Ul hboDIE1EICED, TOE AERICRESNETAT
DEEOTEHRM;HTENTED,
EBEOJEATRUNOTFAIPAILELTAIYO-FEND, BEEOJEADYO-FT35E(E. TLS
BENMNDICTHEEINTVILENDHDS,

(Bi&EY % TSFI]
Web UI OEE1REE

(3) FAU_SAR.2 Restricted audit review ([BEEZELE1-)
TOE NEBICRFSNLEETOTDFH H UBEER. FREISNLEVATLEBEDH(CBRESND,
F . BEEOTAOTILAL. Web UL OHEFARIRET. IIENRILDDTPIEAT B IEIFH KLY,

(B8:&9 % TSFI]
Web UI OEE##E

(4) FAU_STG.1 Protected audit trail storage ({RFEESNESEEFIHEHA)
TOE ARICRTFSNZEZOIANDTHE AR, Fid tH UHEEDH THD. HIBRH LB IEREEIIFE
LU, SNICED. BEEODT DR ELHIBRERENHIRESN TS,

(B8:&3 % TSFI]
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Web UI OEHE#EE

(5) FAU_STG.4 Prevention of audit data loss (B&T—43E%DFHLL)
TOE REBICRFSNLEEDVE. &K 15,000 HE2REFTIENHED BEEOTHEFCH-
EHE . RUEGERINEEET A LEELT, FHLLWEEDIIMELTE LG ERENS.

(B8:&#9 % TSFI]

BENRRILDHERERE

Web UI O 5I525

TIVA— R4

BENRRIOEERE

Web UI DEE#HE

BIRRIY

BAENRILOIE—HEEE, 7)Y MERE. A v RS AR vUiRyD ARTEERE. TPV MRS XER
D Ui aE
BENRILDIITIRE - BEDR TR

Web UI Y37 iKEE - BEOR RI%HE

Web UI Oy 260X ET—ERDH Uik
Web Ul O77—LD177v7T— Mé#E
AREFEER

(6) FAU_STG_EXT.1 Extended: External Audit Trail Storage #\ZRESZ SEIME IR
EEENOJIE. Syslog 7JOPILERNWTEEY—)INEEENS, ZIEDDEENTDRER. 7.1.7
(3) FTP_ITC.1 [CEEihENn 3, X ESNBEEDV (L. TOE NERICRFSINDEEOI THIEH.
EENTDHHHELOENEIZ(3) FAU_SAR.2. BEEOJT DA IELHIBREREDHDIREDEN1E(E
(4) FAU_STG.1, BEEOVWERICH-1E5 8 OENEE(5) FAU_STG.4 [CEtihdnd, BE&ENY
(&, BEEY—)/INEESNLEL . TOE WEBICIZS.

EENKMUEIGE . BT 2FCEEIERITING ZENKRBUZREENEEATN
13,500 #ISETBE. BIENSRIUCIS—%FKRRL. MFD [3Z1LT 3, CODI5E . MFD & Syslog
H— &L B(CHEHETEZIREICL, MFD 2Ei#2E1T 3 ETIS—(3MEET 3,

(BH:#E9 % TSFI]
FAU_GEN.1, FAU_GEN.2 QOFS:&E TSFI [C#3'3

(7) FPT_STM.1 Reliable time stamps =S8R LAV T
EENCEERREREEBOTELTCERETBHF(C, TOE Mo TS IOV HREIC LS A1 LA
RYTERITT DHEEEIRIT B,

FETORELEEE FMT_MTD. 1 ICEDVATLEBEDA N RETHD,

(BH:#E9 % TSFI]
FAU_GEN.1, FAU_GEN.2 OFS:& TSFI [C#7°%
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1.1.3. 7HEAHI{H

A FRREN' RN LICFI RE OB W T L DR e AR ReCa %, TSF (L7 DT AT B/ AT1— ATk,

FI AT REICTI B HREN R D,

a) AKEEERIVTHIEISN D HERE
OE—#EE. TrDABEE(GEIR). AT vUiaE. XEQRFEIDLH LikEE. TU MERE(TUVR
— FIANTOREEE DR E N THOENRIFHIRIE) IRV TREET 5. RELBLMS SIS
RISNBL, ) EREOR TR, Ya K& - BEORTHAEE. 518 TOE RET-HOSHR/&K
EHAE(VATLEEEDH)

b) Web UI THIEHENS1E8E
HHAREBORTR, Y3 K- BEOR THEE. RyI)ANLOXET—REH UEE. TOE 88 %E
TADSR/REMEE(VATLEEEDSH) . 77— LII77y7TT— MERE (VAT LEEED
)

c) FABIFMTUIDTIIE—RANEERTHHEE
FABEBNRRAEZED ATV DT IVA— RANTRIEEEERE LR TT )Y MERET BE.
MFD (3331 2N R LB B (COH RIET —REEY by T T—RICE#(TIVR-X)L T
—H—ID CEQRERIRY NIICETET B,

(1) FDP_ACC.1 Subset access control %7ty 70t 2%

FDP_ACF.1 Security attribute based access control TF¥iUF/EHICLD 701 A
TOE (&, Table 12, Table 13 [CfL\, BIEERBEEEDVITEXET-ADT7HEAHEHES R
I, LT XERD()ND note ME2ik(& Table 12, Table 13 @ note #5 B LTILV3,
ERRERBETIRONSG VaJEXET A3 BT EES LR AEZT—F LRI T 7
—F—FRBVATLEBELINTOEATREER D, 2120, EfTH Yadd. —RAAENEETS
CENNTED, T, TPDAREREDFMT U L PCHoZIERFDT—RT. YVATLEBELETHT?H
TARREETS D,

TV MEREICHWNTIE. D317+ PC ot AN TV MTF—ARNICRIREZFE T $72HD1—
H—ID B'&FENd. TIV MEREICH 3R YaTmBEER. TUV M —AIC&FNE I —ID [CLoT
HESNS, (note 1)

AFrUHEEE JE—#EE. J7D AR EHEEICHTD YT R, BIENRIUIOT 1Y LIz 1——1D #¥,
FDA—+—ELTEINDIHNS, (note 2)

IPDARERD YT E. TP AR EEES VLM ABENFETERVZH., VATLEBENT—F
—&LTEINDFHN %, (note 3)

IPIAZEVTRESNS I7IAZET A RETIRYIACEINE TON TSI —ID H'7
—F—=&ULTEMDIIbNS, (note 3)

TP AZIEN V3T ET—4% TOE SihoEondih, TOE DFIRAETHILWIThO1-H—%. 77
DAZIEDVITBELUVT—HEER T BEETELLY, (note 4)

XEDRFERMNHE UEEER . AXv U XE . I7DAZEXEDRNYIARFEZDENE UEEZ ]
BEET B, AFvUBEEICH VT, B BRICOTA VIRIENBETHS RVDACAF YO X EEERE
TR MEEERINTORYIAN, —RFIRAEFZE SA BB FDBRBETIRVIALITHE
RATEEETS %, FIAB AT YO XEERFTHINVIAEGERL. AFvUREERITI M. FIRLE
NVDADFRABDN AT VYO XEDFAEEICES, (note 1)
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NYDAICRFENLET-IOEDE U, TV METR. HIER. 7V MERTROERE®AHKDZER
(. FTAEF IR EEELINEITTES, SA FIVATLEBELN, B ADKRYDZARADT—4
(FRETERLLY, (note 5)

TIVE, T7DAZIE XEORTFERMNH L. WINOBEEICHNTE, XET-AERE T I
RESINLO,

A¥vy TPHAEE . TPIAREDNRE V3T R E T I AR IRESNE,

(B8 ¥ % TSFI]

TVB=FAN

BAENSRIOTIE-HEE. TV MERE. AT vURERE. AFvUiINVDAREEHEEE. D7D A AR . XE
N Likae

BAENRIVOYITIRE - BEDR T AE

Web UI Y37 IKEE - BED R TikAE

Web UI OiNyI AN oD X ET—FERNH LikEE

DR EBIEER

1.1.4. £X1)71EHE

(1) FMT_MOF.1 Management of security functions behavior t¥iJT/#EED53FL\D
=g
FMT_MTD.1 Management of TSF data TSF F—ANE®E
FMT_SMF.1 Specification of Management Functions EIE#EEDIETE
FMT_MSA.1 Management of security attributes t¥1)T BIEDERE
FMT_MSA.3 Static attribute initialization &#rIEHREALE
FMT_SMR.1 Security roles t¥1)F7/D&EE|
TOE [FAIEREESNTE VAT LEEEDHC, TEE Table 22 [T5RY TOE ¥ 1UT/#4EE(CER R
FTHEF I TAEBBEEDSREERELE R FLURHEEDFRBEREZEE TSI —10871—
AZiRHT 3,
F, AR EN L —RFIAETESODNRAT— FEREDHAIHETHD,
CNODHEREICED., BRENZ X1V T EEMEEFIRIETS,
TOE (&, Table 12 Table 13 [ZfEL), BRIEEXRBEETIRNOND V3 TEXET-ADMBEHAIE
DT I MEEL T, BEREZEB LIZRIREHAERERTE TS, sFMlE. [7.1.3. 7oEAH|
{81 (1) FDP_ACC.1 Subset access control 7ty 7Ot 2%l FDP_ACF.1 Security
attribute based access control t¥a)T/BHEICLZT7HEAFIEIZSEBOIE,
TOE (Z. W EESE . SA. VATLEESE . —RAAZBORINZEALCF AFCEEMT. Tz
HHFI3,
TOE . FIAE®RBICALEF 1T BHEDT 74V MEELT, —EFIRAEZHRET D,

[FMT_MOF.1, FMT_MSA.1, FMT_SMR.1 (CBH:&Y % TSFI]
BAENRIDEEKEE

Web UI OEEEE

[FMT_MTD.1, FMT_SMF.1 (CB§&EY % TSFI]
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EENRINOEEMAEE

Web UI O EEEERE

Web Ul ®77—Lo177v77— MksE

[FMT_MSA.3 CE8&E T % TSFI)

POV SR UA

BENRIOEE#EE

Web UI OEE#AE

BENRIINOIE-HEEE. AFvIBERE. AFvURYD ARIFHERE. T7D A EE
AREBEFEEIR

Table 22 tX1UT/(EE#AELIRER fEL UL

1)1 EEIER B4R | Web UI
APL—YDLEEHEMROKTEESRL. AR/ EY. LEEEH v v
DREEIT
APL—VURESIEHEEDREESRL. A3/ ENDREEITS v -
RENRIDLDOBEER D) AT— MERDREES R, B2/ ED v -
NEREEITD
FIRERERRICEIS TV AERREESRL. B3/, EEE v v
HOREEITI
WEEE ID &)\AD-FOREET) HMEEEDH TR v v
FAED ID NFZEESHU ID &AATV— FOREEITI, T, FIA v v
BICRINATREESEL. SA FLR—KRFRABEORENEHRES
ED
1-Y-1AV- FOR/NXFHHRESRUREET v v
BIET -SSR EES R L. AR/ BEIHLUFRFRO v v
REEITI
TLS ¥—)GEBAZ DR EES R L. /Ep/EHF DR EEIT, - v
AR REDER EES IR L. AREREL/ B DR EE1TO v v
TIAR— TV MEREDREES R, BR/HRIDREZIT v -
B, BRIESRUREEITI v -
BETAMEREDREES L. AN/ BIMDREEITD v v
J7—LOIP7YI T MERRDER E TSR, AR/ EMDHEEITI v v
Z—MDUTHERE BR1E SR IVE LU Web UD DS RERTE v v
LR—MEADREESEL, VATLEEERE/FAENREET v -
D
DANR—IVIZTREFIRIEREDS RER T ZITO(HAED A 20/ v v
/RSFIRAT—F)

X IVT EEREROSREREEITI (HEDAN/ BEHBLU v -

Syslog E{EDEETE)
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(2) FPT_SKP_EXT.1 Protection of TSF Data TSF 7—AM{R#E
TOE (3. #r5 S8 (KEK: Key Encryption Key)%#3¥F3X T NVRAM2 ([CRTFT BH. TATOF
AEICHLT, COBESRERHIZTIEHDA VITI—AZRHELTLVEL, £, NVRAM2 Hi3AEED
(FEINTLBERIE. AL —I% B RIELEZER TG,
ARL—UrEE##(DEK: Data Encryption Key)(d. £52®M KEK T AES-CBC AR THES1EL
T.NVRAM1 BRU HDD [Z{&7F 9%, HDD ([CR7ET % DEK ORI /N\YHI7vTITHB,
TOE O#2E1#F. NVRAML [CRFSNEREELSNEA N — UGS 8E. NVRAM2 [CHDRIES
BTEBILIN. BB EFEXDIKET DRAM [CRFEND,
L. IRTOFAFCK LT, TOE (&, DRAM [CRFSNLEEXDA N —JBEEREGHETA
RII-ATRBEL TG, Fo. DRAM [CIRFSNTVSEXDAMN — UGB RIE, BRZEET
CEICENBEESNS,
TLS BIEFICFEATIMERFNZOIAEG. 7.1.6 (15)DHEBICEINEES{ESNZIKEET
NVRAM1 [CRFEN. IATOMAB(CH U THERESH HTA3T71— AR BLTIVED,
BEICHAIND TLS £y aVi#E R U TLS EC Diffie-Hellman #ZF1E(Z X T DRAM (LR 1F
SNB3H, TRATOFIAB(CK LT, TOE (Z. DRAM [LIRFESNEEXD LY YaVBERAZTI IR
JI—AZRELTLEL, £, DRAM [CRFSNTVNSIFEXD YAV iE, BREHRETELLD
WEIND,

(BE:&E9 3% TSFI]
TR U

1.1.5. SIERELER

(1) FPT_TST_EXT.1 TSF testing TSF 7Ahk
TSF (& Controller ROM & Fax ROM D220 77— LI PICENERSNTHN. cNb220DT7—
LOI7DEEMERIITEECED., TSF OIEEEEEEIRIET %,
TOE (3. #2&R%F(C Controller ROM (& 4byte OF 19D L, Fax ROM [ 2byte OF 190 L%
HEUAEDMEE—HT 20 EHERL. EEFERENRIUIIS- 2R RUEEIZELTS, FE.
DRBG [CBELT [1]11.3 [CRBEFDAIATAIEEITL, TAMI KB UG & IRESRIUZTIS—
R RULIEEEIZZ1ET %, 5P DRBG Dft#kld 7.1.6 TRY,

(B89 % TSFI]
BIRRAY

(2) FPT_TUD_EXT.1 Trusted Update &{E@7v77—+t

FMT_MTD.1 Management of TSF data TSF F—ANE®E

FMT_SMF.1 Specification of Management Functions EEH#EEDIFTE
/ZTL\'”‘EE%‘(J BRI DDBECID ABENSRI ETREBDOI7— LI 7N —Ja Ve
RIBIIENTED, T WRER T VA MEENIFH NI BLICLOTHIFE D TOE 24T 577~
LOI7DN—230etERI BN TES,
Fre  BAFREESNE VAT LEEZDH N YATLEEEDFM17> ) Web UI i, Controller
ROM, Fax ROM &)\ —3J Ui\ )74 )% TOE (LEETBEICED, T7— L0177V T T
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—hFBIENTES,

TOE (3, YATLEEEDFM(T7Y b Web UI 0oz ESNEI7—LOI7EEC)I M F TP e%
BT I AFITPAVICHRASNEBEFERERGEL. RELCKKRLIS S, PyIT— ek
L. BAENRRIVCIS—BEAUTELT B, M FITPMNIU ESNTVWBEFELRR. N FUI71)L
% SHA-256 TN\voall\vafEZ#E K 2048bit D% B CHES 1L L7z RSASSA-PKCS1-
v1.5 AHX®D RSA TYRINERBTHS . SO TREEDFIRIE, 1) MM FUI7MIUSHASNZEFE
BET7—LII7ERIRIA RSA AFRICTES. 2)\MFUI71)L& SHA-256 T/\vY1, 3)
ESHRE)\WYUMEELRL., —BHINTREEAY . F—HTHNIERIEXBKED D,

(FPT_TUD_EXT.1 [CE8:&Y % TSFI]
BAENSKINDT7— LI 7 N—YaVFERR

Web UI O77—LOI77v7T— MéRE
(FMT_MTD.1, FMT_SMF.1 (CR§#ET % TSFI]
BRI EEEE

Web UI OEE##E

Web UI OT77—LOI77y7T— MiRE

1.1.6. T—HEES1E

(1) FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys) RES#4
B GEXFREEF)
TOE (3 TLS rE BB {ENHEFE L (EC Diffie-Hellman) TRV IERTREEELT, [2]ICEEEHDIE
MRS E AN, FEAMBKREBOER A A, [3]5.6.1.2.2 BRU [2]Appendix B.4.2 [
5, TLS EC Diffie-Hellman #Z{E(Z. Linux ®/dev/random hboEiEEZY—FETE(14)(C
FCEMD AES-256 CTR DRBG TH R UZELE THD ., FEABEERELT [2]Appendix.D [CERE,
0 P-256, P-384, P-521 #HR—kL, TLS 2TV I—YaV@ETHHETE—DOhiRES,

TOE (3 TLS H4—\FERAE(CRIAT2IEIMHEEL T, [2]ICEREBOFEMBRIIRE. L LA, [4]IC
2EHM RSA #EA S, CNHDIER T Web UL hboD1—H—18 R TERENDS, FEABHIR
BOEMAET [3]5.6.1.2.2 RU [2]Appendix B.4.2 (C1E5, RSA #(3 [4]6.3.1.3 #iD
ERAECHLD, ZORTEODNIHRHIE [2]0 B.3.3 ([CENEMmSINS, FEABRELT
[2]Appendix.D [CEE&M P-256. P-384, P-521 %, RSA ## K& LT 2048bit, 3072bit =4
iR— kL. Web UL hodl—H—H0VINDN—2FEELTERKIETRT D, T, REURBOEL AR
(214(14)I52 80 AES-256 CTR DRBG %M 1\3,

EEEOSERICHT, TOE HA DR PR BEOREEB L,

(B8:&9 % TSFI]
Web UI O 5HI52E
TIVA—=RF4N
Web UI O EEHERE
BAENRRILD AT U EE
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Web UI O J374KEE - EED R RHLEE

Web UI OiRyDAN6NDXET—SEDH UHEEE

Web Ul ®77—Lo177v77— MksE

% &h(C, FAU_GEN.1, FAU_GEN.2 ORE TSFI £ &8,
(BEEOTNEREINDE. TLS BIETEEY—)INEETIENH,)

(2) FCS_CKM.1(b) Cryptographic Key Generation (symmetric keys) B5S 4K
(RIFREER)

TOE FAM -V BRRUSEBEEENTYYaVRELT. FEOEY MIDELEERA VS, BiX
BIICIZ, AL— YRS S8 (DEK: Data Encryption Key)® 256 v+, DEK &5t T 376D
ErES82(KEK: Key Encryption Key)® 256 Evhk, TLS tyYavBOIAR—ELTRIVI—
VIV TREUVERESARICEUT 128-256 EVMEENENERKT %, BELEIE(14)(CEEED AES-
256 CTR DRBG T4 RT3, 35, 0 DRBG HEUHENZ DI, (12)ICR#LERTF (V%
ERTBRF R RU.TLS BiEtyvaVvEiaRRTHS,

(B8 T3 TSFI]

Web UI 0 RI1E25

TIVB—FES4 N

Web UI O EEHERE

BIRRAY

BENRRIDAT U EE

Web UI O Ja7ikEE - BEED R RHEEE

Web UI OiRyD A b0 ET—SEDH LHkEE

Web UI O77— L1777y T— MéEE

% &hlZ, FAU_GEN.1, FAU_GEN.2 OREE TSFI £ & T,
(BEEOTNERMSINDE, TLS @BIETEEY—)INEETILEN,)

(3) FCS_CKM.4 Cryptographic key destruction IS H#HZE
FCS_CKM_EXT.4 Cryptographic Key Material Destruction kS ## ¥ 0MKE
TOE BEXRFESNIERUVEMBERBICL LA THETS(*), TOE [CFEFXREFESNDHE
RUBMBEEDIEFESEZ Table 23 [TRT, T, Mo R UBEM BB S LEOEITEIC
RAM EDT—=DABRINENIE-SNTRIASNSN, RAM LOT—4(3 TOE OEREELICTE
ERDAEIRREN S,

() ArL—YEESH(E NVRAM1 R U HDD [CfRFSN A, (10)(CEEEHDBNEES LS dizHh.
AKEHBORENET D, Fol (1)ICEEEHD TLS —)GERAZE(CRI AT 3IEI TR, (15)DANZ
ALICED NVRAML EICEESIELTREFSNSTZH . REHOMRINET B, T7—LII7ER AL
(CAWS AR, MERE., T5M - MES#E. BSD)T1hLEF1) T4 5 0NN EL Y
LBLVZHAZHDOH RN THS.

(BH:#E9 % TSFI]
BAENRIDEEKEE
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BIRNIY
Table 23 FXRFINIBRUVEMBOEESE

BEFE A REFE 1 E g el E iz

BEESS 5 NVRAM2 | #1ERIDEEZEAZ1—-h o TIHHFEROKE

(KEK:Key (CRTIETRELEZRE. T—5%(14)[C5EH D DRBG T

Encryption Key) ERUEELBT1E EEETS,
ITHHEEBOREICRT ERT/ AV LDOETOT
—RERETIEEEKRL, TARERIESE
HEN—T103VeRUE BB TESIILEND
LVzsh, DEK B U KEK (FAREICES,

TLS ©yoav i RAM TOE OERE THET S,

TLS EC Diffie- | ({E%)

Hellman 4% 1E TOE FERMOEFRTAEZG TLS EyYa &L
57H.TLS Eyvav#E R U TLS EC Diffie
Hellman #EERREICTES,

(4) FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
EEIRE(RIMEESIEB’S)
TOE (& TLS Ox#rirg5/E 5L T [5]ICEEHD CBC £—FR U [6]ICEEED GCM £—FD
AES(128bit. 256bit)&zHR— 3%, AES [ [7]HEMTHD,

(B8:&E9 % TSFI]

Web UI D 5I585

TIVB—=FEZ4 N

Web UI DEE#HE

BAENRRIDAF v U EE

Web UI Y37 iKEE - BEDFR RHEEE

Web UI iRy 260X ET—ERDH LikHE

Web Ul O77—LD177y7T— Mé#E

X EhlC, FAU_GEN.1, FAU_GEN.2 OR:E TSFI £ &8,
(BEEOTHERINDE, TLS BIETEEY—)INEIETREN, )

(5) FCS_COP.1(b1) Cryptographic Operation (for signature
generation/verification) IEER1E(ER LR REL)
TOE 3 77— L0177y 77— FMOEIEMREEECH VT, [2]ICEEHD RSA TIRIIEREFR— T
%, B R(F 2048bit Thd, ERI+—Iv ML [2]5.5(fF)ICEEEH D RSASSA-PKCS1-v1.5 (C
€3,

(BH:&E9 3 TSFI]
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Web UL 77— LD177v77— MkEE

(6) FCS_COP.1(b2) Cryptographic Operation (for signature
generation/verification) RESEE(BRERK.HEL)

TOE (& TLS OEFFEGE. KU EFERER/REECH VT, [2]ICEE D RSA TIINERZ R
UHEFAERT VB R ICRIE LB R E R R HREEZ1T). 6. RSA B & (& 2048bit Fz(
3072bit. NIST t5MBh##(Z P256. P384, P521 #HiR— 9%, RSA T IR ERDER T+—
Iy MME [2]5.5(f)ICEEED RSASSA-PKCS1-v1.5 [EHED, £, FEHBIRT VAIIELDESA
A R/IREER [2]6.4 (665, Chbld TLS BIERICIBERFEOXTVI-Yay, BFERLE
REFICE1-Y—DIEECLD. ENENFEATIE R ARNRES,

(B:EY % TSFI]
Web UI OEEHEE

BENRIDAT v HEEE
% Eh(C, FAU_GEN.1, FAU_GEN.2 ORSE TSFI £ &8,

(BEEOTHERSNDE. TLS BIETEEY -/ \NEETHH, )

(7) FCS_COP.1(c1) Cryptographic operation (Hash Algorithm) BE&E#&E(\voa7?
WIVZL)
TOE (&. 77— LVI77y7T— FOEEMREERFDTI7— LOIP Py TT— MA=IF =30\ 15t
HI(Z SHA256 ZFIAT 5. 0 SHA256 )\WI1{EEELED RSA EBHERELLETIETE
BRI EERITTS, 85 \Wwoa7ITUIXLIE [8]ICEMT S,

[R85&E9 3 TSFI)
Web Ul O77—LDI177v)T— MkRE

(8) FCS_COP.1(c2) Cryptographic operation (Hash Algorithm) SiE\wYa7
IVIYZXL)

TOE [F(11)ICE#EHD TLS [CHFE T EAE— VR A XD/ \WY1EHEIC
SHA1/SHA256/SHA384 &HR— 9%, BIEICERTE/\vV17II)ZALEEHEFEEDXT T
—VIVICEOTRET D, F/. TOE FBEFERER/RIID/\v Y15 EIC
SHA256/SHA384/SHA512 #HR— L. BLEKFFDO1I—F—DIEEICEINERATE/\Y217
IWTVZLHRET B,
TLS [CBFBRFEAVE—IREEARDN\YV1GH EEBEFER ER/AREED)\Y D15t BIIIRILL
THNERICHAEDEIIENTES, BH. \Wwoa7)TUXLIE [8]ICERT B,

(BE:&E9 % TSFI]
Web UI Dz AIERE
TIUR— R4
Web UI DE B EE
BENRIDORAF v UHEE
Web UI ®Ya7ikRE - BEDR R~HEEE
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Web UI ORyDAMbDXET—AENH UikEE

Web Ul ®77—Lo177v77— MksE

X EhlZ, FAU_GEN.1, FAU_GEN.2 OBE:E TSFI £ &8,

(BEEOUNEREINDE. TLS BIETEEY -/ \NEIETIENH, )

(9) FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption) K&
S1&E (AES T-AmEE{L1ES)

TOE BARL—VBEEDEEARELT, [9]ICEBEINSE AES. RU. JOVIKEEE—RELT
[10]ICEE &SNz CBC #HR— 193, BRI 256 EYMTHD. IV IEAN—-IJDEHAFEBE
DEK #xICEH T3,

(B8 3% TSFI]

TIVE— RN

BENRILOIE—HEEE. 7)Y MERE. AR v RS AT vUiRvD ARTEMRE. J7D MRS XER
D Lk aE

BENRIID YT IKEE - EE DR RS

Web UI ORyDAN6NDXET—SEDH LHEEE

NREBEFEEIRR

(10) FCS_COP.1(f) Cryptographic operation (Key Encryption) BESiEE (SBIES
1)
TOE ($(12)ICECEDED. AL —URESb#EED DEK(256bit)% [9]ICiEE SN AES AR
THE1tT 3, B R(E 256bit THD. JOVIEESE—RIE [10]ICiE&H SN CBC &#HiR—F9 3,
#E( 256 EYRTHB, IV [£(14)(C5E# 0D AES-256 CTR DRBG HMaEBEE M THD.
(12)ICEEEDED ., APL—IUBESL#EEED DEK(256bit)&iF St T2DIE. AL —IBEES#EFI
A VN3V TOE O EIREENFF CTHD o

(RH:&E9 % TSFI]
BIRNIY

(11) FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication) RESEEBRMT)\YD1AvE—JFREE)
TOE (3 TLS [CHFR BT EAVE— IR ARXELTUT EYR— T3,
## & (bit): 160, 256, 384
\wYa1:SHA-1, SHA-256, SHA-384
Ivt—IH4 1A MR(bit): 160, 256, 384
N7V TVZALIE [11], B ENY DAV - IR 7TV L(HMAC)IE [12]IC#ERT B,

(BiEY % TSFI]
Web UI O 5AIFEE
TUVR—FAN
Web UI OEEEE
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BAESRINDAF v B HE

Web UI O Y37IKEE - BED R RHEEE

Web UI ORI ANbDXET—SENH LikaE

Web UI OT77—LOI77v7T— MERE

XEhlC, FAU_GEN.1, FAU_GEN.2 OR8E TSFIL &,
(BEERATDERSNGE. TLS BIETEEY—)INEEF TN, )

(12) FCS_KYC_EXT.1 Key Chaining $#F1/Y
TOE (A ~L— Y5 H2(DEK) R U DEK ZRE S 1L T3 DS 5 B (KEK) ZRF 11T 3,
B&RMICIE TOE (AN —UBEERTFIM VNG WEEIRF(BAMNICIE. TIHE EVRIEERF., £
F. RENRINOEEBEA_1-NMo TIEHAROREICRTIRIEEZ LR ORENRF)IC(14)(C5EE
® DRBG T DEK & KEK &4 L. DEK (& KEK [C&D(10)ICHE-TREE1EL NVRAM1 R U
HDD IC. KEK [ 3K BET NVRAM2 (2, ENENREFT S, 2 [ B LIEDEEIFF(E. NVRAM1
([CHEE1E UTHR#F L DEK 7 NVRAM2 hioFieds i L7z KEK T(10)ICHE-THEE T %, R
DEK. KEK &1(C 256 EY R C#H3., DRBG (C[Z(14)ICEE & LE@EN+ 2B Iy baE—-hitdacn s
HBDIAEL 256 EYNTHD., BFIM VDT 256bit MENHIFIND,

(R8:&9 3 TSFI]
BRRY

(13) FPT_KYP_EXT.1 Protection of Key and Key Material R U## K DIFE
TOE (F(12)ICEE& L@, ARL—IUREE#FI1 N1 TOE ORI ENRFIC#Z @) DRBG T
DEK & KEK Z4 L. DEK (& KEK THEE1EaN T NVRAM1 R U HDD (C, KEK [ 3IKEET
NVRAM2 [CENENRET D, EDDA L —IIC DEK, KEK iMREFESNS &L, NVRAM2
FER AR ATREA FL—ITHBEH. (12)DEF 1MV D—EH TRt IR ATREG A ML — JITFE X
TREINDZEEBLY,

(BH#9 % TSFI]
BRI

(14) FCS_RBG_EXT.1 Cryptographic Operation (Random Bit Generation) &
14 (BLBEY MR

TOE ([FELE A RIC [1]10.2.1 ([C#E#LLT= AES-256 CTR DRBG %FIHT%. Z0O DRBG (&
Derivation Function, Reseed ##t%#& L. Prediction Resistance #ge&iFizial\, Fz.
Linux A—xJL®/dev/random ho#57zEL &Y — FET %, /dev/random DIREETTHS
Linux Random Number Generator(LRNG) XU LRNG [SFEATI0O090HD030FH H U
FibE/ 1 AEEHi2EEIY bAE—RET 3, CD/M XFV T MIT7ICENERBICEREDESDESR
FETREDTHS, DRBG [E/dev/random hoitiaEn iz o — K& entropy_input U
nonce ELTHFIATBN, ELEODIV MOE—&E(F 256 By b x 1.5 B4, [1]8.6.7 DE#ENHT
NEEZD,
TOE 320 DRBG ZHWVCA M —VUKEE#., TLS by av#EEHT 3,
(12)(CEEHMED., ARL— YRS EHEEH D7=HIC DRBG hi2gisnanld, AL—IUEES#EFI4

- 80 -

Copyright®2022 by FUJIFILM Business Innovation Corp.



FUJIFILM Apeos 5570/4570/3570 t+aUr+54—Tvf

Vi3 TOE O EIEBIFF THB,

(B8:&9 % TSFI]

Web UI O 5HIERE

TUVR—=RSA4N

Web UI D& AL

BIRRAY

BENRRIVDAT v HERE

Web UI O Ja74KEE - BED R RHLEE

Web UI QiR A bD3CET—SENH LHEEE

Web Ul O77—LD177v7T— Mé#E

¥ Eh(C, FAU_GEN.1, FAU_GEN.2 ORSE TSFI £ &8,
(BEEOTHERINDE, TLS BIETEEY—)INEIETEEN, )

(15) FDP_DSK_EXT.1 Protection of Data on Disk F/A7LtNDF—5{Z#E
TOE FAM—ITF M ALDF—RTAVIEA TR SL/BESILT S, EAMICIE. AR —IF )/
AL DEEEAE R R S—T1 VavICH TR TP R UAST—AD Read/Write EHALTF -0
St/EESIeEREL, BT YavICRLTTF—270vD% Read/Write 93, lEEL AT
FCS_COP.1(d)IZfED. BEEIEREN—T4aVESTAMN —I T NNM AL IR R AT HER
NVRAM1 & U HDD T#HN. NVRAM1 KU HDD LIS IR 3 aT B a A b L— T3 A3 T3
LYo
LEDA—IBESEE, EEECIOTAMN —IBSIEH#EEENBERIRESNLEZ. TOE #1[H
EHFICENET S, BSL/ESIEICRIFATS DEK (X(12)ICEEE L@, BESRFI(4 UM BN
EHRFICERIND,
LTOEXOFAET 1. EXOWED TSF F—41F NVRAM1 U HDD OB S5t %) —
TAVIVICEEFAFNZIEHES1EEND, NVRAM1 RU HDD EDIEREEIL X RD)S—T1 3y
(&, 7ATS LA A=Y, HIE/\5A—8% KEK Z282EL(10)ICERHDENRE 5L EIN = DEK OHH
SN, FXOFAEXETARVEXDMEZD TSF 722 & FL, GH. DEK DIES1k
(F(12)ICEEE LIz@D TOE OrREEH#FIM UM B UOEEIRFICIThNS ., T, FX KEK DRFFET
$H3 NVRAM2 (FIFH SRR ATREG A ML — I T NA AT,

(F8:&9 3 TSFI]

TV8=FAN

BIRRAY

BAENSRIOTIE-HEE. TV MERE. 2T vURERE. AXvUiINVDAREEHEE. D7D AR . XEE
N UiaE

BAENRINOYITIRE - BEDR THEAE

Web UI ORI 20D X ET—FERNH LikEE

DR EBIEER
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BEEEE

(1) FCS_HTTPS_EXT.1 HTTPS selected #iRSh HTTPS

Web 5002 THREIE F57490% HTTPS TEXa17FvRIMET B LIIEFITIEREN AT EE
ThHd, CHREFX Web UL o EBEDHNITAS, HTTPS & [13]ICH-TZRETHD,
D347+ PC D Web F305 Dokt EREZ(I5E., TOE D547+ PCRT TLS BIEOFXT
VI-aVEHEILL, HTTPS ®IE%FIRT %, V547V PC hod TOE & Web UI [CH(75:8
AR LVITATOUE- MEEICH LT, HTTPS BENERING, Fo. YATLEEREN
TOE NEBICHEMMSNIZBEENTZ Web UL o I FR. HTTPS BIENEAINS,

(B8:&E9 % TSFI]

Web UI 051525

Web UI O EEHERE

Web UI O Ja74KEE - BEED R RHEEE

Web UI OiRyD A oD ET—SENH LHEEE
Web Ul O77—LD177v77— MégE

(2) FCS_TLS_EXT.1 TLS selected @i{R&nk TLS

TLS @EELT [14]0 TLS1.2 BHik— 3,

TLS BIETHERATIEEAM— MDA 7Y b3 —)ED TLS IRDYavhicxTVI—-ban3,

TOE [$ TLS ZF AT 3BIEICHVTIE, TOE [FHEEEICIE LTI 7Y M H—NICHBNES, 5l

ZIE. Web UL PHEATEY =/, ZF vy XEBA—ILEEER>YF1 7Y ML TR B,

TOE (30347 M oI ESNLEES A/ — FO oY R— 3@ BE0% 1 2:#iRT S, TOE

Y R— T 3B A —MILL T THB,
TLS_RSA_WITH_AES_128_ CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128 CBC_SHA256
TLS_RSA_WITH_AES_256_CBC_ SHA256
TLS_ECDHE RSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_ CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384

(B89 % TSFI]
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Web UI O 5HI523

TUVR—RSA4N

Web Ul O EEEERE

BRI DAF v U EE

Web UI Y37 iKEE - BEDFR RH#EEE

Web UI Oikyh A 6D XET—RERDH Likse

Web UI O77— L2177y 77— MERE

X EhlC, FAU_GEN.1, FAU_GEN.2 OB:E TSFI £ &8,
(BEEOTHEREINDE, TLS BIETEEY—)INEIETEREN, )

(3) FTP_ITC.1 Inter-TSF trusted channel TSF B&{EEFv®Il
TOE (& TOE £&&EY—/\. Mail H— Nt T, L TOBEBEEE IO EYR— M3, ChiC
ED. IV RFRI Y POEFEBIET - ADRBERS AN ODRENRIIEN D,
BEEY—/N: TLS
Mail #—=/)\: TLS

(BiEY % TSFI]
(88&Y—/)\) FAU_GEN.1, FAU_GEN.2 MBS3E TSFI [C%£9'%

(Mail =) BESRIOAF v iHE

(4) FTP_TRP.1(a) Trusted path (for Administrators) SE{E#E/\A(FEER)
TOE BEEEDUE— FPCHODETHERMVATI—AICK L, U TOREBEEEIOrILEYR
— ;B INICEN. TV RRA Y M OB R EEET - IDRBERS DO DRENMRIIEND,
Web UI: TLS/HTTPS

(BE:&E9 % TSFI]

Web UI 051585

Web UI OEEH#EEE

Web UI O J374KEE - EEED R RHLEE

Web UI ORyDAN6NDLET—EDH LikEE
Web Ul ®77—Lo177v77— MEE

(5) FTP_TRP.1(b) Trusted path (for Non-administrators) ={EE/\AGEEEERR)
TOE (FIEBEEBED)E— FPCHLDETHEAAVATI—AICK L. U TOSEFEEE IO L EY
R— b3, TNICED . TV FRAY FOFEREBIET - INDRBERS WD DDRENRIEEN D,

Web UI: TLS/HTTPS
TVUB—ES54 )1\ bDEIRI: TLS

(BS:E¥ % TSFI]
Web UI 0585
TR =FAN
Web UL O Ya74K 7 - BEDR R EE
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Web UI OikyI AN 60X ET—ERDH LiRE

1.1.8. PSTN 77DA-2y I—DRED 5 B

(1) FDP_FXS_EXT.1 Fax separation 77025 B
TOE (&, 77DAET LRz 5. ARBHERREN LT TPDAT-IDEZEWEETIRHT S,
HiR—r337ORUT ITU-T G3 E—RFDHTHS.
TPI2AL VB ITI—ATERENHFINTLBDE., FIAEDI7IIIIXENDHTHD,
T—RAET LBSREIFLT . M ERDoD B BT —AEEIVY RME— IR (T T 0Vzsh . TP AREED
B TOE [CRIEICPDEATBEETERLY, 2, TOE [F. AR EEEFHEERNEBRY NI—IETT
—REZ(TETHEEELLRVEYD, AREBERRZENZELVCARERT A EREBRYFI—D
EECELBL,

(B:EY % TSFI]
DR EBIEER

1.1.9. AM—YDLEEFHE

(1) FDP_RIP.1(a) Subset residual information protection %7ty EFIEHRIEE
TOE (. VATLEBE(CIN VTR TROA N —ID LEFHEHRENEDILIN TS, I
—HERE. TUY MERE, AT v URRE D7D ABREDS V3T T RICRERN— FTAADEB(CETRS
NEFREFHANETHELEEEETS,

XEQREHEETHRAINEXET AL, RYDA LN DOENRIRERENH UIRE. BIBRIEEICL
SCHIBREN ., FD#. TOE (I L EEHEEERKT B,

ARL—YDLEEEFHEE#EEG LEZEE 1 B(CO(FA)"ICLELEE)E, 3 EI(0-1-ELEICLD
L EZEREL) O:FBRNHRD, L. BEEEBEENENIESNTNSEE . MELAITE. E
=750, 1, ELE) FEBILSNRETEERAEND, T N\—RTIAVEBE LI, LEEH
EFEDFAZFAXET—IO—EXIF5. TOE 2FBFIC—EEFIVILT HERTOMAFEH
XET-AINGFEETIEEE. LESHENEBEETTS,

(B8:&E9 % TSFI]

TUI8—=FIAN

BIRRSY

BRI DIE-HEEE. TV MEEE. AFvUHRE. D7D AMAE . XEENH Ui aE
BAENRIOYITIRE - BEOR THAE

Web UI O Ja7IKEE - BEDR RHAE

Web UI ORyIANoDXET—IERDH LikRE
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ST B&&E - F&E (Acronyms And Terminology)

8.1. 2 (Acronyms)
AR ST [CHITRREEEELLTICERBAT B,
- EEAR
CcC JED5457)7(Common Criteria)
DRAM HA4+39D5 5 L7DE2AEY(Dynamic Random Access Memory)
FIPS PUB K EDEFRFRLIEIZEDH ¥ (Federal Information Processing
Standard publication)
IIT B A H3—3F)L(Image Input Terminal)
MFD FIRIEE#(Multi Function Device)
TERMESIVHLT7DEAAEY(Non Volatile Random Access
NVRAM
Memory)
PDL R—Yitah S i&(Page Description Language)
PP J0753a> 70774 )L (Protection Profile)
SFP t¥1)T1#8ES $1(Security Function Policy)
SFR X1 T H#EEE H(Security Functional Requirement)
SMTP EFA—ILXETOIL(Simple Mail Transfer Protocol)
ST tFa1Y713—5y b(Security Target)
TOE FTifxf % (Target of Evaluation)
TSF TOE tF1)7/#8E(TOE Security Function)
- 85 -

Copyright®2022 by FUJIFILM Business Innovation Corp.



FUJIFILM Apeos

5570/4570/3570 t+a2)718—0v

8.2. H:i& (Terminology)
K STICHITBAEELITICEREAT S,
S B

WET? TPV AT L BREATUN O ROBEEERUNGVLIITHETEIEEET .

KEK Key Encryption Key OB&, AETIE. AL —JRESREMBS LT ZHOIESHEOD
CEEHET

DEK Data Encryption Key OB, KETIE. ANL—JBEEROEEIET,

7991 AEY SD F7=(x eMMC %357,

Web UI FABEDFAT7Y D Web T35 &N LT, TOE (ST RIR{EN TERIUATI—ATH
®o

NIV NI AEIFERHRANTEAF I X EPIPIARIENEE TOE RICRETIHBFDIL,
FRFT I THIRYDACEMSNEXEEZRY M) -V EOIVE1— A B T
CENRTEETH B,

TIHAR=FTUV b TV MEREICB VT, FIRIT—3%T IV R—ZALTHER LIEEY bRy T T—A% . MFD DA

(Private Charge
Print)

Fo—UKEC—BEHEL. BEESNF ABNEAERIVENIETRT 2E CHIRIERA

ER:PAVA P

FAFHIXETH

MFD QA RL—JEBICEFESNLR., FIRNE T L7/ IVIBHIBRSNZH, AR —Y
EBRNCRT-SBEEELTVSREOXET -4,

XET—H
(Document data)

— & FIFAE (U.NORMAL). SA h* MFD OOE—#48E. 7)) MigE. AFvUBEEE. 7
DARE. XEDRFHEEEFI AT SMRIC. MFD RAEE BT 22 THERIFEHRES
OT 3% MMULTXE T HERET S,

AFvUXE AFVURREICE ST BFHAAEBSNLEXET—H, A TOE [FAFvUXE% Malil
B—IINEELED, XEORFERDE LEEEICEIDRYD AR FT HHEEZEF D,

TPIAZIENE TPDAEREICLHTZIESN . KN TOE THRONBBEFHRADXET -3 THD. A TOE
Tld. SREROEEICLD., ZIELETPHATAZHoNUHERESNEZRVIAILRET
BENTED,

EENY WD, D EDLIBIERZEITOENELWYLER (FIZE. - —1&/E. EEPERE
BiRE)z. BMEEINEZT—4,

FAE®E HAIEREELERIAECEINZ TONSRE|, A TOE Tld. M EEE®RE. SA &2,

(User Role) —RFABREDERINTND,

HHEEERE MW EEEN TOE ZF AT 3RICHELIERZRT , SFR ATIE Key Operator

(Key Operator role ERFEIND,

role)

SA #%EI SA N TOE ZFI AT 3RICHELIERZRT,

(SA role)

—fRFIRAERE
(U.NORMAL role)

— & FIAE(U.NORMAL)H TOE 2FI AT RICHERBERZRT

FIAEHAER
(User Identifier)

FIREEHANTIHOER, 1—F-1ID,
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W EEEHAE
#

(Key Operator
identifier)

MW EEERIERNY TOHNEI-Y—ID, SFR AT(E Key Operator Identifier
ERBEIND,

WWEEE
(Key Operator)

MFD O#EE® TOE tF1UT DR E 2 TOEES,

SA

W EEEHSVMIBRICER SNz SA B TPHVY MelER T HENTE, MFD DR
EIEP TOE tFa1 T HEEDR EETOEESE,

VATLEBRE Key Operator & SA D#FF,

(U.ADMIN)

Qs TOE Q& HEEEE AT BRIIC. FIFAEDHER R £1T>C TOE OF A E(CHIREH

(User (FRTZHDHEEETHS

Authentication) SNEREREEA T Va3V EA VA=V TBIEICEN . RARFREIESNEREREE D2 DD E— FEHR
— ;BN K TOE TIRIARARFBIIE— FTEIET S,

N H

(Local TOE M1—HY—525F% MFD (L& & L1 —1EREFERAL RIS EETIE—F,

Authentication)

%ﬁr‘ﬂhﬂ

TOE 0)1_'& nLnE’é%anhnEﬂ /\(L%ﬁfibrl 'Ij- 'IH*EEE%LI_CnLnIEMEE&

(RemoteT | SE— k.
Authentication)
AML—UREE REEED—HZREIIAN —JZBEFILTIHEEZRT,

TAVIR— X aE

R—YsBiR E 5 (PDL) CRERSNENRIT— %84T L. EV Iy T T —R(CEH# T 54

Hbo

FAUR—X

FAVIR—AHEREIC LD, R—USEh EEE(PDL) CRE RSN =T — &ML, BV by T
—RICEHTBRE,

#A—MD)T7HRE
(Auto Clear)

BAENKIBLU Web UI hofilt 24 2L LK T—EDR RN @ LIEE, BE)
HIICEREEN DT P SN BHEETH S,

DAMR—IVIZ7?

(Customer MFD OR=F/MEEZITIIVIZT,

Engineer)

WEE WEBEHLE. TOE FERESNTUVBEECRELFERERELPIERATEIETHD.
(attacker) WEHICE., RBINTZFHETEIHSH . COERZRLTPIERATEIELEENS,
BRIV

(Control Panel)

MFD DIRMEICHEIIINEY  SVT BvFRRIVTARAT VA ERE SN RV,

—MRFIREDFATY
b

—RFAESRATEIVIMTP Vb,

YATLEEE
DTV

VATLEBELRFIETEIDIAT7Ur, YATLEEEIE Web 7595 % LV MFD (C
sUT. TOE BRET—HDHERPEEFRZ 1T,

TVIR—=FFAN
(Printer driver)

—RFIREIFA PV b LDT—R%, MFD W' RIRAT R — U5k 53
SNTERIT—R(ICE#RTZYIMNIIT T, MABEDIA PV NCERT S,

E(PDL) CTHERK
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MFD h'EZReIBEB N — U E5E(PDL) CHEBRENET -4, HIRIT—4(X, TOE ®

ENRIT—4 FAVKR—ZTBEETEY MY T T—RICE#EN S,
JE—#EREICENERAHAFNET =8, BLUTVY MEREICIDFIBREZEDISA 7Y DR ES
By bIvTT—4 NEERIT—3%7T IVR—X#EETERLET 4, EvbeyIT—43m B AKX TEE
[EfELTN—FTAADEE TSNS,
[R%5 JE—HEET IIT hoDFZEHAHF DR REBIXEPGE ., EELEETRT,

TOE &EF—4

CHIE TSF F—A0—ERTHN, TOE (L& THEREN/A TOE ICRIL TR &N T —
5THN. TOE OtF1UT AR BES AR ROBERET .

CREE

BEAERINS 256 EVEDT—H, AP —IRBEADXET HORFHRI(C, COET
—REEALTESIEEITI,

AN

SRRy RD—DERERY M) -DEBRETI—RIICHERATIEEORER,

SLERRY R —D

TOE =BT MR TRHEENERGL., AERY I-DLUSNDORY FI-D%HET,

RERRY D=5

TOE M SR ESNBEBDMAERCHD., S8Ry FI—-DD oD EF1)TA DB BICK LTR
ESNTLB XY MI—DRAD, MFD & MFD A7DE 2L ER)E- FOFEBLGY—N
POIAPU PCRIDTFvRIVETRT .

AREBFEERR TPDAEIE . TPDAZEDT AN TN S EIREIER SN DM,

AR EFEEI IR

PSTN

(public telephone

line)

AREET—H IPDADNARERBEERNSGEZEDT S,

(fax data)

SFERE ITU-T #1&ED X.509 [CEESNTHD. AANFEHR(FIEAMR. #Ala. &%), 2H
8. BVHR. YITIFUN DTRFrENREENTVSIER.

Data on TOE BRET—ATHN . RARIRFICHITBFIRAED/ AT — FEREFOR/INXFHD

minimum user EE

password length

Key operator
Password

TOE ;&Ej_- Q_C%O *ﬁ%mm;i%nu nl—ta)r &)0)/ ﬁj\'j I*'lﬁ#&

SA Password

TOE ;&Ej__ Q_C%O SA ot nIEG)T U)G)lﬁj\'j I"'IFI#E

U.Normal TOE ERET—ATHN, —A&F| BE(U.NORMAL)ZEEEDHD)\AD— FiE R
Password

Data on access TOE HET—ATHN. FIAHE ID SRR EICEAR T 2HEREDF 2/ B DIFIREK K
denial due to B 1EHR

authentication

failures

Data on Auditing TOE EZFET—ATHN. L\, HN, EDLOIBIEXEITONEVWODBER(HIAE., 15—

BIE EEDERERLRY) 2. BILIRT SHEEED AR/ BUDIER.

Data on User
Authentication

TOE BRET—HTHN, MFD OIE—#EE. AXvUHERE. J7DAEES LU T MiRE
EFIRTBMRIC, 1Y —FREEEMICTERA T SO AR/ BB LUREDER,

Data on use of

TOE F|/ET—HTHN. KKK HDREEFF D/ TAT— FfE
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password
entered from
MFD

control panel in
user
authentication

FAtERED B h/ N DR

Data on Private
Charge Print

TOE BRET—HTHN., TV bF—IZERTTIMAR— U MIBRSE SN RIS E
SNDERTEFH

Data on Trusted
communications

TOE BRET—ATHN. REBRYFI-DEICHEETIXET—4. VaJlEH. BEEOIH
LU TOE BRET—RELVWTLBIET —HERET DO T 5 —RIBEESERIET
AFIVOER/ BHESLUVREDIERSLUVEEAE . FRELA/ESE) AT K, i@
N2 —FiE#R.

Data on TOE BRET—HTHN, NAM—IV Y Z7iREHIRIEBEDA 21/ B DIFH KR VRSF
Customer N2AD—ROTER

Engineer

Operation

Restriction

Data on TOE ERET—ATHN. AL—ID EEFHEMREICERRT dHREDF 2/ EDIF
Overwrite o

Storage

Data on Storage
Data Encryption

TOE BRET—HTHN. AbL—UESILHEEE(C
R 2 EEDH D/ EHDER

Data on date and
time

TOE BRET—HTHN. M LY —V/YI—31 LEREHHERERZIT-HTHS,

Data on Auto
Clear

TOE BRET—HTHN. BENRIA— MUTHEEDE R/ BB LU 7R EOEHR.
BLU Web Ul OF— MUTHEEDE R/ BHDIERS LUV DU 7RI DEER

Data on Self Test

TOE BRET—HTHN. BETAMERRDER/ENDIER.

Data on Report
Print

TOE RET—HTHY. Lik— M W HREDEREH .

Data on
Firmwareupdate

TOE BRET—HTHN, 77— LOI7 7PV T— MEREDRE 1FH.
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