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Protected TSF TSF Data for which alteration by a User who is
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Administrator role might affect the security of the
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An attacker may access (read, modify, or delete) User
Document Data or change (modify or delete) User
Job Data in the TOE through one of the TOE’s
interfaces.
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An attacker may gain Unauthorized Access to TSF
Data in the TOE through one of the TOE’s interfaces.
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A malfunction of the TSF may cause loss of security if
the TOE is permitted to operate.

T.UNAUTHORIZED_UPDATE

WEzHIT, TOEICARERY 7 =T A VA h—
VT B0 LIV,

An attacker may cause the installation of

unauthorized software on the TOE.
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An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.
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Users must be authorized before performing
Document Processing and administrative functions.
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Security-relevant activities must be audited and the
log of such actions must be protected and
transmitted to an External IT Entity.
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The TOE must be able to identify itself to other
devices on the LAN.
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If the TOE stores User Document Data or
Confidential TSF Data on Field-Replaceable
Nonvolatile Storage Devices, it will encrypt such
data on those devices.
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Cleartext keys, submasks, random numbers, or any
other values that contribute to the creation of
encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF
Data must be protected from unauthorized access
and must not be stored on that storage device.
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If the TOE provides a PSTN fax function, it will
ensure separation between the PSTN fax line and
the LAN.
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Upon completion or cancellation of a Document
Processing job, the TOE shall overwrite residual
image data from its Field-Replaceable Nonvolatile
Storage Devices.
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Physical security, commensurate with the value of

the TOE and the data it stores or processes, is
assumed to be provided by the environment.
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The Operational Environment is assumed to protect
the TOE from direct, public access to its LAN
interface.
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TOE Administrators are trusted to administer the
TOE according to site security policies.
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Authorized Users are trained to use the TOE
according to site security policies.
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