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1. ST introduction

1.1. ST reference

- STA : KONICA MINOLTA AccurioPress C7100/C7090 with UK-112/PF-713
Security Target

ST/ R—var  : 1.08

- 1B H : 20214124 17H

- VERE Do A= VAR ERE

1.2. TOE reference

- TOE4A ## : KONICA MINOLTA AccurioPress C7100/C7090 with UK-112/PF-713

e NR—U g : GM4-20
b3 TOE 1%, K& (KONICA MINOLTA AccurioPress C7100, KONICA MINOLTA AccurioPress C7090 @
WTID, T — LTz T N—Var GM4-20) K OWWEA 7 Y ar ThhN—"—T7—F —a=y M4 PF-
713), O HDD ==y p# a4 UK-112)008 812, TOE O/3—Yar GM4-20 (3, 77— A0 =7 Z5ki|]
FTH-ODEHRTHS Tablel-3 [CFH DT 7— L7 = T FSHE N — Va0 4 O/ G I IOEE RSN D,

723 . KONICA MINOLTA AccurioPress C7100/C7090 K" UK-112. PF-713 1% B AEHN &K OVEICTHEA T

&5, TOE FHAMIXENALIAI O 2 THIEL T D, ML TIIN BT A A ADIGER TH D, BfESx v DF
FRE S RIR DB DIEN DB DD,

1.3. TOE overview

ATOEIL, EAMICHEEDOLELYX 2T 4, Xy N7 X2 VT ¢ EREENER SN 558 HE
HAHBEE CHEA SN T VX NVEEE UL, MFPE#12) THD, ZORETCIHIEY. BHOMEE
G O M IR BT ML S D,

1.3.1. TOE ® &5/

TOE 133y ' —ZEEE(LAN) T S35 MFP THY, b —HEHE . AF v HERE, RX o AV MORTEER H LA
ITOMREA A T 5, 708, A TOE (217 77 ABERE, O} PC 357U a7 I & OMRAE T HRERE I FEH L
TUVRUY,

132 ERELEEREF 2 U 7 1 18

TOE I%. LAN (28, FIAF R AT ¥ | at— CEORFLEBRVH LA TOEEL 2 T D, F7-, FIIA
FHOXERLEX 2T BT — 25 Ri#ET DD, FattXaU T HREZ i 2 2.

FIRFEZFEL, FFrRHE DA TOE ORI %73 255 FRGEHHE . FIHFIZ -2 DITMERICHES> T
FAOT 7EARL TOE OEFEAEZHIR T 27 7B AHIHBEEE, BX 2T BEAED R E 48 B O HERZ RO F|
HECHIBRT 2827 B HEEE, vX 27 BEOFE L2, vl — " — %G T 2EAMRE. TOE
EANER IT B2l DilfE % IPsec (2L CTIR#ET 2 E{EHIEEHAE, HDD-SSD ICREEkESITWDT — 2 &1 51k
THAN — VKB VERE, RET7 77— =TIl BT7 v 7T — ek 357 o7 5 — b7 — 2 fdkgRe s TSF @
EFEER ERET 5 H O 7 AMERE,
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1.3.3. EARE

TOE 0 5% Figurel-1 127537, TOE 13 LAN |2 H:5: LTI %, FI# 1% TOE 23 2 58 E v
F7-12 LAN 2 L GRIET ALk > T TOE ##{ET AN HI RS,
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(5)

(6)
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Figure 1-1 TOE OF| HEEE
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1.3.4. TOE I EL TOEUADN—F D =27 V7 7T
TOE ZFM 4 212 Te> T L2 DN — Ry =7 V7 7 =7 LL T, TOE FHliZ W7 pliA LRI,

Table 1-1 FFMERK

N—=Ryx=TIV 7 T=T PR CHERA L/ N—Ta %
2747 hPCOS) Windows 10 Pro
Web” 7 7 W Microsoft Edge 93
IPsec OSHE
AR e 77— N— rsyslog 8.1901.0
‘ IPsec strongswan 5.8.0
FTPH—/"— vsftpd 3.0.3
l IPsec strongswan 5.8.0
WebDAVH— /3 — apache2 2.4.38
l IPsec strongswan 5.8.0
SMBH#—/3— samba 4.9.5
‘ IPsec strongswan 5.8.0

1.4. TOE description

ARHECIE TOE ORI, SRR B4 flik 5,

1.4.1. TOE 0¥ H

1.4.1.1. TOE ¥R

TOE OWERyEiHIL oL T ORI T IO, #fF 3 AF vy F—a=yb TVZa=yb fil# R, HDD-
SSD, USB I/F, Network I/F 7»bAERL S 11D MFP Th %, 78ds, AF v —a=yMNIN—/"—T4—F —a =y}

== g
8 0O O

a1—Y— linoe i E
A A
TOE
v v
B AFvF— TJUSH—
)RV d=w b d=w bk
A 7Y 7Y
Y Y Y
IR
CPU RAM NVRAM ASIC QSPI Flash

A A A

Y y A
RS-232C USB I/F Neg‘;vFork

LAN

Figure 1-2 TOE O#E#&tiE
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Table 1-2 #/%
No. Function Definition
1 | #E L BT IRINVREE T AAT VA EARS = — ANy T —TpE D/ N—FD
=7 X =% 272 TOE ZHAET D200 DT NAA,
2 | Ay —a2=v} DX, BEAHARY, BT — X BT DD DT SR,
Bk T o= =T —F —a =y MNIZE END,
3 | FVH—2=vh A EAR SO FRICEY | FIRI A S 7o g 7 — 2 & FHIi H 7
TDHT AR,
4 | I EEAR TOE Z #3524 1E,
5 | CPU P DR V5 AL AL B 1
6 | RAM VEZEgEI S U CRI SN A S AT,
7 | ASIC [ 7 — X DA B RE A S22 L= RF E R H B HOLERE TS
8 | NVRAM TOE OEWEEZRET IR ET —H° TSF T — I PRESNDARIEFR
PEAEY,
9 | QSPI Flash 5 582 (KEK) MR AFS AL - BRGL IR S, BLHIAZHL ] BEZ2 NI
PEARL =D T RAATIER, ARLEEITEER LICEMTEN TR A
T RN i A = VA AN
10 | HDD-SSD B AZ B A BEIR R MEA N — U T XA REL T, BT —# 0 —Hf
{5 T — 2 DIRAE, BROVEEEAR S IR SIS,
11 | RS-232C I/F UTNVAER T HZEN A RER AL X —T = — A, NIRRT ESND
T LEERL T2 Wik e (CS Remote Care) |ZFH T&503,
TOE [ZBW TR EE RS,
12 | Network I/F 10BASE-T. 100BASE-TX. Gigabit Ethernet # % H—Fr3 51 % —
Tz —2A,
13 | USBI/F F—R—RRVTRENSTHEAET NAZ KO USB AEVEHHEL 77—
LT DEZRZ SCEGE T — X ORAF- BV HLE1TH) USB A% —7
=—2A, 7272, TOE 2B\ TiE USB T34 ADE AT Ishs (7
T—LTT T 7T —MEREIZEIT D USB A€V DM HEERL),

1412.TOED 7 7 — L = 7R

TOE O7 7—2L0 =7 E#E L FIORT,

Table 1-3 TOE 77— =7k

7r—AU =T R ROM &%l | Definition N—Tar4(GM4-20 H#ER FW)
TER 2 LD SR/ 1 I1 TER] 45 D AL B e ORS00 A9VPOY0-0011-GM4-20

TER 2 Tl 40 SR /2 I2 Ak A9VPOY0-0012-G00-20

JE 44 V4] 2/ 3 13 il A9VPOY0-0013-GM4-20

B {4 T4 2 /4 14 il A9VPOY0-0014-GM4-20

B {4 VA /5 15 Ak A9VPOY0-0015-GM4-20

ADF % F Ji e B 00 2 ()4 AAMPOY0-00F1-G00-03
HIRR T B S AT —4 A9VPOY0-00T1-G00-10

7T — \% AZATA N U5 A9VPOY0-00W1-G00-20

Ax ) — L AX ) — R AL AC570Y0-00L1-G00-10
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Designation Definition
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2.

Conformance claims

2.1. CC Conformance claims

A ST I, LL F® Common Criteria (LAKE, CC L324) TS5,

CC version ¢ Version 3.1 Release 5
CC conformance : Part2 (CCMB-2017-04-002) Extended,
and Part3 (CCMB-2017-04-003) Conformant

2.2. PP claim

A ST X, LLFo PP ICiHEET 5,

PP identification

PP Title ¢ Protection Profile for Hardcopy Devices

PP registration

PP version : 1.0 dated September 10, 2015

Date :  September 10, 2015

Errata :  Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

2.3. PP Conformance rationale

PP 2NERTALU TFTOSME2E R L. PP OFERKIEY Exact Conformance] Téhb, FD7-8 . TOE FERi% PP &
—HLTWA,

3.

AR

Required Uses

Printing, Scanning, Copying, Network communications, Administration
Conditionally Mandatory Uses

Storage and retrieval, Field-Replaceable Nonvolatile Storage

Optional Uses

7L

Security Problem Definition

TIE, FIHE LR GG PEDOE R, BITRAAT, BB MR O X 2D T4 T RHZ OV TRER %,

3.1. Users

TOE OFHE X, LTI I HSND,

Table 3-1 User Categories

Designation Asset category Definition
U.NORMAL Normal User A User who has been identified and authenticated and does not
have an administrative role
U.ADMIN Administrator A User who has been identified and authenticated and has an
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administrative role

3.2 Assets

{5-8% 21T, User Data, TSF Data Thd, FEFEILTLL FOIINTEFRZEND,

Table 3-2 Asset categories

Designation Asset category Definition
D.USER User Data Data created by and for Users that do not affect the operation of
the TSF
D.TSF TSF Data Data created by and for the TOE that might affect the operation
of the TSF

3.2.1. User Data

User Data 1% T2 2 DOFEBBRERLSILD,

Table 3-3 User Data Type

Designation User Data Type Definition
D.USER.DOC | User Document Information contained in a User’s Document, in electronic or
Data hardcopy form
D.USER.JOB | User Job Data Information related to a User’s Document or Document
Processing Job

3.2.2. TSF Data

TSF Data iZ T2 2 DDERINLE RIS,

Table 3-4 TSF Data

Designation TSF Data type Definition
D.TSF.PROT | Protected TSF TSF Data for which alteration by a User who is neither the data
Data owner nor in an Administrator role might affect the security of
the TOE, but for which disclosure is acceptable
D.TSF.CONF | Confidential TSF TSF Data for which either disclosure or alteration by a User who
Data is neither the data owner nor in an Administrator role might
affect the security of the TOE
3.3. Threats

This section describes threats to assets described in clause in 3.2.

Table 3-5 Threats for the TOE

Designation

Definition
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T.UNAUTHORIZED_
ACCESS

An attacker may access (read, modify, or delete) User Document Data or change
(modify or delete) User Job Data in the TOE through one of the TOE’s

interfaces.

T.TSF_COMPROMIS
E

An attacker may gain Unauthorized Access to TSF Data in the TOE through

one of the TOFE’s interfaces.

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if the TOE is permitted to

operate while in a degraded state.

T.UNAUTHORIZED_ | An attacker may cause the installation of unauthorized software on the TOE.
UPDATE

T.NET_COMPROMIS | An attacker may access data in transit or otherwise compromise the security of
E the TOE by monitoring or manipulating network communication.

3.4. Organizational Security Policies

This section describes the Organizational Security Policies (OSPs) that apply to the TOE. OSPs are used
to provide a basis for Security Objectives that are commonly desired by TOE Owners in this operational
environment but for which it is not practical to universally define the assets being protected or the

threats to those assets.

Table 3-6 Organizational Security Policies for the TOE

Designation Definition

P.AUTHORIZATION Users must be authorized before performing Document Processing and
administrative functions.

PAUDIT Security-relevant activities must be audited and the log of such actions must be

protected and transmitted to an External IT Entity.
The TOE must be able to identify itself to other devices on the LAN.

P.COMMS_PROTECT

ION
PSTORAGE_ENCRY | If the TOE stores User Document Data or Confidential TSF Data on Field-
PTION Replaceable Nonvolatile Storage Devices, it will encrypt such data on those

devices.

PKEY_MATERIAL Cleartext keys, submasks, random numbers, or any other values that
contribute to the creation of encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF Data must be protected

from unauthorized access and must not be stored on that storage device.

3.5. Assumptions

The Security Objectives and Security Functional Requirements defined in subsequent sections of this

Protection Profile are based on the condition that all of the assumptions described in this section are

satisfied.
Table 3-7 Assumptions for the TOE
Designation Definition
A.PHYSICAL Physical security, commensurate with the value of the TOE and the data it stores

or processes, 1s assumed to be provided by the environment.
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ANETWORK The Operational Environment is assumed to protect the TOE from direct, public

access to its LAN interface.

A.TRUSTED_ADMIN | TOE Administrators are trusted to administer the TOE according to site security

policies.

A.TRAINED_USERS Authorized Users are trained to use the TOE according to site security policies.

Copyright ©2021 KONICA MINOLTA, INC., All Rights Reserved
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4. Security Objectives

4.1. Security Objectives for the Operational environment

This section describes the Security Objectives that must be fulfilled in the operational environment of
the TOE.

Table 4-1 Security Objectives for the Operational environment

Designation Definition

OE.PHYSICAL_PROT | The Operational Environment shall provide physical security, commensurate

ECTION with the value of the TOE and the data it stores or processes.
OE.NETWORK_PRO | The Operational Environment shall provide network security to protect the
TECTION TOE from direct, public access to its LAN interface.

OE.ADMIN_TRUST The TOE Owner shall establish trust that Administrators will not use their
privileges for malicious purposes.
OE.USER_TRAININ The TOE Owner shall ensure that Users are aware of site security policies and

G have the competence to follow them.
OE.ADMIN_TRAINI The TOE Owner shall ensure that Administrators are aware of site security
NG policies and have the competence to use manufacturer’s guidance to correctly

configure the TOE and protect passwords and keys accordingly.
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5. Extended components definition

ARECTIL, IRIRL - X 2V T A RE A BT 5, 728, JEIREM 134T HCD-PP TERINL TWAHLDEZED
FEHEHL WA,

5.1. FAU_STG_EXT Extended: External Audit Trail Storage

Family Behavior:
This family defines requirements for the TSF to ensure that secure transmission of audit data from TOE
to an External IT Entity.

Component leveling:

FAU_STG_EXT.1: Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel

implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:

=  The TSF shall have the ability to configure the cryptographic functionality.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

=  There are no auditable events foreseen.

FAU_STG_EXT.1 Extended: Protected Audit Trail Storage

Hierarchical to : No other components
Dependencies : FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel
FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External IT Entity using
a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity which relies
on a non-TOE audit server for storage and review of audit records. The storage of these audit records and
the ability to allow the administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR for the transmission of
audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class with a

single component.
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5.2. FCS_CKM_EXT Extended: Cryptographic Key Management

Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially, this extended
component is intended for cryptographic key destruction.

Component leveling:

FCS_CKM_EXT.4: Extended: Cryptographic Key Material Destruction 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key materials

that are no longer needed are destroyed by using an approved method.

Management:
The following actions could be considered for the management functions in FMT:

»  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

=  There are no auditable events foreseen.

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

Hierarchical to : No other components
Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction
FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and

cryptographic critical security parameters when no longer needed.

Rationale:

Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer
needed are destroyed by using an approved method, and the Common Criteria does not provide a suitable
SFR for the Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure, and it is

therefore placed in the FCS class with a single component.

5.3. FCS_IPSEC_EXT Extended: IPsec selected

Family Behavior:
This family addresses requirements for protecting communications using IPsec.
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Component leveling:

FCS_IPSEC_EXT.1 Extended: IPsec selected 1

FCS_IPSEC_EXT.1 IPsec requires that IPsec be implemented as specified.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

»  Failure to establish an IPsec SA

FCS_IPSEC_EXT.1 Extended: IPsec selected

Hierarchical to : No other components

Dependencies : FIA_PSK_EXT.1 Extended:Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit

FCS_IPSEC_EXT.1.1 The TSF shall implement the IPsec architecture as specified in RFC 4301.

FCS_IPSEC_EXT.1.2  The TSF shall implement [selection: tunnel mode, transport model.

FCS_IPSEC_EXT.1.3  The TSF shall have a nominal, final entry in the SPD that matches anything that is
otherwise unmatched, and discards it.

FCS_IPSEC_EXT.1.4 The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using
[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602)
together with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified
by RFC 3602) together with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-
128 as specified in RFC 4106, AES-GCM-256 as specified in RFC 4106).

FCS_IPSEC_EXT.1.5  The TSF shall implement the protocol: [selection: IKEvI, using Main Mode for Phase 1
exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no other RFCs
for extended sequence numbers, RFC 4304 for extended sequence numbersl, and
[selection: no other RFCs for hash functions, RFC 4868 for hash functions]; IKEv2 as
defined in RFCs 5996, [selection: with no support for NAT traversal, with mandatory
support for NAT traversal as specified in section 2.25], and [selection: no other RFCs for
hash functions, RFC 4868 for hash functionsl].
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FCS_IPSEC_EXT.1.6  The TSF shall ensure the encrypted payload in the [selection: IJKEvI, IKEvZ protocol
uses the cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC
3602 and [selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other
algorithm).

FCS_IPSEC_EXT.1.7  The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

FCS_IPSEC_EXT.1.8  The TSF shall ensure that [selection: IKEvZ2 SA lifetimes can be established based on
[selection: number of packets/number of bytes; length of time, where the time values can
be limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs]; IKEv1 SA lifetimes
can be established based on [selection: number of packets/number of bytes ; length of
time, where the time values can be limited to- 24 hours for Phase 1 SAs and 8 hours for
Phase 2 SAs].

FCS_IPSEC_EXT.1.9  The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit MODP),
and [selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20 (384-
bit Random ECE 5 (1536-bit MODP)), lassignment: other DH groups that are
Implemented by the TOE, no other DH groupsl.

FCS_IPSEC_EXT.1.10 The TSF shall ensure that all IKE protocols perform Peer Authentication using the
[selection: RSA, ECDSA] algorithm and Pre-shared Keys.

Rationale:

IPsec is one of the secure communication protocols, and the Common Criteria does not provide a suitable
SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is

therefore placed in the FCS class with a single component.

5.4. FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)

Family Behavior:
This family provides the specification to be used for using multiple layers of encryption keys to ultimately

secure the protected data encrypted on the storage.

Component leveling:

FCS_KYC_EXT Key Chaining 1

FCS_KYC_EXT Key Chaining, requires the TSF to maintain a key chain and specifies the characteristics
of that chain.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:
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] There are no auditable events foreseen.

FCS KYC EXT1 Extended: Key Chaining

Hierarchical to : No other components.
Dependencies : [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(f) Cryptographic operation (Key Encryption),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),
and/or
FCS_COP.1(G) Cryptographic operation (Key Transport)]
FCS_KYC_EXT.1.1  The TSF shall maintain a key chain of: [selection: one, using a submask as the BEV or
DEK; intermediate keys originating from one or more submask(s) to the BEV or DEK using
the following method(s): [selection: key wrapping as specified in FCS_COP1(e), key
combining as specified in FCS_SMC EXT. 1, key encryption as specified in FCS_COP1(®),
key derivation as specified in FCS _KDF EXT1, key transport as specified in
FCS_COP 1G] while maintaining an effective strength of [selection: 128 bits, 256 bits].

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the characteristics of
that chain.However, the Common Criteria does not provide a suitable SFR for the management of
multiple layers of encryption key to protect encrypted data.

This extended component protects the TSF data using cryptographic algorithms, and it is therefore

placed in the FCS class with a single component.

5.5. FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit Generation)

Family Behavior:
This family defines requirements for random bit generation to ensure that it is performed in accordance

with selected standards and seeded by an entropy source.

Component leveling:

FCS_RBG_EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in accordance

with selected standards and seeded by an entropy source.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

] There are no auditable events foreseen.
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FCS RBG EXT'1 Extended: Cryptographic Operation (Random Bit Generation)

Hierarchical to : No other components.
Dependencies : No dependencies.

FCS_RBG_EXT.1.1  The TSF shall perform all deterministic random bit generation services in accordance with
[selection: ISOAEC 18031:2011, NIST SP 800-90A) using [selection: Hash_DRBG (any),
HMAC_DRBG (any), CTR_DRBG (AES)\.

FCS_RBG_EXT.1.2  The deterministic RBG shall be seeded by at least one entropy source that accumulates
entropy from [selection: [assignment: number of software-based sources| software-based
noise source(s), [assignment: number of hardware-based sources| hardware-based noise
source(s)] with a minimum of [selection: 128 bits, 256 bits] of entropy at least equal to the
greatest security strength, according to ISO/IEC 18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that it will generate.

Rationale:
Random bits/mumber will be used by the SFRs for key generation and destruction, and the Common

Criteria does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in the FCS

class with a single component.

h.6. FDP_DSK_EXT Extended: Protection of Data on Disk

Family Behavior:
This family is to mandate the encryption of all protected data written to the storage.

Component leveling:

FDP_DSK_EXT.1 Extended: Protection of Data on Disk 1

FDP_DSK _EXT.1 Extended:Protection of Data on Disk, requires the TSF to encrypt all the Confidential
TSF and User Data stored on the Field-Replaceable Nonvolatile Storage Devices in order to avoid storing

these data in plaintext on the devices.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

] There are no auditable events foreseen.

FDP_DSK _EXT.1 Extended: Protection of Data on Disk

Hierarchical to : No other components
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Dependencies : FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption).

FDP_DSK _EXT.1.1  The TSF shall [selection: perform encryption in accordance with FCS_COP.1(d), use a
self-encrypting Field-Replaceable Nonvolatile Storage Device that is separately CC
certified to conform to the FDE EE cPP\, such that any Field-Replaceable Nonvolatile
Storage Device contains no plaintext User Document Data and no plaintext Confidential
TSF Data.

FDP_DSK_EXT.1.2  The TSF shall encrypt all protected data without user intervention.

Rationale:
Extended: Protection of Data on Disk is to specify that encryption of any confidential data without user

intervention, and the Common Criteria does not provide a suitable SFR for the Protection of Data on
Disk.

This extended component protects the Data on Disk, and it is therefore placed in the FDP class with a

single component.

5.7. FIA_PMG_EXT Extended: Password Management

Family Behavior:
This family defines requirements for the attributes of passwords used by administrative users to ensure

that strong passwords and passphrases can be chosen and maintained.

Component leveling:

FIA_PMG_EXT.1 Extended: Password Management 1

FIA_PMG_EXT.1 Password management requires the TSF to support passwords with varying

composition requirements, minimum lengths, maximum lifetime, and similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

»  There are no auditable events foreseen.

FIA_PMG_EXT.1 Extended: Password Management

Hierarchical to : No other components
Dependencies : No dependencies

FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:

+ Passwords shall be able to be composed of any combination of upper and lower case
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letters, numbers, and the following special characters: [selection: “!”, “@”, “#”, “$”, “%”, “*”,
“&”, ¥ “(“ “) [assignment: other charactersll;
+ Minimum password length shall be settable by an Administrator, and have the capability

to require passwords of 15 characters or greater;
Rationale:
Password Management is to ensure the strong authentication between the endpoints of communication,

and the Common Criteria does not provide a suitable SFR for the Password Management.

This extended component protects the TOE by means of password management, and it is therefore placed

in the FIA class with a single component.

5.8. FIA_PSK_EXT Extended: Pre-Shared Key Composition

Family Behavior:
This family defines requirements for the TSF to ensure the ability to use pre-shared keys for IPsec.

Component leveling:

FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition 1

FIA_PSK_EXT.1 Pre-Shared Key Composition, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:

*  There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

»  There are no auditable events foreseen.

FIA PSK EXT'1  Extended: Pre-Shared Key Composition

Hierarchical to : No other components
Dependencies : FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit Generation)
FIA_PSK_EXT.1.1 The TSF shall be able to use pre-shared keys for IPsec.
FIA_PSK_EXT.1.2 The TSF shall be able to accept text-based pre-shared keys that are:
-22 characters in length and [selection: [assignment: other supported lengthsl, no other
lengthsl;
-composed of any combination of upper and lower case letters, numbers, and special
characters (that include: “”, “@”, “#”, “$”, “%”, “*”, “&”, “*”, “(“, and “)").
FIA_PSK_EXT.1.3 The TSF shall condition the text-based pre-shared keys by using [selection: SHA-1, SHA-
256, SHA-512, [assignment: method of conditioning text stringl] and be able to [selection:

use no other pre-shared keyss accept bit-based pre-shared keys; generate bit-based pre-
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shared keys using the random bit generator specified in FCS_RBG EXT 1].

Rationale:
Pre-shared Key Composition is to ensure the strong authentication between the endpoints of
communications, and the Common Criteria does not provide a suitable SFR for the Pre-shared Key

Composition.

This extended component protects the TOE by means of strong authentication, and it is therefore placed

in the FIA class with a single component.

5.9. FPT_KYP_EXT Extended: Protection of Key and Key Material

Family Behavior:
This family addresses the requirements for keys and key materials to be protected if and when written

to nonvolatile storage.

Component leveling:

FPT_KYP _EXT.1 Protection of key and key material 1

FPT_ KYP _EXT.1 Extended: Protection of key and key material, requires the TSF to ensure that no
plaintext key or key materials are written to nonvolatile storage.

Management:
The following actions could be considered for the management functions in FMT:

*  There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

»  There are no auditable events foreseen.

FPT _KYP_EXT.1 Extended: Protection of Key and Key Material

Hierarchical to : No other components.
Dependencies : No dependencies.

FPT KYP_EXT.1.1 The TSF shall not store plaintext keys that are part of the keychain specified by
FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage Device.

Rationale:
Protection of Key and Key Material is to ensure that no plaintext key or key material are written to
nonvolatile storage, and the Common Criteria does not provide a suitable SFR for the protection of key

and key material.

This extended component protects the T'SF data, and it is therefore placed in the FPT class with a single

component.
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5.10. FPT_SKP_EXT Extended: Protection of TSF Data

Family Behavior:
This family addresses the requirements for managing and protecting the TSF data, such as cryptographic
keys.This is a new family modelled as the FPT Class.

Component leveling:

FPT SKP EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires preventing symmetric

keys from being read by any user or subject.It is the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:

»  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

] There are no auditable events foreseen.

FPT SKP _EXT.1 Extended: Protection of TSF Data
Hierarchical to : No other components.
Dependencies : No dependencies.
FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private keys.

Rationale:
Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are protected

securely, and the Common Criteria does not provide a suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication using Preshared Key, and

it is therefore placed in the FPT class with a single component.

5.11. FPT_TST_EXT Extended: TSF testing

Family Behavior:

This family addresses the requirements for self-testing the TSF for selected correct operation.

Component leveling:

FPT_TST_EXT.1 Extended: TSF testing 1
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FPT _TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up in order to

demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

] There are no auditable events foreseen.

FPT_TST_EXT.1 Extended: TSF testing
Hierarchical to : No other components
Dependencies : No dependencies

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to demonstrate
the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not provide a
suitable SFR for the TSF testing.In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single

component.

5.12. FPT_TUD_EXT Extended: Trusted Update

Family Behavior:
This family defines requirements for the TSF to ensure that only administrators can update the TOE

firmware/software, and that such firmware/software is authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1

FPT TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

] There are no auditable events foreseen.
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FPT TUD_EXT.1 Extended: Trusted Update

Hierarchical to : No other components
Dependencies : FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).
FPT TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current version
of the TOE firmware/software.
FPT_TUD_EXT.1.2  The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.
FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE using a
digital signature mechanism and [selection: published hash, no other functions] prior to

installing those updates.

Rationale:
Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable SFR for

the management of firmware/software.In particular, there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single

component.
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6. Security Requirements
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6.1.1. Class FAU: Security audit

FAU_GEN.1

FAU_GEN.1.1

FAU_GEN.1.2

Audit data generation
(for 0.AUDIT)

Hierarchical to : No other components

Dependencies : FPT_STM.1 Reliable time stamps

The TSF shall be able to generate an audit record of the following auditable events:
a) Start-up and shutdown of the audit functions;

b) All auditable events for the not specified level of audit; and

¢) All auditable events specified in

Table 6-1, [assignment: other specifically defined auditable events].

[assignment: other specifically defined auditable events]

= none

The TSF shall record within each audit record at least the following information:

a) Date and time of the event, type of event, subject identity Gif applicable), and the
outcome (success or failure) of the event; and

b) For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, additional information specified in

Table 6-1, [assignment: other audit relevant information).

[assignment: other audit relevant information]

" none

Table 6-1 Audit data requirements

Auditable event

Relevant SFR Additional Details

Copyright ©2021 KONICA MINOLTA, INC., All Rights Reserved
32/ 69



KONICA MINOLTA AccurioPress C7100/C7090 with UK-112/PF-713 Security Target

information
Job completion FDP_ACF.1 Type of job aA—DFET
AX X DET
O —Tav DRI
MRV aT OFHL
ARTFEV a7 O
ARfFEVaT OHIER
MRIFTVaT OEE R (B -
%)
Unsuccessful User authentication | FIA_UAU.1 None ‘17 AL DR
NV E PN (s
Unsuccessful User identification FIA_UID.1 None ‘BT A DALY
a7 A DRI
Use of management functions FMT_SMF.1 None XU E ERERE O A
Modification to the group of Users | FMT_SMR.1 None 2 — P —DEFNOLETEENFIEL
that are part of a role TRV FLEITA TR
Changes to the time FPT_STM.1 None - HIRFDZEH
Failure to establish session FTP_ITC.1, Reason for | -1@{E#ESL DML OIPROEH
FTP_TRP.1(a) failure
FAU_GEN.2 User identity association
(for O.AUDIT)
Hierarchical to : No other components
Dependencies : FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification
FAU_GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able to

associate each auditable event with the identity of the user that caused the event.

FAU_STG_EXT.1 Extended: External Audit Trail Storage

(for O.AUDIT)
Hierarchical to : No other components
Dependencies : FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel
FAU_STG_EXT.1.1  The TSF shall be able to transmit the generated audit data to an External IT Entity using
a trusted channel according to FTP_ITC.1.

6.1.2. Class FCS: Cryptographic support

FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
(for 0.COMMS_PROTECTION)

Hierarchical to : No other components.

Dependencies : [ECS_CKM-2 Cryptographie key-distributionor
FCS_COP.1(b) Cryptographic Operation (for signature

generation/ verification),
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FCS_COP.1(G) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material

Destruction
FCS_CKM.1.1(a) The TSF shall generate asymmetric cryptographic keys used for key establishment in
Refinement: accordance with [selection:

L] NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for finite field-
based key establishment schemes;y

=  NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for elliptic curve-
based key establishment schemes and implementing “NIST curves” P-256, P-384 and
[selection: P-521, no other curves/ (as defined in FIPS PUB 186-4, “Digital Signature
Standard”)

L] NIST Special Publication 800-56B, ‘“Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography” for RSA-based
key establishment schemes

] and specified cryptographic key sizes equivalent to, or greater than, a symmetric key

strength of 112 bits.

[selection: NIST Special ...]

= NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for finite field-
based key establishment schemes

= NIST Special Publication 800-56B, “Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography” for RSA-based

key establishment schemes

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION)

Hierarchical to : No other components.
Dependencies : [ECS—_CKM-2 Cryptographic keydistributionor
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption)
FCS_COP.1(e) Cryptographic Operation (Key Wrapping)
FCS_COP.1(f) Cryptographic operation (Key Encryption)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit Generation)
FCS_CKM.1.1(0) The TSF shall generate symmetric cryptographic keys using a Random Bit Generator as
Refinement specified in FCS_RBG_EXT.1 and specified cryptographic key sizes [selection: 128 bit, 256
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FCS_CKM_EXT.4

FCS_CKM_EXT.4.1

FCS_CKM.4

FCS_CKM.4.1

Refinement:

bidl that meet the following: No Standard.
[selection: 128 bit, 256 bif

= 128bit

] 256 bit

Extended: Cryptographic Key Material Destruction
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)

Hierarchical to : No other components.
Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)],
FCS_CKM.4 Cryptographic key destruction

The TSF shall destroy all plaintext secret and private cryptographic keys and

cryptographic critical security parameters when no longer needed.

Cryptographic key destruction
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)

Hierarchical to : No other components.
Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]

The TSF shall destroy cryptographic keys in accordance with a specified cryptographic key

destruction method [selection:

L] For volatile memory, the destruction shall be executed by [selection: powering off a
device, assignment: other mechanism that ensures keys are destroyed]|.

L] For nonvolatile storage, the destruction shall be executed by a [selection: single, three
or more times] overwrite of key data storage location consisting of [selection: a pseudo
random pattern using the TSF’s RBG (as specified in FCS_RBG _EXT1), a static
pattern], followed by a [selection: read-verify; nonel. If read-verification of the
overwritten data fails, the process shall be repeated again;

] that meets the following: [selection: NIST SP800-88, no standard).

[selection: For volatile memory; ...]

= For volatile memory, the destruction shall be executed by [selection: powering off a
device, [assignment: other mechanism that ensures keys are destroyed]].

] For nonvolatile storage, the destruction shall be executed by a [selection: single, three
or more times] overwrite of key data storage location consisting of [selection: a pseudo
random pattern using the TSF’s RBG (as specified in FCS_RBG_EXT.1), a static
patternl], followed by a [selection: read-verify, nonel. If read-verification of the
overwritten data fails, the process shall be repeated again;

[selection: powering off a device, [assignment: other mechanism that ensures keys are

destroyed]|

= powering off a device

[selection: single, three or more times]

] single

[selection: a pseudo random pattern using the TSF's RBG (as specified in
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FCS_COP.1(a)

FCS _COP.1.1(a)

Refinement

FCS_COP.1(b)

FCS_COP.1.1(b)

Refinement

FCS_RBG_EXT. 1), a static pattern]

] a static pattern

[selection: read-verify, none]

" none

[selection: NIST SP800-88, no standard)

= no standard

Cryptographic Operation (Symmetric encryption/decryption)

(for 0.COMMS_PROTECTION)

Hierarchical to : No other components

Dependencies : [EDP_ITC 1 Import-ofuser- datawithout-seeurity-attributes,or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

The TSF shall perform encryption and decryption in accordance with a specified

cryptographic algorithm AES operating in [assignment: one or more modes] and

cryptographic key sizes 128-bits and 256-bits that meets the following:

= FIPS PUB 197, “Advanced Encryption Standard (AES)”

. [Selection: NIST SP 800-384, NIST SP 800-38B, NIST SP 800-35C, NIST SP 800-

38D
[assignment: one or more modes]
. CBC

[Selection: NIST SP 800-384, NIST SP 800-38B, NIST SP 800-38C, NIST SP 800-38D)
" NIST SP800-38A

Cryptographic Operation (for signature generation/verification)
(for O.UPDATE_VERIFICATION, O.COMMS_PROTECTION)
Hierarchical to : No other components
Dependencies : [EDP_ITC 1 Import-ofuser- data-without-seeurity-attributes,or
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
The TSF shall perform cryptographic signature services in accordance with a [selection:
] Digital Signature Algorithm (DSA) with key sizes (modulus) of [assignment: 2048 bits
or greater],
*  RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater], or
»  Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of [assignment:
256 bits or greaterl]
that meets the following [selection:
Case: Digital Signature Algorithm
] FIPS PUB 186-4, “Digital Signature Standard”
Case: RSA Digital Signature Algorithm
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FCS_RBG_EXT.1

FCS_RBG_EXT.1.1

FCS_RBG_EXT.1.2

] FIPS PUB 186-4, “Digital Signature Standard”

Case: Elliptic Curve Digital Signature Algorithm

] FIPS PUB 186-4, “Digital Signature Standard”

= The TSF shall implement “NIST curves” P-256, P384 and [selection: P521, no other
curves] (as defined in FIPS PUB 186-4, “Digital Signature Standard”).

]

[selection: Digital Signature ...]

L] RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater]

[assignment: 2048 bits or greater]

= 2048bits

[selection: Case: Digital ...]

= FIPS PUB 186-4, “Digital Signature Standard”

Extended: Cryptographic Operation (Random Bit Generation)
(for O.STORAGE_ENCRYPTION and O.COMMS_PROTECTION)

Hierarchical to : No other components.

Dependencies : No dependencies.

The TSF shall perform all deterministic random bit generation services in accordance with
[selection: ISOAEC 180531:2011, NIST SP 800-90A) using [selection: Hash_DRBG (any),
HMAC_DRBG (any), CTR_DRBG (AES)\.

[selection: ISO/IEC 18031:2011, NIST SP 800-90A)

- NIST SP 800-90A

[selection: Hash DRBG (any), HMAC _DRBG (any), CTR_DRBG (AES)]

" CTR_DRBG (AES)

The deterministic RBG shall be seeded by at least one entropy source that accumulates
entropy from [selection: [assignment: number of software-based sources| software-based
noise source(s), [assignment: number of hardware-based sources| hardware-based noise
source(s)] with a minimum of [selection: 128 bits, 256 bits] of entropy at least equal to the
greatest security strength, according to ISO/IEC 18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that it will generate.

[selection: [assignment: number of software-based sources| software-based noise source(s),
[assignment: number of hardware-based sources| hardware-based noise source(s)]

. [assignment: number of software-based sources) software-based noise source(s)

[assignment: number of software-based sources]

= one
[selection: 128 bits, 256 bits]
* 256 bits

6.1.3. Class FDP: User data protection

FDP_ACC.1

FDP_ACC.1.1

Subset access control

(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical to : No other components

Dependencies : FDP_ACF.1 Security attribute based access control

The TSF shall enforce the User Data Access Control SFP on subjects, objects, and
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Refinement operations among subjects and objects specified in Table 6-2 and Table 6-3.
FDP_ACF.1 Security attribute based access control
(for 0. ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to No other components
Dependencies FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialisation
FDP_ACF.1.1 The TSF shall enforce the User Data Access Control SFP to objects based on the following:
Refinement subjects, objects, and attributes specified in Table 6-2 and Table 6-3.
FDP_ACF.1.2 The TSF shall enforce the following rules to determine if an operation among controlled
Refinement subjects and controlled objects is allowed: rules governing access among controlled
subjects and controlled objects using controlled operations on controlled objects specified
in Table 6-2 and Table 6-3.
FDP_ACF.1.3 The TSF shall explicitly authorise access of subjects to objects based on the following
Refinement additional rules: [assignment: rules that do not conflict with the User Data Access Control
SFP, based on security attributes, that explicitly authorise access of subjects to objects].
[assignment: rules that do not conflict with the User Data Access Control SFB based on
security attributes, that explicitly authorise access of subjects to objects]
= L
FDP_ACF.1.4 The TSF shall explicitly deny access of subjects to objects based on the following additional
Refinement rules: [assignment: rules that do not conflict with the User Data Access Control SFB based
on security attributes, that explicitly deny access of subjects to objects].
[assignment: rules that do not conflict with the User Data Access Control SFE based on
security attributes, that explicitly deny access of subjects to objects]
= 2L
Table 6-2 D.USER.DOC Access Control SFP
"Create" "Read" "Modify" "Delete"
Scan Operation : Submit a | View scanned | Modify stored Delete stored
document  for | image image image
scanning
Job owner (note 2) denied denied denied
U.ADMIN denied denied denied denied
U.NORMAL denied denied denied
Unauthenticated | denied denied denied denied
Copy Operation : Submit a | View scanned | Modify stored Delete stored
document  for | image or | image image
copying Release printed
copy output
Job owner (note 2) denied denied
U.ADMIN denied denied denied denied
U.NORMAL denied denied denied
Unauthenticated | denied denied denied denied
Storage / | Operation : Store document | Retrieve stored | Modify stored Delete stored
retrieval document document document
Job owner (note 1)
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U.ADMIN denied denied
U.NORMAL denied denied denied
Unauthenticated | denied denied denied denied

[#fi/2] Table6-2 1%, FRROIKPLTD SFP ZFLilk L T 5,

= Scan: FIAAENARYUSNIEBT —H & AF Y WREE FITEE THREEIT o722, HCD WIC—REIC LR
FBIN2EiB T —#I2kt35 SFP,

= Copy: FABFENSAZYLSNEGT —&% 7V M EEEITeo72RC, HCD PWIC— IR SN A& T —
Z\Zkt9 % SFP,

= Storage / retrieval :
FIREBAF v SN @i T —4% HDD /7T HEEX1T /o7, HDD ISR ESC B T — 2Tkt
35 SFP,

XA TOE 13 FAX B REA B # L Qe 7= TFax send] [Fax receive | BEOEAE K O 72 AHIFEIIIFEE L2V, Fl2 v hY

— 2SO ERBERE AL TR =8 [Print | BEOEE R O 7 & AHIENIHFTEL R,

Table 6-3 D.USER.JOB Access Control SFP

"Create" "Read" "Modify" "Delete"
Scan Operation : Create scan job | View scan | Modify scan job | Cancel scan job
status / log
Job owner (note 2) denied denied
U.ADMIN denied denied denied
U.NORMAL denied denied
Unauthenticated | denied denied denied
Copy Operation : Create copy job | View copy | Modify copy job | Cancel copy job
status / log
Job owner (note 2) denied
U.ADMIN denied denied denied
U.NORMAL denied denied
Unauthenticated | denied denied denied
Storage / | Operation : Create storage /| View storage /| Modify storage/ | Cancel storage/
retrieval retrieval job retrieval log retrieval job retrieval job
Job owner (note 1)
U.ADMIN denied denied
U.NORMAL denied denied denied
Unauthenticated | denied denied denied denied

[#i/2] Table6-3 iX, TR TD SFP AR L T,

*  Scan: FIFEDBAFYSNZERT —H &A% X BGIE(E SEICEE TOIEEIT 7212, HCD WIZ—FRFRYICLR
FEINbvarZ ovar 5 —2Zx45 SFP,

*  Copy: FHEBPAXYSNEBT —Z27 VN D8 E21T 00722, HCD WIC—FFICIRFESND Va7 oY
a5 —X %35 SFP,

. Storage / retrieval :
FIAE BRAX v ST Bitg 7 — %% HDD {REFT D EEAT /227251, HDD ITRAFSIIZFIRIT — & | F7-
X, Va7 T —Hx 5 SFP,

%A TOE 1% FAX #REA 448 L T = [Fax send] [ Fax receive ) BEOERAE K O 7 7 B AHIBENIIFE LRV, /2Ry kU

— DO RE RS L TR =80 [ Print | B OFE K N7 72 AHIENIAFEL R,
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Note 1° Job Owner is identified by a credential or assigned to an authorized User as part of the process

of submitting a print or storage Job.

Note 20 Job Owner is assigned to an authorized User as part of the process of initiating a scan, copy or

retrieval Job.

6.1.4. Class FIA: Identification and authentication

FIA_AFL.1

FIA_AFL.1.1

FIA_AFL.1.2

Authentication failure handling

(for O.USER_I&A)
Hierarchical to No other components
FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection: [assignment: positive integer numberl, an

Dependencies

administrator configurable positive integer within [assignment: range of acceptable
valuesl] unsuccessful authentication attempts occur related to [assignment: list of
authentication events).

[selection: [assignment: positive integer number], an administrator configurable positive
integer within[assignment: range of acceptable values]]

[assignment: positive integer numberl,

. 1

[assignment: /ist of authentication events]

= Refer to Table 6-4

When the defined number of unsuccessful authentication attempts has been [selection:
met, surpassed], the TSF shall [assignment: list of actions].

[selection: met, surpassed]

. Refer to Table 6-4

[assignment: list of actions]

] Refer to Table 6-4

Table 6-4 Authentication failure handling

authentication events met, surpassed list of actions)
BAEARRCBITDE R/ o— Y —583 met 5 B DG 11
Web Connection (281} 5% FLETREE met 5 T DFRFEE 1L

FIA_ATD.1

FIA_ATD.1.1

FIA_PMG_EXT.1

User attribute definition

(for 0.USER_AUTHORIZATION)
Hierarchical to No other components
Dependencies No dependencies

The TSF shall maintain the following list of security attributes belonging to individual
users: [assignment: list of security attributesl.

[assignment: /ist of security attributesl.

- % 2 7 J@M(User ID, Admin ID)

= %% (UNORMAL. U.ADMIN)

Extended: Password Management
(for O.USER_I&A)
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FIA_PMG_EXT.1.1

FIA_UAU.1

FIA_UAU.1.1

Refinement

FIA_UAU.1.2

FIA_UAU.7

FIA_UAU.7.1

FIA_UID.1

Hierarchical to : No other components

Dependencies : No dependencies

The TSF shall provide the following password management capabilities for User
passwords:

+ Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [selection: “!”, “@”, “#”, “$”, “%”, “*”,
“&”, ¥ “(“ “) [assignment: other charactersll;

+ Minimum password length shall be settable by an Administrator, and have the capability
to require passwords of 15 characters or greater;

[selection: “I”, “@”, “#”, “$”, “%”, “r”, “&”, “*” “(*, “)’, [assignment: other charactersl]

] U@, W, 4T, %, A &P, 7 (%) and [assignment: other characters]

[assignment: other characters]

IR TS v e L 1A RIS L TS TS R T LR T L 1Y T T L R AL R T R T L T R I 1AL BN 73 R T L R TR R L I 15 I TN TR 1Ty V)
. [, I, « =7, 4 7, ?
) ¥ ) ) s L I / ) s ) ) ) s s ) ) + ) < ) > s . and
“ (EEE)
[RCINTS Ve LI EE TS L T R T T Ty [T T LR L LT L T T T T LA T B T LA T L S T T L)
. [, I, « =7, 4 9
> ¥ s ) s [ I / ’ s ’ s ’ s ) > ’ + > < ’ > [ and
“ u% |
X

Timing of authentication
(for 0.USER_I&A)

Hierarchical to : No other components

Dependencies : FIA_UID.1 Timing of identification

The TSF shall allow [assignment: list of TSF mediated actions that do not conflict with

the User Data Access Control SFE, and do not provide access to D.TSF.CONE, and do not

change any TSF datal on behalf of the user to be performed before the user is

authenticated.

[assignment: list of TSF mediated actions that do not conflict with the User Data Access

Control SFP, and do not provide access to D.TSF.CONE, and do not change any TSF data)

=  TOE DOIREMERER L ORRFEORE

» AF Y UBREICE D AT Y T X OREEE. a2 BB XD MNBE, HRx
YrbrSneY a 7ORETH 2RIEDBE, WHBRET LWy a 7o T
KO

" F—hrUty MEHORE

The TSF shall require each user to be successfully authenticated before allowing any other

TSF-mediated actions on behalf of that user.

Protected authentication feedback
(for O.USER_I&A)

Hierarchical to : No other components

Dependencies : FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: Iist of feedback] to the user while the
authentication is in progress.

[assignment: list of feedback]
AN EINTETFT —F 1 SUFHRCE LT O FRR

Timing of identification
(for O.USER_I&A and O.ADMIN_ROLES)
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FIA_UID.1.1

Refinement

FIA_UID.1.2

FIA_USB.1

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

Hierarchical to : No other components

Dependencies : No dependencies

The TSF shall allow [assignment: list of TSF-mediated actions that do not conflict with

the User Data Access Control SFE, and do not provide access to D.TSF.CONF, and do not

change any TSF datal on behalf of the user to be performed before the user is identified.

[assignment: list of TSF-mediated actions that do not conflict with the User Data Access

Control SFP, and do not provide access to D.TSF.CONE, and do not change any TSF datal

. TOE OMREMEZRS L ORTEORE

r AF Y BB R D AF Y T OREBE, a2 C—BEIC X DB, Mk
YreASNIEY a TORETH 2 RIEDBEE. HABRETLTWRenYa 7ol)T
K oOREE

" F— Uty MEEORE

The TSF shall require each user to be successfully identified before allowing any other

TSF-mediated actions on behalf of that user.

User-subject binding

(for 0.USER_I&A)

Hierarchical to : No other components

Dependencies : FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting on the
behalf of that user: [assignment: Iist of user security attributesl.

[assignment: list of user security attributes).

. » 27 J@PE(User ID, Admin ID)

= %#|(UNORMAL, U.ADMIN)

The TSF shall enforce the following rules on the initial association of user security
attributes with the subjects acting on behalf of users: [assignment: rules for the initial
association of attributes.

[assignment: rules for the initial association of attributes)

*  Admin ID(1 SO R EHE) CRIES Wiz Ha, %&E UADMIN % BiEAHT %

. Z Ofo> ID TREFE S 11723565 H UNORMAL % BfHT 5.

The TSF shall enforce the following rules governing changes to the user security attributes
with the subjects acting on behalf of users: [assignment: rules for the changing of
attributes).

[assignment: rules for the changing of attributes]
= L

6.1.5. Class FMT: Security management

FMT_MOF.1

FMT_MOF.1.1

Refinement

Management of security functions behaviour
(for O.ADMIN_ROLES)
Hierarchical to : No other components
Dependencies : FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
The TSF shall restrict the ability to [selection: determine the behaviour of. disable,

enable, modify the behaviour oft the functions [assignment: ist of functions| to
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U.ADMIN.

[selection: determine the behaviour of, disable, enable, modify the behaviour oft
= Refer to Table 6-5

[assignment: list of functions]

= Refer to Table 6-5

Table 6-5 Management of Security Functions behavior

Security Functions Operations
X a VT g i bak ERRE disable, enable
F—vRu s A AR ERRE disable, enable

FMT_MSA.1 Management of security attributes
(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to : No other components
Dependencies : [FDP_ACC.1 Subset access control, ex
EDP_IEC 1 Subsetinformation flow-control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MSA.1.1 The TSF shall enforce the User Data Access Control SFP to restrict the ability to
Refinement [selection: change default, query, modify; delete, [assignment: other operations]| the
security attributes [assignment: list of security attributes] to [assignment: the authorised
identified roles).
[selection: change_default, query, modify; delete, [assignment: other operations]|
= Refer to Table 6-6
[assignment: list of security attributes]
= Refer to Table 6-6
[assignment: the authorized identified roles)
= Refer to Table 6-6
Table 6-6 Management of Object Security Attribute
Security Attribute Authorized Identified Roles Operations
User ID U.ADMIN X $k, modify, delete
FMT_MSA.3 Static attribute initialisation
(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to : No other components
Dependencies : FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles
FMT_MSA.3.1 The TSF shall enforce the User Data Access Control SFP to provide [selection, choose one
Refinement of: restrictive, permissive, [assignment: other property]l default values for security
attributes that are used to enforce the SFP.
[selection, choose one of: restrictive, permissive, [assignment: other propertyll
= restrictive
FMT_MSA.3.2 The TSF shall allow the [selection: U.ADMIN, no rolel to specify alternative initial
Refinement values to override the default values when an object or information is created.
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[selection: U.ADMIN, no rolel

. no role

FMT _MTD.1 Management of TSF data
(for 0.ACCESS_CONTROL)

Hierarchical to : No other components
Dependencies : FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MTD.1.1 The TSF shall restrict the ability to perform the specified operations on the specified TSF
Refinement Data to the roles specified in Table 6-7, Table 6-8 and Table 6-9.

Table 6-7 Operation of TSF Data (1)
TSF Data owned by a U NORMAL or associated with Documents or jobs owned by a U NORMAL

TSF Data Operations Authorized Roles
UNORMAL ®uZ A2 /SAT—R Modify the owning UNORMAL.
UNORMAL ®uZ A2 /XA —R ek, Modify U.ADMIN,

Table 6-8 Operation of TSF Data (2)
TSF Data not owned by a U NORMAL

TSF Data Operations Authorized Roles
H R modify U.ADMIN
5 54 (KEK) modify U.ADMIN
i 5 #(KEK/DEK) delete U.ADMIN
=S o modify U.ADMIN
KT — IR IE modify U.ADMIN
AT — R query, modify U.ADMIN
U. ADMIN O /AT —R Modify U.ADMIN

Table 6-9 Operation of TSF Data (3)
TSF Data: software, firmware, and related configuration data
TSF Data Operations Authorized Roles
TOE O77—2AU =7 BHIZEATET —% (E | modify U.ADMIN
FRRDOT 7 — LT =T)

FMT_SMF.1 Specification of Management Functions
(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL, and O.ADMIN_ROLES)
Hierarchical to : No other components
Dependencies : No dependencies
FMT_SMF.1.1 The TSF shall be capable of performing the following management functions: [assignment:
Refinement list of management functions provided by the TSF].

[assignment: list of management functions provided by the TSF]
= refer to Table 6-10

Table 6-10 list of management functions

management functions
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U.ADMIN (2 L 5E %2 U 7 1 ik Tk HE

U.ADMIN |2 & %8 A& n s 345 Joal i e

U.ADMIN |Z & % == —F— & B RE

UNORMAL ([Z LB BHEH DR FA /AT — RODZE FHEHE

U.ADMIN |2 & 2 & B /S AU — KDL HFERE

U.ADMIN I & % H B o028 T HE

U.ADMIN (T & % /82 U — FHIFIZ T HERE

UADMIN (2 X% % v b U — 7 3%7E D B4 - 25 FRERE

U.ADMIN (Z X % I =4 D 25 FHEAE

UADMIN 2L 57 7 —A 0 =TT v 77— Mk

U.ADMIN |2 L 545 — & 35 & HIBREAE

U.ADMIN |2 L B % — 1 21 7 A AR EHERE

o — P —EHEEEIZIL, UADMIN (2L % UNORMAL w7 A L 320 — ROEH, 7= hokF
2T 4 BEOERNEEND,

e
iz
iz
[
[
iz
iz
e

FMT_SMR.1 Security roles
(for 0.ACCESS_CONTROL, O.USER_AUTHORIZATION, and O.ADMIN_ROLES)
Hierarchical to : No other components
Dependencies : FIA_UID.1 Timing of identification

FMT_SMR.1.1 The TSF shall maintain the roles U ADMIN, U NORMAL.

Refinement

FMT_SMR.1.2 The TSF shall be able to associate users with roles.

6.1.6. Class FPT: Protection of the TSF

FPT SKP _EXT.1 [Extended: Protection of TSF Data
(for 0.COMMS_PROTECTION)
Hierarchical to : No other components.
Dependencies : No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private keys.

FPT _STM.1 Reliable time stamps
(for 0.AUDIT)
Hierarchical to : No other components
Dependencies : No dependencies

FPT _STM.1.1 TSF shall be able to provide reliable time stamps.

FPT _TST _EXT.1 Extended: TSF testing
(for O.TSF_SELF TEST)

Hierarchical to : No other components
Dependencies : No dependencies

FPT_TST EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to demonstrate
the correct operation of the TSF.
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FPT TUD_EXT.1 Extended: Trusted Update
(for O.UPDATE_VERIFICATION)

Hierarchical to : No other components

Dependencies : FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).

FPT TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current version
of the TOE firmware/software.

FPT_TUD_EXT.1.2  The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE using a
digital signature mechanism and [selection: published hash, no other functions] prior to
installing those updates.

[selection: published hash, no other functions|

= no other functions

6.1.7. Class FTA: TOE access

FTA_SSL.3 TSF-initiated termination
(for 0.USER_I&A)
Hierarchical to No other components
Dependencies No dependencies
FTA_SSL.3.1 The TSF shall terminate an interactive session after a [assignment: time interval of user
inactivityl.

[assignment: time interval of user inactivityl
= BESRLDGE
> R F TR ER L ORI EIC LD LB 5E T LT D 1~9 5 DEE O
IRFFH]
> EEE IR L D WLPEAET L TG 30 41
=  Web Connection D34, *tEhtE v a idin

6.1.8. Class FTP: Trusted path/channels

FTP_ITC.1 Inter-TSF trusted channel
(for 0.COMMS_PROTECTION, O.AUDIT)

Hierarchical to : No other components
Dependencies : [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
FTP_ITC.1.1 The TSF shall use [selection: IPsec, SSH, TLS, TLS/HTTPS| to provide a trusted
Refinement communication channel between itself and authorized IT entities supporting the following
capabilities: [selection: authentication server, [assignment: other capabilities/l that is

logically distinct from other communication channels and provides assured identification
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FTP_ITC.1.2
Refinement
FTP_ITC.1.3

Refinement

FTP_TRP.1(a)

FTP_TRP.1.1(a)

Refinement

FTP_TRP.1.2(2)
Refinement
FTP_TRP.1.3(a)

Refinement

of its end points and protection of the channel data from disclosure and detection of
modification of the channel data.

[selection: IPsec, SSH, TLS, TLS/HTTPS]

= IPsec

[selection: authentication server, [assignment: other capabilities/]

. [assignment: other capabilities]

[assignment: other capabilities]

. 7 7 A v —s3—(WebDAV, FTP, SMB)

= EfEo /Y —s3—(syslog)

The TSF shall permit the TSF, or the authorized IT entities, to initiate communication via
the trusted channel.

The TSF shall initiate communication via the trusted channel for [assignment: Zist of
services for which the TSF is able to initiate communications).

[assignment: list of services for which the TSF is able to initiate communications|

= B SCEIAERERE

. B w7 O — N — L E HRE

Trusted path (for Administrators)
(for 0.COMMS_PROTECTION)

Hierarchical to : No other components
Dependencies : [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
The TSF shall use [selection, choose at least one of: IPsec, SSH, TLS, TLS/HTTPS] to
provide a trusted communication path between itself and remote administrators that is
logically distinct from other communication paths and provides assured identification of
its end points and protection of the communicated data from disclosure and detection of
modification of the communicated data.
[selection, choose at least one of: IPsec, SSH, TLS, TLS/HTTPS]
= IPsec
The TSF shall permit remote administrators to initiate communication via the trusted
path.
The TSF shall require the use of the trusted path for initial administrator authentication

and all remote administration actions.

< Appendix B: Conditionally Mandatory Requirements (Confidential Data on Field-Replaceable

Nonvolatile Storage Devices) >

6.1.9. Class FPT: Protection of the TSF

FPT_KYP_EXT.1

FPT_KYP_EXT.1.1

Extended: Protection of Key and Key Material
(for 0.KEY_MATERIAL)

Hierarchical to : No other components.
Dependencies : No dependencies.

The TSF shall not store plaintext keys that are part of the keychain specified by
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Refinement

FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage Device.

6.1.10. Class FCS: Cryptographic support

FCS_KYC_EXT.1

FCS_KYC_EXT.1.1

Extended: Key Chaining
(for 0.STORAGE_ENCRYPTION)

Hierarchical to : No other components.
Dependencies : [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(f) Cryptographic operation (Key Encryption),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),
and/or
FCS_COP.1(G) Cryptographic operation (Key Transport)]
The TSF shall maintain a key chain of: [selection: one, using a submask as the BEV or
DEK; intermediate keys originating from one or more submask(s) to the BEV or DEK using
the following method(s): [selection: key wrapping as specified in FCS COPI1(e), key
combining as specified in FCS_SMC EXT.1, key encryption as specified in FCS_COP1(®),
key derivation as specified in FCS KDF EXT1, key transport as specified in
FCS_COP 1G] while maintaining an effective strength of [selection: 128 bits, 256 bitsl.
[selection: one, using a submask as the BEV or DEK; intermediate ...]
= intermediate keys originating from one or more submask(s) to the BEV or DEK using
the following method(s): [selection: key wrapping as specified in FCS_COP.1(e), key
combining as specified in FCS_SMC_EXT.1, key encryption as specified in
FCS_COP.1(f), key derivation as specified in FCS_KDF_EXT.1, key transport as
specified in FCS_COP.1(G)]
[selection: key wrapping as specified in FCS COR1(e), key combining as specified in
FCS_SMC _EXT. 1, key encryption as specified in FCS_COP 1(f), key derivation as specified
in FCS_KDF EXT 1, key transport as specified in FCS_COP1()]
=  key encryption as specified in FCS_COP.1(f)
[selection: 128 bits, 256 bits]
. 256bit

6.1.11. Class FDP: User data protection

FDP_DSK _EXT.1

FDP_DSK_EXT.1.1

Extended: Protection of Data on Disk
(for 0.STORAGE_ENCRYPTION)

Hierarchical to : No other components

Dependencies : FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption).

The TSF shall [selection: perform encryption in accordance with FCS_COP.1(d), use a

self-encrypting Field-Replaceable Nonvolatile Storage Device that is separately CC

certified to conform to the FDE EE cPP, such that any Field-Replaceable Nonvolatile

Storage Device contains no plaintext User Document Data and no plaintext Confidential

TSF Data.
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FDP_DSK_EXT.1.2

[selection: perform encryption in accordance with FCS_COP.1(d), use a self-encrypting
Flield-Replaceable Nonvolatile Storage Device that is separately CC certified to conform
to the FDE EE cPP|

= perform encryption in accordance with FCS_COP.1(d)

The TSF shall encrypt all protected data without user intervention.

< Appendix D: Selection-based Requirements (Confidential Data on Field-Replaceable Nonvolatile

Storage Devices) >

6.1.12. Class FCS: Cryptographic support

FCS_COP.1(d)

FCS_COP.1.1(d)

FCS_COP.1(

FCS_COP.1.1(p)

Refinement

Cryptographic operation (AES Data Encryption/Decryption)

(for 0.STORAGE_ENCRYPTION)

Hierarchical to : No other components

Dependencies : [EDPITC 1 Import-of user-data—without-seeurity-attributes,or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

The TSF shall perform data encryption and decryption in accordance with a specified

cryptographic algorithm AES used in [selection: CBC, GCM, XTS| mode and cryptographic

key sizes [selection: 128 bits, 256 bits] that meet the following: AES as specified in ISO/IEC

18033-3, [selection: CBC as specified in ISO/IEC 10116, GCM as specified in ISO/IEC

19772, and XTS as specified in IEEE 1619).

[selection: CBC, GCM, XTS|

= CBC
[selection: 128 bits, 256 bits]
*  256bits

[selection: CBC as specified in ISO/IEC 10116, GCM as specified in ISO/IEC 19772, and
XTS as specified in IEEE 1619
= CBC as specified in ISO/IEC 10116

Cryptographic operation (Key Encryption)

(selected from FCS_KYC_EXT.1.1)

Hierarchical to : No other components

Dependencies : [EDP_ITC 1 Import-of user- datawithout-security-attributes;or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

The TSF shall perform key encryption and decryption in accordance with a specified

cryptographic algorithm AES used in [[selection: CBC, GCM] mode] and cryptographic key

sizes [selection: 128 bits, 256 bits] that meet the following: [AES as specified in ISO /IEC

18033-3, [selection: CBC as specified in ISO/IEC 10116, GCM as specified in ISO/IEC

19774.

[selection: CBC, GCMI
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] CBC
[selection: 128 bits, 256 bits]
- 256bits

[selection: CBC as specified in ISO/IEC 10116, GCM as specified in ISO/IEC 19772]
L] CBC as specified in ISO/IEC 10116

< Appendix D: Selection-based Requirements (Protected Communications) >

6.1.13. Class FCS: Cryptographic support

FCS_IPSEC_EXT.1

FCS_IPSEC_EXT.1.1
FCS_IPSEC_EXT.1.2

FCS_IPSEC_EXT.1.3

FCS_IPSEC_EXT.1.4

FCS_IPSEC_EXT.1.5

Extended: IPsec selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

Hierarchical to : No other components
Dependencies : FIA_PSK_EXT.1 Extended:Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit
The TSF shall implement the IPsec architecture as specified in RFC 4301.
The TSF shall implement [selection: tunnel mode, transport model.
[selection: tunnel mode, transport model
= transport mode
The TSF shall have a nominal, final entry in the SPD that matches anything that is
otherwise unmatched, and discards it.
The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using
[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602)
together with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified
by RFC 3602) together with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-
128 as specified in RFC 4106, AES-GCM-256 as specified in RFC 4106].
[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602)
together with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified
by RFC 5602) together with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-
128 as specified in RFC 4106, AES-GCM-256 as specified in RFC 4106
= the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together
with a Secure Hash Algorithm (SHA)-based HMAC
=  AES-CBC-256 (as specified by RFC 3602) together with a Secure Hash Algorithm
(SHA)-based HMAC
The TSF shall implement the protocol: [selection: IKEv1, using Main Mode for Phase 1
exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no other RFCs
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FCS_IPSEC_EXT.1.6

FCS_IPSEC_EXT.1.7
FCS_IPSEC_EXT.1.8

FCS_IPSEC_EXT.1.9

for extended sequence numbers, RFC 4304 for extended sequence numbersl, and

[selection: no other RFCs for hash functions, RFC 4868 for hash functionsl; IKEvZ2 as

defined in RFCs 5996 twith-mandatory-supportfor-NAT traversalas-speeifiedin-secetion

2.28) 43607 [selection’ with no support for NAT traversal, with mandatory support for

NAT traversal as specified in section 2.25], and [selection: no other RFCs for hash

functions, RFC 4868 for hash functionsll.

[selection: IKEVI as defined ...; IKEvZ2 as defined)

] IKEv1 as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no other RFCs
for extended sequence numbers, RFC 4304 for extended sequence numbers|, and
[selection: no other RFCs for hash functions, RFC 4868 for hash functions]

[selection: no other RFCs for extended sequence numbers, RFC 4304 for extended

sequence numbers]

L] RFC 4304 for extended sequence numbers

[selection: no other RFCs for hash functions, RFC 4868 for hash functions]

= RFC 4868 for hash functions

The TSF shall ensure the encrypted payload in the [selection: IKEv1, IKEvZ protocol

uses the cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC

3602 and [selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other

algorithm).

[selection: IKEv1, IKEvZ]

. IKEv1

[selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other algorithml

= no other algorithm

The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

The TSF shall ensure that [selection: IKEv2 SA lifetimes can be established based on

[selection: number of packets/mumber of bytes; length of time, where the time values can

be limited to: 24 hours for Phase 1,.SAs and 8 hours for Phase 2 SAs|; IKEv1 SA lifetimes

can be established based on [selection: number of packets/number of bytes ; length of
time, where the time values can be limited to- 24 hours for Phase 1 SAs and 8 hours for

Phase 2 SAs].

[selection: IKEv2 SA Ilifetimes can be established based on [selection: number of

packets/number of bytess length of time, where the time values can be limited to’ 24

hours for Phase 1 SAs and 8 hours for Phase 2 SAs); IKEv1 SA lifetimes can be

established based on [selection: number of packets/number of bytes ; length of time,
where the time values can be limited to’ 24 hours for Phase 1 SAs and 8 hours for Phase

2 SAsl]

= IKEv1 SA lifetimes can be ...

[selection: number of packets/number of bytes; length of time, where the time values can

be limited to’ 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs|

= length of time, where the time values can be limited to: 24 hours for Phase 1 SAs
and 8 hours for Phase 2 SAs

The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit MODP),

and [selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20 (384-

bit Random ECE 5 (1536-bit MODP)), lassignment: other DH groups that are

implemented by the TOE], no other DH groupsl.

[selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20 (384-bit

Random ECP), 5 (1536-bit MODP), [assignment: other DH groups that are implemented
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by the TOE], no other DH groups)
= no other DH groups
[assignment: other DH groups that are implemented by the TOE]
= none
FCS_IPSEC_EXT.1.10 The TSF shall ensure that all IKE protocols perform Peer Authentication using the
[selection: RSA, ECDSA] algorithm and Pre-shared Keys.
[selection: RSA, ECDSAI
" RSA

6.1.14. Class FCS: Cryptographic support

FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
(selected with FCS_IPSEC_EXT.1.4)
Hierarchical to : No other components
Dependencies : [EDP_ITC 1 Import-of-user-data—without-seeurity-attributes,or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material

Destruction
FCS_COP.1.1(g) The TSF shall perform keyed-hash message authentication in accordance with a specified
Refinement cryptographic algorithm HMAC-[selection: SHA-1, SHA-224, SHA-256, SHA-384, SHA-

512, key size [assignment: key size (in bits) used in HMAC], and message digest sizes
[selection: 160, 224, 256, 384, 512] bits that meet the following: FIPS PUB 198-1, “The
Keyed-Hash Message Authentication Code, and FIPS PUB 180-3, “Secure Hash

Standard.”

[selection: SHA-1, SHA-224, SHA-256, SHA-384, SHA-512)
=  SHA-1

=  SHA-256

=  SHA-384

=  SHA-512

[assignment: key size (in bits) used in HMAC]
L 160~512bits
[selection: 160, 224, 256, 384, 512]

. 160
. 256
. 384
. 512

6.1.15. Class FIlA: Identification and authentication

FIA PSK_EXT.1 Extended: Pre-Shared Key Composition
(selected with FCS_IPSEC_EXT.1.4)

Hierarchical to : No other components

Dependencies : FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
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Bit Generation)
FIA_PSK_EXT.1.1 The TSF shall be able to use pre-shared keys for IPsec.
FIA_PSK_EXT.1.2 The TSF shall be able to accept text-based pre-shared keys that are:
= 22 characters in length and [selection: [assignment: other supported lengthsl, no
other lengthsl;
] composed of any combination of upper and lower case letters, numbers, and special
characters (that include: “I”, “@”, “#”, “$”, “%”, “*”, “&”, “*”, “(“, and “)").
[selection: [assignment: other supported lengthsl, no other lengthsl]
= no other lengths
FIA_PSK_EXT.1.3 The TSF shall condition the text-based pre-shared keys by using [selection: SHA-1, SHA-
256, SHA-512, [assignment: method of conditioning text stringl] and be able to [selection:
use no other pre-shared keys; accept bit-based pre-shared keys; generate bit-based pre-
shared keys using the random bit generator specified in FCS_RBG_EXT.1].
[selection: SHA-1, SHA-256, SHA-512, [assignment: method of conditioning text stringl]

. SHA-1
. SHA-256
- SHA-512

=  [assignment: method of conditioning text string]

[assignment: method of conditioning text stringl

" SHA-384

[selection: use no other pre-shared keys; accept bit-based pre-shared keys; generate bit-
based pre-shared keys using the random bit generator specified in FCS_RBG_EXT 1|

. use no other pre-shared keys

< Appendix D: Selection-based Requirements (Trusted Update) >

6.1.16. Class FCS: Cryptographic support

FCS_COP.1(c) Cryptographic operation (Hash Algorithm)

(selected in FPT_TUD_EXT.1.3, or with FCS_SNI_EXT.1.1)

Hierarchical to : No other components

Dependencies : No dependencies.
FCS_COP.1.1(c) The TSF shall perform cryptographic hashing services in accordance with [selection: SHA-
Refinement 1, SHA-256, SHA-384, SHA-512 that meet the following: [ISO/IEC 10118-3:2004].

[selection: SHA-1, SHA-256, SHA-384, SHA-512]
. SHA-1, SHA-256, SHA-384, SHA-512

6.2. Security assurance requirements

This section describes Security Assurance Requirements (SARs) for the TOE.

Table 6-11 TOE Security Assurance Requirements

Assurance Class Assurance Assurance Components Description

Components
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Security ASE_CCL.1 Conformance claims
Target ASE_ECD.1 Extended components definition
Evaluation ASE_INT.1 ST introduction
ASE_OBJ.1 Security objectives for the operational environment
ASE_REQ.1 Stated security requirements
ASE_SPD.1 Security Problem Definition
ASE_TSS.1 TOE Summary Specification
Development ADV_FSP.1 Basic functional specification
Guidance AGD_OPE.1 Operational user guidance
Documents AGD_PRE.1 Preparative procedures
Life-cycle support ALC_CMC.1 Labelling of the TOE
ALC_CMS.1 TOE CM coverage
Tests ATE_IND.1 Independent testing — Conformance
Vulnerability AVA_VAN.1 Vulnerability survey
assessment

6.3. Security requirements rationale

6.3.1. The dependencies of security requirements

TOE &=V 7 (HRE B M OIRAFREfR A FRITR T,

Table 6-12 The dependencies of security requirements

HEREZE RAFRAfR ST Cli7= THKAFRAMR | KRR AT =L T e B

FAU_GEN.1 FPT_STM.1 FPT_STM.1 N/A

FAU_GEN.2 FPT_STM.1 FAU_GEN.1 N/A
FIA_UID.1 FIA_UID.1

FAU_STG_EXT.1 | FPT_STM.1 FAU_GEN.1 N/A
FTP_ITC.1 FTP_ITC.1

FCS_CKM.1(a) [FCS_COP.1(b), FCS_COP.1(b) N/A
or FCS_COP.1()] FCS_CKM_EXT.4
FCS_CKM_EXT.4

FCS_CKM.1(b) [FCS_COP.1(a), FCS_COP.1(a) N/A
or FCS_COP.1(d), FCS_COP.1(d)
or FCS_COP.1(e), FCS_COP.1(e)
or FCS_COP.1(f), FCS_COP.1()
or FCS_COP.1(g), FCS_COP.1(g)
or FCS_COP.1(h)] FCS_CKM_EXT.4
FCS_CKM_EXT.4 FCS_RBG_EXT.1
FCS_RBG_EXT.1

FCS_CKM_EXT.4 | [FCS_CKM.1(a), FCS_CKM.1(a) N/A
or FCS_CKM.1(b)] FCS_CKM.1(b)
FCS_CKM.4 FCS_CKM.4

FCS_CKM.4 [FCS_CKM.1(a), FCS_CKM.1(a) N/A
or FCS_CKM.1(b)] FCS_CKM.1(b)
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PRAEZLM A7 BIER ST THi7= HRAFBLR | KAFBIRZRZL TRV
FCS_COP.1(a) FCS_CKM.1(b) FCS_CKM.1(b) N/A

FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_COP.1(b) FCS_CKM.1(a) FCS_CKM.1(a) IPsec i3 (FCS_IPSEC_EXT.1) D5

FCS_CKM_EXT.4

FCS_CKM_EXT.4

G Ty 7T —MERE
(FPT_TUD_EXT.1) D% 41T,
FCS_CKM.1(a), FCS_CKM_EXT.4 %
7SN, BEA RIS I 27T

M,
FCS_RBG_EXT.1 No dependencies. No dependencies. N/A
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 N/A
FDP_ACF.1 FDP_ACC.1 FDP_ACC.1 N/A
FMT_MSA.3 FMT_MSA.3
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 N/A
FIA_ATD.1 No dependencies. No dependencies. N/A
FIA_ PMG_EXT.1 No dependencies. No dependencies. N/A
FIA _UAU.1 FIA_UID.1 FIA_UID.1 N/A
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 N/A
FIA_UID.1 No dependencies. No dependencies. N/A
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 N/A
FMT_MOF.1 FMT_SMF.1 FMT_SMF.1 N/A
FMT_SMR.1 FMT_SMR.1
FMT_MSA.1 FDP_ACC.1 FDP_ACC.1 N/A
FMT_SMR.1 FMT_SMR.1
FMT_SMF.1 FMT_SMF.1
FMT_MSA.3 FMT_MSA.1 FMT_MSA.1 N/A
FMT_SMR.1 FMT_SMR.1
FMT_MTD.1 FMT_SMR.1 FMT_SMR.1 N/A
FMT_SMF.1 FMT_SMF.1
FMT_SMF.1 No dependencies. No dependencies. N/A
FMT_SMR.1 FIA_UID.1 FIA_UID.1 N/A
FPT_SKP_EXT.1 No dependencies. No dependencies. N/A
FPT_STM.1 No dependencies. No dependencies. N/A
FPT_TST_EXT.1 No dependencies. No dependencies. N/A
FPT_TUD_EXT.1 | FCS_COP.1(b) FCS_COP.1(b) N/A
FCS_COP.1(c) FCS_COP.1(c)
FTA_SSL.3 No dependencies. No dependencies. N/A
FTP_ITC.1 [FCS_IPSEC_EXT.1, | FCS_IPSEC_EXT.1 | N/A
or FCS_TLS_EXT.1,
or FCS_SSH_EXT.1,
or
FCS_HTTPS_EXT.1]
FTP_TRP.1(a) [FCS_IPSEC_EXT.1, | FCS_IPSEC_EXT.1 | N/A

or FCS_TLS_EXT.1,
or FCS_SSH_EXT.1,
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PRREZL(T:

GRS

ST T 7= A7 B R

IRAFBEMRZA 72 L TV R B

or

FCS_HTTPS_EXT.1]

FPT_KYP_EXT.1 No dependencies. No dependencies. N/A
FCS_KYC_EXT.1 | [FCS_COP.1(e), FCS_COP.1(f) N/A
FCS_SMC_EXT.1,
FCS_COP.1(f),
FCS_KDF_EXT1,
and/or
FCS_COP.1()]
FDP_DSK_EXT.1 | FCS_COP.1(d) FCS_COP.1(d) N/A
FCS_COP.1(d) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_COP.1(f) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_IPSEC_EXT. | FIA_PSK_EXT.1 FIA_PSK_EXT.1 N/A
1 FCS_CKM.1(a) FCS_CKM.1(a)
FCS_COP.1(a) FCS_COP.1(a)
FCS_COP.1(b) FCS_COP.1(b)
FCS_COP.1(c) FCS_COP.1(c)
FCS_COP.1(g) FCS_COP.1(g)
FCS_RBG_EXT.1 FCS_RBG_EXT.1
FCS_COP.1(g) FCS_CKM.1(b) FCS_CKM.1(b) N/A

FCS_CKM_EXT.4

FCS_CKM_EXT.4

FIA_PSK_EXT.1

FCS_RBG_EXT.1

ELEE Y MERRERZ W ZE Y b _— 2D
FRTA A RERIRL TV ez,

FCS_COP.1(c)

No dependencies.

No dependencies.

N/A
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7. TOE Summary specification

TOE Ot 27 HEREENFLVE) LD TOE DX =27 4#RED— A Table 7-1 (2”7, #EMIIZ R DIAIC
T35,

Table 7-1 ¥ =2V T (HSpE— &
X2V T LT

Z
o

Akl R RIE R E

T U A EE

AN — Vs B b i AR

e {5 = P RE
X2V B B RE

i tne

T 7T — N7 — ARG RE
H .7 A M RE

O |3 |0 ||k | W | DN |+~

7.1, R FR AL BE

FIA_UAU.1, FIA_UID.1

< —fF FHFE OFSIFRRE >

TOE X, FIRHFEND— —4 LA — R 2 BUS U CARRGRGE T U LD BIRRREZT TV BRED S F 7 Al F1

A& ERErEn =721 TOE ORI HZFFRI 95, FIAFITERE SRV EH W T2 —F —4 & AU —R% TOE (2

ANJ117% (Web Connection CTEMi CEXLDITEHMMEED A THAO-OAREHITZZ Y LW, TOE &GRS

P2 NRAT— R —E T LT AR T D, iRERREE FA TR CEAAEIT T REICRO LD

» FEBCIRREORERR (%fﬁéﬂf_/w DAREE  FHERL A INDFRH A XCFE B R L)

» X UTARERRICBIR LRV ER E DO RERR - AT (IR E - B I - 7 = > v — (L E T2 E OHIIZ B
DDHIXIE)

» ARV UEEICLDAX YT —FOREREE, 2 —EEIC DM B, koS YaT O
JECHIRE DR, HANZETLTORNW a7 DA FHRIOME

= ANy ORE

728, FAE N RFHAZLL T TOE OFHZZHF SN CODIRIE CEHELE ORI RIEEI T 72858 121,

—F AL LT TOE OFFANARAGE (27 7R IR0 BIOF| LU CE PR RER 1 ] éhé%ktﬁéo

EHESREOR L TR T — A3 ELC TOE 25 H CTED I/ DT L1370,

<EHF O FRFE

BB ORI uﬁ@ﬁfﬂyf IR OB FRREE 72D,

BAE LR web 777 (Web Connection i FIRF) (235N C, I 2B BB RE ORI H CE A IER 5
B, TOE 13RI HE IEBE AT —RD AN 2RO D, EHEE SAT—REMLA BN TIbLEEHE LV E
2 THY, FE R E W B T O8ER R B LR A 5720 Z2TlEa—F =4 DA TNITRD (—fi%
FRE T EHERBEZHDEESZ LT TERW), TOE (X, FIHENSE S SAY —R 2 B L CARRGRGE S
AU LD BIFEREZA TV *ﬁuEOD‘r’k%ﬁfE%&#ULﬁéht%t \7 TOE O BEEREOFI A7 v 3%, FIl HE 13 #k
B x0 DL web 7 Z74 (Web Connection i ) 2 W TEBLE XAV —R% TOE IZA ) 3%, TOE
IR FRS NI E BE SR — R e—H T 52 L2l T 5, iR RE 2 EATRNC — UV E B RE A 1TH ZLILTER L,
7B, R A WNEBEREREO R H 2 FF TSIV TODIRRE CIE— MR HE LU GRIGEIEREZITO X TE W (T
BEDMFAEL72Y)
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FIA _AFL.1
TOE ., #/E ST ITHEBE K N —H —FRFE. &Y Web Connection (2351728 BLE R BIFRFEICES
T RRREN (1 [ED) L7234 . TOE 13RI HE ICx L TR OFRAERI T 5 BRI FEITLARW,

FIA_PMG_EXT.1
TOE X, FReOFIHH /AT —RIZT VT 7o "D R ICTF-L/NCF, 5 M OLL ORI T a A GbE T
P HN R TE TED,

Table 7-2 /SAT—RIZfE F CED R ST

BB SAY — NI CE DR SCT(32 30T
! @ # $ % A & * ( ) - ¥
[ ] : ; , . / “ ‘ = ~ |

— MR SAT — R T DR RS0 F(32 3UF)
! @ # $ % A & * ( ) - ¥
[ ] : ; , ) / AN=A ‘ = ~ |

%72 TOE (ZFIHFE D FRLORHE SAT—REZRE, HOHWVNIEREITOHE . FiilCRESND/ AT —Rn 8
AT — R/ NS R Eﬁui@ia@%@%?s%ﬁ%\xv N/ NCFH0E, BEFIZL->T 8 F~64 XX
FOHFPATHRESND), FMFEMTI-SRWGE TR EL KM T, B EZERTHIA -5 FKRT 5,

. EHE SRR

v 2P SRU—R

FIA_USB.1

TOE (3FIH# OBERRE% . FIHEZRITT XA IC2—% —i#5l ¥ (User ID) K& 0% % UNORMAL 73R

HATHND, £o, EHEOBBIFRER T, MHEEZRITT 542272 Admin ID K OMH| U ADMIN 753
SIFHND, BBRAEEZRITTAZAZIA L H—T =— R BEfHT 5HIL5E % . Web Connection TORBRE

FRBIFERE L S D — R H B HLE O BRRREE 52 L Al HETHH (7%, Web Connection (2

BOWTE, 77— A7 =T =g OMERDO BB FRETH D),

FIA_UAU.7
TOE %, FIFEIRE ARV cweb T TT P NOLOFRBIED =D/ XA —R%& A T4 28, AL XFORHYIC
ATy DA I—LTF () TERTD,

FTA_SSL.3

TOE 13#/E/ /L. Web Connection CTilkBIFRRESAVI-FIHE DN LL T ORMAH - LIZG6 . £ Dty iaafk

T9%,

v BEARVDOGE . —IRFIHE TR EIC R DB E T L Tb 1014 (1£%@$IJ%%Z)§1‘~F)42)FH%
REA BN LTZIE) | HAHVIEER ES A — Ny MR (T EOFHE D 153 ~9 O TR E TE D)%
WG AR TN ND, 8 BE I3RS BEIC DN E TLTRS 30 4 ?’ﬁ IarZ 7RSI, R
RENEEREND,

*  Web Connection D34 iBIRBREN KL, 7 IU I T 7— L0 =7 N—Var e RoRLcBERIZaZ TN
o B)
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2. 7 Ut RE|EEE

FDP_ACC.1, FDP_ACF.1

TOE |Z Table 6-2, Table 6-3 (Zil#liSNI=FIHE T —57 7B AN LS & FIHFE IS U CRIA#E CET

—HERME 2T T —E~OBEERIRT D, KT —Z~OT 7 A TEAE SN E N TORFERTED,

(1) #E XN FIAREOR AL LET —%, KOFIAE a7 T — X2 ~OEAEH| R

= BBV TR 3t — RAE D UBRE A FEAT 3 S M (2B D21 TOE «@ﬁaﬁumﬁm
BREN, RBIECHEIEZFIHTAZEITTERY, FLIOLEEHE AV —RTlIns/A4+528
W (BHERE A T2 &I T IR WY,

» FIfEYaT T2 R ORIHE CET — X OIERIZBW T, &7 —XICHTAEE#EL T User ID 3FdkS
b,

»  CEPREITHOGRAEE  EEE R E RISV T, —FIHFEICED HDD fRFVa7 O (Ya7 1 =Y
HOYLRANEG, 77 AN BAEBERH HRREELSRTED) DRR, LUK a7 OHIRE T TED,
Fo rfrva7 BRI AR E T 5281k, —EWIMZ IR E TR a 7 ZHIBRTHIENTED, 72
B, HDD ([ZfRfFsN-RIA#HE CET —2 L ORIA#H Va7 57— 224 L, Modify 1Z UF 2AMFESTETT
EYAAR

»  HDD IR FESNTRAE CET —2 R ORI & Va7 5 —22% L, Job owner % Read, Modify, Delete
N TCT&D, HDD RAFVa7 O—ERRBEHIZBW T, Ya7 ORI/ B HUEEE, KO AR5 TL W
WaZ O TRIOERRNTEDN, ZOWE Tlxns AR HE P BRIERTRER Y a7 O A PF RSO
FRBFAY a7 13RS, BB UF BFEELRWIZOMORHE FTA Va7 OFAF,/ B HUBEE T
FATTERW, FHAONRZE T LT W azZ o ) T Tk, Read, Modify, Delete 3572 I/F 237
TELZRWZD EATTER,

= Job owner (F, A —HAEICIVIERR SN RIS CET — 2 M ORHAE Va7 T —2% Ay T RE 2
T95ZE(23D Delete TE3, 727-L. Job owner Th-oThat —#/EIZIVERIN-FIHE CET —4
® Read, Modify, FIH#H a7 7 —#® Modify 1% I/F BNFEFELIRWZ EIT TR0,

»  Job owner THo> THAF YU RIEICIVIERSNI-FIH#E CET —#D Read, Modify, Delete, Fil HE =
75 —2 7 Modify, Delete | % I/F 2MFEAELIRN =6 EITTER,

v AR UBMEICIDAF YT — A OREIRIE, 2 — BB D M DB, kv SN a T O
JECHHARHNBIE, HIME T LT 2N\ a7 O FRIEREREL— Y —2 &0 CHLE T& 5,

FIA_ATD.1

TOE (3R HE IR L., FIHEEZRITTHXA7 DX A7 @M (User ID, Admin ID) K 0% %I (U NORMAL,

U.ADMIN) %@EMEEL TEFRT D, XAV BIELEEIDERL 2 A3 71X T,

R EEEDEE SR — Y — DOBEREIT oIS FIHE RMESL CT2=—272 UserID &
[ EDO&EIEL T UNORMAL 2304 CThibd

] B FHE T AdminID 23 1 ST BFEEL BIIRHIBRIZ TE 20, BED&ZEIEL T U.ADMIN 23
FYTHNTVD

7.3 A b L —UEES (L iEE

AR =TT NA RS RRIL TOE & Eh% , RIEHIEH T 7 — 20 = 7N ARA FEN T B LT A7 FVIZE->T
HIMES AL, BRI DO XA T TS T NAADKE SRR AT 7 AT HZ LT TER, TS AIZEZIA
LR T — 2 & 5{b L, T A APt LRICT — 258595, ZONBRIL, KT NARCEZIAR/FGEH
HLUT 22 TOR St S 7 — 225t L THThivh, 22 Tl S b RE (o 92 S8 (5 2 7 iE L O T
TR CREMZ L35,
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FCS_COP.1(d), FCS_KYC_EXT.1, FCS_COP.1(f), FCS_CKM.1(b), FPT_SKP_EXT.1, FPT_KYP_EXT.1

TOE (ZLL FOBMEIHE TR AL T NIV X L EZEEL TD, 728 CTR_DRBG % AV =L s AL 521 T
DOFRIIE, Y7 =7 o bt — R B L7-E 1024bit OB Y R’IEARK L, 77— =T NDOIFTAT IV Tk
7 =7 (GUARD FIPS Security Toolkit) O ELEAE BRI AT 52 & TEEARKL T 5.

Table 7-3 £ flE 5L 7 /LT Z b

Algorithm Standard SFR Reference

CTR_DRBG NIST SP 800-90A FCS_RBG_EXT.1

AES-CBC 256bits ISO/IEC 10116 FCS_COP.1(d)
FCS_COP.1(f)

TOE 1ZAR —Y DOIE b2 B4 57-% Table 7-4 (2G50 S B-8E2 A L TVVA,

Table 7-4 AN —T B BAUIZE 3205 58

HEfE e

DEK(256bit) AR =TV TFNRAALDOT —FZKE 5L, TOE ORE LR O T
CTR_DRBG(AES-256)(Z 1t~ 7= LI A il & AT L TAERK,

KEK(256bit) DEK fRTFIREDORE Sz H, TOE 0fliE T 0727>C CTR_DRBG(AES-256)
V2o T BLE A AR AT L CTA AR

BHET TOE OFAEE, [RS8 FHERE | 23T A2 81k 0§ KEK OF A A21T9 89 HAX AT TE
NEND, ZORRER B HEF N FEITTHI LTI FRROMBENFEI TSNS,

(1) QSPI Flash (cf#&fF&472 KEK 23 75A 7, RAM TS5,

(2) QSPI Flash 7 b5 E{bSivic DEK Z§tiA A, EFEos##ic T 51k, RAM (235,

(3) CTR_DRBG(AES-256)(Z0t~7- &5 i 2 3217 L T 256bit © KEK Z#7- 124 5% L DEK %0 5145,
(4) QSPI Flash |Z KEK &, i 5k L7 DEK 2 & 773 %,

FREOFBUC L TSN 58t TOE & &R IZZ DI LB O TLL T DO IDIFIHE LD,

(1) TOE DOFEIEJ ON |2k 7 —rr—Z 2NEEIL, SSD D7 7— A7 = 7 KANFEI N O4 77— DT = T A H0A T
FAT7 %,

(2) TOE ®»77—2sw=71% QSPI Flash 75 KEK §#4 7t 72 iA 7+, RAM _EICRIFT 5,

(3) QSPI Flash 7655k E47= DEK Z3tiA %4, KEK (2T 51k, RAM IZER 3%,

(4) TOE ©»77—2v=7 %, #H=5{bEiiz DEK Z VT SSD & U NVRAM (IR FFS - 3R E Tl HA 1 51k
L. TOE OtXx 207 1#re4a & Lo 2 COMREO I LA Fhi, 72 T HEE S VI ARE H 2 R L, FH
FHH TOE OMREAF IR/ IRIEL 375,

ERRITRLIZRRIC

»  KEK ##% TOE OHAR £ QSPI Flash (2SI HH3, BLHIAH FTRE/ NI MEA RN — U T /A R4
Y DRI RAFS 2 B BHIEZ S T 20 DIFIEL 72V,

»  DEK &3 TOE @Ak D QSPI Flash I[ZH; SALS IR E THANS DN, BLHIA A AT REZ AN HHSEA R
L — U T NA AL T HEARITIIBRAFS V2, SR EHZEE S T DD DISFAELAR L,

»  HE{kSiz DEK ##E RAM O IRAFEIND, BLHIASHL TR/ IS VEA N — U T /A RIT3% Y T Dl
BRI RAFS 2,

» KEK/DEK OEEIIENST T2 AT DAL H—T 2 —ATIFAELZRD,
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PLEDZEmbr BdIfRES N TR EE BN,

FDP_DSK _EXT.1
TOE (%, Table 7-4 FL# O SHEAEHL 7 —F OB 5L &1,

TOE (28T, B bRt R ERDFIHE LET —2EMIED TSF 7 — X &R EFA[RER T /A AT B AZ # w]
R/ RIS MEA RN — T T NAAL72% SSD/HDD  Je OB A A Al HEZR ARHE IS MEARL — U F SA RIS L
NVRAM/QSPI Flash T&HAHRAM o TSF 7 —#3RIEIR OFF Lol Eshs), Z2i
I TSF {H#a#bran, HLULEIEI OFF BfZ TSF 7 — X225 FF T HRE & > QO WARF Sk Dx e L

TR, BT A ADRE AL DRI G L7025 T — 22OV T Table 7-5, Table 7-6 (2787,

P IT S AALISN

Table 7-5 &7 NAR(BIHZ BT RER R EIEMAN — VT A R) DB RLRDT —F

Storage P2 - fiEidek B 5Lt s 7 1 W5 54 TATYX A | Bt
SSD SSD L AFAMER (VS—F 13 | BBkt _ _ —
VT =T IVEE)
77— LT T ORI s St 5ok - — -
TOE 3% E 1F s maik (GF 82 | W5k 7 12 | DEK AES(CBC) 1
B E DR EMIRAT) 7 A
SWAP I (#E5h1L) HAEH - - -
a2 ha—Z#K(TOE O*xv kY | K B{L7 7 AL A | DEK AES(CBC) TR
—ZBE WIE Y — /TR | T4
A INAT—R)
AAR IR GREET — %) B E{b7 7 A | DEK AES(CBC) R
71
AR iR K57 741 A | DEK AES(CBC) TR
T2
HDD DaZ RAEER a7 E T — | i FEE DEK AES(CBC) R
(RAID 0) | #/va7u)
VaZ R EE(N G T — 5 T | A S DEK AES(CBC) W
LFAIV)

Table 7-6 457 /AR (R HZ B ATRRR A EBMEA N — DT A ZLUSN) DR BALXRERDT —F

Device P2 - fiEdek s RIS 5 1 554 TNIYRL | AL SeE
NVRAM | TOE BREFEREMEIR(=—F | XAU —F{E#H % | DEK AES(CBC) TR
—RFEZ RS SAT —RIEH, A | B LU CTRAF
Ty U RERESE St AR G | (LRSS LA
SRR E) YT
QSPI DEK 5 S L CHRAT KEK AES(CBC) R
Flash
KEK FExnFEE - - —

Table 7-5, Table 7-6 (Zit# SN~ H B IZDOWTRHLHT 5,

v LT AV AT LXK, KA RS T ESNZ T 5T 7 AV AT A ERERS IV CWND N —T g al (TH
) 2 TOT7 7410 Read/Write ZEFLL | £ DG Ak - 18 5 LB A VL F i 57 7 AV AT LY TR
DT THY, K5l 1E B LB Z A CE DAL H—T = — AIFELR W, BB AL T 7 AL AT N LD
5L, 2= V2O THIZEWT TOE OiE TROe)TH bS5 (DEK SO ER LI =
BT 7 ANV AT LTOFIHREBITOIND) o T D £E BLE S S REZ A b T D8 FI T 22720 (i
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T HFEBAFELRY)

»  HDD DO Pa R iFE (a7 5Ty —& a7 ul) 13Pa 7 EHTF — 2 A &R A2 —T = — ATk
L B8 AL BN RS ND, VaT EEHT — XTI LA H—T =—ATETD Read/Write 217\, ZD
BRIE BAb - 18 BALLER A 3 FE i T 572 W5k - 18 5L PR A Bl CE DA L #— 7 = — A TFFEL 7R\,
CaZ BT — 2 AN —T 2 — AL DR BB L, 2= H 0 Z D THIZEWT TOE Ol T
BONTHIMEENS (DEK #OMERE a7 BHT —2 AW A 2 —7 =—ZATORHARELITOND),
D 2 E P S SR REE A b DI L B (LML T 5 F BB AEL 7R,

=  HDD Ol Va7 {RIFMEE(E{g T — 2 « 3 L3 AV) [T BT —2 A 125 DA 2 —T = — AL DHE 51k -
BRALRERSNA, BT —XT LA X — 72— A TE2TO Read/Write 51TV . FDOREK; B4l -1 =
LR Z T FE T D72 B Sl - 18 AL LBRZ [R5 CE DA 2 — 7 = — A FFAELR W, BT —F A
H DAL =T 2= AT EDRE BV, 2= 2D TFIZE W T TOE ORI TREOTHIMES
N5 (DEK 8O ERKE a7 E T —Z A A H—T7 2= A TOR AR EGITHOID) , 70248 B 3
TS REE A LT DA EI T A (b T D FEEL FTEL 72\

»  SSD O 77— AT =7 OANFEIR ) IR B L E2IThR WK Th D, %4 755k OS #EHET 7 AL AT
LZE o> TRead/Write 217975, FIHF T L CEHET 7 AN T VB AZATIA L Z—T = — TR 20,

FCS_RBG_EXT.1

TOE %, NIST SP 800-90A (Z#£#l9-% CTR DRBG(AES-256)&. 1 DDV TRy =T /A R HIEKR SIS
RBG #3925, it CTR DRBG %, Derivation Function & Reseed %9 %73, Prediction Resistance
FERBIZENMEL 22\, Y7 =T /A XTI, CPU OWHERAEIZ L 5-2 H5:0F i — R ED FLL a7 71y
A — SV L — VBN FEEE L CRY | L — T VB AT OIS X B ray 7 h 2 — % TS
L.raw 7 —# %4535, 7 MNEHE XOR # W C raw 7 —XIZEH ENHT U bt —2 By MR YR, [EfET5
arTFuva=r U EERL, Evhefoxs et —8y BTk, 2o hre—EELTHIITT 5,

TOE 1%, Z® RBG #FIHU CHLEZ L, B 54t KEK & O 58 DEK@EE 256bit) &I H 5,
TOE 2ELEERLT 5, CTR DRBG Ty —K~7U7 /L (Entropy Input & Nonce) 3B (Zia~T-5H, /AR
WELTHH T2 7 =7 2B LB A XD et —EZRE L CHHT %, 2ox=r b —HEiE,
NIST SP800-90A ™ 10.2.1 |Z/rE41% Instantiate & Reseed (24572 fi/h= bt —&(TOE OF 4, %=
U7 SR LIFRIL 256bit) A/l THY | +437 T b =03 G £ T0D,

FCS_CKM.4, FCS_CKM_EXT.4
TOE 28T, AR — VK55Il F S AR 58 KEK (XBLHIZZ# R A7 QSPI Flash (ZfR1FSH,
X2V T iR LR ERFEICEI DT TOE OEAKIINICEOLLIR EHHRE S LA T —ZOREIFIHINS,
KEK #} () DEK D17 LA HEX A7 % TableT-7 (81,
EHAEIIHAL AT TOE OFEFERHCET — 4 L EXHIREAELZ i+ 5222 RS TV 5,

Table 7-7 @ DOEIFS & EE
Y A7 5% WIS DD ik
KEK S E D) QSPI Flash | TOE filf3ErF 0x00 T 1 [a]_EEXHIRR
#CFE50) RAM BENREL A BHTORE OF | TOE O F|EEHER 12X
IR RAM 75 15
DEK | G(NHLSN/-kME) | QSPI Flash | TOE fiehy 0x007C 1 [ ERETIFR
#CF30) RAM HRAELLLHE(TOE Of| | TOE @ &I B IFERHIZ LY
EITENTE) RAM BHIER
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7.4 SIEEEEHKE

FPT_SKP_EXT.1

TOE Ol fEHRE CHEHSNS T X ToFERILAHE, PR, K O7 74— ML RAM XU SSD @
gy b —FEI R TES D, SSD D= b —Z i I3 BAb 7 7 ALY AT ALV ES N CODGEMIZ AR
— VS LEERED TSS #&MR), £7-. RAM K SSD (IR fFENI=E 58T /v A4 DA 2 —T = — R IAF
FEL72WN,

YL EDZENLRE S IRESNTNDHEB 2 HILD,

FCS_CKM.1(a)

TOE %, Web Connection ® PKI % EI24L5 IPsec @15 DML THUWD IPsec sEBHEDARIZIVT,
NIST SP800-56B, Revision 2 ® 6.3.1.3 HilZit# D rsakpgl-crt J7 UG # D 7% T, #5E 2048bit » RSA
FextFrEz A5, £z, IPsec @5 (FTP_ITC.1 £ ) O 712350 T, NIST SP800-56A, Revision 3 @
5.6.1.1.1 HilZit#H® Using the Approved Safe-Prime Groups (ZFC# D 51£ 7T, Diffie-Hellman 7 /L —7" 14
X DIERI PR AR RS D,

FCS_CKM.1(b)

TOE %, IPsec 15 D EHAAFF(FTP_ITC.1 i), LUE SA FAT7 XA L% DOFEFESLIZI VT,
FCS_RBG_EXT.1 |Zit# > RBG THELEZERLL . 128bit L<I% 256bit DOXIFRES S84 4 m% 45, TOE 11,
DRBG Bi%4(CTR DRBG(AES-256)) % F- UM 92 &C E5E RBG #i2#hL, SLEE LT 5,

FCS_RBG_EXT.1

TOE 1%, NIST SP 800-90A (Z##l-9-% CTR DRBG(AES-256)&, 1 DDV 7 hy =7 /A RPFM DAL SIS
RBG #3E#92%, it CTR DRBG X, Derivation Function & Reseed 2% 9 %23, Prediction Resistance
FERBIZENMEL 22\, Y7 =7 /A XTI, CPU OWNHERAEIZ L 5-2 H5:0F 0l — R ED FELL a7 71y
A — RSV L — T VBRI FEEE L CRY | L — T VB AT OIS X B ray 7 2 — % TS
L. raw 7 —X %145, 7 MNiEFE XOR #H\WC raw 7 — X IZ & ENH T hae —2 8y MRICH ., [T/ 75
arTuva=r U EERL, Ev ROz et —8y Bk, o hre—EELTHITT 5,

TOE MELEAR T 582, CTR DRBG Ty —K~7 U7 /L (Entropy Input & Nonce) N EZ/e~T-85E6. /
ARPRELTHIH T2V 7 Ny =27 Z B, LB A XD hat —HZ G TR T 5, 2Oz hae’—fEiL,
NIST SP800-90A ? 10.2.1 (Z/”&#15 Instantiate & Reseed (24 E 2 fe/ bt —&(TOE 04, %=
VT AR LRI T 256bit) AL TV, +437 e hrE—3 g £ T,

FCS_COP.1(a)

TOE /%, IPsec i#{Z® ESP 5t 7 /LY R LT, FIPS PUB 197 & NIST SP 800-38A (i & L7-4EE
128bit & 256bit ® AES-CBC ZFIH 4%, £7-, IKEv1 i 5L 7 /L 3U R aL LT FIPS PUB 197 & NIST SP
800-38A [T A L7-#ER 128bit & 256bit  AES-CBC 2FJH7 %,

FTP_TRP.1(a)
TOE 2o E{E4E IT #2rE DOFEICB W TR SLIB{EZ1T), K5 kimf

bari

DX RLEIRDEREITLL T D LBV TH

éo
Table 7-8 ‘FHE 135 i TEAE G/ VA(FTP_TRP.1(a))
{55 Wbt SR L7 DB (e A - FERE A=1N=Y%
7747~ PC 7% L5 Web Connection OFI| IPsec
FTP_ITC.1

TOE (3 IT B&r & DIE1E (IC W THE BLIBE 2179, TOE 2324 2 5LlfF 130 F Ol Tod, (F=al7
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A AL ENA D255

Table 7-9 TOE 23 {@fit4- 285 5{L@1E

HE e Tuha | ST TN B¢ H—T = — R

77 AN ——(FTP) IPsec AES(128bits, 256bits) | #{E/ SRANDAX ¥ HERED FAT
774 —3—(WebDAV) | IPsec AES(128bits, 256bits) | #{E/SRANDAX ¥ HERED FT
77 AN —3—(SMB) IPsec AES(128bits, 256bits) | #AE/SRADNBAF ¥ HERED FEAT
Bty — S —(syslog) | IPsec AES(128bits, 256bits) | Table 7-13 £

FCS_IPSEC_EXT.1, FCS_COP.1(g), FCS_COP.1(b), FCS_COP.1(c)

TOE 23M#E 9% IPsec 7’ b=/ Clid F L D% ESFIH AT HE THOAMORR E IR T& /i, BEGLENH L

DITEF NI CTEDHEE THY, ZOBRPUTEHE O HNGHIE L TED,

IPsec 7B WVALRRE : T AR —hE—K

X277 mkaL  ESP

-  ESP W 5{k7/L=2Y X1 AES_CBC-128, AES_CBC-256

- ESP#RiE7 /L2 X2 : HMAC-SHA-1, HMAC-SHA-256, HMAC-SHA-384, HMAC-SHA-512
¥ EFOBIRICEST, AvE—UF AV ANED 160 By THEE 160 B hod HMAC-SHA-1, Ayt
—VH AV = ANEN 256 BV R THEE 256 B> HMAC-SHA-256, Ayt —U# AV = AMES 384
v CHEE 384 vk HMAC-SHA-384, Avt—UX AV ARNER 512 EvhTHE 512 Ev o
HMAC-SHA-512 DWW T IIiE, S EFE Ny v o 71285 A0 —VRBRER 5 (HMAC) & AV - 815
1T,
Moy a7 LA U X AE FCS_COP.1()I2HiE) SHA-1, SHA-256, SHA-384, SHA-512 (ISO/IEC
10118-3:2004 [Z L) %1t ]
MESP TldniEy — 7 AF B (ESN) 2 YR —hL T b,

fExz s A TKEv

<IKEv1 i RO % &>

- IKEvl K 8{t7 =2V R 24 AES_CBC-128. AES_CBC-256

- IKEv1iBiE7 /LU AL :ISO/MEC 10118-3:2004 (Z¥EHL9% SHA-1, SHA-256, SHA-348, SHA-512
- ROy x—13%F—K:Main Mode

- T7x=—X 1A B — R 2R : 600~86,400 £

- Tx—RX 20Uy 7E—R)EA RN : 600~28,800 £

- Diffie-Hellman Group: 7/ —7 14

VT RAE TR TNV EL RSA T URNEL T LAY X A(DSA) 2048bit, FIPS PUB 186-4, “Digital
Signature Standard”(Z#EH#L), /Ny 27 LT R L SHA-256(ISO/TEC 10118-3:2004 (ZHEHL) . SFaijtA
i

F7-. TOE 1% IPsec X 2T 4 ARY—F —H_X—Z (SPD) &#F4L THY, HEHEFIZLVLL FOREN TED,

IPsec RV —:IP "7y bOFBEFREL T, ZIENDFMEIZEE LT TP /X7y M UARTE - i - il 3
DIHLEDENMEEITINIRIRNTED, IP 7y hOSEMAELTE Any 7 ah=L @550 IP 7RVA (@5, &
T3V 7 R MEIE) BN IE TED, IPsec RYT —F IP RIS —7 /L —7F 1~10 D 10 /L —F £ TR IE TE,
EEZEOW GOy NSNS, 1 DOEEHFIC, BED IPsec AU —NERESNTHA .
IPsec RV —27/L—7 1~10 OBENAFFICREDOOL T, FReoEeNass CEIEDE H Shd,

B m (R > BEE > il EREK
FTIFNNT Iar: IPsec RV —IZEETDHRTENRNoT2356 DEIER TR bIBIRTED, (ZOHRT
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