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A STIFLLF 27 L T D,

2.1 CC e ik
AKSTBLONTOE S ZEETSHCCONR—Vay  BLOAKRST O CC /38— 2 BIUVS—F33E
AP, LTI EBYTHS,

CC Conformance: Common Criteria version: Version 3.1, Release 5,
Part 2 (CCMB-2017-04-002) Extended, and
Part 3 (CCMB-2017-04-003) Conformant.

2.2 PP Fik
A ST 5108 TOE 28415 PP IZLL FICRT L0 Th s,

e PP 4 #5: Protection Profile for Hardcopy Devices
e PP /N— 521 1.0 dated September 10, 2015
e Errata: Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

A ST NIZEBWT, BRI DR RY FE02 T PP SRS,

2.3 N\olr—T
AK ST BEIOTOE I, w7 —Tii B a FiRLZRV,

2.4 TG RHL
A ST BEUTOE 1E, PP M ERTHLL T DA 2L, PP OZERiEY “Exact Conformance” Th
%o D7, TOE #ijlId PP &—EL T\,
e Required Uses
* Printing, Scanning, Copying, Network communications, Administration
e Conditionally Mandatory Uses
« PSTN faxing, Storage and retrieval, Field-Replaceable Nonvolatile Storage
e Optional Uses
« Image Overwrite, Purge Data
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3. BXR T (IREE T

AKE L, TOE OEF 2T (i ElE EFT D,

3.1 &k

TOE 2% 9 5% % Table 3.1 |2/~

Table 3.1: &k

G2k

[==g==%
JEF%

T.UNAUTHORIZED_ACCESS

An attacker may access (read, modify, or delete) User Document Data
or change (modify or delete) User Job Data in the TOE through one of
the TOE’s interfaces.

WEEF T, TOEDALH T = — A% C, TOENOF A SCHET
—HA~T A (BRSO, FTHIER) L EEIRMAE a7 T —
52 I8 BB FTITHIBR) T 5036 LALZR U,

T.TSF_COMPROMISE

An attacker may gain Unauthorized Access to TSF Data in the TOE
through one of the TOE’s interfaces.

WEEHF L, TOEDALH T =—A%@ L T, TOENDTSFT —4~D
RIEZRT 7B AEAFHINE LAV,

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if the TOE is
permitted to operate.

TOEDHAEN T AT SNT- e . TSFORMEENC LT, BX =T+
OEEZF|IZEZTHHLAZR,

T.UNAUTHORIZED_UPDATE

An attacker may cause the installation of unauthorized software on the
TOE.

WEEH 1L, TOEIZARIERY TN =T HA L A=)V T D LIV
VY,

T.NET_COMPROMISE

An attacker may access data in transit or otherwise compromise the
security of the TOE by monitoring or manipulating network
communication.

WEE L, AN —JBEEZ T =X — L= EELTZ0 4 5L T,
EEFOTFT =T 7BALIEY, TOEO X 2T 22 EL-0T
DB LR,

3.2 fHRk DX VT 4 F7
Rk DX 2T 1 584 Table 3.2 12787,

Table 3.2: #HfkDOEx=2VT 1 S5t

H R

===
FEF%

P.AUTHORIZATION

Users must be authorized before performing Document Processing and
administrative functions.

AT, SCEALHL K OVE B RE & ST 9 D RN RZ AT B-Sh el
AUTIRBIRN,

Security-relevant activities must be audited and the log of such actions
must be protected and transmitted to an External IT Entity.

P.AUDIT X VT ABET VT AT TR SN IERGT, 220D
T rvarOud i IREHESIL, INRIT= T4 T 4 ~IBESN TR
AN SY VAN
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A FF

===
FEF%

P.COMMS_PROTECTION

The TOE must be able to identify itself to other devices on the LAN.
TOEIE, LAN OO FSAREZ IV E F A CERTF UL e bre
VY,

P.STORAGE_ENCRYPTION

If the TOE stores User Document Data or Confidential TSF Data on
Field-Replaceable Nonvolatile Storage Devices, it will encrypt such data
on those devices.

TOENH|HE CET — X - IEDTSFT — 2 2 Bl A #a vl fEZ2 R
FRVEAR — DT NA ARG T 256, TOEXZENLDT /A A E
DZDIH7eT —HEbi b 3528,

P.KEY_MATERIAL

Cleartext keys, submasks, random numbers, or any other values that
contribute to the creation of encryption keys for Field-Replaceable
Nonvolatile Storage of User Document Data or Confidential TSF Data
must be protected from unauthorized access and must not be stored on
that storage device.

FIRE CET — 2 I3 OTSFT — 4 O B A i Al GEZ2 R %
PEAR = DT OISO AR FT 5T 58578 X OHE, 7
~ A7 B FRTEOMDHEDLAEIL, NIEZRT 7B ANBRGES
NIRTIUTTRBIRN D DZE DA — DT S FITRAFSILTUT RS
7200,

P.FAX_FLOW

If the TOE provides a PSTN fax function, it will ensure separation
between the PSTN fax line and the LAN.
TOENPSTNT 77 AbRE A 42l 2455 . PSTNT 77 A[EHRELAND
FIZ o Btz ORAE T2,

P.IMAGE_OVERWRITE

Upon completion or cancellation of a Document Processing job, the TOE
shall overwrite residual image data from its Field-Replaceable
Nonvolatile Storage Devices.

B AL a7 O T E-1ZP IEDOFSIC . TOEIZZ DB AL r] HE/R
REERMEAN =TT AR LOBEFEGR T — 2% EEXEELRTN
X757,

P.PURGE_DATA

The TOE shall provide a function that an authorized administrator can
invoke to make all customer-supplied User Data and TSF Data
permanently irretrievable from Nonvolatile Storage Devices.

TOEIZ, HEFRAT G-SNI-H DN, NEFEMERBEBAN —T T A2 LD
FTARTOBENET 2R AE T — 2 R OTSFF — 2% 7K AIZHD H
L CERNINTT HZEN TE LB AR L 22T T e b,

3.3 HirfZRMt

TOE Ofi [, 3E R, Table 3.3 THERTABRENNEL LS,
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Table 3.3: BiFESA:

A T

Physical security, commensurate with the value of the TOE and the data it stores
or processes, is assumed to be provided by the environment.

APHYSICAL | 10, R OTORMMRAF /-1 57— F DA R A -7 % =)
TAD, ZOBREIZ > TRt Z e BET D,
The Operational Environment is assumed to protect the TOE from direct, public
access to its LAN interface.

A.NETWORK

EHBREEIL. LANA L Z T = — A~DINERI DD EFED T 72 AN STOEA R
HETHZLEET D,

A.TRUSTED_ADMIN

TOE Administrators are trusted to administer the TOE according to site security
policies.

TOEE A 1L, Y A heX 2T 1 S EHIHE- CTOEZE# T 5L [EHHSI T
W5,

A.TRAINED_USERS

Authorized Users are trained to use the TOE according to site security policies.
FFAISNIRIBFE L, P AN EX 2T HFEHIE> CTTOEZ I3 2 KO H
AT TND,
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4. BX2UT 4% 5K 7 E

AREL, XTI

BIFAHEFRIZHOWTIRARS,

EHERBEO X 2T %K 54 Table 4.1 1279,
Table 4.1: EHBREDO XU 7 %1 6t

AP

[==g==%
JEF%

OE.PHYSICAL_PROTECTION

The Operational Environment shall provide physical security,
commensurate with the value of the TOE and the data it stores or
processes.

i BREEIL, TOE, K U\TOENMRAF EI2 13T 5T — X OfifEIZ AL
Bl X 2T 4 2R AL 2 TR B0,

OE.NETWORK_PROTECTION

The Operational Environment shall provide network security to protect
the TOE from direct, public access to its LAN interface.

HEHEREIIE, LANA L 2T 2= ADINE NS DEIED T 78 A5
TOEZ R T DIy NI —7 X 2 VT A4 LT uE e b7
Uy,

OE.ADMIN_TRUST

The TOE Owner shall establish trust that Administrators will not use
their privileges for malicious purposes.

TOEFTA# X, BEA DX OHEIRZEEH S B LanEn)
AN L2THIERBR0,

OE.USER_TRAINING

The TOE Owner shall ensure that Users are aware of site security
policies and have the competence to follow them.

TOEFTA & &, FIE DY A MeX 2074 HEHABAREL . ZHUTHE
N EEFFS>TODIEERFELRITIUFRB7R0 Y,

OE.ADMIN_TRAINING

The TOE Owner shall ensure that Administrators are aware of site
security policies and have the competence to use manufacturer’s
guidance to correctly configure the TOE and protect passwords and keys
accordingly.

TOEFTA# T, BELE BN ANeX VT 78t 2 BRfRL . TOEZ 1ELL
REL, AT —R LG ARE T D7D IS DA X 2%
G T 501 BaF> TWAIEERAELARIT T e D7,
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5. LRI R — R NER

K STIFLL T DYER= R =R M EFT D, ZILBIE PP TEERSNIZH DD —ETHD,
e FAU_STG_EXT — External Audit Trail Storage

e FCS_CKM_EXT — Cryptographic Key Management

e FCS_HTTPS EXT — HTTPS selected

e FCS_KYC_EXT — Cryptographic Operation (Key Chaining)

e FCS_RBG_EXT — Cryptographic Operation (Random Bit Generation)
e FCS TLS EXT — TLS selected

e FDP_DSK_EXT — Protection of Data on Disk

e FDP_FXS_EXT — Fax Separation

e FIA_PMG_EXT — Password Management

e FPT_KYP_EXT — Protection of Key and Key Material

e FPT_SKP_EXT — Protection of TSF Data

e FPT_TST_EXT — TSF Testing

e FPT_TUD_EXT — Trusted Update

5.1 FAU_STG_EXT Extended: External Audit Trail Storage

Family Behavior:

This family defines requirements for the TSF to ensure that secure transmission of audit data from TOE to
an External IT Entity.

Component leveling:
FAU_STG_EXT.1: External Audit Trail Storage 1|

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel implementing a
secure protocol.

Management:

The following actions could be considered for the management functions in FMT:
e The TSF shall have the ability to configure the cryptographic functionality.
Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FAU_STG_EXT.1 Extended: Protected Audit Trail Storage
Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel

FAU STG EXT.1.1 The TSF shall be able to transmit the generated audit data to an External
IT Entity using a trusted channel according to FTP_ITC.1.
Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity which relies on a
non-TOE audit server for storage and review of audit records. The storage of these audit records and the
ability to allow the administrator to review these audit records is provided by the Operational Environment
in that case. The Common Criteria does not provide a suitable SFR for the transmission of audit data to an
External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class with a
single component.

5.2 FCS_CKM_EXT Extended: Cryptographic Key Management

Family Behavior:
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This family addresses the management aspects of cryptographic keys. Especially, this extended component
is intended for cryptographic key destruction.

Component leveling:
FCS_CKM_EXT.4: Cryptographic Key Material Destruction H 4 \

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key materials
that are no longer needed are destroyed by using an approved method.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and
cryptographic critical security parameters when no longer needed.

Rationale:

Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer needed
are destroyed by using an approved method, and the Common Criteria does not provide a suitable SFR for
the Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure, and it is
therefore placed in the FCS class with a single component.

5.3 FCS HTTPS EXT Extended: HTTPS selected

Family Behavior:

Components in this family define requirements for protecting remote management sessions between the
TOE and a Security Administrator. This family describes how HTTPS will be implemented. This is a new
family defined for the FCS Class.
Component leveling:

FCS_HTTPS_EXT.1: HTTPS selected 1|

FCS HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented according to RFC 2818 and
supports TLS.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e Failure of HTTPS session establishment
FCS HTTPS EXT.1 Extended: HTTPS selected
Hierarchical to: No other components.
Dependencies: FCS_TLS EXT.1 Extended: TLS selected
FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC 2818.
FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in FCS_TLS_EXT.1.
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Rationale:

HTTPS is one of the secure communication protocols, and the Common Criteria does not provide a
suitable SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

54 FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)

Family Behavior:

This family provides the specification to be used for using multiple layers of encryption keys to ultimately
secure the protected data encrypted on the storage.

Component leveling:
FCS_KYC_EXT.1: Key Chaining 1|

FCS_KYC_EXT Key Chaining, requires the TSF to maintain a key chain and specifies the characteristics
of that chain.

Management:

The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:
e There are no auditable events foreseen.
FCS_KYC_EXT.1 Extended: Key Chaining
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),
and/or
FCS_COP.1(f) Cryptographic operation (Key Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using a submask as the BEV
or DEK; intermediate keys originating from one or more submask(s) to the BEV or DEK
using the following method(s): [selection: key wrapping as specified in FCS_COP.1(e),
key combining as specified in FCS_SMC_EXT.1, key encryption as specified in
FCS_COP.1(f), key derivation as specified in FCS_KDF_EXT.1, key transport as
specified in FCS_COP.1(i)]] while maintaining an effective strength of [selection: 128
bits, 256 bits] .

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the characteristics of that
chain. However, the Common Criteria does not provide a suitable SFR for the management of multiple
layers of encryption key to protect encrypted data.

This extended component protects the TSF data using cryptographic algorithms, and it is therefore placed
in the FCS class with a single component.

5.5 FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit
Generation)
Family Behavior:

This family defines requirements for random bit generation to ensure that it is performed in accordance
with selected standards and seeded by an entropy source.

Component leveling:
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FCS_RBG_EXT.1: Random Bit Generation H 1 \

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in accordance
with selected standards and seeded by an entropy source.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FCS RBG _EXT.1 Extended: Random Bit Generation
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in accordance
with [selection: ISO/IEC 18031:2011, NIST SP 800-90A] using [selection: Hash_ DRBG
(any), HMAC_DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source that accumulates
entropy from [selection: [assignment: number of software-based sources] software-based
noise source(s), [assignment: number of hardware-based sources] hardware-based noise
source(s)] with a minimum of [selection: 128 bits, 256 bits] of entropy at least equal to

the greatest security strength, according to ISO/IEC 18031:2011 Table C.1 “Security
strength table for hash functions™, of the keys and hashes that it will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction, and the Common
Criteria does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in the FCS
class with a single component.

5.6 FCS _TLS EXT Extended: TLS selected

Family Behavior:
This family addresses the ability for a server and/or a client to use TLS to protect data between a client and
the server using the TLS protocol.
Component leveling:
FCS_TLS_EXT.1: TLS selected 1]

FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as specified.
Management:

The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e Failure of TLS session establishment
FCS_TLS_EXT.1 Extended: TLS selected
Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
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FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following protocols [selection: TLS 1.0
(REC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC 5246)] supporting the following
ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128 CBC_SHA

Optional Ciphersuites:

[selection:
None
TLS RSA WITH_AES 256 _CBC SHA
TLS DHE RSA WITH AES 128 CBC _SHA
TLS DHE RSA WITH _AES 256 CBC SHA
TLS RSA WITH_AES 128 CBC_SHA256
TLS RSA WITH_AES 256_CBC _SHA256
TLS DHE RSA WITH AES 128 CBC SHA256
TLS DHE RSA WITH AES 256 CBC SHA256
TLS ECDHE RSA WITH AES 128 CBC SHA
TLS ECDHE RSA WITH _AES 256 CBC SHA
TLS ECDHE ECDSA_WITH AES 128 CBC SHA
TLS ECDHE ECDSA_WITH_AES 256_CBC_SHA
TLS ECDHE RSA WITH_AES 128 CBC SHA256
TLS ECDHE RSA WITH_AES 256 CBC SHA384
TLS ECDHE RSA WITH _AES 128 GCM_SHA256
TLS ECDHE RSA WITH_AES 256 GCM_SHA384
TLS ECDHE _ECDSA WITH AES 128 GCM_SHA256
TLS ECDHE _ECDSA WITH AES 256 GCM_SHA384
TLS ECDHE ECDSA_WITH_AES 128 CBC_SHA256
TLS ECDHE_ECDSA WITH AES 256_CBC SHA384

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does not provide a suitable
SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

5.7 FDP_DSK_EXT Extended: Protection of Data on Disk

Family Behavior:
This family is to mandate the encryption of all protected data written to the storage.

Component leveling:
FDP_DSK_EXT.1: Protection of Data on Disk 1|

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to encrypt all the Confidential
TSF and User Data stored on the Field-Replaceable Nonvolatile Storage Devices in order to avoid storing
these data in plaintext on the devices.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:
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e There are no auditable events foreseen.
FDP_DSK_EXT.1 Extended: Protection of Data on Disk

Hierarchical to: No other components.

Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)
FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance with FCS_COP.1(d), use

a self-encrypting Field-Replaceable Nonvolatile Storage Device that is separately CC certified to conform
to the FDE EE cPP ] such that any Field-Replaceable Nonvolatile Storage Device contains no plaintext
User Document Data and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user intervention.
Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any confidential data without user
intervention, and the Common Criteria does not provide a suitable SFR for the Protection of Data on Disk.

This extended component protects the Data on Disk, and it is therefore placed in the FDP class with a
single component.

5.8 FDP_FXS _EXT Extended: Fax Separation

Family Behavior:

This family addresses the requirements for separation between Fax PSTN line and the LAN to which TOE
is connected.

Component leveling:
FDP_FXS_EXT.1: Fax Separation 1|

FDP_FXS _EXT.1 Fax Separation, requires the fax interface cannot be used to create a network bridge
between a PSTN and a LAN to which TOE is connected.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FDP_FXS_EXT.1 Extended: Fax separation
Hierarchical to: No other components.

Dependencies: No dependencies.

FDP_FXS EXT.1.1 The TSF shall prohibit communication via the fax interface, except
transmitting or receiving User Data using fax protocols.
Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the Common Criteria does not
provide a suitable SFR for the Protection of TSF or User Data.

This extended component protects the TSF Data or User Data, and it is therefore placed in the FDP class
with a single component.

5.9 FIA PMG_EXT Extended: Password Management

Family Behavior:

This family defines requirements for the attributes of passwords used by administrative users to ensure that
strong passwords and passphrases can be chosen and maintained.

Component leveling:
FIA_PMG _EXT.1: Password Management H 1 \
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FIA PMG _EXT.1 Password management requires the TSF to support passwords with varying
composition requirements, minimum lengths, maximum lifetime, and similarity constraints.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FIA_ PMG EXT.1 Extended: Password management
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_PMG _EXT.1.1 The TSF shall provide the following password management capabilities
for User passwords:

e Passwords shall be able to be composed of any combination of upper and lower case letters, numbers,
and the following special characters: [selection; “I””, “@”, “#7, ““$”, “%”, N7, “&”, “*7 “(”, )7,
[assignment: other characters ]];

e Minimum password length shall be settable by an Administrator, and have the capability to require
passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the endpoints of communication, and
the Common Criteria does not provide a suitable SFR for the Password Management.

This extended component protects the TOE by means of password management, and it is therefore placed
in the FIA class with a single component.

5.10 FPT_KYP_EXT Extended: Protection of Key and Key Material

Family Behavior:

This family addresses the requirements for keys and key materials to be protected if and when written to
nonvolatile storage.

Component leveling:
FPT_KYP_EXT.1: Protection of key and key material H 1 \

FPT_KYP _EXT.1 Extended: Protection of key and key material, requires the TSF to ensure that no
plaintext key or key materials are written to nonvolatile storage.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FPT_KYP _EXT.1 Extended: Protection of Key and Key Material
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_ KYP_EXT.1.1 The TSF shall not store plaintext keys that are part of the keychain
specified by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage Device, and not store any
such plaintext key on a device that uses the key for its encryption.

Rationale:
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Protection of Key and Key Material is to ensure that no plaintext key or key material are written to
nonvolatile storage, and the Common Criteria does not provide a suitable SFR for the protection of key
and key material.

This extended component protects the TSF data, and it is therefore placed in the FPT class with a single
component.

5.11FPT _SKP_EXT Extended: Protection of TSF Data

Family Behavior:
This family addresses the requirements for managing and protecting the TSF data, such as cryptographic
keys. This is a new family modelled as the FPT Class.
Component leveling:
FPT_SKP_EXT.1: Protection of TSF Data 1]

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires preventing symmetric
keys from being read by any user or subject. It is the only component of this family.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FPT_SKP_EXT.1 Extended: Protection of TSF Data
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys,
and private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are protected
securely, and the Common Criteria does not provide a suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication using Pre-shared Key, and it
is therefore placed in the FPT class with a single component.

5.12FPT_TST_EXT Extended: TSF Testing

Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct operation.

Component leveling:
FPT_TST_EXT.1: TSF testing 1]

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up in order to
demonstrate correct operation of the TSF.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FPT_TST_EXT.1 Extended: TSF testing
Hierarchical to: No other components.
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Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to
demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not provide a
suitable SFR for the TSF testing. In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single
component.

5.13FPT _TUD _EXT Extended: Trusted Update

Family Behavior:

This family defines requirements for the TSF to ensure that only administrators can update the TOE
firmware/software, and that such firmware/software is authentic.

Component leveling:
FPT_TUD_EXT.1: Trusted Update 1|

FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.
Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.
Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:
e There are no auditable events foreseen.
FPT_TUD_EXT.1 Trusted Update
Hierarchical to: No other components.
Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.
FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE using
a digital signature mechanism and [selection: published hash, no other functions ] prior to
installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable SFR for
the management of firmware/software. In particular, there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single
component.
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FAU_GEN.1 Audit data generation (for O.AUDIT)
Hierarchical to: No other components.
Dependencies: FPT_STM.1Reliable time stamps
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:
a) Start-up and shutdown of the audit functions;
b) All auditable events for the not specified level of audit; and
c) All auditable events specified in Table 6.1, [and Table 6.2].
FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:
a) Date and time of the event, type of event, subject identity (if applicable), and the
outcome (success or failure) of the event; and
b) For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, additional information specified in Table 6.1, [and

Table 6.2].
Table 6.1: Auditable Events the PP Requires
Auditable event Relevant SFR | Additional information
Job completion /| YaZ DT FDP_ACF.1 Type of job / ~= 7 Ff}l]

Unsuccessful User authentication / FIEFBFEREK  |FIA_UAU.1 None

Unsuccessful User identification / FI) i Z& &k B 5Bk FIA_UID.1 None

Use of management functions / ‘& BRHsEEDFH FMT_SMF.1 None

Modification to the group of Users that are part of a

role / REID—HTHHFAE SN —F OB FMT_SMR.1 | None

Changes to the time / BE¥Z|DZEE FPT_STM.1 None
FTP_ITC.,

Failure to establish session / & g fESLDKEL FTP_TRP.1(a), E;EES for failure / <R
FTP_TRP.1(b)

Note: FIIFHE B FRIIFHEFIEFG LB T, BEHPEL L OO FRELLT,
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Table 6.2: Auditable Events this ST Provides

Auditable event Relevant SFR Additional information
Software update /| 7,0z T T 77— FPT_TUD_EXT.1 |#HIHNX—T=ar
FAU_GEN.2 User identity association

Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation

FAU_GEN.2.1

FIA_UID.1 Timing of identification

For audit events resulting from actions of identified users, the TSF shall be able to
associate each auditable event with the identity of the user that caused the event.

FAU_STG_EXT.1 External Audit Trail Storage (for O.AUDIT)

Hierarchical

to: No other components.

Dependencies: FAU_GEN.1 Audit data generation

FAU_STG_EXT.

FTP_ITC.1 Inter-TSF trusted channel.

1.1 The TSF shall be able to transmit the generated audit data to an External IT Entity
using a trusted channel according to FTP_ITC.1.

6.2.2 WZH FCS Z{f

AREITIL, PP A3ED 507 12 B45% FCS (Cryptographic Support / 554K —k) 77 ADHHE
%3045, il 6.2.9, 6.2.13, 6.2.14 LN 6.2.15 OEHITEH —HEBD FCS B335,

FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys) (for

Hierarchical

0.COMMS_PROTECTION)
to: No other components.

Dependencies: [FCS—CKM-2-Cryptographic-key-distribution,-or

FCS_COP.1(b) Cryptographic Operation (for signature generation/ verification)
FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_CKM.1.1(a) Refinement: The TSF shall generate asymmetric cryptographic keys used for key

establishment in accordance with [NIST Special Publication 800-56B,
*“Recommendation for Pair-Wise Key Establishment Schemes Using Integer
Factorization Cryptography” for RSA-based key establishment schemes] and specified
cryptographic key sizes equivalent to, or greater than, a symmetric key strength of
112 bits.

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys) (for

Hierarchical

0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION)
to: No other components.

Dependencies: [FCS—CKM-2Cryptographic-key-distribution-or

FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(d) Cryptographic Operation (AES Data Encryption/Decryption)
FCS_COP.1(e) Cryptographic Operation (Key Wrapping)

FCS_COP.1(f) Cryptographic operation (Key Encryption)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
FCS_COP.1(h) Cryptographic Operation (for keyed-hash message authentication)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_CKM.1.1(b) Refinement: The TSF shall generate symmetric cryptographic keys using a Random

©2020, >—THALH

Bit Generator as specified in FCS_RBG_EXT.1 and specified cryptographic key
sizes [128bit, 256 bit] that meet the following: No Standard.
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FCS_CKM_EXT.4 Cryptographic Key Material Destruction (for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and
cryptographic critical security parameters when no longer needed.

FCS_CKM.4 Cryptographic key destruction (for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM.4.1 Refinement: The TSF shall destroy cryptographic keys in accordance with a specified

cryptographic key destruction method [

e For volatile memory, the destruction shall be executed by [ powering off a device,
[ single overwrite consisting of a pseudo-random pattern using the simple bit
operation]1].

e For nonvolatile storage, the destruction shall be executed by a [ single ] overwrite of
key data storage location consisting of [ a pseudo random pattern using the TSF’s
RBG (as specified in FCS_RBG_EXT.1), a static pattern ], followed by a [ none ]. If
read-verification of the overwritten data fails, the process shall be repeated again;

] that meets the following: [ no standard ].

FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption) (for
0.COMMS_PROTECTION)

Hierarchical to: No other components.

Dependencies: [FBRPIFCImport-ofuser-data-without-security-attributes,-of

FBPITC 2 tmport-of-user-data-with-security-attributes,or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS_COP.1.1(a) Refinement: The TSF shall perform encryption and decryption in accordance with a
specified cryptographic algorithm AES operating in [ CBC mode, GCM mode ] and
cryptographic key sizes 128-bits and 256-bits that meets the following:

o FIPS PUB 197, “Advanced Encryption Standard (AES)”
o[ NIST SP 800-38A, NIST SP 800-38D ]

FCS_COP.1(b) Cryptographic Operation (for signature generation/verification) (for
O.UPDATE_VERIFICATION, O.COMMS_PROTECTION)

Hierarchical to: No other components.

Dependencies: [FBPATFCHmportof-user-data-without-security-attributes,-or

FCS_CKM1Cryptographickey-generation
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS_COP.1.1(b) Refinement: The TSF shall perform cryptographic signature services in accordance
witha [
e Digital Signature Algorithm (DSA) with key sizes (modulus) of [ 2048 or 3072 bits ]
e RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [ 2048 or 3072
bits ]
e Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of [ 256, 384, or
521 bits ]
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] that meets the following [

e FIPS PUB 186-4, “Digital Signature Standard”

e The TSF shall implement “NIST curves” P-256, P384 and [ P521 ] (as defined in
FIPS PUB 186-4, “Digital Signature Standard”).

1.
FCS_RBG_EXT.1 Cryptographic Operation (Random Bit Generation) (for
O.STORAGE_ENCRYPTION and O.COMMS_PROTECTION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in accordance
with [ NIST SP 800-90A ] using [ CTR_DRBG (AES) .

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by at least one entropy source that
accumulates entropy from [ [ single ] hardware-based noise source ] with a minimum of
[ 256 bits ] of entropy at least equal to the greatest security strength, according to
ISO/IEC 18031:2011 Table C.1 “Security Strength Table for Hash Functions”, of the keys
and hashes that it will generate.

6.2.3 WZH FDP Zif4

AREITIL, PP 2NED D R ICBE 5% FDP (User Data Protection / Il fi#5 — 2 {5::#) 75 A0
RESE 230k 45, i 6.2.9, 6.2.10, 6.2.11 BL 11 6.2.12 DEEiIIZH—HED FDP EAE:138% 5,

FDP_ACC.1 Subset access control (for O.ACCESS _CONTROL and
O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP on subjects,
objects, and operations among subjects and objects specified in Table 6.3 and Table
6.4.

FDP_ACF.1 Security attribute based access control (for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)
Hierarchical to: No other components.

Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

FDP_ACF.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to objects based
on the following: subjects, objects, and attributes specified in Table 6.3 and Table 6.4.

FDP_ACF.1.2 Refinement: The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules governing access
among controlled subjects and controlled objects using controlled operations on
controlled objects specified in Table 6.3 and Table 6.4.

FDP_ACF.1.3 Refinement: The TSF shall explicitly authorise access of subjects to objects based on the
following additional rules: [ none ].

FDP_ACF.1.4 Refinement: The TSF shall explicitly deny access of subjects to objects based on the
following additional rules: [ none ].

©2020, >~—7H=(Z 41 (Sharp Corp.), all rights reserved. 33



Table 6.3: D.USER.DOC Access Control SFP

Fax

Operation:

Release printed fax

“Create” “Read” “Modify” “Delete”
_ Operation: Submit a documentView image or Release| Modify stored| Delete stored
Print to be printed printed output document document
Job owner (note 1)
U.ADMIN
U.FAX, UNORMAL denied denied denied
Unauthenticated denied denied denied denied
.. |Submit a document ., . . Modify stored | Delete stored
Scan Operation: for scanning View scanned image in%ge image
Job owner (note 2)
U.ADMIN denied denied
U.FAX, UNORMAL denied denied denied
Unauthenticated denied denied denied denied
Operation: Sub:%irt ?odogumentvllqeg;’ezcsaen;ﬁﬂtggi%%gr Modify stored | Delete stored
Copy pying output image image
Job owner (note 2)
U.ADMIN denied denied
U.FAX, UNORMAL denied denied denied
Unauthenticated denied denied denied denied
. |Submit a document , . . Modify stored | Delete stored
Fax send Operation: to send as a fax View scanned image in%ge image
Job owner (note 2)
U.ADMIN denied denied
U.FAX, UNORMAL denied denied denied
Unauthenticated denied denied denied denied
Receive a fax and View fax image or Modify image| Delete image

. store it output of received fax|of received fax
Fax owner (note 3) denied
U.ADMIN, U.FAX (note 4) denied
U.NORMAL (note 4) denied denied denied
Unauthenticated denied denied denied
Storage / A Retrieve stored Modify stored | Delete stored
retrieg\]/al Operation: | Store document document docfli/ment document
Job owner (note 1)
U.ADMIN
U.FAX, UNORMAL denied denied denied
Unauthenticated denied denied denied denied
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Table 6.4: D.USER.JOB Access Control SFP

“Create” “Read” “Modify” “Delete”
Print Operation: | Create print job View prllgéqueue / Modify print job{Cancel print job
Job owner (note 1) denied
U.ADMIN denied
U.FAX, UNORMAL denied denied
Unauthenticated denied denied denied denied
Scan Operation: | Create scan job View scla:)réstatus / Modify scan job|Cancel scan job
Job owner (note 2) denied
U.ADMIN denied
U.FAX, UNORMAL denied denied
Unauthenticated denied denied denied denied
Copy Operation: | Create copy job View COI% status / Modify copy job|Cancel copy job
Job owner (note 2) denied
U.ADMIN denied
U.FAX, UNORMAL denied denied
Unauthenticated denied denied denied denied
. .| Create fax send |View fax job queue /| Modify fax send| Cancel fax send
Fax send Operation: job by f>1{ob job
Job owner (note 2) denied
U.ADMIN denied
U.FAX, UNORMAL denied denied
Unauthenticated denied denied denied denied
Fax Operation: Create fax View fax receive Modify fax Cancel fax
receive receive job status / log receive job receive job
Fax owner (note 3) denied denied
U.ADMIN, U.FAX (note 4) denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
Storage / Operation: Create storage /|  View storage /  |Modify storage /|Cancel storage /
retrieval | retrieval job retrieval log retrieval job retrieval job
Job owner (note 1) denied
U.ADMIN denied
U.FAX, UNORMAL denied denied
Unauthenticated denied denied denied denied

Note 1: Job Owner is identified by a credential or assigned to an authorized User as part of the process of
submitting a print or storage Job.

Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a scan, copy, fax
send, or retrieval Job.

Note 3: Job Owner of received faxes is assigned by default or configuration. Minimally, ownership of
received faxes is assigned to a specific user or U.ADMIN role.

Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by Users of the TOE.

6.2.4 WZH FIA 24

AHITIX, PP 2NED DM ZE AEIZES% FIA (Identification and Authentication /

PR B A0 5, 1T 6.2.14 HilCH—HD FIA EEDH 5,

FIA_AFL.1

Hierarchical to: No other components.

Dependencies:
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Authentication failure handling (for O.USER_I&A)
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FIA_AFL.1.1 The TSF shall detect when [ [ 3 ] ] unsuccessful authentication attempts occur related to
[ the unsuccessful user (including administrator) internal authentication attempts
following the last successful authentication ].

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has been [ met ], the
TSF shall [
e Unsuccessful authentication reached three times: Reception of authentication trials
stops for five minutes
e Five minutes later after stopping: the number of times authentication was
unsuccessful is cleared, and the reception of authentication trials is recovered

1

FIA_ATD.1  User attribute definition (for O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to individual
users: [ FIHFZE RS 124, HRIL—T].

FIA_PMG_EXT.1 Password Management (for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:
e Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [ “!”, “@”, “#”, “$”, “%”, “/”,
“&”, x4 [ no other characters ] ];

e Minimum password length shall be settable by an Administrator, and have the capability
to require passwords of 15 characters or greater;

FIA_UAU.1 Timing of authentication (for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification

FIA_UAU.1.1 Refinement: The TSF shall allow [
e Receive fax data from PSTN
] on behalf of the user to be performed before the user is authenticated.

FIA_UAU.1.2 The TSF shall require each user to be successfully authenticated before allowing any
other TSF-mediated actions on behalf of that user.

FIA_UAU.7 Protected authentication feedback (for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

FIA_UAU.7.1 The TSF shall provide only [ substitute characters as many as ones that are provided ]
to the user while the authentication is in progress.

FIA_UID.1  Timing of identification (for O.USER_I&A and O.ADMIN_ROLES)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_UID.1.1 Refinement: The TSF shall allow [
o Receive fax data from PSTN
] on behalf of the user to be performed before the user is identified.

FIA_UID.1.2  The TSF shall require each user to be successfully identified before allowing any other
TSF-mediated actions on behalf of that user.
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FIA_USB.1  User-subject binding (for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA_ATD.1 User attribute definition
FIA_USB.1.1 The TSF shall associate the following user security attributes with subjects acting on the
behalf of that user: [ FFZ L 14, HRL—7].

FIA_USB.1.2 The TSF shall enforce the following rules on the initial association of user security
attributes with subjects acting on the behalf of users: [ no rules ].

FIA_USB.1.3 The TSF shall enforce the following rules governing changes to the user security
attributes associated with subjects acting on the behalf of users: [ no rules ].

6.2.5 WZH FMT 34

AHITIX, PP 2N EDHMEABIZES DD FMT (Security Management / £ = U7 & B1) 77 ADKHE
L S MR IV

FMT_MOF.1 Management of security functions behavior (for O.ADMIN_ROLES)
Hierarchical to: No other components.

Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MOF.1.1 Refinement: The TSF shall restrict the ability to [ enable ] the functions [
e Initialize Private Data / Data in Machine (A 188 & (REHER 7 — 5D FIEIHE)
]to U.ADMIN.

FMT_MSA.1 Management of security attributes (for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: [FDP_ACC.1 Subset access control;-ef
FBPFC1-Subset-information-flow-control
FMT_SMR.1 Security roles ]
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to restrict the
ability to [ query, modify, delete, [ create ] ] the security attributes [ Security attributes
specified in Table 6.5 ] to [ Authorised roles specified in Table 6.5 ].

Table 6.5: List of Security attributes

Security attributes Operation Authorised roles
I REERfHZE DR Z 22 1>4 | create, modify, delete U.ADMIN
_ create, modify, delete U.ADMIN
PR AL Z DRI 7~ query U.ADMIN, the owning UUNORMAL

FMT_MSA.3 Static attribute initialization (for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

Hierarchical to: No other components.

Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT_MSA.3.1 Refinement: The TSF shall enforce the User Data Access Control SFP to provide
[ restrictive ] default values for security attributes that are used to enforce the SFP.

FMT_MSA.3.2 Refinement: The TSF shall allow the [ no role ] to specify alternative initial values to
override the default values when an object or information is created.

FMT_MTD.1 Management of TSF data (for O.ACCESS_CONTROL)
Hierarchical to: No other components.
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Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to perform the specified operations on
the specified TSF Data to the roles specified in Table 6.6.

Table 6.6: Management of TSF Data

TSF Data Operation Authorised role(s)

= 0 . create, delete U.ADMIN
PORBGRAEFIJFE 3T —F modify U.ADMIN, the owning UUNORMAL

BN — R modify U.ADMIN

B ERAE L 7 modify U.ADMIN

A 112 modify U.ADMIN

BB R EERE query, modify U.ADMIN

BBy 7 MR query, modify U.ADMIN

TR create, modify, delete U.ADMIN

FRAF T —N—FRIE create, modify, delete U.ADMIN

IP 7R RZUE modify U.ADMIN

AX—NVEIEV —N—RE query, modify U.ADMIN

RXF ¥ F— 77— A0z T modify U.ADMIN

FY M7 7 — AT T modify U.ADMIN

Mggﬁ@,%@;oiﬁi@”fgy modify U.ADMIN

ZrI RGN 7 — AT modify U.ADMIN

FMT_SMF.1 Specification of Management Functions (for O.USER_AUTHORIZATION,
O.ACCESS_CONTROL, and O.ADMIN_ROLES)

Hierarchical to: No other components.
Dependencies: No dependencies.

FMT_SMF.1.1 Refinement: The TSF shall be capable of performing the following management
functions: [ management functions specified in Table 6.7, Table 6.8, Table 6.9, and
Table 6.10].
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Table 6.7: List of Management Functions Provided by the TSF (1)

HERE ZE/SFR B HLHEHE/management functions fiii & Inotes

FAU GEN.1 None —

FAU GEN.2 None —
FAU_STG_EXT.1 | s &/ (5O E s S RE I X TLSHE A L [
FCS CKM.1(a) [None —

FCS CKM.1(b) |None —

FCS CKM_EXT.4

o E N S OABEN T — 2 D P HHE Dk E)

FCS_CKM.4

o 8 N 1E M OB 7 — 2 DL O ELE)

FCS_COP.1(a)

None

FCS_COP.1(b) |None —
FCS RBG_EXT.1 |None —
FDP_ACC.1 _ |[None —
FDP_ACF1  |None IR rTHES OFLAIZ L
FIA_AFL.1 None BMEE T 7 a3
° W HBHAU‘DiE*IJ)EH%@;(f%

FIA_ATDl * Wﬂﬁmunﬁ*”ﬁﬁ%o)%ﬁﬂyﬂ/‘—7 @ﬁﬁ o

FIA_ PMG_EXT.1 o /N SAT — R EDZH —

* ulk)nJIJ ity uIEjiJCO)BTE

FIA UAU.1 ¢ RBREY—N— D E FRRERTT 7 a I E E
o NETRRRER A SAT —RDE

FIA_ UAU.7  |[None —
® IJ%Z)EJIIJ munftjiﬁo)wﬁ
o = — — *“"_'_’

FIA_UID.1 W :’:uﬁgﬁﬁgﬁa)%ﬁ/ﬁ 5 BT 7S e
'Wuﬂmuuﬂﬂsl %D74/%@WE

FIA_USB.1 None PV NEMETEE

Table 6.8: List of Management Functions Provided by the TSF (2)

BERE ZFH/SFR & BEF&E/management functions fifi & Inotes
FMT_MOF.1 |None BEN 7 N —T VL[ E
FMT_MSA.1  |None wE 7 N—7 LA E E

BEN T N—T T 7 HIVRKIE .
FMT_MSA.3 None BEOL AN EE
FMT _MTD.1  |None BEN 7 N — T VL[ E
FMT_SMF.1  |None —
FMT_SMR.1 | #EfR7 L —T7 DB —
FPT SKP EXT.1 |None —
FPT STM.1 | HAH/IEZI DR E —

FPT TST EXT.1 [None —

FPT TUD EXT1 P 77 —AU =7 DO H —
FTA_SSL.3 | HEIRZ T U NEFH DORRE —

FTP ITC.1 None —

FTP_TRP.1(a) |None —
FTP_TRP.1(b) |None —
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Table 6.9: List of Management Functions Provided by the TSF (3)

HERE ZE/SFR B FEFERE/management functions fiii & Inotes

FPT_KYP_EXT.1 |None —

FCS_KYC_EXT.1 |None —

FDP_DSK_EXT.1 |None —

FDP_FXS_EXT.1 |None —
AT RIREO IS Z A7
FOP_RIP.A(a) None VL EY THRBRIR I [ E

FDP_RIP.1(b) [ B MG & QAN T — X O D E ) —

FCS COP.1(d) |None —

FCS_COP.1(f) |None —

FCS TLS EXT.1 |None —

FCS_HTTPS_EXT.1/None —

FCS COP.1(c) |[None —

Table 6.10: List of Management Functions Provided by the TSF (4)

FEREZLIE/ISFR & EEFHE/management functions fi§ % Inotes

— e 7 FLAIRD % B —

— o IPTRL ADRE —

— o A VKRV — R —DRBE —

FMT_SMR.1 Security roles (for O.ACCESS_CONTROL. O.USER_AUTHORIZATION, and
O.ADMIN_ROLEYS)

Hierarchical to: No other components.

Dependencies: FIA_UID.1 Timing of identification
FMT_SMR.1.1 Refinement: The TSF shall maintain the roles U ADMIN, U.NORMAL.
FMT_SMR.1.2 The TSF shall be able to associate users with roles.

6.2.6 WZH FPT ZEff:

AREITIE, PP S ED DA IRIZEE45% FPT (Protection of the TSF / TSF O #i#) 277 ADKEREZE{:
LR 5, 1 6.2.9 Filch D FPT E{hn3d 5,

FPT_SKP_EXT.1 Protection of TSF Data (for O.COMMS_PROTECTION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private
keys.

FPT_STM.1 Reliable time stamps (for O.AUDIT)
Hierarchical to: No other components.

Dependencies: No dependencies.
FPT_STM.1.1 The TSF shall be able to provide reliable time stamps.

FPT_TST_EXT.1 TSF testing (for O.TSF_SELF_TEST)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to
demonstrate the correct operation of the TSF.

FPT_TUD_EXT.1 Trusted Update (for O.UPDATE_VERIFICATION)
Hierarchical to: No other components.
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Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation / verification)
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE using
a digital signature mechanism and [ no other functions ] prior to installing those updates.

6.2.7 W ZH FTA 244

AREITIL, PP NED DM FIRICEE 5 FTA (TOE Access / TOE 7271 R) 75 ADHEREE 470k
—a—éo

FTA SSL.3  TSF-initiated termination (for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: No dependencies.
FTA SSL.3.1 The TSF shall terminate an interactive session after a [ user inactivity for:

e 240 seconds or shorter, specified by U.ADMIN, for sessions via the operation panel
@ 300 seconds, for sessions via web interfaces

1

6.2.8 MZH FTP Ziff

AREITIL, PP NED DM FHERIC B FTP (Trusted Paths/Channels / E{E 48, SAIF v R V) 7T A
OBSREE ARk 375,

FTP_ITC.1  Inter-TSF trusted channel (for O.COMMS_PROTECTION, O.AUDIT)
Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPSEC selected, or
FCS_TLS EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_ITC.1.1  Refinement: The TSF shall use [ TLS ] to provide a trusted communication channel
between itself and authorized IT entities supporting the following capabilities:
[ authentication server, [ audit log server, ftp server, mail server ] ] that is logically
distinct from other communication channels and provides assured identification of its end
points and protection of the channel data from disclosure and detection of modification
of the channel data.

FTP_ITC.1.2  Refinement: The TSF shall permit the TSF, or the authorized IT entities, to initiate
communication via the trusted channel.

FTP_ITC.1.3  Refinement: The TSF shall initiate communication via the trusted channel for
[ authentication service, audit log service, ftp service, mail service ].

FTP_TRP.1(a) Trusted path (for Administrators) (for O.COMMS_PROTECTION)
Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPSEC selected, or
FCS_TLS EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS _EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(a) Refinement: The TSF shall use [ TLS, TLS/HTTPS ] to provide a trusted
communication path between itself and remote administrators that is logically distinct
from other communication paths and provides assured identification of its end points and
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protection of the communicated data from disclosure and detection of modification of
the communicated data.

FTP_TRP.1.2(a) Refinement: The TSF shall permit remote administrators to initiate communication via
the trusted path.

FTP_TRP.1.3(a) Refinement: The TSF shall require the use of the trusted path for initial administrator
authentication and all remote administration actions.

FTP_TRP.1(b) Trusted path (for Non-administrators) (for O.COMMS_PROTECTION)
Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPSEC selected, or
FCS_TLS EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(b) Refinement: The TSF shall use [ TLS, TLS/HTTPS ] to provide a trusted
communication path between itself and remote users that is logically distinct from other
communication paths and provides assured identification of its end points and protection
of the communicated data from disclosure and detection of modification of the
communicated data.

FTP_TRP.1.2(b) Refinement: The TSF shall permit [ remote users ] to initiate communication via the
trusted path.

FTP_TRP.1.3(b) Refinement: The TSF shall require the use of the trusted path for initial user
authentication and all remote user actions.

6.2.9 A& VZEBEE B
ARHEITIE, PP BEDDLEMATEMHARDY L BIMIA B a[ G ASFERNMEA RN — VT AR EOF)
BOT — 2B AR B A F0uk 34, fllZ 6.2.13 HilTh . AEICEI T AMEEEE D — 3 BB,

FPT_KYP_EXT.1 Protection of Key and Key Material (for O.KEY_MATERIAL)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP_EXT.1.1 Refinement: The TSF shall not store plaintext keys that are part of the keychain
specified by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage Device.

FCS_KYC_EXT.1 Key Chaining (for O.STORAGE_ENCRYPTION)
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(f) Cryptographic operation (Key Encryption),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),
and/or
FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [ intermediate keys originating from one or
more submask(s) to the BEV or DEK using the following method: [ key encryption as
specified in FCS_COP.1(f) ] ] while maintaining an effective strength of [ 256 bits ].

FDP_DSK_ EXT.1 Protection of Data on Disk (for O.STORAGE_ENCRYPTION)
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption).

FDP_DSK_EXT.1.1 The TSF shall [ perform encryption in accordance with FCS_COP.1(d) ] such that
any Field- Replaceable Nonvolatile Storage Device contains no plaintext User Document
Data and no plaintext Confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user intervention.
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6.2.10 Sk EA S ZHEEAT: B2

AEITIL, PP BNED LM E VB AEDH S PSTN 777 A - % NI — 7 B D43 Bk B Dk e
HZseah 45,

FDP_FXS_EXT.1 Fax separation (for O.FAX_NET_SEPARATION)
Hierarchical to: No other components.
Dependencies: No dependencies

FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface, except transmitting or
receiving User Data using fax protocols.

6.2.11 47> ar Eif: C2
KREITCIE. PP NEDDHA T ar RO L | lifg FEXCEHAMRE B4 3R 35,

FDP_RIP.1(a) Subset residual information protection (for O.IMAGE_OVERWRITE)
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_RIP.1.1(a) Refinement: The TSF shall ensure that any previous information content of a resource is
made unavailable by overwriting data upon the deallocation of the resource from the
following objects: D.USER.DOC.

6.2.124 > a #{k C3
KEITIE PP WED DA T ar RO . F— 2 D522 HIRIC b A EERE S 4 20k 2,

FDP_RIP.1(b) Subset residual information protection (for O.PURGE_DATA)
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_RIP.1.1(b) Refinement: The TSF shall ensure that any previous customer-supplied information
content of a resource is made unavailable upon the request of an Administrator to the
following objects: D.USER, D.TSF.

6.2.13 RN~ — R D1

AHEITIE, PP T D HEIRAR =R DH Y | BLHIAZH A HE/ R AR IEMEA R — T /S A A2 E DL
DF — R DOAMREE A 20k 35, il 6.2.9 filct . AEICB T AKREEFO—H 0355,

FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption) (for O.
STORAGE_ENCRYPTION)

Hierarchical to: No other components.

Dependencies: [FBPATFCHmportof-user-data-without-security-attributes,-or

FBPITC 2 tmport-of user-data-with-security-attributes,or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(d) The TSF shall perform data encryption and decryption in accordance with a specified
cryptographic algorithm AES used in [ CBC ] mode and cryptographic key sizes [ 256
bits ] that meet the following: AES as specified in ISO/IEC 18033-3, [ CBC as specified
in ISO/IEC 10116 ].

FCS_COP.1(f) Cryptographic operation (Key Encryption) (selected from FCS_KYC_EXT.1.1)
Hierarchical to: No other components.

Dependencies: [FBPATFCHmportof-user-data-withoutsecurity-atiributes,-or
e, ; I . X i |
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FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(f) Refinement: The TSF shall perform key encryption and decryption in accordance with
a specified cryptographic algorithm AES used in [ CBC ] mode and cryptographic key
sizes [ 256 bits ] that meet the following: AES as specified in ISO/IEC 18033-3, [ CBC
as specified in ISO/IEC 10116 ].

6.2.14 R~ —RFAH: D2
KEITIE, PP BEDLBIRAR— RO L | (RSB ICBDAMREE 25 R 35,

FCS_TLS_EXT.1 TLS selected (selected in FTP_ITC.1.1, FTP_TRP.1.1)
Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)
FCS_TLS EXT.1.1 The TSF shall implement one or more of the following protocols [ TLS 1.2 (RFC

5246) ] supporting the following ciphersuites:

Mandatory Ciphersuites:

e TLS RSA WITH_AES 128 CBC_SHA

Optional Ciphersuites:

[

e TLS RSA WITH_AES 256_CBC_SHA

e TLS RSA WITH_AES 128 CBC_SHA256

e TLS RSA_ WITH_AES 256_CBC_SHA256

e TLS ECDHE_RSA WITH_AES_128 CBC_SHA256

e TLS ECDHE_RSA WITH_AES_256_CBC_SHA384

e TLS ECDHE_RSA WITH_AES_ 128 GCM_SHA256

e TLS ECDHE_RSA WITH_AES_256_GCM_SHA384

1

FCS_HTTPS_EXT.1 HTTPS selected (selected in FTP_ITC.1.1, FTP_TRP.1.1)

Hierarchical to: No other components.

Dependencies: FCS_TLS_EXT.1 Extended: TLS selected
FCS_HTTPS _EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC 2818.
FCS_HTTPS EXT.1.2 The TSF shall implement HTTPS using TLS as specified in FCS_TLS _EXT.1.

FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication) (selected with
FCS_IPSEC_EXT.1.4)

Hierarchical to: No other components.

Dependencies: [FBRPIFCImport-ofuser-data-without-security-attributes,-or

FBPITC 2 Import-of user-data-with-security-attributes,or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material

FCS_COP.1.1(g) Refinement: The TSF shall perform keyed-hash message authentication in accordance

with a specified cryptographic algorithm HMAC-[SHA-1, SHA-256, SHA-384], key size
[ 160, 256, 384 ], and message digest size [ 160, 256, 384 ] bit that meet the following:
FIPS PUB 198-1, "The Keyed-Hash Message Authentication Code, and FIPS PUB
180-3, “Secure Hash Standard.”

©2020, >~—7H=(Z 41 (Sharp Corp.), all rights reserved. 44



6.2.15 5 R~ — RFEfH: D3
REITIE, PP MED DRI —RELEDI G | EEHT v 7T — M Mb AR B 2305k 35,

FCS_COP.1(c) Cryptographic operation (Hash Algorithm) (selected in FPT_TUD_EXT.1.3)

Hierarchical to:
Dependencies:

No other components.
No dependencies

FCS_COP.1.1(c) Refinement: The TSF shall perform cryptographic hashing services in accordance

with [ SHA-1, SHA-256, SHA-384, SHA-512 ] that meet the following: ISO/IEC 10118-

3:2004.

6.2.16 % = U7 A HRAE B AR HL

RS A ST 23 F9R 95 SFR X, PP 23 EUE T 5 SFR DE 3RS TH D, FIVFHT B L OEINIT T~ T

FETLTWD, Fo, U FITR A~ 5L80 ARIFEIC OV TRIEIE RV,

6.2.16.1 & 2T A HERE BT O IR A7 AR L

Table 6.11, Table 6.12, 33X 1" Table 6.13 %, CC BLPP NHLET S SFR 23 I T R XL AFMELS
A TOE 23 /2 L CUVAIRAENE L il 2 LTV U MERFEME . B X OMKIE AR B D 1E Y AR,

Table 6.11: ¥ =V T rHEREEMEOIRTIFNE (1)

FE \ ‘ \ : -
Pt et T ERLTOS RE | s
FAU GEN.1 FPT STM.1 FPT STM.1 — —
FAU GEN.2 FAU GEN.1, FIA UID.1 FAU GEN.1, FIA UID.1 — —

FAU_STG EXT.1

FAU_GEN.1, FTP_ITC.1

FAU_GEN.1, FTP_ITC.1

FCS_CKM.1(a)

[FCS_COP.1(b), or
FCS_COP.A(i)],
FCS CKM_EXT.4

FCS_COP.1(b),
FCS_CKM_EXT.4

FCS_CKM.1(b)

[FCS_COP.1(a), or
FCS_COP.1(d), or
FCS_COP.1(e), or
FCS_COP.1(f), or
FCS_COP.1(g), or
FCS_COP.1(h)],
FCS_CKM_EXT.4,
FCS RBG_EXT.1

FCS_COP.1(a),
FCS_COP.1(d),
FCS_COP.1(f),
FCS_COP.1(g),
FCS_CKM_EXT.4,
FCS_RBG_EXT.1

FCS_CKM_EXT.4

[FCS_CKM.1(a) or
FCS_CKM.1(b)], FCS_CKM.4

FCS_CKM.1(a),
FCS_CKM.1(b),
FCS_CKM.4

FCS_CKM.4

[FCS_CKM.1(a) or
FCS_CKM.1(b)]

FCS_CKM.1(a),
FCS_CKM.1(b)

FCS_COP.1(a)

[FCS_CKM.1(b)],
FCS_CKM_EXT.4

FCS_CKM.1(b),
FCS CKM_EXT.4

FCS_COP.1(b)

[FCS_CKM.1(a)],
FCS CKM_EXT.4

FCS_CKM.1(a),
FCS CKM_EXT.4

FCS RBG_EXT.1

FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 — —
FDP_ACFE.1 FDP_ACC.1, FMT_MSA.3 |[FDP_ACC.1, FMT_MSA.3 — —
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 — —
FIA_ATD.1 — — — —
FIA PMG_EXT.1 — — — —
FIA_UAU.1 FIA_UID.1 FIA_UID.1 — —
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 — —
FIA _UID.1 — — — —
FIA USB.1 FIA_ATD.1 FIA_ATD.1 — —
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Table 6.12: EX=UT7 (HEREEF DKM (2)

FCS_KDF_EXT.1, and/or
FCS_COP.1(i)]

igEn . . . .
W BT fifi & L TND ANt 2 =
FMT MOF1 | FMT SMR.L FMT SMFL | FMT SMR.L FMT SMF1| — —
[FDP_ACC.1], FMT SMR.L, |[FDP_ACC.L FMT SMRL,| _ —
FMT_MSA.1 FMT SMF.1 FMT SMF1
FMT MSA3 | FMT MSA.L FMT SMR.L |FMT MSA.L FMT SMR1|  — —
FMT MTD.L | FMT SMR.L FMT SMF1 | FMT SMR.L, FMT SMF1| — —
FMT_SMF.L — - — —
FMT _SMR.1 FIA UID.1 FIA UID.1 — —
FPT SKP_EXT. — — — —
FPT STM.1 — — — —
FPT TST EXT. — — — —
FCS_COP.1(b), — —
FPT_TUD_EXT.1|FCS_COP.1(b), FCS_COP.1(c) e copiy
FTA SSL3 — — — —
[FCS_IPSEC_EXT.L, or
FCS_TLS_EXT.L, or
FTP_ITC.1 Fe e ExT L o FCS_TLS_EXT.1 — —
FCS HTTPS, EXT.1]
[FCS_IPSEC_EXT.1, or
FCS_ TLS_EXT.L, or FCS_TLS_EXT.L, B B
FTP_TRP.1(a) FCS_SSH_EXT.L or FCS_HTTPS EXT1
FCS HTTPS. EXT.1]
[FCS_IPSEC_EXT.1, or
FCS_ TLS_EXT.L, or FCS_TLS_EXT.L, B B
FTP_TRP.1(b) FCS_SSH_EXT.L. or FCS_HTTPS EXT1
FCS HTTPS. EXT.1]
Table 6.13: &¥ 2V 7 (HSREE ORI (3)
lja . . . . .
sep gt e BELT R | s
FPT KYP_EXT.1 — — — —
[FCS_COP.1(e),
FCS. SMC_EXT.1,
FCS_KYC_EXT.1 FCS_COP.1(H), FCS_COP.1(f) — —

FDP_DSK_EXT.1

FCS_COP.1(d)

FCS_COP.1(d)

FDP_FXS_EXT.1

FDP RIP.1(3)

FDP_RIP.1(b)

FCS_COP.1(d)

[FCS_CKM.1(b)],
FCS_CKM_EXT.4

FCS_CKM.1(b),
FCS CKM_EXT.4

FCS_COP.1(f)

[FCS_CKM.1(b)],
FCS_CKM EXT.4

FCS_CKM.1(b),
FCS CKM_EXT.4

FCS_TLS EXT.1

FCS_CKM.1(a), FCS_COP.1(a),
FCS_COP.1(b), FCS_COP.1(c),
FCS_COP.1(g),
FCS_RBG_EXT.1

FCS_CKM.1(a),
FCS_COP.1(a),
FCS_COP.1(b),
FCS_COP.1(c),
FCS_COP.1(g),
FCS RBG_EXT.1

FCS HTTPS_EXT.1

FCS_TLS EXT.1

FCS_TLS EXT.1

FCS_COP.1(g)

[FCS_CKM.1(b)],
FCS_CKM_EXT.4

FCS_CKM.1(b),
FCS CKM_EXT.4

FCS_COP.1(c)
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6.3 X =UT A PRAEEM:

PIF AR ST RERT L X2V T ARGEEM: (SAR) %, CC /3 —| 3 DIRFEZ T AR /R T, A ST
I%, CC 73— ITERIMN, PP TRk SN /- F 2V T A fRFEa s R — R M, D FE SAR ELTE
M5,

6.3.1 Class ASE: Security Target Evaluation

¢ Conformance claims: ASE_CCL.1 — Conformance claims

« Extended components definition: ASE_ECD.1 — Extended components definition
< ST introduction: ASE_INT.1 — ST introduction

 Security objectives: ASE_OBJ.1 — Security objectives for the operational environment
« Security requirements: ASE_REQ.1 — Stated security requirements

« Security problem definition ASE_SPD.1 — Security problem definition

¢ TOE summary specification ASE_TSS.1 — TOE summary specification

6.3.2 Class ADV: Development
« Functional Specification: ADV_FSP.1 — Basic functional specification

6.3.3 Class AGD: Guidance Documents

 Operational user guidance: AGD_OPE.1 — Operational user guidance
* Preparative procedures: AGD_PRE.1 — Preparative procedures

6.3.4 Class ALC: Life-cycle Support

* CM capabilities: ALC CMC.1 — Labelling of the TOE
¢ CM scope: ALC _CMS.1 — TOE CM coverage

6.3.5 Class ATE: Tests
« Independent testing: ATE_IND.1 — Independent testing - conformance

6.3.6 Class AVA: Vulnerability Assessment
* Vulnerability analysis: AVA_VAN.1 — Vulnerability survey

6.3.7 X 2UT o PRGIEE AR L
EE0. AR ST 2315895 SAR 1. PP 23E T 5 SAR L5242l — L T\,
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7. TOE ZEAIAR

ARFEIL, TOE B =2UT BHE (TSF) OERARZ LR 35281280, X2V T o#rEE ) (SFR)
MG ENAZELE™T,

7.1 X277 (BEAT
AEITILEIC, 6.2.1 BiD M2 FAU BB 5852 it R 975,

FAU_GEN.1/FAU_GEN.2

TSF 13, B DOLEILHE T2 %, Table 6.1 3108 Table 6.2 |ZFEiR L= A A hou s AT
—HELTHERKRT S,

TSF 1L, EEEDOEBK TZ2ELEEAUINISEAELZ B ((FIHIR) BEOWEZ] (Ri573170) %
TOE OV AT Lray7inblfsL, BT —XIZ5iekT 5,

TSF X, FFEDOFHB DR ESEIARUNIT, ZORFHE ORI A4 (A7 A4 OEREZITS
SHERGY) & BEAEANRUMIEE T Y 7 U=/ MBI R E L CBEAE T — X TRk 95, 72721, TOE
HE WA MR ESETGETE “SYSTEM”?, 7 V=7 MRNREE TEXRWGEIT “NIA” Litdkd
D

TSF BES AT — 2 ZFLEk T A ISR T ANAIZ DUV T, Table 7.1 12777,

Table 7.1: BT — X\ Z5ek T D15 H

AU ARFERIBUE  myqog  |RR SE T 3
BEATOFCE) (Audit Start) | Yes | N/A |N/A Yes |N/A
AR O T (Audit End) Yes | N/A [N/A Yes |N/A
‘:/570)%2‘7' (JOb S S 4 N a
Completion) Yes | Yes |YadFiEHE Yes |[#&TLI=Va74
Ak BIFRRED KL (I&A n7 A 4ELTA
Failure) Yes | Yes FIENT=CFF) N/A INIA
GLS;;} — DB/ (Add Yes | Yes [:BINEAT-T-FIHHE| Yes [BINLT-ur A4
INAT—ROZEH (Change R IRAT — R SR HE O
Password) Yes | Yes |EHEAIToTFIHE| Yes B,
a7 A 20T (Change R g I .
Login Name) Yes | Yes |EHEAIToT-FIHE Yes |EHLOus A4
2—HF—DHI (Delete " P HIBRLIcm 7 A 4 (e —H—
user) Yes | Yes |HIRZATST-FIHF| Yes IR B A AN
MEFRZ —7"D3B N0 (Add . o . _ co s
Auth Group) Yes | Yes [iBINZEAT-T-FIHFA| Yes [EMUT-HERRZ L—T7"4

e 7 S AR

Yes | Yes |ZEWaAT-T-FIHAE| Yes | SNIFIHFEOOT A4

ARy Yl (Change Role) o IR 12 DMEIRY L— T4,

MEBR S N —T D E DT B 2
(Change Auth Group Yes | Yes |ZEWHaAToIFIHH| Yes %,
Setting)

TERE SR V—T

H /R DZE . (Change

IR o =
Time Setting) Yes | Yes |ZEZEATSIHIMA| Yes |N/A

HEMDZEH (Change _— - e XELAHINI-ZREHH
Setting) Yes | Yes |ZHEL-FIHAE Yes S
TLSIE(E DR (Comm

Failure) Yes | N/A |[SYSTEM N/A | RGO #E

*i {2 A A — N
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A M ARV mpem  |FER S
TLS#{E DK (Comm o WEBAIEE DIPTRL A
Failure) o WBEFEFDIPTRL A
SEE R — Yes | Net |N/A N/A |, -

UUSH o SR FRL

o JBINEE: BNz R
FRUAIEDEH (Modify epre BB BLID S L U A 4
Addr Book) ves | Yes | SUREATTAIA Yes | e mimsman

7~ N DOWNEREFID

o Ty — LT
T7 =T TYT TR | o | ves | 7277 TMEATS | (4 .;?<7_32$HI10)77—A17I
(Firm Update) T-FIR# et o

o T ST —MEDT 7 — LT

TN—Ta

*10 AXUMEAE HIREDY 1SO 8601 DILIEE A TRFLIND

*2: RS BT 2— AL

T Ope/Web/Net DWFT D NEKFLEID, 72720, BT “NIA” Lo TWDHDIE “NIA” ERFLSND,

*3: AU NEERE REL T Success/Failure DWT IR ERILSID, 72750, BHT “NIA” E725TWDHDIE “NIA” LRFLSND,

AR 2 TSF A2 47 = — A%, Table 7.2 |R$ LBV THS,
Table 7.2: FAU_GEN.1/FAU_GEN.2 (ZB83% TSF AL 47 =—*A

AR AET 2 —A
BA O H) * MFDOEIHON (F 5O I [71%5)
BT s MFDD & OFF
ST DT e FDP_ACC.1/FDP_ACF.1DTSFAL ¥ 7 = —A|ZHEL A" —[F VU NAX Y177
JAIRF 2 A NI 7 AV TSR DY a7 ARk
ERIFHEED AL o #E/ SRV IWeb R — P D o — - —FHEE [ T a2 A
e o B SRV DR TET—R/Web 2 — VT, [1— VP —FH ][ —P —FHE]-[~
FITOBN | ey A a
. . o BE SRRV DR EE—R/WebX—2 T, [2—V —FH] > [2—P —&E]-[=
ST RIS . .
R A EE L I S S
. o BB SRV O EE—RWeb X —2C, [2—Y —FH] > [2—V —&KE]-[=
IN
RIACBOER | e g b — i BT
:L“—“j‘“‘@ﬁ'J% ° ﬁ{?/f*/b@%&fﬁ:&»—}(/web&_f/f\ [i_%_%ﬁ]ﬁ[i_ﬂ;_%%]_}[‘l

— =Y AN] D — Y — Al R

MERRZ Vv —7" D38
A

o BE SRV DR EE—RIWeb 2 — U C, [ — W —F ]~ [T 7 AR 3%
TE - [MERR T IV — TV DMENR Y V— 7 % % ik

FIH#EOFTET S
MERR T N —T D2
L

=u

o BB SRRV DR EE—R/WebX—2C, [2—V —FH] > [2—V—i&% T

— P —=UANPS =P —EEE

==

MERR Y v —T D%
FEDIEH

e B SR DR EE — R Web < — T, [ — G B [ /& Al 7%

TE - [MER T IV —T T BMER Y — T A& IE

e B RO T — FIWeb<— T, [V AT Ak Bolit B[ A A
ETISAORR | el o[ R AR A (I
WEMROET | BlE S DRET—FMWeb~—C. & RN DR E A LT
g e FTP_ITC.1DOTSFA L 57 = —AIZHEL | FRGEY — N —[BE & — /N —/[FTPH—
TLSBIEORI | 20 Uy S Loumiaa 4T
o 15 =y - ~ N ks ;'4 Az 2 s —
PR xiEoE g [ OE ST, [T R AR DB SR AR ST s

e Web=X— T, [T RLRIR]>[7 R L AR5 BUB ki A/ H PR 9247

T =0T TS

o BB ASRNVINDA T TV AT =R ~BATL, 77— LU =T T v 77— e FAT

F—k
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FAU STG EXT.1
AR ENTZEA T — 2%, FTP_ITC.1IZHEW, Syslog 7o hL B LN TLS 1.2 2 WV CEE A Y —/3—
WCEEEND, TDOT —XIL, BEDRINTDHET, WERAN —VIZHE i STy 7 7 iEIR IR TS
ND, ZOy 7 7REBICIE, 4 HHOET — 2R IFTHIENTED, BET —XOREIL. #i-
\ZTF —Z D ERR SN2 A7 TIT A,

R — R — ~DEENRE LT, #E SV BLO Web _R—Y O HITES Ay —D% 3
IR, DT HFECTEMNEE S — R —~DREEFHRITT D, BEA—IT, BT ——
WCHERES L QNN DL L2 DN KRGS, FEE ~OEEZ EFET D,

2 7 P REIROFE FH RN 80% LA FIZiET DL, MLAAE A LISMI e A TERWIDITHIRELD,
ZORIRIL, 27 FREL O FZRAY 70% AT 1S 78 > 7= 5 TR SN D, Xy 7 FREINAR . O FED
Ny 7 PRI 4 DB T — X DMEESIVIIRIE TIL, Bzl s E T — X3y 7 718
WA ESNT ., HIBREND,

N7 A AR E SN T — 21, FDP_DSK_EXT.1 (e F 5L L TERIES D, F7-. HEMR
T N—TIZBEHOLT | TRTORHE NIy 7 7 8RR TSN AT — XTIV B AT HIENTX
AN

AT 2 TSF A2 27 =— A%, FAU_GEN.1/FAU_GEN.2 ® TSF A2 %7 =—A|ZHEL D,

7.2 W AR —1
AEITILEIC, 6.2.2 BiDWMZE FCS BRI Z B 2B kEZ 5l 5,

FCS_CKM.1(a)

TSF (X, K5 5185 OFERET THODIE T FRgEE LT, A HESCE NIST SP 800-56B, Revision 1 ¢ 6.3.1.1

HiIlZ Rk D rsakpgl-basic 7T RSA #2 Ak T %, € DFRIZME L7225 1% FCS_RBG_EXT.1 IC

W~ THERT D, TOE 134 TSF (ZBHL . TOE R 5 OJLIECRAEYESN O B ALEE, HDOW TR S

B FHER G /TR, O, AR — U CTRF B(LLT2IRE TR ARL — IR IFSND,

ABZBIT A TSF Ao ¥ 72— AT, UL FIORTEBYTHA,

o TOE % E/FE¥%& O [al L)

o Web _X— T, [VAT AR T~ [EFX 2V T % E] = FEV EOE B - MR E O B2 0
T, [ERIZFAT

o Web X— T, [VAT LHE] - [EX 2V T R E] > FEEOE B - [REEE 4 R (CSR) D
BFNZEBW T, [TERE AT

o BE XN DFRET—RT, [V AT LR E]=[EF 2V T A X B [E NG R AN T — 2 DY)
DRI b A 21T . TOE % FR i)

F72, TSF L, TOE OFEJH ON K2, WEBARL —IRAFE N B S 7z RSA $i A Fi A H L, A

M — 8T 5 L7- RSA $% | IR 5115 CEH 35729, TOE OFERKrETOM ., #HREMEATY —N

WZRAFET D,

ARBEMRCBITS TSF Ao H 72— A%, UL FITRTEBYTHA,

e MFD O ON (B E/HOE A [F%)

FCS_CKM.1(b)

TSF X, B 5 l{E DRI m—2a BV lfEH OB a $a ARk 3%, a3, TLS i
BEATHZ Y — R — 7747 NECHAE SNDEE DB OISV, T —F 2R S L8535
oD OXFRGEEL T — 2% ARGET D72 D MAC #% 5 Te, TSF 1X, FCS_RBG_EXT.112J:% RBG T/
RS AT ELE A VT, AES-128 DI 5 AA — M 328613 128 B MR D | AES-256 DI 754
A=A T 25613 256 B MO FREEL AL, R MEATY —NIZIRAFT 5, F2,
FCS_RBG_EXT.1 |2L% RBG THAEMSNIZELEAZ HW T, SHA-L OIS 5 A — i 328551
160 B MR D SHA-256 D5 A — i 92355138 256 £ MR D | SHA-384 DI 5 AA— R
FE 3256131 384 E Y MED MAC $#4AE R L | I AT —NIZERITT 5,
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ARENZBI T2 TSF A ¥ 7 =— A, FTP_ITC.1 BL W FTP_TRP.1(a)/FTP_TRP.1(b) ® TSF A%

T — R ZHEL B,

TSF (%, TOE & &% O EEB)RF 36 L O TOE I bR OB EIRZ, AR — V82 51k 3572

DORFFEEL T, FCS_RBG_EXT.1 (242 RBG TAMESNIZELE A VT 256 B bR DR 54

ZAER L R AT —1 NICARTET 5,

AREIEIZEI T2 TSF AL 27 2 —RiF, UL FITRTEBYTHS,

o TOE X E /% O F][al L H)

o HAE NI DR EE—RT, [ AT LR E]>[EF 2T AR E] [ NIE @ AN T — 2D 4]
HULI ORI b2 921 71% . TOE Z AL @)

TSF I%, TOE #%{& % ORI BhREIs O TOE #IHb % O FEBIREIC, WEHAN — I RT3 5T

— R B LT AT DR E#EE LT, FCS_RBG_EXT.1 12X% RBG TA &= ELE % FIV T 256

Y MEDARN —HE AR L, FCS_COP.1(f) 12Xk A8kms S b2 W TR MEAEY —1 IZRFSH

TSI S TS S L LT RE TR AT Y —2 WIZIRAFT D,

ARFZEE T2 TSF AL 27 = — A%, DL RIS RT LBV THS,

o TOE sXiE/F2E1% D) al il &)

o BE RNV DFEE—RT, [ AT LR E][EFX 2T AR B> E NG H L AN T — 2 DF)
UL BRI LA F24 T4 TOE % F kB

F7=, TSF |, TOE OFEJR ON BFIZ, ANHEFEME AT —2 | RIFSNIZRE 5L SIIZ AR — D8 Hi A

L. FCS_COP.1(f) (ZLD8EM 52 W TR MEATY) — 1 ITRAF ST ST 58 CIE 5 L2 A

L—8 % 557 LAY X AES Rijndael THEH %728 TOE OFEPKTETORM, #HFEMEAE) —

WIZIRAET D,

ARBIRIZEI T2 TSF A 27 2 — R, L FITRTEBYTHS,

e MFD O ON (B EHLOE IHE [F1%)

FCS_CKM_EXT.4/FCS_CKM.4

TSF 23O LL N OFEL, RNEELIR ST RITHEFES LD,

o {3 FH DIt B
TOE OEJH ON i I218 581 7= RSA #1 TOE OEJRWr TR ER#E L T, FERM AT —
FIZH D78, TOE OEPKT CHEREL ., EESND,
ARBERICBI TS TSF Ao ¥ 72— A%, L FICRTEBYTHA,
* MFD DOEJR OFF

o HEHD Y g
TLS W3 N UM SIIZ R, REEZR G LT, MRS QWD I Z i 5 7o ey MNERIC LD
SELLELECC EEE T A LICIVIEESND, Fo, fRMEATY — EICH D720, TOE ORI Tl
L, FESILD,
RENEIZEET 5 TSF AL 27 =—RA 1%, L FICRTEBVTHS,

« FTP_ITC.1 X0 FTP_TRP.1(@)/FTP_TRP.1(b) ? TSF A1 57 = — A HELCHAAEL 7= TLS i@(=

DY
 MFD ®%EJE OFF
o RT -

EERE DMENER L AN T —2OFIHHME (Initialize Private Data / Data in Machine) % 32/7L7=

M, KBS AE T — 2 BL O TSF 77— 23T R COHEINDI LD, AN —V#EIT AR B

FLL T, AR — VOIS SALAE 5 L TOL8ERT 5886 [FIARIC A B2 8L L Tl

AU, FCS_RBG_EXT.112J:% RBG THEMSNZELE T 1 [ EEXTHZLICIVEES D,

AELITEETS TSF A2 27 2 — AT, L FITRT LB THS,

o BIERRNVDOFEET—RT, [VAT LR E] > [EF 2V T 45K E] = [N EFHRE OARENT —2 D
WIHUEI DRI b2 521 T
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o AR — 4
EBLE DME NG S AN T — 2 OFIHE (Initialize Private Data / Data in Machine) #3217L7-
B, B B LSRN HE T — 2 BL O TSF 77— 20T _RCOEESNDLIEND, RERfEEL TR
H. RIEFEMEAEY —2 |TARAES N S b SN2 AL — 283 FCS_RBG_EXT.1 1245 RBG T/
RS- ELELT 1 [ EEX T A LICKIVIEFES LD,
ARBEAIZEI T2 TSEF Ao 27 2 — AL, L FICRT LBV ThHS,
o BIERFNVOBRET—RT, AT LEE] = [EF 2T 3% €]~ [l NE S AN T —H D

IS b2 54T

F7-. TOE OFEJH ON FFIZHE BN AR — V8T TOE OEJRK CARZE /8l L T, %
PEAEY— FICdH D76, TOE OEIRWT CHER L RSN,
ARBARICBI TS TSF Ao 27 =— A%, L FIORTEBYTHA,
* MFD DOEJR OFF

FCS_COP.1(a)
TSF X, FTP_ITC.1, FTP_TRP.1(a) 33X FTP_TRP.1(b) (28T Dil(ET —H 5L DT=01Z,
FCS_CKM.1(b)iZ kW ARk L7 128 By MEF721E 256 £ ME DR Z-4kL FIPS PUB 197 (ZHELd-2
AES K557 /LU X% NIST SP 800-38A |ZHEHLY % CBC “E—N, £721% NIST SP 800-38D [ZHEHL 3~
% GCM E—R TENET HZLIZLVE T — XD 5L L OME 54179,

AR T2 TSF A2 #7 =—Al%, FTP_ITC.1 3L FTP_TRP.1(a)/FTP_TRP.1(b) @ TSF A%
T —RAZHEL D,

FCS_COP.1(b)
TSF 1%, B4 ARBL B4 MEEIZIV T, FIPS PUB 186-4 (2 & &+17- Digital Signature Standard
wliil= 3T AN EL T LAY (DSA), RSA 7 VX VEL T LAY XL (IDSA), F7-1345 M dhk
TIUBNVELT NTVAL (ECDSA) 2T 25, LT, &7 /VFUX LD BRI EN AR~ 5,
TOE O#grat Bl EAERUIC KD REEFAE U BT 2B A4 AT T, FCS_CKM.1(a) (ZXVARS
722048 £ 1> RSA #E, 3L rDSA 215,
FPT_TUD _EXT.1(ZL57 v 77 —MRREIZIEWCTHEE 2 2048 £ o> IDSA % 52,
FTP_ITC.1 IC&kD Y — R —FEERFEIZI T DSA, IDSA, £7-1X ECDSA #fi 4%, ZDLExd
DSA LU DSA DO#ER % 2048 7213 3072 £, ECDSA DO#ER1% 256, 384, F721% 521 v hCThH
Do
ARELEIZEE T2 TSF AL 27 2 —A L, LL RIS T LB THS,
o TOE DREARAIE FFERL:

» TOE RREAEFEZ DY) HIEH)

o Web _X—UT,| [ AT AR E]-[EF 2V T 4R E] > FEHFOE H] - [ME st FH O ]Ik

W, [PER)Z ST
o BE NSRRIV DRREE—RT, [ AT LFE] = [EX 2T A E] NG AN T — 2D
ML b2 I T

o Y — N — R E R

o FTP_ITC.1 ® TSF A2 47 =—AIZHEL D
o 7T —MAEGE:

o FPT_TUD_EXT.1 ® TSF A2 47 = —RAITHEL D

FCS_RBG_EXT.1

TSF i%, DRBG LN ES oAl &i7- RBG =& 19, DRBG I, 384 B hD = hab’—&FF DL
2 —K (Entropy Input) 22425 NIST SP 800-90A Zii7=9" CTR_DRBG (AES-256) Tih5, Zi
I3 H B % (derivation function) Zf# L7z CTR_DRBG THY, fhd —REEE (nonce £5) 134
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L7220, ES 1L, HEDAN—RT =7 _X—2D /A X% 5 e B AEBFE DRI THY . DRBG IZA )T 5
384 £y b hat—Z RO R — N2 AR T 5,

TSF 1%, ES (ZxF L THLEAE R R B L OVELEGE A LA IR LATHZ & C 384 B L B = ha?
—HE R, TNEREIZ 384 B D e —Z RO R — R AR T 5, 24t  DRBG 152562
QI REE 2 A 1 b T I g SN

AREMIZEA T2 TSF A2 %7 = — A%, FCS_CKM.1(d) 3L FCS_CKM.1(b) O TSF AL X7 x—RA
WZHEL D,

7.3 FIHE T — 2%
AETITEIC, 6.2.3 HiDME FDP BRI 28 R iR 972,

FDP_ACC.1/FDP_ACF.1
TSF 1%, FIHZ T — 2B L ORI H T — 2 OBENE~DT 7 ZHH 51T,

FHAZT =2 ~OT 78 A% BBFGES N EEE (UADMIN) BLOFIHZE T —XI2fH B3 50T
BHETEREL TR ONRHE T A4 & — BT DGR ES =R HE DA 528
T FE T =2 ~DOEAEIZDOWT, Table 6.3 B X Table 6.4 (ZHSW-FIIFAERION a7 4 —
F—ICESLT 7 A E MR & FE D,

D.USER.DOC 727 Al RE45 TSF A2 47 =—R(%, Table 7.3 (TR TEBY TH S,

Table 7.3: D.USER.DOC 7 7 L AflfHINZEI 35 TSF A # 7 =—A

BERE BAE (A H T2 —A
Print (7U>-1) | Create » 2517+ FPCHBEINT 2 X BATRINL . 7)o #— 51 N — DRt 2 Bl fi7
SERAFAT

Read o #/E/ SRV T, [RXa A b7 7 AU 7 bCreate B EIZ LA — VR E LT
TrANERIRL  HIA LT

o BE SRV T, [RF 2 AR 7 AU 7T BCreate i EIZ LA — LR & 7=
TrANERIRL, B AR T D)2 5EAT

o BE SRV T [RF 2 A N7 7 AV 7D BCreate B EIZ LD — VRS
TrANERIRL | [(REAZEELCTHIRT 22317

o L ECERERR ICFIIRIA AT

Modify o #2/E/SF LT, [RF2 A N7 7 AV 7 BCreateff EIC LA — VR &7
T ANVERIRL, [(REEEEL CHIRT 210 OimES EAT

Delete o #/E/ XX /LT, [FF 2 A7 7 AU 7] BCreate i EIZ LA — LR &L
TrANEER L, [HIBR]Z FAT

o BRVE/ XL T, [FX 2 A N7 7 AU 7B Create i EIZ DR — VR &=
T ANVEEIRL, HIZICT —2 %8R9 28 E 2B 2N LU CHIMZ 5247

o Createtf{Ea F1 714, A S RILOREET—RT, AT LR E]~[F=2V
TARE [T — A HERE][RFa A NI 7 AV 7T —HHE]DHHE
B AT (MLA A B O A EE R HE

Scan (A¥ ) | Create o MFDDAF ¥ —a =y MIFfZ Yy LT 8IE LT, [ 7 L RF
FVPLT L 2—% T (LA, AE{EZCreate B /ESc1EME5)

e MFDDAF ¥ —2 =y MIFfE%a Y LT, [E-Mail], £72I%[FTP/Desktop]
POTLE 2—%FAT (LAT . AEE4A Createt{ESc2 - FE.5%)

e MFDDAF ¥ —2 =y MZffEE By LT, #8E SRV T, [T V2K
¥, [E-Mail], E£7-1Z[FTP/Desktop]>HAF v 24T (LAT ., A#fE%
Createfft{ESC3EIF-53)

Read | Createff2{EScl. %7/-IXCreatet{ESc2% 31T

Modify |» Createff{£Sc2% FAT12 . 7L = — N OiRtE L FAT

Delete |» CreatefEScl, F7=I%Createff{ESc2% 1T . [FAD A LREBT], T2
[Vt &7
o Createf§2/EScl, F7-13Createtip{ESc24 T4, [ — LM A X 24

©2020, >~—7H=(Z 41 (Sharp Corp.), all rights reserved. 53



HERE e (B Tz—R
o Createff2{EScl., F7-lICreatefi{ESc2% 5 T4 . B—RNFRENHE—R 2]
DEEZD
o Createf{ESc3% 31714, #E/ X3/ C, [VEv R, Fld[FiA A k)%
FAT
o 2L FATR  EE SRV T, [PaT R R T —]— [ TR T
DV a7 IhBAF ¥ ETTER SN a7 2 IR HIBR
Copy (=t"—) | Create | MFDDAX v} —2 =y MIJRfHZ Y LT, #1E/ 1L TC, o7 nay
=17V 2—%FT (LT, AEEZCreate i /ECLEME5)
e MEDD AX ¥ —2 =y MNIFfaZ Y LT, SRV, [ =007
LEa—%5T (LU, AEAEA Createft {EC2L I 53)
e MFDDAF ¥ —2 =y MZFfEE Y LT, #8E SRV T, [T Lar
—]. FF[EE =] bae —2 T (AT AAELCreate i /EC3LFES)
Read | Createf:{EC1, F7-ILCreatefia{EC2% 31T
o FRLEMER I —2 T
e Createff{EC3%F4T
Modify e Createft{FC24 341714, 7'V E o — B HD DimiE 4 FAT
Delete | Createff2{EC1, F7=IdCreatet{EC2% 31714, [FIADA LT, (X E%
EREPFRRE T AR LB T, I3[V yNEET
o Createf2/EC1, F7-(ICreatef{EC2% FAT14 ., [A— LMW E R Z L 243
o Createff2/EC1, F7-1ICreatef{EC2% 1T, E—RE RN LE—REYIY
=)
o Createft{EC3% 321714, #E/ 3L C, [V YN, i [mt — 1] &2 ES T
o I —FEITHE . BRAE SOV T, [HIRIH IE], E2 [ a7 K] = [V R—
[THRIFEATH OV a7 1 bat’ —F T CIER S a7 & IEEI bR
Fax send (77 77| Create s MFDD A ¥ —a2 =y MIJFfaZ Y LT, B/E SV T T V777
RIE(E) ATV E 2—%FAT (LAT . AEfE4Createff {EFS1E FESY)
e MFDD A ¥ —a2 =y MIFfEZ Y LT, [T 77 A0 L E 2 —% 3T
(CLF . A#{E% Create i /EFs2 L FE.53)
e MFDDAX ¥ —2 =y MIFfEZ Y LT #8E SRV T, [T N7 77
A\ FX[T 77 AT 7 7 AR EEFEALT (LLT . AEREA Createti {EFs3
EIES)
Read | Createt#{EFsl, F£7=I1%Createffa{EFs2% 21T
Modify | Createfft{EFs2% 174 . 7L a— DOt Z FEAT
Delete [ Createfit{EFsl, £7-IdCreatef{EFs2%4 321714 . [FAD A LB 7], £/21%
Vv NE3ELT
o Createf§e{EFsl, F7=(XCreatefit{EFs24 3714, [F— M A2 23
o Createft{EFs1, 71 Createtit{EFs2% 32/ 71, B —RF R NHE—REY)
DEEZD
o Createf{EFs3%4 F21T14 . BE XL T, [V N, Fid[Ft A B F k] %
FAT
o 77 I ALIG FATHE . BE SRV T, [Par R [T 7 2 A= [ RIS TH
DV a7V T 77 AEAE FAT CIERSIVZ a7 & 1R B
Fax receive (77 | Create |o S8 7 7 7 AN 7 7 7 ARG & 5T
7 I AZAR) Read o #{E/ ST, 777 ADZ(E T —HU AN 5, Createl®(ETZAZ L7
— X5 R, B AR T D)2 FAT
o BB SRV T, T 7V ADAE T — X UANE H ), Createf/E CZ 5 L727
—HEER L, [HIR425]2 32T
Modify|N/A
Delete o #/E/ NV T, 777 ADZAGE T —XUANEH D, Createf/ECZIFLI2T

— 2R, [HIBRT D12 AT
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PERE

#BRAE

AHT—A

Storage /
retrieval (FRAF/
BOHiL: F¥=
AT AV
7)

Create

e MFDD A% —2 =y MIEfEAE Y LT, #E SRV T, [ 7 VAT
Y [RIRIT SAZRAE] [AF v ARTE], I[N F 2 A NT 7 AV 7]
—[ARIEARN —VIAF Y ARIET DO AF Y AR FE FAT

o BB RFIL T, T 7 ADZGT —ZVANEH DT — X 28R, [7 74V
VIV FEAT

o 77 AV TR EZONICREL T, at’— 777 A%
17

CEIEAX YR E

Read

o BEXFVT, [RF 2 A N7 7 AU 7B Createf fE CLRFS N7 7 A )V
ZIBIRL, [ <HIR., F2IX[REEZ L L CHIRT 212 BRI A £ T

o BRVE/ XL T, [FX 2 A N7 7 AV 7B Create i E CIRTFSILTZ T 74V
IR, [HE T DI OREEIAT

Modify

o BREXRIL T, [F¥ 2 A N7 7 AV T BCreate E CIRFSITZ T 7 AV
IR, [REEZZLFELCEHIRS 210 bR %E1T

o BRVE/ XL T, [FX 2 A N7 7 AV 7B Create i E CIRTFSILTZ T 74V
RN, [55 TD))OimEE FAT

Delete

o BRE XL T, [F¥ 2 A N7 7 AV T BCreate E CIRTFSITZ T 7 AV
N | [HIBR] 2 =T

o Web— G, [ 7 ANVRIEl =[R2 A R T 7 AV 7 B Createfip{E TR
FENT=T 7 ANV, [HIBR] % AT

o BR{E/ SF LT, [RF 2 AL T 7 AU 7 )0 Create i/ E CIRIES L= 7 7 AL
ZRINL | IR T — 2% HIbRT 25 B2 A N U CHIRZ F1T

o BE SRV OBREE—RT, VAT LR E]>[EX 2T 4 E] [T —HH

ERE[RF2 AN 7 AV 7T —2HEDDIEEEFEIT (ARG B

F DI E AT HE)

D.USER.JOB 77 L AHIEHIZEA 4% TSF A2 #7 =— AL, Table 7.4 (TR T LBV THD,

Table

7.4: D.USER.JOB 77 & AHl#INZ 925 TSF AL X7 =—A

PRHE

ik

AHT =—A

Print (Z"V>1)

Create

o 7747 L NPCOBEIRIT B3 EZEIRL | 7V Z—R T A/ —D % EE )
SERIZ TR B-E SRV T, [RF2 A N7 7 AV T2 T AT 2 MPC
MODEIN ST CHR— VRSN T 7 AV AR, HI 2 55T

Read

o FE SV T [PaT R [T VN2 [ FRIET T O a7 28R

Modify

N/A

Delete

o BRE/ SRV T, [HIRIIE], 20X a7 IR [V N[ TRIIE T h o
Va7 bCreate B E TR Sz a7 2 1 IR /HIFR

Scan (AFv )

Create

e MFDDAFX ¥ —a2 =y MIffa%a Y LT, #E SRV T, [ 7L AF
¥, [E-Mail], F7=I1X[FTP/Desktop]/ H A%y & FA T

Read

o B SV T, [Pa7 KRB S[AFR Y T 12 [TRIEIT RO Va7 2R

Modify

N/A

Delete

o BRIV T, [PaT R [AF v — ] [ R AT h o a7 106
CreateBA/E IR SN - a7 & LI

Copy (=)

Create

e MFDDAF ¥ —2 =y MY LT, #8E SRV T, [T Lar
—]. EE[EE =] bar —&F T

Read

o BVEANFLT | [Pa7 RV M2 [FRIFEAT TR OV a 7 258K

Modify

N/A

Delete

o A — T, | SRR RE AL U E LT [V Ry N Eid[me—rp
1E]% 4T

o BVE SOV T[RRI IR], E2E [ a7 R = [V N = [ TR TR O
Va7 bCreate B E CIE Sz a7 2 ILIHIFR

Fax send (777
AHEAE)

Create

e MFDD A% ¥ —a2 =y MIgfEZ Yy LT, #E ST [T T 77
), FTAL [T 77 RS T 77 ARG & FAT

Read

o A STV T, [PaZ K= [7 72 A [FRIFEITH O Va7 a8
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PERE

#BRAE

AHT—A

Modify

N/A

Delete

o 77 AFEH FATR  JRR LR IA I HUTEE SV C, [V Y], F720
[FEAiA A )& AT

o BRE/ SRV T, EE T IE]. [P a7 ] [7 77 A= [ PRI E TR O
Pa7 1 bCreateECIES Iz a 7 2 IR /HIFR

Fax receive (7
7 A%ZAE)

Create

o BIEANFIVT TV ADZAT T — 2V ANERG ST 77 A H3AR
L7e T =221 L, [HIRI32]4 9417

Read

C B IE ST, D7 Ko [ Ve N [ TR T R O Va7 [a iR

Modify

N/A

Delete

N/A

Storage /
retrieval (FRAF/
BOHiL: F=
AT AV
7)

Create

(tRAFva>)

e MFDD A ¥ —a2 =y MR EZ Y NU T, #fE SV T, [ 7 L AF
YU [ARIRIT ASAZRATE]L [AF v o PRAT] FIE[FF 2 AT 7 AU 7]
S [AREAN —NZAR P ARGET DDA Y ARAFEFLT (LT, AR
{E#% CreatefR{ES1E M- 5%)

o BAE SRV T, 77V ADZAE T —HVANE DT — X &R L, [7 7Y
VIV FEAT

o 77 AV TR IEZONICHEL T, I’ —, 77 VARG, Fo3AF Y &2 FE
1T (LT, AER{E% CreateBES2EFF-.57)

(BmHLYa>)

o HE RFIL T, [RF 2 A N7 7 AV 70 B Table 7.3 Triik L Td
Storage/retrieval O Createfi{F CORFES NI T 7 AV Z IR | [4 T <HIRI],
FIIL[RREEA T L CHINT 210 BRI A 54T

o HE RFIL T, [RF 2 A N7 7 AV 70 B Table 7.3 Triik L Td
Storage/retrieval D CreateF e {E CIRAFINI= 7 7 AV Z IR L | [2515 T2]10°5
EEEFET

Read

(BR1Fva>7)

o Createfit/ES2A4 T4 . HAE/ SRV T, [Pa7 Rit]D, b —i [
N 2% IR ], 77 7 ARG IR 7 7 A B[ TR o
DaT AR

(TOHILV27)

o BE LT, [Va7 RO FIRIERE[Z V], 7 77 AL O & E R
[A%YT—], 77 I AEERHL[T 727 R D[ FRIIEAT R OV a 7 %541

Modify

N/A

Delete

(BRfFva>)

o Createl{ES1% 321 TH . R HE A BT HE 3L T, [V Ry NAE AT

o Createfip{ES2% 321714 . AF ¥ WfldScanva ', =™ — X Copya~, 7
7 AEE R Fax send a7 dDDeletex 3217

LY =7)

o FIRIZEAT# , BB LT [FIRIR IE], E72iE [P a7 R ] = [V M-
[PHRIUFETH OV a7 bCreatet {E TIER ST a7 2 I/HI bR

o 77 I ARG BE ARV T, [VaT R = [T 72 A= [ FRIE TR oY
a7 1/bCreate R {E TR S NIz a 7 2 Wk THI R

o 77 Y AUSNDEEFATR Bl "1V T, [VaT R > [AF v —] [T
KIFATH DV a7 ) BCreatetE TR S L2V a7 & H IR /HI B

7.4 Rl ERRRE
ARENTTILEID, 6.2.4 BiDMZE FIA BT EIARZ IR 45,

FIA_AFL.1

BE ARV B IO Web ~X—05 TOE ZffE, F721377 47 PC BTV A —RTA3—%Z L
T-HIR 2 ST T DB ER SNA R #E /SR — RERGEIZB W T, 5 L C 3 [BIFEGEIC R LI 54
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PREZ AT 2R 1 b BRI HE SR —R &y 745, oy ZhbEORGEERE 2N 5/ ciEdT v, B
By 2 ZfRER, b SRAERRE A 7V T U CRRAESZ A AME Ik ST IRBE N B IR 95, A
T XN ERRRAEL @ﬁﬁﬁﬁéﬂé

ARBCBE D TSF A 27 =—A %, L FIORTEBITHD,

o B/ S RILIWeb 2 — D L — Y —FRFE T A R

o MFD D7V B —RFGA N —PA L A= )L EFL TS PC S EIRIZ 1T

FIA_ATD.1

TSF X, RIFE T A4 AR N —T ORI E B Z R, MR 22enTED,

HLADHERZ V—T7 LU C, B EEHER (Admin) BLO2—H —HER (User) &W) oD/ )L—7F

ZFiD | %% U.ADMIN 355N UNORMAL (ZFEYY -5, #HIADMERR Y WV — T 2t R - 13HIFR T 52

LITTER,

TNz, EERE LB INOMERR Y NV — T ZA B [ RE T D, MEIRY — T Z VBT 285, fiAD

— W —HEREET NEL T ZTDEEDOH D ERIIRTE, o, V7V AZGET —X~D7T 78 A% 18

T&%, LIZM->T U FAX [ZH Y 3 DHER S NV —T ZVER PTRE CTH D,

%\%lﬁﬁ‘%éf%ﬁﬁﬁww~7 HNYCHRZE BIO MR NV—T 2Bk, ., £-THIBRTAZE

WX, EEEE TS FETHD,

ZIKE{#&:F%J?% TSF AL H#7 2 —RA%, L IR TEBYTHD,

o BE IO EET—R/Web ~X—T T, [—F —FH]—[7 7 B AHIHEE E] = [HER S L—710)
OHENRY N—T%AEIE, T3 NV —7 % T HEI R

o BE NNV DR EE—RMWeb X— T, [2—HF—FH]>[2—PF —FE]>[2—F—UAN»LL
— P —Z B ERMEIE

FIA_ PMG_EXT.1

TSF I ZHTRF FHE BRI DR R SAT — R Ok, B OB Gk A0 2 OF|HE SAT —F
ﬁE%ﬁﬁ% i_ﬂ'é%% EAFFD, ZOEX TV T 7Ry MDKILF /INCF, BT, BIOWBHR T (17,

@7, ST, N R R (Y BR) DT SAT —RDHEZ T AND,

ARFEEL ’F%ﬁﬂ“é TSF A 27 =—A%, LRI RTEBYTHS,

o BE RNV OFKEE—RMWeb X—T T, [2—H —FH]>[2—F =R E]>[2— —UAN»DH
— =B EME T

/N SAT =R R, MUAAE BE 12X 15 SCF LI ISR ERTRETH D,

ARFRCBITS TSF Ao # 72— A%, UL FITRTEBYTHA,

o BE RNV DFET—RMeb _X— T, [ AT LR E]~[EX 2V T HE] [/ SAT —RDZEE])»
O/ VIR — R RAEE

FIA_UAU.1/FIA_UID.1

TSF i3, BB S FV B LD Web ~—7p5 TOE Z48(E, 721377472 F PC b7V Z—RTA /3
— I A AT T BB B B % & oI 3 OMBIRRREA 1T,

TSF i, LU T @ 2 FEAOMAIFEREST Xz YR —h 95,

o NERERGE T TOE AENIT B GRS TODRI I IE AR 32785 2 A2,
L Z/]\U TR uLT:jiJ‘ %J‘BO) LDAP i DLTZ_H-‘—/\“— _%ﬁﬁéﬂ"(‘b \5*|Jﬁﬁﬁfﬁ§ﬁ%*lJﬁH¢5uu qui
A, HEF ORBREITLY, A L) %225 5 Al e,

BAE SRV BLO Web ~<—75 TOE Z#ET 5554 . TSF 1% TOE OFAELEF Al 3 HRICHI HE
=274 /l)/ZI *l Hq%/\x]j FBIUER ﬁﬁ‘ﬁ@lﬁ’ﬁ:g*ﬁ“éo iy uﬂ;jiﬁ I, 7‘/]\]7 s nﬂijﬁ‘ﬁfﬁﬁ)‘ﬁ
DA X TOE RRND I, 2 "N —Z38GEH XN H R DO%A 13 TOE AMERNISI O TOE fﬁﬁém
TU5 LDAP FBREY — =B8R 5, ANISNTFIHE T A2 BLOFRIHE/SAY — R, 1%
RSN FRRES IR GRS T DRI I E B BT A L2 IRS -7 nftf‘ﬁf MEET %, 72721
ANESNTFIHZE a7 A4 TOE OFLIAAZE BT (admin) THoHYG AL, FREEICBEDL T, TOE
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AR B GRSV CODFA R E BLE G HE BT HI L% TOE ARIKN TIRAET D, MRAEDHEH, B

SN TCWDRIHEEREGE LTS A O A, TSFILBIFRAES - F] & L] LﬁL ORI DT

}%?51@@5&7‘»— IZFOE TOE OBAEEF I 95, 72721, RERIESEHS LDAP GRGEY—/N—T, GkJl

FRRES V=R (THERR Y L — 7 3B S THI TG AR, — iR & (U.NORMAL) DHiH

W TOE OEAELZFF 5,

ITAT R PCINST VA —RTAN—%Ar LTZAINE AT 32856, TSFIZT V2 —RTA4/3—nb

LET —=H L TT VA —RTA R —DOR EHE [ TA ST F] FH%EW A BIOFIHE /A

J— erﬁi&%xfm—g—éo X{m Lt_*ljﬁﬁﬁmy/{/g ioJZU%'JHﬂ%L/\XU ]*75‘ Z\/}‘U &nu nEjit

ﬁ‘ﬂfﬁwia/\ 1 TOE zli{w\j IBERESNTCODFIHF I REA BT 52 8% TOE RMENT, Ry —
mu nﬁﬁﬁb)ﬁ)‘jo) j:T 77‘]‘/1/]\@*?&5‘6 k—ﬂXﬁéﬂTb \%) LDAP [F nm‘]j-“—/\’— ﬁﬁéﬂ/cb \%)

%I FH%IFI 3‘5&&/\&‘@—5;&7&’ LDAP ity nE‘H_’_/\“_’C*ﬁnE‘a—é 71:_7:_1./ /fIZl L/71:_4I*| )ﬂ%‘my/ﬁ/% 753‘

TOE DAHIAAE I (admin) THDHGA X, v N — 38R RO A N EHH T, TOE K

RNIZ GRS TODHLA R B TE M EA T 52 8% TOE AMANTHRAET 5, MAEDREFL, Bk

ENTODRIHEEREBE LI B DI, TSF T35 LI LET — 2 ik R ES R #I12 LY

BASNTRIAE T —2 L, TOE AMENIZKANT 5, 2N DIANOYE | TSFIEZE LI CET

—%% TOE RIKNIZKAIE T, EEXIHEICIEET D,

W IOFRBNFRRE T R FENIA L Z 72— ARV ThH ., iR ESNARNC A SNAT 7 a3/

W, 72721, PSTN 6D 7 7 7 ZAZAZ TN TR, #BIRERREA AT TIC TOE W7 7V AT — #5525 T

HTEEFFRISILTND,

ARBEEIZETA TSEF AL 27 = — AL, UL FITRTEBYTHS,

o #/E/ SR L \Web ~2— /@:’*—‘H_“_nu SEE [ Ca s A R E

e MFD H D7V Z—RIA/R—5 A 2 A— LS TNVS PC D NSHIA FEAT

e PSTN Z (L CHMA 7 77 A D7 7 I AT — 2 %1605

FIA_UAU.7

BB ARV TORRRERA TR, AU/ SAT— RO L LRI DT AZY A (E'ﬂ‘”uﬂ%) ERTTD
IR ADUTESCFATFIRLAR N,

Web ~_—TOFE nftfhﬁﬂ# T ITAT UMK L RAT —RIE D AN &48E 5, 2t 77947
~D Web 770 % —Zxt L, FIFHE DA U2 X T o R TF O X572 A Clame T ER 35,

AREHIZEI TS TSF AL X7 =— AL LLFIORTEBYTHS,
o F{E/ NV IWeb R—T D — W —FRGEE [ T A E

FIA_USB.1

TSF 3B ARSI SR B ZREL . FIHF 0T 4 MRS v —T7 ORI EEz Y
TV MNIBE ST,

AREHIZEI TS TSF AL X7 =— AL LLFIRTEBYTHS,
o F{E/ S ILIWeb ~— 0D o —F —FRFE TS A

75 XU &R
AETIEEIC, 6.2.5 HiDME FMT BRI 2 BRI A 3T 15,

FMT_MOF.1

TSF (ZLL T OEBEAEIZ DWW T BAIRERES IV B O I 27 ] 75,
o fENIEWMEL AN T —ZOHIHUE (Initialize Private Data / Data in Machine)
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e FDP_ACC.1/FDP_ACF.1 ® D.USER.DOC 77 & A#I#EIZ 33175, Storage/retrieval ™ Delete #{ED
TSF AL 27 = —RZHELD

7.12 57— 2 D52 Y F
AFCIEEIC, 6.2.12 HiDA 72 Bk C3 2B 2 B REA k42,

FDP_RIP.1(b)

TSF 1%, BB SR VI TERE OBERITINE ., NETARN —Y EIZHLT X TORHET —2BL)
TSF 5 —4% FEXEETE, ZOLXx i TAN — 8t C BT A8 244 T4 R L. DLRTO S
AT IET A, AREREIT, 21T TOE 2R AT Bl 1%,

ARERZB T2 TSF AL 47 2 —A%, L TFISRT LB THD,
o BESRVORETE—FT, [P AT ARE]-[LF 2 T ARET - [BAR L ORI T — 5 0h)
W L B

7.13 HLHAZ B ] REZR RHEFREVEA R — DT AR EORVE DT —4 2
AHICIEEIC, 6213 HIOBR<— 2B D1 IZHF S EO R ETRE T 5,

FCS_COP.1(d)
TSF X, FDP_DSK_EXT.1 IZHEWFIHE T —Z B LN TSF 7 — 2%k 5t L OME 5T D%, IRD X
NAT
o 55
FCS_CKM.1(b) TSIz 256 B RO A X &R ol B-8E% H 5,
o BT LAY A
ISO/IEC 18033-3 THIEIILD AES T/LFUR A LN, ISO/IEC 10116 THIEZIH CBC E—K
WD,
AR ZBE 2D TSF A 27 =— A%, FDP_DSK_EXT.1 D TSF A2 %7 =—A|ZHEL D,

FCS_COP.1(f)

TSF (%, FCS_KYC_EXT.1 IZHEH#EIE o b LUME 5 DB, L3E FCS_COP.A(d) &RIERIZTTD,

AREHZBET D TSF AL 27 =—A, LFIORT LB THD,

e TOE X & {EE K DYl E)

o BEFNDOBRET—RT, AT LR E] > [EF 2V T A E] = [ENE & AN T — 2 D]
BUEI DY A RATH | TOE Z i)

e MFD O] ON (f#E2LOE AL [FSF)

714 REES T BE
AREITIEEID, 6.2.14 BiDEIR N —2F: D2 (2B A EHRIIARZ TR 35,

FCS_TLS EXT.1
TSF /%, TLS {5 L C TLS 1.2 (RFC 5246) ZH7HR—F7 5,

TSF 73 TLS {3 2B W TR —h 515 5 A4 —RMMX TLS_RSA_WITH_AES_128 CBC_SHA,
TLS_RSA WITH_AES 256 _CBC_SHA, TLS_RSA_WITH_AES 128 CBC_SHAZ256,
TLS_RSA WITH_AES 256 CBC_SHA256, TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA256,
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TLS_ECDHE_RSA WITH_AES_256_CBC_SHA384,
TLS_ECDHE_RSA WITH_AES_128 GCM_SHA256 3Lt
TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384 T2,

TSF (&, FCS_RBG_EXT.1 5L TN FCS_CKM.1(a) (ZfE\y, TLS ilfE THW DY — S — R s L O
ANPHEEE AR D,

TSF i%, FCS_COP.1(a) IZfV >, TLS B I BIT21B(E T —Z Dl 5t B L OME 552179,

TSF (X, FCS_COP.1(b) IZfE\>, FTP_ITC.LIZ R K fEY— =L TLS WBFI2HBW T, —r3—F
HEREEEA T,

TSF i%, FCS_COP.1(c) BXUYFCS_COP.1(g) IZfEV >, $f;& Ny 72 kD Ay — VR85
(HMAC) % /= TLS #1E 2179,

ARFEMHIZBE 2 TSF A2 27 = — A%, FTP_ITC.1 53X FTP_TRP.1(a)/FTP_TRP.1(b) ® TSF A%
T —AZUEL D,

FCS HTTPS EXT.1

TSF |Z, TOE LVE—NMEHE LOMOME R IO TOE LUE—MIHE ORI DOMEFIZHBWT,
FTP_TRP.1(a) 3L FTP_TRP.1(b) Ttz BB HH ALk 357-8  RFC2818 [T & L,
FCS_TLS EXT.1CHI-7z TLS 7 ubh= L4 i L7= HTTPS @15 %3 45,

TSF 1%, J%—M@E!i%it IE— WJﬁH% otof&'%?‘/b PC L Web 777 % — 5 TOE @

Web ~—Ioxt U T Bk N T -5 .TOE 27947 FPC EDOT TLS WED 3T =
—al St L=t HTTPS aék.%ﬁﬁﬁ%“é
74T K PC 6D TOE @ Web ~<— 2 BT 5 BIERGER L OV R TOVE—ME{EIZH LT,

HTTPS {5 735 FH S5,
AREHIZBI TS TSE AL X7 =— AL L FIORTEBUTHD,
o Web ~X—75 TOE #VE— MMk

FCS_COP.1(g)

TSF %, FIPS PUB198-1 |Z#lE=417- The Keyed-Hash Message Authentication Code 5 Tr FIPS
PUB180-3 IZ#LES417- Secure Hash Standard i’z -, AvE—U X AV 2 ANREDY 160 B NCHEE
160 £ b HMAC-SHA-1, Ay B—U X AV AN 256 £ M CHER 256 £ RO HMAC-SHA-
256, Ay b—U XAV 2 ANED 384 B N CHEE 384 B R HMAC-SHA-384 DU N UM HEW Y,
&N T E DA — VR (HMAC) Z AW EIT,

N7, FCS_COP.A(C) (219 SHA-1, SHA-256, SHA-384 DWW I DIE 5Ny o 7 —
EAZEHL, Ny iz R T D,

ARBAIZB 42 TSF A2 27 =—A%, FCS_TLS_EXT.1 33X FTP_TRP.1(a)/FTP_TRP.1(b) & TSF
AL BT 2 — R THEL D,

715 Bg@E7T 75—k
AFTIEIEIT, 6.2.15 HiOBEIR~N—2F: D3 1242 ERHE A TR T 5,

FCS_COP.1(c)

TSF %, LLFICZET B v 2fBED 512, I1ISO/IEC 10118-3:2004 |23 495 SHA-1, SHA-256.

SHA-384 £7213 SHA-512 DUV FNINIUEA T 5Ny o 7 —E R ZAE 7%,

e FPT_TUD_EXT.1 {28\ T FCS_COP.1(b) (LB 4 HFE: SHA-256

e FCS_TLS EXT.1 (23T FCS_COP.1(b) (ZkDE4 A Ak: SHA-256

e FCS_TLS_EXT.1 {28\ T FCS_COP.1(b) (Zk5E 4 MiE: SHA-1/ SHA-256 / SHA-384 / SHA-
512

e FCS_TLS_EXT.1 {28\ T FCS_COP.1(g) (2% HMAC: SHA-1 / SHA-256 / SHA-384
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AR5 TSF A ¥ 7 =—AX, FCS_CKM.1(a) @ RSA ##4:5%, FPT TUD EXT.1 3L
FCS_TLS_EXT.1 ® TSF A2 ¥ 7 = —A|ZHEL D,
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8. fI#

ARETIE, ZRCERB L O R E

8.1 ik

Y,

AR ST THEHASNAHEBEON, F 2 ETHETEL TS CC BLOPP TEFRINI-HZEIZOWT
1. FOERINED, FNLANDOHFED EFe% Table 8.1 [T/R7,

Table 8.1: ST T SN HFED TF

G E T
IP7RL A IPIZIB W TG F L2085 M sn 2 il 32720 DIFE R 75
TOEDWeb~—=< |TOETHLOMFDDYE—MEEHI/FEL T, MFDIEWebt— 3 — 3242
| Web~—2 Web~—7,
Rii AESIZEHSNTE 5 7 VA X I, BAFEF 1L~ —DJoan Daemenit &
ijndael . .
Vincent Rijmen,
AA—TT —H AFTITFFIZ MEDOABERED D IR GTBBOT U HVT — %467,
ToVvasyh [ FaHEEEE . PERBERE OB R T A EHRICFIRI B A AT D25 E,
JHFEPEAEY — IR A UV GLIEN A E K T DRI E,

FAR

TV NERIZER S A AT RIEL 2 D&,

avha—7—o=
>h

MFD &R A i35 2% E, TOED T 7— LU =7 %2373 5728 DCPU, HFRM:
AEY— HBA, ES, RNMEBIEAT)—HE2HT 5,

ayre—7—77
— AT

MFDOD= b —T—a=y Ml T57 7 — L0 =7,

FFHRIE

R 2 AT 7 AV THERRIZ KO IRAFE L IeA A= 7T — 2L, R, (5. 7L
Ea—, FRFHIBRZITOZE,

AFpf—2 =k

JFREZ AF v L TA A= T —H 5038 E, 2t — ARy k5, 777 AR
BLUOAX X AARFOBIHE T2,

R 177 ) THRRED >, S E B2 B> A A— D7 — S &N

ARV R SR B, FIRIORIE AT LA

Py gghﬁ&ﬁ%@f:&)\ Da T DAA—T T — B — I NER AR — IR E 5

SRS MFDO L[5 —4 — (47 =— A 2= b, IR —B L0 F ik
RO T AAT L A5 T,

RE2 AT 74U |MFDISE RO A A= T — 2 2R E D3 % CHEETEAI0T 5720, NED

> AR — I RAF T DR RE,

PITRERER R | NERRRAERRIC B RSN A TOEARIR NI B S 7= Fll FH 3

Ty —LUxT e D N—R D =7 2l 572012 B2 HLAA EN TV 7 =7,

777 ZIIF MFD% 7 77 A[alfg~Fafee 3~ D702 3 2 ERA0721F,

7 77 Al T 7 A ST BT DY BRI E K

A EAT)— | BIRZ > CHRMBNAREZREF T AN TEXAHLIEIEE,

AT — FOIEAEE | RRICHERSE IS DR,

=gk TV EMUA FTREZ AR E RO, AT vt i dEfiL | B FTRERIRE LT
BT, Fim BEREEA 5 /0 CEERTRE IR BE L LT BT,

e ST AT — RN L CA NSNS T, 7SR — RO (245 1 LT IR BE,

8.2 M&sh

K ST T HSNDHIKFED E % Table 8.2 (Z~7,

Table 8.2: ST CTffi SN AMEFED T2

W RE

[==g==%
JEF%

AES

Advanced Encryption Standard
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W E#%
BEV Border Encryption Value
CcC Common Criteria
CM Configuration Management
CPU Central Processing Unit
DRBG Deterministic Random Bit Generator
ES Entropy Source
FIPS PUB 197 Federal Information Processing Standards Publication 197
HBA Host Bus Adapter
HCD Hardcopy Device
HMAC Hash-based Message Authentication Code
HTTP Hypertext Transfer Protocol
HTTPS HTTP over SSL/TLS
I/F Interface
IP Internet Protocol
IPP Internet Printing Protocol
IPP-SSL IPP over SSL/TLS
IT Information Technology
LAN Local Area Network
LDAP Lightweight Directory Access Protocol
MAC Message Authentication Code
MFD Multifunction Device
MFP Multifunction Printer, Multifunction Peripheral
NIC Network Interface Card, Network Interface Controller
0s Operating System
PC Personal Computer
PP Protection Profile
PSTN Public Switched Telephone Network
RBG Random Bit Generator
ROM Read Only Memory
SAR Security Assurance Requirement
SFR Security Functional Requirement
SSL Secure Socket Layer
ST Security Target
TLS Transport Layer Security
TOE Target of Evaluation
TSF TOE Security Functionality
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