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A STIFLLF 27 L T D,

2.1 CC e ik
AKSTBLONTOE S ZEETSHCCONR—Vay  BLOAKRST O CC /38— 2 BIUVS—F33E
AP, LTI EBYTHS,

CC Conformance: Common Criteria version: Version 3.1, Release 5,
Part 2 (CCMB-2017-04-002) Extended, and
Part 3 (CCMB-2017-04-003) Conformant.

2.2 PP Fik
A ST 5108 TOE 28415 PP IZLL FICRT L0 Th s,

e PP 4 #5: Protection Profile for Hardcopy Devices
e PP /N— 521 1.0 dated September 10, 2015
e Errata: Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

A ST NIZEBWT, BRI DR RY FE02 T PP SRS,

2.3 N\olr—T
AK ST BEIOTOE I, w7 —Tii B a FiRLZRV,

2.4 TG RHL
A ST BEUTOE 1E, PP M ERTHLL T DA 2L, PP OZERiEY “Exact Conformance” Th
%o D7, TOE #ijlId PP &—EL T\,
e Required Uses
* Printing, Scanning, Copying, Network communications, Administration
e Conditionally Mandatory Uses
« Storage and retrieval, Field-Replaceable Nonvolatile Storage
e Optional Uses
« Image Overwrite, Purge Data
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3. BXR T (IREE T

AKE L, TOE OEF 2T (i ElE EFT D,

3.1 &k

TOE 2% 9 5% % Table 3.1 |2/~

Table 3.1: &k

G2k

[==g==%
JEF%

T.UNAUTHORIZED_ACCESS

An attacker may access (read, modify, or delete) User Document Data
or change (modify or delete) User Job Data in the TOE through one of
the TOE’s interfaces.

WEEF T, TOEDALH T = — A% C, TOENOF A SCHET
—HA~T A (BRSO, FTHIER) L EEIRMAE a7 T —
52 I8 BB FTITHIBR) T 5036 LALZR U,

T.TSF_COMPROMISE

An attacker may gain Unauthorized Access to TSF Data in the TOE
through one of the TOE’s interfaces.

WEEHF L, TOEDALH T =—A%@ L T, TOENDTSFT —4~D
RIEZRT 7B AEAFHINE LAV,

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if the TOE is
permitted to operate.

TOEDHAEN T AT SNT- e . TSFORMEENC LT, BX =T+
OEEZF|IZEZTHHLAZR,

T.UNAUTHORIZED_UPDATE

An attacker may cause the installation of unauthorized software on the
TOE.

WEEH 1L, TOEIZARIERY TN =T HA L A=)V T D LIV
VY,

T.NET_COMPROMISE

An attacker may access data in transit or otherwise compromise the
security of the TOE by monitoring or manipulating network
communication.

WEE L, AN —JBEEZ T =X — L= EELTZ0 4 5L T,
EEFOTFT =T 7BALIEY, TOEO X 2T 22 EL-0T
DB LR,

3.2 fHRk DX VT 4 F7
Rk DX 2T 1 584 Table 3.2 12787,

Table 3.2: #HfkDOEx=2VT 1 S5t

H R

===
FEF%

P.AUTHORIZATION

Users must be authorized before performing Document Processing and
administrative functions.

AT, SCEALHL K OVE B RE & ST 9 D RN RZ AT B-Sh el
AUTIRBIRN,

Security-relevant activities must be audited and the log of such actions
must be protected and transmitted to an External IT Entity.

P.AUDIT X VT ABET VT AT TR SN IERGT, 220D
T rvarOud i IREHESIL, INRIT= T4 T 4 ~IBESN TR
AN SY VAN
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A FF

===
FEF%

P.COMMS_PROTECTION

The TOE must be able to identify itself to other devices on the LAN.
TOEIE, LAN EOMD FSAREZ IV E F A CERT UL e bre
Uy,

P.STORAGE_ENCRYPTION

If the TOE stores User Document Data or Confidential TSF Data on
Field-Replaceable Nonvolatile Storage Devices, it will encrypt such data
on those devices.

TOENH|HE CET — X - IEDTSFT — 2 2 Bl A #a vl fEZ2 R
FRVEAR — DT NA ARG T 256, TOEXZENLDT /A A E
DZDIH7eT —HEbi b 3528,

P.KEY_MATERIAL

Cleartext keys, submasks, random numbers, or any other values that
contribute to the creation of encryption keys for Field-Replaceable
Nonvolatile Storage of User Document Data or Confidential TSF Data
must be protected from unauthorized access and must not be stored on
that storage device.

FIRE CET — 2 I3 OTSFT — 4 O B A i Al GEZ2 R %
PEAR = DT OISO AR FT 5T 58578 X OHE, 7
~ A7 BB FITEOMDBHEDLAEIL, NIEZRT 7B ANBRGES
NIRTIUTTRBIRN D DZEDAR — DT SA A FITRAFSILTUT RS
7200,

P.IMAGE_OVERWRITE

Upon completion or cancellation of a Document Processing job, the TOE
shall overwrite residual image data from its Field-Replaceable
Nonvolatile Storage Devices.

ER AR a7 O T F7-13 9 (I OBEIC . TOEIZZ OB A #a vl REZ R
FRHEREMEAN — VT A A EOFRAFEG T — 2% EEZHELRITHR
ERAYBYAAN

P.PURGE_DATA

The TOE shall provide a function that an authorized administrator can
invoke to make all customer-supplied User Data and TSF Data
permanently irretrievable from Nonvolatile Storage Devices.

TOEIX, MERRMS 5-SNTE DY, REFVE R BAN — T /A2 LD
T ARTCOBENIET DR ME T —Z K OTSFT — 22K AZERD
LTERVIDICT HILNTEOEBZAR LT NITR B,

3.3 it

TOE Ofi [, 3EHFEZ, Table 3.3 THERTABREN MBS,
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Table 3.3: BiFESA:

A T

Physical security, commensurate with the value of the TOE and the data it stores
or processes, is assumed to be provided by the environment.

APHYSICAL | 10, R OTORMMRAF -1+ 57— F DRI R A 7= % =)
TAD, ZOBREIZ > TRt Z e BET D,
The Operational Environment is assumed to protect the TOE from direct, public
access to its LAN interface.

A.NETWORK

EHBREEIL. LANA L Z T = — A~DINERI DD EFED T 72 AN STOEA R
HETHZLEET D,

A.TRUSTED_ADMIN

TOE Administrators are trusted to administer the TOE according to site security
policies.

TOEE A 1L, Y A heX 2T 1 S EHIHE- CTOEZE# T 5L [EHHSI T
W5,

A.TRAINED_USERS

Authorized Users are trained to use the TOE according to site security policies.
FFAISNIRIBFE L, P AN EX 2T HFEHIE> CTTOEZ I3 2 KO H
AT TND,
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4. BX2UT 4% 5K 7 E

AREL, XTI

BIFAHEFRIZHOWTIRARS,

EHERBEO X 2T %K 54 Table 4.1 1279,
Table 4.1: EHBREDO XU 7 %1 6t

AP

[==g==%
JEF%

OE.PHYSICAL_PROTECTION

The Operational Environment shall provide physical security,
commensurate with the value of the TOE and the data it stores or
processes.

i BREEIL, TOE, K U\TOENMRAF EI2 13T 5T — X OfifEIZ AL
Bl X 2T 4 2R AL 2 TR B0,

OE.NETWORK_PROTECTION

The Operational Environment shall provide network security to protect
the TOE from direct, public access to its LAN interface.

HEHEREIIE, LANA L 2T 2= ADINE NS DEIED T 78 A5
TOEZ R T DIy NI —7 X 2 VT A4 LT uE e b7
Uy,

OE.ADMIN_TRUST

The TOE Owner shall establish trust that Administrators will not use
their privileges for malicious purposes.

TOEFTA# X, BEA DX OHEIRZEEH S B LanEn)
AN L2THIERBR0,

OE.USER_TRAINING

The TOE Owner shall ensure that Users are aware of site security
policies and have the competence to follow them.

TOEFTA & &, FIE DY A MeX 2074 HEHABAREL . ZHUTHE
N EEFFS>TODIEERFELRITIUFRB7R0 Y,

OE.ADMIN_TRAINING

The TOE Owner shall ensure that Administrators are aware of site
security policies and have the competence to use manufacturer’s
guidance to correctly configure the TOE and protect passwords and keys
accordingly.

TOEFTA# T, BELE BN ANeX VT 78t 2 BRfRL . TOEZ 1ELL
REL, AT —R LG ARE T D7D IS DA X 2%
G T 501 BaF> TWAIEERAELARIT T e D7,
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5. LR A R— U NER
A ST IZLL FOYRIEa R— R M EFe T D, ZILBIX PP TEFRSINTZHLDOD—EH TH D,

e FAU_STG_EXT — External Audit Trail Storage

e FCS_CKM_EXT — Cryptographic Key Management

e FCS_HTTPS EXT — HTTPS selected

e FCS_KYC_EXT — Cryptographic Operation (Key Chaining)
e FCS_RBG_EXT — Cryptographic Operation (Random Bit Generation)
e FCS TLS EXT — TLS selected

e FDP_DSK_EXT — Protection of Data on Disk

e FIA_PMG_EXT — Password Management

e FPT_KYP_EXT — Protection of Key and Key Material

e FPT_SKP_EXT — Protection of TSF Data

o FPT_TST_EXT — TSF Testing

e FPT _TUD_EXT — Trusted Update

5.1 FAU_STG_EXT Extended: External Audit Trail Storage

Family Behavior:

This family defines requirements for the TSF to ensure that secure transmission of audit data from TOE to
an External IT Entity.

Component leveling:
FAU_STG_EXT.1: External Audit Trail Storage 1|

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel implementing a
secure protocol.

Management:

The following actions could be considered for the management functions in FMT:
e The TSF shall have the ability to configure the cryptographic functionality.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FAU_STG_EXT.1 Extended: Protected Audit Trail Storage
Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel

FAU STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External
IT Entity using a trusted channel according to FTP_ITC.1.
Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity which relies on a
non-TOE audit server for storage and review of audit records. The storage of these audit records and the
ability to allow the administrator to review these audit records is provided by the Operational Environment
in that case. The Common Criteria does not provide a suitable SFR for the transmission of audit data to an
External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class with a
single component.

5.2 FCS_CKM_EXT Extended: Cryptographic Key Management

Family Behavior:

This family addresses the management aspects of cryptographic keys. Especially, this extended component
is intended for cryptographic key destruction.
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Component leveling:
FCS_CKM_EXT.4: Cryptographic Key Material Destruction H 4 \

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key materials
that are no longer needed are destroyed by using an approved method.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and
cryptographic critical security parameters when no longer needed.

Rationale:

Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer needed
are destroyed by using an approved method, and the Common Criteria does not provide a suitable SFR for
the Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure, and it is
therefore placed in the FCS class with a single component.

5.3 FCS HTTPS EXT Extended: HTTPS selected

Family Behavior:

Components in this family define requirements for protecting remote management sessions between the
TOE and a Security Administrator. This family describes how HTTPS will be implemented. This is a new
family defined for the FCS Class.
Component leveling:

FCS_HTTPS_EXT.1: HTTPS selected 1]

FCS HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented according to RFC 2818 and
supports TLS.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

o Failure of HTTPS session establishment
FCS HTTPS EXT.1 Extended: HTTPS selected

Hierarchical to: No other components.

Dependencies: FCS_TLS EXT.1 Extended: TLS selected
FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC 2818.
FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in FCS_TLS_EXT.1.
Rationale:
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HTTPS is one of the secure communication protocols, and the Common Criteria does not provide a
suitable SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

54 FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)

Family Behavior:

This family provides the specification to be used for using multiple layers of encryption keys to ultimately
secure the protected data encrypted on the storage.

Component leveling:
FCS_KYC_EXT.1: Key Chaining 1|

FCS_KYC_EXT Key Chaining, requires the TSF to maintain a key chain and specifies the characteristics
of that chain.
Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.
Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:
e There are no auditable events foreseen.
FCS_KYC_EXT.1 Extended: Key Chaining
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),

and/or
FCS_COP.1(f) Cryptographic operation (Key Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using a submask as the BEV
or DEK; intermediate keys originating from one or more submask(s) to the BEV or DEK
using the following method(s): [selection: key wrapping as specified in FCS_COP.1(e),
key combining as specified in FCS_SMC_EXT.1, key encryption as specified in
FCS_COP.1(f), key derivation as specified in FCS_KDF_EXT.1, key transport as
specified in FCS_COP.1(i)]] while maintaining an effective strength of [selection: 128
bits, 256 bits] .

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the characteristics of that
chain. However, the Common Criteria does not provide a suitable SFR for the management of multiple
layers of encryption key to protect encrypted data.

This extended component protects the TSF data using cryptographic algorithms, and it is therefore placed
in the FCS class with a single component.

5.5 FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit
Generation)
Family Behavior:

This family defines requirements for random bit generation to ensure that it is performed in accordance
with selected standards and seeded by an entropy source.

Component leveling:
FCS_RBG_EXT.1: Random Bit Generation 1|
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FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in accordance
with selected standards and seeded by an entropy source.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FCS RBG _EXT.1 Extended: Random Bit Generation
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in accordance
with [selection: ISO/IEC 18031:2011, NIST SP 800-90A] using [selection: Hash_ DRBG
(any), HMAC DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source that accumulates
entropy from [selection: [assignment: number of software-based sources] software-based
noise source(s), [assignment: number of hardware-based sources] hardware-based noise
source(s)] with a minimum of [selection: 128 bits, 256 bits] of entropy at least equal to
the greatest security strength, according to ISO/IEC 18031:2011 Table C.1 “Security
strength table for hash functions™, of the keys and hashes that it will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction, and the Common
Criteria does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in the FCS
class with a single component.

5.6 FCS _TLS EXT Extended: TLS selected

Family Behavior:
This family addresses the ability for a server and/or a client to use TLS to protect data between a client and
the server using the TLS protocol.
Component leveling:
FCS_TLS_EXT.1: TLS selected 1|

FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as specified.
Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.
Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

o Failure of TLS session establishment
FCS_TLS_EXT.1 Extended: TLS selected
Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)
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FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following protocols [selection: TLS 1.0
(REC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC 5246)] supporting the following
ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128 CBC_SHA

Optional Ciphersuites:

[selection:
None
TLS RSA WITH_AES 256_CBC_SHA
TLS DHE RSA WITH AES 128 CBC _SHA
TLS DHE RSA WITH AES 256 CBC SHA
TLS RSA WITH_AES 128 CBC_SHA256
TLS RSA WITH_AES 256_CBC _SHA256
TLS DHE RSA WITH AES 128 CBC SHA256
TLS DHE RSA WITH AES 256 CBC SHA256
TLS ECDHE RSA WITH _AES 128 CBC SHA
TLS ECDHE RSA WITH _AES 256 CBC SHA
TLS ECDHE ECDSA_WITH AES 128 CBC SHA
TLS ECDHE ECDSA_WITH_AES 256_CBC_SHA
TLS ECDHE RSA WITH_AES 128 CBC SHA256
TLS ECDHE RSA WITH_AES 256 CBC SHA384
TLS ECDHE RSA WITH _AES 128 GCM_SHA256
TLS ECDHE RSA WITH_AES 256 GCM_SHA384
TLS ECDHE _ECDSA WITH AES 128 GCM_SHA256
TLS ECDHE ECDSA_WITH AES 256 GCM_SHA384
TLS ECDHE _ECDSA WITH AES 128 CBC _SHA256
TLS ECDHE_ECDSA WITH AES 256_CBC SHA384

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does not provide a suitable
SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

5.7 FDP_DSK_EXT Extended: Protection of Data on Disk

Family Behavior:
This family is to mandate the encryption of all protected data written to the storage.

Component leveling:
FDP_DSK_EXT.1: Protection of Data on Disk 1|

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to encrypt all the Confidential
TSF and User Data stored on the Field-Replaceable Nonvolatile Storage Devices in order to avoid storing
these data in plaintext on the devices.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FDP_DSK_EXT.1 Extended: Protection of Data on Disk

©2020, >~—7H=(Z 41 (Sharp Corp.), all rights reserved. 23



Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)
FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance with FCS_COP.1(d), use

a self-encrypting Field-Replaceable Nonvolatile Storage Device that is separately CC certified to conform

to the FDE EE cPP ] such that any Field-Replaceable Nonvolatile Storage Device contains no plaintext
User Document Data and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user intervention.
Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any confidential data without user
intervention, and the Common Criteria does not provide a suitable SFR for the Protection of Data on Disk.

This extended component protects the Data on Disk, and it is therefore placed in the FDP class with a
single component.

5.8 FIA_ PMG_EXT Extended: Password Management

Family Behavior:

This family defines requirements for the attributes of passwords used by administrative users to ensure that
strong passwords and passphrases can be chosen and maintained.

Component leveling:
FIA_PMG _EXT.1: Password Management H 1 \

FIA_PMG _EXT.1 Password management requires the TSF to support passwords with varying
composition requirements, minimum lengths, maximum lifetime, and similarity constraints.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FIA PMG EXT.1 Extended: Password management
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA PMG _EXT.1.1 The TSF shall provide the following password management capabilities
for User passwords:

e Passwords shall be able to be composed of any combination of upper and lower case letters, numbers,
and the following special characters: [selection: “I”, “@”, “#” ““$”, “%p”, A7 “&”, “*7 (7 )
[assignment: other characters ]];

e Minimum password length shall be settable by an Administrator, and have the capability to require
passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the endpoints of communication, and
the Common Criteria does not provide a suitable SFR for the Password Management.

This extended component protects the TOE by means of password management, and it is therefore placed
in the FIA class with a single component.

5.9 FPT_KYP_EXT Extended: Protection of Key and Key Material

Family Behavior:

This family addresses the requirements for keys and key materials to be protected if and when written to
nonvolatile storage.
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Component leveling:
FPT_ KYP_EXT.1: Protection of key and key material H 1 \

FPT_ KYP _EXT.1 Extended: Protection of key and key material, requires the TSF to ensure that no
plaintext key or key materials are written to nonvolatile storage.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FPT_KYP _EXT.1 Extended: Protection of Key and Key Material
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_ KYP_EXT.1.1 The TSF shall not store plaintext keys that are part of the keychain
specified by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage Device, and not store any
such plaintext key on a device that uses the key for its encryption.

Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key material are written to
nonvolatile storage, and the Common Criteria does not provide a suitable SFR for the protection of key
and key material.

This extended component protects the TSF data, and it is therefore placed in the FPT class with a single
component.

5.10 FPT_SKP_EXT Extended: Protection of TSF Data

Family Behavior:

This family addresses the requirements for managing and protecting the TSF data, such as cryptographic
keys. This is a new family modelled as the FPT Class.

Component leveling:
FPT_SKP_EXT.1: Protection of TSF Data 1|

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires preventing symmetric
keys from being read by any user or subject. It is the only component of this family.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FPT_SKP_EXT.1 Extended: Protection of TSF Data
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys,
and private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are protected
securely, and the Common Criteria does not provide a suitable SFR for the protection of such TSF data.
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This extended component protects the TOE by means of strong authentication using Pre-shared Key, and it
is therefore placed in the FPT class with a single component.

5.11FPT_TST_EXT Extended: TSF Testing

Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct operation.

Component leveling:
FPT_TST_EXT.1: TSF testing 1|

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up in order to
demonstrate correct operation of the TSF.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FPT_TST_EXT.1 Extended: TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to
demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not provide a
suitable SFR for the TSF testing. In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single
component.

5.12FPT _TUD _EXT Extended: Trusted Update

Family Behavior:

This family defines requirements for the TSF to ensure that only administrators can update the TOE
firmware/software, and that such firmware/software is authentic.

Component leveling:
FPT_TUD_EXT.1: Trusted Update 1|

FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.
Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.
Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FPT_TUD_EXT.1 Trusted Update
Hierarchical to: No other components.

Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
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FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE using
a digital signature mechanism and [selection: published hash, no other functions ] prior to
installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable SFR for
the management of firmware/software. In particular, there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single
component.
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FAU_GEN.1 Audit data generation (for O.AUDIT)
Hierarchical to: No other components.
Dependencies: FPT_STM.1Reliable time stamps
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:
a) Start-up and shutdown of the audit functions;
b) All auditable events for the not specified level of audit; and
c) All auditable events specified in Table 6.1, [and Table 6.2].
FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:
a) Date and time of the event, type of event, subject identity (if applicable), and the
outcome (success or failure) of the event; and
b) For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, additional information specified in Table 6.1, [and

Table 6.2].
Table 6.1: Auditable Events the PP Requires
Auditable event Relevant SFR | Additional information
Job completion /| YaZ DT FDP_ACF.1 Type of job / ~= 7 Ff}l]

Unsuccessful User authentication / FIEFBFEREK  |FIA_UAU.1 None

Unsuccessful User identification / FI) i Z& &k B 5Bk FIA_UID.1 None

Use of management functions / ‘& BRHsEEDFH FMT_SMF.1 None

Modification to the group of Users that are part of a

role / REID—HTHHFAE SN —F OB FMT_SMR.1 | None

Changes to the time / BE¥Z|DZEE FPT_STM.1 None
FTP_ITC.,

Failure to establish session / & g fESLDKEL FTP_TRP.1(a), E;EES for failure / <R
FTP_TRP.1(b)

Note: FIIFHE B FRIIFHEFIEFG LB T, BEHPEL L OO FRELLT,
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Table 6.2: Auditable Events this ST Provides

Auditable event Relevant SFR Additional information
Software update /| 7,0z T T 77— FPT_TUD_EXT.1 |#HIHNX—T=ar
FAU_GEN.2 User identity association

Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation

FAU_GEN.2.1

FIA_UID.1 Timing of identification

For audit events resulting from actions of identified users, the TSF shall be able to
associate each auditable event with the identity of the user that caused the event.

FAU_STG_EXT.1 External Audit Trail Storage (for O.AUDIT)

Hierarchical

to: No other components.

Dependencies: FAU_GEN.1 Audit data generation

FAU_STG_EXT.

FTP_ITC.1 Inter-TSF trusted channel.

1.1 The TSF shall be able to transmit the generated audit data to an External IT Entity
using a trusted channel according to FTP_ITC.1.

6.2.2 WZH FCS Z{f

AREITIL, PP A3ED 20 12 8455 FCS (Cryptographic Support / 554K —k) 77 ADHHE
%3045, il 6.2.9, 6.2.12, 6.2.13 L 6.2.14 OEHITHL —HEBD FCS B335,

FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys) (for

Hierarchical

0.COMMS_PROTECTION)
to: No other components.

Dependencies: [FCS—CKM-2-Cryptographic-key-distribution,-or

FCS_COP.1(b) Cryptographic Operation (for signature generation/ verification)
FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_CKM.1.1(a) Refinement: The TSF shall generate asymmetric cryptographic keys used for key

establishment in accordance with [NIST Special Publication 800-56B,
*“Recommendation for Pair-Wise Key Establishment Schemes Using Integer
Factorization Cryptography” for RSA-based key establishment schemes] and specified
cryptographic key sizes equivalent to, or greater than, a symmetric key strength of
112 bits.

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys) (for

Hierarchical

0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION)
to: No other components.

Dependencies: [FCS—CKM-2Cryptographic-key-distribution-or

FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(d) Cryptographic Operation (AES Data Encryption/Decryption)
FCS_COP.1(e) Cryptographic Operation (Key Wrapping)

FCS_COP.1(f) Cryptographic operation (Key Encryption)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
FCS_COP.1(h) Cryptographic Operation (for keyed-hash message authentication)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_CKM.1.1(b) Refinement: The TSF shall generate symmetric cryptographic keys using a Random
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Bit Generator as specified in FCS_RBG_EXT.1 and specified cryptographic key
sizes [128bit, 256 bit] that meet the following: No Standard.
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FCS_CKM_EXT.4 Cryptographic Key Material Destruction (for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and
cryptographic critical security parameters when no longer needed.

FCS_CKM.4 Cryptographic key destruction (for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM.4.1 Refinement: The TSF shall destroy cryptographic keys in accordance with a specified

cryptographic key destruction method [

e For volatile memory, the destruction shall be executed by [ powering off a device,
[ single overwrite consisting of a pseudo-random pattern using the simple bit
operation ]1].

e For nonvolatile storage, the destruction shall be executed by a [ single ] overwrite of
key data storage location consisting of [ a pseudo random pattern using the TSF’s
RBG (as specified in FCS_RBG_EXT.1), a static pattern ], followed by a [ none ]. If
read-verification of the overwritten data fails, the process shall be repeated again;

] that meets the following: [ no standard ].

FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption) (for
0.COMMS_PROTECTION)

Hierarchical to: No other components.

Dependencies: [FBRPIFCImport-ofuser-data-without-security-attributes,-of

FBPITC 2 tmport-of-user-data-with-security-attributes,or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS_COP.1.1(a) Refinement: The TSF shall perform encryption and decryption in accordance with a
specified cryptographic algorithm AES operating in [ CBC mode, GCM mode ] and
cryptographic key sizes 128-bits and 256-bits that meets the following:

o FIPS PUB 197, “Advanced Encryption Standard (AES)”
o[ NIST SP 800-38A, NIST SP 800-38D ]

FCS_COP.1(b) Cryptographic Operation (for signature generation/verification) (for
O.UPDATE_VERIFICATION, O.COMMS_PROTECTION)

Hierarchical to: No other components.

Dependencies: [FBPATFCHmportof-user-data-without-security-attributes,-or

FCS_CKM1Cryptographickey-generation
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS_COP.1.1(b) Refinement: The TSF shall perform cryptographic signature services in accordance
witha [
e Digital Signature Algorithm (DSA) with key sizes (modulus) of [ 2048 or 3072 bits ]
e RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [ 2048 or 3072
bits ]
e Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of [ 256, 384, or
521 bits ]
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] that meets the following [

e FIPS PUB 186-4, “Digital Signature Standard”

e The TSF shall implement “NIST curves” P-256, P384 and [ P521 ] (as defined in
FIPS PUB 186-4, “Digital Signature Standard”).

1.
FCS_RBG_EXT.1 Cryptographic Operation (Random Bit Generation) (for
O.STORAGE_ENCRYPTION and O.COMMS_PROTECTION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in accordance
with [ NIST SP 800-90A ] using [ CTR_DRBG (AES) ].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by at least one entropy source that
accumulates entropy from [ [ single ] hardware-based noise source ] with a minimum of
[ 256 bits ] of entropy at least equal to the greatest security strength, according to
ISO/IEC 18031:2011 Table C.1 “Security Strength Table for Hash Functions”, of the keys
and hashes that it will generate.

6.2.3 WZH FDP Zif4

AREITIL, PP 2NED D R ICBE 5% FDP (User Data Protection / Il fi#5 — 2 {5::#) 75 A0
REB A SR 9%, fihlZ 6.2.9, 6.2.10 3L 11 6.2.11 DEEICEH —HD FDP B3 55,

FDP_ACC.1 Subset access control (for O.ACCESS _CONTROL and
O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP on subjects,
objects, and operations among subjects and objects specified in Table 6.3 and Table
6.4.

FDP_ACF.1 Security attribute based access control (for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization
FDP_ACF.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to objects based
on the following: subjects, objects, and attributes specified in Table 6.3 and Table 6.4.

FDP_ACF.1.2 Refinement: The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules governing access
among controlled subjects and controlled objects using controlled operations on
controlled objects specified in Table 6.3 and Table 6.4.

FDP_ACF.1.3 Refinement: The TSF shall explicitly authorise access of subjects to objects based on the
following additional rules: [ none ].

FDP_ACF.1.4 Refinement: The TSF shall explicitly deny access of subjects to objects based on the
following additional rules: [ none ].
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Table 6.3: D.USER.DOC Access Control SFP

“Create” “Read” “Modify” “Delete”
Print 0 .. ISubmit a documentView image or Release| Modify stored | Delete stored
peration: - h
to be printed printed output document document
Job owner (note 1)
U.ADMIN
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
Scan .. |Submit a document ., . . Modify stored | Delete stored
Operation: for scanning View scanned image in%ge image
Job owner (note 2)
U.ADMIN denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
Copy . Submit a documentVieW scanne_d image o Modify stored | Delete stored
Operation: for copying Releaseoﬂ&l)rbtted copy irr?;ge image
Job owner (note 2)
U.ADMIN denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
Storage / — Retrieve stored Modify stored | Delete stored
retrieg\]/al Operation: | Store document document docfzment document
Job owner (note 1)
U.ADMIN
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
Table 6.4: D.USER.JOB Access Control SFP
“Create” “Read” “Modify” “Delete”
s Operation: | Create print job View prllgéqueue / Modify print job{Cancel print job
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticated denied denied denied denied
Scan Operation: | Create scan job View scla:)réstatus / Modify scan job|Cancel scan job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticated denied denied denied denied
Copy Operation: | Create copy job View COI% status / Modify copy job|Cancel copy job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticated denied denied denied denied
Storage / Operation: Create storage /|  View storage /  |Modify storage /|Cancel storage /
retrieval | retrieval job retrieval log retrieval job retrieval job
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticated denied denied denied denied

Note 1: Job Owner is identified by a credential or assigned to an authorized User as part of the process of
submitting a print or storage Job.
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Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a scan, copy, or
retrieval Job.

6.2.4 ZH FIA 2fF
AHITIX, PP 23 E D HMZEHEIZES% FIA (Identification and Authentication / #5%5l &FERE) 7T AD
PR B2 R0R 5, 1T 6.2.13 HilCh—HD FIA EEDH 5,

FIA_AFL.1  Authentication failure handling (for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

FIA_AFL.1.1  The TSF shall detect when [ [ 3 ] ] unsuccessful authentication attempts occur related to
[ the unsuccessful user (including administrator) internal authentication attempts
following the last successful authentication ].

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has been [ met ], the
TSF shall [
e Unsuccessful authentication reached three times: Reception of authentication trials
stops for five minutes

e Five minutes later after stopping: the number of times authentication was
unsuccessful is cleared, and the reception of authentication trials is recovered

1.

FIA_ATD.1  User attribute definition (for O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to individual
users: [ FYFE D14, HRI—7].

FIA_PMG_EXT.1 Password Management (for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:
e Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [ “!”, “@”, “#”, “$”, “%”, “/”,
“&”, x4 [ no other characters ] ];
e Minimum password length shall be settable by an Administrator, and have the capability
to require passwords of 15 characters or greater;

FIA_UAU.1 Timing of authentication (for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification

FIA_UAU.1.1 Refinement: The TSF shall allow [ nothing ] on behalf of the user to be performed
before the user is authenticated.

FIA_UAU.1.2 The TSF shall require each user to be successfully authenticated before allowing any
other TSF-mediated actions on behalf of that user.

FIA_UAU.7 Protected authentication feedback (for O.USER_I&A)
Hierarchical to: No other components.

Dependencies: FIA_UAU.1 Timing of authentication

FIA_UAU.7.1 The TSF shall provide only [ substitute characters as many as ones that are provided ]
to the user while the authentication is in progress.
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FIA_UID.1  Timing of identification (for O.USER_I&A and O.ADMIN_ROLES)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA UID.1.1 Refinement: The TSF shall allow [ nothing ] on behalf of the user to be performed
before the user is identified.

FIA _UID.1.2  The TSF shall require each user to be successfully identified before allowing any other
TSF-mediated actions on behalf of that user.

FIA_USB.1  User-subject binding (for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA_ATD.1 User attribute definition
FIA_USB.1.1 The TSF shall associate the following user security attributes with subjects acting on the
behalf of that user: [ FYFE =14, HRZL—7].

FIA _USB.1.2 The TSF shall enforce the following rules on the initial association of user security
attributes with subjects acting on the behalf of users: [ no rules ].

FIA_USB.1.3 The TSF shall enforce the following rules governing changes to the user security
attributes associated with subjects acting on the behalf of users: [ no rules ].

6.2.5 WZH FMT 244

AREITIL, PP NED DM FHIRICEEI S FMT (Security Management / 352U T ¢ HE) 75 A0 KE
TIEA LR T 5,

FMT_MOF.1 Management of security functions behavior (for O.ADMIN_ROLEYS)
Hierarchical to: No other components.

Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MOFR1.1 Refinement: The TSF shall restrict the ability to [ enable ] the functions [
e Initialize Private Data / Data in Machine (A 188 & (XEKEEP 7 — 5 D ETEIHE)
]to U.ADMIN.

FMT_MSA.1 Management of security attributes (for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control;-ef
FBPC.1-Subset-information-flow-control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to restrict the
ability to [ query, modify, delete, [ create ] ] the security attributes [ Security attributes
specified in Table 6.5 ] to [ Authorised roles specified in Table 6.5 ].

Table 6.5: List of Security attributes

Security attributes Operation Authorised roles
PSRRI fHZE DFHZE 214 | create, modify, delete U.ADMIN
_ create, modify, delete U.ADMIN
PIRSRAEFIfIE ORI 7~ query U.ADMIN, the owning U.NORMAL

FMT_MSA.3 Static attribute initialization (for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

Hierarchical to: No other components.

Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles
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FMT_MSA.3.1 Refinement: The TSF shall enforce the User Data Access Control SFP to provide
[ restrictive ] default values for security attributes that are used to enforce the SFP.

FMT_MSA.3.2 Refinement: The TSF shall allow the [ no role ] to specify alternative initial values to
override the default values when an object or information is created.

FMT_MTD.1 Management of TSF data (for O.ACCESS_CONTROL)
Hierarchical to: No other components.

Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to perform the specified operations on
the specified TSF Data to the roles specified in Table 6.6.

Table 6.6: Management of TSF Data

TSF Data Operation Authorised role(s)

= 0 . create, delete U.ADMIN
PYRTGRAERIE SR =] modify U.ADMIN, the owning U.NORMAL

BPNRT— R modify U.ADMIN

B ERAE L = modify U.ADMIN

H 11 FEZY modify U.ADMIN

BB FEERE query, modify U.ADMIN

HBjz2 7 MR query, modify U.ADMIN

TR create, modify, delete U.ADMIN

RAE T —N—RIE create, modify, delete U.ADMIN

IP 7R RZUIE modify U.ADMIN

A—IVEIG Y —N—FIE query, modify U.ADMIN

RXF ¥ F— 77— AT modify U.ADMIN

YT 77— A2 T modify U.ADMIN

iz
M;gé/%@j;oiﬁi@f;w modify U.ADMIN
M';Eggg;;f:iyffg 7 modify U.ADMIN

FMT_SMF.1 Specification of Management Functions (for O.USER_AUTHORIZATION,
O.ACCESS_CONTROL, and O.ADMIN_ROLES)

Hierarchical to: No other components.
Dependencies: No dependencies.

FMT_SMF.1.1 Refinement: The TSF shall be capable of performing the following management
functions: [ management functions specified in Table 6.7, Table 6.8, Table 6.9, and
Table 6.10].
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Table 6.7: List of Management Functions Provided by the TSF (1)

HERE ZE/SFR B HLHEHE/management functions fiii & Inotes

FAU GEN.1 None —

FAU GEN.2 None —
FAU_STG_EXT.1 | s &/ (5O E s S RE I X TLSHE A L [
FCS CKM.1(a) [None —

FCS CKM.1(b) |None —

FCS CKM_EXT.4

o E N S OABEN T — 2 D P HHE Dk E)

FCS_CKM.4

o 8 N 1E M OB 7 — 2 DL O ELE)

FCS_COP.1(a)

None

FCS_COP.1(b) |None —
FCS RBG_EXT.1 |None —
FDP_ACC.1 _ |[None —
FDP_ACF1  |None IR rTHES OFLAIZ L
FIA_AFL.1 None BMEE T 7 a3
° W HBHAU‘DiE*IJ)EH%@;(f%

FIA_ATDl * Wﬂﬁmunﬁ*”ﬁﬁ%o)%ﬁﬂyﬂ/‘—7 @ﬁﬁ o

FIA_ PMG_EXT.1 o /N SAT — R EDZH —

* ulk)nJIJ ity uIEjiJCO)BTE

FIA UAU.1 ¢ RBREY—N— D E FRRERTT 7 a I E E
o NETRRRER A SAT —RDE

FIA_ UAU.7  |[None —
® IJ%Z)EJIIJ munftjiﬁo)wﬁ
o = — — *“"_'_’

FIA_UID.1 W :’:uﬁgﬁﬁgﬁa)%ﬁ/ﬁ 5 BT 7S e
'Wuﬂmuuﬂﬂsl %D74/%@WE

FIA_USB.1 None PV NEMETEE

Table 6.8: List of Management Functions Provided by the TSF (2)

BERE ZFH/SFR & BEF&E/management functions fifi & Inotes
FMT_MOF.1 |None BEN 7 N —T VL[ E
FMT_MSA.1  |None wE 7 N—7 LA E E

BEN T N—T T 7 HIVRKIE .
FMT_MSA.3 None BEOL AN EE
FMT _MTD.1  |None BEN 7 N — T VL[ E
FMT_SMF.1  |None —
FMT_SMR.1 | #EfR7 L —T7 DB —
FPT SKP EXT.1 |None —
FPT STM.1 | HAH/IEZI DR E —

FPT TST EXT.1 [None —

FPT TUD EXT1 P 77 —AU =7 DO H —
FTA_SSL.3 | HEIRZ T U NEFH DORRE —

FTP ITC.1 None —

FTP_TRP.1(a) |None —
FTP_TRP.1(b) |None —
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Table 6.9: List of Management Functions Provided by the TSF (3)

HERE ZE/SFR B FEFERE/management functions fiii & Inotes

FPT_KYP_EXT.1 |None —

FCS_KYC_EXT.1 |None —

FDP DSK EXT.1 [None —
RO TR
FDP_RIP1(2) ~ |None I B ORI [

FDP_RIP.1(b) | i AIHH K OAFEN T — X ORI O L E) —

FCS_COP.1(d) |None —

FCS COP.1(f) |None —

FCS_TLS_EXT.1 |None —

FCS _HTTPS_EXT.1/None —

FCS COP.1(c) [None —

Table 6.10: List of Management Functions Provided by the TSF (4)

HERE Z4/SFR B FEFERE/management functions fiii & Inotes

— e 7 RLAIED B 8 —

— e IPTRL ADFETE —

— SRR — S —DRIE —

FMT_SMR.1 Security roles (for O.ACCESS_CONTROL. O.USER_AUTHORIZATION, and
O.ADMIN_ROLES)

Hierarchical to: No other components.

Dependencies: FIA_UID.1 Timing of identification
FMT_SMR.1.1 Refinement: The TSF shall maintain the roles U ADMIN, UNORMAL.
FMT_SMR.1.2 The TSF shall be able to associate users with roles.

6.2.6 MZH FPT 4t

AREITIL, PP NED DM HIBICEIHS FPT (Protection of the TSF/ TSF OfRi#) 77 ADKEREE
ZRLah 95, i 6.2.9 Hilch —#ED FPT Zih2 D,

FPT_SKP_EXT.1 Protection of TSF Data (for O.COMMS_PROTECTION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private
keys.

FPT_STM.1 Reliable time stamps (for O.AUDIT)
Hierarchical to: No other components.
Dependencies: No dependencies.
FPT_STM.1.1 The TSF shall be able to provide reliable time stamps.

FPT_TST_EXT.1 TSF testing (for O.TSF_SELF_TEST)
Hierarchical to: No other components.
Dependencies: No dependencies.
FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to
demonstrate the correct operation of the TSF.
FPT_TUD_EXT.1 Trusted Update (for O.UPDATE_VERIFICATION)
Hierarchical to: No other components.
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Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation / verification)
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE using
a digital signature mechanism and [ no other functions ] prior to installing those updates.

6.2.7 W ZH FTA 244

AREITIL, PP NED DM FIRICEE 5 FTA (TOE Access / TOE 7271 R) 75 ADHEREE 470k
—a—éo

FTA SSL.3  TSF-initiated termination (for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: No dependencies.
FTA SSL.3.1 The TSF shall terminate an interactive session after a [ user inactivity for:

e 240 seconds or shorter, specified by U.ADMIN, for sessions via the operation panel
@ 300 seconds, for sessions via web interfaces

1

6.2.8 MZH FTP Ziff

AREITIL, PP NED DM FHERIC B FTP (Trusted Paths/Channels / E{E 48, SAIF v R V) 7T A
OBSREE ARk 375,

FTP_ITC.1  Inter-TSF trusted channel (for O.COMMS_PROTECTION, O.AUDIT)
Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPSEC selected, or
FCS_TLS EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_ITC.1.1  Refinement: The TSF shall use [ TLS ] to provide a trusted communication channel
between itself and authorized IT entities supporting the following capabilities:
[ authentication server, [ audit log server, ftp server, mail server ] ] that is logically
distinct from other communication channels and provides assured identification of its end
points and protection of the channel data from disclosure and detection of modification
of the channel data.

FTP_ITC.1.2  Refinement: The TSF shall permit the TSF, or the authorized IT entities, to initiate
communication via the trusted channel.

FTP_ITC.1.3  Refinement: The TSF shall initiate communication via the trusted channel for
[ authentication service, audit log service, ftp service, mail service ].

FTP_TRP.1(a) Trusted path (for Administrators) (for O.COMMS_PROTECTION)
Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPSEC selected, or
FCS_TLS EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS _EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(a) Refinement: The TSF shall use [ TLS, TLS/HTTPS ] to provide a trusted
communication path between itself and remote administrators that is logically distinct
from other communication paths and provides assured identification of its end points and
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protection of the communicated data from disclosure and detection of modification of
the communicated data.

FTP_TRP.1.2(a) Refinement: The TSF shall permit remote administrators to initiate communication via
the trusted path.

FTP_TRP.1.3(a) Refinement: The TSF shall require the use of the trusted path for initial administrator
authentication and all remote administration actions.

FTP_TRP.1(b) Trusted path (for Non-administrators) (for O.COMMS_PROTECTION)
Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPSEC selected, or
FCS_TLS EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(b) Refinement: The TSF shall use [ TLS, TLS/HTTPS ] to provide a trusted
communication path between itself and remote users that is logically distinct from other
communication paths and provides assured identification of its end points and protection
of the communicated data from disclosure and detection of modification of the
communicated data.

FTP_TRP.1.2(b) Refinement: The TSF shall permit [ remote users ] to initiate communication via the
trusted path.

FTP_TRP.1.3(b) Refinement: The TSF shall require the use of the trusted path for initial user
authentication and all remote user actions.

6.2.9 A& VZEBEE B
ARHEITIE, PP BEDDLEMATEMHARDY L BIMIA B a[ G ASFERNMEA RN — VT AR EOF)
BOT — 2B AR B A Sk 35, fllZ 6.2.12 HilTh . AEICES T AMEEEE D — 3 A,

FPT_KYP_EXT.1 Protection of Key and Key Material (for O.KEY_MATERIAL)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP_EXT.1.1 Refinement: The TSF shall not store plaintext keys that are part of the keychain
specified by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage Device.

FCS_KYC_EXT.1 Key Chaining (for O.STORAGE_ENCRYPTION)
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(f) Cryptographic operation (Key Encryption),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),
and/or
FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [ intermediate keys originating from one or
more submask(s) to the BEV or DEK using the following method: [ key encryption as
specified in FCS_COP.1(f) ] ] while maintaining an effective strength of [ 256 bits ].

FDP_DSK_ EXT.1 Protection of Data on Disk (for O.STORAGE_ENCRYPTION)
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption).

FDP_DSK_EXT.1.1 The TSF shall [ perform encryption in accordance with FCS_COP.1(d) ] such that
any Field- Replaceable Nonvolatile Storage Device contains no plaintext User Document
Data and no plaintext Confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user intervention.
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6.2.104 7> ar Eif: C2
AKEITIE, PP NEDDLA T var HiiddHs, i EEXICEDAMREE A 250 R4,

FDP_RIP.1(a) Subset residual information protection (for O.IMAGE_OVERWRITE)
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_RIP.1.1(a) Refinement: The TSF shall ensure that any previous information content of a resource is
made unavailable by overwriting data upon the deallocation of the resource from the
following objects: D.USER.DOC.

6.2.114 7> a #{k C3
KEITIE PP WED DA T ar RO L . F— 2 D522 HIRIC b A EERE S 4 20k 2,

FDP_RIP.1(b) Subset residual information protection (for O.PURGE_DATA)
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_RIP.1.1(b) Refinement: The TSF shall ensure that any previous customer-supplied information
content of a resource is made unavailable upon the request of an Administrator to the
following objects: D.USER, D.TSF.

6.2.12 3R — 2 EfF: D1

AHITIL, PP BNED LRI —RZNEDH L | B A F] REAR R FENMEA N — 2 T S A R LD Fb s
DT —H PO OB B A TR T2, T 6.2.9 Fillh | AN T 2B O—H13H 5,

FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption) (for O.
STORAGE_ENCRYPTION)

Hierarchical to: No other components.

Dependencies: [FBPATFCHmportof-user-data-withoutsecurity-attributes,-or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(d) The TSF shall perform data encryption and decryption in accordance with a specified
cryptographic algorithm AES used in [ CBC ] mode and cryptographic key sizes [ 256
bits ] that meet the following: AES as specified in ISO/IEC 18033-3, [ CBC as specified
in ISO/IEC 10116 ].

FCS_COPR.1(f) Cryptographic operation (Key Encryption) (selected from FCS_KYC_EXT.1.1)
Hierarchical to: No other components.

Dependencies: [FBPATFCHmportof-user-data-without-security-attributes,-or

FBPITC 2 Import-of user-data-with-security-attributes,of
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(f) Refinement: The TSF shall perform key encryption and decryption in accordance with
a specified cryptographic algorithm AES used in [ CBC ] mode and cryptographic key
sizes [ 256 bits ] that meet the following: AES as specified in ISO/IEC 18033-3, [ CBC
as specified in ISO/IEC 10116 ].

6.2.13 %R~ — 2 D2
AEITIE, PP WEDLBIRAR— RO (RSB I B AMREE 23R 35,

FCS_TLS_EXT.1 TLS selected (selected in FTP_ITC.1.1, FTP_TRP.1.1)
Hierarchical to: No other components.
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Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)
FCS_TLS EXT.1.1 The TSF shall implement one or more of the following protocols [ TLS 1.2 (RFC

5246) ] supporting the following ciphersuites:

Mandatory Ciphersuites:

e TLS RSA_WITH_AES 128 CBC_SHA

Optional Ciphersuites:

[

e TLS RSA WITH_AES 256_CBC_SHA

e TLS RSA WITH_AES 128 CBC_SHA256

e TLS RSA_WITH_AES_256_CBC_SHA256

e TLS ECDHE_RSA WITH_AES_128 CBC_SHA256

e TLS ECDHE_RSA WITH_AES 256 CBC_SHA384

e TLS ECDHE_RSA WITH_AES 128 GCM_SHA256

e TLS ECDHE_RSA WITH_AES 256 _GCM_SHA384

1.

FCS_HTTPS_EXT.1 HTTPS selected (selected in FTP_ITC.1.1, FTP_TRP.1.1)

Hierarchical to: No other components.

Dependencies: FCS_TLS_EXT.1 Extended: TLS selected
FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC 2818.
FCS_HTTPS EXT.1.2 The TSF shall implement HTTPS using TLS as specified in FCS_TLS _EXT.1.

FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication) (selected with
FCS_IPSEC_EXT.1.4)

Hierarchical to: No other components.

Dependencies: [FBRPIFCImport-ofuser-data-without-security-attributes,or

FBPITC 2 Import-of user-data-with-security-attributes,or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material

FCS_COP.1.1(g) Refinement: The TSF shall perform keyed-hash message authentication in accordance
with a specified cryptographic algorithm HMAC-[SHA-1, SHA-256, SHA-384], key size
[ 160, 256, 384 ], and message digest size [ 160, 256, 384 ] bit that meet the following:
FIPS PUB 198-1, ""The Keyed-Hash Message Authentication Code, and FIPS PUB
180-3, “Secure Hash Standard.”

6.2.14 R~ —AZ{}: D3
AT, PP BEDDFIRAN AL DG | BT v 7T — MO OEREE 2Rl 5.

FCS_COP.1(c) Cryptographic operation (Hash Algorithm) (selected in FPT_TUD_EXT.1.3)
Hierarchical to: No other components.
Dependencies: No dependencies

FCS_COP.1.1(c) Refinement: The TSF shall perform cryptographic hashing services in accordance
with [ SHA-1, SHA-256, SHA-384, SHA-512 ] that meet the following: ISO/IEC 10118-
3:2004.
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6.2.15 % =V T (B HE B AR L

E AR ST 28 EHET S SFR 1. PP BSHLE TS SFR OERSEES Th D, BT B I OMEIRIZT T

FETLTWD, Fo, LRSI~ 5L80 ARIFEIC OV TRIEIE RV,

6.2.15.1 EX 2 U7 B HE AR DK AR L

Table 6.11, Table 6.12, 331U Table 6.13 . CC BL PP 23 E 35 SFR 23l & 3 R AEMEL |
K TOE 23 2 U CWAUAFEME | i e L QU U MIRTEME | 38 L OMKRAE M AT & D 1E 4 M2 7”97,

Table 6.11: &=V (HEREZFOUATFIE (1)

P rst I A LB TR |
FAU GEN.1 FPT STM.1 FPT STM.1 — —
FAU GEN.2 FAU GEN.1, FIA UID.1 FAU GEN.1, FIA UID.1 — —

FAU_STG EXT.1

FAU_GEN.1, FTP_ITC.1

FAU_GEN.1, FTP_ITC.1

FCS_CKM.1(a)

[FCS_COP.1(b), or
FCS_COP.1(i)],
FCS_CKM_EXT.4

FCS_COP.1(b),
FCS_CKM_EXT.4

FCS_CKM.1(b)

[FCS_COP.1(a), or
FCS_COP.1(d), or
FCS_COP.1(e), or
FCS_COP.1(f), or
FCS_COP.1(g), or
FCS_COP.1(h)],
FCS_CKM_EXT.4,
FCS RBG_EXT.1

FCS_COP.1(a),
FCS_COP.1(d),
FCS_COP.1(f),
FCS_COP.1(g),
FCS_CKM_EXT4,
FCS_RBG_EXT.1

FCS_CKM_EXT.4

[FCS_CKM.1(a) or
FCS_CKM.1(b)], FCS_CKM.4

FCS_CKM.1(a),
FCS_CKM.1(h),
FCS_CKM.4

FCS_CKM.4

[FCS_CKM.1(a) or
FCS_CKM.1(b)]

FCS_CKM.1(a),
FCS_CKM.1(b)

FCS_COP.1(a)

[FCS_CKM.1(b)],
FCS CKM_EXT.4

FCS_CKM.1(h),
FCS CKM_EXT.4

FCS_COP.1(b)

[FCS_CKM.1(a)],
FCS_CKM_EXT.4

FCS_CKM.1(a),
FCS CKM_EXT.4

FCS RBG_EXT.1

FDP_ACC.1 FDP_ACFE.1 FDP_ACFE1 — —
FDP_ACFE.1 FDP_ACC.1, FMT_MSA.3 |[FDP_ACC.1, FMT_MSA.3 — —
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 — —
FIA_ATD.1 — — — —
FIA_ PMG_EXT.1 — — — —
FIA UAU.1 FIA UID.1 FIA _UID.1 — —
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 — —
FIA UID.1 — — — —
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 — —
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Table 6.12: EX=UT7 (HEREEF DKM (2)

FCS_KDF_EXT.1, and/or
FCS_COP.1(i)]

igEn . . . .
W BT fifi & L TND ANt 2 =
FMT MOF1 | FMT SMR.L FMT SMFL | FMT SMR.L FMT SMF1| — —
[FDP_ACC.1], FMT SMR.L, |[FDP_ACC.L FMT SMRL,| _ —
FMT_MSA.1 FMT SMF.1 FMT SMF1
FMT MSA3 | FMT MSA.L FMT SMR.L |FMT MSA.L FMT SMR1|  — —
FMT MTD.L | FMT SMR.L FMT SMF1 | FMT SMR.L, FMT SMF1| — —
FMT_SMF.L — - — —
FMT _SMR.1 FIA UID.1 FIA UID.1 — —
FPT SKP_EXT. — — — —
FPT STM.1 — — — —
FPT TST EXT. — — — —
FCS_COP.1(b), — —
FPT_TUD_EXT.1|FCS_COP.1(b), FCS_COP.1(c) e copiy
FTA SSL3 — — — —
[FCS_IPSEC_EXT.L, or
FCS_TLS_EXT.L, or
FTP_ITC.1 Fe e ExT L o FCS_TLS_EXT.1 — —
FCS HTTPS, EXT.1]
[FCS_IPSEC_EXT.1, or
FCS_ TLS_EXT.L, or FCS_TLS_EXT.L, B B
FTP_TRP.1(a) FCS_SSH_EXT.L or FCS_HTTPS EXT1
FCS HTTPS. EXT.1]
[FCS_IPSEC_EXT.1, or
FCS_ TLS_EXT.L, or FCS_TLS_EXT.L, B B
FTP_TRP.1(b) FCS_SSH_EXT.L. or FCS_HTTPS EXT1
FCS HTTPS. EXT.1]
Table 6.13: &¥ 2V 7 (HSREE ORI (3)
lja . . . . .
sep gt e BELT R | s
FPT KYP_EXT.1 — — — —
[FCS_COP.1(e),
FCS. SMC_EXT.1,
FCS_KYC_EXT.1 FCS_COP.1(H), FCS_COP.1(f) — —

FDP_DSK_EXT.1

FCS_COP.1(d)

FCS_COP.1(d)

FDP_RIP.1(a)

FDP RIP.1(b)

FCS_COP.1(d)

[FCS_CKM.1(b)],
FCS CKM_EXT.4

FCS_CKM.1(h),
FCS CKM_EXT.4

FCS_COP.1(f)

[FCS_CKM.1(b)],
FCS_CKM_EXT.4

FCS_CKM.1(h),
FCS CKM_EXT.4

FCS_TLS_EXT.1

FCS_CKM.1(a), FCS_COP.1(a),
FCS_COP.1(b), FCS_COP.1(c),
FCS_COP.1(g),
FCS_RBG_EXT.1

FCS_CKM.1(a),
FCS_COP.1(a),
FCS_COP.1(b),
FCS_COP.1(c),
FCS_COP.1(g),

FCS_RBG_EXT.1

FCS HTTPS EXT.1

FCS TLS EXT.1

FCS TLS EXT.1

FCS_COP.1(g)

[FCS_CKM.1(b)],
FCS CKM_EXT.4

FCS_CKM.1(h),
FCS CKM_EXT.4

FCS_COP.1(c)
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6.3 X =UT A PRAEEM:

PIF AR ST RERT L X2V T ARGEEM: (SAR) %, CC /3 —| 3 DIRFEZ T AR /R T, A ST
I%, CC 73— ITERIMN, PP TRk SN /- F 2V T A fRFEa s R — R M, D FE SAR ELTE
M5,

6.3.1 Class ASE: Security Target Evaluation

¢ Conformance claims: ASE_CCL.1 — Conformance claims

« Extended components definition: ASE_ECD.1 — Extended components definition
< ST introduction: ASE_INT.1 — ST introduction

 Security objectives: ASE_OBJ.1 — Security objectives for the operational environment
« Security requirements: ASE_REQ.1 — Stated security requirements

« Security problem definition ASE_SPD.1 — Security problem definition

¢ TOE summary specification ASE_TSS.1 — TOE summary specification

6.3.2 Class ADV: Development
« Functional Specification: ADV_FSP.1 — Basic functional specification

6.3.3 Class AGD: Guidance Documents

 Operational user guidance: AGD_OPE.1 — Operational user guidance
* Preparative procedures: AGD_PRE.1 — Preparative procedures

6.3.4 Class ALC: Life-cycle Support

* CM capabilities: ALC CMC.1 — Labelling of the TOE
¢ CM scope: ALC _CMS.1 — TOE CM coverage

6.3.5 Class ATE: Tests
« Independent testing: ATE_IND.1 — Independent testing - conformance

6.3.6 Class AVA: Vulnerability Assessment
* Vulnerability analysis: AVA_VAN.1 — Vulnerability survey

6.3.7 X 2UT o PRGIEE AR L
EE0. AR ST 2315895 SAR 1. PP 23E T 5 SAR L5242l — L T\,
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7. TOE ZEAIAR

ARFEIL, TOE B =2UT BHE (TSF) OERARZ LR 35281280, X2V T o#rEE ) (SFR)
MG ENAZELE™T,

7.1 X277 (BEAT
AEITILEIC, 6.2.1 BiDMZE FAU BRI BT8R At b 975,

FAU_GEN.1/FAU_GEN.2

TSF 13, B DOLEILHE T2 %, Table 6.1 3108 Table 6.2 |ZFEiR L= A A hou s AT
—HELTHERKRT S,

TSF 1L, EEEDOEBK TZ2ELEEAUINISEAELZ B ((FIHIR) BEOWEZ] (Ri573170) %
TOE OV AT Lray7inblfsL, BT —XIZ5iekT 5,

TSF X, FFEDOFHB DR ESEIARUNIT, ZORFHE ORI A4 (A7 A4 OEREZITS
SHERGY) & BEAEANRUNMIEE T A T U= MBI R E L TR T — TRk T 5, 72721, TOE
HEBA MR AESETZH A1 “SYSTEM?, S 7 V=7 bR FE TEXARWATT “NIA” Litskd
Do

TSF BB AT — X ZFLEk T A HICBE T AN AEIZ DUV T, Table 7.1 12777,

Table 7.1: BT — 2|58k T D15 H

AU ARFERIBUE  myqog  |RR SE T 3
BEATOFCE) (Audit Start) | Yes | N/A |N/A Yes |N/A
AR O T (Audit End) Yes | N/A [N/A Yes |N/A
‘:/570)%2‘7' (JOb S S 4 N a
Completion) Yes | Yes |YadFiEHE Yes |[#&TLI=Va74
Ak BIFRRED KL (I&A n7 A 4ELTA
Failure) Yes | Yes FIENT=CFF) N/A INIA
GLS;;} — DB/ (Add Yes | Yes [:BINEAT-T-FIHHE| Yes [BINLT-ur A4
INAT—ROZEH (Change R IRAT — R SR HE O
Password) Yes | Yes |EHEAIToTFIHE| Yes B,
a7 A 20T (Change R g I .
Login Name) Yes | Yes |EHEAIToT-FIHE Yes |EHLOus A4
2—HF—DHI (Delete " P HIBRLIcm 7 A 4 (e —H—
user) Yes | Yes |HIRZATST-FIHF| Yes IR B A AN
MEFRZ —7"D3B N0 (Add . o . _ co s
Auth Group) Yes | Yes [iBINZEAT-T-FIHFA| Yes [EMUT-HERRZ L—T7"4

e 7 S AR

Yes | Yes |ZEWaAT-T-FIHAE| Yes | SNIFIHFEOOT A4

ARy Yl (Change Role) o IR 12 DMEIRY L— T4,

MEBR S N —T D E DT B 2
(Change Auth Group Yes | Yes |ZEWHaAToIFIHH| Yes %,
Setting)

TERE SR V—T

H /R DZE . (Change

IR o =
Time Setting) Yes | Yes |ZEZEATSIHIMA| Yes |N/A

HEMDZEH (Change _— - e XELAHINI-ZREHH
Setting) Yes | Yes |ZHEL-FIHAE Yes S
TLSIE(E DR (Comm

Failure) Yes | N/A |[SYSTEM N/A | RGO #E

*i {2 A A — N
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A M ARV mpem  |FER S
TLS#{E DK (Comm o WEBAIEE DIPTRL A
Failure) o WBEFEFDIPTRL A
SEE R — Yes | Net |N/A N/A |, -

UUSH o SR FRL

o JBINEE: BNz R
FRUAIEDEH (Modify epre BB BLID S L U A 4
Addr Book) ves | Yes | SUREATTAIA Yes | e mimsman

7~ N DOWNEREFID

o Ty — LT
T7 =T TYT TR | o | ves | 7277 TMEATS | (4 .;?<7_32$HI10)77—A17I
(Firm Update) T-FIR# et o

o T ST —MEDT 7 — LT

TN—Ta

*10 AXUMEAE HIREDY 1SO 8601 DILIEE A TRFLIND

*2: RS BT 2— AL

T Ope/Web/Net DWFT D NEKFLEID, 72720, BT “NIA” Lo TWDHDIE “NIA” ERFLSND,

*3: AU NEERE REL T Success/Failure DWT IR ERILSID, 72750, BHT “NIA” E725TWDHDIE “NIA” LRFLSND,

AR 2 TSF A2 47 = — A%, Table 7.2 |R$ LBV THS,
Table 7.2: FAU_GEN.1/FAU_GEN.2 (ZB83% TSF AL 47 =—*A

AR AHT = —A
B A DL e MEDDOEJHON (fEEHOME IS [F5F)
EEOKT » MFD D & JROFF
ST DT e FDP_ACC.1/FDP_ACF1DTSFAL Z 7 = —AZHEL | ot —[ 7V MAF v [R ¥
a A NT AV T RBERED DY a7 B AR
FRBIFREED IR |0 HE, SRV Web S — 0D o — ) — FRGE [ T A AR
e o BB SRV ORBRGEET—FWeb < — 2T, [2— ¥ = |- [2—F —fiE]-[=
A R S
] R o BRIE IO IEE—RWebX—V T, [—HP —FH] [z —F—&E ][~
ST RIS . .
SHITEOER | a2 S E
o o BE SRV O EET—RWeb X — U C, [— W —F ]| - [ —HF —FE ][~
e
RIAROER | Dy 2 bR S TE
cr— g [ SRVORIEE —NWeb X — T, [ P A o [ — o [

— =Y AN] D — Y — Al R

MERRZ Vv —7" D38
A

o BE SRV DR EE—RIWeb 2 — U C, [ — W —F ]~ [T 7 AR 3%
TE - [MERR T IV — TV DMENR Y V— 7 % % ik

FIH#EOFTET S
MERR T N —T D2
L

=u

o BB SRRV DR EE—R/WebX—2C, [2—V —FH] > [2—V—i&% T

— P —=UANPS =P —EEE

==

MERR Y v —T D%
FEDIEH

e B SR DR EE — R Web < — T, [ — G B [ /& Al 7%

TE - [MER T IV —T T BMER Y — T A& IE

e B RO T — FIWeb<— T, [V AT Ak Bolit B[ A A
ETISAORR | el o[ R AR A (I
WEMROET | BlE S DRET—FMWeb~—C. & RN DR E A LT
g e FTP_ITC.1DOTSFA L 57 = —AIZHEL | FRGEY — N —[BE & — /N —/[FTPH—
TLSBIEORI | 20 Uy S Loumiaa 4T
o = o \\ N N N e y‘v<m ;'4 Az 23 —— /i —
PR xiEoE g [ OE ST, [T R AR DB SR AR ST s

e Web=X— T, [T RLRIR]>[7 R L AR5 BUB ki A/ H PR 9247

T =0T TS

o BB ASRNVINDA T TV AT =R ~BATL, 77— LU =T T v 77— e FAT

F—k
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FAU STG EXT.1
AR ENTZEA T — 2%, FTP_ITC.1IZHEW, Syslog 7o hL B LN TLS 1.2 2 WV CEE A Y —/3—
WCEEEND, TDOT —XIL, BEDRINTDHET, WERAN —VIZHE i STy 7 7 iEIR IR TS
ND, ZOy 7 7REBICIE, 4 HHOET — 2R IFTHIENTED, BET —XOREIL. #i-
\ZTF —Z D ERR SN2 A7 TIT A,

R — R — ~DEENRE LT, #E SV BLO Web _R—Y O HITES Ay —D% 3
IR, DT HFECTEMNEE S — R —~DREEFHRITT D, BEA—IT, BT ——
WCHERES L QNN DL L2 DN KRGS, FEE ~OEEZ EFET D,

2 7 P REIROFE FH RN 80% LA FIZiET DL, MLAAE A LISMI e A TERWIDITHIRELD,
ZORIRIL, 27 FREL O FZRAY 70% AT 1S 78 > 7= 5 TR SN D, Xy 7 FREINAR . O FED
Ny 7 PRI 4 DB T — X DMEESIVIIRIE TIL, Bzl s E T — X3y 7 718
WA ESNT ., HIBREND,

N7 A AR E SN T — 21, FDP_DSK_EXT.1 (e F 5L L TERIES D, F7-. HEMR
T N—TIZBEHOLT | TRTORHE NIy 7 7 8RR TSN AT — XTIV B AT HIENTX
AN

ARFEIZBT 2 TSF A2 27 =—Al%, FAU_GEN.1/FAU_GEN.2 ® TSF A2 %7 = —A|ZHEL D,

7.2 W AR —1
AEITILEIC, 6.2.2 BiDWMZE FCS BRI Z B 2B kEZ 5l 5,

FCS_CKM.1(a)

TSF (X, K5 5185 OFERET THODIE T FRgEE LT, A HESCE NIST SP 800-56B, Revision 1 ¢ 6.3.1.1

HiIlZ Rk D rsakpgl-basic 7T RSA #2 Ak T %, € DFRIZME L7225 1% FCS_RBG_EXT.1 IC

W~ THERT D, TOE 134 TSF (ZBHL . TOE R 5 OJLIECRAEYESN O B ALEE, HDOW TR S

B FHER G /TR, O, AR — U CTRF B(LLT2IRE TR ARL — IR IFSND,

ABZBIT A TSF Ao ¥ 72— AT, UL FIORTEBYTHA,

o TOE % E/FE¥%& O [al L)

o Web _X— T, [VAT AR T~ [EFX 2V T % E] = FEV EOE B - MR E O B2 0
T, [ERIZFAT

o Web X— T, [VAT LHE] - [EX 2V T R E] > FEEOE B - [REEE 4 R (CSR) D
BFNZEBW T, [TERE AT

o BE XN DFRET—RT, [V AT LR E]=[EF 2V T A X B [E NG R AN T — 2 DY)
DRI b A 21T . TOE % FR i)

F72, TSF L, TOE OFEJH ON K2, WEBARL —IRAFE N B S 7z RSA $i A Fi A H L, A

M — 8T 5 L7- RSA $% | IR 5115 CEH 35729, TOE OFERKrETOM ., #HREMEATY —N

WZIRAFT D,

ARBEMRCBITS TSF Ao H 72— A%, UL FITRTEBYTHA,

e MFD O ON (B E/HOE A [F%)

FCS_CKM.1(b)

TSF X, B 5 l{E DRI m—2a BV lfEH OB a $a ARk 3%, a3, TLS i
BEATHZ Y — R — 7747 NECHAE SNDEE DB OISV, T —F 2R S L8535
oD OXFRGEEL T — 2% ARGET D72 D MAC #% 5 Te, TSF 1X, FCS_RBG_EXT.112J:% RBG T/
RS AT ELE A VT, AES-128 DI 5 AA — M 328613 128 B MR D | AES-256 DI 754
A=A T 25613 256 B MO FREEL AL, R MEATY —NIZIRAFT 5, F2,
FCS_RBG_EXT.1 |2L% RBG THAEMSNIZELEAZ HW T, SHA-L OIS 5 A — i 328551
160 B MR D SHA-256 D5 A — i 92355138 256 £ MR D | SHA-384 DI 5 AA— R
FE 3256131 384 E Y MED MAC $#4AE R L | I AT —NIZERITT 5,
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ARE BT TSF A ¥ 7 =— A%, FTP_ITC.1 BL W FTP_TRP.1(a)/FTP_TRP.1(b) ® TSF A%

T — R ZHEL B,

TSF (%, TOE & &% O EEB)RF 36 L O TOE I bR OB EIRZ, AR — V82 51k 3572

DORFFEEL T, FCS_RBG_EXT.1 (242 RBG TAMESNIZELE A VT 256 B bR DR 54

ZAER L R AT —1 NICARTET 5,

AREIEIZEI T2 TSF AL 27 2 —RiF, UL FITRTEBYTHS,

o TOE X E /% O F][al L H)

o HAE N FILDREE—RT, [ AT LR E]>[EF 2T AR E] [ NIE @ AN T — 2D 4]
HULI ORI b2 921 71% . TOE Z AL @)

TSF I%, TOE #%{& % ORI BhREIs O TOE #IHb % O FEBIREIC, WEHAN — I RT3 5T

— R B LT AT DR E#EE LT, FCS_RBG_EXT.1 12X% RBG TA &= ELE % FIV T 256

Y MEDARN —HE AR L, FCS_COP.1(f) 12Xk A8kms S b2 W TR MEAEY —1 IZRFSH

TSI S TS S L LT RE TR AT Y —2 WIZIRAFT D,

ARFZEE T2 TSF AL 27 = — A%, DL RIS RT LBV THS,

o TOE sXiE/F2E1% D) al il &)

o BE RN DR ETE—RT, [ AT LR E][EFX 2T AR E = E NG H L AN T — 2 DF)
UL BRI LA F4 T4 . TOE % F kB

F7=, TSF |, TOE OFEJR ON BFIZ, AR AT —2 | RIFSNIZRE 5L SNIZ AN — D8 Hi A

L. FCS_COP.L(f) (ZLD8EMT 5k W TR MEATY) — 1 IR AP ST T 58 CIE 5 L2 A

L—8 % 557 LAY X AES Rijndael THEH %728 TOE OFEPKTETORM, #HFEMEAE) —

WIZIRAET D,

ARBIRIZEI T2 TSF A 27 2 — R, L FITRTEBYTHS,

e MFD O ON (B EHLOE IHE [F1%)

FCS_CKM_EXT.4/FCS_CKM.4

TSF 23O LL N OFEL, RNEELIR ST RITHEFES LD,

o {3 FH DIt B
TOE OEJH ON i I218 581 7= RSA #1 TOE OEJRWr TR ER#E L T, FERM AT —
FIZH D78, TOE OEPKT CHEREL ., EESND,
ARBERICBI TS TSF Ao ¥ 72— A%, L FICRTEBYTHA,
* MFD DOEJR OFF

o HEHD Y g
TLS W3 DN UM SR, REEZR g LT, MRS QO DI Z i 5 7o ey MNERIC LD
SELLELECC EEE T A LICIVIEESND, Fo, fRMEATY — EICH D720, TOE ORI Tl
L, FESILD,
RENEIZEET 5 TSF AL 27 =—RA 1%, L FICRTEBVTHS,

« FTP_ITC.1 X0 FTP_TRP.1(@)/FTP_TRP.1(b) ? TSF A1 57 = — A HELCHAAEL 7= TLS i@(=

DY
 MFD ®%EJE OFF
o RT -

EERHE DMENE R L AN T —2OFIHHME (Initialize Private Data / Data in Machine) % 32/7L7=

M, KBS AE T — 2 BL O TSF 77— 23T R COHEINDI LD, AN —V#EIT AR B

FLL T, AR — VOIS SALAE 5 L TOL8ERT 5886 [FIARIC A B2 8L L Tl

AU, FCS_RBG_EXT.112J:% RBG THEMSNZELE T 1 [ EEXTHZLICIVEES D,

AELITEETS TSF A2 27 2 — AT, L FITRT LB THS,

o BIERRNVDOFEET—RT, [VAT LR E] > [EF 2V T 45K E] = [N EFHRE OARENT —2 D
WIHUEI DRI b2 521 T
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o AR — 4
EBLE DME NG S AN T — 2 OFIHE (Initialize Private Data / Data in Machine) #2217L7-
B, B B LSRN HE T — 2 BL O TSF 77— 20T _RCOEESNDLIEND, RERfEEL TR
H. RIEFEMEAEY —2 |TARAES N S b SN2 AL — 283 FCS_RBG_EXT.1 1245 RBG T/
RS- ELELT 1 [ EEX T A LICKIVIEFES LD,
ARBEAIZEI T2 TSEF Ao 27 2 — AL, L FICRT LBV ThHS,
o BIERFNVOBRET—RT, AT LEE] = [EF 2T 3% €]~ [l NE S AN T —H D

IS b2 54T

F7-. TOE OFEJH ON FFIZHE BN AR — V8T TOE OEJRK CARZE /8l L T, %
PEAEY— FICdH D76, TOE OEIRWT CHER L RSN,
ARBARICBI TS TSF Ao 27 =— A%, L FIORTEBYTHA,
* MFD DOEJR OFF

FCS_COP.1(a)
TSF X, FTP_ITC.1, FTP_TRP.1(a) 33X FTP_TRP.1(b) (28T Dil(ET —H 5L DT=01Z,
FCS_CKM.1(b)iZ kW ARk L7 128 By MEF721E 256 £ ME DR Z-4tL FIPS PUB 197 [ZHELd-2
AES K557 /LU X% NIST SP 800-38A |ZHEHLY % CBC “E—N, £721% NIST SP 800-38D [ZHEHL 3~
% GCM E—R TENET HZLIZLVE T — XD 5L L OME 54179,

AR T2 TSF A2 #7 =—Al%, FTP_ITC.1 3L FTP_TRP.1(a)/FTP_TRP.1(b) @ TSF A%
T —RAZHEL D,

FCS_COP.1(b)
TSF 1%, B4 ARBLI B4 MEEICIBV T, FIPS PUB 186-4 (ZH & &+17- Digital Signature Standard
wliil= 3T AN EL T LAY (DSA), RSA 7 VX VEL T LAY XL (IDSA), F7-1345 M dhk
TIUBNVELT NTVRAL (ECDSA) 2T 5, LT, &7 /VTFUR LD BRI EW AR ~5,
TOE O#geat B EAERIC KD REF AU BT 2B A4 ATV T, FCS_CKM.1(a) (ZXDARE
722048 1> RSA #E, BX U rDSA 215,
FPT_TUD _EXT.1(ZL57 > 77 —MRREIZIWTHEE 2 2048 £ o> IDSA %4 52,
FTP_ITC.1 (kDY — R —FEERFEIZI T DSA, IDSA, £7-1X ECDSA #ff 4%, ZDLExd
DSA LU rDSA DO#ER (% 2048 7213 3072 £, ECDSA DO#ER1E 256, 384, F7-1% 521 v hCThH
Do
ARELEICEE T2 TSF AL ¥ 7 2 —A L, LL IR T LB THS,
o TOE OREARAE F R

» TOE R EAEFEZ DO HIEH)

e Web _X—UT,| [ AT AR E]-[EF 2V T 4% E] > [REFHOE H] - [t FH O & Bk

W, [TER)Z ST
o BIEASFNVDOEREET—RT, AT LHE]~[EX 2T R E] > EAE R L OAENT —2D
ML b2 I T

o H— N — R E R

« FTP_ITC.1 ® TSF A2 ¥ 7 = —AIZHEL D
o 77T —MAEGE:

« FPT_TUD_EXT.1 ® TSF A2 47 = —RA|ITHEL D

FCS_RBG_EXT.1

TSF i%, DRBG LN ES oAl &i7- RBG =& 19, DRBG I, 384 B hD = hab’—&FF DL
2 —K (Entropy Input) Z2L4% NIST SP 800-90A Zii7=9" CTR_DRBG (AES-256) Tih5, 2
I H B % (derivation function) Zf# L7z CTR_DRBG THY, fhd—RFEE (nonce £5) 134
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L7220, ES 1L, HEDAN—RT =7 _X—2D /A X% 5 e B AEBFE DRI THY . DRBG IZA )T 5
384 £y b hat—Z RO R — N2 AR T 5,

TSF 1%, ES (ZxF L THLEAE R R B L OVELEGE A LA IR LATHZ & C 384 B L B = ha?
—HE R, TNEREIZ 384 B D e —Z RO R — R AR T 5, 24t  DRBG 152562
QI REE 2 A 1 b T I g SN

AREMIZEA T2 TSF A2 %7 = — A%, FCS_CKM.1(d) 3L FCS_CKM.1(b) O TSF AL X7 x—RA
WZHEL D,

7.3 FIHE T — 2%
AETITEIC, 6.2.3 HiDME FDP BRI 28 R iR 972,

FDP_ACC.1/FDP_ACF.1
TSF 1%, FIHZ T — 2B L ORI H T — 2 OBENE~DT 7 ZHH 51T,

FRFET =2 ~OT7 7% @HERRESNIZEEE (UADMIN) BLOFIHE T —ZIM BT 507
FHHIEMEL TSI ONIRIAE 0T A4 L — B D BlFBRES IR DO 7RI H 28
T, AHE T =2 ~DEAEIZOWT, Table 6.3 BLO Table 6.4 (ZEEASW=FIHEBLI OV aT7 4 —
I E ST e AE BRI A FE 5,

D.USER.DOC 727 Al RE45 TSF A2 47 =—R(%, Table 7.3 (TR TEBY TH S,

Table 7.3: D.USER.DOC 7 7 L AflfHINZEI 35 TSF A # 7 =—A

BERE BAE (A H T2 —A
Print (7U>-1) | Create » 2517+ FPCHBEINT 2 X BATRINL . 7)o #— 51 N — DRt 2 Bl fi7
SERAFAT

Read o #/E/ SRV T, [RXa A b7 7 AU 7 bCreate B EIZ LA — VR E LT
TrANERIRL  HIA LT

o BE SRV T, [RF 2 AR 7 AU 7T BCreate i EIZ LA — LR & 7=
TrANERIRL, B AR T D)2 5EAT

o BE SRV T [RF 2 A N7 7 AV 7D BCreate B EIZ LD — VRS
TrANERIRL | [(REAZEELCTHIRT 22317

o L ECERERR ICFIIRIA AT

Modify o #2/E/SF LT, [RF2 A N7 7 AV 7 BCreateff EIC LA — VR &7
T ANVERIRL, [(REEEEL CHIRT 210 OimES EAT

Delete o #/E/ XX /LT, [FF 2 A7 7 AU 7] BCreate i EIZ LA — LR &L
TrANEER L, [HIBR]Z FAT

o BRVE/ XL T, [FX 2 A N7 7 AU 7B Create i EIZ DR — VR &=
T ANVEEIRL, HIZICT —2 %8R9 28 E 2B 2N LU CHIMZ 5247

o Createtf{Ea F1 714, A S RILOREET—RT, AT LR E]~[F=2V
TARE [T — A HERE][RFa A NI 7 AV 7T —HHE]DHHE
B AT (MLA A B O A EE R HE

Scan (A¥ ) | Create o MFDDAF ¥ —a =y MIFfZ Yy LT 8IE LT, [ 7 L RF
FVPLT L 2—% T (LA, AE{EZCreate B /ESc1EME5)

e MFDDAF ¥ —2 =y MIFfE%a Y LT, [E-Mail], £72I%[FTP/Desktop]
POTLE 2—%FAT (LAT . AEE4A Createt{ESc2 - FE.5%)

e MFDDAF ¥ —2 =y MZffEE By LT, #8E SRV T, [T 7 LV AF
¥, [E-Mail], E£721Z[FTP/Desktop]>H> A v 23T (LAT ., A#fE%
Createfft{ESC3EIF-53)

Read | Createff2{EScl. %7/-IXCreatet{ESc2% 31T

Modify |» Createff{£Sc2% FAT12 . 7L = — N OiRtE L FAT

Delete |» CreatefEScl, F7=I%Createff{ESc2% 1T . [FAD A LREBT], T2
[Vt &7
o Createf§2/EScl, F7-13Createtip{ESc24 T4, [ — LM A X 24
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PERE

#BRAE

AHT—A

« Createffff:Scl, £7oiICreateff{FSc2%FATH , T —NERENLET—REY])

DEER %

- Createtih{FSca% 521714, HIE/ LT, Ve N, B [FAAL A 1]

EAT

AR ISR, [V R DA ][ A
DVaT YA FATCHERS = Va7 % LB

Copy (=t"—)

Create

e MEFDDAX ¥ —2=v MIFfaZ Y LT, #E SRV T, [T Lar’
=17V 2—%FT (LT, AEEZCreate i /ECLEME5)

e MFDD 23— =y MNCFfEZ Y LT, B E SRV T, [AE—]b T
LB 2—% %7 (LLF. AEFZ CreateFC2LIE.5)

e MFDDAF ¥ —2 =y MZFfEE Y LT, #8E SRV T, [T Lar
—]. FF[EE =] bae —2 T (AT AAELCreate i /EC3LFES)

Read

o Createf2{EC1. F£7-IXCreateft/EC2% 31T
o EIEMER I —EFAT
o Createf{EC3% 31T

Modify

e Createfft{FC2&4 AT . 7L E = — BN DifE & I T

Delete

o Createf/EC1, F7- (I Create#{EC2% T4 . [FtA DA LB T, [KEE
EFHPHEREE G AAR LT, TV By NEET

o Createf2/EC1, F7-(ICreatef{EC2% FAT14 ., [A— LMW E R Z L 243

o Createf{EC1, £7/-IICreatefp{EC2% T4 . T—RFE/REBNLE—RZHIY
BRz2D

o Createf2FC3% 1T . #AFE/ /LT, VY., Foid [t —H k]2 5T
o I — TR BESoL T [FRH IR], iR a 7 R [PV N
[THIUETHOVaT7 hbar’— R T CIER SN Va7 & L HIFR

Storage /

retrieval (F~17/
BOHL: =
AT AV

Create

e MEFDDAX ¥ —2 = MNZfaZ Y LT, #E SRV T, [T L AF
YU [ARIRIT ASAZRATE]L [AF v o RAT] I [FF 2 AT 7 AU
S [AREAN =N ZAF Y AARIET DD AT Y AR FE FEAT

o 77 AV T EREZONIZEREL T, abt’—, TR Y 2T

7)

Read

o BE SRRV T [REF 2 A N7 7 AU 7B Create it fE CLRAFS N7 7 A )V
R, [5 3 <HIR, EEREEE T L CTHIRT A1 BRI Z 51T

o BRE XL T, [F¥ 2 A N7 7 AV T BCreate i/ E CIRFS LT 7 AV
IR, R 3D Dk E 2 £ T

Modify

o BRVEXRIL T, [F¥ 2 A N7 7 AV 7D BCreate /E CIRFS =T 7 AV
IR, [REEZZLFEL CEIRS 210 D& E1T

o BRVE/ XL T, [FX 2 A N7 7 AV 7B Create i E CIRTFSILTZ T 74V
BRI, [15(5 TD)) OimEE FT

Delete

o BRVE XL T, [F¥ 2 A N7 7 AV T BCreateE CIRFSITZ T 7 AV
IR, [HIFR])Z 5T

o Web— U C, [ 7 ANVRIE] =[R2 A R T 7 AU 7 B Createfip{E TR
FENT=T7 7 ANV EERL, [HIBR]E 5T

o BRVE/ XL T, [FX 2 A N7 7 AV 7)) BCreate i E CIRTFSILTZ T 74V
ZER L, HIR# 2T — 2% HIR T 2% 2 A N U CHIRA 5497

o BE XTIV DR ET—RT, [VAT LEHE~[EF VT AR E [T — X
ERE2[RXa A NI 7 AV 7T =2 B OIHEEFELT (FLASEH

H DI EERTRE)

D.USER.JOB 77 B AHIEHIZEA 4% TSF A2 #7 =—A(L, Table 7.4 (TR T LBV THD,

Table

7.4: D.USER.JOB 7 7 L A2 9% TSF Ao # 7 =— %

PRHE

ik

AHT =—A

Print (Z"U>/1)

Create

o 7747 L ’NPCOBEIRIT B 3LEZEIRL | 7V Z—R T A/ —O % EE i)
SERIZ TR B-E SRV T, [RF2 A N7 7 AV T2 T AT 2 MPC
MODOEI ST TR — VRSN T 7 AV E SR L, HI 25517
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BEnE BE | A HT=—R
Read | #{E LT, [PaZ K-V N[ TRIBATHO Va7 %8R
Modify [N/A
Delete |» #/E/ XL C, [FIRIH (R], F2E [T a7 R = [V N = [ TRIIE T O
Va7 bCreate B E TR Sz a7 2 I /HIFR
Scan (A% ) | Create o MFDDAF ¥ —2 =y MIJFfiZEy LT #8{E SRV T, [ 7 L AF
v, [E-Mail], F7=IX[FTP/Desktop]/ H A & AT
Read |o #:/E/ %L T, [PaZ K] -[AF v T —]= [ THRIET O a7 28R
Modify [N/A
Delete |o #/E/ SRV C, [Va7 R [AF v T —]=[THRIETHOT a7 1hb
Createf/E CIERS V=T a7 2 IR
Copy (=t"—) | Create s MFDD A v —2=v MIFfZ £y LT #81E/ SRV T, [T vay
—]. I [EE =] bar —&F T
Read o #{E LT, [PaZ K] -[Z VN[ TRIBATHO Va7 28R
Modify | N/A
Delete o " — 34714 | UG AR IA B HFUTHRIE ST, VYR, 23 [=E—F
1E]& 51T
o BVE SRV T, [FIRIFR IR], E2E [ a7 R = [V N = [ TR TR O
Va7 bCreate B E CIE Sz a7 2 ILIHIFR
Storage / Create |(fR{727)
retrieval ({&77/ e MEDDAF ¥ F —a2 =y MNIFEfZ By LT, #E LT, [T L AF
BOHL: F¥a PRI A ARIEL A ARE], TR 2 A b7 7Y 7]
AT AV S[AREAR —DICAF Y AARAFET D)VPOAF Y ARAFE FAT (LT, A
7) {E% Createff{ES1EME 53)
o 77 AV T EREZONIZREL T, A’ —, Fl3AF Y 2T (LUK
#R{E% Create B {ES2L IR 5%)
(BoHiLra>)
o BE XKL T, [N 2 A N7 7 AU 70 B Table 7.3 Triik L TUD
Storage/retrieval O Create {E CORIFSNI= 7 7 ANV L | [4<EIRI].
FIIX[ERE L Z L TR 2] BRI AT
o BE XKL T [N 2 A N7 7 AU 70 B Table 7.3 Triik L TUD
Storage/retrieval O Create(E CRAFIINTI= 7 7 AV Z IR L | [EE T D105
KEEFT
Read |(ff1F>a7)
o Createff{FS24 F24T14 . B IE/ SRV T, [Pa7 RO, 2 —kRpI[7V
R\ A2 YU B[ AR v =10 S[ TRIEIT T DOV a7 28R
(BoHLya7)
o BRVEANFOLT | [PaRBL D, EIRIRHZI[ 7V B BRI [ A v T ]2
ST HIFATHR DOV a7 %8R
Modify | N/A
Delete |({#1FTa7)

o Createf{ES1A4 T4 JRFRHE A BRI E SRV T [V By NE T

o Createfip{ES2%4 321714 . AF ¥ IfldScanva 7, =" — X Copya 7 d
Delete% 51T

B HLYa7)

o FIRISEATH4 BB "L, [HIRIHIE], E72iX a7 Ri] =7V N —
[THRIEITHR O a7 bCreate i E CIER Sz a7 & H IETHI B

o E(FFATIR  BAE SRV T, [Var R [AF v 1= [ TRIE TR DY
a7 1 bCreate B E CIES a7 & H ILHIFR

7.4 GBI EFG
ARENTTILEID, 6.2.4 iDL FIA BT Bk Z IR 45,
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FIA_AFL.1

BRAE SRV B L O Web ~<—7716 TOE Z#E, £72137 747 ' F PCINGT Vo 2 —RTA/3—% 4L
tEﬂ)ﬁ]lJ%fS%ﬁ@“éﬁ"r ZELRENDFNE AT —REREEIZIB W T, ke L T 3 [BRRARIZ R L7556

PREZ A 245 1, TR DLRIHE SAT —N2ay 735, oy Z7)bORREEEHAS 5 /7 3ET U, B
@jﬂ/j ;H/?%ﬁ#ﬁ%\ 'j—fcﬁbt) [ NE%H&E@;&%7JTL/TWLH 1*75)1"_‘_&1%“7‘_% 7§ FOTE Fﬁ'j—g) Z'K
BRI EBREREIZ D 23 S5,

AREMICBIT5 TSE AL 72— AT, L FIORTEBYTHS,

o HEVE/ SRILIWeh ~— U0 o — Y —ZREEH [ TS A B E
e MFD D7V H—RFGA R — A2 A— L STV PC S EMZ AT

FIA_ATD.1

TSF X, FIHBE T A4 MR V—T DR B BIEE TR, HEFFT DN TED,
HLADMEIRZ N —F LT, B FLEHER (Admin) B O —H —HE[R (User) &) oD I L —7F
ZFFH | %% UADMIN LT UNORMAL (ZHH Y §5, AIADHERRY N — T % A FTITHIBR T 52
EIXTERR,

TAUTHNZ, EEE LB INOMERY NV —T 2 AER AT RE T D, MERRY N—T %A T 2R, fiAD =
— W —HEREET LELT, %@11%0)% DEHIRTED,

%\*Uﬂﬂ%‘%ﬁ%i‘%lﬁﬂ N—=TIZRINGTHZE, BEON MR NV —T AR, B2, £THIBRT DL
L EEEZT fa%é

AREEIZ E@?‘é TSF A 27 = —R %, LRI R LB THS,

o BE SRV OFKETE—RMWeb _—T T, [2—W —FH] - [7 7 B AH#E E] MRS V—77
DHEMRS N —TFZAEIE, £-137 V—7 % T AT EIC R T

o H{F/ SRV DFRET—R/Meb =T, [P —FH] > [ — P — L E] > [ —F —UAN»H=
— W —E X EMNEIE

FIA PMG_EXT.1

TSF (XHHR B BB BRI S AT —R OBk, B L OGRS SR & OFH# /AT —R

ODZEEM?&%E!&*& BERFD, ZOELE, TIVT 7y hDRICF, /INCF- BF . BEOFER ST (17,

“@”, “#, %7, A QY R () BT e) MDIRDNAT —RDIHE T ANIND,

ﬁ%ﬁﬁb:%@?‘é TSF AL 27 = —A%, L FILRT LB THD,

o BE RNV DREE—F/MWeb ~— T, [2— P —EFH]>[2— Y =R E] > [ —F —UANNrH2
— W —E X ERMEIE

B/ NVSAT =R E i, MLEIAAE BRI 15 U7 EICERERIRE TH D,

AREMRZETA TSF AL 47 2 — A%, L FICRTEBYThHS,

o BE RN D TET—RMeb _X— T, [ AT LR E]=[EX 2V TAHE] [/ SRV —RDZEE])»
Sfc/NRAT —REZ A

FIA_UAU.1/FIA_UID.1

TSF 1Z, #/E RV B Web ~X—035 TOE ZffE, £72137 747 8 PC bV H—RT A
—Z N UT-FIRN A T35, WA &5 ORI & OB FEGEE1T,

TSF 1%, LA T D 2 ORI xR —~ 5,

o NERERAE T TOE AR B GRS T AR A H AT+ 5385 2, FIch/2,

L] Z/]\U 7nL¢ nEjiJ(: %J‘BO) LDAP 3 Bt DLTZ'H“—/\“— _%ﬁfiéﬂ"(‘b \5*IJHEJ%‘I‘ %&%*ljﬂqﬂqéuu qui
R, BEE OBREIZLY, ARNESh % T Al HE,

BE AL B IO Web ~—0 5 TOE Z#E9 58554 TSF 13X TOE O#AEEFF vl 3 2RNIFIHE

Dﬁfl'/% *IJ%%‘/\XU FEBEIOEE pﬁf‘ﬁ@)\ﬁ%g*ﬁ“éo Aty DE% X, Z/]\U T uﬁﬁﬁb’ﬁ%j

A% TOE BAIRKND I, R NI — 73 RN A RO H4 1% TOE RANIB L O TOE (12 ﬁén
Tb\é LDAP ZRAET — =B3R5, ASIS7=F ﬁﬁ%m& AL B BLOFIHE SAT—RIA, i
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RENTREECITB BRI T DRI G EA BT AT LA TIRINTFR uﬁf‘ﬁf MRET 5, 72720
ATENTRRERT A4 TOE DMIALEHE (admin) THHEA L. FREEEICEHH T, TOE
AR GRS N CODRIA R E S HEA BT HZ L% TOE K%Wﬂ‘ﬁuiﬂ“é FREEDRE J, X
FRSNTCWBRI A REGE LTS E O, TSF Xk niEézhijl FE LWL, ZOF| 3 H3ET
BT DHERR N—T 12 HD5E TOE OAEEFFA] 35, 72721, RAIESEDS LDAP GRGEY—/X—"T, k5l
PRRES V=R ITHERR Y L — 7 3B S THR T WA, —XFI#E (UNORMAL) DO#ipH
T TOE D#EAFELFF A3 %,
IIAT N PC STV B —RTANR—% A LIZHE ST 286, TSF X7V Z—RTA /83—
LET =2 TV —RTAN—OREMEH CANSNI-RHE T A4 BLOFIHE SR
U —ROIEHREZAET D, ZIELIFIRAE T A4 BLOFIHE AT =R, 1o " —Z38GE K
IEZN DG 1T TOE ARMRNITB SRS CO DRI HETF I EA BT 52 8% TOE RIKNT, Fv b —
IRBFES RNE DG ENTT 7 4 VN EI B ES VTS LDAP ME#~/\~ IEFESNTND
FIREEREAS ST HE% LDAP mﬁﬁwwﬂﬁum% [ PN (= Byt | 2 E 2= 7 7 2
TOE DHLAAE B (admin) THLHGAE L. Xy b —IFRGEH XOANIENIZEHHT, TOE K
RPNIZ B GRS T \5@:&\&@@%%%&&/\&@% L% TOE AR THEET 5, MAEDREF, B ok
SN TOARIHEHEREABELIZSEA DI, TSF TG LT 30ET — 2 ik RS - A & 12 XD
BASNTFIRF T — 2 LRl TOE RERNITHEANT 5, 2SN OGE | TSFIZZE LI ET
— &% TOE ARIKMITHAIE T, EEEEEICIEES D,
WP ORI T REITIA L F T = — AR T, ik BREESNARNCF A SND T 7 a3
AR
AR TD TSE A #7 =—A L, LA FITRTEBYTHS,
o B/ SR LIWeh N— D 2 — Y — BRI [ TR A R E
o MFD D7V B —RFA R —=PNA L A= /L EFL TS PC S EIRIIZ AT

FIA_UAU.7

BB ARV TORRRERA TR, AU/ SAT— RO L LRI DT AZY A (EI i na%) ERTTD
IR ADUTESCFATFIRLAR N,

Web ~_—TOFE nftfhﬁﬂ# T ITAT UMK L RAT —RIE D AN &248E T 5, 2t 77947
~D Web 7 7% —Zxt L, FIFHE DA U= LT o R T 0 X572 A Clame T2 B3R 35,

KRB TS TSF A 27 = — A%, PLTFIORT LRI THS,
o E/ L /Web ~2— 0D — Y — L E [ TS AL RAE

FIA_USB.1

TSF 3B ARSI SR B ZREL . FIHF 0T 4 MRS v —T7 ORI EEz Y
TV MNIBE ST,

AREHIZEI TS TSF AL X7 =— AL LLFIRTEBYTHS,
o F{E/ S ILIWeb ~— 0D o —F —FRFE TS A

75 XU &R
AETIEEIC, 6.2.5 HiDME FMT BRI 2 BRI A 3T 15,

FMT_MOF.1

TSF I3 LA T OB BFEREIZ DWW T #BIRRRES AL B R O T A7 AT 35,
o fENIEWMEL AN T —ZOHIHUE (Initialize Private Data / Data in Machine)
RELRZBIT D TSF A 27 2 —A%, L IR TR THD

o BERFNDOERETET—RT, [V AT LRE]>[EX 2V T A% E] = [ENE W OAENT —HZ D))
b pRSY oL K g k0
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FMT_MSA.1

TSF L, B H OWHERY V—T7 %MW DR | fkAIFRAES V-2 TONEREEAER HF [ f k7

Do

REHIZEETA TSF A 27 =— AL, L FITRTEBYTHS,

o BE IV DOFEEET—RMWeb X— T, [2—F —FH] > [2—V =& E] > [2—V —VAN»LH
FOa—W—%ZH\Waibt

TSF %, WEFRGER A ORI #E RS A2 BLOMER S V—T Bk, B BLOHIRI HHEHE

H & LSO N ERFERER & OMER Y L —7 % VBB iR | kB FRRES - B L D Fxl _i‘m

9425, 7283, {’EEJZTZ)’S‘&% X RRRIER A 2 F B BT D IREIC O AR fies i, HIBR T 2H46E

BERS - NESFRRER B 2 HIBR T 2RO 2 fitE s,

ARBEAEIZEI T2 TSE Ao 27 2 — AL, L FICRTEBYThHS,

o BE NNV OFKEE—RMWeb X—T T, [2— P —FH]>[2—PF —FE]>[2—F —UAN»DL
— W — 2B ERME TEIR VA I

FMT_MSA.3

TSF 1. WNERRERER] B 2 0 I8 ek 32D 0E, AT EHERR Y /v — 7 O HIHEZ User 37205
U.NORMAL &35,

KRBEMEIZBE T2 TSF AL ¥ 7 2 — A, L FICRT LBV ThHA,

o B E RNV DKETE—RMWeb X—T T, [2—P —FH]>[2—P —RE]>[2— —VAN»DLL
— I —E Ak

TSF i, FIHE T — 2247 D0, TN EER LR HEORB#HE s A 452 M H#HT — 2 DT

AHEIEHROHEELL THIV Y TD,

ARHIZBI T2 TSF A2 27 =—Al%, FDP_ACC.1/FDP_ACF.1 ® TSF AL X7 =—A|ZHEL S,

FMT_MTD.1

TSF 1%, B & ORI/ SAT — R & 28 T J 58 B EER | ik BIFRRES = & COWERERER & ([2ie

92,

AREHIZEI TS TSF AL X7 =— AL LI RTEBYTHS,

o BAE IV DBRIEET—FWeb ~—T T, [ =Y —FH]>[2—V = E] > [=— YV —VAN»EH
HDOa—Y—%EE

TSF 1%, WERFERER|AEZ OFIHE SR —R BB L OHIBR T 2882 L . B & LIS O NERFEEEF A

FHORFERAT — R 2B BT 58 BRERE 2 B L O AR5, 7035 (BRI DREREI TN SRR

%IJFH%%%H% TR T DO ARSI B FR T AR RE I B R ST NS ER AR F 3 2 g D
D HERAEEIND,

AREMEIZES A TSF AL 27 =— A 3. L ISR TEBVTHS,

o HENRFNLDOEREET—R/MWeb ~—V T, [2—F —FH] - [2—V —RE] > [2——VARN»D2
— BB G ME LR

TSF X, ERRISNA, LT D TSF 7 — 2% E B9 HHRE 2 B EE O AR L35,

o I/ WIAT—RE (2 X HLAAE B O T HEfk

o FRBIGEFE T (24%)

o H I ()

o L LG (RIWEbEIUE)

o HEha /7R (R VBB /EhZE)

o TRLAIME (EERICZSIHIRER)

o FBEE— N —ERE BRI EIFR)

o IP TRLARE (E)

o A— LEEY— —HE (VA bhE/E)
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o AFx v S —HilHll7 7 —LU=T (HK)

o VUL T 7 — 20 =T (BE)

e MFD A&{&D Boot FiliHIZATOARMKEIEH 77— L7 =7 (HZE)

® MFD AARD A L HHZATOARIKHIEH 7 7 — 20 =T (HE)
AR TBIT A TSF A #7x— A%, Table 7.5 [Z T80 Th D,

Table 7.5: FMT_MTD.1 (ZB9% TSF AL ¥ 7= — A

B e (BT z—A
B/ NSAT —REDZEE o BE SOV DR EET—RIWeb X — T, [V AT LR E]~[EFX=2VT

HRIE] [ SAT =R D E RS/ N SAT — R EA BT

e FRRE ST DA

o BB SRV DR IET—FIWeb2— T, [V AT L% E]— [FRiFR E]
W DRRGE e E A A E

H AL DR E « R SRV OBGETE —RWeb~— T, [Z AT L]~ Bl iE]
—[7 NAZGRE] [ B AR E]D D B Rf A% E

BEgi 1 e E 5 DR E o BIESFAVOFRIEE—RIWebX— T, [VAT LK E] = [EX=UT
SURE [T | = [AN — VA E R E SR e a i

HEa s 7y R OB E | T;%{’E/\"Z‘:/lx@?x’“ﬁ%*—F‘/\‘Neb/\";—“/\‘f‘\ [ AT LR E] > [FRAEX E]

T SR b E B TN A R
FRL AMEDE R o VB SFVT, [T RV AR D HT BB Sk MR M bR A 524 T
e Web2— T, [7RLRIE]>[7 R L AN S B BUR SRR A R % 52

T

SO — S — DT o HE SRV DR TET—R/MWeb2— T, [ AT LR E] = [ T —
7 &% €]~ [LDAPEX FE]) HLDAPFRGEY — /N —Z B Gk ME IE/HI bR

IP 7RL ZDRE o BB SRV DR ETE—RMWeb X — T, [ AT LK E] > [Rv kT —
IBRE A H—T = — AR EOIPVAA R E

R LE(E e | BRSOV ORREE —FWeb X — T, [ AT LFRE] > [RyhY —
IR E [V —E A E]D[SMTPIX 7 DDk iE

Ay —HilfH 7 7 — AT

T DOFH

TV T 7 — =T

DT

MFD Ak Boot §ilifiz47 |* BIESFADOA T TV AHET—R~BITL, 77 =LV =T T V7T

AN T 7 — 270 | THEFAT

EE]

MFD AARD AL Al EAT

IARMRHIE 7 7 — L= T D

EE]

FMT_SMF.1

TSF X, AT OE B REA 1R IL 375,

o NHEIRRAER 3 DB S/ R

o NIERRERI A ORI HE SAT =KD
o NETREAERIHE ORI HE R AL 4 DER
o PBERGERI A OMEBRY N —T DT

o Bitin/ MBS DORIE

o /AT —NRDEH
o BIFGE T DAL

o FEfRZ N —T DR

o HAFIFZI DR TE

o HElhn 7 MR DR E
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o fE NAF WL AN T — X OFTHU LD EH)

o 7 RL AMREDEBR

o FHAE T — N —DRRE

o IP 7RLADHE

o A= VIEFH =N —DRIE

o Jr— AT DOHH

R 2 TSF A2 %7 = — A%, Table 7.6 |- 7BV THD,

Table 7.6: FMT_SMF.1 (B892 TSF /> 47 =—2A

B P RE AR T —A
PNEREREEFI 2 OBEEM] o BAE SR DB ET—RMebN— T, [2—F—F ][ ——&
55 B[ —V —UARND—H — 5B EGR/HI R
WITRRAERIFHE ORI HE o BE SRV OB EET—RWebX— T, [2—H —FH] > [ —H —F
NAT—ROLEH El= [ =Y VAN S2—P—2EE
NSRRI B OF FE o BE SR L OB EE—RIWeb R —C, [2—F — & H] > [ —F —&%
TA DR Bl [ —Y —UANPD—H —ZEIE
NEBEREEFI I OMEIRY o BAE SV DR EE—R/Web 2 — T, [2— W — & B > [2—HF—&
J—T DI H E]= [ — P —UANS 22— — % EIE
B RAT—REOEE o FMT_MTD.ADTSFAL 47 = — A2 HEL D
AR DT e FMT_MTD.1OTSFAL4Z7 = —AIZHEL S
MERRZ N — 7 D& PR o HVE SRV DR TET—RWeb2— T, [—H —FH]—[7 7 A

R E = [MEFR Y NV —T VP DMER T N—T BB GFME I, FT213 7 v —
7% TG AHEIC R

A ASHRFZ DR E o FMT_MTD.1DOTSFA L X7 = —AZHEL D

B u /KB RO E o FMT_MTD.1DTSFA L X7 = —AZHEL D

HEhaZ 77N ORE o FMT_MTD.ADTSFAL 47 = — R ZHEL S

A NAE RS AN T — o FMT_MOF1DTSFA L Z7 = —AIZHEL D

2O EO KL E)

TRL AR B o FMT_MTD.1OTSFAL ¥ 7 = —R|IZHEL D
PRRE— R — DR E e FMT_MTD.1DTSFA L X7 =— A ZHEL D
IP7RL ZDEHIE o FMT_MTD.1OTSFAL ¥ 7 = —AIZHEL D
A=)V EH— R —DFRIE p FMT_MTD.ADTSFA L H 7 = —AIZHEL D
T =TT DEH e FMT_MTD.1DTSFAL ¥ 7 = —A|ZHEL S

728, TSF IZAR — UG S b B9 2B B RE AR L L 72 AR — B S kIXH I T b036
Thd,

FMT_SMR.1

TSF 1%, #%#] (roles) (ZREL . HERRZ /L —" (authority groups) OREREZFF>, ZOREREIZID, LT D

COoODEEIEMERTT 52 LN TED,

e U.ADMIN role (‘& EE#& %] / administratrative role): & EEE L LT, A TOE OtEX=VT7 i E x4
R TDRE S A FEOEE, HEFRY L —7 U.ADMIN (X2 O&EENZBIE A T HivD,

e U.NORMAL role (FE& P& E] | non-administratrative role): —f&FIHEEL T, AF I+ 24
BERED — IO A TSI E], HEFRZ v —7 UNORMAL 132 DR ENZ B E T DD,

BRI RAE MR V—T 128 S THZEE, FMT_MSA.LIZXY, BELE T FIZARETH D,
ARB TR TSF A X7 =—AZ, FMT_MSA.1 D TSF A2 Z7 = —A|ZHEL D,

7.6 TSF Oif-#
AREITILEIC, 6.2.6 BiDMZE FPT BRI+ BRIk Z IR 45,
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FPT_SKP_EXT.1

TSF 1, X CHLEERT 5% - SC TR IEATY —1 ITRAFT 208, BEE 2 52 COR A
B OR Si At A T 7O ORSFEATRALL Qv F2, RHEEREMEATY — L3R B M
FHFENTNDTZD, BN LIT AR AIRETH D,

TSF 1%, Xt THHARN — U HEA N 58 T 5L L CREFRMEAEY —2 IZ0R1FL . TOE DFEJR
ON FFZZ DR H LS A N — V8 A i A (1 L CHERS 58 CIE 5 LI E LD AR — U A R ME A
FV—IRFTD0, BEHEZE L2 TOR B IZZNOARN — Vi E Tt A T 72O OFREZ R L
TWRW, Fz, XD ARN —VH TR CHRs LTk FES LD,

TSF X, X #rdds O MAC $#% 5 To e oa A U CHUBMEATY — IR 79208, BELE A G T
RTORHZ IO a @ HEA T 72O OB REZ AR HEL TRV, Fo, 2Ot a ST EIRWT
TR L CHEESND,

TSF (X, TLS #E~T O TA X — Mgz AN — Vg Tl 5L L TNEARN — IR IF L, TOE OEJR
ON FEZZDORF 5L SN T TA_— it A Ft A L CAN — VU CHE 5 LT LD T T A — N
FERMEATY —RAFT D0, BHEHEEZE L2 CORHAEICINDT TAR—MlEE A H T 720 Ok
HEZTRALL T, Fi2, SEXDO T T AR — MR T EJR W TS L CiEES D,

FPT _STM.1

TSF i%. FAU_GEN.1/FAU_GEN.2 T/RLIZBE AR R A R M n 7 L CRtdk 3 DF%, TOE DT A
F RTINS A DNAR T 5 FATT 5,

ARB TR TSF A #7 =— A%, FAU_GEN.1/FAU_GEN.2 ® TSF AL 47 =—AIZHEL D,

FPT_TST EXT.1

TSF |%, TOE EZEIFICLL F O H &7 AT,

o TUIRE—JRD VAT A ES D3IEL TUWVRWZ L2 ARFET 72 | ELECAE R I L OELEGHE
IR LA IR U FEAT T 528 T 4096 By FOELE AT A ST | SRS T E DRFINIZTE T35
ZE R LRy MEORSAFTEDOBELL T ThirZl, BLOHELE Y MEDRY I HTEDFF
REPHEABZ RN EE TR T D,

e DRBG D~V A7 A NIST SP 800-90A [Z45-D% | Instantiate. Generate 337" Reseed D#EREIZD
WCBERIET ANEA T,
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CM Configuration Management
CPU Central Processing Unit
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