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No. Function Definition

1 | 7V MEkfE FIAHZEH LAN #H CTE 7 3XE% TOE ([ — KR 7L, FIRI3 2888,
IIAT R PC OFTVEZRTANR—ELLIE WC 235, BRE& 7V MRy 7 AT
BT LEL—HRETED, £72. WC 5/ AU—Ri; 5k PDF Ry 7 A~
T EE —WRTFTED, FIRE DB 05— R A7 LT - SCE O]
Rl&EFEITUGE . 72481 CEIE TOE 2 OHIBRSD,
2 | AFxvoHRE FIAEIZ LD BB SR BLOEEIZ L > T CEEZ AR v T A0, &
F-SCEICEHL T, 2412 (E-mail, WebDAV, SMB) 45 HHE,
3 | = —Hkae FIAZ LD EE S FINEDOBRIEICE > T L EE AR YT THAR- T,
Bt B T i A4 G FN R 2 B RE.
4 | 77U AMRE 1T 77T abhaVE VT, AR EFEEFR A (PSTN) 2 L CaE
ZIEZAE T HIHRE,
<7 7 I ARG HERE
BAE SRR DDRGE AR EL  BMCEE AT Y TR I, B CFICA
LT FRE LTINS 7 7 7 AT T DHERE, #AE S s AR 7 AR
TSN TCWDEFLEET 77 ARETIHIELTED,
T I ARG HRE
ST 77 AN EERR R E L CE T UEEZ R T O,
5 | CEORFEEVHULERE | ARy A BEHIAEVZERY A NSAT—REE 5t PDF Ay 7 AICET X
BERAE B UITRAF U E 7 30E R B 3 H e,
AR Y 7 AZH LT, HOCEE AR v CRi A Y, B SCEICE WL TRIT,
AT PC DTV ZRTAN—H LT WC DB LEERTE. 777 A%
BEICES> TZELIZ Fa— N &7 7/ AEERTTED, W ATVZIER Y2
AIZHLT, 77 7 ABREIC K > CRAB LT 7 7 Y ASCERARF CTED, /SAT—K
K51t PDF Ry 7 AZKL T, 2947 b PC O WC 0O E - LEERFTE
Do
TENAR > 7 AN ARTF SN TB A SCEIE, BB SR D BHIR, SMTP 3 —/ 38—
/WebDAV H#—/3—/SMB % — —~DT77ANV%lE, 777 23%E, WC 25
SMTP #—/3—/WebDAV #—/X—/SMB H#—_R—~DT7 7 A VEF, X
0 —RNCED, MK ATV ZER Y7 ARAFS NI E T CEIT, BIE S d
HEH, WC MnbF T a—RNTED, SRV —RE5{ PDF Ry 7 AR AFS
NToETSCET, BB SR AR Y I ASDRFENTED,
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1.4.2.2. %21 T 1 ##e
LIz, TOE O&F U7 oHfe% 5tk 975,

AR — VT RA R EDOREEAVIZES T 5HREIT. TOE 232207 BRI E TR0,

Table 1-5 TOE O&X=V T 1#HE

Function

Definition

R R RIERE RE

TOE ZFIALIHETHE DT AIFIAE CHLZ LR AE D DIF LIz AR
RETE WA S TIRGEL . 37 IR A LI ST E 72171 TOE O A5l
THERE, ATV ZER I ANT 78 AT HEE (T 77 A% 555 . FIH
FOFANZEEITINZ, BREIATVZAER Y 7 A RRAT —RIZLHFGES FE i 975,
AT UL TOE B & AN FRAEE A TH AR AR EE B FEGE T EAMH DOFRFEY —
N—Z T BN — N —FBAE T 3B B, AEEEIITLL T OREREN & £
N5,

< BT L7 BRAIE R BB AN R MBI E L T2 5 B LSRRI 5 1 - B FERE

BT AU, AJT T2/ RAT —R eI — T CTE R T DIERE

SAT RO WE T DO IE B N TORELZR/INV AT —RED
GBI LT SAT — R0 B 4k DRk RE

TRBIFRAES NIz — W — DR VEN — BRI (F BB D3RR E LR eu)
LA, DRy a BT AR

77 AR RE

TOE WNOLREEEICKIL, FF ISR E DO BIT 7 AAREL/2 D 51T,
TR PEA~DT 72 A%l R 3 DI HE,

LAN LETOBEPIC, T —FEENT V7 EATERWIDITT D0 5T 28
BB, 7 —ZWE S OB VEL, EFRANCERGRS N 57 L TVR LD AL
DERFES D,

e {5 FUE S RE

LAN FIHRHZRY N —7 EOBEBEIC LD IR\ EP L3 2868, 2747
>R PC, SMTP #—/3— AEFEEES— 38—, DNS $—— n /i —3—
WebDAV #—/3N—_ SMB #—/3\—& TOE OMDEET —#& 5325,
3. R IC L > TRy b —7 LERND IR A FEE R B LT DL TR
T 5,

BE RO ERE D TITh N D Z LA RTET DI%EE,

TR =aDT B RKAE

R EREE e CRREFS N % FRE (U ADMIN) O £ 81 25 > F| 1 & D 223
TOE O U7 (HEEEICBI 9254 E ., S IRMBAIHE THD T LA RFET DAL,

B AP AE

TOE O fBLOEx 207 (1Bl 5 H % (LT, BAEESLD) Onrs
B s L b I B 1y — 4 LU Rt HHRE, 07 7 AV, R
ISR TS — AR E SN, B Y ST BT
x5,

IR e

TOE O77—ALU =7 777 — et d 5001, Ty 7T —hMRO7 77—
V=7 OHEIFWERFEL, THREROL DO THLZ L AR T ATy 7T
—MM&RE), TOE OIEFA MR H I E72 S5 12 J0 P S 72 W2 RAET 5
7= OREE(H O 7 AMEEE).

FAX 43 BlHgAE

TOE ©7 77 A I/F 33, PSTN & LAN DT —% - 7 Vo V% LR HI I E
RIRNZ LT ARFET DHERE,
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1.4.3. FHEE

AR ST THEMATLIHFHEOEREERT D,

Table 1-6 A&

Designation Definition

iy BFLET, LFOCHERE DG REE LI ET 2 Tho,

HOCE G, ORI E DR AR MU R D L TH D,

ErECE PRAEET L Dx5: 722 (Storage and retrieval (XD IED G2 L70%) FE+3C
EN

777 AE 777 AEREIC IV AREIRAE N U THNEL 7 7 7 AL IERAZ T 5 0E,

vars N Ra b —EEEICEN SN CELER S A, B—O/RE X 2 7% 1 AL E
DXEZNHTE D,

WC Web Connection, 7 741 7+ b PC ® Web 77 U4 % LT TOE Z#/ET 2
HEHE, A V27 = — A,

(DA V2 TOE # 8T 272 DFHay ha— T (A, & v FRRVRET 4 A7

LA TR S D,

2FpFa=y b

TOE THXENLHF, GTHERAHAHARY , EF7 —
A

ST B 12 DTS

o

TV Fa=y b

TOE CHIRAICER I N EGT — % 2RI 1327314 2,

flfi=> tr—Fa2=y}

TOE % il 3 % 2,

Ty —hU=xT TOE Z#liHl+25Y 7+ =7,

CPU HH o R LB

RAM TEEMEE S L TR SN 2R AT Y,

SPI Flash TOE OEIEARTE T 2 TSF 7 — ¥ BRAFE SN D B AR P 22 R HRE A £ Y,

SSD 256GB OB AR R ZFEER, 77 —2 v =7, B0y U —
TNHEDT I RBACKTHLV ARV AETCRRTHT-OOEKESTET —F .
TOE O EMT — 4, BLXEN 7 7 A VE LTRIFEND,

Ethernet I/F TOE & LAN % #ifi 4 27-0DA % 7 = —Z, 10BASE-T, 100BASE-TX,
Gigabit Ethernet # %K — h 35,

USBI/F TOE & USB 7 /31 A& i 9 D120 DA 4T = — A,

RS-232C I/F D-sub9 B> & LT, TOE ~3 U T AERT HZ LN TEDHA v E T2 — R,
TOE MR —E A~ U RN A T F o AERE T T 2,

SMB %15 Ax ¥ LT —4% TOE WILIRFSN TV LEFLEREE, avPa—
B —TWR DT 7 ANMIERL T, A Ea—F =0 —N—DIF 7 L4
— 55T B HhE,

WebDAV %(E AX ¥ L7eT—4#% TOE WIZRFSNTWAETFLHEREE, arta—
B —TRZ DT 7 A ML L T WebDAV H— "—(ZT v 71— T HHHE,
07— N—n SRET DG LERT S,

Ry 7 A 7Y v MERE. 77 7 ABERE. CEOMRAE L EY H LEEREIZ IV T, FIAE ST

EBF RN MAEY g 75 —Z % TOE \[CHMET HHERE, AL, REE& 7Y

VR 7 A SAT— R L PDF Ry 7 X, BHIAEVSZERY 7 2l
ARy 7 ARFFATE 5,
EE& TV PRy T R —ZFIREN, 7 F7AT L P PCOTV U HRTAR— L LT WC BT

U » MERER FAT LTcke, B XEN—RRFSN D, —BRFIHE L, BIEAS
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Designation Definition

RN D —RRFE S NI BT LEOHIRIZFATS 2 2 LN TE D,

NAT— R 51t PDF R | —FIHEN. 7 547 F PCOWC 5320 — R TR Bk & 77- PDF @

V7 A FIR S U< IIPRAFZ FAT L7cRy, B 3CED —RRFES D, —BFAIHHE T,
BRI D —RHRFE SN B CEOHR S L3R FEFATTH I LN
TE %,

ATV ZER Y 7 A Ty ALV ZEFE L F a— RBRESNTWRWT 7 7 AEE T
T 5, EEREDEE A €Y ZEHE CTHEEI AT Y ZEEEDRE LIZHEI
FIATE CERTITANRE SN TWD), £z, BEEE D HH A TV ZER
ECHELEBEATYZERY 7 AR — RCR#EIND, ME AT %
FEARY 7 ANRAT = REM>TWAH—FIHEIX. BESxLve s 7470 b
PCOWC oG, 77 7 AXEEZRY T ENTEX S,

EAR v 7 Z —FIREDR, BEDPFATLMAR Y 7 26 L, BB, 7747
FPCOTY L Z RTAN— LT WCHOEFLELRIFTED, 77
JABRICEVZEFE LY a 7ICF a— FRBRESNLTWDLHE. IBESN
ARy 7 2T 7 7 AL EERAFT D, —BFITEN. BEDFHT DM A
ANy 7 At L, BERxN, 2T54T7 2 F PCOWC HEFICHEELTY H
5,

Ty ABRICEVZFE LI F a— FRfRESNTZ T 7 7 AEEBARN Y 7
ANRET DHEEE, AR v 7 ZOFTHEE TH 5 —fRFIE & EFEAED, BA
Ry 7 AEANER) L BURZAEMSAY — R ETE b,

B

i)

Fa—F SUB 7 RLALE(E ID THERRS D, BUBRZEDN AR E SN TO S AR
v 7 AT 7 7 ZEETHERTIE, BEEBAR Y 7 A DR S & BIRZEM
NAY—R%F a— RO SUB7RLAEEFID & LTANT S,

P& 0 7 A FEATRE, FIABICEEMNT 5N DX =2 VT ¢ BEo&E], TOE 121X,
— R & (UNORMAL), EHE(UADMIN)OEEIRH 5.

— %A & —i%FIH#E (U.NORMAL) & L CTOEDFIM Z# T Sn-FHE, FIMEN~

(U.NORMAL) — =, 2= T— R FEEHERL L TR S VIR LI, —
A AE (U NORMAL) L CGRBIEN S, o — W —Iljif Tt ARe 4 FI T
%2,

EHE FHE(UADMIN)E LT TOE OFIAZFFAI S -FAE, TOE OEHEIC

(U.ADMIN) X, B A HEOBENIEY 22—V —EFHE(U.USER_ADMIN) Lt /L b A
VEMF (U.BUILTIN_ADMIN) 3%, HHAEm TRt 22X 2V T 4
TR EFHTE B,

o FIHAFER—F =4 22— — R —F | FHEHERHY TrI A AL

(U.USER_ADMIN) M, o——FHE (U USER_ADMIN) L LTRSS LS.

BV b A EEE BEFENAT— NEMAFAE, FAZENEEE AT —RTrI A ATRPILTZ

(U.BUILTIN_ADMIN) i, L A (U.BUILTIN_ADMIN) & LGRSl S,

H—t 2w P RANRRT — REMBFHE, FIHER P —ERARRT—RTrZ A Z

R L7y, Hh— e R i TR S D HEEEZ R TE 5, TOE ORES ~ T
TNRNIE T R— T2,

User ID TOENFIMH 2R 280+, FIHER e 74 S LzGa. FIRER
P& LCHEMT oD, —EAAE, 2—F—EFREDRE, 2 — V&R
BEREDBEREFE SR EIV Y THND, BN M UEEEIT, HHOBEESE
DY¥THND,
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Designation Definition
=7 VG FREDLIL T oo VRS GRBIGEIEZ FATL, S BIFRREIZ R B LI &
TOEZFIH ATREZIRARIZ D2 L, #fE kL, WC, TV ZRTGAN—=0BFATT
x5,
a——4 —WFIHE, 22— —FHEN, v A VR LTy L ELTANITD

W, ARIEEEIEOSH A, TOEF2—V—41 X » CRIAZE N Bk —V
= E D MEFHIT 5, VB EERE T RFIAE LB T DBRICRE L.
DIBRIZZERE TE 720,

0y A NAT— R BN, n 7 A PRHZZ LT v x b LTANT 2320 — K, RifEE
%}‘dgﬁ@i}%/ﬁ\\ TOEbi\:’ 7’]) VINA 7 — I\&:J:O—(*IJFH%%%E?E'&E)O :-‘—‘"j‘—
NAT— R, FHEENSZT =R, y—EANRT—=FEH 5,

P NAT— AR DR S A L NAT— K, AREBRBEOS D, BEE T2 —F—
B T MR BRI 2 — P R T — RERETE B, —IRFBEIL. B
HOa— P RRAT— KR EETE 5,

IEPRE X2 T — B A UERE OO T A R AT— R, TOEHFEF L, fTE0EHE AT
— RRRESINTEY  TOEHKERIZENL M VEBENYIHENOET T 5,
DR, BHENEELTE S,

P—ERANRRT— R - RO T A U NAT— R,

—RER A IR EEREP A MNEOTOEDRIM 45 1T 2R, EHEIT, = — Y —EH%
HEIC R TSR S 117 User IDFRIC —IFF S L DFRE & iRBRA TE 5, —IeF)
AFE L BARE ST User IDZFF> - RFIAER 0 7 A L 2 FITLTZHE.
TOEZ BT 1 7= R FH B 2 T 2720 LU FIRFE 1T 7 1 TR L,
TOEZFIATE 220,

B IR HEMR EHE DR I E BB COTOEDR & 7F vl ¢ DH%RE, EHE L.
2 — VP —EHERICB WV TRE Iz User IDfICEHEHEROKE & 7R
T& 5, BEHEMERNFRE SN User IDE oA HENEEEHERSH Y T
07 A IR LG, BEEEE CTOEZRIH X 5, BHEHRIRE
ShTWianUser IDZFFO— M MAENEHAEHRS Y T /A U E2FITL
7e% 6. TOEIZBIEM T - FIHFRIEAKIET 5720, ZUFHE IR 71
IR L, TOEZFIH TX /ey,

BERE IR B SR ORI AT RE /B RE & I IR 9~ D ERE, EELE 1L, 22—
BHREIC BV TR S SN 7o User IDFICHEBERI IR D% TE & ARBRAS T X 2, HEREM
IRASEE S iz User IDZFio>—fRFIHE DR 1 7 A > 2FAT LI2HH . TOEIR
FIAZHIR S NIZEREDOULEZ HERR S L  IFTHERTRE TR R T 5720, il
PRI OBEREZ R TE 7220,

Copyright ©2020 KONICA MINOLTA, INC., All Rights Reserved
15/ 72



KONICA MINOLTA bizhub 7501 with FK-514, DEVELOP ineo 7501 with FK-514, Sindoh NS8OS/MF7123 with FK-514
LF YT B

2. Conformance Claims

2.1. CC Conformance Claims

A ST 1%, LLF® Common Criteria (LLE, CC L384) I &1 5,

CC version : Version 3.1 Release 5
CC Part 2 (CCMB-2017-04-002) extended, CC Part 3 (CCMB-2017-04-

CC conformance
003) conformant

2.2. PP Claim

A ST 1. LL T PP, Errata (259 5,

PP Name :  Protection Profile for Hardcopy Devices
PP Version ¢ 1.0 dated September 10, 2015
Errata ¢ Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

2.3. PP Conformance Rationale

PP NERTHLLFOSMEE L, PP OE K@Y [Exact Conformance | THh5, D7z, TOE fEj1x PP &
—HEL T\,
+ Required Uses
Printing, Scanning, Copying, Network communications, Administration
+ Conditionally Mandatory Uses
PSTN faxing, Storage and retrieval

+ Optional Uses
L
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3. Security Problem Definition

3.1. Users

TOE OHMMAH L, LLF OIS,

Table 3-1 User Categories

£ PR Dag L B

—FI —FI AP — SR — R CEREREES 7 R
(U.NORMAL) (UNORMAL) &, — A H#E (U NORAML) D#&E| 2o,

. (=gt BEHFIZL o CEEFHERE M SSh, 2 —V 4, =2—
a—Y—EEHE .. o I
(U.USER. ADMIN) (U.ADMIN) W= 2T — R FHFEHERS D CTHBIFEES LR A

- ¥, HHE U ADMIN) OB %>,

BN BB (gt BHE SAT—RZLo> CTRAGRIES =R A E, FHE
(U.BUILTIN_ADMIN) (U.ADMIN) (UADMIN) D& EZ -,

3.2, Assets

TOE [ZB T DR G PEITLL T D@y ThD,

Table 3-2 Asset categories

Designation Asset category Definition
Data created by and for Users that do not affect the operation of the
D.USER User Data
TSF
Data created by and for the TOE that might affect the operation of
D.TSF TSF Data the TSF
e

3.2.1. User Data

User Data %, L T® 2 DOFFINBHERIND,

Table 3-3 User Data types

Designation User Data type Definition
User Document Information contained in a User’s Document, in electronic or
D.USER.DOC
Data hardcopy form
Information related to a User’s Document or Document Processing
D.USER.JOB | User Job Data Job
0

3.2.2. TSF Data

TSF Data (%, LLF®D 2 DOFERHHERES D,

Table 3-4 TSF Data types

Designation User Data type Definition
TSF Data for which alteration by a User who is neither the data
Protected TSF . o . )
D.TSF.PROT Dat owner nor in an Administrator role might affect the security of the
ata
TOE, but for which disclosure is acceptable
. . TSF Data for which either disclosure or alteration by a User who is
Confidential TSF ) ] o )
D.TSF.CONF Dat neither the data owner nor in an Administrator role might affect
ata
the security of the TOE
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17 1 72




KONICA MINOLTA bizhub 750i with FK-514, DEVELOP inco 750i with FK-514, Sindoh NSO3/MF7123 with FK-514
T 7 B~

3.3. Threat Definitions

Threats are defined by a threat agent that performs an action resulting in an outcome that has the
potential to violate TOE security policies.
Table 3-5 Threats

Designation Definition

An attacker may access (read, modify, or delete) User Document
T.UNAUTHORIZED_ACCESS Data or change (modify or delete) User Job Data in the TOE
through one of the TOE’s interfaces.

An attacker may gain Unauthorized Access to TSF Data in the TOE
through one of the TOE’s interfaces.

T.TSF_COMPROMISE

A malfunction of the TSF may cause loss of security if the TOE is
T.TSF_FAILURE ]
permitted to operate.

An attacker may cause the installation of unauthorized software on
the TOE.

An attacker may access data in transit or otherwise compromise the
T.NET_COMPROMISE security of the TOE by monitoring or manipulating network

T.UNAUTHORIZED_UPDATE

communication.

3.4. Organizational Security Policy Definitions

TOE 23 FEHL§ & OSP #LL FITRT,
Table 3-6 Organizational Security Policies

Designation Definition

Users must be authorized before performing Document Processing
P.AUTHORIZATION o ] .

and administrative functions.

Security-relevant activities must be audited and the log of such
P.AUDIT ] ) )

actions must be protected and transmitted to an External IT Entity.
P.COMMS_PROTECTION The TOE must be able to identify itself to other devices on the LAN.

If the TOE provides a PSTN fax function, it will ensure separation
P.FAX_FLOW .

between the PSTN fax line and the LAN.

3.5. Assumption Definitions

Assumptions are conditions that must be satisfied in order for the Security Objectives and functional
requirements to be effective.
Table 3-7 Assumptions

Designation Definition

Physical security, commensurate with the value of the TOE and the
A.PHYSICAL data it stores or processes, is assumed to be provided by the

environment.

The Operational Environment is assumed to protect the TOE from
ANETWORK . ] ] )
direct, public access to its LAN interface.

TOE Administrators are trusted to administer the TOE according to
A.TRUSTED_ADMIN . ] .
site security policies.

Authorized Users are trained to use the TOE according to site
A.TRAINED_USERS
security policies.
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4. Security Objectives

4.1. Definitions of Security Objectives for the Operational Environment

Table 4-1 Security Objectives for the Operational Environment

Designation Definition

The Operational Environment shall provide physical security,
OE.PHYSICAL_PROTECTION commensurate with the value of the TOE and the data it stores or

processes.

The Operational Environment shall provide network security to
OE.NETWORK_PROTECTION
protect the TOE from direct, public access to its LAN interface.

The TOE Owner shall establish trust that Administrators will not

OE.ADMIN_TRUST . . ..
use their privileges for malicious purposes.

The TOE Owner shall ensure that Users are aware of site security
OE.USER_TRAINING o
policies and have the competence to follow them.

The TOE Owner shall ensure that Administrators are aware of site
security policies and have the competence to use manufacturer’s

OE.ADMIN_TRAINING ) )
guidance to correctly configure the TOE and protect passwords and

keys accordingly.
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5. Extended components definition

AFETIE, JREL X 2V T AR B2 E R T D, 728, JEIRE/ 1342 T HCD-PP TERSNTWDAHLDEZED
FEFEHAL TS,

5.1. FAU_STG_EXT Extended: External Audit Trail Storage

Family Behavior:
This family defines requirements for the T'SF to ensure that secure transmission of audit data from TOE
to an External IT Entity.

Component leveling:

FAU_STG_EXT.1: Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel
implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:

=  The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

= There are no auditable events foreseen.

FAU_STG_EXT.1 Extended: Protected Audit Trail Storage

Hierarchical to : No other components
Dependencies : FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel
FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External IT Entity using
a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External I'T Entity which relies
on a non-TOE audit server for storage and review of audit records. The storage of these audit records and
the ability to allow the administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR for the transmission of
audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class with a

single component.
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5. 2. FAU_CKM_EXT Extended: Cryptographic Key Management

Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially, this extended
component is intended for cryptographic key destruction.

Component leveling:

FCS_CKM_EXT.4: Extended: Cryptographic Key Material Destruction 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key materials
that are no longer needed are destroyed by using an approved method.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

= There are no auditable events foreseen.

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

Hierarchical to : No other components
Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction
FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and

cryptographic critical security parameters when no longer needed.

Rationale:
Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer
needed are destroyed by using an approved method, and the Common Criteria does not provide a suitable

SFR for the Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure, and it is

therefore placed in the FCS class with a single component.
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5.3. FCS_IPSEC_EXT Extended: IPsec selected

¥z T =

Family Behavior:

This family addresses requirements for protecting communications using IPsec.

Component leveling:

FCS_IPSEC_EXT.1 Extended: IPsec selected 1

FCS_IPSEC_EXT.1 IPsec requires that IPsec be implemented as specified.

Management:

The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in

the PP/ST:

. Failure to establish an IPsec SA

FCS_IPSEC_EXT.1

FCS_IPSEC_EXT.1.1
FCS_IPSEC_EXT.1.2
FCS_IPSEC_EXT.1.3

FCS_IPSEC_EXT.1.4

FCS_IPSEC_EXT.1.5

Extended: IPsec selected

Hierarchical to : No other components
Dependencies : FIA_PSK_EXT.1 Extended:Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit
The TSF shall implement the IPsec architecture as specified in RFC 4301.
The TSF shall implement [selection: tunnel mode, transport model.
The TSF shall have a nominal, final entry in the SPD that matches anything that is
otherwise unmatched, and discards it.
The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using
[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602)
together with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified
by RFC 3602) together with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-
128 as specified in RFC 4106, AES-GCM-256 as specified in RFC 4106].
The TSF shall implement the protocol: [selection: IKEvVI, using Main Mode for Phase 1
exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no other RFCs
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for extended sequence numbers, RFC 4304 for extended sequence numbers], and
[selection: no other RFCs for hash functions, RFC 4868 for hash functions); IKEv2 as
defined in RFCs 5996, [selection: with no support for NAT traversal, with mandatory
support for NAT traversal as specified in section 2.25], and [selection: no other RFCs for
hash functions, RFC 4868 for hash functionsl].

FCS_IPSEC_EXT.1.6 The TSF shall ensure the encrypted payload in the [selection: IKEvI, IKEv2 protocol
uses the cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC
3602 and [selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other
algorithml).

FCS_IPSEC_EXT.1.7 The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

FCS_IPSEC_EXT.1.8 The TSF shall ensure that [selection: IKEv2 SA lifetimes can be established based on
[selection: number of packets/number of bytes; length of time, where the time values can
be limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAsl; IKEv1 SA lifetimes
can be established based on [selection: number of packets/number of bytes ; length of
time, where the time values can be limited to’ 24 hours for Phase 1 SAs and 8 hours for
Phase 2 SAs]].

FCS_IPSEC_EXT.1.9 The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit MODP),
and [selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20 (384-
bit Random ECE 5 (1536-bit MODP)), lassignment: other DH groups that are
implemented by the TOE), no other DH groups.

FCS_IPSEC_EXT.1.10 The TSF shall ensure that all IKE protocols perform Peer Authentication using the
[selection: RSA, ECDSA] algorithm and Pre-shared Keys.

Rationale:
IPsec is one of the secure communication protocols, and the Common Criteria does not provide a suitable
SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is

therefore placed in the FCS class with a single component.
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5.4. FGS_RBG_EXT Extended: Cryptographic Operation (Random Bit Generation)

Family Behavior:
This family defines requirements for random bit generation to ensure that it is performed in accordance

with selected standards and seeded by an entropy source.

Component leveling:

FCS_RBG_EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in accordance
with selected standards and seeded by an entropy source.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FCS RBG _EXT1 Extended: Cryptographic Operation (Random Bit Generation)

Hierarchical to : No other components.
Dependencies : No dependencies.

FCS_RBG_EXT.1.1  The TSF shall perform all deterministic random bit generation services in accordance with
[selection: ISO/AEC 180312011, NIST SP 800-90A] using [selection: Hash DRBG (any),
HMAC DRBG (any), CTR_DRBG (AES).

FCS_RBG_EXT.1.2  The deterministic RBG shall be seeded by at least one entropy source that accumulates
entropy from [selection: [assignment: number of software-based sources| software-based
noise source(s), [assignment: number of hardware-based sources| hardware-based noise
source(s)] with a minimum of [selection: 128 bits, 256 bits| of entropy at least equal to the
greatest security strength, according to ISO/ITEC 18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that it will generate.

Rationale:
Random bits/number will be used by the SFRs for key generation and destruction, and the Common

Criteria does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in the FCS

class with a single component.
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5.5. FDP_FXS_EXT Extended: Fax Separation

Family Behavior:
This family addresses the requirements for separation between Fax PSTN line and the LAN to which TOE is connected.

Component leveling:

FDP_FXS_EXT.1 Extended: Fax Separation 1

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to create a network bridge
between a PSTN and a LAN to which TOE is connected.

Management:
The following actions could be considered for the management functions in FMT:
=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the PP/ST:
= There are no auditable events foreseen.

FDP_FXS_EXT.1 Extended: Fax separation

Hierarchical to : No other components
Dependencies : No dependencies
FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface, except transmitting

or receiving User Data using fax protocols.

Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the Common Criteria does not provide a suitable
SFR for the Protection of TSF or User Data.

This extended component protects the TSF Data or User Data, and it is therefore placed in the FDP class with a single
component.
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5.6. FIA_PMG_EXT Extended: Password Management

Family Behavior:
This family defines requirements for the attributes of passwords used by administrative users to ensure

that strong passwords and passphrases can be chosen and maintained.

Component leveling:

FIA_PMG_EXT.1 Extended: Password Management 1

FIA_PMG_EXT.1 Password management requires the TSF to support passwords with varying

composition requirements, minimum lengths, maximum lifetime, and similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FIA_PMG_EXT.1 Extended: Password Management

Hierarchical to : No other components
Dependencies : No dependencies

FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:
- Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [selection: “!I”, “@”, “#”, “$”, “%”, “”,
“&”, ¥ “« ) [assignment: other charactersl;
+ Minimum password length shall be settable by an Administrator, and have the capability

to require passwords of 15 characters or greater;

Rationale:
Password Management is to ensure the strong authentication between the endpoints of communication,

and the Common Criteria does not provide a suitable SFR for the Password Management.

This extended component protects the TOE by means of password management, and it is therefore placed

in the FIA class with a single component.
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5.7. FIA_PSK_EXT Extended: Pre-Shared Key Composition

Family Behavior:

This family defines requirements for the TSF to ensure the ability to use pre-shared keys for IPsec.

Component leveling:

FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition 1

FIA_PSK_EXT.1 Pre-Shared Key Composition, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FIA PSK EXT1 Extended: Pre-Shared Key Composition

Hierarchical to : No other components
Dependencies : FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit Generation)
FIA_PSK_EXT.1.1 The TSF shall be able to use pre-shared keys for IPsec.
FIA_PSK_EXT.1.2 The TSF shall be able to accept text-based pre-shared keys that are:
+22 characters in length and [selection: [assignment: other supported lengths), no other
lengthsl;
-composed of any combination of upper and lower case letters, numbers, and special
characters (that include: “”, “@”, “#”, “$”, “%”, “»”, “&”, “*”, “(“, and “)").
FIA_PSK_EXT.1.3 The TSF shall condition the text-based pre-shared keys by using [selection: SHA-1, SHA-
256, SHA-512, [assignment: method of conditioning text stringl] and be able to [selection:
use no other pre-shared keyss accept bit-based pre-shared keys; generate bit-based pre-
shared keys using the random bit generator specified in FCS_RBG_EXT 1].

Rationale:
Pre-shared Key Composition is to ensure the strong authentication between the endpoints of
communications, and the Common Criteria does not provide a suitable SFR for the Pre-shared Key

Composition.

This extended component protects the TOE by means of strong authentication, and it is therefore placed
in the FIA class with a single component.
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5.8. FPT_SKP_EXT Extended: Protection of TSF Data

Family Behavior:
This family addresses the requirements for managing and protecting the TSF data, such as cryptographic

keys.This is a new family modelled as the FPT Class.

Component leveling:

FPT SKP EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires preventing symmetric
keys from being read by any user or subject.It is the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FPT SKP EXT.1 Extended: Protection of TSF Data

Hierarchical to : No other components.
Dependencies : No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private keys.

Rationale:
Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are protected

securely, and the Common Criteria does not provide a suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication using Preshared Key, and

it is therefore placed in the FPT class with a single component.
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5.9. FPT_TST_EXT Extended: TSF testing

Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct operation.

Component leveling:

FPT_TST_EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up in order to
demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FPT TST EXT.1 Extended: TSF testing

Hierarchical to : No other components
Dependencies : No dependencies

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to demonstrate
the correct operation of the TSF.

Rationale:
TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not provide a
suitable SFR for the TSF testing.In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single

component.
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5.10. FPT_TUD_EXT Extended: Trusted Update

Family Behavior:
This family defines requirements for the TSF to ensure that only administrators can update the TOE

firmware/software, and that such firmware/software is authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1

FPT _TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

=  There are no auditable events foreseen.

FPT TUD_EXT.1 Extended: Trusted Update

Hierarchical to : No other components
Dependencies : FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).
FPT _TUD_EXT.1.1  The TSF shall provide authorized administrators the ability to query the current version
of the TOE firmware/software.
FPT TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.
FPT TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE using a
digital signature mechanism and [selection: published hash, no other functions) prior to

installing those updates.

Rationale:
Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable SFR for

the management of firmware/software.In particular, there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single

component.
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6. Security Requirements

6.1. Security Functional Requirements
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Rl T 5, B, X2 U T o HEEEMIL, CC Part2 ICHED X2 U 7 4 #EEM S, 5IHT 5,
CC Part2 [ZHHEIN TRk F 2 U 7 ¢ #EREE 41X, PP(Protection Profile for Hardcopy Devices 1.0
dated September 10, 2015, Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 20172 HLE
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6.1.1. Mandatory Requirements
6.1.1.1. Class FAU: Security Audit

FAU_GEN.1 Audit data generation
(for O.AUDIT)
Hierarchical to @ No other components.
Dependencies ¢ FPT_STM.1 Reliable time stamps
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:

a) Start-up and shutdown of the audit functions;
b) All auditable events for the not specified level of audit; and
c¢) All auditable events specified in Table 6-1,[ 7 L].

FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:
a) Date and time of the event, type of event, subject identity (if applicable), and
the outcome (success or failure) of the event; and
b) For each audit event type, based on the auditable event definitions of the

functional components included in the PP/ST, additional information specified in
Table 6-1, [ L].

Table 6-1 Auditable Events

Auditable event Relevant SFR Additional information
Job completion FDP_ACF.1 Type of job
Unsuccessful User authentication FIA UAU.1 None

Unsuccessful User identification FIA UID.1 None

Use of management functions FMT SMF.1 None

Modification to the group of Users that are | FMT_SMR.1 None
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Auditable event Relevant SFR Additional information
part of a role

Changes to the time FPT_STM.1 None

Failure to establish session FTP_ITC.1, Reason for failure

FTP_TRP.1(a),
FTP_TRP.1(b)

FAU_GEN.2

FAU_GEN.2.1

FAU_STG_EXT.1

FAU_STG_EXT.1.1

User identity association

(for O.AUDIT)
Hierarchical to : No other components.
Dependencies ¢ FAU_GEN.1 Audit data generation

FIA_UID.1 Timing of identification
For audit events resulting from actions of identified users, the TSF shall be able to

associate each auditable event with the identity of the user that caused the event.

Extended: External Audit Trail Storage

(for O.AUDIT)
Hierarchicalto : No other components.
Dependencies ¢ FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel.
The TSF shall be able to transmit the generated audit data to an External IT Entity using a
trusted channel according to FTP_ITC.1.

6.1.1.2. Class FCS: Cryptographic Support

FCS_CKM.1(a)

FCS CKM.1.1(a)

Cryptographic Key Generation (for asymmetric keys)
(for 0.COMMS_PROTECTION)

Hierarchical to : No other components.

Dependencies 1 [ECS_CKM.2 Cryptographic keydistribution;or
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification) 1
FCS_COP.1@) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall generate asymmetric cryptographic keys used for key

establishment in accordance with [

« NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for finite
field-based key establishment schemess

* NIST Special Publication 800-566B, “Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography” for RSA -
based key establishment schemes

] and specified cryptographic key sizes equivalent to, or greater than, a symmetric
key strength of 112 bits.
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FCS_CKM.1(b) Cryptographic Key Generation (Symmetric Keys)

(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION)

Hierarchical to : No other components.

Dependencies © [ECS—_CKM-2 Cryptographic key-distributionor
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption)
FCS_COP.1(e) Cryptographic Operation (Key Wrapping)
FCS_COP.1(f) Cryptographic operation (Key Encryption) }
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

FCS_CKM.1.1() Refinement: The TSF shall generate symmetric cryptographic keys using a

Random Bit Generator as specified in FCS_RBG_EXT.1 and specified

cryptographic key sizes [ 128 bit, 256 bif]l that meet the following: No Standard.

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)

Hierarchical to : No other components.
Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)l,
FCS_CKM.4 Cryptographic key destruction
FCS_CKM_EXT.4.1  The TSF shall destroy all plaintext secret and private cryptographic keys and

cryptographic critical security parameters when no longer needed.

FCS_CKM.4 Cryptographic key destruction
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)

Hierarchical to :  No other components.
Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)l,
FCS_CKM.4.1 Refinement: The TSF shall destroy cryptographic keys in
accordance with a specified cryptographic key destruction method [
For volatile memory, the destruction shall be executed by [powering off a devicel.
For nonvolatile storage, the destruction shall be executed by a [singlel overwrite of
key data storage location consisting of [a static pattern), followed by a [nonel. If
read-verification of the overwritten data fails, the process shall be repeated again;
] that meets the following: [no standardl.
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FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
(for 0.COMMS_PROTECTION)
Hierarchicalto : No other components.
Dependencies i [EDPITC 1 Impert-of userdatawithout-seeurity-attributes—
or—
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
FCS_COP.1.1(a) Refinement: The TSF shall perform encryption and decryption in accordance with
a specified cryptographic algorithm AES operating in [CBC mode] and
cryptographic key sizes 128-bits and 256-bits that meets the following:
« FIPS PUB 197, “Advanced Encryption Standard (AES)”
- [NIST SP 800-584]

FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
(for O.UPDATE_VERIFICATION, O.COMMS_PROTECTION)
Hierarchical to : No other components.
Dependencies : [EDPITC 1 Import-ofuserdatawithout-securityattributes—
or
FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric
keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
FCS_COP.1.1(b) Refinement: The TSF shall perform cryptographic signature services in
accordance with a [RSA Digital Signature Algorithm (rDSA) with key sizes
(modulus) of [2048 bits, 3072 bits] that meets the following [FIPS PUB 186-4,
“Digital Signature Standard.

FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)
(for 0.STORAGE_ENCRYPTION and O.COMMS_PROTECTION)
Hierarchicalto : No other components.
Dependencies :  No dependencies.

FCS_RBG_EXT.1.1  The TSF shall perform all deterministic random bit generation services in
accordance with [NIST SP 800-90A] using |CTE_DRBG (AES).

FCS_RBG_EXT.1.2  The deterministic RBG shall be seeded by at least one entropy source that
accumulates entropy from [[onel software-based noise sourcel with a minimum of
[256 bits| of entropy at least equal to the greatest security strength, according to
ISO/TEC 18031:2011 Table C.1 “Security Strength Table for Hash Functions”, of
the keys and hashes that it will generate.

Copyright ©2020 KONICA MINOLTA, INC., All Rights Reserved
34/ 72



KONICA MINOLTA bizhub 7501 with FK-514, DEVELOP ineo 7501 with FK-514, Sindoh NSO3/MF7123 with FK-514

¥z T =

6.1.1.3. Class FDP: User Data Protection

FDP_ACC.1 Subset access control
(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical to No other components.
Dependencies FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP on subjects,
objects, and operations among subjects and objects specified in Table 6-2 and
Table 6-3.

FDP_ACE.1 Security attribute based access control
(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to No other components.

Dependencies FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

FDP_ACF.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to objects
based on the following: subjects, objects, and attributes specified in Table 6-2 and
Table 6-3.

FDP_ACF.1.2 Refinement: The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules governing access
among controlled subjects and controlled objects using controlled operations on
controlled objects specified in Table 6-2 and Table 6-3.

FDP_ACF.1.3 Refinement: The TSF shall explicitly authorise access of subjects to objects based
on the following additional rules: [ 7 L].

FDP_ACF.1.4 Refinement: The TSF shall explicitly deny access of subjects to objects based on
the following additional rules: [ZEaEHIRIZHE T, HBREEFE~DFHZE DT 2 & X
.

Table 6-2 D.USER.DOC Access Control SFP
"Create" "Read" "Modify" "Delete"
. View image or
] Sl Release Modify stored | Delete stored
Operation : | document to .
. printed document document
be printed
Print output
rn Job owner (note 1)
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
. b View scanned | Modify stored | Delete stored
Operation : | document for . . f
. Image image image
scanning
Scan Job owner (note 2) denied
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
View scanned
. Shsbails e 1mage or Modify stored | Delete stored
Operation : | document for Release . .
Copy . . Image Image
copying printed copy
output
Job owner (note 2)
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U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
. Submit a View scanned | Modify stored | Delete stored
Operation : document to imace image imace
send as a fax 2 8 &
Fax send | Job owner (note 2) denied
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
View fax
.| Receive a fax Image or Modify image Delete image
Operation: . Release of received of received
and store it .
printed fax fax fax
Fax
. output
receive Fax owner (note 3)
U.ADMIN (note 4) denied denied
U.NORMAL (note 4) denied denied denied
Unauthenticated (note 4) denied denied denied
. Store picare Modify stored | Delete stored
Operation : stored
document document document
document
Storjage/ Job owner (note 5)
retrieval | (; ApMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
Table 6-3 D.USER.JOB Access Control SFP
"Create" "Read" "Modify" "Delete"
) Create print View print Modify print Cancel print
Operation : . . ]
Jjob queue / log job Jjob
i Job owner (note 1) denied
Print B .
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
) Create scan View scan Modify scan Cancel scan
Operation : ) . ]
Jjob status /log job Jjob
Job owner (note 2) denied
Scan : .
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
) Create copy View copy Modify copy Cancel copy
Operation : . . )
Job status / log Job Job
Job owner (note 2) denied
Copy : :
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
) Create fax View fax job Modify fax Cancel fax
Operation: ) . .
Fax send send job queue / log send job send job
Job owner (note 2) denied
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U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
View fz
. Create fax I,e wiax Modify fax Cancel fax
Operation: L. receive status . L.
receive job i receive job receive job
og
F
a.x Fax owner (note 3) denied
receve U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied
Unauthenticated (note 4) denied denied
Create Modli
. View storage / ity Cancel storage
Operation : storage / . storage / . .
. . retrieval log . . / retrieval job
St / retrieval job retrieval job
:r'agel Job owner (note 6) denied
FEHEVEL Ty ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied

+ Note 1: Job Owner is identified by a credential or assigned to an authorized User as part of the
process of submitting a print or storage Job.

+ Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a scan,
copy, fax send, or retrieval Job.

+ Note 3: Job Owner of received faxes is assigned by default or configuration. Minimally, ownership
of received faxes is assigned to a specific user or U. ADMIN role.

+ Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by Users of the
TOE.

* Note 5: Fax receive |2 & ¥ create 172 LE D Job owner iX Note 3, 7747 h PC Bk E &N
723CED Job owner |3 Note 1, A ¥ v % W TARINTZLED Job owner I Note 2, /XA T —
RiE5{L PDF AR w7 A5 ORIFIZ L D create 372 3CE D Job owner IE Notel &35,

+ Note 6: Create storage job {23\ T, Fax receive |2 X ¥ create &317=Y 2 7 ® Job owner (% Note
3. 7747 FPCIHLEESNZY a 7D Jobowner 1X Note 1, AXx v & HNTERINT-V 3
7'® Job owner X Note 2, /XA U — KI5k PDF 7R v 7 25 OIRIFEIZ LV create SNizPa 7D
Job owner /X Notel &9 %, Create retrieval job ® Job owner % Note 2 &35,
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6.1.1.4. Class FIA: Identification and Authentication

FIA _AFL.1 Authentication failure handling
(for O.USER_I&A)
Hierarchical to @ No other components.
Dependencies ¢ FIA_UAU.1 Timing of authentication
FIA_AFL.1.1 The TSF shall detect when [an administrator configurable positive integer

within [ 1~3]] unsuccessful authentication attempts occur related to [ = 2
A CNR D — FIZ L BERAE AT Y ZGR 7 ANR T — R ISR,

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has
been [met, surpassed, the TSF shall [#ZERH:F7 Efi X415 F Tit 25 FfHZ D =
DA NR D — NIZ e BARAE F L, BRI ED E N S 5 FE THHF A T Y ZE8
2 RNR D — FIE Jo B il & 1ELE].

FIA_ATD.1 User attribute definition
(for O.USER_AUTHORIZATION)
Hierarchical to : No other components.
Dependencies ¢ No dependencies

FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to
individual users: [User ID, EFEZEHER HEFEGIR, H| A TV Z(EH > 2 Z~DT 2
T XA,

FIA_PMG_EXT.1 Extended: Password Management
(for 0.USER_I&A)
Hierarchical to : No other components.
Dependencies ¢ No dependencies
FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:
- Passwords shall be able to be composed of any combination of upper and
lower case letters, numbers, and the following special characters: [, ‘@’
A A A e G ol R e A A T A
B e T S A A AN € 7/ S ol =P %
2 RN T — FDBEE) ]
+ Minimum password length shall be settable by an Administrator, and have

the capability to require passwords of 15 characters or greater;

FIA_UAU.1 Timing of authentication
(for O.USER_I&A)
Hierarchical to : No other components.
Dependencies ¢ FIA_UID.1 Timing of identification
FIA_UAU.1.1 Refinement: The TSF shall allow [ 7 7 2 X215, TOEDKAEGHZRE J- NZRZEDR

7] on behalf of the user to be performed before the user is authenticated.
FIA_UAU.1.2 The TSF shall require each user to be successfully authenticated before allowing
any other TSF-mediated actions on behalf of that user.
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FIA _UAU.7 Protected authentication feedback
(for O.USER_I&A)
Hierarchical to ¢ No other components.
Dependencies ¢ FIA_UAU.1 Timing of authentication
FIA_UAU.7.1 The TSF shall provide only [ A X A72 77 —5 1 XFHIE “*7 F2(37@"DF

i to the user while the authentication is in progress.

FIA _UID.1 Timing of identification
(for 0.USER_I&A and O.ADMIN_ROLES)
Hierarchical to @ No other components.
Dependencies : No dependencies
FIA UID.1.1 Refinement: The TSF shall allow [ 7 7 2 25215, TOED L EEHERE S NFREEDZ

ZZ] on behalf of the user to be performed before the user is identified.
FIA_UID.1.2 The TSF shall require each user to be successfully identified before allowing any
other TSF-mediated actions on behalf of that user.

FIA_USB.1 User-subject binding
(for O.USER_I&A)
Hierarchical to : No other components.
Dependencies : FIA_ATD.1 User attribute definition

FIA_USB.1.1 The TSF shall associate the following user security attributes with subjects acting
on the behalf of that user: [User ID, EFEZHEIR, FEGEHIIR, i) X T V2G5 > 2
RA~DT 2t .

FIA_USB.1.2 The TSF shall enforce the following rules on the initial association of user security

attributes with subjects acting on the behalf of users: [ User ID/Z —H#EFH 1 1 3372
EINTNBEE ZLFHZTICEEM T2 V7 BHERIET S, EPEEHER
PG I TR NDFPHE D EHZHEIRD V) T 2 a7 L7256, Z25FHE
ICBES 1T 7t F =2 U 7 1 JRIEE T 3).

FIA_USB.1.3 The TSF shall enforce the following rules governing changes to the user security
attributes associated with subjects acting on the behalf of users: [##/ X = V 52154
2 RNR Y — FOGEANIZ D) L 1556 2 FIE DBH A T Y RIGA > 7 XD
T EREEFINT S, BHA T Y RIGH > 7 XN Y — FOGEGHE LN L 75
G LTI DB A T Y ZGH 2 2 XD T 2 & X & HENIZ T3],
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6.1.1.5. Class FMT: Security Management
FMT_MOF.1 Management of security functions behavior
(for 0.ADMIN_ROLES)
Hierarchical to ¢ No other components.
Dependencies ¢ FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MOF.1.1 Refinement: The TSF shall restrict the ability to [disable, enable, modify the
behavior off the functions [refer to Table 6-4 to U ADMIN.

Table 6-4 Management of Security Functions behavior

Security Functions Operations
X2 VT o WILERE disable, enable
a2 — PGB modify the behavior
e T modify the behavior
R IE(E e modify the behavior
s A £ U ZA(E modify the behavior
FMT_MSA.1 Management of security attributes
(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to : No other components.
Dependencies :  [FDP_ACC.1 Subset access control, ex

FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MSA.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to restrict
the ability to Lmodify, delete, [create, —HFFI/TIZIE"—IFFTIEIE DAFER, 115, &
JZ1] the security attributes [Table 6-5¢0Security Attributes] to [ Table 6-50

Authorised Identified Roles].

Table 6-5 Management of Subject Security Attribute

. . Authorized Identified .
Security Attributes Operations
Roles
Create
U.ADMIN Delete
— RER R4S 1k — BRI A L D i
U.ADMIN . _ .
User ID AN > 7 ZDFTAHE ORE
U.NORMAL
U.ADMIN

WK w7 A0 owner T AR > 7 ADFRHEZHEDOEE
» 5 U.NORMAL

Delete
BB MR U.ADMIN
: it 5
Delet
HEREHIIR U.ADMIN e
X E
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FMT MSA.3 Static attribute initialization
(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical t : No other components.
Dependencies ¢ FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles
FMT_MSA.3.1 Refinement: The TSF shall enforce the User Data Access Control SFP to provide
[restrictive] default values for security attributes that are used to enforce the SFP.
FMT_MSA.3.2 Refinement: The TSF shall allow the [no role] to specify alternative initial values

to override the default values when an object or information is created.

FMT MTD.1 Management of TSF data
(for 0.ACCESS CONTROL)
Hierarchical to : No other components.
Dependencies ' FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to perform the specified operations
on the specified TSF Data to the roles specified in Table 6-6.

Table 6-6 Management of TSF Data

Data Operation Authorised role(s)
[assignment: list of TSF Data [selection: change default, query,
owned by a U NORMAL or modify, delete, clear, U.ADMIN, the owning
associated with Documents or [assignment: U.NORMAL.
Jjobs owned by a U NORMAL) other operations]]
[assignment: other operations]
U.ADMIN
Z— =N T — N
. U.ADMIN, the owning
modify
U.NORMAL
HRFRE Y ZIGH > 2 XNX 7 — | [assignment: other operations]
r B U.ADMIN
modify
[selection: change default, query,
[assignment: list of TSF Data modify, delete, clear,
) U.ADMIN
not owned by a U NORMAL) [assignment:
other operationsl]
BEHHE N — N modify
HIFIER modify
SR TFAG— P Y ] modify
HEjz 27 o N modify
AR ] E B modify
ARAFCRL T ; U.ADMIN
(U.BUILTIN_ADMIN Li#}) e
N D — NHFG modify
modify
R AE Y — N —FE [assignment: other operations]
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Data Operation Authorised role(s)
B P R AF DI I FEBRAFT modify
modify
R hT—2 BIE [assignment: other operations]
B

. . [selection: change default, query,
[assignment: list of software, )
modify, delete, clear,

firmware, and related ) U.ADMIN
. [assignment:
configuration datal )
other operationsl]
TOE D> 7 p D= T7/7 7 —ALD
= TR T 57— (EHA
BTN T/ 77— AT modify U.ADMIN
T TBRICRIF S S a7 T
—4
FMT_SMF.1 Specification of Management Functions

(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL, and
0.ADMIN_ROLES)

Hierarchical to : No other components.
Dependencies: ¢ No dependencies

FMT_SMF.1.1 The TSF shall be capable of performing the following management functions: [refer
to Table 6-7].

Table 6-7 list of management functions

management functions

U.ADMIN I L %5 &% = U 5 ¢ SfbaR EhEAE

U.ADMIN (Z & % = — —F I AE

U.ADMIN (Z K& % = — — 3Rk T RE

U.ADMIN (2 & 2 SN FRGED — /S — 3R e RE

U.ADMIN (2 X % =5 & dikne

UADMIN (2 X% % b U — 7 3EDRE - 2 HTHERE
U.ADMIN (Z X % H IO 2 TR

U.ADMIN |2 & % B4 1o 7% BRSAE

UADMIN IZ LBV AT o4 — b Ut v N OZE TG
U.ADMIN (2 L5 HE R 77 7 N O FHERE
U.ADMIN (2 X % & PR FRGE O H/EAR (1 MR R R oD 25 H A e
U.ADMIN I k& % /52 U — R4S 25 TS HE

U.ADMIN |2 X % ZRGER I E1 S5 B i o> 28 TE R g

U.ADMIN {2 & % 38F<Bm ¥ (UBUILTIN_ADMIN L4 o7 U 7 Hfe
U.ADMIN {2 X 57K v 77 R BREKHE

U.ADMIN (Z & %58 2 € U 545 3% EHERE
U.BUILTIN_ADMIN (T & 2 H#HE XA U — RER EMERE
UNORMAL (2 L 5K v 7 2 & BT

UNORMAL IZ L % HE Do —P— 82U — RRERERE
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FMT_SMR.1

FMT_SMR.1.1
FMT_SMR.1.2

Security roles

(for 0. ACCESS_CONTROL, O.USER_AUTHORIZATION, and
O.ADMIN_ROLES)

Hierarchical to : No other components.

Dependencies ¢ FIA_UID.1 Timing of identification

Refinement: The TSF shall maintain the roles U ADMIN, U.NORMAL.

The TSF shall be able to associate users with roles.

6.1.1.6. Class FPT: Protection of the TSF

FPT_SKP_EXT.1

FPT_SKP_EXT.1.1

FPT_STM.1

FPT_STM.1.1

FPT_TST_EXT.1

FPT_TST_EXT.1.1

FPT_TUD_EXT.1

FPT_TUD_EXT.1.1

FPT _TUD_EXT.1.2

FPT_TUD_EXT.1.3

Extended: Protection of TSF Data

(for 0.COMMS_PROTECTION)

Hierarchical to : No other components.

Dependencies ¢ No dependencies

The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private
keys.

Reliable time stamps

(for O.AUDIT)
Hierarchical to @ No other components.
Dependencies ¢ No dependencies

TSF shall be able to provide reliable time stamps.

Extended: TSF testing

(for O.TSF_SELF_TEST)

Hierarchical to : No other components.

Dependencies ¢ No dependencies

The TSF shall run a suite of self-tests during initial start-up (and power on) to

demonstrate the correct operation of the TSF.

Extended: Trusted Update
(for O.UPDATE_VERIFICATION)
Hierarchical to : No other components.
Dependencies : FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.
The TSF shall provide authorized administrators the ability to initiate updates to
TOE firmware/software.
The TSF shall provide a means to verify firmware/software updates to the TOE
using a digital signature mechanism and [no other functions) prior to installing

those updates.
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6.1.1.7. Class FTA: TOE Access

FTA_SSL.3 TSF-initiated termination
(for O.USER_I&A)
Hierarchicalto : No other components.
Dependencies ¢ No dependencies
FTA_SSL.3.1 The TSF shall terminate an interactive session after a [/ NF /L DL, & X T A

g — Ut MEFEIC L o THRE X SHFE], WC D55, HBjr 27 0 FMF#IZ L -
TRIESISHFR, 7V % FZ 4 N—=DG e, ekt > g 4220

6.1.1.8. Class FTP: Trusted Path/Cannels
FTP_ITC.1 Inter-TSF trusted channel
(for 0.COMMS_PROTECTION, O.AUDIT)
Hierarchical to ¢ No other components.
Dependencies : [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
FTP_ITC.1.1 Refinement: The TSF shall use [IPsed to provide a trusted communication
channel between itself and authorized IT entities supporting the following
capabilities: [authentication server, [SMTP# — 3 —, DNS#—/¥—, &22"#— ¥—,
WebDAV#— 3—, SMB¥—v—]| that is logically distinct from other
communication channels and provides assured identification of its end points and
protection of the channel data from disclosure and detection of modification of the
channel data.
FTP_ITC.1.2 Refinement: The TSF shall permit the TSF, or the authorized IT entities, to
initiate communication via the trusted channel
FTP_ITC.1.3 Refinement: The TSF shall initiate communication via the trusted channel for
[authentication service, mail service, DNS service, log transmission service,
WebDAV service, SMB servicel.

FTP_TRP.1(a) Trusted path (for Administrators)
(for 0.COMMS_PROTECTION)
Hierarchical to : No other components.
Dependencies ¢ [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
FTP_TRP.1.1(a) Refinement: The TSF shall use [IPsed to provide a trusted communication path
between itself and remote administrators that is logically distinct from other
communication paths and provides assured identification of its end points and
protection of the communicated data from disclosure and detection of modification
of the communicated data.
FTP_TRP.1.2(a) Refinement: The TSF shall permit remote administrators to initiate
communication via the trusted path
FTP_TRP.1.3(a) Refinement: The TSF shall require the use of the trusted path for initial

administrator authentication and all remote administration actions.
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FTP_TRP.1(b)

FTP_TRP.1.1(b)

FTP_TRP.1.2(b)

FTP_TRP.1.3(b)

Trusted path (for Non-administrators)

(for 0.COMMS_PROTECTION)

Hierarchical to : No other components.

Dependencies . [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement : The TSF shall use [IPsed] to provide a trusted communication path

between itself and remote users that is logically distinct from other

communication paths and provides assured identification of its end points and

protection of the communicated data from disclosure and detection of modification

of the communicated data.

Refinement: The TSF shall permit [remote users] to initiate communication via

the trusted path

Refinement: The TSF shall require the use of the trusted path for initial user

authentication and all remote user actions.

6.1.2. Conditional ly Mandatory Requirements

6.1.2.1. PSTN Fax-Network Separation

FDP_FXS_EXT.1

FDP_FXS_EXT.1.1

Extended: Fax separation
(for O.FAX_NET_SEPARATION)

Hierarchical to : No other components.
Dependencies :  No dependencies
The TSF shall prohibit communication via the fax interface, except transmitting or

receiving User Data using fax protocols.
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6.1.3. Selection-based Requirements

6.1.3.1. Protected Communications
FCS_IPSEC_EXT.1 Extended: IPsec selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)
Hierarchical to : No other components.
Dependencies ¢ FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)
FCS_IPSEC_EXT.1 The TSF shall implement the IPsec architecture as specified in RFC 4301.

1

FCS_IPSEC_EXT.1 The TSF shall implement [¢transport model.

2

FCS_IPSEC_EXT.1 The TSF shall have a nominal, final entry in the SPD that matches anything that
3 is otherwise unmatched, and discards it.

FCS_IPSEC_EXT.1 The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using

4 [the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together

with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified by
RFC 3602) together with a Secure Hash Algorithm (SHA)-based HMAC].

FCS_IPSEC_EXT.1  The TSF shall implement the protocol: [IKEv1, using Main Mode for Phase 1

5 exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, |RFC 4504 for
extended sequence numbers|, and [RFC 4868 for hash functionsl].

FCS_IPSEC_EXT.1  The TSF shall ensure the encrypted payload in the [ZKEvI] protocol uses the

.6 cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC 3602
and [no other algorithm).

FCS_IPSEC_EXT.1 The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

7 The TSF shall ensure that [IKEvI SA Iifetimes can be established based on [length
FCS_IPSEC_EXT.1 oftime, where the time values can be Iimited to’ 24 hours for Phase 1 SAs and 8

.8 hours for Phase 2 SAsl].

FCS_IPSEC_EXT.1 The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit

.9 MODP), and [no other DH groups].

FCS_IPSEC_EXT.1  The TSF shall ensure that all IKE protocols perform Peer Authentication using

.10 the [RSA] algorithm and Pre-shared Keys.
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FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
(selected with FCS_IPSEC_EXT.1.4)
Hierarchical to : No other components.
Dependencies : [EDPITC I Import-of user-datawithoutseeurityattributes—
or
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
FCS_COP.1.1(g) Refinement: The TSF shall perform keyed-hash message authentication in
accordance with a specified cryptographic algorithm HMAC-[SHA-1, SHA-256,
SHA-384, SHA-512), key size [160, 256, 384, 512 bits|, and message digest sizes
[160, 256, 384, 514 bits that meet the following:
"FIPS PUB 198-1, "The Keyed-Hash Message Authentication Code, and FIPS PUB
180-3, “Secure Hash Standard.”

FIA PSK_EXT.1 Extended: Pre-Shared Key Composition
(selected with FCS_IPSEC_EXT.1.4)
Hierarchical to : No other components.
Dependencies ¢ FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)
FIA_PSK_EXT.1.1 The TSF shall be able to use pre-shared keys for IPsec.
FIA_PSK_EXT.1.2 The TSF shall be able to accept text-based pre-shared keys that are:
22 characters in length and [no other lengthsl;
composed of any combination of upper and lower case letters, numbers, and special
characters (that include: “”, “@”, “#”, “$”, “%”, “*”, “&”, “*”, “(, and “)").
FIA_PSK_EXT.1.3 The TSF shall condition the text-based pre-shared keys by using [SHA-1, SHA-
256, SHA-512, [SHA-384]] and be able to [use no other pre-shared keysl.

6.1.3.2. Trusted Update

FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
(selected in FPT_TUD_EXT.1.3, or with FCS_SNI_EXT.1.1)
Hierarchical to : No other components.
Dependencies :  No dependencies.
FCS_COP.1.1(c) Refinement: The TSF shall perform cryptographic hashing services in accordance

with [SHA-1, SHA-256, SHA-384, SHA-512 that meet the following: [ISO/IEC
10118-3:2004].
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6.2. Security Assurance Requirements

The TOE security assurance requirements specified in Table 6-8 provides evaluative activities
required to address the threats identified in 3.3 of this ST.

Table 6-8 TOE Security Assurance Requirements

Assurance ..
Assurance Class Assurance Components Description

Components

ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definition

ASE_INT.1 ST introduction

Security Target Evaluation | ASE_OBJ.1

Security objectives for the operational environment

ASE_REQ.1 Stated security requirements
ASE_SPD.1 Security Problem Definition
ASE_TSS.1 TOE Summary Specification
Development ADV _FSP.1 Basic functional specification
) AGD_OPE.1 | Operational user guidance
Guidance Documents -
AGD_PRE.1 Preparative procedures
) ALC_CMC.1 | Labelling of the TOE
Life-cycle support
ALC_CMS.1 | TOE CM coverage
Tests ATE_IND.1 Independent testing — Conformance
Vulnerability assessment AVA_VAN.1 | Vulnerability survey

6. 3. Security Requirements Rationale

6.3.1. The dependencies of security requirements

TOE & =207 ABRREZ MR OIRF AR TR IR T

Table 6-9 The dependencies of security requirements

P RES(: IS ST Tl 7= $RAFBIGR | RAFBRER &2 7 L T B
FAU_GEN.1 FPT_STM.1 FPT_STM.1 N/A
FAU_GEN.2 FAU_GEN.1 FAU_GEN.1 N/A
FIA_UID.1 FIA_UID.1 N/A
FAU_STG_EXT.1 FAU_GEN.1 FAU_GEN.1 N/A
FTP_ITC.1 FTP_ITC.1 N/A
FCS_CKM.1(a) FCS_COP.1(b) FCS_COP.1(b) N/A
FCS_COP.10)
FCS_CKM_EXT.4 FCS_CKM_EXT.4 N/A
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HEREZL(: K17 B ST T 7= TIRAFBIR | KRR A 72 L T 7R W
FCS_CKM.1(b) FCS_COP.1(a) FCS_COP.1(a) N/A
FCS_COP.1(d) FCS_COP.1(g)
FCS_COP.1(e)
FCS_COP.1(f)
FCS_COP.1(g)
FCS_COP.1(h)
FCS_CKM_EXT.4 | FCS_CKM_EXT.4 N/A
FCS_RBG_EXT.1 FCS_RBG_EXT.1 N/A
FCS_CKM.4 FCS_CKM.1(a) FCS_CKM.1(a) N/A
or FCS_CKM.1(b)
FCS_CKM.1(b)
FCS_CKM_EXT.4 FCS_CKM.1(a) FCS_CKM.1(a) N/A
or FCS_CKM.1(b)
FCS_CKM.1(b)
FCS_CKM.4 FCS_CKM.4 N/A
FCS_COP.1(a) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_CKM_EXT.4 | FCS_CKM_EXT.4 N/A
FCS_COP.1(b) FCS_CKM.1(a) FCS_CKM.1(a) IPsecififs (FCS_IPSEC_EXT.1)

FCS_CKM_EXT.4

FCS_CKM_EXT.4

OE, 7 v 7T — MME
(FPT_TUD_EXT.1) o5&
%, FCS_CKM.1(a),
FCS_CKM_EXT. 4337~ & 720>
2, AT Z bR

7R,
FCS_COP.1(c) No dependencies No dependencies N/A
FCS_COP.1(g) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_CKM_EXT.4 FCS_CKM_EXT.4 N/A
FCS_IPSEC_EXT.1 FIA_PSK_EXT.1 FIA_PSK_EXT.1 N/A
FCS_CKM.1(a) FCS_CKM.1(a) N/A
FCS_COP.1(a) FCS_COP.1(a) N/A
FCS_COP.1(b) FCS_COP.1(b) N/A
FCS_COP.1(c) FCS_COP.1(c) N/A
FCS_COP.1(g) FCS_COP.1(g) N/A
FCS_RBG_EXT.1 FCS_RBG_EXT.1 N/A
FCS_RBG_EXT.1 No dependencies No dependencies N/A
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 N/A
FDP_ACF.1 FDP_ACC.1 FDP_ACC.1 N/A
FMT_MSA.3 FMT_MSA.3 N/A
FDP_FXS EXT.1 No dependencies No dependencies N/A
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 N/A
FIA_ATD.1 No dependencies No dependencies N/A
FIA_PMG_EXT.1 No dependencies No dependencies N/A

FIA_PSK_EXT.1

FCS_RBG_EXT.1

Gley NMEg&sEEzHnze Yy b
AN — 2 O FT A EE A R A IR L
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BEREZE AT RAFRALR STTH - TRFRALR | RAEBMRZN 7 L TR Wk
Tz,

FIA_UAU.1 FIA_UID.1 FIA_UID.1 N/A
FIA_UAU.7 FIA _UAU.1 FIA _UAU.1 N/A
FIA_UID.1 No dependencies No dependencies N/A
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 N/A
FMT_MOF.1 FMT_SMR.1 FMT_SMR.1 N/A

FMT_SMF.1 FMT_SMF.1 N/A
FMT_MSA.1 FDP_ACC.1 FDP_ACC.1 N/A

FMT_SMR.1 FMT_SMR.1 N/A

FMT_SMF.1 FMT_SMF.1 N/A
FMT_MSA.3 FMT_MSA.1 FMT_MSA.1 N/A

FMT_SMR.1 FMT_SMR.1 N/A
FMT_MTD.1 FMT_SMR.1 FMT_SMR.1 N/A

FMT_SMF.1 FMT_SMF.1 N/A
FMT_SMF.1 No dependencies No dependencies N/A
FMT_SMR.1 FIA_UID.1 FIA_UID.1 N/A
FPT_SKP_EXT.1 No dependencies No dependencies N/A
FPT_STM.1 No dependencies No dependencies N/A
FPT _TST_EXT.1 No dependencies No dependencies N/A
FPT_TUD_EXT.1 FCS_COP.1(b) FCS_COP.1(b) N/A

FCS_COP.1(c) FCS_COP.1(c) N/A
FTA_SSL.3 No dependencies No dependencies N/A
FTP_ITC.1 FCS_IPSEC_EXT.1 | FCS_IPSEC_EXT.1 | N/A

or

FCS_TLS_EXT.1

or

FCS_SSH_EXT.1

or

FCS_HTTPS_EXT.1
FTP_TRP.1(a) FCS_IPSEC_EXT.1 | FCS_IPSEC_EXT.1 | N/A

or

FCS_TLS_EXT.1

or

FCS_SSH_EXT.1

or

FCS_HTTPS_EXT.1
FTP_TRP.1(b) FCS_IPSEC_EXT.1 | FCS_IPSEC_EXT.1 | N/A

or

FCS_TLS_EXT.1

or

FCS_SSH_EXT.1

or

FCS_HTTPS_EXT.1
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7. TOE Summary specification

TOE N3 2% U7 A HRE D BERIEARZ R T,
Table 7-1 X2V 7 Hte— &
Nt WY T2

z
©

kB R RIEA BE
77k A ERE

W5 5L pRe

S (S RE
TX VT B PR RE
B A inE

e[ A T FH R RE
FAX /yBfEF&HE

© |00 |3 |0 |O |k D |+

7.1, &R ERE R RE

TOE 1%, FIFZENGIL T oo v V2 TG L CGRBIGEREZA TV, BEEDRE R, 7FrlFIHE SRS F 72171
TOE ORIz vl 3 Ll iRt RE A 12 it 92,

FIA_UAU.1. FIA_UID.1

TOE (%, Table7-2 {2793 ODFGE S XAV R —hL ., BHEE N 2 — —FRFER CHEHE TR E TE D,

BE 2B LLIT WC 205 TOE 2FH4 58546, 22—V —4, :Lwﬂfw\zv N, EHEHERE AT 5,
ELNAEBE LU TERIEAS XL LT WC 205 TOE ZRHA 2546, BN UEBRE OO A BiE) G
BEE ANAT—REANI1T 5, TVHRTA3—=70 TOE ﬁuﬁﬁﬁ“é%é}\ 2P =g 2P —RAT—K%E A
175,

TOE 3. J\jjéntm/r//wv%:m TR A FEL . FRIILIZB A DA TOE ORI AT 45, M6
PN —FEEF RN RESNTWDGA, FIHE T2 — =4 b — W — RRT =R 2 T, ANERRRGEE S — 3
ID #AJ1%%, TOE I3, :L~47L~Z.Zfata SNTAMERRRAE D — R — 2380 | IE SN EERICH LT, 2—W
— AT —RIBAER L — P — L DE BB > TE BRI L5 A SRR, 18 B3 Ll 7=
BICRRBRERIL B35, B VR B OFRBIFERENT , F8RE S ROFR EIC B@zb%a“ TR ERRRE AT
Ehisib,

TOE 1%, HHIATVZIEREMIEICB VT, FEEDREI AT ZER I A SAT —RERE T HHEEEL TR
LU S IR ATV ZER v IV A SAT — KRR ESILTND, BE SR LH LT WC il BRRREIZ A EH L
:*ﬂxﬂﬁﬁ%ﬁ) BRI ATV ZIER I AT 7B AT HE | BB ATV ZAZ R Y7 ASAT —R I L HFRGENE RS
. RAECREI LTG5 6 D BT 7B ANFF [ END, Lo T, Bl ATV ZER v 7 A/ SAT — R & H 5720 — R H
FE, MEIATVZER Y 7 R MRAFEINT T 7 VAL ELBAET D2 ENTERY, B AT ZER Y7 ARAT —R
DOFRGEL, FBREF RO EICBEHDOLT | WA ERGE S X CHEESND,

FRBIFERENX EREA L H T = — A ;%ﬁ’m“ét&) BHE N WC MHUE—NEEERE i o, — %R 3 H
PRI BIERREE FREL | WL T=85 6 TOE 28 /E9 2283 CT&5, 1220 EHE R AL, thoE
B OB FRIENZE LI N0, 2AML®~’$£§'&%‘7§>I—JH%E TOE ZF|H T 5L13TEA0,

TNVEZRTAN=5 TOE Z2FH T 556, diityiaidiZzd,. TOE NEF LEEZE LR, BFCEIC
é\iné&l/?“/“/wv(n—f~%\:l~47“—/\x7 I ROFRAFEREA FEhE ¥ 5, BEILT235 6 FIHFE O
FEL T A HE (U NORMAL) ZE Y T, %Y — A HE NI A H T5E - LEELTTOE ITRFT 5, K
MLT=56 ., ZE LB 7 3CEE TOE IR FE T35, TV ZRITANN—L, BEE N TOE ZFIHT 5 F
Bttt L2,
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RFRGEA AT T DN ATRER AR, FRRow@n,
< 777 A%,
* TOE OIREMER R L OFRFOBRIE & LT FRL#IED AIEE,
> BEANRNDN D DEEFRER(T 7 — L0 2T ONRN—T 3 Y RIR L)
> BE RIS DY a THER
> EE SRV D DR FTRIRTE
> WC ORREFEOT %

Table 7-2 = —¥ —RBiEax EHEEE

FRRLE ST i RS
TOE 2SBRRiEEAT 9, 2— VP —H L a—F—"AT— | FHE AT —
AR R RIE R, BRI AT Y ZER Y 7 ARRAT — K23, TOE BRI NTWHIF#RE —

B9 52 L xR d 2,

TOE MM EEFEY — 3 —(Active Directory) Z Fll i L CikBIZEFEAE 1T 9,

TOE i, =—¥—4 % Kerberos version 5 7' 1 k 2Lz F|H L CRIHE 5

TE LTAMERRE Y — S —~RE L, BRE I fF Rk L T — P =32
— FMOAER LTca—F—FIC L2\ Z & TV, BORRAEE FEHET 5,

ARREERGE, SN — N —BREO W TN CHAIRIEZTT O, FIHHE SR

T A EATRHCRERE S A BT 5,

M‘%K"j‘_/§_ﬁfu

ARRLEE + M — N —FEGE

FIA_ATD.1

TOE 1%, =— ¥ —E e TR — A HE EIC, FIHEBIESL T User ID, B ELEHEIR . HRET IR
DT VAR TEFRT Do Tiz, FIABBIEEL T, BHIATVZER I ASDOT VAWML ERT D, ZIUL, 22—
B B RE TR SRS e — R C@%L 3§%U7‘%)§1§“f‘/77\¢’7’7'121?‘57‘:@@5@%)‘%)%%?‘/77\
INAT —RGBEEDA L B —7 = — A% ML | ZOFRGEICR I LIz — R & DS BT bid, o, BV U E
MEOFAEEMEELT, User ID 27E :ﬁ‘a'?ﬁéo

FIA_USB.1

— R == D FEAFRREIC T LT 556 . TOE 13RI B (User ID, & EEF MR | HEREH]
(R, FREIAEVZAER 7 ANDT 7Y AKE) Z AT D, BV B B DS BER RIS L= 384 . TOE 137
& B (User ID) ZB# AT 5,

ZDOWE, User ID (C—KeFHAFE LR ESILTWDE6 . TOE (354 48 A IS BIEAHT 7R 2 B M At
T5, Flo, 22— —FRHELL Tl A B FATUIR A F ITE BE MR B ST WG & B4 FIHE IS
BT 7= R 3 R A A EE 5,

— W 3 iR FR AL ’Eﬁ%bfl?& ﬂﬁﬁiﬂf%Uﬁﬁﬂf‘yﬁxf\77“ExTél3%3\ SR ATV Z(ER Y 7 AT —
[Nt ﬁ@gj‘?éﬂ K _EJZIJJLJL TOE T MR AE OFHE B THLRENATVZFR T A~
DT 7 EAMEEZR T D, i %E&Lt . TOE 133% 4FIH#FE ORI AE B THLRH AT ZE Ry 7 A
DT IR AR TN T D,

FIA_AFL.1

TOE 1%, FHAEOFBFEIEICB W T, EHENHLON DR ELT-F =y 7% (1~3 [\ L ko iz i
AILTZIE 3 YR ORRREA S (D 8GE R EAR (LB BE 2 4R -5, FIAF B BELE MR M B3 T
A —FIHEEL TOR um%ﬁ&@;ﬁz&n—*f—ﬁiﬂi%ebf@ GFERM R IR SN,

EVR @%ﬁnwmmkmémt . TOE O&EJi% OFF/ON L, EEhh 5 B EES (1 AR FRIEE IR E I3 E
SN TVBIREE AR I uIHHJk’EﬁHS%Té %ﬁuﬁﬁ%rew (T — P —EHE OB (SN HA 7R
AIEAE R BB G\ WV BRE DS RRGIE R B 5L DOV B REZ FE4T T 2 Z & CRERIEIE 1L 2 iR bR 35,
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TOE 1%, #MEBH— N —RGE S U LD BIRRRECH [RAR I, LELORERE B OB EE i35,

BRI AEYSZAZ IR o7 AR AT — R OFRBIZRIEIZ BV T, ﬁf%%‘in SMEORRELTET =y 7B (1~3 F)LL L
DB I E R EN U T SR ATV ZZR 07 AR — R OB 1R 5, FBHI AT ZZR Y7 A AT —R D
FRREME I SN A FRAEE IR E GV BEE DN FRGE IR R B DT Ei e % F21 T3 D2 L CRBAEE 1L A2 bR
T2,

FIA UAU.7
TOE 1%, &'y ar OFREF L (FRE/ SR LE LI WC 3H0ul L) IZBWNTal AL /AT —R | 5] A
TVZAER I ARRAT —R % AJTT D ANTENTZLFET —Z 1 LI R 7F T @ %R KT D,

FIA_PMG_EXT.1
TOE CTHIH#E/SAT —RELTHEH AIREZR SUFE, TV 7 7 Ry DR ILFE/NCF BT, 7ol (1, ‘@, ‘4,

“$” “(y” [N “&” ke “(“ “)” @, “¥” “[” “]” L L Y L L ) “l” [13%2} “{” “}79 “+” “<” “>“
> (U ’ i ’ ’ ’ i i ’ ’ P I B ’ ’ ’ > i ’ ’ > i i ’

P BROAR=R) BB SCTH9T LT THD, SR ATV ZAER Y I ARAT —ROgEA . ERRICIZ O (F T
ﬂ/?ﬁ”*?‘“*/ﬁ/)%ﬂfﬁf%é BHEIL, /SR —RE% 8~64 XFOHRPHCTRETDHIENTED, Lo T,
B/ NSAT—RELLT 15 XFEL EORSEZRE TED,

FTA_SSL.3

TOE 1%, #1E L, WC CEBFERES NI FIHE DL T OSRMZ LTSS 20y a2 T35,
TVBRTANR—DEE | kEGEy a3l TV ERTANRN =D ERSNTABENZ T T b Ricn s A
YL, EOMBEDSE T HAZIIR T T U NAT,

cBERIVOEA FIHE ISREBIEICL2MBENZE T LTHL, AT 40— MU &y MREF(1~9

SORITCTEREMNRNPEE LIZGA,. v/ 70U &b,
. WC DA, IR ITREBREICL 20N ZET LTHE, B 77 v MM (1~60 2y DR TR iE
N LGS, v/ 7y haEns,
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1.2. 79 X FlE#EE

FDP_ACC.1. FDP_ACF.1

TOE /%, Table 6-2, Table 6-3 OF|HZET —% 7 7 & A#l#NZ IS %, Table 7-3~Table 7-14 (ZFE# D
WY, FMREXLET—Z LRRHEY a 77— 2 ~DOBELHIRT 5, il SN WERIEIC O T, 1
272 — A% EFRTH L IFBMERTRIECRIR, E21d, BIEZRICK U THERD 2 WD ETE 72
WEDA v tE—VhRRLUBIELZEST 5,

FRARRREIC X0l s e — R # (U.NORAML) 23, Table 7-3~Table 7-14 @ Create #{E% 317 L 7=
KF, ¥ a 7T E (Job owner) L 72V TOE (IXFS LTV a 7OFAEEHRE LT User ID ZiCHk T
%, TOE 1%, EHE(U.ADMIN)ZS Create #fEZFATT 54 v ¥ 7 = — R &M LV, 77 7 A5
fE(Fax receive)iX, TOE OEAER LIZ, G777 A D7 7 7 A2 L D Create BAENFEI TS
Lz, 777 AZERTETCOLEL LIV a7ova 7lAAIL. FFEICEV Y TOHNS(1), F
I— RREESNTWARWT 7 7 AZEOHE, 77 7 ALEFMEI AT ZERY 7 AMFEEND T
W, 77V AZERTHOY a THIEEIZ, Bl AT VZERy 7 AR — REMD—EAHAE LD
(*2), Fa—RB3EEINTWDL 7 7 7 AZEORE, 77 7 ASCEIIBESNIZBAR v 7 A~MRESN
L7, Ty 7 AZEBROY a TIAEIZ. ARy 7 AOAE T L —BFHAEN Y a 7iAE & 72
% (*3),

N2 T — RiEEAL PDF R v 7 2055 Of%AF (Storagelretrival) X, A L7 R 7'V > NEITHRRZ, /AT
NRESNTZLEENRAT — RS PDF AR v 7 20680 H L, #EEOEAR v 7 AMEFETHZ &
IZd& D Create BAENFATIN D, RAETHOLEDL LIEY a7 0va TEHAHFIL, ARy 7 ZDOHT
HBHETH DL —MRFHE L 725,

TOE (T, = —V —FHESREIZ R\ C, B ELE D — A B 3 R ATREZRHERE 4 il BR 9~ D HE RE I BR % & 4 (i
2 TC%, TOE 1%, FIHE RYEOBEREHI FRIZIEN T, BRI RIERED AL #7 = — A% IR RZH LATEAE R AR
RECTRRT D, Lo T, HEEHIBRSER Bz —F 75 1L, Table 7-3~Table 7-14 @ 5 L il fRxt e 6E % H
W2 BEZFIHT 528X TERLY,

TOE I, 58| ATV Z (55 EREEIC B W BHLE D — BRI H OREI ATV ZAZ R Y I A~DT 7B A%l R
T LM ATV ZERELM A TR, EHFILRHIATVZER I ANAT —RIZLoTT 7 EARH| RS T
%, TOE 1%, FIAH BIEORBIATVZAZR Y7 ADT 7 AMEZTEN T, AR7e855 . 5% 4 H i3 O A€
ZAGRY I ANDT VR AZFFAIL, N5 6 | 34 A R E ORI ATV ZER Y I A~DT 78 A% ST 5, X
ST, B ATV ZER YT ANAT —RE L2V —F FH# 1L, Table 7-3~Table 7-14 @ 9 L& 2 € U %215
Ry 7 ANDT 72 ANRLEREBEEZRIATHZLIXTEAR,

TOE (T, Ay AFBREREIC W T, FHE B LI —FIAHE D AR Y7 20T (User ID) & 7% ET 5
HERE . HELE D LI AR Y 7 ADOFTAH THH— A AE D, ARy 7 AOF A # (User 1D) %2 5§ HH4HE
2 TR, AR I AL AR 7 ANITRIES NI L EA~DOT 72 2% H|R 5, TOE 1%, il AR w7 AT
4 (User IDNZFWT, —FIHE LT User ID ZEFOEAITIE, i 4 H AR I ADA L ZT 22— AZHRfk L
T EUENR I ASNDT 78 A% T 5, —F, —EFIHE R R72D User ID ZF5 28551215, TOE 137% 4
ENR YT ADA LR T 2— A% IR RITTHT20 ., Table 7-3~Table 7-14 TiZUE AR v 7 ZA~DT 7 & AN
VR 2RI T 528X TER Y,

<Table 7-3~Table 7-14 O &>
TOE BT 25427 2 — AL T REDHEY,
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PN:#:/E <)L WC:Web Connection, PD: 7V ZRF A /3 —

P OFLHUT FFEOEY,
O:TOE nYAR—rT2H0, -:TOE 3R —FLARNED

ARSI FRLO@EY,

*1:U.ADMIN

*2: R ATV ZAZR Y 7 ASAT —R %515 UNORMAL

*3:F a—RF TRESNE ARy 7 AD A4 CTéhsH U.NORMAL

Table 7-3 D.USER.DOC(Print) » 7 7 & R #ill4#

BfE | BRIEFRERFIRE | A2 T7=2—2R Sl
PN | WC | PD
Create Job owner - - O | Fl% 317,
U.NORMAL - O - ALy 8N N EFAT,
O - | XA T — REFE{L PDF lxt LT, HIRZREL TH A
L7 N7 v N EET,
Read Job owner O - - | REE& TV MRy 7 ARG UEEBRL T, XFE T
= :L_%i%To
O - - | REE& TV Ry 7 A S CEABIR L, AR A 52
17
(FIRIZE TIZ &0 SCEITHIBRS D)
O - - | mMAT—FIEBL PDF Ry 7 A b XEZRIRL, HI
Fill 2 4T,
(FIRNCIZ S AT — R AN BB, FIRIZE TIZ X 0 3
FITHIBRE 1L D,)
Modify | Job owner O - - | BREE& Y v ARy 7 A6 OFIRINZ BT, FHIRIER
E % F1T,
Delete Job owner O - - | BRAE& TV v ARy 7 R B UEEHIBR,
O - T | NRT— R 5L PDF A v 7 20 5 3CE A HIFR,
Job owner O O - ¥ a THIBRIZPE 5 SCEHIER
U.ADMIN

Table 7-4 D.USER.DOC(Scan)® 7 7 & & %
BE | BERREARRIEE | A FT=—2

BIEHIE
PN | WC | PD

Create Job owner O - - AXyFa=y MIFEfEZEY NLT . AXRY /777

U.NORMAL AA=a—HEENbIE (77 v 7 Z5EER<) &4

E LT, #ME & FET,

Read - - - - 2L,
Modify Job owner O - - Create B/ETIi R E % 17,
Delete Job owner O O - ¥ a THIBRIZHE S SCEHIER,

U.ADMIN
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Table 7-5 D.USER.DOC(Copy) D 7 7 & X #l#

N BAERRERFIAE | A FT7x—R I
PN | WC | PD
Create Job owner O AFxyFa=y MIEMREEYy FLT, 28— A=a—
U.NORMAL HE A5 3 B — % FAT,
Read Job owner O Create #F % A7,
Modify | Job owner O Create #1F CIS R E & FAT,
Delete Job owner O O ¥ a THIBRIZHE 5 SCEHIBR,
U.ADMIN
Table 7-6 D.USER.DOC(Fax send) ® 7 7 & R #lfHl
BfE | BRIEFRERFIRE | A2 T7=2—2R Sl
PN | WC | PD
Create Job owner O 2XyFa=y MIEfEEY NLT ARY /777
U.NORMAL AR =2 —WEND T 7 7 AGEI BN L CTkfE 2 5%
1T,
Read 2L,
Modify | Job owner O Create #{F TR E & FAT.
Delete Job owner O O 2 a THIBRIZFE 5 SCEHIER,
U.ADMIN
Table 7-7 D.USER.DOC(Fax receive) D7 7 & A fil{#l
A BERTREZRFIRE | A2 T7=—2R R
PN | WC | PD
Create Job owner(*1) TOE O#efE/R2 L, 4N 7 7 7 Amb F a— REEEL
TWRWT 7 7 A &35,
TOE O#fER L, SMB7 7 7 26 F a— R&fEL
127 7 7 A &SR,
Read Job owner O O WEAEVZER Y I ANDL T 7 7 AXLELZEIRL, T
HEI LB a—23UR,
o] O AR Y 7 AN T 7 7 ALFEEERL, LHE L=
—HFIR,
O B ATV ZER Y 7 ANnD T 7 7 ALEETR L., )
Tl AT 2 FEAT,
(HIRISETIC LY 77 7 AXLETHIBR SN D,)
O AR Y 7 A0 7 7 7 AXEETIRL, HIRMFEITZE
1To
FHIRIZETIZ LY 77 7 ACEFHIBRS L S,)
Modify | Job owner O ARy 7 267 7 7 ALEZFRIT 2, ISHER
& FAT,
O O AR 7 AT 7 7 ACEEZRIRL ., Wk,
Delete Job owner O O W ATV SZAZAR v 7 RS 7 7 7 AEEHIER,
U.ADMIN
Job owner O O AR > 7 267 7 7 AL EEHIBR,
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Job owner O O - 77 7 ALEOHRY a THIBRIZES 7 7 7 ALED
U.ADMIN HIBR,
O O - | AR Y7 ZOBIBRIZEES 7 7 7 ACEOHIRR,

Table 7-8 D.USER.DOC(Storage/retrieval) D 7 7 & Z il

A BETRERFIANE | A F T ==
PN | WC | PD

BAETT Ik

Create Job owner - - O | Ny 7 AR M5 FEAT,

U.NORMAL - O - | R T ARTFEERELTYA LY N TY v M EFELT,

O - - | AF Yy Fasy MIEREEY FPLT Ry 7 AA=a
—HENOEAR Y 7 ZEHE LT, Ry 7 AL E
17,

O - | ZRAU—FEBAL PDF (S LT, Ry 7 AMRIFEFEL TF
AL I NIV N FAT,

O PRAT—RKFBAL PDF Ry 7 AmBCEFRIRL, (R17EE
17, (BIRSNISCEDRAEE O ARy 7 2% H))

Job owner(*2) - - - TOE O#fER L, M7 77 Ab F a—REEL
TWRWT 7 7 A5, R AT UZER Y 7 AT
7 7 ALE 2R,

Job owner(*3) - - - | TOE O#fFER L, SMB7 7 7 A6 F a— R&fEEL
77 7 AZER, BEINEEMAR Yy 7 A~T 7 7 A
SCEE R AT

Read Job owner O @) - ARy 7 A6 XEZRRL, XES L E2—%FK
o

(77 7 AEERLS, 777V ALEOLET L Ea—
1Z. Table 7-7 ® Read #AEIC L v I SN D, )

O - - | ARy 7 ANSICEEZBINL, HIR, &G, 777 A
ICEDEME, Bl a2 —0WnThhxET,

(77 7 ALEOHREZ RS . 77 7 ZALEOHIKNIL,
Table 7-7 ® Read #/EIZ L v filfHI s d,)

@) - ARy 7 ANGIXELZRINL, #EF, ¥vra—K,
BE), 2t —onFnsrk E1T,

@) - FREIAEVZER Y 7 ANLLEEZBRINL, ¥Ura—
R % F47,

O - - | NAU—FRIEELPDF R v 7 A0 b CELZRIR L,
7% FE17,
(BRTFICIEARA T — RADBRE, RIFETIZE Y X
HITHIBREND,)

Modify Job owner O O - AR Y 7 A0 CEEBIR L, Wik,

(77 7 AXEERLS, 77 7 AXEOmEL. Table
7-7 ® Modify #EIC L v s h 5, )

O O - | Read #1EGE(E. FIRDIZHW T, SRR E % AT,
(77 7 AXEOHIRZRL , 7 7 7 AXEOHIRNZ I
HISHEEL., Table 7-7 ® Modify #:EIZ & 0 HIfH <
ns, )
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O EI ATV ZERY 7 AND T 7 7 ALEEZFINL .,
HEEHET),
Delete Job owner O O AR > 7 2035 3CE 4 HIBR,
(77 7 ZEOHIFREZ RS, 77 7 ALEOHIRIT.
Table 7-7 @ Delete #/FiC & v il i1 5.)
O RAT— FiFEL PDF R > 7 2505 30E = HIER,
Job owner O O AR > 7 ZDHIBRIZLE 5 CEDHIBR,
U.ADMIN (77 7 ALEOHIBRE RS . 7 7 7 ASCEOHIBRIX,
Table 7-7 @ Delete #/FiC & v il 41 5.)
Table 7-9 D.USER.JOB(Print) D7 7 & A il
R BERRERAIRE | A 27— o
PN | WC | PD
Create Job owner O | 24T FPCILIEEZERL, 7Y Z RIA4N
U.NORMAL — THIM % 174, BlE SRV TRIE& T Y & MRy 7
AN —RFRAE ST SCEZRINL . IR A F47,
(A ZE TIZ & 0 SCEIFHIBR S D)
O 7747 P PCOWCNOILEZERNL, XA L7 b
TV hEFETR, BESRVTRIEE T Y v bRy
AN — R ST SO A BRI L FIRI 2 21T,
(FIRSE TIZ & 0 SCEITHIBRES N D,)
O 2747 FPCOWC bR — Rif 51k PDF XX
ZEBIRL, FIRIEZIRELTH ALY b Y v M EEST
%, BAEASHZ NV THRRT — RIS PDF A v 7 A5 5
—RERAF ST SCEZRIR L, H & 517,
(FIRNZIZ AN AT — R A 32, HIBIGE TIZ &0 30F
IXHIBRE D)
Read Job Owner O O
U.ADMIN Va T RIRE R,
U.NORMAL (/SA U — FiE5{L PDF OZfEH Y a 7 &FR<,)
Unauthenticated O
Modify 2L,
Delete Job owner O O Ta TERRNLY a 7 EHIRR,
U.ADMIN GRAE& 7Y v bRy 7 ZAMSOHIRY 3 7 O%E, ¥
2 ZHIBRIZ K D SCEBHIBRS N D,)
Table 7-10 D.USER.JOB(Scan)® 7 7 & A il
BE ERE R RE 722 A1 H A HTz—R e
# PN | WC | PD
Create Job owner O AxyFa=y MIEREEY FLT, AF¥ /777
U.NORAML AA = a—WiEP B (77 v 7 A5z bR) Z48
E LT, #ME %2 FT,
Read Job owner O O
U.ADMIN Va T RIRERTR,
U.NORMAL
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Unauthenticated | O
Modify 7L,
Delete Job owner O AFyFa=y MR FERETARY I, FAEHA
D LA ETL LUIA My IR —2 T L,
By =3 7 OHIBR%E 1T,
(¥ a 7HIBRIZ LV CEBHIBRESND,)
Job owner O O Ta TERRNDY a7 EHIER,
U.ADMIN (Va 7HIBRIZE D cELHIBRS LD, )
Table 7-11 D.USER.JOB(Copy) D7 7 & A il
. b st \ —
PRIE BRERTRE 22 A A P/If\I/ 5\):0: :D .
Create Job owner O AxpFfa=y MIEfEEY FLT, 2t —A=a—
U.NORAML BTN B 2 B — % FAT,
Read Job owner @) O
U.ADMIN o
U NORMAL Va TRIRERTR,
Unauthenticated O
Modify oL,
Delete Job owner O AFyFa=y MRV FEREFEAID PIC, JRAEHEE
DHEE CTEEZETL LUIA Ry IR —%2 M T L,
EikF Y 3 7 OHIBR & 1T,
(¥ a 7THIBRIZE W XEBHIREND,)
Job owner O O Va TRENGY a 7RIk,
U.ADMIN (¥ 2 ZHIBRC X 0 SCEBHIBREND,)
Table 7-12 D.USER.JOB(Fax send) ® 7 7 &= X #lfHl
B B e TG \ —
R BAEW REZR R P/; g 5\;(3: :D .
Create Job owner O 22Xy Fa=y MIEMEEY PLT, AF v /77
U.NORMAL JAAZa—HEND T 7 7 A EBEINL CEEE
F17,
Read Job owner O O
U.ADMIN o v .
U NORMAL Va7 RREEIR,
Unauthenticated O
Modify 2L,
Delete Job owner O Ay Fa=y MTE D RREREEAEY BT, AR A H
DHEHE CELEZETL LUOIA Ry IR —%2 MM T L,
&1L a 7 OHIBR % T,
(¥ a 7HIBRIZE V CEBHIBRSN D)
Job owner O O Va TR ENLY a 7 EHIER,
U.ADMIN (¥ a2 ZTHIBRC X 0 CELHIBRE N D,)

Table 7-13 D.USER.JOB(Fax receive) D 7 7 &z A il
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B BAERBERFIRE | A FT7x2—2R .
PN | WC | PD
Create Job owner(*1) TOE OffER L, MT7 7 7 A6 F a— REEEL
TWWnW7 7 7 A &%1E,
TOE O#EAER L, N7 7 7 AMB F a— RE2fEL
=77 7 AR,
Job owner(*2) O ATV ZAER v 7 RS 7 7 7 ALE LI, F)
Tl SEAT % 51T,
(FIRIZETIZRY 77 7 AXEFHIBRS 1L D,)
Job owner(*3) O AR Y 7 A0E 7 7 7 AXEEFIR L HIRFATZE
7o
HRIZETIZLY 77 7 ACEFHIBRS LS,
Read Job owner O O
U.ADMIN . e — .
U NORMAL Va7 RREEIR,
Unauthenticated @)
Modify 2L,
Job owner O O Va7 RENGY a 7 IR,
U.ADMIN (HIRY a 7054, Ya 7THIRICL Y 77 7 A30ED
HIfRS5,)
Table 7-14 D.USER.JOB(Storage/retrieval) ® 7 7 & & #i|fHl
HfF HBAERTREZ2F) BTz —R i
# PN | WC | PD
Create Job owner O | Ay 7 AMRA{FEFAT,
U.NORAML O RNy 7 AEHFEEBELTHEA LY T Y v M BT,
O A¥yFa=y MIFEMEEY LT, Ry ARX=a
—EEDEAR Y 7 AEFEEL T, Ry 7 AMRFLE
7o
O Ry 7 ZAMEFHIEE L CTRRA T — K52 PDF O 4 A
Vo N7U v b ST,
Job owner(*2) TOE O#EERL, SERT 77 A0 F a—REEEL TR
WI 7 I ARG T 7 I ALE LRI AT Z AR R 7 A~
AT
Job owner(*3) TOE O#AEZRL, M7 77 2D F a—RafgELZ7 77
AZAGR , T 7 VAL E TR E SR Y 7 ARAE,
Job owner O ARy 7 2N HFEEARINL, Hb, #EF, 7727 A
U.NORMAL IZRDEE, BE), a—0Wnd g ET,
(77 7 AXEBEOHMEZRLS . 77 7 AXEFEOHIIIE
Table 7-13 @ Create #/EIZ LV HlfH &N D,)
O AR > 7 A6 XHEEABRRL, FE, Frre—FR,
BE, o —0WnTha g FET,
Job owner O HHAEVZERY I ANL T 7 7 ALERZERRL, &
U.NORMAL 7 a— K& ST,
Job owner O NAY — Rt PDF AR > 7 A0 30E AR ARAF
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U.NORMAL 1T,
(RTEITIZ SR A T — RAN DR, RFETICR D CHE
FHIBRE N D,)
Read Job owner O O
U.ADMIN Va TRIRERIR,
U.NORMAL (XA Y — RiE5{k PDF O EH Y 3 7 %R<),
Unauthenticated | O
Modify - - - - 2L,
Delete Job owner O - - | A¥ xSy MRV ERBAERY IS, AT

O TR EFTH LA by TR -2 ML,
1ZIkh Y a 7 OHIBR A FE1T,

(¥ a ZHIBRIC L W XEBHIBRS N D,)
O - - | ARy 7 A ORIMEET LR, Ay SR —%
T L, AFIERY a 7 OHIBRE ET,

(¥ a2 ZHIERE b SCEITHIBR S hrw,)

Job owner O O
U.ADMIN

TVaTRRNDLY a7 EHIER,
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7.3. EES1bHtne

FCS_CKM.1(a)
TOE 1%, IPsec it{5 O#EfE T THUD IPsec REBED A AKIZH\ T, NIST SP800-56B, Revision 1 ? 6.3.1.3
HIZFEH D rsakpgl-crt HRUTFH D H1E T, K 2048bit D RSA FExFrEs A a5, F7=. IPsec {5 D
ﬁ’ﬁi ZRWWT, NIST SP800-56A, Revision 3 @ 5.6.1.1.1 HilZit# » Using the Approved Safe-Prime
Groups (Z50# D 71£ 7T, Diffie-Hellman 7 /L —7 14 (2 XA HExt Bz A pk 45,

FCS_CKM.1(b)

TOE 1, IPsec @15 D5 BAAARE, H LT SA 747 XA LB #% O 1B\ C, FCS_RBG_EXT.1 (252
#H o RBG THELEZAALL. 128bit & L<I% 256bit D%t #rls 584425+ %, TOE 1Z. DRBG BI#(CTR
DRBG(AES-256)) % MO 92T B2 RBG ZE 8L, SLEE AT 5,

FCS_RBG_EXT.1

TOE 1%, NIST SP 800-90A |[Z#£4iL 9% CTR DRBG(AES-256)&, 1 DY 7 hy =7 =2 b — R DS
n5 RBG #%£¥#:4 5, Lig CTR DRBG i, Derivation Function & Reseed %% 573, Prediction
Resistance #HEIXENMEL 2V, Y7 by =7 o bt —JEIL, CPU O NERRIEIZH B A 5 2 A4yl o — N4

FHEL Ty s A1y B — AL ER A L — T ILBRNIZ SR L TR Y L — AL BR SR TR D :tf‘o/fé%ﬁmy&ﬁr?
VHA—RRETHREL, raw T —X%15, V7 MNEFE XOR ZHWTC raw T —XIZE ENHT e —EE v e
RICHEHR, BT 20 Tava=r Vo gL, By MO har —5Ex LiFet, = —EELTHY)
T %,

TOE 1%, 20 RBG #FIAL CTELEA LKL, S{EHEIEEHIEOR S8R 256bit & 128bit)$5f€ Z*'JFH?L
%, TOE NELEAERK T 28, CTR DRBG Ty —R~7 U7 /W (Entropy Input & Nonce) N EZ /R ~7246, =
rrE—JRELUTHIAT2Y 7y =7 i E L, B A XD hre— @2 BG L CTHIH T 2, \_@I/I\Eﬂ: —
L. NIST SP800-90A ¢ 10.2.1 {Z/r&EN 5 Instantiate & Reseed (B /=2 bt —&(TOE D4,
F 2T AHRELFIC 256bit)Aii7-L T, +07Tmr b — RN E £ TWD,

FIA_PSK_EXT.1
TOE 1%, IPsec HOFHHLAHREEL T, FLT7 FAMI—RAOFFILAEIFIH TED, THFANI—AD FHH]
FHL, Ty a7 LTV RLE O TE v I ~EHIn D,
« T XA AR — 2DOFERFIA
>EE 22
> FIF ATRE ST « ASCII U741, F£7-13 HEX i
> ST T D54 - SHA-1, SHA-256, SHA-384, SHA-512

FCS_COP.1(a)
TOE L. IPsec i@{Z® ESP k2L 7 L2V R AL LT, FIPS PUB 197 & NIST SP 800-38A |25 & L7~ F
128bit & 256bit ® AES-CBC # |3 %,

FCS_COP.1(b)

TOE I%, 775 —MERED 77— AU =7 BAEIZEBWC, FIPS PUB 186-4 (Zi# & L7-#E 2048bit ™ RSA
FONEBL T VTN A LHEFHAT S, £72. IPsec #W{E DT RIEICIH VT, FIPS PUB 186-4 (A LR
2048bit O RSA TV HNFHT NIAVAL(FHAERK) & 7 VX NVELRGEZIBW T, FIPS PUB 186-4 1T &
L7-8F 2048bit & 3048bit ® RSA T XNV BT )NV XL (B4 WiEE) 28| 45,

FCS_COP.1(¢)
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TOE (X, 7.7.1 EIIFEHOT v 77 —MERIZB W T, L FOINIL TT VX NVBAMRGEE W 77— A0 =
T = A DRFEEIT), DT, ISO/TEC 10118-3:2004 (ZH#EHL4 2 SHA-256 (25 v 2 EOE A2 FEIT4
%,

(1) TOE 73#;> RSA AR#EEE 2048bit) TF XV EX F — 25125,
(2) SHA-256 T 7—LUxT T —2D v affZB 425,
3y (DEQDfiE TS, — BT IET 77— =TT —ZNIEE THHEHWT5,

%72, TOE |Z, IPseci@{5 ® IKEv1 G8RET /L2 X LEL T, ISO/MEC 10118-3:2004 (Z#Efl-95 SHA-1, SHA-
256, SHA-348, SHA-512 (T8 oy ¥ 2 @D HE N EFEITT 2,

FCS_COP.1(g)

TOE 1%, IPsec #1528 T, FIPS PUB 198-1 TE# =415 The Keyed-Hash Message Authentication
Code. FIPS PUB 180-3 TE## 3415 Secure Hash Standard (ZHEHLT 25 FRedElf o a2 Ay —UFRGEIC K
% ESP #32459°%,

cAv—TUH ATV A ME 160, 256, 384, 512
- $# 5 0 160, 256, 384, 512
s BFE T Y XA HMAC-SHA-1, HMAC-SHA-256. HMAC-SHA-384, HMAC-SHA-512

FCS_CKM.4, FCS_CKM_EXT.4

TOE I3, TPsec {5 THIH 928k, S B ORIF I LMD 7154 Table 7-15 (R4, WA IZL-TRIES
NICHERTEA#E, TPsec REWIE DT T A~ —hgEIL, BLMAZHAR 72 SSD IZfRIFEND, EEAE S ZNHDHEEDHI
PREHATLICE, 0x00 T EEEHIERT D, [Psec THHSND By a G (— Ry 58013, RAM EIZfRFE
o, ZhbiE TOE O OFF (ZK AR DT HIBRS 11D,

Table 7-15 EOIRTESE & AREE

i PRAFSE WS A I WIED 1k
C B ER BHEFIZ I o TERE SN FHT | SSD BEFI L2 FRiLA AR - | 0x00 T LE
B R EE (REEEETEEE | ZHIBR
BHEICL > THRESNFHH | RAM | B OFF —
GRS L CAER LT
popHiN:ad IKE 364G Fikss gt RAM IR OFF —
(IKEvl 7 =— X 1 TARM S
%)
IPsec LA s g RAM IR OFF —
(IKEvl 7 =— X 2 TAR s h
%)
7T A N— | . N SSD BHEIC X 2FEAEAIBR (815 | 0x00 T LEEX
4 IPec iENEOT 74 = M () 0 il
IPsec @ Diffie-Hellman 77 RAM I OFF —
AN
(IKEvl 7 =— X 1 TAER S
%)
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1. 4. BIEFEEEHAE

FTP_ITC.1
TOE (X, Table 7-16 |27 IT Hés L DE(E 128 T, IPsec 7RV EFIH T 5720 Fr LT —Z M
LTHEESNDLIEFR,

Table 7-16 IT #2% & Di@fE

TSF 23§ F 35 IT #%% “7a han
SMTP $—/3— IPsec
INERERFEY — X — IPsec
DNS #—r3— IPsec
a7 Y— N — IPsec
WebDAV H— /3 — IPsec
SMB #—/,3— IPsec

FTP_TRP.1(a)

TOE 1%, FH#2 TOE 2Vt —NMFH I 5 51EEL T, 7947 h PC OT 7 CTEIfET D WC 2424t925,
TOE L7747k PC BOBIE L, BEEIEE /A THS IPsec 7 b= /L&FH4 5, VE—MEHELO-0DI27T
A7 R PC 738 TOE ~7 7EAL7=H, TOE % IPsec 7= /L CORIBIEXRBHIAL . S 0FAIE ., BETF —#
RIS DOIRHEL  BIET — X WE DRI ERAET 5,

FTP_TRP.1(b)

TOE 1%, E#HE TRWAIHE D TOE ~VE—r7 7B AT5HELLT, 7947~ PC OS5 CEIfETS
WC TV HRTANR—%HMT D, TOE 27747k PC MO#EEIL. SEHEE/ SATHD IPsec bz %
FAT 2D, VE— T2 8AZADTZDIZITAT b PC 736 TOE ~7 78 AL, TOE 1% IPsec 7 h=/L COHIE
EZBAMAL ., WS OFAIE ., BIET —XIRIBNODORHEL  EBIE T — XL E DR ME T 5,

FCS_IPSEC_EXT.1
TOE i, RFC4301 (ZHEHLT 2 TPsec 77— 7 7 F v &34 5, BELE D HD, IPsec 7 mh=/LEL TR adik
TEMZRRE ., ZHETEL0, TRl OBREMAZFI T8I TERY,

« IPsec # 72 NWALRE : FT VAR —FE—F
-t Xa2UF 07 m han ESP(RFC 4303 12 #E#L)
> ESP iF 57 /L= X4 : AES-CBC-128. AES-CBC-256(RFC 3602 |Z #E#L)
> ESP #EE7 /L2 ) X4 : HMAC-SHA-1, HMAC-SHA-256, HMAC-SHA-384, HMAC-SHA-
512
- HERe#a 7 R : IKEv1(RFC 2407,2408,2409,4109 |2 L)
» IKEv1 554k 7 /L2 U X4 : AES-CBC-128, AES-CBC-256(RFC 3602 | ##lL)
» xdyxx—3 3 F— K : Main Mode
>SA T A7 HA N
® 7= —X 1M SA : 600~86400
® 7= —X 20 SA : 600~28800
> Diffie-Hellman Group : 7 /L —7 14
> ESN : M%), A%h(RFC 4304 |ZHEHL)
- IKE i 0 T U2V EARSA), T % A hN— 2D SR A
> TV HINVEL,
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® RSA-2048 (BAAR., B4 ML)
® RSA-3072 (B4 RE)
@ UFET LT Y X4 SHA-256, SHA-384, SHA-512(RFC 4868 (Z HEHiL)
> 7 XA M= 2D FEFIHA R
® WHLE N ET HHEAI AR : 22 LT O XL FHIASCII L4, £721% HEX )
® BEET /LT Y XA - SHA-1, SHA-256, SHA-384, SHA-512(RFC 4868 |Z #EHL)
> 7a bk aViEE
® 7o kLAl FEEZR L (Any)
> IPsec ffi % &
® DefalutAction : fl{3E
® S EMRGERERR T - AR « #ERT D
S L - FERR L 72
Frx—r  GEAEOASZEHRT D
RINMERD = RS L 72w

%72, TOE 1% IPsec ¥ 2T 4RV —F —Z_—2Z(SPD) 2 EEL TRV, FEHF IV FORENTED,
«IPsec R U 2 — : IP X7 v FOSMEEIRE L T, TNENOFHRMEICEE L2 IP /X7 v MR LER
HE - EIE - BEFED S L EDOENWEERIT O DRI T X 5, IPsec RY V—DBLENLA L N\T 2 KRy
NeT T MR Ry ME, RULV—AVTRESND, IP Ny FOFEME L TIE Any D7 R
hab, @EHRIP 7 KL (R, £33V 7%y MEE) BDRETE D,
IPsec RY > —FIP R = N—T71~10 D 10 F NV —7E£ THRETE 5, 1 OD@EMFIC, #
D IPsec RV v —0NREINT=HE., IPsec R v —F—7 1~10 OFEIEFIZEDL ST, T
DOEESENEAL CEMEEH S 415,
R fREE > mkEE > il EREK
T IFNET 7 ar s IPsec R U—IZBBT HREN RN T2GEOEEL Tt HiRINTE
%o (ZOBEIZOWTEHEIZH L, WHEEBIRT DL I TA X U ATHERLTND,)
> f%E : IPsec R Y U — DR EICEE LW IP 7w MIKET S
> il IPsec R Y U—DFREICABELRWIP N7y MIdEiE S5
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1.5. %) T« EEHRE

FMT_MOF.1, FMT_MSA.1, FMT_MSA.3, FMT _MTD.1, FMT_SMF.1, FMT_SMR.1

TOE 1%, FIAZE KL CH R B RE AR 32, B F EREREIL. FLiiSh oA 27 = — A0 b D B4 E T RE
Tho, TVABARTAN—T, BEEREE TR L2, BE LB LT WC T RO BREERE R T3 2 | 1
(BB T DB, TOE ~OfBIFERENE RS, RBGECEHEBEREZFI A T2 L3 TEy, nr A F
A#F12%#HI(U.ADMIN, UNORMAL) % BEfH, BIEfH TSN EIEn s 7o NETHERE T2, R O&H
(RS TOARWE B RE A FI T 95 2812 TX 720y, TOE 12, Table 6-2, Table 6-3 D7 7 & AN I T,
X2 VT —BEOWMIEEL CRIAE SCET — % FIRE Y 3 77 — % ZER L7 —%FI % @ User ID %
Y TDH, 777 AZEHRECIVAERSNIFAEXET—%, FIAEY a 77 —#1%, TOE 4 OF|H
FILEoTHE SN D720, X2V T 0 —RBIEOYEIEE L TEBED User ID Z#H VYT, 7727 A%
BHOT 72 AGlEZFZ T 5, 77 7 AZEFZTHRIZ.F 2— FREEINTWRWT 7 7 AZ[EDHE,
Ty I ALETHRHEN ATV ZER Y 7 AURGFEEND 20, B AT Y ZERY 7 2ADT 7 & ZAHETOHIE
L, X VT o —RBEIERERR Y, PIHIEIXEEE O UserlD AHIV ¥ THh5, Fa— RBEES
NTCND 77 7 AZEOLE, X2 )7 4 —RBEOHIEL L THEESNTBAR v 7 2D User ID 23|
DU THND, ML, (7.2 7 7821 2202 L, TOE X, #WIfEE LTE L5 THNT- UserID
P EEXTHHEEEZR 0,

Table 7-17 BHEF RIS EHMEAE

B LR N PRS- | BAEFTRER A ¥
1E T —A
L — P — AR TOE OFI I EM: User ID 2R o —HF— DGk | ok, ZH, | BfE 0L WC

/ﬁ'ﬂg? TP — RRT—ROXRGRAETE  — BRI | BB
DFLEMRER., PEREHIBR O EARER, & BREHERR
@HE-/EJH;/%%??OO T — XGRS TR A
2 PV a T B ER LR, %27 — B
OFHfEEL T User ID % ESI, Table 6-2,
Table 6-3 OFIHET —&7 7 AR FEHES
B B, 22—V —ZHIkRT 5L, B —W =230
AHETHLILELHIBREND,

BEE SAT —REREN | A AT —RERET D, LGHwN, B | 2% BE SV
He IRAT —R|Z :t77z“11/l\{ﬁﬁ\ RESNTWD, EA
BHAAIF DR E FHEX BN T, B U EBE N
RELEET D,
=P —FERERR EHAE | 2V —FGE OB EEITH, AMEEEGE, 4 | £ BE 2V WC

Y — S —FRFE, ARIRZEE A+ AN — N —FEFED
WENMNERIRT D, BV b UEBRE L. W
ARIEERGE CRBIRRES LD,

SNEFRREY — N —FRE | SR Y — N —FRAEA N THIH T 2IMFREE T — N | Bk, BH | | BE 1, WC

HhE —DREXEIT, Hills
FRRE S B S R D28 | FRAE I E D F%EHE“’% % ET D %Hﬁﬁ%"f@@f;ubt A BE 2V WC
Hikne FRREIEIE Y, ZOR% EMEIC L7 F, TOE 1
LRI iﬁ“émﬁﬁﬂtfﬁ’o
FELEBAEOBAEEL E | LR R B EIE I E T A IV | BB BfE v WC

FiR BRI ] D 28 HRERE b B E ORBIEDME SN E | RBREF L2
BRSNS ET ORI AR E T D,
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¥z T =

(el s P FrR St | BErTRERR A2
1E Tr—2A

FRE R BB B (A | REERIK B2 % 27D 7§ D, ZOBRIEICED, v | FET BE 2V WC
VEBEUINDOIVT | M EEE LIS OF)HE OFSREE LR T D
HEHE ZEMTES,
NAT—=RNHRIOETHE | AU =N (SR =R E/NCF R ELET) | BT B2V WC
HE DFRTE BEHEITD,
X2V T AL ER | BX 2T LR EDOE R, R ET D, vAEd BE 2V WC
[[E HHCHRE LT, X2 ) T A EDSDE W

BB AR EE X T REICFEEREL, €

DREEMFRFT D, * >y NU—2 % L7 TOE ©

THRERE. A 7 AHERE (RS-232C I/F %ff

).y MU — 7 REE B b EE T & OFIH

NEEIE S N5, FIREREILE SN HEREFITOR

EERZFIT LGS, BEmmaRrL, FIA

BEPBRIEOHG R LGS, Ex=2 U T 108

EREITENIEEIND,
A REE D28 K RE HEFEREBRET 5, BENBERNRBAELY | £F BV WC

G 20 HRFERA A n S IS NS,
VAT LA =Ny ME | BEASRABER DOV AT A4 — MU &y MR | AT BE 2V WC
M OZE R DFEEITH,
BEhe s 7 U hEHIOZ | WC #/Eho BBY= 77 U MEROR EEZTT, I WC
AR
B R P R EEHEIBEHETHD IPsec BIFORELITI, | Bk, £H ., | B 1 WC

==Ju

IPsec 5% E ., Fait
TEDXGR, 255 HIFR,

ﬁf@%&ﬁi IPsec DE% = DX

Ry T — IR ERSHE Fv b7 —23%E (TOE @ IP 7RL-A, DNS #— 3 | gk, AH RS2, WC
—® IP 7RL A, R—hE 5% NetBIOS 4:%) D
Bk, EEETD,

BEr /o PR RE ERMEO RS, R ns ORSFIE, v | B AR BE 3L, WC
— = BEIEEREOREL, AT OREL
HIEREATD,

Ry ZE PREEHE ARy 7 AD X G, BHERY I AL OEE Ry r | Bk, BE ., | #1001, WC

ANRAT —ROBERIE T g HL—F —DOEER
). HIBRETTH,

HIl BT

SR AT 5215 B EHERE

AT Y AR O DR R AR IR Y2 2
SSAD—ROBERIEEEAT,

e L WO

Table 7-18 —&FIHH ICiRLSI N2 E B

B PR RE P FrR St | BErTREZRR A2
1 Txz—A
2P = RT—FRE | 22— —RRT—ROREEITI, FIAFIL, WP | 2% BlE 2L WC
HhE M. HEOZ—F— AT —REEHETHILERT
&5,
Ao A PR RE ARy VADRGKAEATY, o FIAEBIE TS | Bék, £E | | B, WC

AR Y7 A U CEFE (R I AL DETE, Ry

IS
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(el s P PR STy | BERTREZR A4
1 T ge—=2

ANAT —R OB AT iFE 22— —OEE
EVEHIBRETT,

FPT_SKP_EXT.1

TOE 1Z. IPsec &{E TH|HT AR RO L  BHEF ICL-> TR EIN-HETILA#LE IPsec ZEFHED T4
— MEA B H AR A RER R IERE AR — Y TdhD SSD ITIRTFET D, LA DR S8tiL. RAM ICIR1FT 5
(Table 7-15 M), TOE [XRIFSNIZFRISEAHE, 7T — Rk, B 582 B T 2R RE A TR L2 | F
F#23 TOE OB E NS A FE A2 813 TE2 WV, TOE 13, MFP A{KIZ RS-232C IF & 3L CTVA728,
IS LS CATD . FIE R ZOA 27 2— 2% FIFAL T, SSD OWET — X By 4 L3 T
720N, £72. RS-232C IF LIAHZ, TOE DAL ER7HN SSD ON T —# 2B 4 A X7 = — A& F2HEL T,
SSD (FHHAT AR A A AL — VU TH D728, FIHE A SSD ZH0A L CTNERT — 22 B0 4 281X T&AR0, LL
LI, RIS FRI A 8, 7T — Nt B S A it H T BT TER,
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7.6. BERE AL

TOE I%. AN SR ERIH L A 24K, STl u/ Y —_R—~EE3 75,

FAU_GEN.1, FAU_GEN.2
TOE 1%, L FTOFEREEEXIRERLEL, ERFARLNGEEH HIEOR), FHROMR], 37 V=7 NRBIE .
HREOMERETLIRT D,
Table 7-19 BEEXRER—FE

Bt xR ID (B 7Y/ NlBIE S *1) TS
— P — R D i Admin ID/User ID/#:% 4% 1D OK/NG
TR AEVSZAZ R v 7 A AT — R FEFED FE it User ID OK/NG
YRR IS LD Bk, 25 I B Admin ID OK/NG
2P RAT N DZEH User ID OK/NG
EEHE AT —NOLEH Admin ID OK
2B E DA Admin ID OK
SMNERRGE S — N —FR E DBk, AT Admin ID OK
FRRES A B B D2 T Admin ID OK
E L RO B AL I iR BRI D22 8 Admin ID OK
FREF AR EI% (U.BUILTIN_ADMIN LIsk) o2V 7 Admin ID OK
2R — R ZE SR RE Admin ID OK/NG
X2V T AL N E DL T Admin ID OK
AR RO Admin ID OK
AT LA — Ny MO E Admin ID OK
B &has 7 MR D28 5 Admin ID OK
B R (5 A PR E OBk Ek, A HIBR Admin ID OK/NG
2T —IFRTE DGk, B Admin ID OK/NG
Bty o 7 A RE O B Ah Admin ID OK
B m s DS RE DR T Admin ID OK
B P RE DB ik, T Admin ID OK
R RE P REIC LD AR v 7 ARGk, 255 HIllR Admin ID/User ID OK/NG
IR ATV ZAE R EMRE DR Gk, AT Admin ID OK/NG
TV RV a TORAE User ID OK/NG
7V v hYa 7 OEI User ID OK/NG
AXy P a TOEE User ID OK/NG
a b —a 7 OHIR] User ID OK/NG
Ty I AEEY a T DERE User ID OK/NG
Ty I AZEYa T D%E VAT A ID OK/NG
77 7 AZAZ Y a 7 O User ID OK/NG
RAEY a 7 DIRAF User ID OK/NG
T 77 AZIEY a T DRAT VAT A ID OK/NG
AEY a 7 OEIRI User ID OK/NG
RAEY a 7T DOXEE User ID OK/NG
WIFY a7 D7 7 7 ARG User ID OK/NG
WiFEYa7og v ra—FK User ID OK/NG
BIFY 2 7O%H) User ID OK/NG
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BAXI R ER ID (B7 V=7 NEBIEHR 1) [EES
A7y a 7 o User ID OK/NG
BRAFY 3 7 OHIER User ID OK/NG
IPsec & v ¥ 3 VRN D JBR v A7 4 ID errNo(*2)

CLFRBEREERMIC R E L EE G BESLO IDE 7 Vo7 MEBIE#OIT. KBS ID VW) EEE ALk T 5,
T 7 A AR TR BEREE A T 72NV AT AID ([ EE - 3 27 I (MFP)) 2504k 5,
IPsec By a fESEO BB TH T AT AID ([EEE : > 27 5 (MFP)) 25tk 5,
(*2)"1414" (L% =7 1815 (IPSec) DRI/ E DFTE DT — N FiFkS b,

FAU_STG_EXT.1

TOE %, BE&RED A R/ER) i n 7 OfGTikE, v/ — 1" — BEIEESRMOREL, i DIEE
CHIBRZE B N E 3 2 A n 7/ W E R 242 (k9% v/ — X —Z, WebDAV H——2F|H 4%, K=
TOBAGHFIEXAISEEEZREL. [Psec BEAFIAL Tl —_—~EEn/%ikE5 3%, TOE ua/H—~
—R?D IPsec i#15 1%. B EHEE(E & BEWERRICIVRET D,

TOE (. Dﬁ“f%%&%ﬂ7‘774’/1/kbf TOE NOw—J VARIEREEIC —RFRAFL . B ENE(E SR CTRELH
R LR E LT B EIGELESA . DIKIIE A NEEa 7 K EEFZTLESG A, XML 7 — 224
LTH&‘%~/\~/\%T§‘§‘6

TOE NIC—IpRFSNT-a 7 74 0id, XML 7 — X B %S LT E BB N A v/ H bR 1T LI RE, HI
brd 5, XML 7 —#I%, 07— N—~DEEE TR, RO 774D XML 7 —XZEHOBRIZHIBRT 5,
TOE MIZ—FipESNZns 7740 XML 7 —4~T 78R THA L H 72— A%, BEHEILLDER T DOXE
EHIBRDHTHY . — A HESCHBEE ISR IEILT 7 EATHZ LT TERY,

Fv NI —JEERETas Y — " —inl R EEE TEXT, TOE NOr— VRGNS -T2 6
FATTELHMRRILLL T OREICHI RS D,

- &EIR OFF IC X A58 v VT HRUSHEE DK T

- IR ON IT L DB v 7 IS EE O B AR

c 22— W —FEE (BE SRV OFEE T T A D IFF])

cEBEFICLDEE e IRE, b LITHIBR
BHENEERZ EELLIIE AR HIBRZ FATL . B — I /U RAFFEIR DT AOIRBE RIS N DT LT, HilBRA#
FREnD,

Table 7-20 BE&E S 7 —Z DAk

ERu 77— 2O Hn s
1 7O R RIS SSD IZf 17T 5
o JERIIR ST A 0E LT RFEL, XML T — XA LT
07— N2 ET D,
077 7 A WIEEK 40MB RFAIRE T, T\ NrDZ A I 7
T, B 7P —R—~DEEDT- XML 7 — X ([CEWT 5, ZEHk,
L¥n T 7 7 A VITHIBRT D,
7 ZEROERY A X CEEENRE LA aﬂ% UL ITEREICE L
- 36MB IZiE L=
CEEE N T S uaﬂa EIEITLIESA
XML 7 —# g 79— "—|ZkEH%. kD XML 7 — % BAER S D
BRICHIERT 5, HERMOEE. &K T6MB (7277 7 1 /L 40MB,
XML 5 —# 36MB) #* TOE NIZ—HKHEEFESN D,

FPT_STM.1
TOE (Z7my7isea AL, HEHE DT TOE ORZIZZE W4 oMaE 2RIk 32, & n s 1Ziiik I DR 21E
WiTr oy 7EEREN BRSNS,
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1.1. BERETERARE

7.71. 7y T T— e

FPT_TUD_EXT.1
BHEE T, BRE S LT WC CRkBIZRIER , & FRE ﬁf77%A‘717/\~/5/0)6§n B RATTED,
Flo, BTN, 77— L0 T T —RET URNVEL T — 2 EEMN LT USB A VA TOE IZEEAL, #1E L
THBIRRGRES , BHEWE C7 77— =T OT v 7T —MEREFEITTED, 77— =T T —2E, VAT A
arvhr—IF ) harta—Jb W o KT 7 — LTl SHA-256 (X THEHLZE 77— T D/ Ny
T fETER (7.7.2.0258 0 B 7 AMERR TR T2) BNE I Wb, TUXVEALT —H1E, SHA-256 CTHH
L7277 —A0=T 7 —HD/y 2 fBIZkL T, FIPS PUB 186-4, “Digital Signature Standard”(ZFC#?> RSA
FOLNEL T VA XNGER 2048bit, B4 A% —25 PKCS #1 Ver 1.5) TEA LT-TF — 4 Thb,
BHEENT 7T —MERER FATUIZFE, TOE 131 AN— V&2 BT 2R RSA AR (BEE 2048bit, Hifaf
KFIZ TOE IZA VA= LS TWD) LT, 77— L0 =7 7 —2OT VANV ELIGGEE T T 5, B4 RGE
DR TA 1R, B SRS 2 KR L, 77— A7 = 7 OEXHZ BT DRV, B4 IR LT-
FEIT. 77~Ar7:7k%77~Ar7:7®/\yv:1 THMREA L AN— VT 5, T UXNVELRAED FIAIZ, TR
DY,
(1) TOE 738> RSA ABH#EHE 2048bit) TF VANV B4 T — 251 5115,
(2) SHA-256 T77—LU =7 T —2D v 2lx2F T 5,
38) VEQDEZELET D, —ET LT 7—LbT =T T —HPBIEHE ThDHEHWT 5,

7.7.2. BB T X HEEE

FPT_TST_EXT.1

TOE I3, B ON FfiZ, L FORITRLIZT AMZ AR FEML , BEPBRHSNI5E . BlE S xniE sz
FoRL, BMEZAS IR BRI RV ARBICAT 32, ZHUCEY, TSF 23457 7 — L0 =7 D5tz
s CED,

Table 7-21 B 7 A b

No. P 7 A |k
SHA-256 CRINLIEE T 7y — L0 =T Oy vafil, 7y 77—
VAT hay ha—T7%D% MERE T TOE ~A X h—/L S{LTey & 2 fEFHRICRLER S 41T
77 —bo=7T WAEN—ET 5 Z L %R, TOE TRHHT A ZLIA 77V b
Ny 2 BERGEDR SR L7125,
KW BT T Y ALK D BEMfET A~ KAT test for SHA-1,
KAT test for SHA-512, KAT test for HMAC SHA-256, KAT test
Wb A4 77 for AES encryption (CBC, 128-bit key), KAT test for AES
T2 Y XA SHA,HMAC % | decryption (CBC, 128-bit key). KAT for RSA 2048-bit (PKCS #1
v1.5). KAT for DSA (signing P=2048/N=256; verification
P=1024/N=160), KAT for Diffie-Hellman % %jfi,
bbbl LTRHHTS Y7 hU =7 23 E L, DRBG Bk

5 WE{bkZA4 7Y D~V ZFT A (NIST SP800-90A @ [11.3 Health Testing] (23
7)Y XA : DRBG 3% . Instantiate. Generate. Reseed DHEREIC DN TREZNfET A
k) % SE,
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7.8. FAX 9Btk

FDP_FXS_EXT.1

TOE NFEIEFT L7 77 AA 27 2 —AOFI 7 IEEL T, DR ERRE N LTANE FAX BEER0 0D 7 77 A5 &
FIHE DEAESZNDDFEATT T 7 I AEGB RS D, 77V A BT 2 — AR CEZE R AISILTNDT —H
1. ERRRIAFEIORUE 7 7 7 ALETL T THA,

TOE 1L, 777 AET LEREA FEIEL THY, Super G3 bV BION G3 Y abaahR—h35, 777 AE
T AL, TV AEZAG DI EFATL, DREREN LT Oz~ Rix—812Z 1 (1720, £7-, TOE (%, PSTN &
LAN D% N —2 7)o Da ke DR RE A FE 27000,

PLEDZENS, FIHZE N TOE D7 77 AA BT = — A& FIWTHIH TEXHDI1E, 77V AEZEDHTHD,

Uk
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