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1.4.2. TOE D iwErEE
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TOE
________________ RX2UTAMRE L, o EEBE
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1.4.2.1. EARHERE
PATIZ, TOE O FEAREEAE T35,

Table 1-4 TOE D EAHRE

No. Function Definition
1 | 7V MfE FIA#E S LAN #%HH CTHE T 3CE%Z TOE (2 —RHRAEL . FIRI-DHEHE,
I7A4T >k PC OT Vo HRTAN—HELLIE WC 235, FBFE& TV MRy 7 A

LHELE—BHRETED, £, WC B/ SRT—Rig 54t PDF Ry 2~
%jciégﬂﬂﬂ%ﬁf% FURE DBRAE S I DD — R RIE LI B SCE DO
Rl FITUIGE . 724 E 1 3CE L TOE M HHIBRSND,
2 | AFyrHkHE FIABE DB SR DLOEEIZ LT S EE Ay T THARY, &
FCEITEHL T, 2412 (E-mail, WebDAV, SMB) I % 8fg,
3 | A —pkne FIRAZ LD E SR EOERIEIZ L > T BB EAF ¥ CHEAIN- T,
Pt o 7 iR A TR 2 8 RE.
4 | 77 AR AT 7 7L )T abha i VT, AREFEEFR A HMEPSTN) 2 LT E
B EEAE T DHERE,
<77 ALIGHERE
B SRR D DR RETBEL  BMLFEE AT Y TRt B, B CEIC A ]
LCL 8B LI T 7 7 A~TEE T DHERE, BB SR Dl ARy 7 AR
SN TODLBEA LELET 7V AEBTLIELTED,
<77 I ARG R
SR 77 AN EEEEERE L CE T UEE R R T D,
5 | CEORFELEVHULEE | AARYZZ BHIATYZER Y7 A, RRAU—RiE 5t PDF Ry AZEF L
EARAT, DULUIRFUIE 7 3CEZ T 3 HEE,
AAR Y7 AR LT, LCEE AT v CTRi A0, & 7 SCEICEHL TR,
ITAT N PCOTVARTAN—HE LT WC DO SUEE AT, 7 77 A%
BEICE > TRAELIZ Fa— R &7 7 VAL EERFTED, BEIATUZIER Y7
AZF LT, 777 ABREIL L > TRAB LI T 7 Y ASCGERARF CT& B, /SAT—R

B 5L PDF Ry 2 AICHL T, 2547k PC O WC b T U RAF T
A

o

E AR 7 AR AT ST B A SCE, B E S BHIRL, SMTP H—/3—
/WebDAV H#—/X—/SMB % —_—~DT7 7 ANk, 777 2%E . WC 25
SMTP #—/3—/WebDAV ¥ —/X—/SMB H#— S—~DT7 7 A /LIEIF, X7

0—RNCED, M ATV ZER Y7 ARFSNIE T CET, BIE S h
SHIRI, WC 22bF 7 ma—RNTES, NAT—RiE5(t PDF Ry 7 A{RAFES
NI 3CGE, BB SRV DB AR I A~DRTFN TES,
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1.4.2.2. £ 2 ') T 1 #EE
LLFIZ, TOE Ot¥x a7 #feEa itk 45,

AL =TT SAZ L OWESAIZ BT 5 REIT. TOE 22§ 2% 2 V7RI & Enauy,

Table 1-5 TOE Ot =5 1#hE

Function

Definition

e FRRERE BE

TOE ZFIALEHIETHE DT AIFIAE CHLZLEFIHE P LIAF L= i#AIF
AETE A > TIRFEL . #F TR LRI SN 728720 TOE OF| %7 )
THERE, ATV ZER I AT 78 AT DG (T 77 A% G 2K . FAH
FOBRIFEIEM A, WBHEH ATV SZAZA Y7 ANAT —RIZ XL L385E0 F T2,
FREEFRUZIL TOE B & A5k BIFRREATTH A (RS B RGeS O RBRE T —
PNl 9 B — N —FBRE T B D, AREREITIT LA T OMREN & %
N5,

T LT BRI e A RIS A R E A S E L - S A R A 2 IR T A Rk B

T AU, AT/ SR —R a2 — 07 CHRR T D% AE

AT =R D SLE R T DI DI BEE N TORE LT/ IAT — R ED
MM I LT SAY — R 2 8 Gk DR RE

TRBIFRRES NIz e — W — OEEN — B R R 72 CEBRE DSFR E LT REf7220Y)
WA TOyva BT T ARERE

TR AHIEHEERE

TOE MNOREZFEITH L, FF SN MAE DHBT 7B AR REL 2D EDIT,
REEFE~DT 72 R% IR 2DHE6E,

i SRk RE

LAN ETOBEFIC, T—HEFE~T IV BATERWIITT DR 51+ D8%
He, T — MG Bt DO ENEIL. ERSAIC ARSI BT AU X L0 Ik
DERFES LD,

(EEESGEEY 1=

gt
i
i

LAN FHEC Ry T —27 ORI DG HRIR 2 ERG 1+ 288, 7947
K PC, SMTP ¥—/3— SMTFEREY—/3— DNS #— " — g/ h—,—
WebDAV #— 38— SMB #—/3—& TOE OHDEET —&%&m 5115,
.M AL EEIC Lo TRy N —27 LA NAIREB FEE R 5L 352 & TR
T%,

EDBEMOKIRE DM TITON DI EERTET HIEHE,

X =27 B R

TR AR RE TRERES N2 B (U ADMIN) O 5 EI & K¢ SR 4 D 2273
TOE Ot =7 AHEREICR T 0E . 2RO RE TH DT Lo Rt 3 DM AE,

B AT AR AE

TOE OEHBLOEF2V T 2F % (LT, EEFRLD)Onr %
AR REL LIRS T — X LU TRl T DR, 17 7 7AWV, S
WEHEZ AW TP — N —TEFESIL, v — =055 T 52801 T
&5,

e 5 7 A B

TOE 77 —20=7 777 — MG 500, 7y 77— M40 77—
T T ODEEMZRIEL, TR IEROLD THHZ LR T HMET v 7T
—hEE), TOE D&M 23 H ATREZ R B S5 12 K0 P Ir S AW Z & ARGET D
7= OREHE(E C. 7 AMERE).,

FAX 4y Bt e

TOE O7 77 A UF 73, PSTN & LAN DT —# -7 Vo AR T D701 f#
ZIRNZ LB ARRET D RE,
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1.4.3. R
A ST T2 HGEO E®AEERT D,

Table 1-6 FzE

Designation Definition

T E B LFIT LFPHIERE D REE LT LET —2ThD,

MCE HECEI, ORI E D AR U RO L ETH D,

BHEE RIFEB L O3B L7205 (Storage and retrieval IZEDBAEDO G L725) BT 3C
EA

7y ) ANE 77 I ABEREICZD AR AN L OO T 7 7 AL RS (R T 50 #,

=M N— Ra B —EE IR SN D CENE Y 27, B0 Z 2713 1 AL E
DXELNHTE D,

WC Web Connection, 7 7 A 7+ b PC ® Web 77 U %3 LT TOE Z#/ET %
A, A2 72— 2%,

o (A V% TOE Z#/ET A 72008 Fay ha—/LTF A R, X v FNFIVERT 4 A
LA THRL SN D,

AF¥yfa=v b TOE THXENGHE, BEAHAIMY | EFT —FICEBT H720DT A
Ao

Ty A=y b TOE CHIBIBICEH SN2l T — % ZFIRIL 1727 31 X,

flffl= br—72=y I | TOE ZHflfHfd 2 4&iE

Ty —LvxT TOE #4257 by =7,

CPU H T AL PR AR i

RAM TR E L TR SN DM FEAEY,

SPI Flash TOE OEMEZIRES D TSF 7 — 2 MRAF S L2 B HAR T 2 RS A T Y,

SSD 256GB OBIMABA R LG BIE, 77— Ly =7 BIE SRy U —

INSDT 7 BAIKTHVARV AETRRT HAOOXEZTET — X
TOE OREMT —% ., BFXLERT 7 ANVE L TREEND,

Ethernet I/F TOE & LAN ##%5:3 572800 A % 7 =— A, 10BASE-T, 100BASE-TX,
Gigabit Ethernet %K — ~ 35,

USBI/F TOE & USB 7\ A A& T H7edDA X T 2 — A,

RS-232C I/F D-sub9 B &M LT, TOE ~3 U TN TAHIENTEDAS L Z T 2 — A,
TOE #FEHE Y — A~ VBN A T ARECH AT 5,

SMB %15 Ax ¥ LT —42% TOE WIZRFSN TV EFXEREE, a v Pa—
H—TRRDT7ANMIEREL T, A Ea—F—h—_"—DFT7 1L ¥
—~IEE T DR,

WebDAV %15 AF¥ ¥ LT —#% TOE WICRFESN TV LEFXHREE, avBa—

B —THRZ DT 7 A MIEH L T, WebDAV Y — 3—(27 v 71— N 5 HEEE,
0 7Y —N—nn JRETLIHEICLEHT 5,

Ny 7 A TV MEERE. T 7 7 ARERE. SCEORAFE LB H UEERBIZ IRV T, FIHE S
EBF—ZSFHZ Y a 75— % TOE ([T A1k, AR, BFE& 7Y
VIR A NAT — RIFEALPDF Ry 7 2, I AE Y ZERy 7 Al
ARy 7 ZANRFIHTE 5,

WE& TV v hAR 7 A —FIRED, 7 79AT L MPCOTY L H RTAN— L LI WC 5T
U MEREZ FAT LR, BT CEN—IHRFEEIN D, —BRIAE L, #BER

Copyright ©2020 KONICA MINOLTA, INC., All Rights Reserved
13/ 71



KONICA MINOLTA bizhub 7501 with FK-514, DEVELOP ineo 7501 with FK-514

Designation Definition

FVIN S RIS B A CEDOHBZ 3T 5 2 L3 TE D,

AT — RiEE{k PDF & | —fFIHEZEN. 72 547> F PC D WC »H 32T — RTHB{L S 17~ PDF ©

v A FIURIS U <I3PRAFFZ AT L7clE, B 3CED —RRF SN D, —BAIHE T,
BAE AN D —RHRFE S NCE T SCEOHRBIS L I3RFEIATTDH 2 LR
TE D,

SR AT U ZER Y 7 R Ty AERICEVZE LI F a— FBREESNTHWRNWT 7 7 AEZ R
T %, HHFDEE AT Y ZAFRE THE AT ) ZEEAMICRE LTEHEI
FIACTEHEEAPITADCHRE SN TND), Fio, BHEDME A€V Z(E&
ETHRE LI AT Y ZER Y 7 AT — R TR D, il A€ %
BAR Y 7 ANRAY — F&fo TW o —fFIAHE L, #iEx1res 747
PCOWC G, 77 7 AXELZMYHT ZENTE D,

EHAR > 7 A —EFRED, BEBHAETIBEAR Y 7 2K L, BB, 7T74T
FPCOFY L H RTANR— L ILLIZIWCHOEFLELRTFETED, 77
7 AKEREIC KV ZE LY a IS F a— FBREEShTWABE, EEsh:
AR > 7 AT 7 7 ALEZRGET D, —BFAAER., BIPFTHET LMA
Ry 7 2T L, #BER%N, 25472 b PCOWC»LETFLEEZRY H
5,

i
il
W
Gl

Ty ARIZEIVZELEF a— FREESNZT 7 7 AXLEEBAR v 7
AARAFT DHEHE, AR Y 7 AOFAETH BRI & EIED, A
Ky 7 AP & BRTIR AT — FERETE S,

F=a—F SUB 7RV ARLX(E ID THERRS D, BURZE DR ADICHE STV HEAR
v 7 AT 7 7 ZEETHRRTIE, BEUBEAR Y 7 ZAOREERS & BRZE M
NRAT—R%&ZF a2— RO SUBT7RLAEEEID & LTALT S,

e a7 ELTRE, FURFEICBEM b b eFd 2 U T ¢ BEO&EL TOE 121X,
— R A (UNORMAL), EFHE(U.ADMIN)O&EEIRH 5,

— I — R A (UNORMAL) & L CTOEDOFIH &7l S hi-F A%, FIAEN=

(UNORMAL) —P =4, PR T— R FHFHERSELCTr I A TS LTk, —
BFHZEU.NORMAL) L CikBISIND, — W — i TSN D REZFIH ©
%2,

ek FHE(U.ADMIN) & LT TOE OFAZFFAI S N-FHE, TOE OFHEIC

(U.ADMIN) X, v A VFEOEWNCE Y 22— —EFHE(U.USER_ADMIN) & /L b A
VEHE (U BUILTIN_ADMIN)23d 5%, EBFEE CiRtIN 52X 2V 7 o
EEHREEFIHTE D,

o FHBEN—F—4 | 22— — AT =R FHEHERHY TRT A AR

(U.USER_ADMIN) M, 2 —H—&#H(U.USER_ADMIN)E L CikBlEna,

BV N A EEE BHENAT — R mbFHE, FIHAZEPNEEE AT —R Tl A AL

(U.BUILTIN_ADMIN) B, BB E (U.BUILTIN_ADMIN) &L GBS h 5,

il SV =B RANRRT— REMBFHE, FAIHERY—EZXARRTU—RFTr A Z

pREh LTz ie, ¥ — & X i TRk S S e 2RI T & 5, TOE ORESR ~ 7
TSRS R— T2,

User ID TOEDFIME 33 2800 1. FIFHER v 7oA kB LizHa. FINER
L LCBEM T NG, —BFIHE, 2a—F—FHEOLE, 2 —F—EFa
ERED RIRFE S NEN D U THND, B b EBEL, EHOEERZE
DYETHND,
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Designation Definition
nrAy FREBE PV T ooy L G CRBIRBREZ AT L BB REREIC B LI G &
TOEZF M Arae7 ki8I 228, BAE 3L, WC, TV HRTFAN—=DBHELTT
x5,
a—H—4 —FIHE, 22— —FEER, v /A VI LT vy E LTANT S

BT, AREERIEOSHA. TOEIX2——%&I2 X - TRIAE N B fko—F
= E D IEHINT D, VB ERMERE T RFINE 2R T HBRICRE L.
PIBRIZZETE TE 20,

a7 A RAT— R

FAEZEN, oA V27 LTy e LTANT A2 T — R, KIKERE
%E\%E@%é\\ TOEﬂiD 7/]) VINA T — }\ J:OVC*IJHEJ%%;:L‘ uJ:E?A%) 1'_"6-'—
IRAT— R, BHENRRAT—F, = ARRAT—=RK13H5,

Z—HP— 2T — R

—WFIHEOR T A XA T — K, RIEEEFRIEOSL S, FEF T —Y—%F
HSRE C—RAAE I —Y— AT = FEFRETE D, —HEAAZEX. A
HDa—P— 27— N2 LETE D,

EPRE R AT — R

EL b VEHEDO A AT — R, TOEH#EL., FrE OB HE /XD
— RBREINTEY TOEEXRBERICE )L M VEBEDYPIHEN O EFT T 5,
Dk, BHENEETTE D,

P—EANRRAT— K

P—bE2A~vrDOa AL RAT— K,

— IR Ik

ﬁﬁ%ﬁ—%ﬂ%%@ﬂﬂ@ﬂ%%@t#é%* EHEET, 22—

IRV TRER S 72 User IDFIC —REFI RS L OFE & fifBRA T & 5, —Refl)
%%mﬁa%énkUmnD%%o—hﬂ%%ﬁu74/%iﬁbtﬁa
TOEZBIEAHT =R B B Z T 5720 S FIHE T e 71 TR L,
TOEZFIH T&E 720,

EEEAMEIR

SR N — AR IS A B COTOED I 23]+ A 1ke, R

g — PRI BV OB SNz User IDfHICE BEEMEIR DR E & fiRhR)s
TE D, BEEHERDPHE SN User IDE R >— R HE N EFHEEHERD D T
07 A TR LIS, EEEAECTOEZFH TE 5, BHAMERN T
éhfwﬁwU%HD%ﬁO~&ﬂﬁ%hﬁﬁ%%@%UTD74V%%ﬁb
=86, TOEIEXBEEfT I 7= FIHE B2 EET 5720, EFIAE IR 71 v
_%ML\HE%NWT%&w

BRRERI IR

BEE DRI AE ORI rIRe 72 bERE A IR~ 2 Bkpe, HEE X, = —V—F
PEHRREIC U TR SR S 7= User ID1E: (ZHEREI PR D% E&ﬁ#ﬁﬁlféé G il
R E S 7z User IDEFFO—FIHE N0 74 V2T LT25A. TOEIX
FIH ZHIBR S EEOUTZ JEER TR S L < ITHRER AR AE Ti‘%ﬂ“ﬁ‘éﬁ&) il
PR OFERE 2 FIJH T & 220,
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2. Conformance Claims

2.1. CC Conformance Claims

A ST 1%, LLF® Common Criteria (L&, CC L589) ICE ST 5,

CC version : Version 3.1 Release 5
CC Part 2 (CCMB-2017-04-002) extended, CC Part 3 (CCMB-2017-04-

CC conformance
003) conformant

2.2. PP Claim

A& ST 1Z. LLF® PP, Errata (2 &7 %,

PP Name ¢ Protection Profile for Hardcopy Devices
PP Version : 1.0 dated September 10, 2015
Errata ¢ Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

2.3. PP Conformance Rationale

PP NERTHLL FOSMZ L, PP ©#K@Y) [Exact Conformance] Thb, £ D7, TOE Fj1L PP &
—HBL T\,
+ Required Uses
Printing, Scanning, Copying, Network communications, Administration
+ Conditionally Mandatory Uses
PSTN faxing, Storage and retrieval

+ Optional Uses
7L
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3. Security Problem Definition

3.1. Users

TOE OFHE X, LTI SN D,

Table 3-1 User Categories

B2y SE4 EH
— A RE —FI AP 2 AT — R TR R AR S AL )
(U.NORMAL) (U.NORMAL) %, — A E (U NORAML) D& £ 25—,

. gtk s FHE Lo CEFBF MR ES N, 2—F—4, =2—
2P EE s e . ot (2 =
(U.USER_ADMIN) (U.ADMIN) P2 —F | EEE RS CTHBIRFES LR H

B ¥, BEE U ADMIN) D& E Z >,
EVN B (e BHE AT — N2 L > CGRBIFRRES V=R A&, & BE
(U.BUILTIN_ADMIN) (U.ADMIN) (U.ADMIN) D&%+,

3.2. Assets

TOE (2B LR E EILLL T Dl ThHD,

Table 3-2 Asset categories

Designation Asset category Definition
Data created by and for Users that do not affect the operation of the
D.USER User Data
TSF
Data created by and for the TOE that might affect the operation of
D.TSF TSF Data the TSF
e

3.2.1. User Data
User Data 1%, L TD 2 >OFERDDEERLS D,

Table 3-3 User Data types

Designation User Data type Definition
User Document Information contained in a User’s Document, in electronic or
D.USER.DOC
Data hardcopy form
Information related to a User’s Document or Document Processing
D.USER.JOB | User Job Data Job
0

Copyright ©2020 KONICA MINOLTA, INC., All Rights Reserved
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3.2.2. TSF Data
TSF Data (%, LA F D 2 DOFERI BRI LD,

Table 3-4 TSF Data types

Designation User Data type Definition
TSF Data for which alteration by a User who is neither the data
Protected TSF . o . .
D.TSF.PROT Dat owner nor in an Administrator role might affect the security of the
ata

TOE, but for which disclosure is acceptable

) . TSF Data for which either disclosure or alteration by a User who is
Confidential TSF . . o .
D.TSF.CONF neither the data owner nor in an Administrator role might affect

Data .
the security of the TOE

3.3. Threat Definitions

Threats are defined by a threat agent that performs an action resulting in an outcome that has the

potential to violate TOE security policies.

Table 3-5 Threats

Designation Definition

An attacker may access (read, modify, or delete) User Document
T.UNAUTHORIZED_ACCESS Data or change (modify or delete) User Job Data in the TOE
through one of the TOE’s interfaces.

An attacker may gain Unauthorized Access to TSF Data in the
TOE through one of the TOE’s interfaces.
A malfunction of the TSF may cause loss of security if the TOE

T.TSF_COMPROMISE

T.TSF_FAILURE . )
is permitted to operate.

An attacker may cause the installation of unauthorized software
on the TOE.

An attacker may access data in transit or otherwise compromise
T.NET_COMPROMISE the security of the TOE by monitoring or manipulating network

communication.

T.UNAUTHORIZED_UPDATE

3.4. Organizational Security Policy Definitions

TOE 7352819 ~<& OSP Z LA TR,

Table 3-6 Organizational Security Policies

Designation Definition
Users must be authorized before performing Document
P.AUTHORIZATION ) o . .
Processing and administrative functions.
P.AUDIT Security-relevant activities must be audited and the log of such

Copyright ©2020 KONICA MINOLTA, INC., All Rights Reserved
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Designation

Definition

actions must be protected and transmitted to an External IT
Entity.

P.COMMS_PROTECTION

The TOE must be able to identify itself to other devices on the
LAN.

P.FAX_FLOW

If the TOE provides a PSTN fax function, it will ensure
separation between the PSTN fax line and the LAN.

3.5. Assumption Definitions

Assumptions are conditions that must be satisfied in order for the Security Objectives and functional

requirements to be effective.

Table 3-7 Assumptions

Designation Definition
Physical security, commensurate with the value of the TOE and
A.PHYSICAL the data it stores or processes, is assumed to be provided by the
environment.
ANETWORK The Operational Environment is assumed to protect the TOE

from direct, public access to its LAN interface.

A TRUSTED_ADMIN

TOE Administrators are trusted to administer the TOE

according to site security policies.

A TRAINED_USERS

Authorized Users are trained to use the TOE according to site

security policies.

Copyright ©2020 KONICA MINOLTA, INC., All Rights Reserved
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4. Security Objectives

4.1. Definitions of Security Objectives for the Operational Environment

Table 4-1 Security Objectives for the Operational Environment

Designation

Definition

OE.PHYSICAL_PROTECTION

The Operational Environment shall provide physical security,
commensurate with the value of the TOE and the data it stores

Or processes.

OE.NETWORK_PROTECTION

The Operational Environment shall provide network security to

protect the TOE from direct, public access to its LAN interface.

OE.ADMIN_TRUST

The TOE Owner shall establish trust that Administrators will

not use their privileges for malicious purposes.

OE.USER_TRAINING

The TOE Owner shall ensure that Users are aware of site

security policies and have the competence to follow them.

OE.ADMIN_TRAINING

The TOE Owner shall ensure that Administrators are aware of
site security policies and have the competence to use
manufacturer’s guidance to correctly configure the TOE and

protect passwords and keys accordingly.

Copyright ©2020 KONICA MINOLTA, INC., All Rights Reserved
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5. Extended components definition

ARECTIE, IR X 2V T A RE B2 T D, 728, JEREM 134T HCD-PP TERSNTWDEHLDEZED
FEFEHL TS,

5.1. FAU_STG_EXT Extended: External Audit Trail Storage

Family Behavior:
This family defines requirements for the TSF to ensure that secure transmission of audit data from TOE
to an External IT Entity.

Component leveling:

FAU_STG_EXT.1: Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel

implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:
=  The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

= There are no auditable events foreseen.

FAU_STG_EXT.1 Extended: Protected Audit Trail Storage

Hierarchical to : No other components
Dependencies : FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel
FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External IT Entity using
a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity which relies
on a non-TOE audit server for storage and review of audit records. The storage of these audit records and
the ability to allow the administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR for the transmission of
audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class with a

single component.

Copyright ©2020 KONICA MINOLTA, INC., All Rights Reserved
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5.2. FAU_CKM_EXT Extended: Cryptographic Key Management

Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially, this extended

component is intended for cryptographic key destruction.

Component leveling:

FCS_CKM_EXT.4: Extended: Cryptographic Key Material Destruction 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key materials

that are no longer needed are destroyed by using an approved method.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

" There are no auditable events foreseen.

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

Hierarchical to : No other components
Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction
FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and

cryptographic critical security parameters when no longer needed.

Rationale:
Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer
needed are destroyed by using an approved method, and the Common Criteria does not provide a suitable

SFR for the Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure, and it is
therefore placed in the FCS class with a single component.

5.3. FGS_IPSEC_EXT Extended: [Psec selected

Family Behavior:

This family addresses requirements for protecting communications using IPsec.
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Component leveling:

FCS_IPSEC_EXT.1 Extended: IPsec selected 1

FCS_IPSEC_EXT.1 IPsec requires that IPsec be implemented as specified.

Management:

The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in

the PP/ST:

=  Failure to establish an IPsec SA

FCS_IPSEC_EXT.1

FCS_IPSEC_EXT.1.1
FCS_IPSEC_EXT.1.2
FCS_IPSEC_EXT.1.3

FCS_IPSEC_EXT.1.4

FCS_IPSEC_EXT.1.5

Extended: IPsec selected

Hierarchical to : No other components
Dependencies : FIA_PSK_EXT.1 Extended:Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit
The TSF shall implement the IPsec architecture as specified in RFC 4301.
The TSF shall implement [selection: tunnel mode, transport model.
The TSF shall have a nominal, final entry in the SPD that matches anything that is
otherwise unmatched, and discards it.
The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using
[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602)
together with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified
by RFC 3602) together with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-
128 as specified in RFC 4106, AES-GCM-256 as specified in RFC 4106).
The TSF shall implement the protocol: [selection: IKEV1, using Main Mode for Phase 1
exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no other RFCs
for extended sequence numbers, RFC 4304 for extended sequence numbers|, and
[selection: no other RFCs for hash functions, RFC 4868 for hash functionsl; IKEv2 as
defined in RFCs 5996, [selection: with no support for NAT traversal, with mandatory
support for NAT traversal as specified in section 2.23], and [selection: no other RFCs for
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hash functions, RFC 4868 for hash functionsl].

FCS_IPSEC_EXT.1.6  The TSF shall ensure the encrypted payload in the [selection: /KEv1, IKEvZl protocol
uses the cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC
3602 and [selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other
algorithm).

FCS_IPSEC_EXT.1.7  The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

FCS_IPSEC_EXT.1.8  The TSF shall ensure that [selection: IKEv2 SA Iifetimes can be established based on
[selection: number of packets/number of bytes: length of time, where the time values can
be limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs]; IKEv1 SA lifetimes
can be established based on [selection: number of packets/number of bytes ; length of
time, where the time values can be limited to: 24 hours for Phase 1 SAs and 8 hours for
Phase 2 SAs].

FCS_IPSEC_EXT.1.9  The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit MODP),
and [selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20 (384-
bit Random ECPE 5 (1536-bit MODP)), lassignment: other DH groups that are
Implemented by the TOE), no other DH groupsl.

FCS_IPSEC_EXT.1.10 The TSF shall ensure that all IKE protocols perform Peer Authentication using the
[selection: RSA, ECDSA] algorithm and Pre-shared Keys.

Rationale:

IPsec is one of the secure communication protocols, and the Common Criteria does not provide a suitable
SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is

therefore placed in the FCS class with a single component.

5.4. FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit Generation)

Family Behavior:
This family defines requirements for random bit generation to ensure that it is performed in accordance

with selected standards and seeded by an entropy source.

Component leveling:

FCS_RBG_EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in accordance

with selected standards and seeded by an entropy source.

Management:
The following actions could be considered for the management functions in FMT:

*  There are no management actions foreseen.

Audit:
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The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

] There are no auditable events foreseen.

FCS_RBG EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

Hierarchical to : No other components.
Dependencies : No dependencies.

FCS_RBG_EXT.1.1  The TSF shall perform all deterministic random bit generation services in accordance with
[selection: ISO/IEC 180312011, NIST SP 800-90A] using [selection: Hash_ DRBG (any),
HMAC _DRBG (any), CTR_DRBG (AES)\.

FCS_RBG_EXT.1.2  The deterministic RBG shall be seeded by at least one entropy source that accumulates
entropy from [selection: [assignment: number of software-based sources| software-based
noise source(s), [assignment: number of hardware-based sources| hardware-based noise
source(s)] with a minimum of [selection: 128 bits, 256 bits| of entropy at least equal to the
greatest security strength, according to ISO/IEC 18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that it will generate.

Rationale:
Random bits/mumber will be used by the SFRs for key generation and destruction, and the Common

Criteria does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in the FCS
class with a single component.

5.5. FDP_FXS_EXT Extended: Fax Separation

Family Behavior:

This family addresses the requirements for separation between Fax PSTN line and the LAN to which TOE is connected.

Component leveling:

FDP_FXS_EXT.1 Extended: Fax Separation 1

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to create a network bridge
between a PSTN and a LAN to which TOE is connected.

Management:
The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the PP/ST:

] There are no auditable events foreseen.

FDP_FXS_EXT.1 Extended: Fax separation
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Hierarchical to : No other components
Dependencies : No dependencies
FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface, except transmitting

or receiving User Data using fax protocols.

Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the Common Criteria does not provide a suitable
SFR for the Protection of TSF or User Data.

This extended component protects the TSF Data or User Data, and it is therefore placed in the FDP class with a single

component.

5.6. FIA_PMG_EXT Extended: Password Management

Family Behavior:
This family defines requirements for the attributes of passwords used by administrative users to ensure

that strong passwords and passphrases can be chosen and maintained.

Component leveling:

FIA_PMG_EXT.1 Extended: Password Management 1

FIA_PMG_EXT.1 Password management requires the TSF to support passwords with varying

composition requirements, minimum lengths, maximum lifetime, and similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

] There are no auditable events foreseen.

FIA_PMG_EXT.1 Extended: Password Management

Hierarchical to : No other components
Dependencies : No dependencies

FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:

+ Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [selection: “!I”, “@”, “#”, “$”, “%”, “*”,
“&”, ¥ «(« “y [assignment: other charactersll;

* Minimum password length shall be settable by an Administrator, and have the capability

to require passwords of 15 characters or greater;
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Rationale:
Password Management is to ensure the strong authentication between the endpoints of communication,

and the Common Criteria does not provide a suitable SFR for the Password Management.

This extended component protects the TOE by means of password management, and it is therefore placed

in the FIA class with a single component.

5.7. FIA_PSK_EXT Extended: Pre-Shared Key Composition

Family Behavior:

This family defines requirements for the TSF to ensure the ability to use pre-shared keys for IPsec.

Component leveling:

FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition 1

FIA_PSK_EXT.1 Pre-Shared Key Composition, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

»  There are no auditable events foreseen.

FIA PSK EXT 1 Extended: Pre-Shared Key Composition

Hierarchical to : No other components
Dependencies : FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit Generation)
FIA_PSK_EXT.1.1 The TSF shall be able to use pre-shared keys for IPsec.
FIA_PSK_EXT.1.2 The TSF shall be able to accept text-based pre-shared keys that are:
+22 characters in length and [selection: [assignment: other supported lengthsl, no other
lengthsl;
-composed of any combination of upper and lower case letters, numbers, and special
characters (that include: “I”, “@”, “#”, “$”, “%”, “*”, “&”, “*”, “(“, and “)").
FIA_PSK_EXT.1.3 The TSF shall condition the text-based pre-shared keys by using [selection: SHA-1, SHA-
256, SHA-512, [assignment: method of conditioning text stringl]l and be able to [selection:
use no other pre-shared keys; accept bit-based pre-shared keys; generate bit-based pre-
shared keys using the random bit generator specified in FCS_RBG EXT. 1.

Rationale:
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Pre-shared Key Composition is to ensure the strong authentication between the endpoints of
communications, and the Common Criteria does not provide a suitable SFR for the Pre-shared Key

Composition.

This extended component protects the TOE by means of strong authentication, and it is therefore placed

in the FIA class with a single component.

5.8. FPT_SKP_EXT Extended: Protection of TSF Data

Family Behavior:
This family addresses the requirements for managing and protecting the TSF data, such as cryptographic

keys.This is a new family modelled as the FPT Class.

Component leveling:

FPT SKP_EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires preventing symmetric
keys from being read by any user or subject.It is the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

=  There are no auditable events foreseen.

FPT SKP _EXT.1 Extended: Protection of TSF Data
Hierarchical to : No other components.
Dependencies : No dependencies.

FPT _SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private keys.
Rationale:
Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are protected

securely, and the Common Criteria does not provide a suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication using Preshared Key, and

it is therefore placed in the FPT class with a single component.

5.9. FPT_TST_EXT Extended: TSF testing

Family Behavior:
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This family addresses the requirements for self-testing the TSF for selected correct operation.

Component leveling:

FPT_TST_EXT.1 Extended: TSF testing 1

FPT _TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up in order to

demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:

*  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

] There are no auditable events foreseen.

FPT_TST_EXT.1 Extended: TSF testing
Hierarchical to : No other components
Dependencies : No dependencies

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to demonstrate
the correct operation of the TSF.

Rationale:
TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not provide a

suitable SFR for the TSF testing.In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single

component.

5.10. FPT_TUD_EXT Extended: Trusted Update

Family Behavior:
This family defines requirements for the TSF to ensure that only administrators can update the TOE

firmware/software, and that such firmware/software is authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1

FPT _TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.
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Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

=  There are no auditable events foreseen.

FPT_TUD_EXT.1 Extended: Trusted Update

Hierarchical to : No other components
Dependencies : FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).
FPT TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current version
of the TOE firmware/software.
FPT TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.
FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE using a
digital signature mechanism and [selection: published hash, no other functions| prior to

installing those updates.

Rationale:
Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable SFR for

the management of firmware/software.In particular, there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single
component.
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6. Security Requirements

6.1. Security Functional Requirements
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6.1.1. Mandatory Requirements
6.1.1.1. Class FAU: Security Audit

FAU_GEN.1 Audit data generation
(for O.AUDIT)
Hierarchical to @ No other components.
Dependencies ¢ FPT_STM.1 Reliable time stamps
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:

a) Start-up and shutdown of the audit functions;
b) All auditable events for the not specified level of audit; and
c¢) All auditable events specified in Table 6-1,[ 7 L].

FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:
a) Date and time of the event, type of event, subject identity Gf applicable), and
the outcome (success or failure) of the event; and
b) For each audit event type, based on the auditable event definitions of the
functional components included in the PP/ST, additional information specified in
Table 6-1, [ 2 L].

Table 6-1 Auditable Events

Auditable event Relevant SFR Additional information
Job completion FDP_ACF.1 Type of job
Unsuccessful User authentication FIA_UAU.1 None

Unsuccessful User identification FIA_UID.1 None

Use of management functions FMT_SMF.1 None
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Auditable event Relevant SFR Additional information
Modification to the group of Users that are | FMT_SMR.1 None

part of a role

Changes to the time FPT_STM.1 None

Failure to establish session FTP_ITC.1, Reason for failure

FTP_TRP.1(a),
FTP_TRP.1(b)

FAU_GEN.2 User identity association
(for O.AUDIT)
Hierarchical to : No other components.
Dependencies ¢ FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification
FAU_GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able to

associate each auditable event with the identity of the user that caused the event.

FAU_STG_EXT.1 Extended: External Audit Trail Storage

(for O.AUDIT)
Hierarchical to : No other components.
Dependencies ¢ FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel.
FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External IT Entity using a
trusted channel according to FTP_ITC.1.

6.1.1.2. Class FCS: Cryptographic Support

FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
(for 0.COMMS_PROTECTION)

Hierarchical to : No other components.

Dependencies : [ECS_CKM-.2 Cryptographic key-distributionor
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification) }

FCS_COP.1(G) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
FCS_CKM.1.1(a) Refinement: The TSF shall generate asymmetric cryptographic keys used for key
establishment in accordance with [
+ NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for finite
field-based key establishment schemes;

Copyright ©2020 KONICA MINOLTA, INC., All Rights Reserved
32/ 171



KONICA MINOLTA bizhub 7501 with FK-514, DEVELOP ineo 7501 with FK-514
T )T H— S

+ NIST Special Publication 800-56B, “Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography” for RSA-
based key establishment schemes

1 and specified cryptographic key sizes equivalent to, or greater than, a symmetric
key strength of 112 bits.

FCS_CKM.1(b) Cryptographic Key Generation (Symmetric Keys)

(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION)

Hierarchical to : No other components.

Dependencies 1 [ECS_CKM-2 Cryptographie key-distributionor
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption)
FCS_COP.1(e) Cryptographic Operation (Key Wrapping)
FCS_COP.1(f) Cryptographic operation (Key Encryption) }
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

FCS_CKM.1.1() Refinement: The TSF shall generate symmetric cryptographic keys using a

Random Bit Generator as specified in FCS_RBG_EXT.1 and specified

cryptographic key sizes [128 bit, 256 bifl that meet the following: No Standard.

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)
Hierarchical to : No other components.

Dependencies ¢ [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)],
FCS_CKM.4 Cryptographic key destruction
FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and

cryptographic critical security parameters when no longer needed.

FCS_CKM.4 Cryptographic key destruction

(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)
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FCS_CKM.4.1

FCS_COP.1(a)

FCS _COP.1.1(a)

FCS_COP.1(b)

Hierarchical to ¢ No other components.

Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)l,
Refinement: The TSF shall destroy cryptographic keys in
accordance with a specified cryptographic key destruction method [
For volatile memory, the destruction shall be executed by [powering off a devicel.
For nonvolatile storage, the destruction shall be executed by a |singlel overwrite of
key data storage location consisting of a static pattern), followed by a [nonel. If
read-verification of the overwritten data fails, the process shall be repeated again;

] that meets the following: [0 standaradl.

Cryptographic Operation (Symmetric encryption/decryption)
(for 0.COMMS_PROTECTION)

Hierarchicalto : No other components.
Dependencies : [EDPITC I Import-of user-datawithout-securityattributes-
or-

FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
Refinement: The TSF shall perform encryption and decryption in accordance with
a specified cryptographic algorithm AES operating in [CBC mode] and
cryptographic key sizes 128-bits and 256-bits that meets the following:
« FIPS PUB 197, “Advanced Encryption Standard (AES)”
- [NIST SP 800-38A]

Cryptographic Operation (for signature generation/verification)
(for O.UPDATE_VERIFICATION, O.COMMS_PROTECTION)

Hierarchical to : No other components.

Dependencies : [EDPITC A Import-ofuser-datawithout-seeurity-attributes,—
or
EDPITC.21 ¢ . » . . 7
ECS_CKM.1C hiel .
FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric
keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material

Destruction
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FCS_COP.1.1(b)

FCS_RBG_EXT.1

FCS_RBG_EXT.1.1

FCS_RBG_EXT.1.2

Refinement: The TSF shall perform cryptographic signature services in
accordance with a [RSA Digital Signature Algorithm (rDSA) with key sizes
(modulus) of [2048 bits, 3072 bits]/that meets the following [FIPS PUB 186-4,
“Digital Signature Standard’.

Extended: Cryptographic Operation (Random Bit Generation)
(for 0.STORAGE_ENCRYPTION and O.COMMS_PROTECTION)

Hierarchical to : No other components.

Dependencies :  No dependencies.

The TSF shall perform all deterministic random bit generation services in
accordance with [NIST SP 800-90A] using | CTR_DRBG (AES).

The deterministic RBG shall be seeded by at least one entropy source that
accumulates entropy from [[onel software-based noise source] with a minimum of
[256 bits] of entropy at least equal to the greatest security strength, according to
ISO/IEC 18031:2011 Table C.1 “Security Strength Table for Hash Functions”, of
the keys and hashes that it will generate.

6.1.1.3. Class FDP: User Data Protection

FDP_ACC.1

FDP_ACC.1.1

FDP_ACF.1

FDP_ACF.1.1

FDP_ACF.1.2

FDP_ACF.1.3

Subset access control
(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical to : No other components.

Dependencies ¢ FDP_ACF.1 Security attribute based access control
Refinement: The TSF shall enforce the User Data Access Control SFP on subjects,
objects, and operations among subjects and objects specified in Table 6-2 and
Table 6-3.

Security attribute based access control
(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical to : No other components.
Dependencies ¢ FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialization
Refinement: The TSF shall enforce the User Data Access Control SFP to objects
based on the following: subjects, objects, and attributes specified in Table 6-2 and
Table 6-3.
Refinement: The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules governing access
among controlled subjects and controlled objects using controlled operations on
controlled objects specified in Table 6-2 and Table 6-3.
Refinement: The TSF shall explicitly authorise access of subjects to objects based
on the following additional rules: [ L].
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FDP_ACF.1.4 Refinement: The TSF shall explicitly deny access of subjects to objects based on
the following additional rules: [#EFEF/RICHE VT, K REEGE~DFHE DT 2 & X
A,
Table 6-2 D.USER.DOC Access Control SFP
"Create" "Read" "Modify" "Delete"
. View image or
. Submit a Release Modify stored | Delete stored
Operation . document to .
. printed document document
be printed
Print output
Job owner (note 1)
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
. Submit a View scanned | Modify stored | Delete stored
Operation : | document for imace image imae
scanning 81 8 8t
Scan Job owner (note 2) denied
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
View scanned
Submit a Image or .
Operation : | document for Release Moﬁlﬂ‘j;siored De]isasteored
copying printed copy & &
Copy output
Job owner (note 2)
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
. Submit a View scanned | Modify stored | Delete stored
Operation . document to image imace imace
send as a fax & 8 &
Fax send | Job owner (note 2) denied
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
View fax
. Image or Modify image | Delete image
Operation: Receive a f‘?x Release of received of received
and store it .
F printed fax fax fax
a.x output
TECEIVe I max owner (note 3)
U.ADMIN (note 4) denied denied
U.NORMAL (note 4) denied denied denied
Unauthenticated (note 4) denied denied denied
S Store s Modify stored | Delete stored
Operation . stored
document document document
document
Sto?age/ Job owner (note 5)
retrieval | (7 ApMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied

Table 6-3 D.USER.JOB Access Control SFP
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"Create" "Read" "Modify" "Delete"
) Create print View print Modify print Cancel print
Operation : . . .
Jjob queue / log Jjob Jjob
i Job owner (note 1) denied
Print ; :
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
; Create scan View scan Modify scan Cancel scan
Operation : . . .
Jjob status / log Jjob Jjob
Job owner (note 2) denied
Scan : .
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
; Create copy View copy Modify copy Cancel copy
Operation : ) . .
Jjob status / log Jjob Jjob
Job owner (note 2) denied
Copy . .
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
) Create fax View fax job Modify fax Cancel fax
Operation: ) . .
send job queue / log send job send job
Job owner (note 2) denied
Fax send - -
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
View £z
. Create fax I,eW ax Modify fax Cancel fax
Operation: .. receive status . ..
receive job 1 receive job receive job
og
F
a‘x Fax owner (note 3) denied
receive -
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied
Unauthenticated (note 4) denied denied
Creat Modif
) reate View storage / o Cancel storage
Operation : Storage / . storage / ) .
. . retrieval log . . / retrieval job
= / retrieval job retrieval job
or‘age Job owner (note 6) denied
retrieval - -
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied

+ Note 1: Job Owner is identified by a credential or assigned to an authorized User as part of the

process of submitting a print or storage Job.

+ Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a scan,

copy, fax send, or retrieval Job.

+ Note 3: Job Owner of received faxes is assigned by default or configuration. Minimally, ownership
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of received faxes is assigned to a specific user or U.ADMIN role.

+ Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by Users of the

TOE.

+ Note 5: Fax receive |Z £ ¥ create Z#1723XFE D Job owner iZ Note 3. 7 7147 F PC ) HE[EE

7-3XFE D Job owner 1% Note 1. A% v &2 WTAERINZ3ED Job owner 13 Note 2, /XA T —
RIKE 51t PDF iR > 7 ZA0 5 OLRIFIZ LV create S 317-3CFED Job owner i Notel &35,

+ Note 6: Create storage job |23\ T, Fax receive {Z& ¥ create S 41723 3 7 @ Job owner |3 Note

6.1.

3. 7747 FPCIBEEENTZY 3 7D Jobowner 1 Note 1. AF¥ v FEHNTAEKEN=ZY 3
7' ® Job owner % Note 2, /X2 U — RIS/t PDF R v 7 25 OIRTFEIZ L D create SNz 3 7D
Job owner |4 Notel &3 %, Create retrieval job ® Job owner % Note 2 & 75,

1.4. Class FIA: Identification and Authentication

FIA_AFL.1 Authentication failure handling
(for 0.USER_I&A)

Hierarchical to : No other components.
Dependencies ¢ FIA_UAU.1 Timing of authentication
FIA_AFL.1.1 The TSF shall detect when [an administrator configurable positive integer

within [ 1~3]] unsuccessful authentication attempts occur related to [ =z 2"
A CNR DT — NIZJ BERAE A Y ZFA 7 XN T — N2 B

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has
been [met, surpassed), the TSF shall [#Z5r#/E7 % Hi £ 5 F T2 FIHE D =
DA NR D = NIZ L SaRAF &1L, AEERHEED FEN X415 F THAIAE Y 5 >
2 RNR T — NS BEEAEE EIE.

FIA_ATD.1 User attribute definition
(for O.USER_AUTHORIZATION)

Hierarchical to : No other components.
Dependencies ¢ No dependencies

FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to
individual users: [User ID, ZHEZHR, HEEEGIR, HlX T Y Z G0 > 2 X~DT 2
T XA

FIA_PMG_EXT.1 Extended: Password Management
(for O.USER_I&A)

Hierarchical to : No other components.
Dependencies ¢ No dependencies
FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:
- Passwords shall be able to be composed of any combination of upper and

lower case letters, numbers, and the following special characters: [, ‘@’
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FIA_UAU.1

FIA_UAU.1.1

FIA_UAU.1.2

FIA_UAU.7

FIA_UAU.7.1

FIA_UID.1

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1

FIA_USB.1.1

FIA_USB.1.2

g g e (7 [ g [ ] e e s e s
“:”y “~"1 “|"| “"’y “{”v “}"v “+”, “<", “>“| “?"‘ “_”Y » "‘ (ffﬁy/’fﬂé‘/gd\‘y
D L Y !

+ Minimum password length shall be settable by an Administrator, and have

the capability to require passwords of 15 characters or greater;

Timing of authentication
(for O.USER_I&A)

No other components.

Dependencies FIA_UID.1 Timing of identification

Refinement: The TSF shall allow [ 7 7 2 X 5215, TOED K BEHGR IS S N7 DR
/Z] on behalf of the user to be performed before the user is authenticated.

Hierarchical to

The TSF shall require each user to be successfully authenticated before allowing

any other TSF-mediated actions on behalf of that user.

Protected authentication feedback
(for O.USER_I&A)

Hierarchical to No other components.
Dependencies FIA_UAU.1 Timing of authentication
The TSF shall provide only (A X472 XF7—4 1 XFHIZ “%7 EE|1"@ DF

77l to the user while the authentication is in progress.

Timing of identification
(for O.USER_I&A and O.ADMIN_ROLES)

Hierarchical to No other components.

Dependencies No dependencies

Refinement: The TSF shall allow [ 7 7 2 X5215, TOED K EEFHR I L VKRN EEDFH
/Z] on behalf of the user to be performed before the user is identified.
The TSF shall require each user to be successfully identified before allowing any

other TSF-mediated actions on behalf of that user.

User-subject binding
(for O.USER_I&A)

No other components.

FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting
on the behalf of that user: [User ID, & FIZHIR HEREHIR, kI X T U 2G> 2
RANDT 2 R

The TSF shall enforce the following rules on the initial association of user security
attributes with subjects acting on the behalf of users: [ User ID/Z —H#EFH 1 1 735

Hierarchical to

Dependencies
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EINTNEEE, ZFHZIZBE 1T/ F =2 V7 o [BIEERET S, EPEZHER
DG EIHTOROFIHE D EHEEZHERD 0 T 2 & FET L6 X FHE
ICBEST 1T /et F 2 V7 1 RS T S,

FIA_USB.1.3 The TSF shall enforce the following rules governing changes to the user security
attributes associated with subjects acting on the behalf of users: [##/ X & U 52154
W I RNR D — FOFRFHIC L) L 7E L6 BRI DBH A E Y RG> 2 X~D
T2 ERFEEHINT S, B AT VRGN 2 AN T — FOGZEAFIZ KA L 725
B L FYHE DHF X T VRGN > 2 ANDT 2 & R fEZ T B].

6.1.1.5. Class FMT: Security Management

FMT _MOF.1 Management of security functions behavior
(for O.ADMIN_ROLES)

Hierarchical to : No other components.
Dependencies ' FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MOF.1.1 Refinement: The TSF shall restrict the ability to [disable, enable, modify the

behavior off the functions [refer to Table 6-4] to U.ADMIN.

Table 6-4 Management of Security Functions behavior

Security Functions Operations
X UT o bR E disable, enable
— =X modify the behavior
B A e modify the behavior
S TEE(E e modify the behavior
R A TV ZAF modify the behavior
FMT _MSA.1 Management of security attributes

(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchicalto : No other components.

Dependencies :  [FDP_ACC.1 Subset access control, ex
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MSA.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to restrict
the ability to [modify, delete, [create, —/IFFIHIF 1L~ —HEF/HIZ 1 DAEEE, 1145, Z#
/1] the security attributes [Table 6-5DSecurity Attributes| to [ Table 6-50
Authorised Identified Roles).
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Table 6-5 Management of Subject Security Attribute

Authorized Identified
Security Attributes Operations
Roles
Create
U.ADMIN Delete
—BERI A 1 — BRI S 1 O fRRR
U.ADMIN . _ -
User ID AR > 7 ZAOFTHEOHE
U.NORMAL
U.ADMIN

WK v 7 A owner T AR > 7 AOFFEEDOEH
5 U.NORMAL

Delete
EEEHEIR U.ADMIN
3 fH5
Delet
HeRERIIR U.ADMIN e
Ax e
FMT_MSA.3 Static attribute initialization

(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical t : No other components.
Dependencies ' FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles
FMT_MSA.3.1 Refinement: The TSF shall enforce the User Data Access Control SFP to provide
[restrictive] default values for security attributes that are used to enforce the SFP.
FMT_MSA.3.2 Refinement: The TSF shall allow the [no rolel to specify alternative initial values

to override the default values when an object or information is created.

FMT _MTD.1 Management of TSF data
(for O.ACCESS CONTROL)

Hierarchical to : No other components.
Dependencies ¢ FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to perform the specified operations
on the specified TSF Data to the roles specified in Table 6-6.

Table 6-6 Management of TSF Data

Data Operation Authorised role(s)
lassignment: list of TSF Data [selection: change default, query,
owned by a UNORMAL or modify, delete, clear, U.ADMIN, the owning
associated with Documents or [assignment: U.NORMAL.
Jjobs owned by a U.NORMAI) other operationsl]
Z— = NR T — [assignment: other operations] U.ADMIN
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Data Operation Authorised role(s)
) U.ADMIN, the owning
modify
U.NORMAL
GEFI AT Y G > 2 ZNX 7 — | [assignment: other operations]
i B U.ADMIN
modify
[selection: change default, query,
[assignment: list of TSF Data modify, delete, clear,
. U.ADMIN
not owned by a U NORMAL] [assignment:
other operationsl]
BHZ NI DT — ] modify
HIF 5 modify
SRTAG— P YT MR modify
HEjr 27 o FIFR] modify
RS ] EC G e modify
. clear
(U.BUILTIN_ADMIN L{#})
N7 — NHIRG modify U.ADMIN
modify
IRV —N—FRIE [assignment: other operations]
B TR A DR FAE I AERIF modify
modify
R D=2 RE [assignment: other operations]
B
. . [selection: change default, query,
[assignment: list of software, )
modify, delete, clear,
firmware, and related ) U.ADMIN
i [assignment:
configuration datal )
other operationsl]
TOE D> Z fo=7/7 7 —AD
= THHICE TS T — 5 (EFSS
BDY TN T/ 7 —AD T modify U.ADMIN
T BRCBRT S 2T T
—%

Specification of Management Functions

(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL, and

No other components.

No dependencies

FMT_SMF.1
0.ADMIN_ROLES)
Hierarchical to
Dependencies:
FMT_SMF.1.1

to Table 6-7].

The TSF shall be capable of performing the following management functions: [refer
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Table 6-7 list of management functions

management functions

U.ADMIN (2 L 5% =2 U 7 1 i@k EHERE
UADMIN {2k 5= %ﬁ‘*ﬂgfii‘%{é HE

U.ADMIN (T & % == — W —GEFERR EHERE

U.ADMIN (Z X D AMERRBREY — N — B EFERE
U.ADMIN (Z & % 5 fe il 5 5 B e

UADMIN (2 L2 %y MU — 7 BRED G - 25 THERE
U.ADMIN (T £ % H RpiE D28 R

e
e
e
Iz
Iz
e
e
U.ADMIN (Z L 5B = 748 PR RE
e
e
e
Iz
Iz
e
e

UADMIN IZ X 53 AT 54— b Ut v b OZ T HERE

U.ADMIN LZEER 7T U MR O TR

U.ADMIN % B ERAE RRE O B EES (- AR BRI 0O 28 Tk BE

U.ADMIN |2 L B33 7 — KL FHgRE

U.ADMIN % ARG e H B i o> 48 BE A R

U.ADMIN |2 & % #BiFJBgm¥ (U.BUILTIN_ADMIN LISk o7 U 7 Ffe
U.ADMIN 2 & 578 v 7 A& PR RE

U.ADMIN (2 X %58 A € U ZE 3% EMEE
U.BUILTIN_ADMIN (2 & 2 EHHE S AU — R ERKRE
UNORMAL (2 L 57K v 7 A& EERRE

UNORMAL 2 X2 HH D2 —H — 2T — N EHEHE

FMT_SMR.1 Security roles

(for 0.ACCESS_CONTROL, O.USER_AUTHORIZATION, and
O.ADMIN_ROLES)

Hierarchical to : No other components.

Dependencies ¢ FIA_UID.1 Timing of identification
FMT_SMR.1.1 Refinement: The TSF shall maintain the roles U ADMIN, U.NORMAL.
FMT_SMR.1.2 The TSF shall be able to associate users with roles.

6.1.1.6. Class FPT: Protection of the TSF

FPT _SKP_EXT.1 Extended: Protection of TSF Data
(for 0.COMMS_PROTECTION)

Hierarchical to : No other components.

Dependencies ¢ No dependencies

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private

keys.

FPT STM.1 Reliable time stamps
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(for 0.AUDIT)

Hierarchicalto @ No other components.

Dependencies : No dependencies
FPT_STM.1.1 TSF shall be able to provide reliable time stamps.

FPT TST EXT.1 Extended: TSF testing
(for O.TSF_SELF_TEST)

Hierarchical to : No other components.
Dependencies ¢ No dependencies
FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to

demonstrate the correct operation of the TSF.

FPT_TUD_EXT.1 Extended: Trusted Update
(for O.UPDATE_VERIFICATION)

Hierarchical to : No other components.
Dependencies : FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
FPT TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.
FPT_TUD_EXT.1.2  The TSF shall provide authorized administrators the ability to initiate updates to
TOE firmware/software.
FPT_TUD_EXT.1.3  The TSF shall provide a means to verify firmware/software updates to the TOE
using a digital signature mechanism and [no other functions) prior to installing

those updates.

6.1.1.7. Class FTA: TOE Access

FTA_SSL.3 TSF-initiated termination
(for O.USER_I&A)

Hierarchical to : No other components.
Dependencies ¢ No dependencies
FTA_SSL.3.1 The TSF shall terminate an interactive session after a [Z&/E VXL DEE, > X T A

TPV E > MFERIIZ L o THRIE X SIFH, WC D5, HEjz2 7 0 ME/RIIZ L -
THRIES A SHFE], 7Y 8 B F 4 N—=DEEE, bt > g %7220 ).
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6.1.1.8. Class FTP: Trusted Path/Cannels

FTP_ITC.1 Inter-TSF trusted channel
(for 0.COMMS_PROTECTION, O.AUDIT)

Hierarchical to : No other components.
Dependencies ¢ [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
FTP_ITC.1.1 Refinement: The TSF shall use [ZPsed to provide a trusted communication
channel between itself and authorized IT entities supporting the following
capabilities: [authentication server, [SMTP# — ¥—, DNS#—/N—, 1 2"#— v—,
WebDAVH—-N—, SMB¥—Y—]] that is logically distinct from other
communication channels and provides assured identification of its end points and
protection of the channel data from disclosure and detection of modification of the
channel data.
FTP_ITC.1.2 Refinement: The TSF shall permit the TSF, or the authorized IT entities, to
initiate communication via the trusted channel
FTP_ITC.1.3 Refinement: The TSF shall initiate communication via the trusted channel for
[authentication service, mail service, DNS service, log transmission service,
WebDAV service, SMB servicel.

FTP_TRP.1(a) Trusted path (for Administrators)
(for 0.COMMS_PROTECTION)

Hierarchicalto : No other components.
Dependencies . [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
FTP_TRP.1.1(a) Refinement: The TSF shall use [IPsec] to provide a trusted communication path
between itself and remote administrators that is logically distinct from other
communication paths and provides assured identification of its end points and
protection of the communicated data from disclosure and detection of modification
of the communicated data.
FTP_TRP.1.2(a) Refinement: The TSF shall permit remote administrators to initiate
communication via the trusted path
FTP_TRP.1.3(a) Refinement: The TSF shall require the use of the trusted path for initial

administrator authentication and all remote administration actions.

FTP_TRP.1(b) Trusted path (for Non-administrators)
(for 0.COMMS_PROTECTION)

Hierarchical to @ No other components.
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FTP_TRP.1.1(b)

FTP_TRP.1.2(b)

FTP_TRP.1.3(b)

Dependencies : [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement : The TSF shall use [IPsec] to provide a trusted communication path

between itself and remote users that is logically distinct from other

communication paths and provides assured identification of its end points and

protection of the communicated data from disclosure and detection of modification

of the communicated data.

Refinement: The TSF shall permit [remote users] to initiate communication via

the trusted path

Refinement: The TSF shall require the use of the trusted path for initial user

authentication and all remote user actions.

6.1.2. Conditional ly Mandatory Requirements

6.1.2.1. PSTN Fax-Network Separation

FDP_FXS EXT.1

FDP_FXS_EXT.1.1

Extended: Fax separation
(for O.FAX_NET_SEPARATION)

Hierarchical to : No other components.
Dependencies ¢ No dependencies
The TSF shall prohibit communication via the fax interface, except transmitting or

receiving User Data using fax protocols.

6.1.3. Selection-based Requirements

6.1.3.1. Protected Communications

FCS_IPSEC_EXT.1

FCS_IPSEC_EXT.1

Extended: IPsec selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

Hierarchical to : No other components.

Dependencies : FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall implement the IPsec architecture as specified in RFC 4301.
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1

FCS_IPSEC_EXT.1  The TSF shall implement [¢transport model.

.2

FCS_IPSEC_EXT.1  The TSF shall have a nominal, final entry in the SPD that matches anything that
.3 is otherwise unmatched, and discards it.

FCS_IPSEC_EXT.1 The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using

4 [the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together

with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified by
RFC 3602) together with a Secure Hash Algorithm (SHA)-based HMAC!.

FCS_IPSEC_EXT.1  The TSF shall implement the protocol: [IKEv1, using Main Mode for Phase 1

.5 exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, |RFC 4304 for
extended sequence numbersl, and |[RFC 4868 for hash functionsl].

FCS_IPSEC_EXT.1 The TSF shall ensure the encrypted payload in the [ZKEv1] protocol uses the

.6 cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC 3602
and [no other algorithml.

FCS_IPSEC_EXT.1 The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

v The TSF shall ensure that [IKEv1 SA lifetimes can be established based on [length

FCS_IPSEC_EXT.1 oftime, where the time values can be limited to- 24 hours for Phase 1 SAs and 8

.8 hours for Phase 2 SAs].

FCS_IPSEC_EXT.1 The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit

.9 MODP), and [no other DH groups).

FCS_IPSEC_EXT.1  The TSF shall ensure that all IKE protocols perform Peer Authentication using
.10 the [RSAl algorithm and Pre-shared Keys.

FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)

(selected with FCS IPSEC_EXT.1.4)

Hierarchical to : No other components.
Dependencies : [EDPITC I Import-ofuser-data-without-seeurityattributes—
or

FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
FCS_COP.1.1(g) Refinement: The TSF shall perform keyed-hash message authentication in
accordance with a specified cryptographic algorithm HMAC-[SHA-1, SHA-2586,
SHA-384, SHA-512, key size [160, 256, 384, 512 bits], and message digest sizes
[160, 256, 384, 514 bits that meet the following:
“FIPS PUB 198-1, "The Keyed-Hash Message Authentication Code, and FIPS PUB
180-3, “Secure Hash Standard.”

FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition
(selected with FCS_IPSEC_EXT.1.4)
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FIA_PSK _EXT.1.1
FIA_PSK_EXT.1.2

FIA_PSK_EXT.1.3

Hierarchical to : No other components.

Dependencies ¢ FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall be able to use pre-shared keys for IPsec.

The TSF shall be able to accept text-based pre-shared keys that are:

22 characters in length and [no other lengths);

composed of any combination of upper and lower case letters, numbers, and special

characters (that include: “I”, “@”, ‘#”, “$”, “%”, “A”, “&”, “*”, “(“, and “)").

The TSF shall condition the text-based pre-shared keys by using [SHA-1, SHA-

256, SHA-512, [SHA-384]] and be able to [use no other pre-shared keysl.

6.1.3.2. Trusted Update

FCS_COP.1(¢)

FCS_COP.1.1(c)

Cryptographic operation (Hash Algorithm)
(selected in FPT_TUD_EXT.1.3, or with FCS_SNI_EXT.1.1)

Hierarchical to : No other components.

Dependencies ¢ No dependencies.

Refinement: The TSF shall perform cryptographic hashing services in accordance
with [SHA-1, SHA-256, SHA-384, SHA-512) that meet the following: [ISO/IEC
10118-3:2004].

6.2. Security Assurance Requirements

The TOE security assurance requirements specified in Table 6-8 provides evaluative activities
required to address the threats identified in 3.3 of this ST.

Table 6-8 TOE Security Assurance Requirements

Assurance Class

Assurance ..
Assurance Components Description
Components

Security Target Evaluation | ASE_OBJ.1 Security objectives for the operational environment

ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components definition
ASE_INT.1 ST introduction

ASE_REQ.1 Stated security requirements
ASE_SPD.1 Security Problem Definition
ASE_TSS.1 TOE Summary Specification

Development

ADV_FSP.1 Basic functional specification

Guidance Documents

AGD_OPE.1 | Operational user guidance
AGD_PRE.1 | Preparative procedures

Life-cycle support

ALC_CMC.1 | Labelling of the TOE
ALC_CMS.1 | TOE CM coverage

Tests

ATE_IND.1 Independent testing — Conformance
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Assurance o
Assurance Class Assurance Components Description
Components
Vulnerability assessment AVA_VAN.1 | Vulnerability survey

6. 3. Security Requirements Rationale

6.3.1. The dependencies of security requirements

TOE &% =2V 7 A # e B OIR 7 BIfRZ TR ISR T,

Table 6-9 The dependencies of security requirements

PEREZL 1 {RTFRAfR ST T 7= TIRAFBIR | IRFFBIR A 72 L T BE
FAU_GEN.1 FPT_STM.1 FPT_STM.1 N/A
FAU_GEN.2 FAU_GEN.1 FAU_GEN.1 N/A
FIA_UID.1 FIA_UID.1 N/A
FAU_STG_EXT.1 FAU_GEN.1 FAU_GEN.1 N/A
FTP_ITC.1 FTP_ITC.1 N/A
FCS_CKM.1(a) FCS_COP.1(b) FCS_COP.1(b) N/A
FCS_COP.1()
FCS_CKM_EXT.4 | FCS_CKM_EXT.4 N/A
FCS_CKM.1(b) FCS_COP.1(a) FCS_COP.1(a) N/A
FCS_COP.1(d) FCS_COP.1(g)
FCS_COP.1(e)
FCS_COP.1(f)
FCS_COP.1(g)
FCS_COP.1(h)
FCS_CKM_EXT.4 | FCS_CKM_EXT.4 N/A
FCS_RBG_EXT.1 FCS_RBG_EXT.1 N/A
FCS_CKM.4 FCS_CKM.1(a) FCS_CKM.1(a) N/A
or FCS_CKM.1(b)
FCS_CKM.1(b)
FCS_CKM_EXT.4 FCS_CKM.1(a) FCS_CKM.1(a) N/A
or FCS_CKM.1(b)
FCS_CKM.1(b)
FCS_CKM.4 FCS_CKM.4 N/A
FCS_COP.1(a) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_CKM_EXT.4 | FCS_CKM_EXT.4 N/A
FCS_COP.1(b) FCS_CKM.1(a) FCS_CKM.1(a) IPsecififs (FCS_IPSEC_EXT.1)
O¥h, T v 7T — MERE
(FPT_TUD_EXT.1) O34
X, FCS_CKM.1(a),
FCS_CKM_EXT.4 | FCS_CKM_EXT.4 FCS CKM._EXT 4147 & 720
2, BERIZB Z bRl
[ RANTAN
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PEREZE I RAFBELR STTi7T-TRFRALR | IRFBER AN L TR0
FCS_COP.1(c) No dependencies No dependencies N/A
FCS_COP.1(g) FCS_CKM.1(b) FCS_CKM.1(b) N/A

FCS_CKM_EXT.4 FCS_CKM_EXT.4 N/A
FCS_IPSEC_EXT.1 FIA_PSK_EXT.1 FIA_PSK_EXT.1 N/A
FCS_CKM.1(a) FCS_CKM.1(a) N/A
FCS_COP.1(a) FCS_COP.1(a) N/A
FCS_COP.1(b) FCS_COP.1(b) N/A
FCS_COP.1(c) FCS_COP.1(c) N/A
FCS_COP.1(g) FCS_COP.1(g) N/A
FCS_RBG_EXT.1 FCS_RBG_EXT.1 N/A
FCS_RBG_EXT.1 No dependencies No dependencies N/A
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 N/A
FDP_ACF.1 FDP_ACC.1 FDP_ACC.1 N/A
FMT_MSA.3 FMT_MSA.3 N/A
FDP_FXS_EXT.1 No dependencies No dependencies N/A
FIA_AFL.1 FIA UAU.1 FIA UAU.1 N/A
FIA_ATD.1 No dependencies No dependencies N/A
FIA_PMG_EXT.1 No dependencies No dependencies N/A

FIA_PSK_EXT.1

FCS_RBG_EXT.1

Gl ey MAERISEHWEZE Y B
R— 2 OEFTL A GEERK 2RI

TV =,

FIA UAU.1 FIA _UID.1 FIA _UID.1 N/A
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 N/A
FIA_UID.1 No dependencies No dependencies N/A
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 N/A
FMT_MOF.1 FMT_SMR.1 FMT_SMR.1 N/A

FMT_SMF.1 FMT_SMF.1 N/A
FMT_MSA.1 FDP_ACC.1 FDP_ACC.1 N/A

FMT_SMR.1 FMT_SMR.1 N/A

FMT_SMF.1 FMT_SMF.1 N/A
FMT_MSA.3 FMT_MSA.1 FMT _MSA.1 N/A

FMT_SMR.1 FMT_SMR.1 N/A
FMT_MTD.1 FMT_SMR.1 FMT_SMR.1 N/A

FMT_SMF.1 FMT_SMF.1 N/A
FMT_SMF.1 No dependencies No dependencies N/A
FMT_SMR.1 FIA _UID.1 FIA UID.1 N/A
FPT_SKP_EXT.1 No dependencies No dependencies N/A
FPT_STM.1 No dependencies No dependencies N/A
FPT_TST_EXT.1 No dependencies No dependencies N/A
FPT_TUD_EXT.1 FCS_COP.1(b) FCS_COP.1(b) N/A

FCS_COP.1(c) FCS_COP.1(c) N/A
FTA_SSL.3 No dependencies No dependencies N/A
FTP_ITC.1 FCS_IPSEC_EXT.1 | FCS_IPSEC_EXT.1 | N/A

or
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PRE I

K17 BAR

ST Tl 7= TR /FBAFR

W AFRASR 2o i 72 LU e B

FCS_TLS_EXT.1
or
FCS_SSH_EXT.1
or

FCS_HTTPS_EXT.1

FTP_TRP.1(a) FCS_IPSEC_EXT.1 | FCS_IPSEC_EXT.1 | N/A
or
FCS_TLS_EXT.1
or
FCS_SSH_EXT.1
or
FCS_HTTPS_EXT.1
FTP_TRP.1(b) FCS_IPSEC_EXT.1 | FCS_IPSEC_EXT.1 | N/A

or
FCS_TLS_EXT.1

or

FCS_SSH_EXT.1

or
FCS_HTTPS_EXT.1
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7. TOE Summary specification

TOE H2fk 95 2 U7 A RED 2R AR T,

Table 7-1 EXx=2UT (Hhe—&
Nt EW P L

7
o

T BRI RE

T A kR

K5 5L RE

E e A pERE
X2V R EE
B AR RE

{5 HE 7 2 A RE
FAX 75 Bfer e

RN TS T I N IS S I NG e

7.1, A SRRE#AE

TOE (&, FIME NIV T2 2 V2 BUG L CGRBIGBREZT TV MREEDRE R, 7F I & SIS 7201
TOE ORIz ol Ll iRk RE 2 TR 475,

FIA_UAU.1, FIA_UID.1

TOE L, Table7-2 |2/~ 3 3D DFRFES XAV — m EHF N2 — Y —GRRERE EMRE TR E TE D,

BEARFZNAB LT WC 25 TOE 2R3 28546, 2—W—4 ., 22— — AU —R  FHEHERE AT 5,
EVN E LU TERIE SR AB LT WC 225 TOE %ﬂﬁﬁ?‘éi}%} VN VE B Hou s A i
BHENSAT—RE AT, TVHRTANN—=5 TOE 2R T34, 2——4 22— — AU —F% A
71795,

TOE 1%, A1SNe/L T ooV a el R E F2 L . sEILT= 56 D% TOE OFIHEZFF 3%, SN
B R —FRGE T SR ﬁzénﬂ\é%é} FAEF T =Y =4 Lo —P— AT —RITMZ T, SRR —
ID #AJ19%, TOE 13, =— =45 ESNIAMNBRGEY — N —2k) | IRE S ERICRL T, =—W
— RAT—RKMBAR L 2——§Ic A E T D foﬁofﬁﬁi)‘ﬁkiﬁbt BCRREERCE), ] RT3
ATERRER I & W92, BV B ELE O BIFRAEIL. mmjit@pxﬁzczfﬁbm“\ W ICAR RIS E RRE T T
Ehisib,

TOE 1%, Wil AEVZE3H EMARICIW T, BEEEDRIRFI ATV ZER v 7 A/ SR — R &% E T D% EE
HEL #E P IIBRE ATV ZER v 7 AR —RRGRESH TS, B E SR Vb LT WC 2358185 _EJZIJJL
t%ﬁlﬁﬁ%‘# SR AEVZER Y VAT 7R AT Dl Bl ARV ZAZHR Yy I A/SAT — R L HRBGEN B R S
M, BERCRPI LT A DR T 7B AT I &ND, Lo T BRI AT ZER 7 A SAT — R &S0 — %]
E AN %ﬁ%ﬂf%) BRI ANMRAFENTT 7 VAL EERET DL TER, BRI ATV ZER Y A SAT —R
DORBFEL, FREF RO EICEDOLT | HICARLEE RGE S N CHEILD,

FRBIFRGEIL _EREA VAT o — A fE %ﬁmffét&b FEEN WC 2DUE—MEHSRE R 1o, — MR HE
INFNPOEBIGRRAEAE FHEL . KB LT-85 6 TOE 24 (ET 52N TED, 72120, BHEE N AP, o
BE O BIFERED 2 IE SN AT, 2 )\ui@ﬁﬁ%‘bﬂﬁ# TOE ZFHT2&13TEZ0,

TVBERTAR =0 TOE R+ 554, xfitityiaidi/ed, TOE 753‘%'-5%3(%%‘5?@1/7”:5% A CEIZ
EENDILT U (=Y 22— — AT — ) Z X0 BIERREE E it 9D, R LT-5E . Rl & 0%
EELT— ﬂxﬂﬂ%%‘(U NORMAL)ZHIV YT, %4 — BRI HFE LA E T 58 7 3LELLTTOE Jﬁéf T5, K
LT8G, B LIE 7 30E % TOE IRFE TITHEHE T 5, TV ZRTAN—T, BEE N TOE #FHT5F
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Be AR L7euy,
WRBFRREA EAT T DR ATRER BREIL, FRRooi@y

< 777 A%AE,

* TOE ORIEMETRI L OERREFEDOHRTE & LT FroBfENATHE,
> BB ARSI D OB RER(T 77— LT =T ONR—T 3 VEIRRY)
> BEERIANS DY a THRR
> BRSNS DYERFRRE
> WC ORREFEOUI D %

Table 7-2 == —¥ —FRFER EHERE

FRAE S kIR
TOE ﬁ)ﬂ&%[JDhﬂE%?ﬁ‘jo e %&:L’*"j_’“/\x U—R, @fi%/\xyﬁ
NN A L RE ATV ZER Y 7 AR T — R, TOE ICEGFESN TS HEHRE—

ﬁfé L BMERT D,

TOE 23858 3E Y — 3 —(Active Directory) Z F|H L TEBIERIEZ 1T 9,

TOE %, == —¥%—4, % Kerberos version 5 7' 1 k =L 2% L CFIHE R

TE LTEAMIRRREY — /S — (5 L. WA SN EERICR L T —P—3x
— FMOAER LT —Y—fIC L 5E 5 21TV, SOREE £ T 5,

AREIEERGE, SN — S —FEEO W THlBIFRREZ 1T 2, FIHE N =

T A ETRHCERRE T N BT 2,

AR H— N — 3

ARARLEE + S Y — S —FERE

FIA_ATD.1

TOE I, =— % —FERE ORI — BRI EIC, FIAFEMEEL T User ID, & EEFHEIR , FEAREMHIFR
DT Vv AR EFeT D, iz, FIHAF BIEEL T, BHE ATV ZER I A~DT 7 EAMEL EFRT D, ZHUE, =—
‘$~%ﬁ%?“@%ﬁémt—%ﬁwﬁ%:®$-%%H%J%nyaxKT&tx#ékb@ﬁﬁu%kﬁﬁfyﬁz
INAT—RERFEDA L H—7 2 — A% ML | ZORGEICR S LTz — R HE S BEEAHT b5, o, BV
FE ORI AEBEMLLT, User ID 27F z@sﬁ“éo

FIA_USB.1

*&ﬂ%%‘ﬂ—ﬁ~£ﬁ%#ﬁﬁmu_m%LtEEJDEiﬂ%%E@GBHH)@ﬁﬁﬁmi%“ﬁ
R, TREIATVZAER I ANDT 72 AME) % BT 5, BV 8 B DR BIRRREIC B L= 554 . TOE 13F
A B (User ID) ZEAHEL{ 1T 5,

ZOWs, User ID \Z—WEFHEIEARESINTODGE ., TOE 1332 4R A # Z BEE AT 7RI & B M2l 3
T5, Flo, 2=V —EFHFLL ol AU 2T LR AR ICE BB RN 53 TN A s8R H#E IS
BT 7= A I B A 3 T,

ol RN IS Uﬁ%bk% ﬁﬁu%wﬁﬁfy7x~7&k1¢é@ FREIAEYZAER Y I ARAT —
NIZEDFRREN B RS, FBFEICEREILIZ5A . TOE (X5 4Rl & OF & B CTHH G| ATV ZIFHR w7 A~
®7ﬂtxﬁ%ﬁxb'¢&ww ,%%Ltﬁm\TOEthxéﬂ%%vﬁwﬁéﬁ@f%é%%ﬁ%)xﬁ$y7x
DT I B AR N T D,

FIA_AFL.1
TOE (%, FILFI# OGNS T, FHENDHEN DR E LT = 2 (1~3 B)ELF o ki
FLTI, 5% 4RI ORBREE 1 1L 258G E R EAS IR REZ 1R 065, FIMF ICE BB MR BE3h T2 5
AR EL CORBRII L2 A EL SRS,
EVIA LV E R DREE 75>1HJJ:E§?L7L_ & . TOE OEJEE OFF/ON L. AL @5 B /EAS (- fif b i 2 :?XL'J/IE
SO ORI 61 B RIS, — RIS ki AR A DR L ST 8
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RIS R R BB TR VF B DS ERAIE SRR B B OV BHEREZ 54T T D Z L CRBRIEIE (L 2 iR bR 35,

TOE 1%, #MEBH— N —3BGE 7 U LD BIRERE CH Rk IZ, LRRoFRRE LR OB EE F 95,

BRI ATV SZER v 7 ZARAT — R OFBIZREEIZ BT, Hﬁfi%‘b%%b)b&b YE LT T =7 EE(1~3 [BE)LL L
@@%ﬁ%ﬁ&ﬁﬁ%ﬂbhﬁ# SRFIAEVZAFR Y I A SAT —ROFRFEAIE LT 5, WBFHATVZER Y7 ASAT—RD
FRREAME IESNIZ G PGS IR R BE TR\ VE B 2SR GE AR I [ B O Y R BE A FEA T3 D 2 L TRl 1L 2 fiR bR
T2,

FIA UAU.7
TOE 1%, &5y ar OFREEEE (BRE/ X2 B LU WC b0 ul L) IZBWNTaZ AL /R AT —R | j4H] A
FVZAERY I ARAT —R B AN TDHEE ANSN-LTFT —H 1 P ) F @2 E T D,

FIA_PMG_EXT.1

TOE THIAH / RAT—=RELTHERTREZR LTI, TV 77Xy b K CFEE/NCFE, T, 505 (1, “@”, ‘¢,
. e G i L L L i A L A~
P PBIOANR—R) B CTT LT THD, BHIATVZER YT A RAT —ROL A LRIz (F 7
NI F—T =R TED, BEE L, |/ VAT —RFR% 8~64 LFOFPATRETHIENTES, IoT,

B/ANSAT =R RELT 16 LFU EORSZRETED,

FTA_SSL.3

TOE (%, #fE/ 3L WC THBIRBIESNIFIHZ L T ORMAG G- LI 6 2Dty a2/ 792,
TVABRTAN=DIGE | ’hty a3l TVAARTA /83— Egikéht@ PEZTHTFENIERICn s A
YL, ZOWEDSE T RIS T RNAT),

: Eféf’ﬁ/\Z/V@fﬁm . FIAFISESBEIC L DLEMRE T LT, Y AT A4 — MUy MRF(1~9

@F'Elfnxﬂ@ AR LSS, a7y REnS,
. WC DA R RGBS iéﬁ&f_ﬂiﬁxET LTob, BHEv 77 7 MEERI(1~60 23 D TRk iE
)75)1“ Liz8Ee,. ars 7o NEn5,

1.2. 7 & R §lfEi%EE

FDP_ACC.1, FDP_ACF.1
TOE %, Table 6-2, Table 6-3 DFIHZET —% 7 7 & AHfHIZIE-S X Table 7-3~Table 7-14 |ZFE#H D
FIRECET -2 ERRAEY a 7T — X ~OBEEHIRT 5, BRI SR WEEIZON T, A v
5’71%/1%#2%?% U <IFBERTIRRE CRIR, E7oid, BEZERIZH U THERRDN e We DEE T 72
WEDA v E—U%FR LEBMEEZEST 5,

BFRREIC XD FF Al Sz — A & (U.NORAML) 23, Table 7-3~Table 7-14 @ Create #:{E%# 3T L 7=
e, ¥ a 7HTA & (Job owner) & 72V . TOE 1330ED LIV a 7OFTAEEHEHR E LT User ID #5iekd
%, TOE %, A (U.ADMIN) Create #{EAFITT 24 2 7 = — A& LI, 77 7 A% [EH
fie(Fax receive)lZ. TOE OEMER LIZ, AMET 7 7 AMBD T 7 7 ZAZ(EIZ L U Create HAENFEITE N
L. 77T A%AE Ti“(@ii%b< Y av7ova TEaER. BEAICEHVY TN, F
I— FRPREINTWRWT 7 7 AZEOLE, 77 7 ALFETEH ATV ZER Yy 7 AMEIND T
WD, T7 I AZERETHROY a THaEIE, BHATVZERY 7 ANAT = REML - RAAE LD
(*2)y Fa— RPEESNTWD 7 7 7 AZEOE, 77 7 ALFEITIEE SNIEAR v 7 A~MRES
L7, 77V AZEHROY a THAEIL, MAR Y 7 AOFEETH L —BFIHENY a THiEHE L 72
% (*3),
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IRA T — K554k PDF R v 7 2055 ORAF (Storage/retrival) (X, # A L7 b7V o FFEITHIIZ, RTF
NERE SN LEERAT— REEB{LPDF Ry 7 ANOERO H L, BIEEOBAR v 7 AMRGFET D Z L
IZ& D Create B{ENFEITEND, REEITHROLEL LIV a 7oy a TAFIL. ARy 7 ZA0OFT
BHETHL—MAIHE LD,

TOE I%, = —F —FEERBIC I W T, B ERE S — I F 3 (SR AT REZe K RE A 1 PR 3~ 2 BE RE il BR % & - (i
2 CW5, TOE X, FIHZE BIEOBERERIFRICEN T, HIIRA GHERED AL 27 = — A% IR RS LITHERAER Alik
RETHRIRT D, Lo T, AEHIIRAER & &7z —MeF| FH#1L. Table 7-3~Table 7-14 ® 5 H il RIS nE % A
WBEZFIH T HZ8ILTERYY,

TOE I, i AV Z A5 3 ERREIC W, EHEE D — BRI AH ORHI ATV ZER I A~DT 72 A% IR
T HIEH ATV ZFRE A A TRY ., EA IR ATV ZAER Y7 A SAT —RIZE > TT 7 BEARHIRE LT
%o TOE 1L, FIHH BIEOMBI ATV ZAER I ADT 7R AME TN T, HR725E . 7% 5 H & O A€
ZARR Y I ANDT 7B AEF AL, Bahedst . 4 FIHE ORE ATV ZER Y I A~DOT Ve AR T 5, &
ST, BHIAEVZAZR Y I ANAT =R & L2V —FI 1L, Table 7-3~Table 7-14 @ 5 Hi&H| 2 € U %Z1(F

Ry I ANDT 7B ANRKLERBIEEZFIHTHZEITTERN,

TOE 1%, Ry 7 AEBFEREIC W T, EHE D LIS FIHE D, BAR 7 2O A% (User ID)Z 3% ET 5
FERE, BEEE L LB AR YV ADOFTAH THL—IFIRAE D, AR 7 AOF A # (User 1D) %2 3 A4 6E
22 TR AR 7 AL H AR 7 ANIRAFES NI SLEA~DOT 78 2% IR 5, TOE 1Z. 8 AR w7 ZADFT
H# (User IDIZHNT, —fZFIHFEFLC User ID 2R O5A 121X, 340 AR v 7 ADA L 2T = — A4
TS ENR I ANDT 7B AEFF 0[5, —J7, —EFIHE 38725 User ID R 2551218, TOE 133%4
AR I ADA BT 2— 2% I LRI T 5728, Table 7-3~Table 7-14 TiZSE AR v 7 A~DT 77 AN
VBRI 22813 TER,

<Table 7-3~Table 7-14 O &>
TOE BT 2127 = — XX FRedi@y,
PN:#/E <%/, WC:Web Connection, PD: 7V ZRT A/ —

FHOFLEIL FELo@EY,
O:TOE 3% —r4260, -:TOE 23% 3R —kL722WE D

FERLIZ T RE DAY,

*1:U.ADMIN

*2 R ATV ZAFR v 7 ARAT —R &2 515 UNORMAL

*3:F a— R CTHRESNIE AR v ADFTA #H TéhbH UNORMAL

Table 7-3 D.USER.DOC(Print) D7 7 & A &4

RE BAERTRERFITE | A2 T7=—X .
PN | WC | PD
Create Job owner - - O | HIkl% 947,
U.NORMAL - O - XAV NV N EFELT,
O - | 7SAU— F§E{k PDF (CxF L, FIRZHEE L CH A

Vo 7Y v b ERFET,

Read Job owner O - - | BWFE& TV U MRy I ANLLEEARINL T, XES L
v o — % RKIR,
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T )T H— S

O RAE& TV v bRy 7 AD b LE LRI L, HIRIZE
17,
(FIRIZE TIZ &0 SCEITHIBR S D)
O RAT— R 5t PDF AR v 7 A6 30ELZFRIR L, A
il 2 ZEA T
(FORNC 3SR T — R AA D368, HIRISE TIZ &0 3L
FITHIBRE L D,)
Modify | Job owner O FREE& T Y v bR v 7 A0S DEIRNZ B W T, EIRIER
E % FAT,
Delete Job owner O WAE& 7Y v My 7 A6 ICEEHIER,
O RAY — R EAL PDF R v 7 A% B S % KR,
Job owner O O ¥ a THIBRIZLE 5 SCEHIER,
U.ADMIN
Table 7-4 D.USER.DOC(Scan)D 7 7 & A il
BIE | RAFFTRERFIAE | A FT=2—2R .
PN | WC | PD
Create Job owner O 22Xy Ffa=y MIEfMEEY LT AR Y /777
U.NORMAL AA =2 —HlH» B (77 v 7 Z5ka k<) &
EL T, BE &2 ET,
Read 2L,
Modify Job owner @) Create #/E TS HRRE & FEAT,
Delete Job owner O O ¥ 3 THIBRICHE 5 SCEHATR,
U.ADMIN
Table 7-5 D.USER.DOC(Copy) D7 2 & X fillf]
BfE | BRIEFTRERAIAE | A F 72— P
PN | WC | PD
Create Job owner O Ak yFa=y MIFfEEY FLT, a—A==a2—
U.NORMAL B D = B— % FT,
Read Job owner O Create R {F % AT,
Modify Job owner @) Create #/E CILHEE % F1T,
Delete Job owner O O 2 a THIBRIZ M 5 SCEAIBR,
U.ADMIN
Table 7-6 D.USER.DOC(Fax send)?® 7 7 & A |
RE BERTRERANE | A ¥ T7=—R A
PN | WC | PD
Create Job owner O AXxFfa=y MIEfEEY LT AR Y /777
U.NORMAL AAZa—FEEND T 77 AEE BRI CTEEEE
17,
Read 7L,
Modify | Job owner O Create BfFE CISHERE & FEAT,
Delete Job owner O O ¥ a THIBRIZ M O SCEAIER,
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U.ADMIN | | | |

Table 7-7 D.USER.DOC(Fax receive) D 7 7 & A #il

BIE | RIFFTELFAE | A FT7x—R
PN | WC | PD

BTk

Create Job owner(*1) - - - TOE O#fE/R L, M7 7 7 A6 F a— REREEL
TWRWT 7 7 A& %217,

TOE O#fE/e L, ST 7 7 2B F a— R&4REL
7777 AEZE,

Read Job owner @) O - T AEVZERY 7 ANE T 7 7 ALEEBRIRL, X
HFLE 2 —%FR,
O O - ARy 7 AN T 7 J ALERBL, XET L E
— T RIR,
O - - | BRHAEUSZER Y 7 AND T 7 7 ASCEERIR L, H]

WFEAT & HAT,
(FIRSETICE Y 77 7 23CEITEIBR SN 5,)

O - - | AR Y 7 AND T 7 7 ALERER L, FIRISEAT2 %
17,
(FHIMIZETIZ LY 7 7 7 ACEFHIBR SN S,)
Modify Job owner O - - TANR > 7 2307 7 7 ACEZHRT B8, S
& FAT,
O O - | ARy 7 RET 7 7 ALEFEEBRL, k.
Delete Job owner O O - | R AEVZER Y 7 ANS T 7 7 ALEEHIRR,
U.ADMIN
Job owner O O - | ARy 7 RnB T 7 7 ALEEHIR,
Job owner O O - 77 7 AXEOMMY a THIBRIZHED 7 7 7 ALED
U.ADMIN HIBR,
o] O - | BAR Y 7 ADHIBRICHE D 7 7 7 ALEDHIER,

Table 7-8 D.USER.DOC(Storage/retrieval) ® 7 7 &= A il

HE BERTRERFIAE | 147 =2—X
PN | WC | PD

BEST Ik

Create Job owner - - O | Ny 7 AMREEET,

U.NORMAL - O - | BRI AREERBELTEA LY N TY U N EET,

O - - | AFxy =y MIFRAEEY LT, Ry 7 A A==
—EENSEAR Y 7 ZEEEL T, Ry 7 AMRfFra 3
1T,

O - | NRU—FEE L PDF ISHL T, Ry 7 ARGFEREL TF
AV INT VM EAT,

O IRAT—RFEAL PDF Ry 7 A5 CEFRIRL, R77EHE
1To (RIRSNISCEDRAEE O ARy 7 2 8))

Job owner(*2) - - - | TOE Oo#fEe L, AT 77 7 AH F a— REREL
TWRWT 7 7 A%EH, BRIAET Y ZERYy 7 2A~7
7 7 ALE TR,
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Job owner(*3) - - - | TOE OoffE7e L, N7 7 7 A F a— REHEEL
777 I AR ER, BESNTMEAR Yy 7 AT 7 7 A
LA RAE,
Read Job owner O O - AR I AN XEEREIRL, XEFET L Ea—%K

o
(777 AEERLS, 77 7 ALEOLET L E2—
i%. Table 7-7 @ Read #AEIC LV Hlf SN D, )
O - - | ARy 7 ZANBICEEAFIRL, HIR, #E, 777X
WL DHE. BE), av—0nhing I,

(77 7 AL EBOHRAZRLS , 77 7 ALHEDHIEIZ,
Table 7-7 @ Read #EIZ L v filfH s 2,)

O - ARy 7 ZIpBICEAEIRL, K5, FUvrmr—F,
BH), atv—ond g T,
O - | BREAEYZER Y 7 AN LFLEIRL, FUrn—
R % 94T,
O - - | NMRAU =R S{L PDF Ry 7 2 b30EZEIR L, IR
7% FA4T,

(RIFITIIAN AT — FAD BRI, RFF7ETIZR D X
FITHIBRE L D,)

Modify Job owner @) O - ARy 7 ANEXEEZBRINL, MWE,

(77 7 AXEERLS, 777 AXEOMHEIL., Table
7-T O Modify #EIC L v IS D, )

O O - | Read #fEGE(E. FIRDICBWTC, ISHRRE % E1T,

(7 7 7 AXEOHRZRRL 7 7 7 AXLEOHIRKNZ BT
BISAREL, Table 7-7 @ Modify #1EIZ X 0 Hl48 =

ns, )
O - - | BHEIARYRER Y I ADDL T 7 7 ALEEBRIRL, W
EGRETE),
Delete Job owner O O - TENR > 7 25 3CEEHIBR,

(77 7 ALEOHIRZRS . 77 7 ZALEOHIRE,
Table 7-7 @ Delete #{FiC LV HlfHI S 5,)

@) - - X2 T — RiEEAK PDF AR > 7 A5 3CE &I,
Job owner O O - AR~ 7 ZADEIBRIZHE D SCEDOHIFR,
U.ADMIN (77 7 AXZEDOHIGREZRLS, 777 AXEOHIERIT,

Table 7-7 @ Delete #1EIC L D HlfI S5, )

Table 7-9 D.USER.JOB(Print)® 7 7 & R i

e BAERTRERFINE | A FT7=2—2R

BEFIE
PN | WC | PD
Create Job owner - - O | 7F7AT FPCHLILEEBIRL, TV X RTA4R
U.NORMAL — CHIR % F171%% ., BE RNV TIRIE& TV R v 7

AN —RERAT ST SCE AN L, BRI A 41T,
(FORIZE TIZ L 0 CETHIBRE R D,)

O | 24T FPCOWE DL LEEARIRL, ¥ L2 K
7V N EFETR BAEARNV TR T Y v bRy 7
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AN —RERAFE SN SCE A IR U, IR 2 F247,
(FIRIZE TIZ L 0 SCEEFHIBRE N D)

@) - 75472 FPCDWCNH/XAY— NiFE{t PDF X

EERIRL, ARZEELCEA L2 TV > MEFEST

%, BE IV T/RAY— KiFE(L PDF &R > 7 A0

—WERAE ST SCE AN L . BB A AT,
(FIRNZIZ AN AT — R A3 LB, FIRIGE TIZ & 0 30

IFHIBREND,)
Read Job Owner O O
U.ADMIN Va T RIRERTR,
U.NORMAL (AT — R EAL PDF O%ZfEH Y a 75 R<,)
Unauthenticated O
Modify | - : : - | 2L,
Delete Job owner O O - Va7 RENLY a 7 EHIER,
U.ADMIN GRRE& TV v MRy 7 ANBOHIBIY a 7 O%E, ¥

a ZHIBRIC K Y SCEBHIBRS L D,)

Table 7-10 D.USER.JOB(Scan)® 7 7 & A &l

#fE B AR R RE 72 A A UBT z—A p——
# PN | WC | PD
Create Job owner O - - 2F¥yFfa=y MIEREZEY LT, AF Y /777
U.NORAML AA = a—HENOIE (77 v 7 A5kER<) &
ELT, #HEE2FT,
Read Job owner @) @)
U.ADMIN N e — .
U NORMAL Va TERTRE R,
Unauthenticated | O
Modify - - - - 72 Lo
Delete Job owner @) - - AF¥pF =y ML FEREHAID I, AR
VAR CEIEEZFETE LUEA by TR —%2#TF L,
IR Y 3 7 Ol E FEAT,
(Va 7HIBRIZ LV SCEBHIBREN D)
Job owner O O - | VaTdRENLY a TR,
U.ADMIN (Va 7THIRIC L 0 CEBHIBRSND,)

Table 7-11 D.USER.JOB(Copy) D 7 7 & A #l#)

BE BERTRERFIHE | A ¥ 7 =2—R ;
: i
PN | WC | PD

Create Job owner O - - AXxyFa=y MNIFEfREEYy FL T, at—A=a—
U.NORAML BEE» 5 3 ¥ — % FEIT,

Read Job owner O O
U.ADMIN . N _

Va TR EFR,

U.NORMAL
Unauthenticated O

Modify | - S e
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T )T H— S

Delete Job owner O AZFyF =y MTEYRRRZEAEY I, 6B
O HEETELEEFETOLIIERA Py I —% T L,
Bk a 7 OHIBR%E 1T,
(Y a 7HIBRICE Y CEBHIBRS N D,)
Job owner O O Va7 RENLY a 7 EHIER,
U.ADMIN (Va ZTHIBRC L SCEBHIBRS R D.)
Table 7-12 D.USER.JOB(Fax send) D7 2 & A ]
e | BERTEELRINE | A ¥ T == e
PN | WC | PD
Create | Job owner O 2FyFa=y MIFEfMEEY FLT, XF ¥ /77
U.NORMAL JARZa—BENPG T 7 7 AGEEEBRIR L TERE%
F1T,
Read Job owner O O
U.ADMIN o e .
U NORMAL ¥ a T RRE IR,
Unauthenticated O
Modify 2L,
Delete Job owner O AZF v Fa=y MTE Y FREZEAEY T, BB
O HERE CTELEEFETOLUIA My I —%2 T L,
B Y 3 7 ORI E FET,
(Y a 7HIBRIZ LY CEBHIBRS N D,)
Job owner O O VaTdRERNDLY a7 EHIRR,
U.ADMIN (Y a 7HIBRICE Y CEBHIBRS N D,)
Table 7-13 D.USER.JOB(Fax receive) ® 7 7 & X #ll{#l
HRAE BAERBERFIRE | A FT7x—2R P,
PN | WC | PD
Create Job owner(*1) TOE O#fE/R L, HMT7 7 7 A6 F a— REEEL
TWaW7 7 7 2% %13,
TOE O L, N7 7 7 AN F a— FE2fEEL
1277 7 AEIE,
Job owner(*2) O G ATV ZERY 7 ANG T 7 7 ALEZER L, F
Fll 284 T % 51T,
(FIRIZETIZE Y 7 7 7 A3CEITHIBREND,)
Job owner(*3) O ARy 7 ADE 7 7 7 AXEEZTRIRL | HIREITEE
175
HIRISETIZL Y 7 7 7 ALETHIBREND,)
Read Job owner O O
U.ADMIN . e _
U NORMAL Vg TRIRERR,
Unauthenticated O
Modify 2L,
Job owner O O Va7 RENLY a 7 EHIER,
U.ADMIN (FRl> 2 7oa, ¥Va 7HIBRICE D 77 7 A30#ES
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] [Emsns

Table 7-14 D.USER.JOB(Storage/retrieval) D 7 7 & & #il

HRAE R RTRE 72 A1) AFT=—R Py
=1 PN | WC | PD
Create Job owner - - O | Ry 7 AMrAF%FAT,
U.NORAML - O | Ry I ARFEEEELTHA L T S EFET,
O - - | AFxxy S a=y MIEREzEYy FPLT, Ay 7 AA=a
—HEHENPOFEAR Y 7 AR EL T, By 7 ARFEHE
17,
O - | Ry AMEGFEERIEE L T/SAY — R S{t PDF O XA
V7 7Y v M EET,
Job owner(*2) - - - | TOE O#fERL, SMBT7 7720 F 2 —REEEL TV
WT 7 YA, 77 VAL EHTRBIATVZAZR Yy 7 A~
AT
Job owner(*3) - - - TOE OEERL, SN 7 77 A0 0 F a—RERELZ7 77
2GR T 7 VAL E AR ESIVENR Y 7 A~RAT,
Job owner O - - | ARy 7 2 EABRRL, HN, #E, 7727 R
U.NORMAL CLDEE, BB, av—0nThriET,
(77 7 ASCEOHIZ R, 7 7 7 ACEOHRIX
Table 7-13 @ Create #/EIC LVl s D,)
O - | EAR Y 7 AL LHEEABRIRL, EEF, F¥Urr—R,
B, atv—ondnog ET,
Job owner - O - | EHAEVRER Y I AND T 7 7 ACEERTRL, ¥
U.NORMAL v v a— R& 54T,
Job owner O - - | MR T — RIS PDF R 7 20 b CEEZBIN L RAF
U.NORMAL & FAT,
RAFIUTRA T — RANDE, RIFFE TIT L 0 3CHE
ITHIBREND,)
Read Job owner O O
U.ADMIN Va T RIRERTR,
U.NORMAL (AT — RIEBAL PDF O%EH Y a 7 #x<),
Unauthenticated | O
Modify | - : : - | 2L,
Delete Job owner O - - Z2F v Fa=y MR FERETEARY I, FAEGA
O HEECEILEEZFATH LOIA My IR =% F L,
Bk 2 7 OHIBR%E 1T,
(¥ a 7HIBRIZ LY XEBHIRSD,)
O - - | ARy 7 AL DA FET LI, A Ry TR —%
HFL, BEIFY g 7OHIBRE EIT,
(¥ 3 7HIER® b SCEITHIER S 7220,)
Job owner O O S a T ERID T 7 IR
U.ADMIN

Copyright ©2020 KONICA MINOLTA, INC., All Rights Reserved
61/ 71



KONICA MINOLTA bizhub 750i with FK-514, DEVELOP ineo 7501 with FK-514

1.3. lESEtkae

FCS_CKM.1(a)
TOE 1%, IPsec i15 D8 7. T VS IPsec REEDO AR IZ IV T, NIST SP800-56B, Revision 1 7 6.3.1.3
B FE D rsakpgl-crt J7RUCERHE D LT, B 2048bit @ RSA JEkIFRiEE k45, £7-. IPsec i@15 DO#E
ﬁﬁi ZFE W, NIST SP800-56A, Revision 3 @ 5.6.1.1.1 HilZit# ™ Using the Approved Safe-Prime
Groups [ZER# D J71£ 7T, Diffie-Hellman 7 /v —7 14 [ X AIE Tz A k45,

FCS_CKM.1(b)

TOE i, IPsec i#i{5 Di@(3 B AEH, H LT SA T4 7 XA LR 1% O8I\ T, FCS_RBG_EXT.1 (258
#Ho RBG THELEAAERKL. 128bit H LT 256bit O xfFrlf =84 4L+ 5, TOE 1. DRBG Bi%#k(CTR
DRBG(AES-256))Z -0 428 it RBG ZiEEhL ., SlLEE LT 2,

FCS_RBG_EXT.1

TOE /Z. NIST SP 800-90A (Z##iLl-¢% CTR DRBG(AES-256)¢. 1 2O Y7 7 =7 o bt — DS
N5 RBG #%E¥#:4 25, i CTR DRBG i, Derivation Function & Reseed %%l 9 573, Prediction
Resistance #§EEITEMEL 22V, Y7y =7 = b’ _/J? X, CPU OWNERIRREIZ A 5. 2 D557 Ik — R 55

FHEL Ty I Iy B — E R L — TN TR L TR L — T ILBL T TR O i%o-’é%‘fﬁm/ﬁij?
VAR TESL, raw T —2 %155, V7 MNHE L XOR ZHWT raw 7 —XICHENLHT IR —HE Y M
RICHEE, BT 22y T aia=r 7% L, EvhaeEox et —8% Eif-%, oo hre—EELTH
T 5,

TOE (%, 20 RBG ZFIHL TELEA AL, S EBmRE RO 5-#(# R 256bit & 128bit)éi£ﬁ}i :%l T
%, TOE MELEAR T 28, CTR DRBG Ty —F~7U7 /L (Entropy Input & Nonce) NV /2~7=54, =2
het—RE L TR T 5 7 =T 8L, LB A RO hat—Ea BS L TR 35, \_UDI/FEJE —
i%. NIST SP800-90A ? 10.2.1 {Z/R&EH5 Instantiate & Reseed (24 af/hr bt —&(TOE 04, &
FaUTARE LFIL 256bit) A= LT, +amr b — RN E £ T\5,

FIA_PSK_EXT.1
TOE 1%, IPsec HOHERTILAELL T, FRTF AN —ZOHFTILAEIF|H TX5, TFAR— 2D R
BHHL, Faony a7 LT3V A Lz N Te Yy MI~E#iEn5,
* T XA RR— 2O FEFHA
>EE 22 T
> M ATRE S  ASCII 3241, £7-13 HEX fi&
> AT O s - SHA-1, SHA-256, SHA-384, SHA-512

FCS_COP.1(a)
TOE /. IPsec i@{Z D ESP =712V X AL LT, FIPS PUB 197 & NIST SP 800-38A |2 & L7~ f
128bit & 256bit ® AES-CBC # |3 %.

FCS_COP.1(b)

TOE (%, 77T —MERED 77— AU = 7 HFEIZIBV T, FIPS PUB 186-4 (21 A L7-#EFK 2048bit ™ RSA
TN ELT NAVALERIRAT 5, £72, IPsec BEOETRFEIZHWT, FIPS PUB 186-4 (Zi A L8t
2048bit ® RSA TV HNVEL T NTVRL(BL LK) &, 7 VX NVELREEIZIBWT, FIPS PUB 186-4 (25 &
L7= 8t 2048bit & 3048bit O RSA 7 X NVEL 7 LAY XL (BL KGR 25015,
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FCS_COP.1(c)

TOE I, 7.7.1 EIZFHDOT v 7 T7 —MEREICE W T, LT OIIICL TF VAV EL RGEE W27 7 — A0 =
7T —ADORFEEEAT, TDH T, ISO/IEC 10118-3:2004 ([ Z¥EHL9-% SHA-256 (ZX5 /s 2 fHEOR HZ2E T
%R
(1) TOE 73> RSA AB# R 2048bit) TF VXN EBL T — 42 &1H Sk 5,

(2) SHA-256 T77—ALU=T 5 —XD v afizfit125,
) DEQDEAHET D, =BT T 7 — L= T F — 2R IER ThoH LW %,

%72, TOE |Z, IPsec {5 ® IKEv1 f8FET /LTURXLEL T, ISO/MEC 10118-3:2004 (Z#EfL-9% SHA-1, SHA-
256, SHA-348, SHA-512 (T8 v 2 EDHE A FEITT D,

FCS_COP.1(g)

TOE 1%, IPsec {5128 T, FIPS PUB 198-1 TiE#S41% The Keyed-Hash Message Authentication
Code. FIPS PUB 180-3 TEF315 Secure Hash Standard (ZHEHLS 5 LA/ Ny 2 Ay —URGERIC L
% ESP 324572,

cAvE—TUH ATV A MR 160, 256, 384, 512
- #0160, 256, 384, 512
B E T Y XA HMAC-SHA-1, HMAC-SHA-256, HMAC-SHA-384, HMAC-SHA-512

FCS_CKM.4, FCS_CKM_EXT.4

TOE 1%, IPsec i&{5 CTHIH T 28k, S Bt OLRIFIE EEFED J7 1% Table 7-15 (IR T, HHFICL-oTRIES
AV SERTILA 8, IPsec AEIEO 774X —MIL, BIHIZAZHUR A 72 SSD IZIRIESID, B BEE B ZHDOHEDHI
BrAS2ATLIZRE, 0x00 T EEXHIFRT 2, IPsec THEHINO YT a #E(—RF7e K 588X, RAM _EIZRFE
N5, 261 TOE OEJR OFF ([ZX0 AT 57-0HIREND,

Table 7-15 DRI & K

i PRAFSE WEEEA I T WIED 1k
E AHIESER v FHFIT Lo TRRE S 7= Fa1T | SSD FHFIC LD FRiIA IR - | 0x00 T LE
eh EH (HEHEEEE ) K | ZHIBR
BHEICL > TRESNIZEN | RAM | EIF OFF —
g2 2 U CAERR L7
popriNad IKE H 34 il g RAM | &R OFF —
(IKEvl 7 =— X 1 TR SN
%)
IPsec FH LA Ak RAM | &K OFF —
(IKEvl 7 =— X2 TAREh
%)
7T A R—k [Psec A DT 5 ~— | SSD %‘*f@%ﬁc: L ZFEEAER (BfE | 0x00 TLEX
i HEIE(E A PRRERE) IF HIlER
IPsec @ Diffie-Hellman 77 A RAM i OFF —
~— b
(IKEvl 7 =—X 1 THERSH
%)
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1.4 BEFEEIEHAE

FTP_ITC.1
TOE %, Table 7-16 (Z;~3 IT #8a & i@,
LTEEENDZ LT,

bar

([ZBWT, IPsec 7RV AR T 5720 Fo T — 2 )3

Table 7-16 IT H2: & D@

TSF 233FF[ 3 5 IT #35 Zu ko
SMTP #—r3— IPsec
SBFRRE Y — /N — IPsec
DNS #—/3— IPsec
BN IPsec
WebDAV H—/3 — IPsec
SMB #—/ 3 — IPsec

FTP_TRP.1(a)

TOE i%, EF#HE M TOE 2VE—NEH T 5 HELL T, 7947 PC O7 U CEifET S WC 2295,
TOE 27747k PC MOEEIX. @E HEHIEBE/ SATHD IPsec 7' ubha/LE2RHT B, VE—NEEDOT-DIZIT
A7 >k PC 236 TOE ~7 27 v ALK, TOE 1% IPsec 7 a bV COIHIBEEZFRIEL . WS DOikRIE . WIET —X
RN HDOEL | 85T — W E DR Z RS 5,

FTP_TRP.1(b)

TOE (%, &EE THRWFIHEN TOE ~JE—h77E2A$551EELT, 79147 PC D757 TEIET %
WC LTV HRTAN—%42459 %, TOE L2547~ PC HID@EE L. BEHRIE A Ths IPsec 7 Eha/L %
FIHT 2, VE—rT 7 8ADTE=DIZZTA4T 2~ PC 738 TOE ~7 78 AL, TOE (% IPsec 7' 1h=/LThD I
EZBAMRL ., WS OFAIE, ET —HIRIENODOREL WBIE T — X W E DR ERIET D,

FCS_IPSEC_EXT.1
TOE 1%, RFC4301 [ZH#EHLT D IPsec 7—F T 7/ F v &2 FIET L, FEHE DD, IPsec b/l LT Fita®
EMEZRE, BETELN, Pt OB EEERIHAT 28T TEA0,

« IPsec B 7B NMERE : h TV AR—FE—FK
kX2 UF 07 m hajn: ESP(RFC 4303 |2 #EHL)
> ESP i 54k 7 /L= U X4 : AES-CBC-128, AES-CBC-256(RFC 3602 |Z #EHlL)
> ESP #aE7 /LY X4 : HMAC-SHA-1, HMAC-SHA-256, HMAC-SHA-384, HMAC-SHA-
512
- e R IKEv1(RFC 2407,2408,2409,4109 (T #E4L)
> IKEv1 i =2k 7 /L 2 U X4« AES-CBC-128, AES-CBC-256(RFC 3602 | E#lL)
» XL —3 g F— KN : Main Mode
»SATATHA L
® 7-—X1® SA : 600~86400 >
® 7 =—X 20 SA : 600~28800 F»
> Diffie-Hellman Group : 7 /v —7 14
> ESN : #5), H2h(RFC 4304 |2 L)
< IKE B H K 0 TV ZVBL4RSA), T F A b _X— RO HERTHA
> T U HIVEL
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® RSA-2048 (BA AR, B4 ML)
® RSA-3072 (B4 M)
@ HFAFT /LY X4 . SHA-256, SHA-384, SHA-512(RFC 4868 |2 #EHlL)
» T A hA_X— 2 D F LA
® HELH N ET D FALAH - 22 SUTFOLTHIASCI LTS, 7213 HEX i)
® WiAFT /LY X4 SHA-1, SHA-256, SHA-384, SHA-512(RFC 4868 |2 %E#lL)
> 7’1 b aVERE
® 7o hailkhl  #E/Z L (Any)
> IPsec fif HF% &
® DefalutAction : A¥3E
® S EMGEIRE R E AR : MR D
L - MR L2
Fo—r  GEAEORREHERT S
KINeRS - FERB L7220

F7-. TOE I% IPsec EX =T 4R —F —Z_X—Z(SPD) #3241 TRV, HEHFIZLVLL FTOBREN TED,
«IPsec KU > —: IP X7 » FOFRHEBEL T, ZNENOFMEITHEE LT IP X7 > Mk LER
FE - EIE - BEFED S L EDOENERIT O RINTE 5, IPsec N v —DBLENDA L N\T Y KTy
NeT 7 b Ry ME, RICAV— IV TREEEND, IP X7y FOFMFE L TIE Any D7 12
v, @EHLEIP 7 FLAx (R, £/ 73y MEE) BEETE D,
IPsec KU v —ZIPKRY 2 —F)—F1~10 D 10 /L —T F TRETE D, 1 >OMEMTIZ, &
D IPsec RV U —DNREINT-HA. IPsec R U —7 ) —7 1~10 DEGIEFIZED ST, Tid
OESENER CEVMEREH S5,
B E R > BEE > il B K
T TIHNRT I ar s IPsec R AT HREN R TG OMEL Tt LRI TE
Do (ZOREIZOWTEHFICR L, WEARIRTH X WA X ATHRALTWDS,)
> HE - IPsec R Y O — DR EIZHE LW IP N v b iﬁﬁ%@fé
i IPsec ANV —OREICHEELRWIP N7 vy MImms w5

1.5, %2 ) 7« EEHEE

FMT_MOF.1, FMT_MSA.1, FMT _MSA.3, FMT _MTD.1, FMT_SMF.1, FMT_SMR.1

TOE I3, FIHF IR L CFRRE B RE A2 032, B BHAEREIL. SUiiSNTc A # 7 = — A DD BRI EFTHE
Tho, TVAARTAN—IT, BEBEREZTRAL2V, BE XL LT WC T T RRoE BEEERES J21 T3 2 M h
\ZEB T HERIZIE, TOE ~OfRBIERAEN ERI AL, RBFECEEERELZFIH T 528X TERW, =Y AU B, %IJ
H#F 2% FI(U.ADMIN, UNORMAL) A B+, B o =&EIn s 7o NETHER 5, FIH#E 0%
&Uﬁﬁéhf%@“ﬁﬁ%ﬁb%ﬂﬁﬁfmkiT%EVyTOEi\ﬂmb62ﬁhMe63@77?%%&%}ﬂ“@
X2 VT —RBEOWMIEE L CRIHE SCET — % FIR#E Y a3 77 — X ek LT —BFIH#H @ User ID %
VY TEH, 777 A EHEICL VAR INAFABELET —%, FIH#F Y a 77— %1%, TOE 4 oFIH
FIZLoTEREN DT, X2V T 4 —BYEOYIHEE L TEHEED User ID #FI 0V M T, 777 A%
BHOT 7 AHEZET 5, 7 7 7 AZERETHIZF 2— FBREEINLTWRWT 7 7 AZEDHA .
T 7 7 ALETHHI AT ZER Y 7 AREFEEND D, Bl AT Y ZER Y 7 20T 7 & ZAHETOHIE
E . X2 VT 4 —BIEIZERR D, IHMEIREEE O UserlD 2380 4 CoHb, Fa— KR EES
NTNWDT7 7 7 AZEOLGE, EX=2 )7 4 —RBEOYHESL L THRESINZEAR Y 7 ZA® User ID 3%
VUM THND, FEME, (7.2 7 7B 2EI#) 2280z L, TOE X, #IHMEE LTEIV YT Hi7z User ID
T EEXTHHEEE R0,
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Table 7-17 EHE RSN EHEEE

B RE

P

AT S 7
fE

BAERIREIR A &
Tge=2%

2——E AR

TOE OF| & B User ID 28> —HF — D &gk
TEIBR, oA — SRR — R D8RG 28 B — I A

DR EMRR, BERERIBR O E/MfiRbR, & B HER
Dt GIHIBREATY, = —F — B ERS TR HE 3L
O BLIVa T EER LR, B2 T — B
OHIMEEL T User ID 2353% E &4, Table 6-2,
Table 6-3 OFIFH T —47 7 AHIMEN LIS
5, 2B, a—F—%HIRT 5L, Bk —V —2F
HH THHLELHIBREIND,

YT
HIBR

e L, WC

EEH AT — R ERK
BE

FHENRT—NERET D, L Hnike, &2
RAT—=RIZIET 7 AV MERR ESI TN, i#HH
BRAGREDFX E TR EIZ BV T, BV U EHEE N
REETT D,

(A VI

a2 — P —FRFE ST DR E LTI, AMEIEEZRIE, 4+
Y — N —FERE, ARIEE + SR — N —FREED
WP ERIRT 5D, BV b UEBEE IR, W
ARAREE & FREE CRBIFRE S L B,

#E 1L, WC

ANERFRRE Y — R — R E
HERE

%%K“‘j’*—/\ o uﬁﬁﬁf%uﬂq#é%nguuu P—
—DREEAT,

RE 2L WC

FUL4 EE%H&E&E@{ 0)/
RFERE

RS R SR DB A TR E D, M HE OEkEL-
Aoy uﬁ%ﬁﬁﬁﬁﬁ\ ZDF }:E'f %Lflﬁ%e\ TOE &‘i‘i
YRR HRGEAF L5,

#BrE L, WC

BRI D BRIERE 1L
fR RN OO 28 R AR

T U7 FERIE AR R EI B B %ﬁ‘é’é: ke
}\/r/rgﬁ%_@nuuﬁﬁ {?ﬂiéﬂf_ uqu{?ﬂ:ﬁ)
fRbRESNHETOREM AR ET D,

#BiE L, WC

FRRIE O B [m] B (B v b A
CVEBRFELIN DIV T

P& HE

REERMEIE A 7V T T OMEE, ZOBREICED . v
VA LIS ORI 28 OFRGEE IE 2 7R 35
ZEBTED,

e, WC

XA — R D ZE H

s
He

INAT — R (ORAT — R/ NSCE R EL B Te)
DRE - EHEZIT,

#iE L, WC

T2 UT R RR EBE

o=l
He

TR UT AR ED R R, ENE R ET D,
BHCHEE LR, EX2U T A HEDSD W
BT AR EL X 2 7 Rl —fREL, £
DRELEMFFT D, %>y NT—27 %4 L7z TOE ©
FHTRE. A T AHRE (RS-232C I/F %1%
)Ry bU— 7 REE Y EEEE7 & ORI
BEEIE SN D, FIHEDNEEIE SRR EIT0
EERZFT LGS, EEEmaRrL, FIH
HEDREMEOMEI AR R LT2GA. X2 T 58
bR BTN ET D,

E L WC

I oD A8 B AE

AR RARIET D, BEEMNGERBIEELLY
B 2O HIE RSB /RS D,

e, W
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B PR NE FrAfS o | BIERTREZ A ¥
= Tz —A

VAT LA =Ry R | BERSRVEER DO AT A4 — Y 'y EER] | £F BfE R WC

M DZE R BE DEREEIT I,

BEn 7O NMEROZ | WC BIEHh O B#ns 7o MEROREEZTT, i wC

LT

e {5 M 13 A PR EEEIEEHIECTHD IPsec WBIEOREEIT, | Bk, £EH., | #iE %1, WC
IPsec BE7% €. FRIILA R T, IPsec sEAAER | HIBR
TE DR, H | HIBR,

Fo N7 — 7 3% TERRE Fw b =73 7E (TOE @ IP 7R A, DNS #— 3 | 24%, 5 H e R WC
—® IP 7RV A R—FE5% NetBIOS 4 %) D
Bk, EEEITI,

o/ PSR ECAMSRE DO A RS, B n ORUS  ik, us ) | Bk AR e L, WC
—N\—  HERERFORTEL, BEhERs OREL
HIBRE4T9,

Ry A8 BREEHE ARy ADX Gk, BEEE I AL OEFR Koy | Bk, BE ., | @ 0r, We
ARRAT =R OB A E 22— —OEEZ | Bk
O\ HIBRZEAT,

SREIATVZ G EMEE | MAEIATYZEORNED, WMHATYZERy 72 | Bk EH BE 1L WC
ISAT —R DX FHAT,

Table 7-18 —f&FIAH RSN EEHERE
B EIRERE N PRSI ER | BERTREAe A ¥
1E T =R
TP RAT—RBE | 2P SRT— R OB EEFTI, FUHE L. 358 | &% Bl L, WC

Hihe A, B Do AT — R E BT LT
x5,
R R B A AR ADBEEATH, o, FIREDFATS | Bok, £ 8, | Bl 5L, WO

AR Y7 AT L CTEF (R 7 AL DOEE Koy | Bk
ANRAT =R OBEET, fiaHEL— —DE T/

L) LHIBREAT,

FPT_SKP_EXT.1

TOE 1%, IPsec 1812 TR T A 580G | BB IZ > CRESN-FRTIEA#L [Psec fFFHED T T AR
— MR AR AR AR AN —UThD SSD ITREFET D, NSO 58t RAM IZREFET5
(Table 7-15 Z#), TOE (RSN FRIIAGHE, 7T 4 — Mgk, 582 S T DR REA R L 22 720 | Fil
25 TOE OFEIC L E NS A AT 2813 TEAR VY, TOE 13, MFP A2 RS-232C IF 23 TWA708,
T TS LSO ATED . FIREBE RO 27 = —2%FI LT, SSD OWNET —# 5B+ L3 T
720N, £72. RS-232C IF LIAMZ, TOE D4 ER7A SSD ONE T —#Z B 4 AL X7 2 — A% FEEL TR,
SSD [T HIATHAR A 72 AR — U ThH DT, FIFAFE S SSD ZHFL CTHNERT — X &2 B0 3 Z S 1ZTE7220, LL
EoZEns, FIRFFRASNFRAA R, 7T —ME, B SRETAH T ETTER,
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7.6. BEEHAE

TOE |, AR FRITH L AR 24, kL., n7 P — N—~EEF T2,
FAU_GEN.1, FAU_GEN.2

TOE (I, YL FOFRREEAMZFRLL, FRRBEAERZED HDR), FLROMR, Y72 =7 Mg .
HBORRE T D,

Table 7-19 EEXNRER &

BN RFR ID (F7 V= kBIfEH *1) il

S Admin ID/User ID/R% % OK/NG
ID

S ATV ZAZ R 7 A SAY — R FFED FE i User ID OK/NG
a—Y—EEREEIC LD B ek, A, HIBR Admin ID OK/NG
=P RRAT—ROEE User ID OK/NG
EEH AT —ROLEH Admin ID OK
Y —REERR E DA Admin ID OK
SMNERRGE S — N — R E DBk, AT Admin ID OK
R PE RE DA B Admin ID OK
G PLHE BAEDO AR L fRBRIF [ D28 1 Admin ID OK
FRFFSRE A% (U.BUILTIN_ADMIN LISk o2V 7 Admin ID OK
PRAT— R TR RE Admin ID OK/NG
XTI E—RREDEH Admin ID OK
ERSAL RPN d Admin ID OK
AT BA— Ny MO Admin ID OK
H &y 7 MO Admin ID OK
BTG A BRRRE DR gk, A5 HIBR Admin ID OK/NG
Ay T —URRE DR, EE Admin ID OK/NG
A 7 ISR RE O B 4k Admin ID OK
Bt/ SRR T Admin ID OK
B m i PR RE DB Gk, 5T Admin ID OK
Ry A PRIEHRIC L DM ARy 7 ARGk, 25| HIlBR Admin ID/User ID OK/NG
AT ZE R EMRE DRI, ZH Admin ID OK/NG
TV v a TORLE User ID OK/NG
Y vV a T OHIKI User ID OK/NG
AX Y Vg TOEE User ID OK/NG
o — g 7 OHIR User ID OK/NG
77 I AREY a T O%E User ID OK/NG
Ty I AZIEY a T ORE AT A ID OK/NG
777 A%AEY a 7 OHIRI User ID OK/NG
BRAFY a 7 DORAFE User ID OK/NG
T 7 AZAEY a T ORFF VAT L ID OK/NG
RAEY a 7 OHIR User ID OK/NG
AT a 7 DEE User ID OK/NG
BREFEYa TD7 7 7 AEE User ID OK/NG
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BRI GG ID (7Y =7 NlBlIE SR *1) (RS
BRIFYa7oxyra—R User ID OK/NG
R1EY a 7 OBE) User ID OK/NG
BRIFY a 7 OHEH User ID OK/NG
RIFY a3 7 OHIBR User ID OK/NG
IPsec & v 3 a U HESL ORI VAT A ID errNo(*2)

CDFRBIZRFERTIC R A LA R FELRO IDV 7 Vo7 MRS, AE ID LV EH 27tk 5,
T 77 A G BFREE AR THO 72\ b T AT AID (E Bl : v AT 5 (MFP)) Z5tdk 1%,
IPsec i a ML ORI TH Y AT AID (EEE : > A7 A (MFP)) Ziték 15,

(*2)"1414"(EF =7 1815 (IPSec) DKM E DFTE DT —INFLFkSiD,

FAU_STG_EXT.1

TOE 1%, &R /IR, A0 OBUS Hik, vurh— " — AEREERBORESL, BEART OEEFE
CHIBRZ S B N FE M DR A Vi B RE AR D, /Y — X — (X, WebDAV H— —ZFIH 75, Ehn
7 OB IET B ENEEEHEL, IPsec G2 ML Crsh—"—~Exn /%2 %5T %, TOE tuZH—
—[#D IPsec #1E 13, M5 BUHE & EHERRICLVER ET D,

TOE (. Hﬁ‘ﬁ%%&%ﬂ7774llxtbf TOE NOw—J /VERAFEFIIC— R R AL, HENAE SR TRELZH
L LR ELT B EICELEGAS . b ILXEHEDRE A0 B EEZFATLEE AT, XML 7 — X248 #
Lfnﬁﬁ—vvwﬁ%ﬁﬁé

TOE NIZ—IRTFSNT-ar 77 A id, XML 7 — X B %S LT E BB N n 7 HIbRE SZITUZRE, H
brd %, XML 7 —XE, o7/ —_"—~DEEZE T %, kO 77400 XML 7 —2Z#OBRICHIERT 5,
TOE WIZ—FHRIFENTZ07 7740 XML 7 — 4 ~T 7B AT HA X7 2— AT, EEEHE IR O%E
EHIBRD A THY , —EFNHE RSB EEH DA LT 7 EATHI LT TERY,

KNI —JEERETa s — = In S ERE LG TES, TOE NOBr— IV REEIR N w2~ 7255,
FAT CXHMERRIZLL T OBREIZHIBRE LD,

- IR OFF I L 2B v / USHERE DK T

- IR ON 12 L DA v 7 BUSsae O BRtA

s 2—P—FBEE (BERFANSLOEEE T 7 A L DOIFFAT)

EHFICLDEEe VEE, b L ITHIBR
B NER T/ REL LUTEEn /YIRE EZITL . v— D AR TR IR O TR BE SIS S A LT IR AR
FRENS,

Table 7-20 & v T —XDikk

Ehu 7T —2 O Hn W
B 75 O R AE SER SSD 1273 %
0 RIS 7 s AL E LT—RREFE L, XML 5 —Z (248 LT
0 7Y —N—ZHEET D,
077 7 A ViR 40MB RIFFTEE T, Tt s A I 7
T, BT Y= R DFEDT-O XML 7 — X [ TEHBT 5, Bk,
WHn 77 7 A VTHIRT 5,
CEHENRE LZARD LS IIEERICELESS
« 36MB IZE L7256
CEHENER 0 S REEET LA
XML 7 —#In 77— _"—IZEE#%, RO XML 7 —# BAERSILD
BRICHIBR T 2, EERBOEGE. &K 76MB (1277 71 /L 40MB,

a2 7 EHROEFE A X
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A 75— 2 OBV H s
XML 7 —# 36MB) 7 TOE HNIC —H{EfEEN D,

FPT_STM.1
TOE 137y iz AL, BHA DA TOE ORZ2 A B D rEa R 45, BiAn /1 Ziiikd DI 1E
Ty 7BEREN DR S ND,

1.1. BEFETERHE

7.71. 7y 77— FHEE

FPT_TUD_EXT.1
EHEEIL, R SR B LK WC TRk BIGERES . & HELE 1 ) C 77_@717,\_/5/@5@; B RATTED,
T, BHEHEX, 77— =T T —RET UV ELL T — XN LT- USB AEV% TOE (23535 L, BB S xv
THBIFERERR BHBFWME CY 77—V =T OT v 7T —MEREEFITCTED, 77— LU =TT —XIZiE, VAT A
arvha—F77 Vo harta—JbnWoln KT 77— LT L, SHA-256 ([ZEo CTHRHLEZ 77— T DNy
TR (7.7.2.0125# O B 7 AMERE TR T2) BREEN TS, TUXVELT —HIL, SHA-256 THH
L7 7— L0 =7 T —ZDO Ny affiizxt LT, FIPS PUB 186-4, “Digital Signature Standard”|Z5C#;?> RSA
FOLNEL T V)R LEER 2048bit, B4 A% — 24 PKCS #1 Ver 1.5) TBA LT —HTho,
BWEHENT 7T — MEREER EITLI-FE, TOE |31 Ah— % Bt DR RSA ZABH#E (JEE 2048bit, Hifaf
FFIZ TOE IZAVAN— LS TWD) ZHEH LT, 77—V =T T — X DT VXV EL G E T T 5, B4 RGE
DR LT HA1T . BB SRV EEZ TR, 77— AT = 7 OEXWZ AR IITHR, BA RIS
e 77~Ar7:c7}:%77»—u717@/\y YAt REAL ANV T D, TUXVELRGEO FIEIL, T
D",
(1) TOE 738> RSA ABH#EHER 2048bit) TF VXNV EX T — 2% 1E 515,
(2) SHA-256 T77—AU=T T —XDO, v afizfiti125,
3) DEQDEA TS, —BT LT 7 — L =T 5 — 2R IEH ThoH LM%,

7.7.2. BCT X MHEE

FPT_TST_EXT.1

TOE 3, &R ON FFZ, L FORITRLIET AMENRFIZ T ML . BE BRSNS E | BE &5 %
FoRL, BfEE iR Ik BRI R OIRIBICBAT 35, ZAUCED, TSF 2E 457 7 — LV =7 Deeftz
R TE 5,

Table 7-21 EC. T & b

No. PIES T A b
SHA-256 TR L& 7 7y — AU =T Oy vafis, 7y 77—
) VAT A bu—FEDHE MERE T TOE ~A A h—LSlony v 2 fEifFRICiE SN T
M7y —Ly=T WOHIEN—89 5 Z & 2R, TOE THIHT 2157477V %
Ny Y a ERFED R &7 D,
9 k7477 B BT T Y XL HEEfET A B KAT test for SHA-1,
Ty XA SHAHMAC % | KAT test for SHA-512., KAT test for HMAC SHA-256, KAT test

Copyright ©2020 KONICA MINOLTA, INC., All Rights Reserved
70 / 71



KONICA MINOLTA bizhub 750i with FK-514, DEVELOP ineo 7501 with FK-514

No. PO 7 A b

for AES encryption (CBC, 128-bit key), KAT test for AES
decryption (CBC, 128-bit key). KAT for RSA 2048-bit (PKCS #1
v1.5). KAT for DSA (signing P=2048/N=256; verification
P=1024/N=160), KAT for Diffie-Hellman % Ffi,

T hebE—RE LTHIAT DY 7 b =T 2% E L., DRBG Bk

5 B4 770 D~V AT A K (NIST SP800-90A @ [11.3 Health Testing| 124
7= X2 : DRBG 3%, Instantiate, Generate, Reseed DFEEEIZ DV CTREHIfiET A
N &5k,
7.8. FAX > Bt aE

FDP_FXS_EXT.1

TOE NEEFT LT 7 VAL 2T 2 —AOFH kLU T, AREIRRE ST LTINS FAX #8000 7 7 7 A5 &
FIRE DB SRS FATT DT 7V AR B NS D, 77V AA BT 2— AR TEZE RIS TNDT —H
1Z. ESERIA G IEIOR LI 77 ALEL T THD,

TOE I%, 777 AET MEREZ FEEL TRV, Super G3 7 ubh=/L BLW G3 Y uba/L Y iR—hd 5, 777/ AE
T AE, TV AEZE OB EFATL, ARERREZ I Loz~ Rix—8Z 3 7ev, £72, TOE 1%, PSTN &
LAN B O3y "I =27 Vo P 5T R DHEREA FR 7720,

PLEDZENS  FIHZE N TOE O7 77 A BT = — 2% FHWTHI I TXHDIE, 777 AEZAED I ThH 5,

DN
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