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1 ST introduction

1.1 ST reference

ATl Security Target (CL T, ST LM&97) Ok & A LR T 5,

ST 44 #: Canon imagePRESS C910/C810/C710/ C660 2600 model Security Target
=g 1.06

AT v/ oAt

FATH: 2020/03/18

1.2 TOE reference

AHITIE TOE OiRE#A ek 45,

TOE 4 Fr: Canon imagePRESS C910/C810/C710/C660 2600 model
N—g 1.0

. A& TOE 1XLA FITRTY 7Ry =7 N—R7= T h bS5 ([)1E TOE #51I1E #ar~1),
XY/ PR ¥ =2U7¢—Fvh-Cl for IEEE 2600 Ver 1.00 (il 7~ =7)
[EF=U7+—F >k for [EEE 2600]
[Arhr—F— =52 9101]
*Canon imagePRESS C910/C810/C710/C660
[iPR C910, iPR C810, iPR C710, iPR C660 ]
%Y/ HDD 7 —4W5{L/RT7—V> 7%k E3
[Canon MFP Security Chip 2.11]

MIELA TR
+Canon iPR Security Kit-C1 for IEEE 2600 Common Criteria Certification Ver 1.00(system software)
[Security Kit for IEEE 2600]
[Controller Version 9101]
+Canon imagePRESS C910/C810/C710/C660
[iPR C910, iPR C810, iPR C710, iPR C660 ]
*Canon HDD Data Encryption & Mirroring Kit-E3
[Canon MFP Security Chip 2.11]

1.3 TOE overview(TOE %)

AEiTlX. TOE 5], TOE Offi [l 715, TOE O E B/t X 2T MBI DWW TRk 45,

1.3.1 TOE &%l

TOE i%, 7'V > MRERE « A% v UHEE « = B —FKRE - SCEOMRAF & B H LEERE - HDD W5 5{b%
RZHA -T2 NEHKTH 5,
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1.3.2 TOE fERFEE EE X2V T 1 HEE

TOE 1%, 7V MERE, A% v HEEE, = —HRE. 2515 (Universal send) #5E, = —% —R v 7 2B&HE
FFO MFP THY, Wi LAN (2855 L CHIH 32, ZNOOMREZIRE T 272012, FIHE 235585
T ORERE ., MEBRIZIE S CET — 2O RB IS )T T2 7 7 B ARIERERE ., 215 Va7 OELEHIBR, TOE !N
DAN — I RAESN DR TETE W0 L ET — 2 Ol 5L HERE, HDD 7 —# 52 214 = ERE, LAN 57—
LIRGERRE, B O 7 AMERE, = — P —EE AR T 5720 DA n s/ BUSHERE, & BLE IZRESh
BHREREED O,

1.3.3 TOE DEFABRE

TOE (%, =it —HhE - 7V MihE - 2415 (Universal Send) B - —W —R o/ AREAR & & 8 R0 1
B THD, TOE N5 35 U.S. Government Approved Protection Profile - U.S. Government
Protection Profile for Hardcopy Devices Version 1.0 (IEEE Std 2600.2™-2009) CixLL FOLH72
FIHBREZMEEL 5, (“IEEE Standard Protection Profile for Hardcopy Devices in IEEE Std
2600™-2008 Operational Environment B” “1.1 Scope” /5D 5| )

Figure 1 (X, TOE TH5T VXL A< Canon imagePRESS C910/C810/C710/C660 2600 model >4
T ar i e ERE R TG A O ARE THY, M LRVWEEREN DDA ITIT, AR IR
AAY RE Wi ST

Figure1 T 42L& #< Canon imagePRESS C910/C810/C710/C660>MiE FATREE

N>

A LY ‘ — Firewall D PC
\ ' WebIS54

Figure 1 |Z" 3 JOREMBREE Tl 7 V2 VEAGBRITINI LAN ICE> TA— b —/— o —HF—
FFEY—/3—_ PC, Firewall |ZEEGEINTHY, Firewall (25> T Internet 2>HPNES LAN ~D B A
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WTWD, TUXNEERIT, B Y CTHAAATE T L EEE T A—VEE T DO A— /L —s—
(BT D, £72. PCZAWTEF LEE TV, RFETDHIENTE, Web 7T77 1% PC L _4’/x
N BZETT VANEAEE)E—MAMETHIELAIHETH D, 72721, PC TV NE1THE5

VX, WY 7V 2 —RT A3 —% PC ([ZA A=)V L T2 4. E 0385, USB 77— /L C PC %:rﬁ
Pt AL T PC 0l XEEA TV N RIFTHZEL FRETH D, 7272, USB #ifi T7 4L

BEHEDD PC R0 USB T A AT — X 7T D28 L TERNWIDIC R E RIS E T 5,

B2, TOE 134 A LY — =D IEEZ H B2 B L CREZI R 21T o720, SN O 2 — W — 8GR —
IN—LHHE S5 T L TR B OB GRS BE AR L2092 L2 A HEE L CUD, 7235, TOE X
HDD |[ZHEHHNSND T R COT — X%/ 575, HDD B SLEREZ (i 2 TV D,

L CC #HlilC B DT ALEREE Tld, Web 777 %13 Microsoft Internet Explorer 11 R LI,
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1.4 TOE description(TOE i)

TOE 495 U.S. Government Approved Protection Profile - U.S. Government Protection
Profile for Hardcopy Devices Version 1.0 IEEE Std 2600.2™-2009) DEL R {1454 KB 4572012
PAF D57 TOE a7 %,

TOE D4 BRH i FH & m PRAEEH I X LA F O Th 5,

1.4.1 TOE Oy eo&HH

TOE [3IN—RU =T VT NI =T NSV T X NAE SR TH 5, MBI L. T Figure 2
(RS T D,

Figure2 TOE D/N—FK9z7/)I+9x7

HIEY IO T
(TOE:YZ+x7)
Canon imagePRESS C910/C810/C710/C660 ¥+v/> HDD T—4MEEL/Z5—1U>Y

REN—FHz7 Fyk E3
(TOE:/\—F™z7) (TOE:/\—F%x7)

TOE T %< Canon imagePRESS C910/C810/C710/C660 2600 model> [IAE N—FT=TIZ% ¥ /
HDD 7 —# I B4t/R 77—V v 7% v b E3 &35 L, < Y/ iPR &X=2U7 r—F>h-Clfor IEEE
2600 Ver 1.00 >IZ[FHRSNAHIEY 7 =7 (s hr—F—/ =g VILODEZ A AR—/L LT, HAX
AFLHD KR ELATST2b D ThHD, el Sk 4T HERITIL, LFD 3 DOF T a1t A%
L5,
- ACCESS MANAGEMENT SYSTEM #58E¥x ~v k - Bl: A4 B A AT T g 2
(304 Fr: ACCESS MANAGEMENT SYSTEM KIT-B1)
- XV y FTHWEEXRYNCL: IABUAF TS a2
(¥E3C4 F5: Canon Data Erase Kit-C1)
- FY /)y PSYATFFYL-F1 948V AF a2
(&34, Fr: Canon imagePRESS Printer Kit-F1)
TOE %4l DANE N— R =7 T 5H< Canon imagePRESS C910/C810/C710/C660>(Z1XLL F DT AL
TIN5,
Table1 =8B A4 07 v 7—&

BES4>FvF Canon imagePRESS C910/C810/C710/C660

iPR C910. iPR C810. iPR C710. iPR C660

TOE ZA& R A#IHY 7y =7 13< ¥ /2 iPR ¥ 2U7 r—Fvk-C1 for IEEE 2600 Ver 1.00 >
WIZT A AT AT 4TI TR E D (2 b —TF— 33— VI1.01),

F7-. TOE ITEENAH AKX AT F¥ /v iPR EF2UF r—Fvh-C1 for IEEE 2600 Ver 1.00 >
(Z[RIFRSIUTHE B ~ TSI, FBI SR A% T RCIZRL#E 35,

2 A AL TV a v OEBOWHKERIT, Y/ PR &X=2U7 —Fk-Cl for [EEE 2600 Ver 1.00
ELTHRESNLHIEY 7 F U = TICEEND,
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(Fn=c4 1)

(2

iPR &% 2U7 ¢—F%wk-Cl for IEEE 2600 7 RI=AKL—%—HAK [FT6-2593 (000)] %)

iPR &% =U7 ¢—Fwk+Cl for IEEE 2600 V1.00 % B\ NI72DRMIZImALTZSVY [FT6-
2594 (000)] (%)

Canon imagePRESS C910/C810/C660 2600 model —=—%—ZX 4 AR [FT6-2595 (000)] (CD)

pERD)

iPR Security Kit-C1 for IEEE 2600 Common Criteria Certification Administrator Guide [FT6-
2596 (000)] (%)

Before Using the iPR Security Kit-C1 for IEEE 2600 Common Criteria Certification Ver 1.00
[FT6-2597(000)] (%)

Canon imagePRESS C910/C810/C710 2600 model User's Guide (USE Version) [FT6-2598(000)]
(CD)

Canon imagePRESS C910/C810/C710 2600 model User's Guide (APE Version) [FT6-2599(000)]
(CD)

TOE (3, BIE 2L DIE S LTI 2R L LU R ISRL#O — B 15 MM S-S T k)
DB A LRSS,

iPR €910, iPR C810, iPR C710, iPR C660 (\\ T 1A DET L HELESILD)

¥/ HDD 7 —#Hf 5{bt/37—V 7% vk B3 (ARICELESNAYE),

Canon HDD Data Encryption & Mirroring Kit-E3( H ARLIAMZEL RS NS &

F¥ /> iPR &F2Y7¢—F>h-C1 for IEEE 2600 Ver 1.00 (A ARIZEIES DG,
iPR Security Kit-C1 for IEEE 2600 Common Criteria Certification Ver 1.00 ( H ALIAMZELIES
No%E)

ACCESS MANAGEMENT SYSTEM JLiE >  « B1(H RICEESNASSLE),
ACCESS MANAGEMENT SYSTEM KIT-B1 (H ARLIAMI B &S 556

v/ FT—HHEEXY b CLIEARIZEEINDSGA),

Canon Data Erase Kit-C1 ( H ARLSMIELIESILOS )

¥¥/r PSviAFFvy b F1(AARICEESNDSR),

Canon imagePRESS Printer Kit-F1 (H ALAMZELES D AY)
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1.4.2 TOE O#BEEAY#EEE

TOE OimELR#Ei % LL N O Figure 3 CHURT 5 (o—W— 22—V —FBFEY— /N — A— )L —s3—
PC. ZA LY —_—%L) . TOE DX 2T eI T >X TR ThHDH,

Figure3 TOE D#EEHERL

1B AN == pc SALY—ri—
| a—v—mmmee ||| sz ||| wessyy |
| Lanr—smmmte || || canr—smmmne ||| | canr—smmme || || canr—smmm |
it | mrxa] m7xE] B
TOE
[ LANT— SR |
mEeE [
| vagmaroexmmmee | a—v—mmwe || roor—smemmme |
USBiE#E
[ mAsav7oexmmmee || aesrmme || BEOI |

EEE |

FEVITERME |

!

[ Fusrmse || oe—mee || sz | |

v

[(zervomse || mmme |

HODWS iR |

Ul Re

i

| maaau | |

wohmte |

| mppEs
v

HXE

§ EXE

a—H—

TOE X LA FO—fxi%RE%2 A 75,

2t —1KRE

—> TEDOFN

MLFEZ AT T THrIAT, TV T HILED | LCELE G T LERE TH D,

AINAY; T

TUHNAEERENDE T LESL PCHOIEEEINIE T LELRCEICT VN DHEETHD,
%12 (Universal Send) f4#E

MELEEAF Y L TAERSNIZE T LERCL— =Ry A RIFIN TNWDE T LES TIFF X°
PDF 77 ANWJER TEFA—/L T RL AR PC O[T VA —7p PICEE T ABRETH D,

=P =Ry 7 ABERE
ZOMEEIL, 22— =R I ANA A=V T 7 A N EARAE T DR 2 — W — IR 7 ADRAF L EEF
A AHREIC R TE A,

- =YK T ANA A= T 7 ANV AR T DIERE

22X T NOFIAAT BT LERL, PCIC TRy M F s E LB U Era— W —
R 7 AR T DIERETH D,

- PRy VAR E R Dk
PRy ARSI BT IR L CEL FOBEAS TS,
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- B CEGVRRE) O
- BFXEOSVL
- BT XEOREE
- BT IEOHIRR
Ul #re
P SRV T TOE 248EL 720 . TOE 23E S 33 L0175,

TOE 1%, L F DX a2V T 4kterH T 5,

:L“‘"jj"_‘nmnﬂﬁ%%
BERA DO NZLE-THETIZ TOE RSN, EY o —Y —%38G5ET 5,

o —H—FHGEIL, TOE N CRRGET DINERERAEE MR D 2 — W —FHGE Y — N —% W CRERE T 54+
Buu ufﬁ%"jﬁj— }“g_é ﬂ‘iﬂmu M \—io j—é [T uiEjiJC j: Kerberos [T pES%) L/< j: LDAP SV uE“;’i’ﬁﬁl/ \Z)

Va7 FELTT 7 AHIEKSEE

SREFEN Iz — =D MEFRAN DT D2 NAE SR DO RER T TER WD, 22— — D —/L|Z
U CEFRESRE D FEATETF 5,

BN a7 T 7w A GE

AL Va7 IZkt LT PV lar Ry BV EOEEL Va7 AL 22— — 2R T 5,
ZAF Va7 HRIEHERE

ZAZ L3 7 D LAN ~DH5%EZHI 45,

HDD 7 —# 5& & 1H EiEE

Va7 EATRHNER S NIeA A= T — 2R HAIHEN D ZE 2P 72012, HDD DBRAFAA—T T
—HfEE FEEL TR ET D,

HDD g 5{LpkHE

HDD Hi{EDFiHED, HLLIE, HDD & HDD 7 —#K51b/R7 =V VAR —R & TRb %D

HDD 7 —#~D7 7 AT H2EBUT I 572012, HDD 7 —Z W5 Ab/R 77—V 7R —RiE,

IR T XNV E AR AR IELWT ‘/“%wfg/\%zmwgom,;/a\@;g HDD 77+

z%ﬁ‘f@“é SHIZ, HDD 7 —# DOEE M A IR#E T 572012, HDD ITHHS NS T N TD T —4
517 %,

LAN 7 —#{R3EHnRE
LAN 7 =4 D IP /"7y b~DA=y 77U 73R EL T, IP /37y M IPSec (T 51775,
H &7 AMEAE
FHOEF2VTAEEED IEHE ThoZlh  AZ— 7y 7R ICIRGEET 5,

B n g RE

=P —DOEAFLEE A TELIDITr AL, HDD NIZRAFT DHEETHY . FITlrFShiz
RO o NI LIL G TN Sl e R

7\ ZRREkESNS B FHE HIE, TOE 2> BigftEing, TOE @ H BEF#IT., EHEEREORH . H LT

3 CC FHIZ I 57 AMEREE Tl Kerberos 583EEL T Active Directory Domain Services 5| L 7=,
4 CC Mtz 817 57 AR Tld, LDAP #8FE& L T eDirectory 8.8 SP8 ERIALTS
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FA LY =S =L IR B K2 S U TR0 2 TRRES LD,

- EPREERE

AP =R — LA Gk B bR 5720 O — Y —EFERERE LS 2 U T B RE D B I B 1
FTDILODT NAREBERETHY , LB ITEBE O HBRIENIRESHTND

1.5 B&3E - HGE

K ST TIELL F Ol FE- e T 5,
Table 2—W&7E - FiE
W& 35 - FHEE .

TR NG ab’—HERE . U MEEE . 2512 (Universal Send) #§fE7e &2 DR FFo#E 5 5%
DL, ZNHDORERERFE T 572, KEED HDD #£F,

il 7 oy =7 AlEoN—Ro =7 FEIEL X2 T e DO K2 55V 7 =7 Th D,

BufE L FIORNEEEERER T HNN—R T2 T OOEDTHY, #fEXF— L&y TF %
IVINDIERREIL, T U NEEE M ET DS NA A F—T =2 — R
Thd,

JE—h Ul Web 77975 LAN R L CF P2 NVEEHEICT 78 AL, T2V EL
HEDEMEIR IO MRV a7 DEME, Ry 7 AT H8E, SRR TR EN
TEHA LA —T 2= AT 5D,

HDD TN IEHIND N R T A7 DL, Y 7 =T BN, &
R ENMRFEIND,

A A= T AV FeIriAT TV B2 L CTTF A NAE SN A R SR T — 4,

TURIFVARA—=TT
7A IV

Ot — Y UNEOY T OFETICARSIL, Yad N5 T THERE TR AHA
A—=TT 7 A,

z—/

T ARERERE CRIH T 52— —DHERTHY, K2 —P—I12iT0ED
DOr— LR AHT HILD,

HONLDERINTCODBT T4 N a— Iz DA A — L E L CTF 74
NVEE— L TROONTZT 7 A RMEZ A E LI RO — V2T 52
EMHRETH D, T 7 AN ha— WXL FOa— L33k 5

Administrator/Power User/General User/Limited User

Administrator 7— /L &1 EEFEEE AT T DHERR (& BEFERR ) &2 7R T,

Administrator T— /L RE|) Y CHN TS EMER AR T A —H —,
PP TEFKII TS U.ADMINISTRATOR,

vars

a—H%—7% TOE OMREZFIHL TLELBIET 2BEDO 2 — —DIE¥ERR
IRERGEIRDILEDT =4 (BFIEH) il G OETZb O,
LEOBIEICIT, FiridH, TV b, a2t — /A7 BIRSHY, 2—H—0
BAEICLV a7 DA, FAT, 58T ETO EOLEBTHbI D,

TUANEEEN TRV RON D 22— —F =2 THY A A= T 7 A&7
VU RRENDIHERR S NS,
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WS35 - G it B

R A T VA NAB BT B N TR AIA AR — Y — Ry VA~ SN 3CE
ERAFT DMK, T— Ry IR T I AR I A VAT BRI AD 3 Fi
HENGIET D,
A TOE Tl VAT LRI A T 77 ARy 7 2RI AL,

=P =Ry IR TN ERE T — Y =D ARIANTE %jciéé PC 73%7)%&.
IR EA LERENREEINDIR I ATHY ., B LEDT YR AHE
H5,

A LA — N — T U NAEERE TR ARIANTE B A LELEFA—NVIEETIHHA L ER
“H‘_/\_O

2 — Y —FIEY — | 2=V —ID X/ RU—REOZ—P —FRELFFL, Ry T —7 %L T2

IN— ‘—v]j-‘—nunﬁé‘f’ﬁ‘?qj“—/\‘—

Firewall Internet 7>HNES LAN ~DEEEZFH T2 DIEE ST AT L,

ALY —r3— i 2 IEfEIZ& o TRY. Internet 241 L C. Network Time Protocol Z{#H -
7B DORINE ORI EZ DN TEDL—/N—,

X7 7Y b BT TV BFREE SN S5 ENT=T VM) 2 ET AERE A B84 D e
BRIV EDRH L,

[ap’— | o —HRE A BN T A EME SRV EDR L,

[ 2y | HOLCEEFLAIAN TR YT AT T DR RECTE A AT B L EEE A
— /LT RUARS PC OIEF T N H —EE kG T DM EE A B D 8RB/ %
IV EDRETHHI A L CEE TR L TRIF R X,

MEFE 7 7 ANV DF] | Ry AMRIESINIZE T L ELEBET e B T 28 E X3V EOR

M B

VE—h Ul EDOI% | Ry ANMRIESNIZE 1 CEBET D ELREN T2V E—h Ul LR

EIRAFZ7 7AVDR| | >y

H
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2 Conformance claims

2.1 CC Conformance claim

Z®D ST 1%, LA F® Common Criteria (UL ., CC &M&4) 12 &1 5,

- Common Criteria version: Version 3.1 Release 5
- Common Criteria conformance: Part 2 extended and Part 3 conformant
- Assurance level: EAL2 augmented by ALC_FLR.2

2.2 PP claim, Package claim

ZOSTIE LLFD PP ICHEET 5,

- Title: U.S. Government Approved Protection Profile - U.S. Government Protection Profile for
Hardcopy Devices Version 1.0 (IEEE Std 2600.2™-2009)

- Version:1.0

Z® ST iZ, LL F® SFR Packages j#& . 1BINTHD,
- 2600.2-PRT il &
- 2600.2-SCN i &
- 2600.2-CPY &
- 2600.2-DSR i &
- 2600.2-SMI BN

2.3 SFR Packages
2.3.1 SFR Packages reference

Title: 2600.2-PRT, SFR Package for Hardcopy Device Print Functions, Operational Environment B
Package version: 1.0, dated March 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL2 augmented by ALC_FLR.2

Usage: This SFR Package shall be used for HCD products (such as printers, paper-based fax machines, and
MFPs) that perform a printing function in which electronic document input is converted to physical
document output.

Title: 2600.2-SCN, SFR Package for Hardcopy Device Scan Functions, Operational Environment B
Package version: 1.0, dated March 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL2 augmented by ALC_FLR.2

Usage: This SFR Package shall be used for HCD products (such as scanners, paper-based fax machines,
and MFPs) that perform a scanning function in which physical document input is converted to electronic
document output.

Title: 2600.2-CPY, SFR Package for Hardcopy Device Copy Functions, Operational Environment B

Copyright CANON INC. 2019
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Package version: 1.0, dated March 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL2 augmented by ALC_FLR.2

Usage: This Protection Profile shall be used for HCD products (such as copiers and MFPs) that perform a
copy function in which physical document input is duplicated to physical document output.

Title: 2600.2-DSR, SFR Package for Hardcopy Device Document Storage and Retrieval (DSR)

Functions, Operational Environment B

Package version: 1.0, dated March 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL2 augmented by ALC_FLR.2

Usage: This SFR Package shall be used for HCD products (such as MFPs) that perform a document storage
and retrieval feature in which a document is stored during one job and retrieved during one or more
subsequent jobs.

Title: 2600.2-SMI, SFR Package for Hardcopy Device Shared-medium Interface Functions,

Operational Environment B

Package version: 1.0, dated March 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 extended and Part 3 conformant

Package conformance: EAL2 augmented by ALC_FLR.2

Usage: This SFR Package shall be used for HCD products that transmit or receive User Data or TSF Data over a
communications medium which, in conventional practice, is or can be simultaneously accessed by multiple
users, such as wired network media and most radio frequency wireless media. This package applies for TOEs
that provide a trusted channel function allowing for secure and authenticated communication with other IT
systems. If such protection is supplied only by the TOE environment, then this package cannot be claimed.

2.3.2 SFR Package functions

Functions perform processing, storage, and transmission of data that may be present in HCD products. The
functions that are allowed, but not required in any particular conforming Security Target or Protection Profile,
are listed in Table 3.

Table 3 — SFR Package functions

Designation Definition

F.PRT Printing: a function in which electronic document input is converted to physical document output

F.SCN Scanning: a function in which physical document input is converted to electronic document
output

F.CPY Copying: a function in which physical document input is duplicated to physical document output

F.DSR Document storage and retrieval: a function in which a document is stored during one job and
retrieved during one or more subsequent jobs

F.SMI Shared-medium interface: a function that transmits or receives User Data or TSF Data over a
communications medium which, in conventional practice, is or can be simultaneously accessed
by multiple users, such as wired network media and most radio-frequency wireless media

2.3.3 SFR Package attributes

When a function is performing processing, storage, or transmission of data, the identity of the function is
associated with that particular data as a security attribute. This attribute in the TOE model makes it possible
to distinguish differences in Security Functional Requirements that depend on the function being
performed. The attributes that are allowed, but not required in any particular conforming Security Target or
Protection Profile, are listed in Table 4.

Table 4 —SFR Package attributes

Designation Definition
+PRT Indicates data that are associated with a print job.

Copyright CANON INC. 2019
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Designation Definition

+SCN Indicates data that are associated with a scan job.

+CPY Indicates data that are associated with a copy job.

+DSR Indicates data that are associated with a document storage and retrieval job.
+SMI Indicates data that are transmitted or received over a Shared-medium interface.

2.4 PP Conformance rationale

TOE 1%, 7 VXV O EEIEEE CTh Lt —, TV b Ax v OERITIN X, SCERFHEEE.
LAN 7 —# Ol SAUBEZ 20l 352805, 2.2 #D PP claim, Package clalm ZBIT5 PP IZER
ENTUVWDHTXTD SFR Package (Zi#E &9 52813 ThHD,

708 AR ST A& E9E 9% PP 1L, IEEE Standard Protection Profile for Hardcopy Devices in IEEE Std
2600™-2008, Operational Environment B (21 &L, 7> CCEVS Policy Letter #20 |ZE&RIINVDONEL E
NIEHDTHD,

LAFIZ, 5 {8 SFR Packages &2 L7 PP & Z @ ST ZHl L T <,

%7, Security Problem Definition {23 L C, PP & ST % b9 5L, LD OSP % 57 2B ML T
WAHLIAMIFRIC Th 5,

P.HDD.ACCESS.AUTHORIZATION, P.STORAGE.CRYPT
ZAUE EHBREAHKL DO TIERL ., TOE il T\ % OSP TH D,

HE>T, LUF DAL T 5,
- STOEX 2T (REERZTT-T T X TOTOEIX, PPOEX 2T EHERELIE-LT\5
- PPOEX 2T AR ERAG 2T T N COEAREIL, STOEX U T REERLI LTS

KIZ, Objective IZEA LT, PP & ST ZLbikd 5L, LLTF D Objective Z 2 DiBNML TWDIENIXFRIT
THD,

O.HDD.ACCESS.AUTHORISED

7 Objective 232819572 FPT_PHP.1 23BIMSALTW5, 2L, PP LS TOE D55 FE WA iR
HHDTH %, Lo TA Objective X, TOE ZHfill#IL TV % Objective T D,

O.STORAGE.CRYPTED

A Objective #FEH 4572, FCS_COP.1(h) & O* FCS_CKM.1(h)2SBINEThd, Zbid, PP L0t
TOE O 55 F W EHI[RT 25D THD, Lo TA Objective 1%, TOE ZHlFIL TV 5 Objective TH D,

BT, LL R DSRRAL T D,
- STOTOED X 2T 45K T #taii7-7 9 <X THOTOEIX, PPOTOED X 2T 1 k5 bl L
QA

- PP OIEMABREO X 2T 4% RT3 CoE AR ST OEHABEOEX2UT 1
PN Wk an sy DAQAYS)

B2, BEREZFICRIL T, PP & ST %[k d5&, Table 5 DXHIZ 5 {lHlo> SFR Packages 79
NTOBREEMIIRIGEL T, 5T ST TIIREE MBS T,

7233, PP Package ], PP OFERE M-I - ) MEEH S QOB EATIL, 34 T2 D022 EE 7R T,
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PP_Package PP O#REEH ST OHREE 4
Common FAU GEN.1 FAU GEN.1

Common FAU GEN.2 FAU GEN.2

Common FAU SAR.1 FAU SAR.1

Common FAU SAR.2 FAU SAR.2

Common FAU STG.1 FAU STG.1

Common FAU STGA4 FAU STG.4

Common FDP_ACC.1(a) FDP_ACC.1(delete-job)
Common FDP_ACC.1(b) FDP_ACC.1(exec-job)
Common FDP_ACF.1(a) FDP_ACEF.1(delete-job)
Common FDP_ACF.1(b) FDP_ACF.1(exec-job)
Common FDP_RIP.1 FDP RIP.1

Common FIA ATD.1 FIA ATD.1

Common FIA_UAU.1 FIA_UAU.1

Common FIA UID.1 FIA UID.1

Common FIA USB.1 FIA USB.1

Common FMT MSA.1(a) FMT MSA.1(delete-job)
Common FMT _MSA.3(a) FMT_MSA.3(delete-job)
Common FMT MSA.1(b) FMT MSA.1(exec-job)
Common FMT MSA.3(b) FMT MSA.3(exec-job)
Common FMT MTD.1(FMT MTD.1.1(a)) | FMT MTD.1(device-mgt)
Common FMT MTD.1(FMT MTD.1.1(b)) | FMT _MTD.I(user-mgt)
Common FMT SMF.1 FMT SMF.1

Common FMT SMR.1 FMT SMR.1

Common FPT STM.1 FPT STM.1

Common FPT TST.1 FPT TST.1

Common FTA SSL.3 FTA SSL.3(lui), FTA SSL.3(rui)
PRT FDP ACC.1 FDP_ACC.1(in-job)
PRT FDP_ ACF.1 FDP_ACF.1(in-job)

SCN FDP ACC.1 FDP_ACC.1(in-job)
SCN FDP_ ACF.1 FDP_ACF.1(in-job)
CPY FDP ACC.1 FDP_ACC.1(in-job)
CPY FDP_ ACF.1 FDP_ACF.1(in-job)

DSR FDP ACC.1 FDP_ACC.1(in-job)
DSR FDP_ACF.1 FDP_ACF.1(in-job)

SMI FAU_GEN.1 FAU_GEN.1

SMI FPT FDI EXP.1 FPT FDI EXP.1

SMI FTP_ITC.1 FTP_ITC.1

Common - FIA AFL.1

Common - FIA_SOS.1

Common - FIA_UAU.7

- - FCS_COP.1(h)

- - FCS_CKM.1(h)

SMI - FCS_CKM.1(n)

SMI - FCS_COP.1(n)

SMI - FCS_CKM.2

- - FPT PHP.1

- STOSFRZ 73T X THOTOEIL. PPOSFRL 7= L TW5

F7-. ST ORFFEAEIT PP OfRFEEL[FIC Th A,
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PLEIZEY, 20 ST 1% PP IZH# LT, TOE (2[RI UL EOHIRZFRL , TOE OiEHEREIZ[FE %L T D

HIFRZFRL CUN5,
WE-T, 20 ST X PP ZiadFE &L Tud,
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3 Security Problem Definition

3.1 Notational conventions

a)
b)
c)

d)

9)

Defined terms in full form are set in title case (for example, “Document Storage and Retrieval”).
Defined terms in abbreviated form are set in all caps (for example, “DSR”).

In tables that describe Security Objectives rationale, a checkmark (“v") place at the intersection of
a row and column indicates that the threat identified in that row is wholly or partially mitigated by
the objective in that column.

In tables that describe completeness of security requirements, a bold typeface letter “P” placed at
the intersection of a row and column indicates that the requirement identified in that row performs
a principal fulfillment of the objective indicated in that column. A letter “S” in such an intersection
indicates that it performs a supporting fulfillment.

In tables that describe the sufficiency of security requirements, a bold typeface requirement name
and purpose indicates that the requirement performs a principal fulfillment of the objective in the
same row. Requirement names and purposes set in hormal typeface indicate that those
requirements perform supporting fulfillments.

In specifications of Security Functional Requirements (SFRs):

1) Bold typeface indicates the portion of an SFR that has been completed or refined in this
Protection Profile, relative to the original SFR definition in Common Criteria Part 2 or an
Extended Component Definition.

2) Italic typeface indicates the portion of an SFR that must be completed by the ST Author in a
conforming Security Target.

3) Bold italic typeface indicates the portion of an SFR that has been partially completed or
refined in this Protection Profile, relative to the original SFR definition in Common Criteria
Part 2 or an Extended Component Definition, but which also must be completed by the ST
Author in a conforming Security Target.

The following prefixes in Table 6 are used to indicate different entity types:

Table 6 — Notational prefix conventions

Prefix Type of entity
U. User
D. Data
F. Function
T. Threat
P. Policy
A. Assumption
0. Objective
OE. Environmental objective
+ Security attribute

3.2 TOE ®D=z—#—

TOE ®=—#— (U.USER) %, ATDO 2D 22—V —|ZH0HTE 5,

Table 7 —Users

Designation Definition
U.USER Any authorized User.
U.NORMAL A User who is authorized to perform User Document Data processing functions
of the TOE.

Copyright CANON INC. 2019
18



Canon

F77 H: 2020/03/18

Designation Definition
U.ADMINISTRATOR | A User who has been specifically granted the authority to manage some portion
or all of the TOE and whose actions may affect the TOE security policy (TSP).
Administrators may possess special privileges that provide capabilities to
override portions of the TSP.

3.3 TOE 0¥
%pEIL. User Data, TSF Data, Functions @ 3 fE¥ECTd 5.,
3.3.1 User Data

User Data |X, —H—IZXk > TIEEND TOE O = U T  HEEICITHEL 5.2 70\WTF—X
ThHO, LTO 2 EICHETE 5,

Table 8 — User Data

Designation Definition

D.DOC User Document Data consists of the information contained in a user’s document. This
includes the original document itself in either hardcopy or electronic form, image data, or
residually-stored data created by the hardcopy device while processing an original
document and printed hardcopy output.

D.FUNC User Function Data are the information about a user’s document or job to be processed by
the TOE.

3.3.2 TSF Data

TSFData (X, TOE Dt¥ = V7 4 BREICHEEEZ 52X 57— X Th Y LITO2FHEICHETE 5,

Table 9 —TSF Data
Designation Definition
D.PROT TSF Protected Data are assets for which alteration by a User who is neither an

Administrator nor the owner of the data would have an effect on the operational security of
the TOE, but for which disclosure is acceptable.

D.CONF TSF Confidential Data are assets for which either disclosure or alteration by a User who is

neither an Administrator nor the owner of the data would have an effect on the operational

security of the TOE.
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K TOE T4 TSF Data & LL 2”77,

Table 10 — TSF Data @ E.f&4t.

247 | TSF Data NE iy
D.PROT | = —H—4 o — W — 3R RE TR 3 5 = — Y — k5 | HDD

15

07—/l 7 7 AHIEFERE TR 52— — OREFRTE HDD

ny 77U RNRYY | vy 77U MERBOREREHRTHY, 2y 77w | HDD

— X e OFFREBIEE T v 7 7 v MR O E R H

NRAT— KRR — | 22— —FHiEE TR 532U — RO ENR | HDD

RRIE WTHY, /XA T— R EHTREXT., flA
A ORI T B O ER W

F— 7T RE BIERZ VDR Yy g XA LT 7 O E | HDD
155

H /IR 3% E H {5 & B 0 5% 8 175 RTC

HDD 52 &/HERE | HDD 7 — ¥ 52 &iH EEER EEHM CTH V. Hreo | HDD
NI B3 5 % B 1

IPSec & & LAN 7 — X {RiEHEEICRET 2k EF®RTHY . # | HDD
BED ARSI % iR &1

D.CONF | /27— R 2 — B GRS RE TR T 5 = — Y — DFRGE | HDD

15

o=/ Bl o SRERE AR SN D e 7 HDD

Ry 7 AREHEE S BT a7 T e AR EHERE TR TS, = —%—x > | HDD
TR VAT ARy T ASNDT 7 ZEETHIAT A
RNy 7 AORREE &

3.3.3 Functions

Table 3 [T RTHEEETH D,

3.4 Threats agents

This security problem definition addresses threats posed by four categories of threat agents:

a) Persons who are not permitted to use the TOE who may attempt to use the TOE.

b) Persons who are authorized to use the TOE who may attempt to use TOE functions for which they are
not authorized.

c) Persons who are authorized to use the TOE who may attempt to access data in ways for which they
not authorized.

d) Persons who unintentionally cause a software malfunction that may expose the TOE to unanticipated
threats.

The threats and policies defined in this Protection Profile address the threats posed by these threat agents.

3.5 Threats to TOE Assets

This section describes threats to assets described in clause 3.3

Table 11— Threats to User Data for the TOE

Affected asset
D.DOC

Threat
T.DOC.DIS

Description
User Document Data may be disclosed to unauthorized persons
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Threat Affected asset Description
T.DOC.ALT D.DOC User Document Data may be altered by unauthorized persons
T.FUNC.ALT | D.FUNC User Function Data may be altered by unauthorized persons

Table 12— Threats to TSF Data for the TOE

Threat Affected asset Description

T.PROT.ALT D.PROT TSF Protected Data may be altered by unauthorized persons
T.CONF.DIS D.CONF TSF Confidential Data may be disclosed to unauthorized persons
T.CONF.ALT D.CONF TSF Confidential Data may be altered by unauthorized persons

3.6 Organizational Security Policies for the TOE

This section describes the Organizational Security Policies (OSPs) that apply to the TOE. OSPs are used to provide
a basis for Security Objectives that are commonly desired by TOE Owners in this operational environment but for
which it is not practical to universally define the assets being protected or the threats to those assets.

Table 13— Organizational Security Policies for the TOE

Name Definition

P.USER.AUTHORIZATION To preserve operational accountability and security, Users will be
authorized to use the TOE only as permitted by the TOE Owner.

P.SOFTWARE.VERIFICATION To detect corruption of the executable code in the TSF, procedures
will exist to self-verify executable code in the TSF.

P.AUDIT.LOGGING To preserve operational accountability and security, records that

provide an audit trail of TOE use and security-relevant events will
be created, maintained, and protected from unauthorized
disclosure or alteration, and will be reviewed by authorized
personnel.

P.INTERFACE.MANAGEMENT To prevent unauthorized use of the external interfaces of the TOE,
operation of those interfaces will be controlled by the TOE and its
IT environment.

P.HDD.ACCESS.AUTHORIZATION*) | To prevent access TOE assets in the HDD with
connecting the other HCDs, TOE will have authorized
access the HDD data.

P.STORAGE.CRYPT**) TOEDHDDIZFET 5T — X1, Bk Cnigidiud
AP ATAN

*) TOE ###5% 3 %5 HDD B 5{bA— FZFIHT DB — e SN bR Y o—
**) MFP (Z HDD W5 S LRRE A FFD Z L 2R U v — TR OE = fHE LTz

3.7 Assumptions

The Security Objectives and Security Functional Requirements defined in subsequent sections of this Protection
Profile are based on the condition that all of the assumptions described in this section are satisfied.

Table 14— Assumptions

Assumption Definition

A.ACCESS.MANAGED | The TOE is located in a restricted or monitored environment that provides
protection from unmanaged access to the physical components and data
interfaces of the TOE.

A.USER.TRAINING TOE Users are aware of the security policies and procedures of their
organization, and are trained and competent to follow those policies and
procedures.

A.ADMIN.TRAINING | Administrators are aware of the security policies and procedures of their
organization, are trained and competent to follow the manufacturer’s
guidance and documentation, and correctly configure and operate the TOE
in accordance with those policies and procedures.
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Assumption Definition

A.ADMIN.TRUST Administrators do not use their privileged access rights for malicious purposes.

Copyright CANON INC. 2019
22



Canon

F77 H: 2020/03/18

4  Security Objectives

4.1  Security Objectives for the TOE

AREiTIE, TOE MEERR LATIUT RS20 X2 U F ¢ ket 5 k3 5,
Table 15— Security Objectives for the TOE

Objective Definition

0O.DOC.NO_DIS The TOE shall protect User Document Data from unauthorized
disclosure.

O.DOC.NO_ALT The TOE shall protect User Document Data from unauthorized
alteration.

O.FUNC.NO_ALT The TOE shall protect User Function Data from unauthorized
alteration.

O.PROT.NO_ALT The TOE shall protect TSF Protected Data from unauthorized
alteration.

O.CONF.NO_DIS The TOE shall protect TSF Confidential Data from unauthorized
disclosure.

O.CONF.NO_ALT The TOE shall protect TSF Confidential Data from unauthorized
alteration.

O.USER.AUTHORIZED The TOE shall require identification and authentication of Users,

and shall ensure that Users are authorized in accordance with
security policies before allowing them to use the TOE

O.INTERFACE.MANAGED The TOE shall manage the operation of external interfaces in
accordance with security policies.

O.SOFTWARE.VERIFIED The TOE shall provide procedures to self-verify executable code
in the TSF.

O.AUDIT.LOGGED The TOE shall create and maintain a log of TOE use and

security-relevant events and prevent its unauthorized disclosure
or alteration.

O.HDD.ACCESS.AUTHORISED The TOE shall protect TOE assets in the HDD from
accessing without the TOE authorization.
O.STORAGE.CRYPTED TOE(Z., HDDIZT —# #E & IATLBICHE (b L 722 1T i 7s
BV,

4.2  Security Objectives for the IT environment

COETIE, ATHREO®X 2 U T 4R L TRtk 5,

Table 16 — Security Objectives for the IT environment

Objective Definition

OE.AUDIT_STORAGE.PROTECTED | If audit records are exported from the TOE to another trusted IT
product, the TOE Owner shall ensure that those records are
protected from unauthorized access, deletion and modifications.
OE.AUDIT_ACCESS.AUTHORIZED | If audit records generated by the TOE are exported
from the TOE to another trusted IT product, the TOE Owner
shall ensure that those records can be accessed in order to detect
potential security violations, and only by authorized persons.
OE.INTERFACE.MANAGED The IT environment shall provide protection from unmanaged
access to TOE external interfaces.

4.3  Security Objectives for the non-IT environment

ZOETE, FITREOEX =2 U 7 xR TEHIBE L TRk ¥ 5,
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Table 17 — Security Objectives for the non-IT environment

Objective

Definition

OE.PHYSICAL.MANAGED

The TOE shall be placed in a secure or monitored area that
provides protection from unmanaged physical access to the TOE.

OE.USER.AUTHORIZED

The TOE Owner shall grant permission to Users to be authorized
to use the TOE according to the security policies and procedures
of their organization.

OE.USER.TRAINED

The TOE Owner shall ensure that Users are aware of the security
policies and procedures of their organization and have the
training and competence to follow those policies and procedures.

OE.ADMIN.TRAINED

The TOE Owner shall ensure that TOE Administrators are aware
of the security policies and procedures of their organization; have
the training, competence, and time to follow the manufacturer’s
guidance and documentation; and correctly configure and operate
the TOE in accordance with those policies and procedures.

OE.ADMIN.TRUSTED

The TOE Owner shall establish trust that TOE Administrators
will not use their privileged access rights for malicious purposes.

OE.AUDIT.REVIEWED

The TOE Owner shall ensure that audit logs are reviewed at
appropriate intervals for security violations or unusual patterns of
activity.

4.4  Security Objectives rationale

AETIE, lx OB, #fEOvx 2T ¢ 78, BiESMEN, TOE o7l b1 2O®xa )T
U XIE T TREMESNDZE, FORFNLDOEX 2 U T o KT8 E BRI L, X2 VT 4007
BFa S L, AR 2 X5 2 & 2 HIRET D,

Table 18— Completeness of Security Objectives

Objectives
A
= |2
NS
(R (&
ZI8IE| |a 2
A/ gme & SU
agiSEl= TR alT|S
=HISHl= ERISEIZSER|<|Zala
N |2 = 5|9 | » Z =z g = A |a
—.ﬂdm U]B [al} <)
= o= |8 |< | B |S <= |2 &=
Hq<<m<mem©meommqqomrx<ﬂ
Q|<|o'o'o'o'55’:“Oo”)ﬁ?ﬂ@%méiﬁaﬁ
clRZlZZIZEZE RIS EIEEE G 2EEE 2
24 0lgeelcREE ST RRIRIEIZIZIEIZIEE
DQRIZIOZIZEREBIERRIR|IE|OE|ZAIA®
SRBIElSCRIREEIRIZEEREISISR
. . RREIERLIRRIHEHRICER®EEREEEE |
[Threats. Policies, and Assumptions o |lc oo loloclc|loloclolololololoclololo oo o
T.DOC.DIS 4 vV
T.DOC.ALT v V|V
T.FUNC.ALT v V|V
T.PROT.ALT v V|V
T.CONF.DIS v V|V
T.CONF.ALT v vV
P.USER.AUTHORIZATION vV
P.SOFTWARE.VERIFICATION v
P.AUDIT.LOGGING v viv|v
P.INTERFACE.MANAGEMENT v v

Copyright CANON INC. 2019
24




Canon

F77 H: 2020/03/18

P.HDD.ACCESS.AUTHORIZATION

P.STORAGE.CRYPT

A.ACCESS.MANAGED

A.ADMIN.TRAINING

A.ADMIN.TRUST

A.USER.TRAINING

Table 19 — Sufficiency of Security Objectives

Threats. Policies, and
Assumptions

Summary

Objectives and rationale

T.DOC.DIS

User Document Data may be
disclosed to unauthorized persons.

0.DOC.NO_DIS protects D.DOC from unauthorized
disclosure.

O.USER.AUTHORIZED establishes user identification
and authentication as the basis for authorization.

OE.USER.AUTHORIZED establishes responsibility of
the TOE Owner to appropriately grant authorization.

T.DOC.ALT

User Document Data may be
altered by unauthorized persons.

O.DOC.NO_ALT protects D.DOC from unauthorized
alteration.

O.USER.AUTHORIZED establishes user identification
and authentication as the basis for authorization.

OE.USER.AUTHORIZED establishes responsibility of
the TOE Owner to appropriately grant authorization.

T.FUNC.ALT

User Function Data may be altered
by unauthorized persons.

O.FUNC_ NO_ALT protects D.FUNC from
unauthorized alteration.

O.USER.AUTHORIZED establishes user identification
and authentication as the basis for authorization.

OE.USER.AUTHORIZED establishes responsibility of
the TOE Owner to appropriately grant authorization.

T.PROT.ALT

TSF Protected Data may
be altered by
unauthorized persons.

O.PROT.NO_ALT protects D.PROT from
unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

T.CONF.DIS

TSF Confidential Data
may be disclosed to
unauthorized persons.

O.CONF.NO_DIS protects D.CONF from
unauthorized disclosure.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

25
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Threats. Policies, and
Assumptions

Summary

Objectives and rationale

T.CONF.ALT

TSF Confidential Data may be
altered by unauthorized
persons.

O.CONF.NO_ALT protects D.CONF from
unauthorized alteration.

0.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

P.USER.AUTHORIZA
TION

Users will be authorized to use the
TOE.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization to use the TOE.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

P.SOFTWARE.VERIF
ICATION

Procedures will exist to self-verify
executable code in the TSF.

O.SOFTWARE.VERIFIED provides procedures
to self-verify executable code in the TSF.

P.AUDIT.LOGGING

An audit trail of TOE useand
security-relevantevents will be
created,maintained, protected,and
reviewed.

O.AUDIT.LOGGED creates and maintains a log
of TOE use and security-relevant events, and
prevents unauthorized disclosure or alteration.

OE.AUDIT_STORAGE.PROTECTED protects
exported audit records from unauthorized access,
deletion and modifications.

OE.AUDIT_ACCESS.AUTHORIZED
establishes responsibility of, the TOE Owner to
provide appropriate access to exported audit
records.

OE.AUDIT.REVIEWED establishes
responsibility of the TOE Owner to ensure that
audit logs are appropriately reviewed.

P.INTERFACE.MAN
AGEMENT

Operation of external interfaces will
be controlled by the TOE and its
IT environment.

O.INTERFACE.MANAGED manages the
operation of external interfaces in accordance with
security policies.

OE.INTERFACE.MANAGED establishes a
protected environment for TOE external
interfaces.

P.STORAGE.CRYPT

HDDIZfEEk T 27 — ¥ =1k
T 5,

O.STORAGE.CRYPTED (%, HDDIZ7 —# & &
ATBRICHE ST D,

A.ACCESS.MANAGE
D

The TOE environment provides
protection from unmanaged access
to the physical components and
data interfaces of the TOE.

OE.PHYSICAL.MANAGED establishes a
protected physical environment for the TOE.

A.ADMIN.TRAINING

TOE Users are aware of and trained
to follow security policies and
procedures.

OE.ADMIN.TRAINED establishes responsibility of
the TOE Owner to provide appropriate Administrator
training.

A.ADMIN.TRUST

Administrators do not use their
privileged access rights for
malicious purposes.

OE.ADMIN.TRUSTED establishes responsibility of
the TOE Owner to have a trusted relationship with
Administrators.

A.USER.TRAINING

Administrators are aware of and
trained to followsecurity policies
and procedures.

OE.USER.TRAINED establishes responsibility
of the TOE Owner to provide appropriate User
training.

26

Copyright CANON INC. 2019




Canon

F77 H: 2020/03/18

5 Extended components definition (APE_ECD)

Protection Profile defines components that are extensions to Common Criteria 3.1 Revision 2, Part 2. These
extended components are defined in the Protection Profile but are used in SFR Packages, and therefore, are
employed only in TOEs whose STs conform to those SFR Packages.

5.1 FPT_FDI_EXP Restricted forwarding of data to external interfaces

Family behaviour:

This family defines requirements for the TSF to restrict direct forwarding of information from one external
interface to another external interface.

Many products receive information on specific external interfaces and are intended to transform and
process this information before it is transmitted on another external interface. However, some products may
provide the capability for attackers to misuse external interfaces to violate the security of the TOE or
devices that are connected to the TOE’s external interfaces. Therefore, direct forwarding of unprocessed
data between different external interfaces is forbidden unless explicitly allowed by an authorized
administrative role. The family FPT_FDI_EXP has been defined to specify this kind of functionality.

Component leveling:

FPT _FDI_EXP.1 Restricted forwarding of data to external interfaces 1

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces provides for the functionality to
require TSF controlled processing of data received over defined external interfaces before these data are
sent out on another external interface. Direct forwarding of data from one external interface to another one
requires explicit allowance by an authorized administrative role.

Management: FPT_FDI_EXP.1
The following actions could be considered for the management functions in FMT:

a) Definition of the role(s) that are allowed to perform the management activities
b) Management of the conditions under which direct forwarding can be allowed by an administrative role
¢) Revocation of such an allowance

Audit: FPT_FDI_EXP.1

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

There are no auditable events foreseen.
Rationale:

Quite often, a TOE is supposed to perform specific checks and process data received on one external interface
before such (processed) data are allowed to be transferred to another external interface. Examples are firewall
systems but also other systems that require a specific work flow for the incoming data before it can be
transferred. Direct forwarding of such data (i.e., without processing the data first) between different external
interfaces is therefore a function that—if allowed at all—can only be allowed by an authorized role.

It has been viewed as useful to have this functionality as a single component that allows specifying the property
to disallow direct forwarding and require that only an authorized role can allow this. Since this is a function that
is quite common for a number of products, it has been viewed as useful to define an extended component.

The Common Criteria defines attribute-based control of User Data flow in its FDP class. However, in this
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Protection Profile, the authors needed to express the control of both User Data and TSF Data flow using
administrative control instead of attribute-based control. It was found that using FDP_IFF and FDP_IFC for this
purpose resulted in SFRs that were either too implementation-specific for a Protection Profile or too unwieldy
for refinement in a Security Target. Therefore, the authors decided to define an extended component to address
this functionality.

This extended component protects both User Data and TSF Data, and it could therefore be placed in either the
FDP or FPT class. Since its purpose is to protect the TOE from misuse, the authors believed that it was most
appropriate to place it in the FPT class. It did not fit well in any of the existing families in either class, and this
lead the authors to define a new family with just one member.

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces
Hierarchical to: No other components

Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles

FPT_FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on [assignment: list of,
external interfaces] from being forwarded without further processing by the TSF to [assignment:
list of external interfaces].
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6 Security requirements

6.1  Security functional requirements

ZDOETIE, TOEDEF = U7 ¢ #REZ(: (Security functional requirements) (2B L TRtk 95,
W, 2 R—F 2 FikBEROBET L AV MM OBAD () EX1, B0 IR LOBEL RTHF %2

RLTWD,

6.1.1 —¥ —FLAFHERE

FIA_AFL.1

FIA_AFL.1.1

FIA_AFL.1.2

FIA_ATD.1

FIA_ATD.1.1

Authentication failure handling
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection: /assignment: positive integer number/, an
administrator configurable positive integer withinlassignment: range of acceptable
values/l unsuccessful authentication attempts occur related to [assignment: Zist of
authentication events).

[selection: [assignment: positive integer number/, an administrator configurable
positive integer within[assignment: range of acceptable values]]
* anadministrator configurable positive integer within 1 to 10

[assignment: list of authentication events]

o HMERIXNLELLIZVE—RNUI Zfiol-u A 3T

When the defined number of unsuccessful authentication attempts has been
[selection: met, surpassed], the TSF shall [assignment: /ist of actions].

[selection: met, surpassed]
. met

[assignment: list of actions]
s BYJT UL
User attribute definition
Hierarchical to: No other components
Dependencies: No dependencies

The TSF shall maintain the following list of security attributes belonging to
individual users: [assignment: list of security attributes].

[assignment: list of security attributes].
o a—H—H w—
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FIA_UAU.1.1

FIA_UAU.1.2

FIA_UAU.7

FIA_UAU .7.1

FIA_UID.1

FIA_UID.1.1

FIA_UID.1.2
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Timing of authentication
Hierarchical to: No other components
Dependencies: FIA_UID.1 Timing of identification
The TSF shall allow [assignment: list of TSF-mediated actions that do not conflict
with access-controlled Functions of the TOE) on behalf of the user to be performed
before the user is authenticated.
[assignment: list of TSF-mediated actions that do not conflict with access-
controlled Functions of the TOE]
o TUrbhvav oA

The TSF shall require each user to be successfully authenticated before allowing
any other TSF-mediated actions on behalf of that user.

Protected authentication feedback
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: list of feedback] to the user while the
authentication is in progress.

[assignment: list of feedback]
s % @

Timing of identification
Hierarchical to: No other components
Dependencies: No dependencies
The TSF shall allow [assignment: list of TSF-mediated actions that do not conflict
with access-controlled Functions of the TOE] on behalf of the user to be performed
before the user is identified.

[assignment: list of TSF-mediated actions that do not conflict with access-

controlled Functions of the TOE)

o TUrhTav oA

The TSF shall require each user to be successfully identified before allowing any
other TSF-mediated actions on behalf of that user.
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FIA_USB.1.1

FIA_USB.1.2

FIA _USB.1.3
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User-subject binding
Hierarchical to: No other components
Dependencies: FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting
on the behalf of that user: [assignment: Iist of user security attributes).

[assignment: list of user security attributes).
o a—H—% w—

The TSF shall enforce the following rules on the initial association of user security
attributes with the subjects acting on behalf of users: [assignment: rules for the
initial association of attributes).

[assignment: rules for the initial association of attributes].
s 2L

The TSF shall enforce the following rules governing changes to the user security
attributes with the subjects acting on behalf of users: [assignment: rules for the
changing of attributes).

[assignment: rules for the changing of attributes]
s L

FTA_SSL.3(lui) TSF-initiated termination

Hierarchical to: No other components

Dependencies: No dependencies

FTA_SSL.3.1(lui) The TSF shall terminate an interactive session after a [assignment: time

Interval of userinactivityl.

[assignment: time interval of userinactivityl.

o BRAEASFOVEERIE LRV IREEDS . BOE AR

FTA_SSL.3(rui) TSF-initiated termination

Hierarchical to: No other components

Dependencies: No dependencies

FTA_SSL.3.1(rui) The TSF shall terminate an interactive session after a [assignment: time

Interval of userinactivityl.

[assignment: time interval of userinactivityl.

o UF— b Ul ZEELZRVVIREEN, 15 4k
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6.1.2 ValEITT 7RG
FMT_MSA.1(exec-job) Management of security attributes
Hierarchical to: No other components

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT _MSA.1.1(exec-job) The TSF shall enforce the TOE Function Access Control SFP,
[assignment: access control SFP(s), information flow control SFP(s)l to restrict the
ability to [selection: change default, query, modify, delete, [assignment: other
operations/] the security attributes l[assignment: list of security attributes] to
[assignment: the authorised identified roles].

[assignment: access control SFP(s), information flow control SFP(s)]

s 2L

[selection: change default, query, modify, delete, [assignment: other operations|/|
e query, modify, delete, create

[assignment: list of security attributes]
. 7 —/)

[assignment: the authorised identified roles].
* U.ADMINISTRATOR

FMT_MSA.3(exec-job) Static attribute initialisation
Hierarchical to: No other components

Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT_MSA.3.1(exec-job) The TSF shall enforce the TOE Function Access Control Policy,
[assignment: access control SFP, information flow control SFP to provide [selection,
choose one of: restrictive, permissive, [assignment: other property/l default
values for security attributes that are used to enforce the SFP.

[assignment: access control SFP, information flow control SFP

e 2L

[selection, choose one of: restrictive, permissive, [assignment: other propertyll
* Restrictive

[refinement]
*  TOE Function Access Control Policy — TOE Function Access Control SFP

FMT_MSA.3.2(exec-job) The TSF shall allow the [assignment: the authorized identified roles| to
specify alternative initial values to override the default values when an object or
information is created.

[assignment: the authorized identified roles]
* Nobody
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FDP_ACC.1(exec-job) Subset access control
Hierarchical to: No other components
Dependencies: FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1(exec-job) The TSF shall enforce the TOE Function Access Control SFP on users
as subjects, TOE functions as objects, and the right to use the functions as
operations.

FDP_ACF.1(exec-job) Security attribute based access control
Hierarchical to: No other components

Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(exec-job) The TSF shall enforce the TOE Function Access Control SFP to objects
based on the following: users and [assignment: Iist of TOE functions and the
security attribute(s) used to determine the TOE Function Access Control SFP.

[assignment: list of TOE functions and the security attribute(s) used to determine
the TOE Function Access Control SFP
* objects controlled under the TOE Function Access Control SFP in Table 20,
and for each, the indicated security attributes in Table 20

FDP_ACF.1.2(exec-job) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: [selection: the user is
explicitly authorized by U ADMINISTATOR to use a function, a user that is
authorized to use the TOFE is automatically authorized to use the functions
[assignment: list of functionsl, [assignment: other conditions]].

[selection: the user is explicitly authorized by U ADMINISTATOR to use a function,
a user that is authorized to use the TOE is automatically authorized to use the
functions [assignment: list of functions], [assignment: other conditions]]

* [assignment: other conditions]

[assignment: other conditions]
* rules specified in the TOE Function Access Control SFP in Table 20 governing access
among controlled users as subjects and controlled objects using controlled operations
on controlled objects.

FDP_ACF.1.3(exec-job) The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: the user acts in the role U ADMINISTRATOR,
[assignment: other rules, based on security attributes, that explicitly authorise
access of subjects to objects).

[assignment: other rules, based on security attributes, that explicitly authorise
access of subjects to objects]
s 2L

FDP_ACEF.1.4(exec-job) The TSF shall explicitly deny access of subjects to objects based on the
[assignment: rules, based on security attributes, that explicitly deny access of
subjects to objects].
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[assignment: rules, based on security attributes, that explicitly deny access of
subjects to objects|
o 2L

Table 20— TOE Function Access Control SFP

Object Attribute Operation(s) | Subject | Attribute | Access control rule
i D . . .
I(D):ijr?gr A Object @ B M IZ%F L T Subject
X7 7V +PRT LFvaT U.USER | m—/1 Dr— 173 Operation & & A S4L
P 7-a—/LThb,
1T,
i ) . . .
+CPY Sgijr?t(;tr A Object @ B M IZ%F L T Subject
fap e il Ui aT UUSER | m—/L dOr—/L7)3 Operation % 7 Al X4
i 7-a—/ L Thd,
17,
sson S:ijr?t‘:r %%IJ)ZH? Object @ J& 112 %FLC Subject
[ 2%y ] +DSR LFvaT U.USER | m—/1 Dr—/L773 Operation % #F Al SH
hid Fa— L Thb,
1T,
Object D . . .
; Object ™ @M IZ%FL T Subject
[ L DR [ -
ﬂﬁﬁ774’ DA psr PLO;Btf/f fj ‘\U;; U.USER | m—n (11— /L7 Operation %3F A&
s - fcﬂ‘—/l//(:‘d#)éo
1T,
. Object D
VE—h Ul EOI% ; . . -
— Pointer Z 71| H Subject ®wa—/L-7% Administrator
S 1% . o . —) . . NN
;U%ﬁ?ﬁ774/ P | *bSR Lizvar & U.USER | == THALE Operation 23 F]6E,
170

6.1.3 BAVaT T/ EREIEERE

6.1.3.1 = YIS

FMT_MSA.1(delete-job) Management of security attributes

Hierarchical to: No other components

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22,

[assignment: access control SFP(s), information flow control SFP(s)] to restrict the
ability to [selection: change default, query, modify, delete, [assignment’ other
operations/] the security attributes [assignment: list of security attributes| to
[assignment: the authorised identified roles].

[assignment: access control SFP(s), information flow control SFP(s))
* In The JOB Access Control SFP in Table 23

[selection: change default, query, modify, delete, [assignment: other operations)/|
o Table2l ®» T#{E)] DI
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[assignment: Iist of security attributes]
e Table21 @ [security attributes| ¢>IH

[assignment: the authorised identified rolesl
e Table21 ® Tm—jv)] DI

Table 21— Management of security attributes

security attributes BiE °—/)L

Z—F—4 delete, create, query U.ADMINISTRATOR
RNy 7 AR5 modify, create U.ADMINISTRATOR
HE DRy 7 AWGGER S | modify U.NORMAL

FMT_MSA.3(delete-job) Static attribute initialisation
Hierarchical to: No other components
Dependencies:

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT_MSA.3.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22,
[assignment: access control SFE information flow control SFP| to provide [selection,

choose one of: restrictive, permissive, [assignment: other property/l default values
for security attributes that are used to enforce the SFP.

[assignment: access control SFP, information flow control SFP
e Common Access Control SFP in Table 22
* InThe JOB Access Control SFP in Table 23

[selection, choose one of: restrictive, permissive, [assignment: other property]
*  restrictive

FMT_MSA.3.2(delete-job) The TSF shall allow the [assignment: the authorized identified roles| to

specify alternative initial values to override the default values when an object or information is
created.

[assignment: the authorized identified roles]

* Nobody
FDP_ACC.1(delete-job) Subset access control
Hierarchical to: No other components
Dependencies: FDP_ACEF.1 Security attribute based access control

FDP_ACC.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22 on

the list of users as subjects, objects, and operations among subjects and objects
covered by the Common Access Control SFP in Table 22.
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FDP_ACF.1(delete-job) Security attribute based access control
Hierarchical to: No other components
Dependencies: FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22 to
objects based on the following: the list of users as subjects and objects controlled
under the Common Access Control SFP in Table 22, and for each, the indicated
security attributes in Table 22.

FDP_ACF.1.2(delete-job) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules specified in the
Common Access Control SFP in Table 22 governing access among controlled users
as subjects and controlled objects using controlled operations on controlled objects.

FDP_ACF.1.3(delete-job) The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: [assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].

[assignment: rules, based on security attributes, that explicitly authorise access of
subjects to objects]

*  U.ADMINISTRATOR /%, 4~T®» D.DOC - D.FUNC DHIERAS Al
* TU.ADMINISTRATOR /%, +CPY, +SCN, +DSR @ D.FUNC ® Modify 3 7]

ok
He

FDP_ACF.1.4(delete-job) The TSF shall explicitly deny access of subjects to objects based on the

[assignment: rules, based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that explicitly deny access of
subjects to objects]
o oL

Table 22—Common Access Control SFP

Object Attribute Operation(s) Subject Access control rule

D.DOC +PRT,+SCN,+CPY, Delete U.NORMAL | Denied, except for his/her own
+DSR documents

D.FUNC | +PRT,+SCN,+CPY, Modify; U.NORMAL | Denied, except for his/her own
+DSR Delete function data

6.1.3.2 ¥ a 7HRT7TIEARIEEEE

FDP_ACC.1(in-job) Subset access control
Hierarchical to: No other components
Dependencies: FDP_ACEF.1 Security attribute based access control

FDP_ACC.1.1(in"job) The TSF shall enforce the In The JOB Access Control SFP in Table 23

on the list of subjects, objects, and operations among subjects and objects covered
by the In The JOB Access Control SFP in Table 23..
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FDP_ACF.1(in-job) Security attribute based access control
Hierarchical to: No other components
Dependencies: FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(in-job) The TSF shall enforce the In The JOB Access Control SFP in Table 23
to objects based on the following: the list of subjects and objects controlled under
the In The JOB Access Control SFP in Table 23, and for each, the indicated security
attributes in Table 23.

FDP_ACF.1.2(in-job) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules specified in the
In The JOB Access Control SFP in Table 23 governing access among Users and
controlled objects using controlled operations on controlled objects.

FDP_ACF.1.3(in-job) The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: [assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects).

[assignment: rules, based on security attributes, that explicitly authorise access of
subjects to objects]

U.ADMINISTRATOR /3. +DSR ® D.DOC @ read 75 FARE

FDP_ACF.1.4(in-job) The TSF shall explicitly deny access of subjects to objects based on the

[assignment: rules, based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that explicitly deny access of
subjects to objects]

s 2L

Table 23— In The JOB Access Control SFP

Object | Attribute(s) Operation | Subject Access control rule

D.DOC | +PRT Read U.USER Denied, except for his/her own documents
D.DOC | +SCN Read U.USER Denied, except for his/her own documents
D.DOC | +CPY Read U.USER Denied

D.DOC | +DSR Read U.NORMAL | Denied, except for his/her own documents

6.1.4 =ZEVa inbMRE

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces
Hierarchical to: No other components
Dependencies: FMT_SMF.1 Specification of Management Functions

FMT_SMR.1 Security roles

FPT_FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on any

external Interface from being forwarded without further processing by the TSF to
any Shared-medium Interface.
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6.1.5 HDD 7 —#5E2ilEieE

FDP_RIP.1  Subset residual information protection
Hierarchical to: No other components
Dependencies:: No dependencies

FDP_RIP.1.1 The TSF shall ensure that any previous information content of a resource is made unavailable
upon the [selection: allocation of the resource to, deallocation of the resource from] the
following objects: D.DOC, [assignment: list of objects].

[selection: allocation of the resource to, deallocation of the resource from]
» deallocation of the resource from

[assignment: list of objects].
e 2L

6.1.6 HDD MEE{viaE
6.1.6.1 I{b/iE SHERE

FCS_COP.1(h) Cryptographic operation

Hierarchical to: No other components.
Dependencies: [FDP_ITC.1 Import of user data without security attributes,
or

FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1(h) The TSF shall perform [assignment: list of cryptographic operationsl in
accordance with a specified cryptographic algorithm [assignment: cryptographic
algorithm] and cryptographic key sizes [assignment: cryptographic key sizes) that
meet the following: [assignment: list of standards].

lassignment: list of cryptographic operations]
* HDD ~EZIAENDT —F DR SL#ERE
* HDD n»oaistt S b7 — 2 O 5H#fE

lassignment: cryptographic algorithml)
* AES

lassignment: cryptographic key sizes]
o 256 bit

[assignment: /ist of standards]
e FIPSPUB 197

6.1.6.2 ARIKFHAIFRFEARE
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FPT_PHP.1 Passive detection of physical attack
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_PHP.1.1 The TSF shall provide unambiguous detection of physical tampering that might
compromise the TSF.

[refinement] physical tampering — HDD &' HDD 7 — ¥ K54/ 77—V 7R
— RDOTVEZ

FPT_PHP.1.2 The TSF shall provide the capability to determine whether physical tampering with
the TSF's devices or TSF's elements has occurred.

[refinement] physical tampering — HDD }x O HDD 7 — 4 51{b/X 77—V > 7R
— RDOTVEZ

6.1.7 LAN 5 —Z{5#HRE
6.1.7.1 IP X7 v N AL EE

FCS_COP.1(n) Cryptographic operation

Hierarchical to: No other components.
Dependencies: [FDP_ITC.1 Import of user data without security attributes,
or

FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1(m) The TSF shall perform [assignment: list of cryptographic operations] in
accordance with a specified cryptographic algorithm [assignment: cryptographic
algorithm] and cryptographic key sizes [assignment: cryptographic key sizes] that
meet the following: [assignment: /ist of standards].

[assignment: list of cryptographic operations|
o LAN ~EET 5 IP 37 v b ORFBAbiAE
* LANMOZAET 2 IP Xy b O SHAE
lassignment: cryptographic algorithml
e Table 24 ® Tlcryptographic algorithm) IH

[assignment: cryptographic key sizes]
e Table24 @ [cryptographic key sizes] DIH

[assignment: /ist of standards]
» Table 24 @ Tlist of standards) DI

Table 24 — IPSec cryptographic algorithm key sizes and standards

cryptographic algorithm cryptographic key sizes list of standards
AES-CBC 256 bit FIPS PUB 197
AES-GCM 256 bit SP800-38D
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Inter-TSF trusted channel

Hierarchical to: No other components

Dependencies: No dependencies

The TSF shall provide a communication channel between itself and another trusted
IT product that is logically distinct from other communication channels and
provides assured identification of its end points and protection of the communicated

data from modification or disclosure.

The TSF shall permit the TSF, another trusted IT product to initiate
communication via the trusted channel.

The TSF shall initiate communication via the trusted channel for communication
of D.DOC, D.FUNC, D.PROT, and D.CONF over any Shared-medium Interface.

6.1.8 H O T AMRE

FPT_TST.1

FPT_TST.1.1

FPT_TST.1.2

FPT_TST.1.3

TSF testing
Hierarchical to: No other components
Dependencies: No dependencies

The TSF shall run a suite of self tests [selection: during initial start-up, periodically
during normal operation, at the request of the authorised user, at the conditions
[assignment: conditions under which self test should occurl] to demonstrate the
correct operation of [selection: [assignment: parts of TSH, the TSF].

[selection: during initial start-up, periodically during normal operation, at the
request of the authorised user, at the conditions [assignment: conditions under
which self test should occurl]

e during initial start-up

[selection: [assignment: parts of TSFl, the TSF
o LAN 7 —Z {Ri&RRE CRIH T 257 L= U X L (AES)

The TSF shall provide authorised users with the capability to verify the integrity
of [selection: [assignment: parts of TSF, TSF Datal.

[selection: [assignment: parts of TSFl, TSF Datal
* [assignment: parts of TSF]

[assignment: parts of TSH]
o HAn/

The TSF shall provide authorised users with the capability to verify the integrity
of stored TSF executable code.
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6.1.9 BEEEnsHEE
FAU_GEN.1 Audit data generation

Hierarchical to: No other components

Dependencies: FPT_STM.1 Reliable time stamps
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:

a) Start-up and shutdown of the audit functions;

b) All auditable events for the [selection, choose one of: minimum, basic, detailed, not
specified] level of audit; and

¢) All Auditable Events as each is defined for its Audit Level (if one is specified) for the
Relevant SFR in Table 25 ; [assignment: other specifically defined auditable events].

[selection, choose one of: minimum, basic, detailed, not specified]
* not specified

[assignment: other specifically defined auditable events]
e 2L
FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:
a) Date and time of the event, type of event, subject identity (if applicable), and the outcome
(success or failure) of the event; and

b) For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, for each Relevant SFR listed in Table 25: (1)
information as defined by its Audit Level (if one is specified), and (2) all Additional
Information (if any is required); [assignment: other audit relevant information].

[assignment: other audit relevant information]

s 2L
Table 25— Audit data requirements
Auditable event Relevant SFR Audit level Additional
information

Job completion FDP_ACF.1 Not specified Type of job
Both successful and unsuccessful use of the FIA_UAU.1 Basic None required
authentication mechanism
Both successful and unsuccessful use of the FIA_UID.1 Basic Attempted user
identification mechanism identity, if available
Use of the management functions FMT_SMF.1 Minimum None required
Modifications to the group of users that are FMT_SMR.1 Minimum None required
part of a role
Changes to the time FPT STM.1 Minimum None required
Termination of an interactive session by the FTA_SSL.3 Minimum None required
session locking mechanism?®
Failure of the trusted channel functions FTP_ITC.1 Minimum None required

5 PP Guide @ [14.1 IEEE Std 2600.1 Errata] %%
IEEE Std 2600.11Z1%“Locking of an interactive session by the session locking mechanism” & % 2 23, #&ic 2
2T 2 H 03 Ffk
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FAU_GEN.2 User identity association
Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

FAU_GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able to
associate each auditable event with the identity of the user that caused the event.

FPT_STM.1 Reliable time stamps
Hierarchical to: No other components
Dependencies: No dependencies

FPT_STM.1.1 The TSF shall be able to provide reliable time stamps.

FAU_SAR.1 Audit review
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

FAU_SAR.1.1 The TSF shall provide [assignment: authorised users] with the capability to read
[assignment: list of audit information] from the audit records.

[assignment: authorised users]
* U.ADMINISTRATOR

[assignment: list of audit information]
* Table25 |[ZRTEAR DY X |

FAU_SAR.1.2 The TSF shall provide the audit records in a manner suitable for the user to
interpret the information.

FAU_SAR.2 Restricted audit review
Hierarchical to: No other components.
Dependencies: FAU_SAR.1 Audit review

FAU_SAR.2.1 The TSF shall prohibit all users read access to the audit records, except those users
that have been granted explicit read-access.
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FAU_STG.1 Protected audit trail storage
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

FAU_STG.1.1 The TSF shall protect the stored audit records in the audit trail from unauthorised
deletion.

FAU_STG.1.2 The TSF shall be able to [selection, choose one of: prevent, detect] unauthorised
modifications to the stored audit records in the audit trail.

[selection, choose one of- prevent, detect]
e prevent

FAU_STG.4 Prevention of audit data loss

Hierarchical to: FAU_STG.3 Action in case of possible audit data loss
Dependencies: FAU_STG.1 Protected audit trail storage

FAU_STG.4.1 The TSF shall [selection, choose one of “ignore audited events”, ‘prevent
audited events, except those taken by the authorised user with special rights”,
“overwrite the oldest stored audit records’| and [assignment: other actions to

be taken in case of audit storage failurel if the audit trail is full.

[selection, choose one of “Ignore audited events”, “prevent audited events,
except those taken by the authorised user with special rights”, “overwrite the
oldest stored audit records’]

*  “overwrite the oldest stored audit records”

[assignment: other actions to be taken in case of audit storage failure]
s 2L
6.1.10 EHEBKAE
6.1.10.1 =~ —¥—FHkRE
FIA_SOS.1 Verification of secrets
Hierarchical to: No other components.
Dependencies: No dependencies

FIA_SO0S.1.1 The TSF shall provide a mechanism to verify that secrets meet [assignment: a
defined quality metric).

[assignment: a defined quality metric)
 ALTFLLERXTFLUTFOART—
o 3 FUERET D FHIEE DN
o FERUTA~D% 1 XTLULEDD
o JUNLTF(a~2)% 1 LTLLEED D
o HF(O0~9% 1 XFLEEDD
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o TNT 7Ny FSDOLFN-Q[]:, M HS%E )=~ +*) ><)EF 1 CFEL LA
D5

FMT_MTD.1(user-mgt) Management of TSF Data
Hierarchical to: No other components.

Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 (user-mgt) The TSF shall restrict the ability to [selection: change default, query,
modify, delete, clear, [assignment: other operations/| the [assignment: list of TSF
Data associated with a U NORMAL or TSF Data associated with documents or jobs
owned by a UNORMAL] to [selection, choose one of: Nobody, [selection:
U.ADMINISTRATOR, the UNORMAL to whom such TSF Data are associated]].

[selection: change default, query, modify, delete, clear, [assignment' other
operationsl

e Table26 ® TH#:{E| DIF

lassignment: list of TSF Data associated with a U.NORMAL or TSF Data
associated with documents or jobs owned by a U NORMAL)|
e Table26 ®» [TSFdata) DI

[selection, choose one of: Nobody, [selection: UADMINISTRATOR, the
U.NORMAL to whom such TSF Data are associated]]
e Table26 ® o —/L) DA

Table 26 —. — ¥ —{FRE

TSF data o—) e

o —HF—4 U.ADMINISTRATOR | delete, create, query

0 —/ U.ADMINISTRATOR | modify, delete, create, query
INRAT— R U.ADMINISTRATOR | modify, delete, create
HED/NRZAT— R U.NORMAL modify

FMT_SMR.1 Security roles
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification

FMT_SMR.1.1 The TSF shall maintain the roles U ADMINISTRATOR, UNORMAL, [selection:
Nobody, lassignment: the authorised identified rolesl].

[selection: Nobody, [assignment: the authorised identified rolesl]
* Nobody

FMT_SMR.1.2 The TSF shall be able to associate users with roles, except for the role “Nobody” to which no
user shall be associated.

6.1.10.2 M5 =82 HHHE
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FCS_CKM.1(h) Cryptographic key generation
Hierarchical to: No other components.

Dependencies: [FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.1.1(h) The TSF shall generate cryptographic keys in accordance with a specified

cryptographic key generation algorithm [assignment: cryptographic key generation
algorithm] and specified cryptographic key sizes [assignment: cryptographic key
sizes| that meet the following: [assignment: list of standards).

[assignment: cryptographic key generation algorithml]
e Hash_DRBG %F|H L7z SP800-90A 233 < LA T v T U X 4

[assignment: cryptographic key sizesl
e 256 b bk

[assignment: /ist of standards]
e fHRERL

FCS_CKM.1(n) Cryptographic key generation
Hierarchical to: No other components.

Dependencies: [FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.1.1(n) The TSF shall generate cryptographic keys in accordance with a specified
cryptographic key generation algorithm [assignment: cryptographic key generation

algorithm] and specified cryptographic key sizes [assignment: cryptographic key
sizes| that meet the following: [assignment: /ist of standards].

[assignment: cryptographic key generation algorithm]

«  HMAC_DRBG(SHA-256)% FI|ffl L 7= SP800-90A (233 < HIk LR 7 /L= ) X
A

[assignment: cryptographic key sizesl
e 256t vk

[assignment: list of standards]
e FEEZRL

FCS_CKM.2 Cryptographic key distribution

Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security attributes,
or

FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.2.1 The TSF shall distribute cryptographic keys in accordance with a specified
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cryptographic key distribution method [assignment: cryptographic key distribution
method] that meets the following: [assignment: /ist of standards].

lassignment: cryptographic key distribution method|
* DH (Diffie Hellman) 3 & ECDH (Elliptic Curve Diffie Hellman)

[assignment: list of standards]
e  SP800-56A

6.1.10.3 /34 REPEHERE

FMT_MTD.1(device-mgt) Management of TSF Data
Hierarchical to: No other components
Dependencies: FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1(device-mgt) The TSF shall restrict the ability to [selection: change default, query,
modify;, delete, clear, [assignment: other operations/] the [assignment: list of TSF
datal to [selection, choose one of: Nobody, [selection: UADMINISTRATOR,
[assignment: the authorized identified roles except U.NORMAL)]]

[selection: change default, query, modify, delete, clear, [assignment: other
operations]
e Table27 ®» [#ffE] DA

[assignment: list of TSF datal
e Table27 @ [TSF Data) DI

[selection, choose one of: Nobody, [selection: U ADMINISTRATOR, [assignment:
the authorized identified roles except U NORMAL]]]
e Table27 ® [mo—)L ] DIA

Table 27—7 /34 A EH R

TSF Data o —/L BiE

A /R 2% E U.ADMINISTRATOR | modify
HDDE2IHERE U.ADMINISTRATOR | query, modify
[PSec &% iE U.ADMINISTRATOR | query, modify
F—rIVTEE U.ADMINISTRATOR | query, modify
277U NRY Y — R E U.ADMINISTRATOR | query, modify
RAT — RNV —FRE U.ADMINISTRATOR | query, modify
=4 U.ADMINISTRATOR | query, delete
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FMT_SMF.1 Specification of Management Functions
Hierarchical to: No other components
Dependencies: No dependencies

FMT_SMF.1.1 The TSF shall be capable of performing the following management functions: [assignment: list
of management functions to be provided by the TSF].

[assignment: list of management functions to be provided by the TSF]
o LLT® Table 28 |2/~ 345 PRFEHE

Table 28— The management of security requirements

B RE Bk

A /R 5% modify
HDDSEEIHEHRTE query,modify

[PSec 7% i€ query,modify
F—NIUTERE query,modify

2y 7T I NRY L — R E query,modify
ISAT —RARV Y —FRTE query,modify
o= query, delete
Z—F—4 delete, create,query
u—/ modify,delete, create,query
INAT— R modify,delete, create
Ry 7 ARGEE & modify, create
HEDNRAT— R modify

H & OR 7 ARG RER 7 modify

6.2  Security Assurance Requirements

Table 29 lists the Security Assurance Requirements for 2600.2-PP, Protection Profile for Hardcopy
Devices, Operational Environment B, and related SFR Packages, EAL 2 augmented by ALC_FLR.2.

Table 29— IEEE 2600.2 Security Assurance Requirements

Assurance class Assurance components
ADV: Development ADV_ARC.1 Security architecture description
ADV_FSP.2 Security-enforcing functional specification
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Assurance class Assurance components

ADV_TDS.1 Basic design

AGD: Guidance documents

AGD_OPE.1 Operational user guidance

AGD_PRE.1 Preparative procedures

ALC: Life-cycle support ALC CMC.2 Use of a CM system

ALC_CMS.2 Parts of the TOE CM coverage

ALC DEL.1 Delivery procedures

ALC_FLR.2 Flaw reporting procedures (augmentation of EAL2)

ASE: Security Target evaluation ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definition

ASE_INT.1 ST introduction

ASE_OBJ.2 Security objectives

ASE_REQ.2 Derived security requirements

ASE_SPD.1 Security problem definition

ASE_TSS.1 TOE summary specification

ATE: Tests ATE_COV.1 Evidence of coverage

ATE_FUN.1 Functional testing

ATE_IND.2 Independent testing—sample

AVA: Vulnerability assessment AVA VAN.2 Vulnerability analysis

6.3  Security functional requirements rationale

6.3.1 The completeness of security requirements

Table 30 |X TOE tFXx a7 xR X 2T 4B EM A~ 7 LTIZb D ThDH, 2K, %
2T AREREEME N D7l 1 DD TOE £F 2T 45 R G EHIRIGL TWAZEZRL TN,
FEAR RIS BIFRZ Bold (A0 (P) TEL, AR —h L CWH%FIGRERE (S) TRLT,

Table 30— The completeness of security requirements

48

Objectives
a)
L
a «
@
o | o
fa) Q w % @)
L < LL - L
N|Z |z |o |2 |E&
o L
w1595 l2e |56 |2 |58 |a x
= - < < &) < I Ll ui 10} % O
o | < | | ! ' E |9 | |6 | Y |
I o) l®) @) @) D < < et Q o
©] o Z 2 Z Z < w - O
zZ P : : : : : o = = < I
sl |2 |65lz |z |8 |w |E |6 |0 |&
5| |5 12 18|18 |85 1]5|a|leg
g |a |z | |0 |0 |2 |2 |a | |T |a
SFRs o |o |o o o o o ) o o | o o
FIA_ AFL.1 S
FIA_ATD.1 S
FIA UAU.1 P P
FIA UAU.7 S
FIA_UID.1 S S S S S S P P S
FIA USB.1 P
FTA_SSL.3(lui) P | P
FTA_SSL.3(rui) P P
FMT_ MSA.1(exec-job) S
FMT_MSA.3(exec-job) S
FDP_ACC.1(exec-job) P
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Objectives

0.HDD.ACCESS.AUTHORISED

0.DOC.NO_DIS
0.DOC.NO_ALT
O.FUNC.NO_ALT
O.PROT.NO_ALT
0.CONF.NO_DIS
O.CONF.NO_ALT
O.INTERFACE.MANAGED
0.SOFTWARE.VERIFIED
O.AUDIT.LOGGED
O.STORAGE.CRYPTED

SFRs
FDP_ACEF.1(exec-job)
FMT_MSA.1(delete-job)
FMT_MSA.3(delete-job)
FDP_ACC.1(delete-job)
FDP_ACEF.1(delete-job)
FDP_ACC.1(in-job)
FDP_ACF.1(in-job)

FPT FDI EXP.1 P
FDP_RIP.1
FCS_COP.1(h)
FPT _PHP.1 P
FCS_COP.1(n)
FTP_ITC.1
FCS_CKM.1(h)
FCS_CKM.1(n)
FCS_CKM.2
FPT TST.1 P
FAU GEN.I
FAU GEN.2
FAU_SAR.1
FAU_SAR.2
FAU STG.1
FAU STG.4
FPT_STM.1
FIA_SOS.1 S
FMT_MTD.1(user-mgt)
FMT SMR.1 S| S| S
FMT MTD.I(device-mgt)
FMT_SMF.1 S S S

v |[0.USER.AUTHORIZED

720 Ra-A RS AR]
|72] Ra-AROPRRO]

|| | N wnln

a~}

w2
»n
o]

|95
w2
w2
w2

i nlie n
Nl n wn |l
w

wlm|=|v|=|=|~

»n|<|lwnl~

i wn~

»n|<|lwnl~
95

6.3.2 The sufficiency of security requirements
ARETIE, BF2VTABEREENDY TOE B2V T o RI7#H2ili7= 9 DI+ ThHOMRMAE LR 5,

O.DOC.NO_DIS iZ, user document data 73 Z&5% L7220 DI,
FIA_UID.1 TOo—H—iBIEHRIISEC T, FMT_SMR.1 TEBLESNZo— 380 Thi, Zon
—INZHADE,
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FMT_MSA.1(delete-job)/FMT_MSA.3(delete-job) . FDP_ACC.1(delete-job)/FDP_ACF.1(delete-job) (Z &
Va7 FXx B NBEEARND TN T 7B AR T 59 212,

FDP_ACC.1(in-job)/FDP_ACF.1(in-job).

WZEBHEIMY a7 D2 — —F —H DT I B RERNDHIZHIRBLIZY, 2SN a7 ho 2 —
W =T —Z DT 7 EALGEL TE7eK LT THI LIV FEBLSND,

Fio, VaT WA R &7 user document data DFETEE I, FDP_RIP.1 ICKV e &M EEND,
EHIZ, HDD WD —H —F —H - TSF 7 —H ~DFFRITHKI LT

FCS_COP.1(h), FCS_CKM.1(h)ic kv ix#sh,

LAN 25525 T H1—W —F —H TSF 7 —H~DUS A - BFEITH LT

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS_CKM.2 (Z LW iriESND,
ZNSICESE DB AR FMT_SMF.1 IZ k> T ftETuna,

0.DOC.NO_ALT I, user document data 73S ASH7RW AT,

FIA_UID.1 TOZ—H# —iBHHRITIGT T, FMT_SMR.1 TEHSNI-0—/LNE Y THh, Z0n
— WD X,

FMT_MSA.1(delete-job)/FMT_MSA.3(delete-job) . FDP_ACC.1(delete-job)/FDP_ACF.1(delete-job) (Z &
VEAEERNDIAZT 7B ARIR T HZ LI L0 FEHEND,

=HIT,

LAN 2552532 —Y—F —H TSF T —H~DUX A« BFEITH LT

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS_CKM.2 (2 kxS N5,
TNBICEE T D HAEAE I FMT_SMF.1 Ik - THREE L T,

O.FUNC.NO_ALT (. user function data 73X A SR EDIT,

FIA_UID.1 TOZ—H# —iBHHRITIGT T, FMT_SMR.1 TEHESN-0—/LNE Y THh, Zon
— VIS E,

FMT_MSA . 1(delete-job)/FMT_MSA.3(delete-job) . FDP_ACC.1(delete-job)/FDP_ACF.1(delete-job) (Z &
DEAEEARND I T 7B AHIR S HZ LI X0 FEHREND,

HIT,

LAN 252 5452 — —F —H% TSF T — X ~DK S A RFRIHL T

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS_CKM.2 (L0 {fi#ES N5,
TSI EE T A FEREIX FMT _SMF.1 ICk» THtSh TVa,

O.PROT.NO_ALT /%, TSF protected data 73X ASI72 1912,

FMT_MTD.1(user-mgt) C&FESM7Z FIA_UID.1 TO2—H—3kBIERIZGTE T, FMT_SMR.1 T F
SNTom— LN EIN Y THIL, £Or— Ll HESE,

FMT_SMR.1, FMT_MTD.1(device-mgt) , FMT_SMF.1 |Z15F A A& BFEREIC L EHEN D,
EHIZ,

LAN %5525 52— —F —HTSF T — X ~DES A« ZFITHL T

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS_CKM.2 2L S5,

O.CONF.NO_DIS I, TSF confidential data 73 2 #& XA/ K912,

FMT_MTD.1(user-mgt) CEBLXH7- FIA_UID.1 TO2—F—i B #R IS0 T, FMT_SMR.1 CEH
Sz — A BN ETHiL, TOr— /WIS,

FMT_SMR.1, FMT_MTD.1(device-mgt) , FMT_SMF.1 |Z15 7 A AR REIC LD FHEND,
SHIZ, HDD WD —H—F — & - TSF 7 — X ~DZEFE IR LT

FCS_COP.1(h), FCS_CKM.1(h)IZ Lo si,

LAN 2552 (5 3 D2 —W—F —H TSF T —H ~DUX A« BFZITH LT

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS_CKM.2 2LV {isEsn5,

O.CONF.NO_ALT I%. TSF confidential data 73t & A SHZRWEIIZ,
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FMT_MTD.1(user-mgt) CEFLXM7= FIA_UID.1 TO2—H—FkBIEHRIZINT T, FMT_SMR.1 C&H
SNTom— LN EIN Y THIL, £DOr—/LZIEDX,

FMT_SMR.1, FMT_MTD.1(device-mgt) , FMT_SMF.1 |[ZX5 T /A A EHREREIC L EE SN D,
BT,

LAN 2552 (5 3 D2 —W—F —H TSF T —H~DUX A« BFEITH LT

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS_CKM.2 (L0 {fi#ES N5,

O.USER.AUTHORIZED I, FIA_UAU.1, FIA_UID.1, FIA_UAU.7, FIA_AFL.1 TORIFRIEAD =
A NZIOFBRES Tz — =73,

FIA_ATD.1. FIA_USB.1. FTA SSL.3(lui)/FTA_SSL.3(rui)iIC kW= —H —D vy ar nNE I,
FDP_ACC.1(exec-job)/FDP_ACF.1(exec-job) (ZX27 7 AHIMENC LY | HEMR % 5 7=k BE & Fi|
TEHZEICEDFEREND,

512, FIA_SOS.1, FMT_MSA.1(exec-job), FMT_MSA.3(exec-job), FMT_SMR.1 (S [E ¥ /g2 —H —
BEHETD,

O.INTERFACE.MANAGED %, A /I A Z—T = — A% E BT 556t H#THY . FIA_UAU.L,
FIA_UID.1, FTA_SSL.3(Iui)/FTA_SSL.3(rui)liz kb —H — (o ¥ —T7x—ADEFLE FPT_FDI_EXP.1
1285 LAN ~OHRE R T DHEEEIC L - THBLEND,

O.SOFTWARE.VERIFIED (%, FPT_TST.1 ®H &7 AMEREIC L > TEIHEIND,

O.AUDIT.LOGGED (% . FAU_GEN.1, FAU GEN.2 . FAU SAR.1, FAU SAR.2 ., FAU STG.1,
FAU STG.4 (ZX2EBa/ EREIC K> TERIRIND, EHI2, a7 +—~y MO 2 —F —[F iR L
e AR 9572012 FIA_UID.1 & FPT_STM.1 ICk» THR—FEND,

0.HDD.ACCESS.AUTHORISED (%, HDD 77 ARZ FPT_PHP.1 (Z XA BIZEGEREREIZ L~ T
FBISND,

O.STORAGE.CRYPTED /&, FCS_COP.1(h) DI 5{b/i 5 HsE. FCS_CKM.1(h) D5 5-#E%E FLEEREIZ
FoTHEHIND,
6.3.3 The dependencies of security requirements

ARFETIE, ST THEREEDARAF M A2 L TV b RITBED W B R A 5R il 972,

Table 31— The dependencies of security requirements

FTA_SSL.3(lui)

No dependencies

No dependencies

N/A RAEMEDBER L)

Mt O R\ | ST Crak AP LT Ve B
FIA AFL.1 FIA UAU.I FIA UAU.I N/A (RTFHEZ T2 T D)
FIA_ATD.1 No dependencies No dependencies N/A (RAFPEDBR72L)
FIA UAU.1 FIA UID.1 FIA _UID.1 N/A (RAFEE 7L T 5)
FIA UAU.7 FIA UAU.I FIA UAU.I N/A URAFVEE T2 L TD)
FIA UID.1 No dependencies No dependencies N/A (RAFED T RZRL)
FIA USB.1 FIA ATD.1 FIA_ATD.1 N/A UERAFEE T LT D)
(
(

FTA_SSL.3(rui)

No dependencies

No dependencies

N/A URTFPEDZESR L)

E;DDPP_I?(? ?]] or FDP_ACC.1(exec-job)

FMT_MSA.1(exec-job) || porovn™ FMT_SMR.1 N/A R HETET-L QD)
FMT SME.1 FMT_SMF.1

FMT MSA.3(exec-job) Eﬁ?—gﬁﬁ} Eﬁi—gﬁﬁ'}(exec“o") N/A (K AEMEA 72 LT B)
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SESRLTYY | ST TigzLTn
AT O Riiicie FRAFMEAA 7L CU Ry
FDP_ACC.1(exec-job) FDP_ACF.1 FDP_ACF.1(exec-job) | N/A (FFMEETST-L T\ 5)
FDP_ACF.1(exec-job) Eﬁ?‘;[csig Eﬁ?ﬁ&ggﬁ;ﬁg) N/A (EAFHEZRS 7L T D)
[FDP_ACC.1 or FDP_ACC.1(delete-
FMT_MSA.1(delete-job) IFJBIPT—ISFI\CA'};]I J}fﬁ)T SMR.1 N/A (RAFHEZG T2 LT D)
FMT SMF.1 FMT SMF.1
FMT_MSA.1(delete-
FMT MSA 3(delete-job) ?ﬁ%—g/ﬁﬁi job) N/A (RAEPEA 7= LT 2)
= FMT SMR.1
FDP_ACC.1(delete-job) | FDP_ACF.1 FDP_ACF.1(delete-job) | N/A (&1FEAT72L TWD)
FDP_ACC.1(delete-
FDP_ACF.1(delete-job) E\D/IPT—‘;ACSCAB J;’I\lj[)T MSA 3(delete- N/A RTFHEE 2L TV D)
_ o
FDP_ACC.1(in-job) FDP_ACF.1 FDP_ACF.1(in-job) N/A (AR T2 T D)
FDP ACC.1 FDP_ACC.1(in-job)
FDP_ACF.1(in-job) FMT MSA3 FMT_MSA.3(delete- N/A KT HEE 2L TV D)
- Job)
FMT_SMF.1 FMT_SMF.1 .
FPT_FDI_EXP.1 FMT SMR.1 FMT SMR.1 N/A (RAEMEA T2 TV D)

FDP RIP.1

No dependencies

No dependencies

N/A URTEPEDBER 72 L)

[FDP_ITC.1 or

FCS_CKM.4 ZF 5L TR B
5883 RAM _RICARSNERETI5LE 2 5, £

FCS_COP.1(h) e lhy | FCS_CKM.1h) T %%%H&U HjT i i*ﬂ Efot%:_&fmﬂ )
B lizrﬂa ’m@éﬂfwé

FPT PHP.1 No dependencies. No dependencies. N/A (AT D ELRARL)

FTP_ITC.1 No dependencies No dependencies N/A (ERAFEDELRARL)

[FDP_ITC.1 or

FCS CKM.4 #FEIREL TV B H:
K 54813 RAM _EIZAERSHEIRE LM A 5, F

FCS_COP.1(n) Egg—gc@f f(rn)] FCS_CKM.1(n) T A B0 9 2 13 AR AT e v 7 > T
FCS CKM.4 Do PE- THERBAYIC G B AL Jo 4 L7e LB I =42
- IFEBICEHEIN TS,
FCS CKM.4 #FEIREL TV B H:
FCS COP.1 K 54813 RAM _EICAERSHERE LM A 5, F
FCS_CKM.1(h) FOS CKM.A FCS_COP.1(h) eliRsy i U] tﬂﬁ“:éztixﬁfﬁafx%uﬂoﬂ )

Do e THERERYICIE B8Rk 32 L7e< L L IF 58
T EIEHES TN,

[FCS_CKM.2 or

FCS CKM.4 % FELTUWVRWERH:
5481 RAM _EIZAERSNERE L2 5, £

FCS_CKM.1(n) FCS_COP.1] FCS_COP.1(n) Tl itz Hﬂ“:&&ixﬁfﬁamﬁkkﬁoﬂ >
FCS_CKM.4 %o e THERBIYITIE S-SR FE A L 72 < b I 75
IFREICEHIN TS,
FCS CKM.4 % FELTUWVRWERH:
%%%P_IITTCC; or 5481 RAM _EIZAERSNERE L2 5, £
FCS_CKM.2 FCS CKM f(rn)] FCS_CKM.1(n) Y3 %%%E&V)Hﬂ# & iKﬁI Efoc%LU;om\
- iﬁéé ﬁff!iénfw’o
FPT TST.1 No dependencies No dependencies N/A (A HED R A2L)
FAU_GEN.1 FPT_STM.1 FPT_STM.1 N/A (AFEAATT-L T D)
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CC TERL TV | ST CRZLTWAIK
1 72L QU nE
BEREEE Bk - AL gqQt:iil::

FAU_GEN.1 FAU GEN.1 .
FAU_GEN.2 FIA UID.1 FIA UID.1 N/A (AF AT 72 L T D)
FPT STM.1 No dependencies No dependencies N/A RAFAEDERARL)
FAU SAR.1 FAU _GEN.1 FAU_GEN.1 N/A (RAFHEA T T2 L TV D)
FAU_SAR.2 FAU_SAR.1 FAU SAR.1 N/A (AF AT 7L T D)
FAU STG.1 FAU GEN.1 FAU_GEN.1 N/A RAFHEZ T2 LT D)
FAU _STG.4 FAU_STG.1 FAU_STG.1 N/A (AF AT 72 L T D)
FIA SOS.1 No dependencies No dependencies N/A (RO TR L)

FMT SMR.1 FMT_SMR.1 .
FMT_MTD.](user-mgt) FMT SMF.1 FMT SMF.1 N/A (AR AT 72 L T D)
FMT SMR.1 FIA UID.1 FIA UID.1 N/A AL TV D)
FMT_MTD.1(device- FMT _SMR.1 FMT SMR.1 P
mgt) FMT _SMF.1 FMT_SMF.1 N/A(RTFRER =L TUD)
FMT _SMF.1 No dependencies No dependencies N/A (RAFPED TR L)

6.4  Security assurance requirements rationale

This Protection Profile has been developed for Hardcopy Devices to be used in commercial information processing
environments that require a moderate level of document security, network security, and security assurance. The
TOE will be exposed to only a low level of risk because it is assumed that the TOE will be located in a restricted
or monitored environment that provides almost constant protection from unauthorized and unmanaged access to
the TOE and its data interfaces. Agents cannot physically access any nonvolatile storage without disassembling
the TOE except for removable nonvolatile storage devices, where protection of User and TSF Data are provided
when such devices are removed from the TOE environment. Agents have limited or no means of infiltrating the
TOE with code to effect a change, and the TOE self-verifies its executable code to detect unintentional
malfunctions. As such, the Evaluation Assurance Level 2 is appropriate.

EAL 2 is augmented with ALC_FLR.2, Flaw reporting procedures. ALC_FLR.2 ensures that instructions and
procedures for the reporting and remediation of identified security flaws are in place, and their inclusion is
expected by the consumers of this TOE.
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7 TOE Summary specification

ZOEFETIL, TOE ERHARZEFLR 35,

71 a—¥ R
- XS AHREEM: FIA_UAU.1, FIA _UID.1, FIA_UAU.7,FIA_ATD.1, FIA_USB.1, FIA_AFL.1,
FTA_SSL.3(lui), FTA_SSL.3(rui)

TOE 1. IEHDO2— =23k R5RGET 572010, 2 —F — 03 fE L) —h Ul IZBW T V¥
NAEE R BET DRI —F —D uﬂa%umm»%ﬁw“é BL, 7V bhra7 & ANTFFAIL TS,
[FIA_UAU.1, FIA_UID.1]

2—H—8G 1. LN O 2RO AL T e —h 5,
AERERRE ST 2\

:L*—“HS_E}SJW‘*—/\_ IEERSN TS — = RAEFI TR A, Bz, = —P—
FRAEY— 3 =21, Kerberos #87IE 52D Active Directory —/3—=X> LDAP §%iE 520 LDAP
P N—D YT D,

- PIEBRRREST
T A ARSI TN D 22— — 15 WA DRERE )T 2

TOE (Z2—% —F8FEEL T, B E SV KON E—h Ul o7 AV EHENDL—F —4 < SAT—R 3%
AEETHIO T A D AN ZER LT HBEL- /AU R Ca—Y —4 « RRT =R R EE L2
B DI a—W —FFBIFRRET D, /NAT—R A DEEO/SAT —RTFF AR 71T R SR U7
VE—hULIT" @"EFE T D, [FIA_UAU.7]

TOE (FFIAFIZHLC, 22— —Lba— Nz @MU TR 75, =— W —OiBIFEREIC P 5 &,
2 — P —TLIZ Access Control Token(LL% ACT)ZF1T T HZETRMEAZERIVFHT S, [FIA_ATD.1,
FIA_USB.1]

TOE I%, NIERBT AL BITEMO T 72OIZLL T Ory 770 MEREZ 195, [FIA_AFL.1]

- RELEEy I TUNOHREEIGELZ G AT Y 2 — Y —IZx L Cay s/ T U5, By
IT I NOFRBEIEIL, 1~10 @ﬁx%@?ﬂf%é (FIHAE T 3 [R0)

- RELry 77U MEEPIE S Y —On s (U aBO IR0, vy 7T MEIT 1-60
/\ﬁlgiﬁ?ﬁfé‘é (%)J%ﬁ{ﬁi:% 7)

TOE (%, B{E XX ARVE—b Ul 2 ERFMBELRVIRENRB T 507 T RSHED,
[FTA_SSL.3(lui), FTA_SSL.3(rui)]

- BB RV EEMELRUVREEN . A — U TREBEIC TR E SN Z A LT O MR O F8
10 -9 Z3 iR TE S, (WA 2 43)
- UE—h Ul ZEfELZU REEAS . 15 43[R,

7.2 T alETT 7 v X EHBRE

- ®ISTAHEBEZE A FDP_ACC.1(exec-job), FDP_ACF.1(exec-job), FMT_MSA.3(exec-job)
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TOE %, #BEiEES Nz — Y —|Z8ITE N2 ACT ORNFITISU T, Ul iy a” 477 7B Al
MEEATRULT 2, ZOva 7 ZITT 7B RGN 35, filiEx R0 BIEIIEEEZOLOTHY, FiZ
[EH ETHD,

BAE VDB DYa7 FELTT 72 AL, ACT Ou— WIS 7 7V r—a#HlR )o@
IS TYay E T2 LT, FNLIANIT 7 B AZ4E BT 5,

UE—h Ul OFEDOTa7 EITT 7 vAF#IL, ACT Oa—L OB EISl TPay OFETEHESL

T FNUSNEIT 78 AETF AT 5,
%72, UADMINISTRATOR %, X THOVa7 FEITRAHETH D,

Table 32— a TEITOT 7 B AFBERY o —

UI f&3l Ml 52 S BIE
BE L (2% =27 7V b O | UUSER Ou—n[wxa7 7V b adF | i i 5k 52 % 3% M4k
Pointer AEhzn—/Thd, T HILTHELTH
[1E8
[=1t"— ] @ Pointer U.USER Om— L3’ — |23 rl&iuiz | il i xf 8 & 16 Ak
RV T, THZETHETA
[1E8
[ZF% ¥ L CE(E D | UUSER Or— LN A ¥ L CRE & | il 5 52 15 Ak
Pointer RSNz e— L ThD, THZETETH
HEo
RTF77ANVOFIH ) | UUSER Oa— V3 RIFZ 7A/VOFIH | | il 5k 52 235 44k
@ Pointer RSN — L ThHD, THZETHEATA
(iR
(229 L TIRTE] @D | UUSER Ou— L[ 2% UTIRTEL 2 | 48 6 82 238 AL
Pointer FASHZr— L Thb, + 5L TELTA
HEo
VE—hUI [SZAEMEAE T 74V D | UUSER ®E—/L75 Administrator =—/LLL | EFTARAL,
F]H 1@ Pointer A&,

7.3 ATV a 7T 7 & REIEHEEE

TOE 1%, 22— —NEALT- TV Nt —/AFX Y U HDR AT a7 IZR L CLL RO T 72 AHE D&%
2T A HERE AR T 2,

7.3.1

TadoXxy /MR

- XIS AHREE M FDP_ACC.1(delete-job), FDP_ACF.1(delete-job), FMT_MSA.3(delete-job)

TOE %, abt—/F Vo NAX Y EEDTaT N FOFIETE Yy L TED, ZNHDOYar Da—H
— NI AR E DY a7 B AR Ui — —& TS A,
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- UNORMAL IZ, H4yD¥a7 OHIFRASTRE
- U.ADMINISTRATOR (L, T RTHOYa7 DYAFRLALEDO a7 OFIBRD AT HE
TaZ DX v U, a7 I BT D BIEEDRIBRSILD,

7.3.2 Va THDBEFXE~DT 7 & X HEEE
- X 4 % H B8 E {4 :FDP_ACC.1(in-job), FDP_ACC.1(delete-job), FDP_ACF.1(in-job),
FDP_ACF.1(delete-job), FMT_MSA.3(delete-job)
TOE X, ENZEhDTa7 HOE - LEHITH L T o7 7 e R fili#liz #2445, Znboya”r oo—
P2 XA a7 BRI DOV a7 B E R LUz — 4 T LS T,

[p —/xaw/@ a7 DB A LEADT 7 AR EERE )
TOE %, at—D Va7 HOE 1 LEICH L CGEL SR THZ LN TEAR,
727U, T #FH B LN U ADMINISTRATOR 1%, ELAMES: 7V NEATHIZ LN TES,

- TOE 3. AX v XMEDOVa7 FOEA LEICH LT, 7.3.31%EY 3 7 —HRAEERE 0%
EERE ELZRTHIENTER,

[V a7 P OEALEA~DOT 7 AHIEHEHE

TOE 1%, BFREH 5o 5 &3nN=7 Vo hrard RRASNLE, ZOFET VO METIC—FRTF 5, B
W2 TV haT it B EnN T —Y =4 TEDO TV a T DFTAEZHIKL ., LL O T 718 2| #
ZERIL TS,

U.USER (%, *ﬁf%fbt? Vohyad DFEFLECKHL T, BHEDZ—F =4 LTV oaT Da—
PN LT AT, LU T O#REN Al HE

- FUURTS,
- TVNOEREEETET D,
- HIBRT 5,

U.ADMINISTRATOR %, T RXRTOF VU MERT O TV a7 DEF LEDY AN FERL, ZHIC
SHUT, LA R OEED AT RE,

- \?/57 %EI Ig/%jaéo

[— — R I ADE T LEA~DT 7t X EkHE )

TOE (%, abt—/AF ¥y Vad DEF LEEL, 22—V =Ry I A MRIF T HEREA IR 5, ZNnHDE
FLEAEET AL, 22— =Ry I A~DOT 7 A58 H S5,

ZNENDA—H =Ry 7 AT U THEAN T HIORFREER 52 ET HILNTED,

R ANE A LEERAAT ORI EE 5O ANIAETHY, TOE [FIELWKREE FE2 AL
U.USER ZAR{GFENTZE - SCEOTA A EHBIL, 772 AH#%2EH L D,

UNORMAL %, 22—V =Ry 7 ACHFHRNRESNIZREE 5L, 22— —R o7 ZEERFIZ A 18
TR R N — B LI B DO I 22— — Ry 7 AN D E S LEIH U TLL T OEEN A HE

- TUUND,
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- TUUMREEEETD,
- TLbEa—15,

- H=ET5,

- HIBRT 2,

U.ADMINISTRATOR %, #{E SR NANST 7B AT 58556 BFiEE 52 ALK s, B S CEICk
L CLL FO#RENATHE,

- TUURNTS,

- TVUMNREEEET D,
- TLbEa—15,

- FEET5,

- HIBRT 5,

U.ADMINISTRATOR %, VE—h Ul 5T 7B AT DA, B 3CEICH LT, FRNIERESNIKEGE
Bl Ry ABERFC AN SN RER 53— B L7258 DA, LT OEEDFTRE,

- UMD,

- TVUMREEEET D,
- Trta—75%,

- FEET 5,

- HIBRT 2,

7.3.3 EEY 3 7 —FHR R
- x4 % % BE = {4 : FDP_ACC.1(in-job), FDP_ACF.1(in-job), FDP_ACC.1(delete-job),
FDP_ACF.1(delete-job)
EEVaTIE, —RRF T DBE Y a 7 —RHREFESEEL L T, (XA~ —EE 1 L7 a—|
NSYR
[ A~—1%(5)

TOE 1, #A~—KE DR ENESNTEE Va7 BNIRASNDE, TOFERETTICHR ESN L E
T RAFT 5,
UNORMAL &, —FfRFLICEE Va7 ICHL T HEOa— Y —ALEEVaT Oa—F —40 —
B0, LT OBENATEE,

- SEEEETETD
U.ADMINISTRATOR (&, T _XCO—FRFLIZEE a7 123 LT, LT OBIED ATHE,

- AR EFTETDH
[FLE2—]
TOE %, 7V Ea—DRENSNIZEE Va7 RERASINLE, TCICEEETICyva 7 NEE 7L E =
— L CHER L= 2[5 TE D,

U.USER %, —BHEFELEEE Va7 I LT BH O —F =L LR EVa7 Da——4 R —HL
T2 AT, LT OEREN AT RE,
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7.4  ZEY a Tk

- RS TAMEEE M FPT_FDI_EXP.1

TOE (ZMERAIZZAZ LT T — X & B D PC Y — R —|THRIE CELEE LR TEL T, ZEL=Y
37 D LAN ~DHELIEN TERWNIDITHIE S TS,

7.5 HDD 7 —4# 522 iHEHEE

- XS TOEEEEEM: FDP_RIP.1

TOE NEFLERLTLURIVAA—T 7 A0 % HDD HBHIRT AE81T . £ HDD fEk A M5 W27
— AT EEXTAZLICINEA LERT VRIVA A= T 7 A VO ERIFIE RO 22N EE £ 45,

FEARMEITILL T O ENGITEEN TE, BIRS N7 — 2 5L E i TOE A& HDD (2
HEAEND, .

- BEIGUH LT —HT EE

- 1EFVF LT —HT LEX

- 1[I NULL 7—#T L#EX
FIZOBEREIT, L FOZAIL 7 IZEET D,

- VaZ B HIC HDD WIZ— I IRIFSND T U IRTUA A=V T 7 AV Va7 LS L
IZ¥a7 iLEI1C HDD 7B il E T2,

- R AR FEENTZEF LEOHIBREIZ HDD 22658 2iH =75,

- ZEROBIEWNC LD SE R E TERD T EEE HA . TOE OB HDD 755241
=35,

7.6 HDD HfE-{rERE

TOE @ THDD 7 —#W 2 bR 77—V 7R —F 1%, UL FO®F 2V T RE 21245,

K5 B b/AR SR RE L AT FRREMERE I > C, HDD (ZkfiS D —H—F7 —H B LW TSF 7 —#
DOEEFENEZEIR T2,

7.6.1 K E{b/E S e

- X BEREEE 4 FCS_COP.1(h)

TOE %, HDD |ZR&MISN D —H —F —H I LN TSF 7 —Z OB AR5 57-012 . IRODIE 5
V%47V HDD ICHAMI SN D T — X 2K 20 535,
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- HDD ~EHXAENLT — 4 &M 5T 5,
- HDD 2o HENLT —F %1853 5,
B S B HNDIE 57 VTV L B SHHILL T OLBY TH D,
- FIPSPUB 197 |Zfit~72[AES T7/LTYR L
- HERAN256 B R

7.6.2 B G BRI AR

- xS AHEREEM: FCS_CKM.1(h)
TOE (%, IROAEARIZH-SE HDD 7 —Z I 5{bigae T3 2 S8t 2 A pk 775,

- B EEEAE AR T DT LY AL, TNIST SP800-90A Hash_ DRBG(SHA-256) (2 3-S5 < &L 4
RT7 VTR

- RS ORE S REOSERIE256 Bk

SO BRITLL T D IOIZATI,
- EBIRFIC, TOE IX FlashROM (2 iS4z Seed (ffZ wt A~ H L T S 8EA AR 2
- TOE [ IWs 5824 m L7-% . RAM EIZKANT5

im Seed ZHF BAbTF v 7T NOEUGTHFEIIFELR, -, B 58I EAT) —ThHsD RAM
FICRFrEIDT-8 IR OFF IZL0iHEKT 5,

763 ﬁw%%”mb‘ﬂ 1%

- ST HMREEME: FPT_PHP.L

HDD 7 —#W55 /X7 =V 7R =%, BEEEIRHIC T 2 VEGEARREZHRRIL, ELWT 2L
BOWARIZ ST 50D A HDD 778 AZFF A5, ZOMEEICLY, HDD 5 —4 1 512 7—V
7 AR—REHDD %ty hCOT VXV ESARICHGL Th, HDD 7 —XIZ7 7 EATHIENTE
7200,

[E23F ID DA 5]

HDD 7 —4WE5AbRT7—V 7R —Rix, =R, T U2V AREARIR D ARIRZEGE ID %
ZHY . FlashROM (Z/RAFET 5,

[FEBIRERED FNE]

HDD 7 —#i55{b/R 77—V 7 R — R EIRFI R EL R E kL, T L PHOEEEL T o
NABEREARRAJES, T OXNEEREARIL, AEEGE ID EF YL UHOELEDOHE L, Z D
v affi (SHA-1) ZL AR AEL TR SR —R~JE9, HDD 7 — Xk 5L/ 77—V 7 AR —RIL, Rk
DFFFEEATV, VAR ADKRREETT),

HDD 7 —#ME5At/3T7 =V VT R—R R IELWT D2 SRR T BV TWAZ LR FER T
X2WE HDD ~DO 7 78 A% #1145,
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7.7 LAN T — ¥ {&#HaE

LAN 7 —ZURGERKREIS ., E32A5 55D 1T BEER L D@E IR 59 X TD IP A~y Ml o b/A8 59
E)o

7.7.1 IP X7y Mg EALA%ER

- XS AHEREE A FCS_COP.1(n), FTP_ITC.1

TOE 1%, I5Z(55e0 IT #EREDEE TH2—Y—FT —H B LN TSF T — X OEEENE, 522D iR
DI=HIZ, T_XTD IP 737w IPSec (2 CHE 5 b/ME 575,

- LAN ~E(E5 T2 IP 7y hoRE 5L E
- LAN 235321595 IP 