JIsec

IT# 5 (TOE)

E={(1%

4

JISEC-CC-CRP-C0695-01-2020

‘,"#Common Criteria

MSLATBOE NI AL
HER EH EK

HEE AT A (2% 5)

SFTAEL11H 208 (TERFEFI728)

FRRER A JISEC-C0695

LA T Canon imagePRESS C910/C810/C710/C660 2600 model
N=Pa ROV ) —R%K 5 1.0

B s XY oA S

PEREZ AT & T varruz A NER, CCR— F2ALR

A=Al AV ISyl =yl o )%

U.S. Government Approved Protection Profile - U.S.
Government Protection Profile for Hardcopy Devices
Version 1.0 IEEE Std. 2600.2™-2009)

PRAE/ S r—

EAL2 K UONBINOSFGHE= i R—%x > FALC_FLR.2

ITE % = U7 ¢ SHEEBI D4 5

¥k£&4L ECSEC Laboratory gEffit > % —

EFERDOTOEIZOWT O, UTDO LB THAHZ LEZFIELT-OTHRE L 7,

AM24E12H 18H

R

X2 )T ey — wXa T o B
HTE S KB EN

AMBAEESE © TITEX =) 7 4 FEHE R USRREHEOEARRE | TED D TROBBEIZEIH

Tz,

(D Common Criteria for Information Technology Security Evaluation Version 3.1 Release 5

@ Common Methodology for Information Technology Security Evaluation Version 3.1 Release 5

AHERE R © A%

[Canon imagePRESS C910/C810/C710/C660 2600 model, /X—7 = > 1.0) &, MSAATERE
NIGHALEHEERE DS E D DITE X = U 7 ¢ GRREE T 2 ZRFIHIZIE Y, ED AL Bk
WZEED R A 32T, PrE OIRFEE 2T 72 L7,



JISEC-CC-CRP-C0695-01-2020

B R
T R ettt ettt ettt ettt et ettt et et ae et et aeeaeaes 1
L1 AR R E T oottt 1
111 7u7 7 3ar7uaT y AVETIIREE S Y 7 = e 1
1.1.2  TOEE T X 2 U T A BEEEME oot 1
1121 B E TR U T A RIRITEE e 2
1.1.2.2 BB B e 2
11,3 BEETHIH oottt ettt ettt aae 2
1.2 BEAMODTZH coovieieeeeeeeeeeece ettt ettt 2
1.8 BHAI DD RERIE oottt ettt ettt ettt ettt ettt et et e ettt et te et e nreenee s 3
2 TOETEB vttt ettt 4
e SR R G 5 2 LSOO SRRSO 6
3.1 B U T A BEBE T BT oottt 7
311 B E B DU T ABERETT B 7
B L1l BT oottt ettt 7
3.1.1.2  BIBITHT 28X 2 U T A BEREST B oo, 7
3.1.2 OB X2UT 4 T EEXF 2 U T ABERETEE oo 9
3.1.2.1 RO B 2 U T £ TR e 9
3.1.22 MO EF 2 VT 4 HEHIToEF 2 U T A BERETTEh e 10
4 BIHREAE & FMFTH D BAREIL oottt enne 13
4.1 R OB BT D RIHE IR oo 13
4.2 TEFBRBE LA oottt ettt 13
4.3  GEFABRBEICISIT DTOERIH ...ooeeeieeeeeeeeeeeeeeeee ettt 15
SR A A L 1 = i oY I < SOOI 16
5.1 TOEBEFRE T2 TR L PEER oot 16
5.2 ITERBE oottt ettt ettt ettt ettt ettt 17
6 BUETRIT B0 2 A L B ettt 18
AR BN 5 2 BT SR R O T vttt 19
TL BB oottt ettt enens 19
T.2 BT TTIE oot bbbttt s et et ns et s e 19
7.8 R FEREMET «.ooooeeeeeeeeeeeee ettt aeas 19
7.4 LETT 2 B ettt ettt ettt 20
TA L BAFEFET A D ettt 20
T.4.2 G TENTT A R ettt 23
T.4.3  FHEEIR AT A B ettt 26
7.5 BB IZ DU N T ottt ettt ettt eanas 28

T8 FHAHIAE IR o 28



JISEC-CC-CRP-C0695-01-2020

O L 2 B B A N - OO 29
8 FBRIETEME cvovovvevereeeeee ettt ettt ettt ettt ettt a et ettt 30
8.1 B R ettt ettt ettt b st bete s b ese s eaas 30
8.2 T B TH oottt ettt ettt ettt et et et et e et et eae et ete et reneeseaas 30
O BB T ettt 31
10 B U T A F 7 0 B ettt 31
TL B oottt ettt ettt enaee 32

12 B ettt et e et e e e e et e e e e et e et e e aaeearaeaas 35



11

111

1.1.2

JISEC-CC-CRP-C0695-01-2020

EREN

ZORFEHREZFIL, ¥ oA SN IE L2 [Canon imagePRESS
C910/C810/C710/C660 2600 model, /3>— = > 1.0 (BLF K TOE] &\ 5,)
IZOWTHA S ECSEC Laboratory sz > % — (LLF [EEMEERT) &9 .)
75>/\%D2$12H THIZGET LIZIT BF% 2 U7 ¢ -l L, & DONEORRER R

HETHOLX Y UM SHcHET 5 & & bic, KR TOE ([ZBLZ R o
%%D(%%% XL EX 2 U T 4 HEREARIET 2D TH D,

ZIKHALAFJE%& n}h 0:1\ 10 %@‘{Z‘e’\"l Uﬁ“/l) &“‘b:‘\/ ]\ (BLT ’—STJ kl/\50)
M}Faméﬂf:b\o FRZARTOE Ot % = U T « Mg, IR 2 M V2 D+ 43D
BALIZ, STICRWTREREN TN D

AFRFEHREEIL, A TOE AT 2HESE L O REEE 2 ice CEL TV
%, zlznunﬁe& EFX, AR TOE AT DIREEFICHE SO GRGEER 2R T L0 T
. EBIO IT®EZ D DERIET D H D TIERWNWZ LI EINZV,

AT R A R
A TOE OHAE, JEM&MOME L LUTIORT, i 2 BUKESROZ &,
IOaToarTaT A IVERRRIE/ S ir—3

AKTOE X, ko7 us v arra7y A [14]15] CLF H#ES PP &
9,) [CHEAT D,

U.S. Government Approved Protection Profile - U.S. Government Protection

Profile for Hardcopy Devices Version 1.0 IEEE Std. 2600.2™-2009)

AKTOE OLRFE N 7r—1%, EAL2 K ONEIMORGE= > AR —3% > b
ALC_FLR.2 Th 5%,

TOEL EHa ) T 1 HREE

A TOE (%, = &' —#sE, 7'V > MERE, #{5 (Universal Send)#¥RE. = —H—7R >
U AHERES R PR OT VXA (LT IMFP) L\ 5,) Thb,

AKTOE i, #& PP CERSNDEF =2V T 4 HEE. XKUTOE 25EM S5
MNERT D2 T4 HTHERBRT L2008 X2 ) T 1 KEARMIET 5,

INbDEx =T A HEREVEICOWT, ZOBGEHTE O %4V & FEL D EMEMEIC
DWTRGE N v 77— P O TRH 2T 7,

K TOE PEET 2 EBM ORHRICOWTIIRED LBV Th 5,



1121

1.1.2.2

1.13

1.2

JISEC-CC-CRP-C0695-01-2020

BREEX2) T EKAH

AKTOE IZ, U TFOHEBEZMELTEY  ZIUTKHILT D F = U 7 1 HERE A it
ERAR

TOE OR#EEETHIHZ—T DO LET —Z KO tF 2 T ¢ HEEICEET S
T —H# 1. TOE OE/ERL, TOE NRESINTWDL Xy hT—7 FEOBET —Z ~
DT I AL T, RERXERBEINTZVESAINTZVTIEBEND D,

ZD7-8 TOE 1L, ZN 56 DIREZEFEDORERFH LW S Az i3 572012
WAEERRE, 77 AHE, RS bEOE X 2 U T o BRI T 5,

BREH RSN
PRI, RO &) IRk K ONRIE CIEM T 5 Z L2 ET 5,

A TOE IZ, TOE OWEHTE 304 o Z 7 = — ADBRIERT 7 8 ANBIRGE S
DEIBBEEICREINDSGZEEZMAEL TS, £/2, TOE OEMIZHT--> T
TAZ 2 ALE)e > THYNIERE L, fERFEE L 2T hide b,

"REFH

o REHE DX & 7R D BEREEIX. U v h Y a TOBARHIIIEH S vy,
Vo b a7 oBRATHEATLI v b ::r/lxﬁ{4§ﬁ>u&%'Jnqu%WZTU\T% D
7'va R )L OFBIFBREIATHI DO RA TH 5,

Sl e

RREREREAEE 35 IT % = U 7 o Ml X ORRRERI I D& . AKE TIT
B2 VT M R ORRGERI B O HAKRE ) (1), TIT BX =2V 7 ¢ RBAEEICET 5
ZREIE) [2]0 TIT BF% =2 U 7 ¢ SHEREBI ARSI B3 2 2k Fm ) [BlICHE &
NI-REIHE, SRS & > TA TOE (2B D BEREZ: K OMRRFEAH I -
WCTITEF =2 U7 ¢ lind Eht S, AF 2412 AIZ5E T Lz,



1.3

JISEC-CC-CRP-C0695-01-2020
_:l:"ﬁo) l:llh\

KBTI, FRMREREAN R L7 SR A 18], R OB % S A R A
KAEL. & TOE OFHEAFTED TS 12> TITbh - = & 2 L=, TOE 0
#lins CC (4151061 =12 710810]) %O CEM ([10)[11]o\35h i) (CHR S L
TN FME SN TS = & MR Lo, SRR A8 3 & AR
ERIER L, BRI T LI



TOEz A

AKTOE1Z, LT EBY@EII S D,

TOE4 #r :
N—Tgrv: 1.0
B - X¥ ) S

JISEC-CC-CRP-C0695-01-2020

Canon imagePRESS C910/C810/C710/C660 2600 model

AKTOE X, ATDOYZ7 hU =T N—RU =T NOHEEIND,

#2-1 TOEMDER &M
R A 17
Fnse |« ¥¥ /2 iPREF2UT4—Fvh-Cl for «[£F%=2VU7 41— for IEEE 26001}
IEEE 2600 Ver 1.00 (il 7 7 =77) W=z hr—F ==Y 3 9101]
* Canon imagePRESS « [iPR C910, iPR C810, iPR C710, iPR
C910/C810/C710/C660 C660 1DV 3 71>
s %Y/ HDDT —#W55Ab/R7—V 7 + [Canon MFP Security Chip 2.11]
vk E3
#3L | » Canon iPR Security Kit-C1 for IEEE + [Security Kit for IEEE 2600] & O}

2600 Common Criteria Certification

Ver 1.00(system software)

[Controller Version 9101]

* Canon imagePRESS
C910/C810/C710/C660

« [iPR C910, iPR C810, iPR C710, iPR
C660 1OV

* Canon HDD Data Encryption &
Mirroring Kit-E3

+ [Canon MFP Security Chip 2.11]

AKTOE (ZiF, ERLOMASICIA TUTOT A & ZDHEMANLETH %,

(Fn 346 F5)

- ACCESS MANAGEMENT SYSTEM 556~ b - Bl
- Y/ T—HHEFY - C1
-¥%¥/y PSvAFFvE-F1

(FELATR)

- ACCESS MANAGEMENT SYSTEM KIT-B1

- Canon Data Erase Kit-C1

- Canon imagePRESS Printer Kit-F1

B - 3EE A2 T TR TOE THhdH Z & &, FAEIZLL FOHFEIC X - Tk

WTHZLEINTE D,

- MFP O#ME SV X 0 . TOE ORERL S Ok RIIEH A2 MR T 5,

4




JISEC-CC-CRP-C0695-01-2020
B, AKETIE, £ 2-1 @ [Canon imagePRESS C910/C810/C710/C660] Tr=
S AHERGLZE TMFP A6 Lo,



JISEC-CC-CRP-C0695-01-2020

txal) T4 A

ARETIE, AR TOE WEBUZKHTLT D7D Lct ¥ 2 U 7 ¢ BEREH #1508
WOEx 2T 4 i ERAT 5,

TOE I%. 2 B°—fERE. 7V > MERE. A ¥ U HEEEZE D MFP Mg 4t LT
B, 2a—HFOXEF—ZZNHO HDD EEICERB LY, 2y U —27 %L
Ta—HPOURCEFS— LD LD L2 T 5REZ AL T\ 5,

A TOE 2G4 % PP L, HEAEEW LDt F 2 U7 1 fERSCERAEDR
HIEDPRODONLBRELZBELTRY, TORBETLELSND XU T 1 e
L2 BE L TW5, TOE X, MFP #REZ 3 5B%IC, PP TERSN TV D
X2V T o EREEF -T2 U T o e R AT 5,

TOE O#EMT 5% =2 U7 o MEREICIT, = —VF OIMBIFERE L 7 7 & A,
HDD 3@ OERT — & Olf b & 7 — Z kRO EEXHEE, BEdE7 e ha
NVENREGENTEY, R#EEETHIA—VFOLET X KOEx =2 VT T8 E
TORET — X H T D,

728, TOE 1%, EHAICE L CUL FTOEEZAEEL TV D,

+ UNORMAL
TOE# (5 = U —fifie, 7'V > MlkfE, % ¢ LS OTORD 2 —
P s,

- U ADMINISTRATOR
TOED & % = U 7 4 BERE DR IE 21T 9 72 80 DFf Rl 7o M (R % FF > TOE D
a—HTh D,

*« TOE Owner
TOE& PEDILRFESC, TOEDEHARE DX 2 U 7 ¢ xR IO ETUET
RO EZITEBTH B,

F72. TOE OREGEIILLTOLDOTH D,

« User Document Data
L=V OILET =4,

» User Function Data
TOEIZ X > THE IND 22— DO LET—X0V a TICHET L 1EHR, 7
Vo hOEBRELTY V NRENEEND,

+ TSF Confidential Data
X2V T A RETHHAEINSA T —XOH T, ettt MEMENRD LN



JISEC-CC-CRP-C0695-01-2020
HT—H, 2—FDO/RAT— K KRy ARGEE S, BEAv 7 NEEND,
BRI, T — R EERRER A VU H T 2 — ANFE LW, B F
VAN

+ TSF Protected Data
TR VT RETHERH SN T—XOH T, BEEEITRROLNLD
T—%, 22—V OHAIEROHERIERENE D,

3.1 X)) T BEEAS

TOE IZ. 3.1.1 IR EICHH L, 3.1.2 1O X2 U T ¢ FE21
729X VT o BREE BT 5,

3.1.1 BB LX) T 1 HEERE
3.1.1.1 Z

ATOE (T, £3LITRTEBEZBEL, ZIUTHILT DWEEZHA D, 21 b
OERIT, PPICRRBESNTNLHDERLTTH D,

£3-1 BETHER

eIl B

T.DOC.DIS User Document Data may be disclosed to unauthorized persons.

T.DOC.ALT User Document Data may be altered by unauthorized persons.

T.FUNC.ALT | User Function Data may be altered by unauthorized persons.
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T.CONF.ALT | TSF Confidential Data may be altered by unauthorized persons.

3.1.1.2 BRICHT 5tF1 )T« HEETE

ARTOE X, £3-LIZrnTEBIIH L, LTDEX = U7 ¢ B H# Txibis
éo

(1) %@ 'T.DOC.DIS] MDOC.ALT| T.FUNC.ALT| ~®O%Ht

INBIEFRAZEOT =X THFETHY ., TOEIL, = —VFEGE%RE] .
[V a 7HETT 7 & AHIEEERE . TR = 777’[?}%”1@%%&J\ HDDF —
ZSEREEERE ] KO TLANT — Z (R85 TxPid 2,

TOE® [=—RIAMAE] [ 3 7HITT 7 & A B 13, 2525
HEFICTOREO R M 27 a1+ 5., ZhbOBEDFMT, 31220



JISEC-CC-CRP-C0695-01-2020
P.USER_AUTHORIZATION®IH B % 2/,

TOED Ay a 77 7 & AHlHERE) 12, #kBIFERE S =R 23, TOE
WRFSNET ) U by a7 oE KOR y 7 ZRFS T CECR LT
TV b, FrEa— Xy FT—=7~OKE, B 7V v b OEEEDTE
B, 7Y FE&EODWTODEME%#M%‘S LT Ve AR EITV, BAER RO
EOFTH#H £ U ADMINISTRATORIZ Y 3% EA FF 95, #kBIFERE S 7= F)
RENLEDOFAE THDLNE S DL, MT@J: INTHIE S LD,

- TV RV a T L LTRASNIECEDL AT, #nIREE S 7 F ]
BOA—PHR, TV b a TRARIEE SN2 —4 & —87
Lha. IAETOHL LHEShD,

AXx VR ET Y v RV a TUADFERIC L o TRIF S 2 30E

AT, BERFICAR v 7 ARGREFR S DO AN BRO b D, LHFEEK
WTDTDORy 7 2%, 2—PFRHIZEIY TONFEANZTHIOR v 7 A
ERER SRR E STV D, FIHENRAT LIeAR v 7 ARGiEE = & |
Z—WHOR v 7 ANTHFRE SN v 7 ARGEE 7R —ET 55
A AETHD LHESND,

TOE® THDDTF —# 52 &M EMEE] 1. CET7 7 A LVZHIRT BT, X
T > fAAPKENSINCW-HDDE 2 FEXMEL, YR L CET 74
IVONBENHDDGEtAH S D 2 & &2B51Ed 5,

TOE® TLANT —Z{%#EHERE ) 13X, TOEDRLANZ#H L CHoITHER & i@
4588, BFamiE 7 e ba L ThbHIPsecx @M L. WBET—Z NIz
L0 SA SNz 352 L2175,

Vb OBREIZ LD . TOEX, TOEDHERSMEM >, HDDIMH STz T —
SRMET — S ~DRIET 7B AL - TR ROT —F RN LT
LEAESNIYTHZ LT 5,

(2) #&B ITPROT.ALT, [T.CONF.DIS] [T.CONFALT| ~®Ox#i

INbiTtF 2 U T A HERICEET O2TSF7 —ZICKT 2B ThH Y, TOE
o —VREGERE) . T PERERE ) XY TLANT — Z {RiERERE ] CTxidid 5,

TOED MEEIERE) 13, FIAEHROEHL, HMERET —F OFHE, %
JIFRRE & 172U ADMINISTRATOR 72 Z#F A%, 7272 L, UNORMALIZ,
HEDNAT = NEOHGOMAT 2R v 7 ADKR v 7 ARGHEE T O L EIL
FFrEn s,



JISEC-CC-CRP-C0695-01-2020
Z O T2 —HREHERE ) KO TLANT — 2 {R3#kaE | 13, (DOBFE LT
E‘(\‘&)éo

PLEDOHREIZ L 0 . TOE 1%, TOE O#ERAMEA<C, HDD (2 ST — &<
BET =X ~ORIET 7B AZE > T, BR#EMNZROT =X BN LIV HSAE
N+ sZ L &2piE+ 5,

3.1.2 HEBOExX1 )T AtEEXa ) T #EERS
3.1.21 HEotxXa ) T4 H8t

K TOE OFIFICY > TERINAMEBEOE X2 7 4 TetaFR 3-2 1257”7,
INLoMBEoEx2 Y T 4 FEik., PHDD.ACCESS.AUTHORIZATION &
P.STORAGE.CRYPT Z[4:% PP IZZ R ENTWAHED LR L TH A,

£3-2 HEOEXa) T4

Evlsn kDX = U T 4 Ft
PUSER.AUTHORIZATION To preserve operational accountability and

security, Users will be authorized to use the TOE
only as permitted by the TOE Owner.

P.SOFTWARE.VERIFICATION To detect corruption of the executable code in the
TSF, procedures will exist to self-verify executable
code in the TSF.

PAUDIT.LOGGING To preserve operational accountability and

security, records that provide an audit trail of TOE
use and security-relevant events will be created,
maintained, and protected from unauthorized
disclosure or alteration, and will be reviewed by

authorized personnel.

PINTERFACE.MANAGEMENT To prevent unauthorized use of the external
interfaces of the TOE, operation of those interfaces
will be controlled by the TOE and its IT

environment.

PHDD.ACCESS. AUTHORIZATION™! | To prevent access TOE assets in the HDD with
connecting the other HCDs, TOE will have
authorized access the HDD data.
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RITEZRAT:

A ACCESS.MANAGED

The TOE 1is located in a restricted or monitored
environment that provides protection from unmanaged
access to the physical components and data interfaces of
the TOE.

A.USER.TRAINING

TOE Users are aware of the security policies and
procedures of their organization, and are trained and

competent to follow those policies and procedures.

A.ADMIN.TRAINING

Administrators are aware of the security policies and
procedures of their organization, are trained and
competent to follow the manufacturer’s guidance and
documentation, and correctly configure and operate the

TOE in accordance with those policies and procedures.
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Administrators do not use their privileged access rights

for malicious purposes.
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KEETHEN SN CCIZHET DIEFEZ LI FIRT,

CC Common Criteria for Information Technology Security
Evaluation (&% = VU 7 ¢ 7l & %E)

CEM Common Methodology for Information Technology
Security Evaluation (% =V 7 3l 5iE)

EAL Evaluation Assurance Level GHE{&GEL L)

PP Protection Profile (m7 27 v a7 a7 7 A/L)

ST Security Target (¥ %= U7 4 ¥ —%> > )

TOE Target of Evaluation (FFli%}42)

TSF TOE Security Functionality (TOE& ¥ = U 7 ¢ f#E

A ECHEH SN TOE (BT K5 % LA FIrT,
MFP Multifunction Product (7 3 % V#EAHE)
HCD Hardcopy Device
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Hardcopy Device (HCD)

A system producing or utilizing a physical embodiment of
an electronic document or image. These systems include
printers, scanners, fax machines, digital copiers, MFPs
(multifunction  peripherals)) MFDs (multifunction

devices), “all-in-ones,” and other similar products.

TOE Owner

A person or organizational entity responsible for
protecting TOE assets and establishing related security

policies.

TSF Confidential Data

Assets for which either disclosure or alteration by a User
who is not an Administrator or the owner of the data
would have an effect on the operational security of the
TOE.

TSF Protected Data

Assets for which alteration by a User who is not an
Administrator or the owner of the data would have an

effect on the operational security of the TOE, but for

which disclosure is acceptable.

32



JISEC-CC-CRP-C0695-01-2020

U. ADMINISTRATOR

A User who has been specifically granted the authority to
manage some portion or all of the TOE and whose actions
may affect the TOE security policy (TSP). Administrators
may possess special privileges that provide capabilities to

override portions of the TSP.
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VE/SRAZFEIR LT2 0 T HFEHE,
U.NORMAL A User who 1s authorized to perform User Document Data

processing functions of the TOE

User Document Data

The asset that consists of the information contained in a

user’s document.

User Function Data

The asset that consists of the information about a user’s

document or job to be processed by the TOE.
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