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1.4.5 TOE OF| A&

A TOE OF|HFE (U.USER) 1X, LLFDOHERRZ /L—7" (authority groups) (T35SI ID,

® UNORMAL (— FIFH# / a normal user)
ARSI, RRRES VR C, B AR A R I ORI,

e UFAX (7777\4% HI7# / a fax user)
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2. WA Ik
AR ST XL F &=L 5,

2.1 CC A Tk
K ST BLOTOE S ZEETSCCONR—Vay  BLOAKR ST O CC/8—h2 BIUUS—F33#
AP, LTI EBYTHS,

CC Conformance: Common Criteria version: Version 3.1, Release 5,
Part 2 (CCMB-2017-04-002) Extended, and
Part 3 (CCMB-2017-04-003) Conformant.

2.2 PP EiE
A ST BLU TOE 2N &9 % PP UL FIRT LBV THD,
e PP 44 #F: Protection Profile for Hardcopy Devices

e PP /N— 521 1.0 dated September 10, 2015
e Errata: Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

A ST WIZEBWT, FRIZHTO DRV RY LA HLZ PP SRS,

2.3 NRolr—T R
A ST BELOTOE 1%, w7 —Vi A a EELZRN,

2.4 AR
A ST BELTOE 1E, PP MERTDHLL T DA 2L, PP OZERIiEY “Exact Conformance” Th
%o D7, TOE #ijlIL PP &—EL T\,
e Required Uses
* Printing, Scanning, Copying, Network communications, Administration
e Conditionally Mandatory Uses
» PSTN faxing, Storage and retrieval, Field-Replaceable Nonvolatile Storage
e Optional Uses

* (None)
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3. BXaUT EE

=
FR

AKE L, TOE DX 2T (i ElE EFT 5,

3.1 &

TOE (2% 3 5% % Table 3.1 (TR,

Table 3.1: 2

G2k

[==g==%
JEF%

An attacker may access (read, modify, or delete) User Document Data
or change (modify or delete) User Job Data in the TOE through one of
the TOE’s interfaces.

T.UNAUTHORIZED_ACCESS | yrug 213 TOE®D A2 47 2— 2 %361 C, TOENOFIFIE LT

T oA (I B, E TR | R Ve T —
B B (O IR T B LA,

T.TSF_COMPROMISE

An attacker may gain Unauthorized Access to TSF Data in the TOE
through one of the TOE’s interfaces.

W1t TOEDAL X T x=— A% T, TOENDTSFTF —H~D
RIEZR T 7B RAEAFHINH LAV,

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if the TOE is
permitted to operate.

TOED#AENZF Al SN HA . TSEORBAEINC L > T, ¥R 2T+
OEEZF|IZEZTHHLAZR,

T.UNAUTHORIZED UPDATE

An attacker may cause the installation of unauthorized software on the
TOE.

WEEH 1L, TOEICARIERY TN =T %A A=)V T D LIV
VY,

TNET COMPROMISE

An attacker may access data in transit or otherwise compromise the
security of the TOE by monitoring or manipulating network
communication.

WEE L, AN —JBEEZ T =X — L= EELTZ0 4 5L T,
EEFOTFT =T 7 BALIZY, TOEOY X 2T 22 EL-0T
DB LR,

3.2 Mk DOEX VT4
MR DX VT 4 F$1% Table 3.2 (Z/RT,

Table 3.2: fHfkDOEX2VT 178}

H R

===
FEF%

P.AUTHORIZATION

Users must be authorized before performing Document Processing and
administrative functions.

FIRE IR, SCEALEE K OVE B RE 2 AT 4D RNTAEIR 2 G- Sh/e
AUTIRBIRN,

P.AUDIT

Security-relevant activities must be audited and the log of such actions
must be protected and transmitted to an External IT Entity.

X VT ABET VT AT TR SN IERGT, 220D
T U arOud IS, INRIT= T4 T 4 ~IEES 2T R
AN SY VAN
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A FF

===
FEF%

The TOE must be able to identify itself to other devices on the LAN.

P.COMMS PROTECTION |TOE[Z, LAN EDOMDT SAREZI A F AR TS/l vt

Uy,

If the TOE stores User Document Data or Confidential TSF Data on
Field-Replaceable Nonvolatile Storage Devices, it will encrypt such data
on those devices.

PSTORAGE_ENCRYPTION | 1o 31l i S8 7 — 4 71 3B OTSF 7 — 4 BLHAC L T HEZR A

FRVEAR — DT NA ARG T D56 TOEIZZNLDT /SAA E
DZDIH7eT —HAEG k3528,

Cleartext keys, submasks, random numbers, or any other values that
contribute to the creation of encryption keys for Field-Replaceable
Nonvolatile Storage of User Document Data or Confidential TSF Data
must be protected from unauthorized access and must not be stored on
that storage device.

PKEY MATERIAL FIF A BT — 2 £ 3 DTSFF — & O A AT REZ R R4 56

MEARN =T D7D DRGSO AL R T 552557, SEX o, 7
< A7 L, FRITFOMOHLDAEIL, NIE/RT 7B ANLIRES
IR IUIZREI2N D3 DFD AR —T T NA A FIRIFESIL TR
frﬁb \O

PFAX_FLOW

If the TOE provides a PSTN fax function, it will ensure separation
between the PSTN fax line and the LAN.

TOEMNPSTNY 77 AREA TR L9254 . PSTNY 77 A[EHRELAND
Moy BlEARAET D,

3.3 RS,

TOE Offi [, 3EFIEIZ, Table 3.3 TR+ ABRENNE LS,

Table 3.3: RitRSf:

A B EFE

Physical security, commensurate with the value of the TOE and the data it stores
or processes, is assumed to be provided by the environment.

APHYSICAL \ 10B, R OTOBAMEAF £ AR5 7 — S DI R A~ 74 F ¥ =)
TAD, ZDOBREICL > THRIESN D Z &2 E T D,
The Operational Environment is assumed to protect the TOE from direct, public
access to its LAN interface.

ANETWORK

HEABREL. LANALH T 2= ADINERISDEAZED T 72 ADNSTOEZ %
HTHZLAAET D,

A TRUSTED_ADMIN

TOE Administrators are trusted to administer the TOE according to site security
policies.

TOEFHHL, YA Xl T FEHIUE > TTOEZE B9 5L, [FHHS T
(AN

A.TRAINED USERS

Authorized Users are trained to use the TOE according to site security policies.
PRSI E 1T, YA e 20 T4 TEHIAE > TTOEZE T2 X0 #H
A TD,
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4. BX2UT 4% 5K 7 E
AEX, BX 2T xR EHIB T DR IOV Tk 5,
HEHBREOBX 27 %K 7 #t% Table 4.1 1277,

Table 4.1: EHBREDO X 2T 65 78t

AP

[==g==%
JEF%

OE.PHYSICAL_PROTECTION

The Operational Environment shall provide physical security,
commensurate with the value of the TOE and the data it stores or
processes.

HHEBREEIX, TOE, X O'TOEAMRAF EI 1AL 57 — X OAfifiE |2 5
Bl X 2T 4 2R AL 2 TR B0,

OE.NETWORK PROTECTION

The Operational Environment shall provide network security to protect
the TOE from direct, public access to its LAN interface.

HEFBREEIT. LANAY A7 2= ADITIN DD ERED T 72 AN
TOEZ R T HI=DIZ Ry NI — 72X 2 U T 2R L2z i E e 7z
W,

OE.ADMIN_TRUST

The TOE Owner shall establish trust that Administrators will not use
their privileges for malicious purposes.

TOEFTA 1L, BHEEANZOMEREZEE DD B LN EN)
T v AVADA DR AN E VAN YA AN

OE.USER_TRAINING

The TOE Owner shall ensure that Users are aware of site security
policies and have the competence to follow them.

TOEFTA#H L. FIHZE DA NEX 20T 4 F#H2BRL . ZFIUTHED
N EEFFS TNDZEERFEL 72T iR 72 b7,

OE.ADMIN_TRAINING

The TOE Owner shall ensure that Administrators are aware of site
security policies and have the competence to use manufacturer’s
guidance to correctly configure the TOE and protect passwords and keys
accordingly.

TOEFTA H 1., WHE DY A MeF2 )7 AL, TOEZ IELL
RIEL, /AT —R LRSI RGE T DI SEE DA X 2%
IG5 BaF> TWAZ EARAELART T2 b7,
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5. yraEaL AR— R NERE
AR ST XL FOIEED R —FR M EFRET D, ZILHIE PP TERINTZDDODO—ETH D,

e FAU STG EXT — External Audit Trail Storage

e FCS CKM_EXT — Cryptographic Key Management

e FCS _HTTPS EXT — HTTPS selected

e FCS KYC EXT — Cryptographic Operation (Key Chaining)
e FCS RBG_EXT — Cryptographic Operation (Random Bit Generation)
e FCS TLS EXT — TLS selected

e FDP DSK EXT — Protection of Data on Disk

e FDP FXS EXT — Fax Separation

e FIA PMG_EXT — Password Management

e FPT KYP EXT — Protection of Key and Key Material

e FPT SKP EXT — Protection of TSF Data

o FPT TST EXT — TSF Testing

e FPT TUD EXT — Trusted Update

5.1 FAU STG_EXT Extended: External Audit Trail Storage

Family Behavior:
This family defines requirements for the TSF to ensure that secure transmission of audit data from TOE to
an External IT Entity.
Component leveling:
FAU STG EXT.1: External Audit Trail Storage 1]

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel implementing a
secure protocol.

Management:

The following actions could be considered for the management functions in FMT:
e The TSF shall have the ability to configure the cryptographic functionality.
Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

® There are no auditable events foreseen.
FAU_STG_EXT.1 Extended: Protected Audit Trail Storage
Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel

FAU _STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External
IT Entity using a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity which relies on a
non-TOE audit server for storage and review of audit records. The storage of these audit records and the
ability to allow the administrator to review these audit records is provided by the Operational Environment
in that case. The Common Criteria does not provide a suitable SFR for the transmission of audit data to an
External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class with a
single component.

5.2 FCS_ CKM_EXT Extended: Cryptographic Key Management

Family Behavior:
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This family addresses the management aspects of cryptographic keys. Especially, this extended component
is intended for cryptographic key destruction.

Component leveling:
FCS_CKM_EXT.4: Cryptographic Key Material Destruction H 4 ‘

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key materials
that are no longer needed are destroyed by using an approved method.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

® There are no auditable events foreseen.
FCS_CKM _EXT.4 Extended: Cryptographic Key Material Destruction
Hierarchical to: No other components.

Dependencies: [FCS _CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction
FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and
cryptographic critical security parameters when no longer needed.
Rationale:
Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer needed
are destroyed by using an approved method, and the Common Criteria does not provide a suitable SFR for
the Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure, and it is
therefore placed in the FCS class with a single component.

5.3 FCS_HTTPS EXT Extended: HTTPS selected

Family Behavior:

Components in this family define requirements for protecting remote management sessions between the
TOE and a Security Administrator. This family describes how HTTPS will be implemented. This is a new
family defined for the FCS Class.

Component leveling:

FCS_HTTPS_EXT.1: HTTPS selected 1]

FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented according to RFC 2818 and
supports TLS.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

e Failure of HTTPS session establishment
FCS_HTTPS _EXT.1 Extended: HTTPS selected
Hierarchical to: No other components.
Dependencies: FCS_TLS EXT.1 Extended: TLS selected
FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC 2818.
FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in FCS_TLS EXT.1.
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Rationale:

HTTPS is one of the secure communication protocols, and the Common Criteria does not provide a
suitable SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

54 FCS_KYC _EXT Extended: Cryptographic Operation (Key Chaining)

Family Behavior:

This family provides the specification to be used for using multiple layers of encryption keys to ultimately
secure the protected data encrypted on the storage.

Component leveling:
FCS_KYC_EXT.1: Key Chaining 1]

FCS_KYC_EXT Key Chaining, requires the TSF to maintain a key chain and specifies the characteristics
of that chain.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the

PP/ST:

e There are no auditable events foreseen.

FCS_KYC _EXT.1 Extended: Key Chaining

Hierarchical to: No other components.

Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF EXT.1 Cryptographic Operation (Key Derivation),
and/or
FCS_COP.1(f) Cryptographic operation (Key Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using a submask as the BEV
or DEK; intermediate keys originating from one or more submask(s) to the BEV or DEK
using the following method(s): [selection: key wrapping as specified in FCS_COP.1(e),
key combining as specified in FCS_SMC_EXT.1, key encryption as specified in
FCS_COP.1(f), key derivation as specified in FCS_KDF _EXT.1, key transport as
specified in FCS_COP.1(i)]] while maintaining an effective strength of [selection: 128
bits, 256 bits] .

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the characteristics of that

chain. However, the Common Criteria does not provide a suitable SFR for the management of multiple

layers of encryption key to protect encrypted data.

This extended component protects the TSF data using cryptographic algorithms, and it is therefore placed
in the FCS class with a single component.

5.5 FCS RBG EXT Extended: Cryptographic Operation (Random Bit
Generation)
Family Behavior:

This family defines requirements for random bit generation to ensure that it is performed in accordance
with selected standards and seeded by an entropy source.

Component leveling:
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FCS RBG EXT.1: Random Bit Generation H 1 ‘

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in accordance
with selected standards and seeded by an entropy source.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FCS_RBG_EXT.1 Extended: Random Bit Generation
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in accordance
with [selection: ISO/IEC 18031:2011, NIST SP 800-90A] using [selection: Hash_DRBG
(any), HMAC DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source that accumulates
entropy from [selection: [assignment: number of software-based sources] software-based
noise source(s), [assignment: number of hardware-based sources| hardware-based noise
source(s)] with a minimum of [selection: 128 bits, 256 bits] of entropy at least equal to

the greatest security strength, according to ISO/IEC 18031:2011 Table C.1 “Security
strength table for hash functions”, of the keys and hashes that it will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction, and the Common
Criteria does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in the FCS
class with a single component.

5.6 FCS TLS EXT Extended: TLS selected

Family Behavior:

This family addresses the ability for a server and/or a client to use TLS to protect data between a client and
the server using the TLS protocol.

Component leveling:
FCS_TLS_EXT.1: TLS selected 1]

FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as specified.
Management:

The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e Failure of TLS session establishment
FCS_TLS_EXT.1 Extended: TLS selected
Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
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FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following protocols [selection: 7LS 1.0
(RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC 5246)] supporting the following
ciphersuites:

Mandatory Ciphersuites:
TLS RSA WITH AES 128 CBC_SHA

Optional Ciphersuites:

[selection:
None
TLS RSA WITH AES 256 CBC SHA
TLS DHE RSA WITH AES 128 CBC SHA
TLS DHE RSA WITH AES 256 CBC SHA
TLS RSA WITH AES 128 CBC SHA256
TLS RSA WITH AES 256 CBC SHA256
TLS DHE RSA WITH AES 128 CBC SHA256
TLS DHE RSA WITH AES 256 CBC SHA256
TLS ECDHE RSA WITH AES 128 CBC SHA
TLS ECDHE RSA WITH AES 256 CBC SHA
TLS ECDHE ECDSA WITH AES 128 CBC SHA
TLS ECDHE ECDSA _WITH AES 256 CBC SHA
TLS ECDHE RSA WITH AES 128 CBC SHA256
TLS ECDHE RSA WITH AES 256 CBC SHA384
TLS ECDHE RSA WITH AES 128 GCM SHA256
TLS ECDHE RSA WITH AES 256_GCM SHA384
TLS ECDHE ECDSA _WITH AES 128 GCM_SHA256
TLS ECDHE ECDSA WITH AES 256 GCM SHA384
TLS ECDHE ECDSA WITH AES 128 CBC SHA256
TLS ECDHE ECDSA WITH AES 256 CBC SHA384

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does not provide a suitable
SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

5.7 FDP_DSK EXT Extended: Protection of Data on Disk

Family Behavior:
This family is to mandate the encryption of all protected data written to the storage.

Component leveling:
FDP_DSK_EXT.1: Protection of Data on Disk 1|

FDP_DSK_ EXT.1 Extended: Protection of Data on Disk, requires the TSF to encrypt all the Confidential
TSF and User Data stored on the Field-Replaceable Nonvolatile Storage Devices in order to avoid storing
these data in plaintext on the devices.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:
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e There are no auditable events foreseen.
FDP_DSK EXT.1 Extended: Protection of Data on Disk

Hierarchical to: No other components.

Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)
FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance with FCS COP.1(d), use

a self-encrypting Field-Replaceable Nonvolatile Storage Device that is separately CC certified to conform

to the FDE EE cPP ] such that any Field-Replaceable Nonvolatile Storage Device contains no plaintext
User Document Data and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user intervention.
Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any confidential data without user
intervention, and the Common Criteria does not provide a suitable SFR for the Protection of Data on Disk.

This extended component protects the Data on Disk, and it is therefore placed in the FDP class with a
single component.

5.8 FDP_FXS EXT Extended: Fax Separation

Family Behavior:

This family addresses the requirements for separation between Fax PSTN line and the LAN to which TOE
is connected.

Component leveling:

FDP_FXS EXT.1: Fax Separation H 1 ‘

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to create a network bridge
between a PSTN and a LAN to which TOE is connected.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FDP_FXS EXT.1 Extended: Fax separation
Hierarchical to: No other components.

Dependencies: No dependencies.

FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface, except
transmitting or receiving User Data using fax protocols.

Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the Common Criteria does not
provide a suitable SFR for the Protection of TSF or User Data.

This extended component protects the TSF Data or User Data, and it is therefore placed in the FDP class
with a single component.

5.9 FIA PMG_EXT Extended: Password Management

Family Behavior:

This family defines requirements for the attributes of passwords used by administrative users to ensure that
strong passwords and passphrases can be chosen and maintained.

Component leveling:
FIA_ PMG EXT.1: Password Management H 1 ‘
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FIA_PMG _EXT.1 Password management requires the TSF to support passwords with varying
composition requirements, minimum lengths, maximum lifetime, and similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.
Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:
e There are no auditable events foreseen.
FIA_PMG _EXT.1 Extended: Password management
Hierarchical to: No other components.
Dependencies: No dependencies.
FIA PMG EXT.1.1 The TSF shall provide the following password management capabilities
for User passwords:

e Passwords shall be able to be composed of any combination of upper and lower case letters, numbers,
and the following special characters: [selection: /", “@ ", “#”, “8”, “%”, “~" “&”, “*” “(" )",
[assignment: other characters 1];

e Minimum password length shall be settable by an Administrator, and have the capability to require
passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the endpoints of communication, and
the Common Criteria does not provide a suitable SFR for the Password Management.

This extended component protects the TOE by means of password management, and it is therefore placed
in the FIA class with a single component.

5.10FPT _KYP EXT Extended: Protection of Key and Key Material

Family Behavior:

This family addresses the requirements for keys and key materials to be protected if and when written to
nonvolatile storage.
Component leveling:

FPT KYP_ EXT.1: Protection of key and key material H 1 ‘

FPT_KYP_EXT.1 Extended: Protection of key and key material, requires the TSF to ensure that no
plaintext key or key materials are written to nonvolatile storage.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FPT_KYP _ EXT.1 Extended: Protection of Key and Key Material
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP_EXT.1.1 The TSF shall not store plaintext keys that are part of the keychain
specified by FCS_KYC EXT.1 in any Field-Replaceable Nonvolatile Storage Device, and not store any
such plaintext key on a device that uses the key for its encryption.

Rationale:
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Protection of Key and Key Material is to ensure that no plaintext key or key material are written to
nonvolatile storage, and the Common Criteria does not provide a suitable SFR for the protection of key
and key material.

This extended component protects the TSF data, and it is therefore placed in the FPT class with a single
component.

5.11 FPT _SKP EXT Extended: Protection of TSF Data

Family Behavior:

This family addresses the requirements for managing and protecting the TSF data, such as cryptographic
keys. This is a new family modelled as the FPT Class.

Component leveling:
FPT_SKP_EXT.1: Protection of TSF Data 1]

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires preventing symmetric
keys from being read by any user or subject. It is the only component of this family.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FPT_SKP_EXT.1 Extended: Protection of TSF Data
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys,
and private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are protected
securely, and the Common Criteria does not provide a suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication using Pre-shared Key, and it
is therefore placed in the FPT class with a single component.

5.12FPT TST EXT Extended: TSF Testing

Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct operation.

Component leveling:
FPT_TST EXT.1: TSF testing 1]

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up in order to
demonstrate correct operation of the TSF.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FPT_TST_EXT.1 Extended: TSF testing
Hierarchical to: No other components.

©2020, >+—7#24, (Sharp Corp.), all rights reserved. 26



Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to
demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not provide a
suitable SFR for the TSF testing. In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single
component.

5.13FPT TUD_EXT Extended: Trusted Update

Family Behavior:

This family defines requirements for the TSF to ensure that only administrators can update the TOE
firmware/software, and that such firmware/software is authentic.

Component leveling:
FPT TUD EXT.!: Trusted Update 1]

FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.
Management:

The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:
e There are no auditable events foreseen.
FPT_TUD_EXT.1 Trusted Update
Hierarchical to: No other components.
Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.
FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE using
a digital signature mechanism and [selection: published hash, no other functions | prior to
installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable SFR for
the management of firmware/software. In particular, there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single
component.
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FAU GEN.1 Audit data generation (for O.AUDIT)
Hierarchical to: No other components.
Dependencies: FPT _STM.1 Reliable time stamps
FAU GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:
a) Start-up and shutdown of the audit functions;
b) All auditable events for the not specified level of audit; and
c) All auditable events specified in Table 6.1, [and Table 6.2].
FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:
a) Date and time of the event, type of event, subject identity (if applicable), and the
outcome (success or failure) of the event; and
b) For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, additional information specified in Table 6.1, [and

Table 6.2].
Table 6.1: Auditable Events the PP Requires
Auditable event Relevant SFR | Additional information
Job completion / Ya7 DT FDP_ACF.1 Type of job / ~a~7 i}l
Unsuccessful User authentication / FFFFRFERE | FIA UAU.1 None
Unsuccessful User identification / 1) Fi & 3551 2B FIA UID.1 None
Use of management functions / & EFEREDF| A FMT_SMF.1 None
Modification to the group of Users that are part of a
role /| ZHID—HTHHRITE N —F DRE FMT_SMR.1 | None
Changes to the time / BRFZ|DEE FPT_STM.1 None
FTP_ITC.1, .
Failure to establish session / &z al HESLD IR FTP_TRP.1(a), I;)e;ézg for failure / R
FTP_TRP.1(b)

Note: AR FLRITAHARIEFRENBES T A RREL TI OO HRLHRT,
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Table 6.2: Auditable Events this ST Provides

Auditable event Relevant SFR Additional information

Software update / 7 P T T 77— FPT TUD EXT.1 |#lH/N—Tay

FAU GEN.2 User identity association
Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

FAU GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able to
associate each auditable event with the identity of the user that caused the event.

FAU STG _EXT.1 External Audit Trail Storage (for O.AUDIT)
Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation
FTP_ITC.1 Inter-TSF trusted channel.

FAU STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External IT Entity
using a trusted channel according to FTP_ITC.1.

6.2.2 WZH FCS Z{f:

ARHITIE, PP BEDDHHMZEHERIZEIHS FCS (Cryptographic Support / B 5578 —hk) 7T ADHEE
FARLIR T %, M 6.2.9,6.2.11, 6.2.12 LT 6.2.13 DFHITHL —HD FCS ZAE0 D5,

FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys) (for
O0.COMMS PROTECTION)

Hierarchical to: No other components.
Dependencies: [ -

FCS_COP.1(b) Cryptographic Operation (for signature generation/ verification)

FCS_COP.1(i) Cryptographic operation (Key Transport)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_CKM.1.1(a) Refinement: The TSF shall generate asymmetric cryptographic keys used for key

establishment in accordance with [NIST Special Publication 800-56B,
“Recommendation for Pair-Wise Key Establishment Schemes Using Integer
Factorization Cryptography” for RSA-based key establishment schemes] and specified
cryptographic key sizes equivalent to, or greater than, a symmetric key strength of
112 bits.

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys) (for
0.COMMS_ PROTECTION, O.STORAGE_ENCRYPTION)

Hierarchical to: No other components.

Dependencies: [ECS—CKM2-Cryptosraphickey-distribution;-er
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(d) Cryptographic Operation (AES Data Encryption/Decryption)
FCS_COP.1(e) Cryptographic Operation (Key Wrapping)
FCS_COP.1(f) Cryptographic operation (Key Encryption)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
FCS_COP.1(h) Cryptographic Operation (for keyed-hash message authentication)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_CKM.1.1(b) Refinement: The TSF shall generate symmetric cryptographic keys using a Random
Bit Generator as specified in FCS_RBG_EXT.1 and specified cryptographic key
sizes [128bit, 256 bit] that meet the following: No Standard.
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FCS_CKM_EXT.4 Cryptographic Key Material Destruction (for O.COMMS PROTECTION,
O.STORAGE ENCRYPTION, O.PURGE DATA)
Hierarchical to: No other components.
Dependencies: [FCS CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and
cryptographic critical security parameters when no longer needed.

FCS_CKM.4 Cryptographic key destruction (for O.COMMS_ PROTECTION,
O.STORAGE ENCRYPTION, O.PURGE DATA)
Hierarchical to: No other components.
Dependencies: [FCS CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS _CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM.4.1 Refinement: The TSF shall destroy cryptographic keys in accordance with a specified
cryptographic key destruction method [
® For volatile memory, the destruction shall be executed by [ powering off a device,
[ single overwrite consisting of a pseudo-random pattern using the simple bit
operation | |.
o For nonvolatile storage, the destruction shall be executed by a [ single | overwrite of
key data storage location consisting of [ a pseudo random pattern using the TSF’s
RBG (as specified in FCS_ RBG_EXT.1), a static pattern |, followed by a [ none |. If
read-verification of the overwritten data fails, the process shall be repeated again;
] that meets the following: [ no standard |.

FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption) (for
O0.COMMS PROTECTION)

Hierarchical to: No other components.

Dependencies: [EPPIJFCHmportofuserdata-withoutseeurityattributes;-or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS_COP.1.1(a) Refinement: The TSF shall perform encryption and decryption in accordance with a
specified cryptographic algorithm AES operating in [ CBC mode, GCM mode | and
cryptographic key sizes 128-bits and 256-bits that meets the following:

o FIPS PUB 197, “Advanced Encryption Standard (AES)”
o [ NIST SP 800-38A4, NIST SP 800-38D |

FCS_COP.1(b) Cryptographic Operation (for signature generation/verification) (for
O.UPDATE_VERIFICATION, O.COMMS PROTECTION)

Hierarchical to: No other components.

Dependencies:  [EDPATCHmpertofuscrdata-withoutsceurity-attributes,-or
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)]
FCS CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS_COP.1.1(b) Refinement: The TSF shall perform cryptographic signature services in accordance
with a /
o Digital Signature Algorithm (DSA) with key sizes (modulus) of | 2048 or 3072 bits ]
o RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of | 2048 or 3072
bits |
o Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of [ 256, 384, or
521 bits |
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/ that meets the following /
o FIPS PUB 186-4, “Digital Signature Standard”

® The TSF shall implement “NIST curves” P-256, P384 and [ P521 ] (as defined in
FIPS PUB 186-4, “Digital Signature Standard”).

7.

FCS_RBG_EXT.I Cryptographic Operation (Random Bit Generation) (for
O.STORAGE_ENCRYPTION and O.COMMS PROTECTION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in accordance
with [/ NIST SP 800-90A ] using [ CTR_DRBG (AES) |.

FCS RBG_EXT.1.2 The deterministic RBG shall be seeded by at least one entropy source that
accumulates entropy from [ | single | hardware-based noise source | with a minimum of
[ 256 bits | of entropy at least equal to the greatest security strength, according to
ISO/IEC 18031:2011 Table C.1 “Security Strength Table for Hash Functions”, of the keys
and hashes that it will generate.

6.2.3 WZE FDP %4

AEITIL, PP NED L MZE IR IZB 52 FDP (User Data Protection / Fll H# 7 — 2 {%:#) 77 2D
RS2 30 R 15, filZ 6.2.9 BER 6.2.10 DEEIITH—ED FDP Ei:038:5,

FDP_ACC.1 Subset access control (for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: FDP_ACEF.1 Security attribute based access control

FDP_ACC.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP on subjects,

objects, and operations among subjects and objects specified in Table 6.3 and Table
6.4.

FDP_ACF.1  Security attribute based access control (for O.ACCESS _CONTROL and
O.USER_AUTHORIZATION)

Hierarchical to: No other components.

Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

FDP_ACF.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to objects based
on the following: subjects, objects, and attributes specified in Table 6.3 and Table 6.4.

FDP_ACF.1.2 Refinement: The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules governing access
among controlled subjects and controlled objects using controlled operations on
controlled objects specified in Table 6.3 and Table 6.4.

FDP_ACF.1.3 Refinement: The TSF shall explicitly authorise access of subjects to objects based on the
following additional rules: [ none |.

FDP _ACF.1.4 Refinement: The TSF shall explicitly deny access of subjects to objects based on the
following additional rules: [ none |.
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Table 6.3: D.USER.DOC Access Control SFP

“Create” “Read” “Modify” “Delete”
_ Operation: Submit a dqcument View image or Release| Modify stored| Delete stored
Print to be printed printed output document document
Job owner (note 1)
U.ADMIN
U.FAX, UNORMAL denied denied denied
Unauthenticated denied denied denied denied
o Operation: Submit a docyment View scanned image Moafijfv stored Delgte stored
can for scanning image image
Job owner (note 2)
U.ADMIN denied denied
U.FAX, UNORMAL denied denied denied
Unauthenticated denied denied denied denied
%) . \Submit a document| View scanngd image or Modify stored| Delete stored
)peration. . Release printed copy . ;
Ty for copying output image image
Job owner (note 2)
U.ADMIN denied denied
U.FAX, UNORMAL denied denied denied
Unauthenticated denied denied denied denied
%) tion: Submit a document Vi di Modlify stored| Delete stored
Fax send peranon-1-, send as a fax tew scanned image image image
Job owner (note 2)
U.ADMIN denied denied
U.FAX, UNORMAL denied denied denied
Unauthenticated denied denied denied denied
Fax Operation: Receive a qu and RVelleeV;ﬁl );;lf’z?;ttleg;/%’;c Modiﬁ{ inzlage Delete im;ge
teceive store it output of received fax|of received fax
Fax owner (note 3) denied
U.ADMIN, U.FAX (note 4) denied
UNORMAL (note 4) denied denied denied
Unauthenticated denied denied denied
Storage / %) tion:| s d Retrieve stored Modify stored| Delete stored
retrieval peration. | Store document document document document
Job owner (note 1)
U.ADMIN
U.FAX, UNORMAL denied denied denied
Unauthenticated denied denied denied denied
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Table 6.4: D.USER.JOB Access Control SFP

“Create” “Read” “Modify” “Delete”
Print Operation: | Create print job View p r;g;queue/ Modify print job|Cancel print job
Job owner (note 1) denied
U.ADMIN denied
U.FAX, UNORMAL denied denied
Unauthenticated denied denied denied denied
Scan Operation: | Create scan job View SC;ZO’;S[M”S / Modify scan job|Cancel scan job
Job owner (note 2) denied
U.ADMIN denied
U.FAX, UNORMAL denied denied
Unauthenticated denied denied denied denied
Clapy Operation: | Create copy job View col;; )Zg status / Modify copy job|Cancel copy job
Job owner (note 2) denied
U.ADMIN denied
U.FAX, UNORMAL denied denied
Unauthenticated denied denied denied denied
Operation-| €reate fax send | View fax job queue /| Modify fax send | Cancel fax send
Fax send peration. job log job job
Job owner (note 2) denied
U.ADMIN denied
U.FAX, UNORMAL denied denied
Unauthenticated denied denied denied denied
Fax Operation-|  Create fax View fax receive Modify fax Cancel fax
receive perauon- | eive job status / log receive job receive job
Fax owner (note 3) denied denied
U.ADMIN, U.FAX (note 4) denied denied
UNORMAL denied denied denied
Unauthenticated denied denied denied denied
Storage / Operation: Create storage /| View storage/ |Modify storage /|\Cancel storage
retrieval | retrieval job retrieval log retrieval job retrieval job
Job owner (note 1) denied
U.ADMIN denied
U.FAX, UNORMAL denied denied
Unauthenticated denied denied denied denied

Note 1: Job Owner is identified by a credential or assigned to an authorized User as part of the process of
submitting a print or storage Job.

Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a scan, copy, fax
send, or retrieval Job.

Note 3: Job Owner of received faxes is assigned by default or configuration. Minimally, ownership of
received faxes is assigned to a specific user or U ADMIN role.

Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by Users of the TOE.

6.2.4 WZH FIA 24

AEHITIL, PP DNEDH LM HIRIZEIS FIA (Identification and Authentication /

MEBE A 20 35, T 6.2.12 Hiloth D FIA BN HA,

FIA AFL.1

Hierarchical to: No other components.

Dependencies:
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FIA AFL.1.1  The TSF shall detect when / [ 3 ] / unsuccessful authentication attempts occur related to
[ the unsuccessful user (including administrator) internal authentication attempts
following the last successful authentication ].

FIA AFL.1.2  When the defined number of unsuccessful authentication attempts has been / met ], the
TSF shall [
o Unsuccessful authentication reached three times: Reception of authentication trials
stops for five minutes
o Five minutes later after stopping: the number of times authentication was
unsuccessful is cleared, and the reception of authentication trials is recovered

1.

FIA_ATD.1  User attribute definition (for O.USER _AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA ATD.1.1  The TSF shall maintain the following list of security attributes belonging to individual
users: [ FYFHE R4, HERZIL—T].

FIA_ PMG_EXT.1 Password Management (for O.USER 1&A)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_ PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:

e Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [ “!'”, “@”, “#”, “§7, “%”, “*”,
“&”, “EFV0 4% 97 | no other characters | J;

e Minimum password length shall be settable by an Administrator, and have the capability
to require passwords of 15 characters or greater;

FIA UAU.1 Timing of authentication (for O.USER 1&A)
Hierarchical to: No other components.
Dependencies: FIA UID.1 Timing of identification

FIA UAU.1.1 Refinement: The TSF shall allow [

® Receive fax data from PSTN
] on behalf of the user to be performed before the user is authenticated.

FIA UAU.1.2 The TSF shall require each user to be successfully authenticated before allowing any
other TSF-mediated actions on behalf of that user.

FIA UAU.7 Protected authentication feedback (for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA UAU.1 Timing of authentication

FIA UAU.7.1 The TSF shall provide only [ substitute characters as many as ones that are provided |
to the user while the authentication is in progress.

FIA UID.1  Timing of identification (for O.USER I&A and O.ADMIN ROLES)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA UID.1.1  Refinement: The TSF shall allow [
® Receive fax data from PSTN
] on behalf of the user to be performed before the user is identified.

FIA _UID.1.2  The TSF shall require each user to be successfully identified before allowing any other
TSF-mediated actions on behalf of that user.
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FIA USB.1  User-subject binding (for O.USER_1&A)
Hierarchical to: No other components.
Dependencies: FIA_ATD.1 User attribute definition
FIA USB.1.1  The TSF shall associate the following user security attributes with subjects acting on the
behalf of that user: [ FHE 14, IR IL—7].

FIA_USB.1.2  The TSF shall enforce the following rules on the initial association of user security
attributes with subjects acting on the behalf of users: [ no rules .

FIA USB.1.3 The TSF shall enforce the following rules governing changes to the user security
attributes associated with subjects acting on the behalf of users: [ no rules ].

6.2.5 WVZH FMT 344

ARHITlE, PP BEDDHMEHRIZE IS FMT (Security Management / £ 7 (4 BL) 77 ADHERE
P aseh 32,

FMT MOF.1 Management of security functions behavior (for O.ADMIN_ ROLES)
Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT MOF.1.1 Refinement: The TSF shall restrict the ability to / enable ] the functions [
o Initialize Private Data / Data in Machine (TN &5 & ONEBEPY > — 5 D ETHIHE)
] to U ADMIN.

FMT MSA.1 Management of security attributes (for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control;-er
EDPJEC - Subsctinformation-low-control]
FMT_SMR.1 Security roles
FMT_SMEF.1 Specification of Management Functions
FMT _MSA.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to restrict the
ability to / query, modify, delete, | create | ] the security attributes [ Security attributes
specified in Table 6.5 | to [ Authorised roles specified in Table 6.5 ].

Table 6.5: List of Security attributes

Security attributes Operation Authorised roles
IEERAFFHZE DFIFZE 22 1>4 | create, modify, delete U.ADMIN
create, modify, delete U.ADMIN
BB AEFIHE DR 7L — 7 U.ADMIN, the owning
query U.NORMAL

FMT _MSA.3 Static attribute initialization (for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

Hierarchical to: No other components.

Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT _MSA.3.1 Refinement: The TSF shall enforce the User Data Access Control SFP to provide
[ restrictive | default values for security attributes that are used to enforce the SFP.

FMT _MSA.3.2 Refinement: The TSF shall allow the [ no role ] to specify alternative initial values to
override the default values when an object or information is created.

FMT MTD.1 Management of TSF data (for O.ACCESS_CONTROL)
Hierarchical to: No other components.
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Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT MTD.1.1 Refinement: The TSF shall restrict the ability to perform the specified operations on
the specified TSF Data to the roles specified in Table 6.6.

Table 6.6: Management of TSF Data

TSF Data Operation Authorised role(s)

= 0 - create, delete U.ADMIN
PRBEBALFUEE 27 —F modify U.ADMIN, the owning UNORMAL

BRI — P modify U.ADMIN

R A= modify U.ADMIN

A 11/#%) modify U.ADMIN

BB R EERE query, modify U.ADMIN

B Bja2" 7o M query, modify U.ADMIN

TR create, modify, delete U.ADMIN

FRAF Y — N —RIE create, modify, delete U.ADMIN

IPTFLRFIE modify U.ADMIN

AX—NVEIEV —N—RE query, modify U.ADMIN

RXF I —HE 7 77— AP T modify U.ADMIN

FY M7 7 — AT T modify U.ADMIN

e
Mggﬁ@,%?;"fi@”fgp modify U.ADMIN
T AT 7 — AT modify U.ADMIN

FMT _SMF.1 Specification of Management Functions (for O.USER _AUTHORIZATION,
O.ACCESS_CONTROL, and O.ADMIN ROLES)

Hierarchical to: No other components.
Dependencies: No dependencies.

FMT SMF.1.1 Refinement: The TSF shall be capable of performing the following management
functions: [ management functions specified in Table 6.7, Table 6.8, Table 6.9, and
Table 6.10 ].
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Table 6.7: List of Management Functions Provided by the TSF (1)

HEREZL/F/SFR B PEHHE/management functions {5 /notes
FAU GEN.1 None
FAU GEN.2  |None —
FAU STG EXT.1 p &V EEEORE s S AE I X TLSHE L [
FCS CKM.1(a) |None —
FCS CKM.1(b) [None —
FCS_CKM_EXTA4 |+ il NG OAREN T —Z D11k —
FCS_CKM.4 | fHANTEHRE OAENT —2 DI —
FCS COP.1(a) |None —
FCS COP.1(b) |None —
FCS RBG EXT.1 |None —
FDP ACC.1  |None —
FDP ACF.1  |None HIRAZRFF AT AR OFLIZR L
FIA AFL.1 None BEET 7 a1 EE
© V‘JiﬂutunftﬁJﬂq%@y_(f%
FIA_ATDl ° Wﬂﬁmunﬁ*”ﬁﬁ%o)%ﬁﬂyﬂ/‘—7 @ﬁﬁ o
FIA_ PMG _EXT.1 p /SR —FROEH —
o Sk RRAE S D2 B
FIA UAU.1 | §BREY— /" —DFXE FARERTT 7 > a AL [E E
s NEBFRREFI I S AY — RO T
FIA UAU.7  [None —
o ik DI RERIE )T D28
o — — *”"_'_’
FIA_UID.1 ‘I;:J'LEB:’: F.E; Hﬂ(g‘ IR HBIRTT 7 R EE
i Wnﬂmu FIEF %%Dy A4 @BTE
FIA USB.I  |None PV NEMETEE
Table 6.8: List of Management Functions Provided by the TSF (2)
BERE Z4F/SFR & PIFKHE/management functions 17 /notes
FMT MOF.1  |None wET N —T 1L E
FMT MSA.1  |None wET —7 IRRNEE E
BRI N—T T THIVRRIE,
FMT _MSA.3 None B RN EE
FMT MTD.l  |None wENT N —T 1L E
FMT SMFE.1  |None —
FMT SMR.1 | #ERRZ NV —T D —
FPT SKP EXT.l |None —
FPT STM.1 | HA/FREZ DR E —
FPT TST EXT.1 |None —

FPT TUD EXT.I

o 77— T DB

FTA SSL3 ¢ HEWRZTUMMFHORE —
FTP ITC.1 None —
FTP TRP.1(a) |None —
FTP TRP.1(b) |None —
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Table 6.9: List of Management Functions Provided by the TSF (3)

HEREZL/F/SFR & PEFHE/management functions {5 /notes
FPT KYP EXT.1 |None —

FCS KYC EXT.1 |None —

FDP DSK EXT.1 |None —

FDP FXS EXT.l1 [None —

FCS COP.1(d) |None —

FCS COP.I(f) [None —

FCS TLS EXT.1 |None —

FCS HTTPS EXT.1|None —

FCS COP.1(c) |None —

Table 6.10: List of Management Functions Provided by the TSF (4)

HEREZLIF/SFR & PEFHE/management functions {5 /notes

— e TRV AMRDE B —

— o IPT RV ADRTE —

— o A— LIR[F— /N — DX E —

e

FMT SMR.1 Security roles (for O.ACCESS CONTROL. O.USER_AUTHORIZATION, and
O.ADMIN ROLES)

Hierarchical to: No other components.

Dependencies: FIA UID.1 Timing of identification
FMT SMR.1.1 Refinement: The TSF shall maintain the roles U ADMIN, UUNORMAL.
FMT_SMR.1.2 The TSF shall be able to associate users with roles.

6.2.6 W-JH FPT {4

AKEITIL, PP NEDDMIEH BB FPT (Protection of the TSF / TSF DR#) 77 ADFEREEA}:
AR T 5, il 6.2.9 HilZh—H8D FPT EE13 DD,

FPT SKP_EXT.I Protection of TSF Data (for O.COMMS PROTECTION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT SKP EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private
keys.

FPT STM.1 Reliable time stamps (for O.AUDIT)
Hierarchical to: No other components.
Dependencies: No dependencies.
FPT STM.1.1 The TSF shall be able to provide reliable time stamps.

FPT TST EXT.1 TSF testing (for O.TSF _SELF TEST)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT _TST EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to
demonstrate the correct operation of the TSF.

FPT TUD_EXT.1 Trusted Update (for O.UPDATE VERIFICATION)
Hierarchical to: No other components.

Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation / verification)
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
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FPT TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.

FPT TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.

FPT TUD_ EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE using
a digital signature mechanism and [ no other functions | prior to installing those updates.

6.2.7 W.ZE FTA 44

AHiITIX, PP 2NED D MZE IR FTA (TOE Access / TOE 77 % R) 77 ADREREEA: A4 Rk
—é—éo

FTA SSL.3  TSF-initiated termination (for O.USER 1&A)
Hierarchical to: No other components.
Dependencies: No dependencies.
FTA SSL.3.1 The TSF shall terminate an interactive session after a [ user inactivity for:
® 240 seconds or shorter, specified by U ADMIN, for sessions via the operation panel
© 300 seconds, for sessions via web interfaces

1.

6.2.8 W.JH FTP {4

AHITlL, PP 2SED D MZE HSIZ B2 FTP (Trusted Paths/Channels / /&3 HE/ SA/F v KIL) FT A
DO Re B AR T 5,

FTP _ITC.1  Inter-TSF trusted channel (for O.COMMS PROTECTION, O.AUDIT)
Hierarchical to: No other components.

Dependencies: [FCS _IPSEC EXT.1 Extended: IPSEC selected, or
FCS_TLS EXT.1 Extended: TLS selected, or
FCS _SSH _EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_ITC.1.1  Refinement: The TSF shall use / TLS ] to provide a trusted communication channel
between itself and authorized IT entities supporting the following capabilities:
[ authentication server, | audit log server, fip server, mail server | ] that is logically
distinct from other communication channels and provides assured identification of its end
points and protection of the channel data from disclosure and detection of modification
of the channel data.

FTP _ITC.1.2  Refinement: The TSF shall permit the TSF, or the authorized IT entities, to initiate
communication via the trusted channel.

FTP _ITC.1.3  Refinement: The TSF shall initiate communication via the trusted channel for
[ authentication service, audit log service, ftp service, mail service ].

FTP_TRP.1(a) Trusted path (for Administrators) (for O.COMMS PROTECTION)
Hierarchical to: No other components.

Dependencies: [FCS IPSEC EXT.1 Extended: IPSEC selected, or
FCS_TLS EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS HTTPS EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(a) Refinement: The TSF shall use / TLS, TLS/HTTPS | to provide a trusted
communication path between itself and remote administrators that is logically distinct
from other communication paths and provides assured identification of its end points and
protection of the communicated data from disclosure and detection of modification of
the communicated data.
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FTP_TRP.1.2(a) Refinement: The TSF shall permit remote administrators to initiate communication via
the trusted path.

FTP_TRP.1.3(a) Refinement: The TSF shall require the use of the trusted path for initial administrator
authentication and all remote administration actions.

FTP_TRP.1(b) Trusted path (for Non-administrators) (for O.COMMS PROTECTION)
Hierarchical to: No other components.

Dependencies: [FCS_IPSEC EXT.1 Extended: IPSEC selected, or
FCS _TLS EXT.1 Extended: TLS selected, or
FCS _SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS _EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(b) Refinement: The TSF shall use / TLS, TLS/HTTPS | to provide a trusted
communication path between itself and remote users that is logically distinct from other
communication paths and provides assured identification of its end points and protection
of the communicated data from disclosure and detection of modification of the
communicated data.

FTP_TRP.1.2(b) Refinement: The TSF shall permit / remote users | to initiate communication via the
trusted path.

FTP_TRP.1.3(b) Refinement: The TSF shall require the use of the trusted path for initial user
authentication and all remote user actions.

6.2.9 FMHATEVZEEALT Bl
AREITIL, PP WEDDGAEAENF RO | BIHIAS W 7T REZ AR INMEA L — D F 3 2 L OF
BT — B AMERE B 2 TR 45, MC 6.2.11 filCh . AEIC R AHEREE D I B D,

FPT KYP_EXT.1 Protection of Key and Key Material (for O.KEY MATERIAL)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT KYP_EXT.1.1 Refinement: The TSF shall not store plaintext keys that are part of the keychain
specified by FCS KYC EXT.1 in any Field-Replaceable Nonvolatile Storage Device.

FCS_KYC_EXT.1 Key Chaining (for O.STORAGE _ENCRYPTION)
Hierarchical to: No other components.

Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(f) Cryptographic operation (Key Encryption),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),
and/or
FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: / intermediate keys originating from one or
more submask(s) to the BEV or DEK using the following method: [ key encryption as
specified in FCS_COP.1(f) | ] while maintaining an effective strength of / 256 bits ].

FDP_DSK EXT.1 Protection of Data on Disk (for O.STORAGE _ENCRYPTION)
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption).

FDP_DSK EXT.1.1 The TSF shall / perform encryption in accordance with FCS_COP.1(d) ] such that
any Field- Replaceable Nonvolatile Storage Device contains no plaintext User Document
Data and no plaintext Confidential TSF Data.

FDP_DSK EXT.1.2 The TSF shall encrypt all protected data without user intervention.
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6.2. 10 5 F &V ZE 5 B2
AEITIL, PP BNED IS E VB AIEDH S PSTN 777 A - % NI — 7 B D43 EE I B DRk e
AR5,

FDP_FXS EXT.1 Fax separation (for O.FAX NET SEPARATION)
Hierarchical to: No other components.
Dependencies: No dependencies

FDP_FXS EXT.1.1 The TSF shall prohibit communication via the fax interface, except transmitting or
receiving User Data using fax protocols.

6.2.1 18R ~— M D]
AEITIL, PP NED LR AR —AFMEDHE | BLHIASHR A RE/ R ARFHIENEA R — VT A 2 O
DOF —H b A RE B TR T 5, T 6.2.9 Hilch . AR T AMEBEE DO — 2355,

FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption) (for O.
STORAGE ENCRYPTION)

Hierarchical to: No other components.

Dependencies:  [EDPATCHmpertofuscr-data-withoutsceurity-attributes,-or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS_COP.1.1(d) The TSF shall perform data encryption and decryption in accordance with a specified
cryptographic algorithm AES used in / CBC ] mode and cryptographic key sizes / 256
bits | that meet the following: AES as specified in ISO/IEC 18033-3, / CBC as specified
in ISO/IEC 10116 ].

FCS_COP.1(f) Cryptographic operation (Key Encryption) (selected from FCS_ KYC EXT.1.1)
Hierarchical to: No other components.

Dependencies:  [EDPATCHmpertofuscrdata-withoutsceurity-attributes,-or

EBPIFCc 2 mpertefuser-data-with-seeurityatiributes;or
FCS _CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS _CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS_COP.1.1(f) Refinement: The TSF shall perform key encryption and decryption in accordance with
a specified cryptographic algorithm AES used in / CBC | mode and cryptographic key
sizes [ 256 bits | that meet the following: AES as specified in ISO/IEC 18033-3, / CBC
as specified in ISO/IEC 10116 ].

6.2.12 R~ — R D2
REICIE, PP WED DRI —RFEEDH L, ST 0IE 1B A RE B2 Rk 5,

FCS_TLS EXT.I TLS selected (selected in FTP_ITC.1.1, FTP_TRP.1.1)

Hierarchical to: No other components.
Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)
FCS_TLS _EXT.1.1 The TSF shall implement one or more of the following protocols / TLS 1.2 (RFC
5246) ] supporting the following ciphersuites:
Mandatory Ciphersuites:
o TLS RSA WITH AES 128 CBC _SHA
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Optional Ciphersuites:

[

o TLS RSA_WITH AES_256_CBC_SHA

o TLS RSA_WITH AES 128 CBC SHA256

o TLS RSA_WITH AES_256_CBC SHA256

e TLS ECDHE RSA_WITH AES_128 CBC SHA256
o TLS ECDHE _RSA_WITH AES_256_CBC SHA384
o TLS ECDHE RSA_WITH AES 128 GCM_SHA256
o TLS ECDHE RSA_WITH AES_256 GCM_SHA384

]

FCS _HTTPS EXT.1 HTTPS selected (selected in FTP_ITC.1.1, FTP_TRP.1.1)

Hierarchical to: No other components.

Dependencies: FCS_TLS EXT.1 Extended: TLS selected
FCS HTTPS EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC 2818.
FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in FCS_TLS EXT.1.

FCS _COP.1(g) Cryptographic Operation (for keyed-hash message authentication) (selected with
FCS_IPSEC _EXT.1.4)

Hierarchical to: No other components.

Dependencies:  [EDPATCHmpertofuscr-data-withoutsceurity-attributes,-or

EBPIFCc 2 mpertefuser-data-with-seeurityatiributes,or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS _CKM _EXT.4 Extended: Cryptographic Key Material

FCS_COP.1.1(g) Refinement: The TSF shall perform keyed-hash message authentication in accordance
with a specified cryptographic algorithm HMAC-/SHA-1, SHA-256, SHA-384], key size
[ 160, 256, 384 ], and message digest size [ 160, 256, 384 ] bit that meet the following:
FIPS PUB 198-1, "The Keyed-Hash Message Authentication Code, and FIPS PUB
180-3, “Secure Hash Standard.”

6.2.13 IR~ —RFEAf: D3
REITIL, PP NEDDEIRAR—RFEEDH S | EEET > 7T — NI B ARREE 230 5,

FCS_COP.1(c) Cryptographic operation (Hash Algorithm) (selected in FPT TUD_ EXT.1.3)
Hierarchical to: No other components.
Dependencies: No dependencies

FCS _COP.1.1(c) Refinement: The TSF shall perform cryptographic hashing services in accordance
with [ SHA-1, SHA-256, SHA-384, SHA-512 ] that meet the following: ISO/IEC 10118-
3:2004.

6.2.14 22U 7 o HERE AR HiL
E AR ST 28 E4ET5 SFR 1. PP SHLE TS SFR OIS EES ThH, BT B I OMEIRIZT T
56 TLTWD, £72. L RIS _EEBD  ARIEVEIC DWW CRIEIT ARV,

6.2.14.1 BX 2V T BEHE AR ORI AR L

Table 6.11, Table 6.12, 331 TX Table 6.13 1. CC 3L PP 2335 SFR 23 & 3 _XRIEMEL .
K TOE 23 2 U CWAUAEME | i e L QU U MIRTEME | 36 L OMKRAE M AT /& D 1E 4 M2 7=,
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Table 6.11: X =UT (BEREEAFOIKIFNE (1)

P etst R A W RLCD rie | s
FAU GEN.1 FPT STM.1 FPT STM.1 — —
FAU GEN.2 FAU GEN.1, FIA UID.1 FAU GEN.I, FIA UID.1 — —

FAU STG EXT.1

FAU GEN.I, FTP ITC.1

FAU GEN.1, FTP ITC.1

[FCS_COP.1(b), or

FCS_COP.1(b),

FCS_COP.1(g), or
FCS_COP.1(h)],
FCS_CKM_EXTA4,
FCS RBG EXT.1

FCS_COP.1(g),
FCS_CKM_EXTA,
FCS_RBG_EXT.1

FCS_CKM.1(a) FCS_COP.1(i)], — —
FCS CKM EXT 4 FCS_CKM EXT.4
[FCS_COP.1(a), or
FCS _COP.1(d), or FCS _COP.1(a),
FCS_COP.1(e), or FCS_COP.1(d),
FCS_CKM.1(b) FCS_COP.1(f), or FCS_COP.1(f), L o

FCS_COP.1(b)

FCS CKM EXT4

FCS CKM EXT.4

FCS_CKM.1(a)
FCS_CKM.1(a) or - ’
FCS CKM_EXT.4 [FCS_ FCS_CKM.1(b), _ _
FCS_CKM.1(b)], FCS_CKM.4 e oG
[FCS_CKM.1(a) or FCS_CKM.1(a), B B
HC8 s FCS CKM.1(b)] FCS CKM.1(b)
[FCS_CKM.1(b)], FCS_CKM.1(b), - -
FCS_COP.1(a) FCS CKM EXT4 FCS CKM EXT4
[FCS_CKM.1(a)], FCS_CKM.1(a),

FCS RBG EXT.1

FDP ACC.1 FDP_ACFE.1 FDP _ACFE.1 — —
FDP ACF.1 FDP ACC.1, FMT MSA.3 |FDP ACC.1, FMT MSA.3 — —
FIA AFL.1 FIA UAU.1 FIA UAU.1 — —
FIA ATD.1 — — — —
FIA PMG EXT.1 — — — —
FIA UAU.1 FIA UID.1 FIA UID.1 — —
FIA UAU.7 FIA UAU.1 FIA UAU.1 — —
FIA UID.1 — — — —
FIA USB.1 FIA ATD.1 FIA ATD.1 — —
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Table 6.12: % 2V 7 AHEREZHEDIRIENE (2)

FCS COP.1(i)]

FCS_KDF EXT.1, and/or

Mt T (i i /& 9™ & L TD AN & fii 5
FMT MOFEI | FMT SMR.IL, FMT SMEI | FMT SMR.I, FMT SMEI |  — —
[FDP_ACC.1], EMT SMR.I, | FDP ACC.I, FMT SMR.I,| B
TN RS FMT SMF.i FMT SMF.1
FMT MSA3 | FMT MSA.1, FMT SMR.1 |FMT MSA.L FMT SMR.1|  — —
FMT MTD.l | FMT SMR.1, FMT SMF.I | FMT SMR.L FMT SMFE.1|  — —
FMT SMF.1 — — — —
FMT SMR.1 FIA UID.1 FIA UID.1 — —
FPT SKP EXT.I — — — —
FPT STM.I — — — —
FPT TST EXT.I — — — —
FCS_COP.1(b),
FPT TUD EXT.1[FCS_COP.1(b), FCS_COP.1(c) heS Cop o — —
FTA SSL.3 — — — —
[FCS_IPSEC_EXT.1, or
FCS TLS EXT.1, or
FTP_ITC.1 FCS S EXT, or FCS TLS EXT.1 _ _
FCS HTTPS EXT.1]
[FCS_IPSEC_EXT.1, or
FCS TLS EXT.1, or FCS TLS EXT.1, B B
IP1nE_IREe) FCS SSH EXT.1, or FCS ATTPS EXT.I
FCS HTTPS EXT.1]
[FCS_IPSEC_EXT.1, or
FCS TLS EXT.1, or FCS TLS EXT.1,
ARG FCS_SSH_EXT.1, or FCS_HTTPS EXT.1 - -
FCS HTTPS EXT.1]
Table 6.13: =¥ U7 s ReZAEOKAFNE (3)
K A7E . . . . "
MRk i3 ~& e LTS ANty 2 {5
FPT KYP EXT.I — — —
[FCS_COP.1(c),
FCS_SMC EXT.,
FCS_KYC_EXT.1 FCS_COP.1(f), FCS_COP.1(f) _ _

FDP DSK EXT.1

FCS COP.1(d)

FCS COP.1(d)

FDP FXS EXT.I

[FCS_CEM.I(b)],

FCS_CKM.1(b),

FCS_TLS EXT.1

FCS_COP.1(g),
FCS_RBG_EXT.1

FCS_CKM.1(a), FCS_COP.1(a),
FCS_COP.1(b), FCS_COP.1(c),

FCS_COP.1(a),
FCS_COP.1(b),
FCS_COP.1(c),
FCS_COP.1(g),

FCS RBG EXT.1

FCS_COP.1(d) FCS CKM EXT.4 FCS CKM EXT4 — -
[FCS_CKM.1(b)], FCS_CKM.1(b), _ —
FCS_COP.1(f) FCS CKM EXT4 FCS CKM EXT.4
FCS_CKM.1(a),

FCS HTTPS EXT.

1 FCS TLS EXT.1

FCS TLS EXT.1

FCS_COP.1(g)

[FCS_CKM.1(b)],
FCS CKM EXTA4

FCS_CKM.1(b),
FCS CKM EXT.4

FCS COP.1(c)
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6.3 BX 2T o LRGFEAS

PUF AR ST BRERETDHEX 2T ARFEE: (SAR) %, CC /3—h 3 ORFEZ T ABNI /R T, A ST
X, CC /R—h 3 ICEHESI., PP ISR EN =X 2 T 3 Ea L R— R b, £ D FE SAR L THE
M35,

6.3.1 Class ASE: Security Target Evaluation

» Conformance claims: ASE_CCL.1 — Conformance claims

» Extended components definition: ASE _ECD.1 — Extended components definition
* ST introduction: ASE_INT.1 — ST introduction

* Security objectives: ASE OBJ.1 — Security objectives for the operational environment
* Security requirements: ASE REQ.1 — Stated security requirements

* Security problem definition ASE SPD.1 — Security problem definition
* TOE summary specification ASE_TSS.1 — TOE summary specification

6.3.2 Class ADV: Development

* Functional Specification: ADV_FSP.1 — Basic functional specification

6.3.3 Class AGD: Guidance Documents

* Operational user guidance: ~AGD_OPE.1 — Operational user guidance
* Preparative procedures: AGD_PRE.1 — Preparative procedures

6.3.4 Class ALC: Life-cycle Support

* CM capabilities: ALC_CMC.1 — Labelling of the TOE
* CM scope: ALC _CMS.1 — TOE CM coverage

6.3.5 Class ATE: Tests
* Independent testing: ATE _IND.1 — Independent testing - conformance

6.3.6 Class AVA: Vulnerability Assessment
* Vulnerability analysis: AVA VAN.1 — Vulnerability survey

6.3.7 X2V T AARFEEE AR L
EE0. AR ST 2315595 SAR 1%, PP 23 E T 5 SAR L5242l —H L T\,
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7. TOE IR

AREL, TOE BX2UT7H4RE (TSF) OERIARA TR 52 8128Y, X 2T HEEE 2 (SFR)
7= SNDIEERT,

7.1 X2V (BEA
RETTIEFEIZ, 6.2.1 BiDVZE FAU BAEIC B 2B REE 5t 95,

FAU GEN.1/FAU GEN.2

TSF 1%, BEEDOEEN KL TITIA ., Table 6.1 3L Table 6.2 (ZFiR LB A X vl AT
—HLELTHERKRT S,

TSF i%, BEEDORENE TEETEEASUIIBAELZ A (F/H/H) BXOWEL (Re/53/80) %
TOE OV AT Lray7inblfsL , BT —XIZ5iek 15,

TSF i, FFEDOFHB DR ESEIAXUNIT, ZORFHE ORI A4 (AT A4 OEREIT
SHERGY) & BEAEANRUNMIEE T2 T U= 7 NEBITE R EL CEE T —XITEeek T D, 72721, TOE
HE WA MR AESET-GE1E “SYSTEM”, H7 V=7 MRRFE TRV AT “N/A” Litdkd
D

TSF AT — X ZREE T DIE MBI DA OV, Table 7.1 12777,

Table 7.1: B5A& T — X ZRiek 3 DI R

AU ARFERIEIE  myqog  |RR ST 3
BEATOFCE) (Audit Start) | Yes | N/A |N/A Yes |N/A
AL O T (Audit End) Yes | N/A |N/A Yes |N/A
a7 O T (Job Yes | Yes |va7piAi Yes [T L2774
Completion)
FCBFRRED T (1&A as A4 ELTA
Failure) Yes | Yes HENT=CFF] N/A IN/A

[:;S;;fﬁ@ﬁﬂﬂ (Add Yes | Yes [BINZEIT-7=FIHZA| Yes [BIMLIznr A4

/AT —ROLH (Change e AT E RS R D
Password) Yes | Yes |ZWZATo7-FIHA] Yes e

CA A ORI (Change | yeg | ves | AT IR Yes |EEHOTT A4

Login Name)
2—H—DHI (Delete " . B LTn s 1o (e —
user) Yes | Yes |HIBRZATST-FIHHA| Yes CIEEIGR OB A AN
QEBEJ =T DB (A | yoo | ves |3 MIATToFIHE Yes |iENILIHERS L —T 4,
uth Group)
o a TR
R OPTIE T DR v FTE T DHERR Y N — T 28T

g HHEATTH SN-RIHFORT A
— 7' MZ5 ¥ (Change Role) Yes | Yes |EWEATHT-FIHFH] Yes g%gﬁ@@y,w;ﬁ

*Eﬁﬁjlv_7o@%hﬁ@§ﬁ% 2L R - P
(Change Auth Group Yes | Yes |ZEREAT-T-FIHA] Yes meﬁéﬁfjﬁﬁﬁﬁ G
Setting)

A AR DZE B (Change

. . Yes | Yes |AEHEITo7FIHH] Yes [N/A
Time Setting)

X EMDZ T (Change - I o SR EA B SN RR B B
: % - Y . B

Setting) Yes | Yes |ZHLI-FIHE e | g g Rk R

TLSH#{E DKL (Comm

Failure) Yes | N/A |SYSTEM N/A | KD B H

SEEH NG A — S —
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AU AR BV g |FER S
TLSi&(E DKL (Comm o B BLAE DIPTRLA
Failure) © JBEFHTFOIPTRLA
e BN o R Yes | Net |N/A N/A |, B 51
AN e RERO PR

o 1BINERE: SBINEN =R D
TRUAEDOHEH (Modify s NEBE BRID 3 L U%E 544
Addr Book) Yes | Yes | SUEATSTRIAR Yes | jiie mwrns. migpsaran

7o N DN EREFEID

o 77— LUxT 4
77— b=T 7T T | g | e |TITT MRS | ';‘/yf_g;iﬁ”@w_wi
(Firm Update) TR bt 1 2

T T T —MEDT 77— LT T

TR—Tar

*1: AR HEEAY ISO 8601 DR A TETLEND
*2: BEALHT 2 —AL LT Ope/Web/Net DWW T IR RFLIND, 72721, RHF T “N/A” L72oTHDLDIE “N/A” LRFLEND,
*3: A RUREfEfE S EL T Success/Failure DWW R EFLIND, 72720, THT “N/A” L72oTHDHDIE “N/A” LRSS,

REMIZB TS TSF A2 X7 =— A%, Table 7.2 (TR T LRV THD,
Table 7.2: FAU_GEN.1/FAU_GEN.2 |Zfd9% TSF A #7 = — A

AR AET 2 —A
B O E) » MEDDZEJFRON ({EEHOE [H [F14)
EEOKT e MFD D FE JHOFF
SaT T e FDP_ACC.1/FDP_ACF.1DTSFALZ 7 =—A|ZHEL , At —/F U NAF v /77
JIRAIRF 2 A NT 7 AV THERENHY a7 AR
FRPIBRGED AL o BAE SRV Web X — 3 D — W — Gl [ T A R E
el s o BB SRV DR EET—R/Web_2—2 T, [2— Y —FH ]| >[2—V —RT]-[=
VORI Dy —
. . o BE SRV DR EET—R/Web2—2 T, [2— P —FH ]| > [2—V —RE]-[=
2T DR . .
e A I S e
NS o BE XL DR EET—R/WebX— U T, [2—V —EH]>[2—V —&E]-[=
aj-\‘
RIACARDER | e 2R
g [ RE SR OBREE—RWeb < — VT, [2— = = [ — P ][

— YRR —

MERRZ Vv —7" D38
A

BAE ARV DR ET—R/Web_X— T, [2—H —F B[ 7 7 & AHIH %
TE = [MERR T IV —T VN DMENR Y NV — 7 % % Gk

FIH#EOFTET S
MERR T N —T D2
L

U

i
AX B

BE RPNV DR EET—R/WebX—2 T, [2— VP —FH] > [2—H—
— W —URANPDL—F —EEIE

==

MERR Y v —T D%
FEDIEH

BAE ARV DR ET—R/WebX— T, [2—H —F [T 7t AHIH %

TE - [MER T IV —TVNBMER Y — T A& IE

o BB R IV DR EET—R/Web_X— T, [VAT LEE|~[Hlf% E] [T /3 A

SR D
HNSISAOTI | e L IR0 B LR 2
FEEOEE kB DR — R Web G, AR DR AL E
o 'FTP_ITC.1@TSF4"/&7I~XGZ$E\ Y — X — B Y — )X — JFTP Y —
TLSBIRORI | 2 Uy s romias 247
o =] \0 ‘\ 2 ~ N 3% y‘v<m ;'4 NTe (X =
FRL B E BESFILT, [T RV AR S HT R SR/ b e 24T

s WebX—C [T RL AR [7 RU ARG B/ A/ A bR T

T =0T TS
7 —h

e BRSO A T T AT A~BATL, 77— U= T Ty T — M FEAT
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FAU STG EXT.1

RSN T — 21X, FTP_ITC.1 29V, Syslog 7' h=/LIS KON TLS 1.2 Z VTR — 3 —
IZIEEEND, ZDT —HE, EEDPRINTHET, WA — VI Sy 7 7 IR AFS
b, ZORY 7 7HEIRICIL, 4 THROBEERT — 22 R 75T 5N TED, AT —ZDE(EIX, #ilc
\ZT — AP ERRESNTHAI T T bbb,

BEAY — R —~DREEFENRIM LI E | B E SV B LT Web ~—V Ol FIZEE Ay E—D %K
AL, T HETEMMICERE T — N —~DOREZFHAITT 5, BEAy -, BEAY—/—
IZHHRE SV QRN Z L Z DR BN R LI, FHE ~OEE L HEH 5,

P 7 PRI O D 80% LA HIZET D& MLAAREHE LISMNIRT A TERNWIIITHIRS LD,
ZOFIBRIL, 7Sy 7 7 REIROME H 0 T0% AN/ T2 RE U CTHERRS VD, 73 7 7 EIDN AR, D FD
N7 REIRIC 4 T OBER T — 2 IMRAFSITIREE T, Fio iR SN I ER T — 213y 7 718
WATRAFSNT ., HIFRS D,

N7 A AR E SN T — 1%, FDP_DSK_EXT.1 (206 F 5L L TERIES D, F7-. HEMR
TN—TIHPLT | T X CORHFI Ny 7 7 HIIRAFSNI R T — 2T VAT HTLENTE
AN

AREMNZES$5 TSF A2 47— AL, FAU GEN.1/FAU GEN.2 ® TSF A2 %7 =—A|ZHEL D,

7.2 B HYAR—b
AREITIEEIC, 6.2.2 BiDWMZH FCS B2 23Kk A 5ok 35,

FCS CKM.1(a)

TSF 1%, K5 51815 OFERET CHODIEFREEE LT, AZHESCE NIST SP 800-56B, Revision 1 @ 6.3.1.1

HiIZFLH D rsakpgl-basic 7T RSA $E2A Rk T 2, € DFRZME L7225 E21X FCS RBG_EXT.1 IZ

e~ THERT D, TOE 34X TSF (ZBHL . TOE R OJLIESCRAEYESN O B ALEE, HDOWTHFR S

B FHER G /TR, O, AR — U CRF B(LLT2IRE TN ARL — IR IFSND,

A 2RI T TSF Ao 27 =— A%, UL FITRTEBYTHA,

o TOE % E1F¥ % O [al L)

® Web ~—UTC, [V AT ARE]>[EF 2T E ][R & O & B — [aat i & O F E]IC B
T, [ERZFAT

® Web X— T [VAT AR E| [ EFX 2V T 43 E ]~ REZEDOE - [RE EE 4 ZR(CSR)DE
FRNZIUNT, [(MERRZ AT

o BERFINDREET—RT, [VAT LR E]>[EX 2T A% E = [EATE L OARENT — D)
DRI LA 21T TOE % F i Eh)

F7=, TSF IE, TOE OFEJ ON KFlZ, WIEAR — VITRAFS NI K 534072 RSA $E2FiA ML, A

R — P T 75 L72 RSA #% , K575 18{5 T 35729, TOE OEJRWTETORM, AT —H

IR AFT D,

ARBEMTBIT S TSF Ao Z 72— A%, UL RIS RTEBYTHA,

e MFD O FEJFR ON (EENHOE IHL [F4F)

FCS_CKM.1(b)

TSF (X, B 5 l{E ORI m—2a B0V lfEH OB a $#x ARk 3%, a3, TLS i
BEATHIZ Y — R — 7747 MU T SNDEE DB ORERL SV, T —F 2R S b/E 535
Te D DRRGEE T —Z A RRET DT80 MAC 4 % Te, TSF 1%, FCS_RBG_EXT.1 [Z4:% RBG T/
RS AT ELECE VT, AES-128 DG 5 AA — M 3285813 128 B MED | AES-256 D754
A=A T 25613 256 B MEOSIFREEL A KL, FERMEATY —NIZIRAFT 5, Fz,
FCS_RBG_EXT.1 {245 RBG TSN ELE A VT, SHA-1 DI 5 AA— el 42585513
160 ' MR SHA-256 DI 5 AA— Ml 328613 256 © Y MED | SHA-384 DI 5 AA— M
T 2561384 B MRED MAC $E2ARKL | R MEATY —NIZIRAFT D,
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ARFEIZB$ % TSF A2 #7 =—AL, FTP_ITC.1 33X FTP_TRP.1(a)/FTP_TRP.1(b) ® TSF A%

T — R ZHEL B,

TSF (%, TOE & & #% O e B)RF 36 L O TOE Wb OB EIRZ, AR — V82 5k 3572

HOXFREEL T, FCS_RBG_EXT.1 (282 RBG TAERM SN EL A VT 256 B ME DO FRE -4

ZAERR L, REEREMEATY —1 NITIRIET D,

AREFIEIZEI T2 TSF AL 27 = — R, UL FITRTEBVTHS,

o TOE S BN O WREH)

o HE XNV DR EET—RT, [VATLRE][EF 2T AR E]| = ENIE HB L AN T —Z DY)
UL OHIM b2 F2171% . TOE % F AL &)

TSF (%, TOE g% &% O #)EE BRI L O TOE #IHHEZ O P EEIRFC, WEBARN — IR AF 57

— BT AT OGS4 LT, FCS RBG _EXT.1 1255 RBG TA RS- EHLEA VT 256

v hEOARN — VR AR L, FCS_COP.1(f) (28580 52z W CREERMEATY —1 IZRFE

7o SR S CORE S L LR BE CRIERMEAEY —2 NITERAF T 5,

ARBEAEIZE % TSF Ao 27 2 — R, L FICRTEBYThHS,

o TOE R EF231% DY) RlL &)

o HE SRRV DFREET—RT, [AT LR E]>[EF 2T X E] > UENE B OARENT —ZDF)
UL BRI LA F4T14 . TOE % F kB

F7=, TSF I, TOE OFEJR ON BFZ, AR AT —2 [ RIFSNIZ R 5L SNIZ AR — D% Hi A

L. FCS_COP.1(f) (Z&28EME Sk W TR AT — 1 ITIRAES IV B 58 T 5 LI A b

L—8% | W57 LAY X AES Rijndael THEH %728 TOE OEPKTETORM, #HFEEMEAE) —

WIZIRAET 2,

ARFIEIZEI T2 TSF A 27 = — R, L FITRTEBYTHS,

e MFD O ON (5 E2HLOE RS [F1%)

FCS CKM EXT.4/FCS CKM.4

TSF 3MEO LA F O, RELIp-T- 1R ITHEEES LD,

o JH1E H DI Frse:
TOE OFEJR ON KR ICIH B-E417- RSA 41X TOE OB M CARE/88L L CTHbiv, HERMEATY —
FIZHD72% ., TOE OEJRWr CHERL., EEsnD,
AREMNZBIF D TSF AL X7 =— AL, LL I RT LBV THS,
« MFD O EJH OFF

o HEHDEL 7
TLS G5 23 UIWT ST RE, RE gt b U Clibd, MRSV QWD IEIR A1 5 7e ey NEBEIZ XD
SELELEC EEE T A IRV EESILD, Fo, R IMEATY — EIZH D728, TOE OEJFR M CH
L, EIND,
AREMANZBIF B TSF AL X7 =— AL, DL FIRT LBV THS,
« FTP_ITC.1 33X FTP_TRP.1(a)/ETP_TRP.1(b) ® TSF A %7 =—AZHEL CTRAAAL 7= TLS @13

DY

« MFD O #EJH OFF

o GRS
B DME NAE S O T —Z O HI AL (Initialize Private Data / Data in Machine) % 321TL7=
BE, AR — VIR B 72l LT dL, AN — 8RO RS SAb/AE B2 LU D8R 58t [F]
FRICRE it LT, FCS_RBG _EXT.1 (205 RBG TARSH-ELE T 1 [ EEXT 5L
WZEOIEESND,
ARKENZBIF B TSF A2 X7 =— AL, DL FITRT LBV THS,
o BERFIVOFREET—R T, [VAT LXK E]= X2V T 435 E =B NG OAENT — XD

VI DRI L 2 FA T
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o AR — 4!
B DME NG AN T — 2 DO IH{L (Initialize Private Data / Data in Machine) % 5217L7-
R, REZpg L U Cildbodu, NI ATY —2 ITRIFSNIZRE B b SN2 AR — V8
FCS RBG_EXT.1 |{25% RBG THEMSIZELE T 1 Bl L EX T2 EICIVEEESND,
ARFIIZE TS TSF Ao 27 2 — R, L FITRT LBV THS,
o B RSFIVDOBREET—RT, [VAT LR E]>[EXF 2V T 4% E ]~ [EATEHR L OARENT —Z D

WL ORI LA 54T

F72. TOE OEJFR ON K2 5 SN AR - — V8T TOE OFEIFEM CARE L THlbi, %
PEAEY— FICdH D76, TOE OEJFWT CHER L lEESh5,
ARENRITEIT5 TSF A 27 2— A%, L FICRTEBYTHA,
« MFD OEJR OFF

FCS_COP.1(a)
TSF i, FTP_ITC.1, FTP_TRP.1(a) 33X O FTP_TRP.1(b) (ZHIFDil(ET —H 5L DT=01Z,
FCS_CKM.1(b)IZXWAERK LT 128 By MEF7214 256 £ Mz DORF -4t FIPS PUB 197 (ZHEHLT2
AES K557 /LAY X L% NIST SP 800-38A |ZHEHL42% CBC &—NF, 7213 NIST SP 800-38D [Z #EHL
% GCM E—R TENET HZLICLVlE T — XD 5L LOME 54179,
A% TSF A2 ¥ 7 =—Al%, FTP_ITC.1 3L FTP_TRP.1(a)/FTP_TRP.1(b) ® TSF A%
T —AIZHEL D,
FCS_COP.1(b)
TSF 1%, B4 ERB I OB MRAEIZIW T, FIPS PUB 186-4 (ZHE 417z Digital Signature Standard
EiTe T VAN EL T VAR (DSA), RSA T VXV EL T VTYRX L (rDSA), F7-1345 M dhif
TIUHNELT NAYA L (ECDSA) ZER T2, LL T, &7 VTV R LD BRI EN T AR <5,
TOE O#anaE Bl EERIC L DREEAE U B 1T 2E 4 A RIZI VT, FCS_CKM.1(a) (ZEVARS
722048 1D RSA #E, BX O DSA 215,
FPT TUD EXT.1 |Z&27 v 77 —MAREIZF W CHER DS 2048 £ hod DSA 255,
FTP_ITC.1 {255V — N—FEBHEMRFEIZI VT DSA, tDSA, F721% ECDSA i 75, Z0LED
DSA BEXU rDSA DOFER 1L 2048 £7213 3072 ', ECDSA O#ER 13 256,384, F£721% 521 BN TH
Do
AREAEICE T 5 TSF Ao 27 2 — R, L FICRTEBYThS,
o TOE DR AEH FAEAL:

« TOE R {ENFEZ ORI H)

* Web _—U T, [VAT ARE] [ EF 2V T A% E ]~ [REHFOE - [BEEREA F O PRI

W, [(TERZ AT
o BUERRVDORET—RT, [VAT LK E[[EF 2T 4% E ] B AEFRE OAENT —2 D
WL BRI A AT

o P— N —GEERGE:

« FTP ITC.1 ® TSF AL X7 =—A|ZHELD
o 77T —MHERE:

« FPT TUD EXT.1 ® TSF A2 47 =—A|ZHEL D

FCS RBG EXT.1

TSF (%, DRBG 3L ES MO pkSi 7z RBG #1510, DRBG I, 384 B hD T bk’ —ZFF-DELAL
> —K (Entropy Input) Z /L9 %, NIST SP 800-90A %7iti7=9- CTR_DRBG (AES-256) Th b, Zil
1 3B HES%L (derivation function) % L7\ CTR_DRBG THY, DT —Ri 8 (nonce 2) (i
FL7Z20, ES I, HEDAN—RT =7 =20 ) A X% 5 Le B AEBR ORI THY . DRBG IZATIT 5
384 B b b —ZFFORLE S — R &L T D,
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TSF 1%, BES (ZxF U CHLEAE AR B L OVELEGE A LA IRLATHZ & T 384 B L B = haes
—HE R, TNEREIZ 384 By D= bt —Z RO — R4 T 5, 24  DRBG 152562
QI REE 2 A 1Y b BT I g SN

AREAEIZBI T2 TSF A2 #7 =—Al%, FCS_CKM.1(a) BXLOFCS_CKM.1(b) ® TSF A2 ¥ 7 x—A
ZHEL D,

7.3 FIAET —FIRiE
AETITEIC, 6.2.3 HiD M8 FDP BRI 28 IR iR 92,

FDP_ACC.1/FDP_ACF.1

TSF i%, FIHE T — 2B LOFRIHE T — 2 OBNE~OT 72 ARKIHEZIT,

FRFET =2 ~OT7 7% @HERRESNIZEEE (UADMIN) BLOFIHE T —ZIM BT 507
HEERELTROITONIZRAE T 14— BT 5 BERRES V= FIHE DO HITFF 52
T, FIAE T — 2 ~OEAEIZOUN T, Table 6.3 LU Table 6.4 [ZHSW=RIAZFERBLI O a7 4 —
F AT A E AR A T 5,

D.USER.DOC 7 7= AHIENZBIF % TSF A2 %7 =— A4, Table 7.3 [T T LBV THD,

Table 7.3: D.USER.DOC 77 A#IIfEHIZES 95 TSF A2 # 7 =—A

BERE BAE (A H T2 —A
Print (7Y 1) | Create |+ 7747 L FPCOBHEIRIT 5 CEZBRIRL , TV Z—RTA/3— DR E B
HFIRZ AT

Read o #{E/ LT, [R¥ 2 A M7 7 AV 7D BCreate EIC L VA — VRS
T ANVEIRIRL , HIZ ST

o FE SFIL T, [RF 2 A N7 7 AV 7 DB Create B EIC LD — VRS 7=
TrANERIRL, BRI D12 EAT

o BE XKV T, [RF2 AR 7 AV 7 I BCreateff EIZ LR — LR &Sz
TrANERIRL | [REAZEELCTHIRT5]% 317

o FECEMERICHIRA FEAT

Modify s #1E SRV T, [RFa A N7 7 AU T B Create A EIC LA — /LRS-

T AVERIRL, BREAE T L CHIRT 210 bimEE AT

Delete o #2{E/ SRV T, [RF2 AL N7 7 AU 7 DB Create B EIZ VAR — L R &7
TrANEER L [HIBR]ZFEAT

o BE/ S FIL T, [RF2 A N7 7 AU 7 103 BCreate i EIZ LD — VRS
TrANVEIRL , HIRRICT — 22 HIBR T D5 E 2 AN L CHIA 34T

o Createtp{E2 521714 . BAE XKLV DORREET—R T, [VAT LR E]~[EF=Y
TARE] [T —HIEERE] 2[R 2 A NI 7 AV 7T —2E B DIEE
ZFAT (RIAZE B O E ]

Scan (A% ) | Create s MEDDAX ¥ — =y MIJFfaZ Y LT, #{E SV T, [TV AF
FUVPLT L E 2—% T (LLT, AEREZ Create i /ESc1 £ E5)

s MEDD A3 —a =y MIJFfRAZ >y LT, [E-Mail], £72I%[FTP/Desktop]
MOTVLE 2—%FAT (LLT . AEEA Createi {ESc2 & FE.5)

e MEDD A% —2 = MIFfEZ Y LT E SRV T, [ TV AF
¥1. [E-Mail], E7-IZ[FTP/Desktop]HAN v %I4T (LLF, A#lE%E
Createf{ESc3EIF5)

Read | Createf2/EScl, F7zidCreatef{ESc2% 31T

Modify  Createff{ESc2& 3 T# . FL B a—HE N OIRELZFAT

Delete |+ Createf{EScl., £7-IFCreatef{ESc2% EA T4, [FEiAD L7 T, 21X
Uty MNEFAT

s Createf2{EScl., F72I%Createf/ESc2% I/ T4, [ —LEH A X L Z /5

o Createt#EScl. F7-1%Createtit{ESc2% 31714, E— R R RTNHE—RE2Y)
DR D
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PERE

#BRAE

AHT—A

- Createfi{FSc3% (T, HIE AT, (Vv k], FE[FAAR T IL1E
HAT

A T, BRIE/ AL, [V R [AF T — | [ TR
DVaT Wb A FAT RS Va7 % L IR

Copy (2E™—)

Create

e MEDD AF Y —2 = MZFfEZ Y LT BE SRV T, [T bar
=BT L 2—%2FT (LT AEEE Createf/EC1 LS

s MEDD AX ¥ —2 =y NI FfZ Y LT, SRV T, [ — 00
LE2—%3T (BLT, REAEA Createf2 {EC2EME5)

s MEDDAF ¥ —2 =y MIFRZ Y LT, #81E SRV TC, [T Lar
—]. FEF[EE = bat —2FAT (LT AKEEE Create - {EC3LIES)

Read

o Create®2{EC1, E£7/~ 1% Createa{EC24 51T
o FEEMER I —AFELT
o Createff{EC3% 31T

Modify

e Createfft{FC2A AT . 7L E = —BEE ) DifE & I T

Delete

o Createt{EC1, £721XCreate B {EC2E TR, [HEIAD A LRI T, [XEL
BT HEREERAAL LB T, IV ey NEET

o Createt{EC1, F7-lXCreate B {EC2% 521714 [ — AH[ [ R X 29

o Createf2{EC1, F7-1ECreatefp/FC2%EI TR, E—RERILNOOE—RELIY
BZ25H

o Createtip{EC3 % F1T14 ., BB LT, [VEY N, Foid[mae—H 1R &2 51T

o I —FE T BE VT, [FTRIH IR, EE [T a7 R [V M=
[THRIFATHOVa7 1 bat —FAT CrERR S a7 2 IE/EI R

Fax send (7 77
RIELR)

Create

s MEDD A ¥ —2 =y MR Z 'y U T, #E SV T, [T T 77
RPbT7 Ve 2—% 9T (LUF . Ai§EZ Createf{FFs1 &5

s MEDDAF ¥ —a2 =y MIFEfEZ 'Y LT, [T 77 A7 L 2 —% 5T
(BLF . AHE1EA Create R {EFs2 FE.50)

e MEDD A ¥ —a2 =y MIJFEfRZ By LT, BE SV T [T T 7
A FIZ[T 77 A7 77 ZREEFELT (LUF . A EA Createtf/FFs3
LR 53)

Read

o Createff2{EFs1. £7- 1% Createf{EFs2% FE1T

Modify

* Createff{FFs22 94T, 7L o —BE DO A EAT

Delete

o Createt{EFs1, F7zdCreatef{EFs2% F1T14 . [FLIADA L2 T ], £2iE
[ty &EFET

o Createft{EFsl, F7-13Createff{EFs2%& F2A T4, [A— LM R 2 % 4

o Createt§{EFsl. $£7-1FCreatetit/EFs2% 3171 . T—RFRERNHT—R &)
V2D

o Createtip{EFs3% 321714 . #E/ SRV T, [VEy M. Frold[FiriA & ik]E
FAT

o 770 REE FATR . BB SRV T, [PaT R [T 72 A [ TR/ ELT T
DT a7 \HT 77 ARG FAT TER S =V a7 & IE/EIBR

Fax receive (7 | Create o #5772 AEMNS T 77 ARG B FAT
7IAZAF) Read | #8{E/ SRV T, 777 ADZZAE T — XU ANE H /5, Createlf{E TZAE L1=T]
—HE R, [BR AR T D)2 FAT
o BVE SRV T, T 7V ADZAET —FVANEH N, Create{E TG LT=7 ]
— 27N, [FIR 35 )% 5T
Modify |N/A
Delete o H{E/ RV T, 777 ADZNET —ZVANE RN D, Createfif{ECZIZLI=T
— &5 ER L, [HIFRT 212547
Storage / Create s MFDD A ¥ —2 =y MIFFfZ By U T, #IE SRV T, [ 7 VRS
retrieval (PR77/ YU [ARIRST SARAF] [AX X ARTTE] FTIE[RF 2 AT 74V
BOHL: R¥a SAREAN — AR X AR FT DI DA Y AR FE FAT
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HERE BE (A BT x=—2R
AT AV o BB/ SRV T, T 7V ADZAET —ZVANE ST — X2 %8I, [77AV
7) VT VEFEAT
e 77 AV TEREZXONICREL T, abt™—, 777 2A%EE FR3AF v 2%
17

Read

o HE/ XKL T, [RX2 A N7 7 AU 7 B Create B (E CRAF SN 7 7 AV
IR, [5 T <HIR, IR EEEFE L CHIMT 210 BRI ST
o BRVE/ XL T, [RX 2 A N7 7 AV T B Create B E CIRTES L= T 74V

2R X5 T 21Dk EEFEAT

Modify

o BRVE/ XL T, [RX 2 A N7 7 AV T B Create/E CIRTES L= T 74V

IR, [BREEZE L CHIRIS 210 bR %2 21T

o HE XKL T, [RX2 A N7 7 AU 7 B Create B E CRAT SN 7 7 A /L
IR, [15(5 T 0 OimEE FAT

Delete

o BUE SRV T, [RF 2 A N7 7 AU 7 1B Createf {E CIRIFS N7 7 A )V
IR, [HIbR]) 2 51T

o WebX—C\ [77 A NVEE] = [FX 2 A b7 74U 7D B Create i /E T
FFSNTT 7 ANV EIERL | [HIBR1A AT

o BE SRV T [RF2 AR 7 AV 7 T BCreateff {E CIRIFS N7 7 AV
ZIEIRL | FIRIRIC T — 22 HIBR§ Dk &2 A ML CHIRAZ AT

s BRE SRV DR ET—RT, [V AT LR E][EF 2V T AR E ]~ [T — 4

A EE— AxX &
ERE2[RF2 AT 7 AV T T —HHRDBIEEEZFET AL EHE

HDRHEEVE R HE

D.USER.JOB 7 27 A #2845 TSF A %7 =— I, Table 7.4 (TR T LBV THD,

Table

7.4: D.USER.JOB 77 & AHl#IZ B9 25 TSF AL X7 =—A

PERE

#BRAE

AH T —A

Print (V1)

Create

o JTAT L NPCHONGEIRIT 2 CEZEIR L, TV A —RTA /3 —D % & H )
OEIRE FAT%  BIE SRV T, [RX 2 A NI 7 AV T2 T 47 2 ’PC
INHDOFIRIZFEIT CR—IVRINTZT7 7 AVERIR L, HiA 59T

Read

o BRVE XL T, [VaT R - [V M= [ FRI/E TR DY a7 28R

Modify

N/A

Delete

o BRVE ST, [FIRIFR IR, E2i3[Pa 7 R = [TV N = [ FHIE TR O
Va7 [hbCreatel E TIE ST a7 & H IE/HIBR

Scan (AF¥)

Create

e MEDD A% —2 = MZFfEZ Y LT SRV T, [TV AF
¥>]. [E-Mail]. F721Z[FTP/Desktop]7H A% % FELT

Read

VR SRV T, [VaZ RS [AR Y 12 [ PR/ET R O Va7 a8 IR

Modify

N/A

Delete

e BE SRV T, [PaT R (A Y T2 [ PR FEATH O a7 100
Create B/E CIER S v a7 & HIE/EIBR

Copy (2t™—)

Create

s MEDD AX ¥ —2=v MZFfaZ Y U T, B SRV T, [T Lar’
—]. FoiE [ —]hbae —& T

Read

o BRVE XL T, [VaT R - [V M= [ FRI/EITHR DY a7 28R

Modify

N/A

Delete

o I — 3T JFRRBLAAIAS PITEAE SRV T, (VY. ElE[me—H
1% 5T

o BRVE/ SRV T, [T IR] EE [ a 7RI = [V M= [ TR E TR O
Va7 | bCreatefE CIERR S V= a7 & 1E/HI B

Fax send (7 77
RIELR)

Create

s MEDD A —2 =y MIFRZ 'y LT BB XKV T [T T 7
R, T[T 77 RS T 77 ARME B FAT

Read

o BNV T [PaZ R [Z 77 A2 [ FPRVEITH O Va7 28R

Modify

N/A

Delete

o 77 I ARIE B FATIR IR RL AR IA A USRI E SR LT Uy b, FE
[BeAriA k|2 91T
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BERE BuE (A HTx—A
o BR{E/ SRV T, [EE R IR]L FIE[Pa 7RI =7 7 2 A [ TR FE TR O
Ta7 | bCreateE TIE SV a7 2 IE/HIBR
Fax receive (7 | Create o #/E/ SRV T, 77V ADZAZTT —FUANE NG, SN T 77 AN AR
7 AZAE) U727 — &R, [FIR3 5] 91T
Read [ B/E SRV T, [Va7 R [T VN[ THRIFEITHR O a7 28R
Modify [N/A
Delete [N/A
Storage / Create |({fRTFa7)
retrieval (PR17/ s MEDD A% ¥ ) —2 =y MIffa &y LT, 8B/ SRV T, [V 7L AF
BOHL: F¥a TSRS T A ARIF], AR ARE], TR T 7 () 7]
AT AV SIREAN —DICAR Y ARET DDA VAR EFAT (MU, At
7) {E% Create it {ES1LFF-5%)
e BAE SRV T, TV ADZAE T —HUANEHINGT — 2 & EIRL, [77 1)
VT VEFEAT
. 774)/7 REZONICEREL T, At —, 777 RAEE, FoidAF v 2%
T (LA AEEZ Create B/ ES2EE5Y)
(EYU HLTa7)
o BB RFIL T [RF 2 A N7 7 AU 7|35 Table 7.3 Criak L TUD
Storage/retrieval D Create B/ E CIRIFIIIZ T 7 AV 23R L | [543 <HIRI,
FII[ERELZ B L CEIRIT 210 BRI Z AT
o BE XKL T [RF 2 A N7 7 AU 7 ]93B Table 7.3 Criik L TUD
Storage/retrieval D Create 5/ E CIRAFIINT=T7 7 AV ZEAR L | [2515 T D105
EEEFAT
Read |(f#1Fva7)
o Createtip{ES24 F1T14 . #AE/ SV T, [Ta7 IR D ., o’ —EHI[7 )
N A XU BRI AR v —], 77 ARERHI[ 7 7 7 A0 B[ THREFTH O
WAL St SN
EOHLYa7)
o BRSOV T, [T RO, FIRIEHE[Z VN, 777 2SO RE R
[AFx T —]. TV RAEERL[Z 7 7 A D[ TR/FATHR O Va7 [&8EIR
Modify |N/A
Delete |(R1Fa7)

o Createf{ES12 3714 | JFR It A A A U EME 2L T [V ey NEFET

o Createft{ES2%4 531T1% . AF v WfXScanva~” |, At — WX Copyra~” ., 7
77 AEEWEIXFax send’=a~ DDeleter 1T

(T LY a7)

o FIRIZEAT# B S0 [FIRI R IR], E2iE a7 R~ [ 7V M-
[THIFATH DT a7 1B Createt RS2 a7 2 H1 1L /HI R

o 77 I AEER . BAE SOV T, [Ta R [T 7 A [ TRIEITHROY
27 1 bCreate R CIERS NI a7 % H 1L/HI R

o 77 I ALUSND R EI T B LT [VaT R (AR o[ T

K FATH DT a7 1 bCreate Bl E TIERR S NVIZ Va7 2 IE/HIBR

7.4 GO ERSR
AEITIEET, 6.2.4 HioD LA FIA BT BT 5 BHOMRRA Rk 55,

FIA AFL.1

BB RV B LT Web ~<—7 5 TOE ZH#pE. 771 M%’?’A PC NHT VA —RTA =% L
tEﬂEU%é@ﬁ@“éﬁ% ZEREINDFIHE /RAT —REGEICRBW T, # LT 3 RIFRGEIC R L= 5 E
RRESZ T A AE 1k T BRI HE AT — b%m/m‘éo Ty 7B ORIEEFREN 5 3T AUE. B
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e ﬂfzﬁﬂs% Tebb, FRAERAISE 7V 7 U CRGEZ A 0ME I S 7R BB S E IR 45, A
BRI ERERARIC D B JE F S D,

AN ZBIF 5 TSF Ao ¥ 7 =— A%, UL FITRTEBYTHA,

o HE/ SRIL/Web ~— 0D o — —FREE [ Tr S/ A AR

o MFD DTV H—RTA/N—=DA L A= )L EN TS PC DBRIMZ ST

FIA ATD.1

TSF 1%, FIAE 0T A4 R V—T ORI AE BIEEZ EFRL ., MR THIENTES,

FLADKMEIRZ —7"L LT, HEEHER (Admin) BION2—H —H#ER (User) &) DD 7 )L —7

D, % % U.ADMIN 35N UNORMAL (ZFEY4 -5, #LIADMERR YV WV — 7 e A - 13 IR 552

LIETER,

Iz, EEEILEINOMHERY V—7" % B FTRE TH D, HERRY N—T"Z AR T DB, fIAD

— P —HERETTINEL T, TOEBEDH G EHRIR T, Fo, V77 AZAET =X ~DT 78 A% B

Tx5, LIZ->T UFAX | Jﬁéﬁ“é%ﬁﬁw N—T =B FTHE CH D,

%%Uﬁﬁ%%%*%ﬁ&i‘/v— ACEIYSTHZE, BION MEBRZ NV — T ZAERK., S, FITHIBRTHZE

WX, EEEE TS TEE)Z)

AR _EEJ?”Z) TSF AL 27 =—X %, LLFITRT &8 THD,

o BE XKL DRETET—R/Web RX—U T, [2—V—FH]|-[7 7 B AHIEHR E] - [HERS L— 71D
DFERR Y N — T HAETE 137 NV —T % T3 I RS

o HE R I DR EET—R/Web ~—V T, [2—F —FH] - [2—V —RE]~>[2— P —UAN»D2
— =B ERMEIE

FIA_PMG_EXT.1

TSF (3HTHIR FF BRI DRI HE SAT — RO %Gk, B L OGRS AR HE ORI HE SAT —R

DIEREATYEIEREL FFD, ZDEE | TILT 7y b RICF, /NSUT T, BLOWFR ST (41,

@7, H, 8, U, N, &, (LY BETR) DDIRD SR — RO BEZIT AN,

ARBRTBIF S TSF Ao ¥ 72— R, LRI RTEBYTHA,

o BVE/ SRV DR ETE—R/Web _X— T, [2— P —FH]>[2— P —FE] > [ —F —VARN»D=
— P EMEIE

e/ SAT =R Eid, MUARE BEF 2D 15 SUFLL IR E FRECTH D,

KRBEMEIZBET 5 TSF Ao ¥ 7 = — A, L FICRT LB ThHA,

o B/ SFIL DR E T —R/Web ~—U T, [V AT LR E] [ F 2V T AR E ][/ SAT —ROZEH )
S/ NVIAT—REAZSH

FIA UAU.1/FIA UID.1

TSF 1%, #/E XL B LN Web ~<X—025 TOE Z#E, £72137747 8 PC o7V A —RT AN
— &I LR E 32T BRI, BB &5 To R & O B ERAE AT T,

TSF (%, LA D 2 FFEAOFRBIFERE T e — 95,

o NERERAFE T2 TOE AMAN I B GRS CODFI A 2R 2583 52, I Aa %),
o XN —ZERAE A AN LDAP FERET — S — I CB GRSV CO DRI B 16 A 25850
X, BEF OB EICLY ., A2/ ME5h %25 T Al e,

BE SRV B LT Web < —735 TOE Z4§E4 2556 . TSF 13 TOE O#AEAFF ] 35N &

D74’/% *IJ%%/\XU FIBIOER nﬁ%@ﬂﬁ%g*ﬁaéo ATy DE% X, Z/]\U T8 nﬁﬁﬁb’ﬁ%j
E1E TOE RIKND I, 2o 8T —73BGE S RS G D551 TOE REWNFBL O TOE fﬁﬁén

Tb\é LDAP FEREY— N—BIiRING 5, A ) SH7=F) ﬁﬁ%m& A A BLOFIHZ/SAT—R)3, 3

RENTZBREIT B RSN CO DRI B B HRE AT D2 &%@Réhmwﬁf‘aﬂﬁum% =77

ANESNIRIHE T A 40 TOE OFLIAAEEE (admin) THAL AL, FFELIZBE DL T, TOE

AR GRS T DA R E B G HE BT HZ L% TOE AR TIRAET D, MRAEDHE R, B
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FESNTCWOHI T HREAG LTS E O F, TSF 137807 .@Eézm”ﬁ SRl L . 2 ORI HE DT
JETDMERR Y L — 2D & TOE OEAFEAFF 35, 72721 FREESEDY LDAP F8GEY —/3—T, kAl
PRES VTR (THERR Y L — 7 3N S THR TV WA, —IXFI#E (UNORMAL) O#iH
WTC TOE O#EAEZFF 5,

IIAT N PC STV B —RTANR—% S LA E S T3 286, TSIV Z—RTA /38—
WET =2 TV —RIAN—OREMH CANSNIRRAEFE T A4 BLOFIHE S A
U— I\@fﬁﬁ’i’xfnﬁ‘éo X1m Lj:_%l ﬁﬁ%‘uy /l)/% j;OJ:UWI‘I ﬁﬁ%/\xy K73, Z‘/]‘U T nftjigc
DN DA 1X TOE AR GRS CODFIHEEREE BT 52 9:75: TOE RIKHNT, FvhT—

JIBFET AN ERDOEA ir“%ww#%ﬁ \ZEXESIL TS LDAP JBREY — R — T8RSN T0D
%I )EH%TIEI %&k/\ﬁﬁ—ég&ff LDAP & [T nﬁﬂ_b/\*f*ﬁnﬂzﬁ—é 77:_71[./ X’fl:l L/7L\_4I‘| ﬁﬁ%my /(/45 iR
TOE DAHLAAEBFE (admin) THLHGA L, Xy M —ZFRGES OB /NI HOHT | TOE K
RPNIZ GRS CODHLA A B TEREA BT 528% TOE RMANTHRFET 2, MAEDREF, Bk
SN TCODFHEEREEE LGS DA, TSFI13%15 LTJC£T~57%H%IJ FRES =R A 12D
BASNTRIAE T — 2L, TOE AENIZHANT 5, 2NN OYA | TSFIEZE LI CET
— &% TOE AN T35,

l/ YT FERBIER SES A FENTA L H T 2 — AT VCh, aklFR BAESILDRNIFF R ESNDT v aidis
Y =771 L.PSTN 75’%0)777;( 'fl:l Lob\—t@i\ n%%ljmu nJ‘.E%f?j—‘j/)‘j— TOE 75377717‘—5’%’_’115?—
61k%§$ﬁféﬂ’® (R

AREMEIZEI TS TSF AL X7 =— AL L FICRTEBY Th5D,

® %Eéﬁ;/\o*/l//web “\o‘_“‘/\‘@:"b—‘]j:“—mu uEEﬁflﬂﬁ /])\/T‘;é'ﬂz

e MFD D7V B —RFA /R —R A ZA— )L EFL TS PC D BEIR A E4T
® PSTN %A L CHNER T 7 7 AMENS T 7 7 AT —Z %155

FIA UAU.7

BB SRV CTORRIERITHE, AN LI SR — RO XLFLFEHOT ALV A (BRGES) 2Fr15D
M AT SCFEFRR LR,

Web f\—/T@uun AT, 7947 ML SR =R B D AN &2 ET D, ZIUE, 7947
R Web 70—t L, FIIFAZE DA Uiz LT LT D X570 TRk T2 L0 ERT5,

AREMIZEI TS TSF A7 =— AL LL IR T LB THS,
o B E/ XL /Web X — D — Y —FHEEH ] TS A R E

FIA USB.1

TSF (3R A FRBIFRREIC LY SR HBZREL, FIHE RS A4 MR V—T DR HE @ ta Y
TV MBS D,

ARELEIZEI T2 TSF Ao 27 = — R, UL FITRTEBYTHS,
o BE/ L /Web ~— 0D — W —ZBEEE [ Tl AL HE

7.5 BX 2T 45 B
AREITIZEIZ, 6.2.5 HiD X Z1 FMT BB 2 EREAR ALk 972,

FMT MOF.1

TSF IZLL F OB PEREIC DUV T BRBIGERES N B O A AR ] 35,

o [ENIFH L AN T —ZOFIHE (Initialize Private Data / Data in Machine)

AREMEZEE G2 TSF A2 47 = =A%, LUFICRT 2BV THS

o BE NNV DR ET—RT, [VAT AR E]=[EFX 2T AR E = [E NG H L AN T — 2 DF)
UL 2 E B
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FMT MSA.1

TSF i%, B & OWHERRY V—T %W DR | fkAIFRAES V-2 TONERFEAEF [ f k7

Do

ARFNTBIT S TSF Ao # 72— A%, UL FIORTEBYTHA,

o BE IV DFHEET—R/Web X—T T, [2—F —FH]| > [2—V =R E]~>[2—P —VANN»LH
FOa—W—%ZH\Waibt

TSFE 1%, NEFREER & ORI #0742 B I ORER S IV —T 2B 28 B L OHIFR+ D RERE

H & LSO N ERFERRER I H OMER Y Vv —7 % Bt iR | kB FRAES - B L D Fxl Jm

92, 728, VEEJZTZ)%% XN RRRIER A 2 H B BT D IREIC O A fies i, HIBR T2 H46E

BERS - NESRRRER A 2 HIBR 3D REC O A fitEn g,

A2 BIF 5 TSF Ao ¥ 7 =— A, UL FIORTEBYTHA,

o BE/ SRV DR EE—R/Web X—V T, [2— W —FH ]| > [2— P =R E] > [ —F —UAN B
— W — ARG ME TE/R VA /IR

FMT _MSA.3

TSF 1. WNERRRAER] 8 2 0 I8 ek 32D 0E, AT EHEBR Y /v — 7 OHIHEZ User 37205
UNORMAL &7 5,

AREMRZEATA TSF A2 47 2 — A%, LTI RTEBYTHS,

o HENRFIL D EET—R/Web X—U T, [2—HF —FH]| > [2—W —FZE]>[2—F—UAN»DL
b_‘]j— ;’g?—\&ﬁ

TSF 1%, FIRE T — 25 AT DR, Tna Lk UTI-FI B ORI A#E s A 4 %R R#H T — 2O

AHEERONYELL THIV Y TS,

AREMIZEI T2 TSF A2 4% ~7 =—A|%, FDP_ACC.1/FDP_ACF.1 ® TSF A 47 = —A|ZHEL D,

FMT MTD.1

TSF X, HEH ORI HE AT —R &2 H 58 HEREE | il FRAES 7= 2 COWNERRRAEA HE 1218

92,

AREMIZEI T TSF AL X7 =— AT, UL FIORTEBYTHS,

o F{ENFILDFREET—R/Web X— T, [2—V—EFH]|->[2—V—FE]~>[2—VF—VANNMLH
HOa—Y—EEE

TSF 1%, WERFERERAEZ OFHE SR —R BB L OHIBR T 28 8EL . B & LIS O NERFEEEF A
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Z DYIHUEDIEE)

TR AR F s FMT MTD.IOTSFAL 47 = —R|ZHELS
RREY— S — DR E s FMT MTD.IOTSFAL 47 = —R|ZHELD
IP7 RLADHE s FMT MTD.IDTSFAL 7 = —A|ZHELD
A—)VIEEY — S —DFE  FMT MTD.IDTSFAL X7 = —R|ZHELSH
Tr— =T D FH s FMT_MTD.IOTSFAL#7 =—AIZHEL D

728, TSF IFAR — Uk SALIC BT 2 B RE A 42 It L 72U, AR — IS B E 1T T D05
TH D,

FMT SMR.1

TSF 1%, %% (roles) (ZEAL ., #€[E2 /L —7" (authority groups) DEREZFRFD, ZOMEREIZEY, LT D

CODERENEHEFFT HIENTED,

e U.ADMIN role (& #E# %% / administratrative role): ‘& FH L LT, K TOE Ot¥2U7 (i E &k
%3 B HE )1 EFE O E, HEBRZ L —7 U ADMIN [ZZ O&ENZ B# T BN D,

e UNORMAL role (GE& P& E| / non-administratrative role): —f%FIHEZEEL T, A &I+ H
FERE D — IR D AP E], HEFRZ v —7" UNORMAL BL U UFAX (X ZDO&E B AT
bivd,

FRAEZEAERT L —T1ZHI0 Y THZEIE, FMT _MSA.1 2D, BFEEE T FIZARETh D,

ARBEAEIZ 2 TSF A2 27 2 —A 1%, FMT MSA.1 O TSF AL X7 = —A|ZHEL D,

©2020, >+—7#24, (Sharp Corp.), all rights reserved. 59



7.6 TSF Of4-#
AECIEEIC, 6.2.6 MOV FPT B 2 BRI Tk 5,

FPT SKP EXT.1

TSF 1%, SIS CH LR 584 U CAERRMEATY —1 IR fET 50, BHEZ &2 TOR|H
B\ DB S A 5 IR T O ORSREZ TR AL L TR, F7- L R MEAEY — L3R B2l
TSI TNDTZD | BN II AR FTHE T D,

TSF |, X CHHAN — VG- fahs 58 TR b L TR M AEY —2 (2R /7L, TOE OFEJHR
ON FFIZZ DR FALSIVTZ AR — VA Bt A H U CHERE 58 C1E 5 LT SCD AN — DA f S M A
FV—|MRAET D0, BHE ST TCORHEICINHBAN — V8% 5 T 72D OFSREZfR L
TRV, Fo, SEXD AR — U # TR IRWT TS L T EES LD,

TSF 1%, *IFrdEIB LN MAC 24 5 Tet s al S W SC TR PEATY — IR G350, BEEZE T
ETOFHEZZO Y a S AT 72D OFBEREZRILL Ty, 2, 2O a X E IR
THIE L CHEES NS,

TSF %, TLS $~7 O 7T A X — MMz AN — V8 T 5L L TN AR — IR /7L, TOE O EJR
ON FFICZ DR BALEN T T TA R — MMtz G A HH L CARL — 8 CIE 5 LT SE XD T T A _— M4
FERVEAT) —IURAFTEN, BHEZ G2 TORHAEICINS T T A — MMtz 5 A 7= O O
REAARHEL TR, F72, LD T T AR — M T FEIR M CHER L ChEES NS,

FPT STM.1

TSF |%, FAU_GEN.1/FAU_GEN.2 T/RUTCEE AR G A R M s A m 7 LU CRidk T A%, TOE D A
T LI IINDIA DAL T HFATT D,

ARFEMIZBIF % TSF A2 %7 =— A%, FAU GEN.I/FAU GEN.2 ® TSF A2 47 = — R ZHEL D,

FPT TST EXT.1

TSF (%, TOE EEFFIZLLTF O B &7 ANETT,

o TRt —JD~/LAT Ak ES NHEL TUWOVRWZEARFET 5720 | B R E R B L OELE G
IR LA IR U FEATTHZ2ET 4096 ' FOELE AT AESE | SRR T E ORFNIZTE T35
Z& LR —E Y MEO RIS FTEDOBIELL T ThoZ e, BIOHBLE Y MED R A3FTE DFF
RHPAZ B2 2N E R T D,

® DRBG MO~ L AT Ah: NIST SP 800-90A (Z5&-3% | Instantiate, Generate 350" Reseed DFEREIZD
UNCREFNFRT ANEAT I,

e HBA B SR DT AR W5 [EIEE ISR L TN E A RGET D728, AES AZE T
(http://csrc.nist.gov/archive/aes/katmct/katmct.htm) D EEEfET ANE1TD,

® TSF A A—UMRRIE: TSF #3245 57 7 — LAy = VI N2V L2 RGET 570D, a2 ha—F—7
7 =L TI Ny 2 (SHA-256), DD 77— L7 =7 1% 16bit F20 K & 5 (F- =7+ L)L
H CRGEEEA T,

PLEO AT AN E T —EIc =T — R & iU, TOE 1T Eh & kL, BT E CaEfEL

EIE3%,

TSF (X, "—FRv=7 TSF £V 7t =7 TSE PO SIL TV D, N—FR Y =7 TSF [d= bt —fd

JOVHBA B 5 R CTHY, = hrt =D~ VAT AN IOV HBA B S RIEOTANIED, Zhb%

EECEMES T T EOR HZIT>CD, Y777 TSF (X7 7— AU =7 EICEESNTEY,

TSF A A= RRFEIZ LY TSF EI7a—R D522 MEEL T, £7-. TOE MEEHEDH D NIST

SP 800-90A 73 H C.7 ARD FE iz H R L TWHH, ZAE DRBG D~ VAT ANIIV -85, PLE

DZEND, TSF DIELKEMEL CWAZEEFRET HT-DIT AN+ D THHES 25,

ARFMTBIT S TSF Ao F 72— A%, LRI RTEBYTHA,

L.

e MFD D ON (EENHOE IHS [F45)

©2020, >+—7#24, (Sharp Corp.), all rights reserved. 60


http://csrc.nist.gov/archive/aes/katmct/katmct.htm

FPT TUD EXT.1

TSF X, TOE O 77— AU =7 /\—Va ZfOE b 56E I Z2EBE |, TOE O 77— A7 =7 |Z%f

T 57 7T — NG DRE ) A RHLA A B | ZHR I35,

TSF L, LRt77— A0 =77 o7 T — G200, 7y 77— RO 77— LU =27 DR IEM%E

FREET 5 FEEARLA B E HF 1195, 77—_&?17N¢2: (77— LU= T 77 AV D—HEREL

TSNS T VXV EL ) D FCS_COP.1(b) 12169 RSA BAMBGEICIVE 53l vy afiit, 7

T T = RO T 7 — LT =T B TEEDTIRIEND FCS_COP.1(c) (216D SHA-256 DEE 57N

VB RIZIVFE SNy 2l R AE L, EOED T HIEEMHRTHIEITED, 77— 4

U7 BIEVEARGET 5,

ARBEEIZEITS TSF Ao 27 = — XL, UL FITRTEBVTHS,

o BE RNV DETETE—R/Web _X—T T, [AT —HA|=>[77—LU=T N—Ta b7 7—AU=xT
N—=TgarwlWEbE

o BERINVINBA T F U AT R~BAITL, 77— LU= T T T — N FEAT

7.7 TOE 77t A
AEITILEIC, 6.2.7 BiDMZE FTA ERICRET 58Kt 0 R 95,

FTA SSL.3

TSF [ YA Vi ql= P/ V% (u*Ja%lJmiE) LRI RFZ DWW, B EDZIC A Bins 7o M 25
eI T D, TOM PRFEIZEHEF TR EINRRTHY, /T 10 B, f KT 240 B4 43)

@%

TSF I%, Web _X—Trr A GRABIGERE) LIZAI A IC oW T, BEEORZICABn 7 7D M58
e 5, TORTHERIL 300 B (5 /0[) EETHD,

AREEZE TS TSF A #7 = —A L, UL FITRTEBYTHS,

o BE{E/ SR L/Web ~X— U C, — W — R DY A L LT R RE TR E

7.8 mfEEANA/TF v
ABTIEEIC, 6.2.8 HiD WA FTP BRI 2 Bk Rl 55,

FTP ITC.1

TSF (%, B33 IT f 5 THARGEY — N — | B — — FTP V— "—BL A= L — R —LD
BEERET D20, ZTNHEEEEITOBIC, FCS_TLS EXT.1 (ZHI-7- TLS 1.2 Zfi HL7= & S48
F ¥ N EN L CRIEZ G5, ZOW(E1L, TOE EEEH T A0S HEENE THEIET 528N
T&5,

TSF 1%, LA F OBREZFIH 2R, mfE#HT v 120 U CREE IT fE EOWMEE LG 2,
L SN At A BT I
o Bitin s T —HDIE(F
o 77 AN —N—iKE
e E-mail i%(5
AKBEMEICRE 5 TSF A 47 =— A, L FIORT LB THD,
o WL — 3 —LDil(E:
o BE IV Web ~2— 0D m— P —ZREEE T T A R
o BT — R —LDiifE:
» FAU GEN.1/FAU GEN.2 ® TSF > %7 = —AIZHEL D
o FTP #—/—LDiffE:
* MFD OAFyF—a=yMNIffazty Mg, #fE LT [T 7V AF v ], Eald
[FTP/Desktop] 257 7 A Lt — N — (G A% ¥ L & 51T

©2020, >+—7#24, (Sharp Corp.), all rights reserved. 6 1



o BE RV T, [RFX2 A NI 7 AV TNDERET DT 7 AN — R — K G 2T
o A— L— N —LDiE(E:
s MFD ODAF ¥ —a=yMIFfEE Y ME, BAE SRV T, [ PNV AF v ], FT2E[E-Mail])»
5 E-mail IXEAF% v 2 FET
o BESRILVT, [RFRa AN 7 AV P ID[AET 510D E-mail 2452347

FTP TRP.1(a)/ FTP_TRP.1(b)

TSF i%, L FDEIIZ, TOE ED(E BEEF D& DRI TCITOND I EERFET A28, m{E D@

G/ RAZHMENLT D,

® /747 & TOE D Web _X— T LOMDIE(E 1, #8153 7 — X & EHEE)NOIRHE T 55/ E HHE /XA
ZHEAEd D70 HTTPS i@ HEREA 45, HTTPS #1313, VE—MEFE . 213V —MIH
FINITAT N ED Web 77 7% —7n5 HTTPS 15 T T 52 LT, TOE O Web ~<— LDl
BEMGT 5, 7747 MrbORABIFERER L O X ToOVUE—MEEIX, HTTPS {32 HL T»
LY 5 DIHRFATEND,

0 VAT LD TV B —RTA3—L TOE EDRIDIEIE 1L, 1658 SNWAEIRIT — 2 A VB EE ) D
T HEEHEIEE S AL AT 5729 | IPP over TLS J@(EREREZ 45, Ve —MEHLE | £/-13VUE
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e MFD O AX v —a2 =y MNIJRfZ By M, BIE SRV T, [T NT 77 R EE [T 77 ATD
77 ARG TAT

o BENRFILT, [RX2 A NI 7 AV TN D[EET D07 7 7 AR EEFAT
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7.11 BLHAS WA T BB/ RIS AR — P F A 2 L OFRBE DT — 2 2
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TLS_ECDHE RSA_ WITH_AES 256 CBC_SHA384,

TLS ECDHE RSA WITH AES 128 GCM SHA256 XL
TLS_ECDHE RSA WITH_AES 256 GCM_SHA384 Ti%,

TSF (%, FCS_RBG_EXT.1 353X FCS_CKM.1(a) (2>, TLS il(g THW D — R — gt L O
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[ T
BEV Border Encryption Value
CC Common Criteria
CM Configuration Management
CPU Central Processing Unit
DRBG Deterministic Random Bit Generator
ES Entropy Source
FIPS PUB 197 Federal Information Processing Standards Publication 197
HBA Host Bus Adapter
HCD Hardcopy Device
HMAC Hash-based Message Authentication Code
HTTP Hypertext Transfer Protocol
HTTPS HTTP over SSL/TLS
I/F Interface
IP Internet Protocol
IPP Internet Printing Protocol
IPP-SSL IPP over SSL/TLS
IT Information Technology
LAN Local Area Network
LDAP Lightweight Directory Access Protocol
MAC Message Authentication Code
MFD Multifunction Device
MFP Multifunction Printer, Multifunction Peripheral
NIC Network Interface Card, Network Interface Controller
OS Operating System
PC Personal Computer
PP Protection Profile
PSTN Public Switched Telephone Network
RBG Random Bit Generator
ROM Read Only Memory
SAR Security Assurance Requirement
SFR Security Functional Requirement
SSL Secure Socket Layer
ST Security Target
TLS Transport Layer Security
TOE Target of Evaluation
TSF TOE Security Functionality
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