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(—#%F % | a normal user) AAVII)EE <y
A User who has been identified and
authenticated and does not have an
administrative role

U.ADMIN AR E A, BRRE S VAR CE BRI A
(¥ | an administrator) &

A User who has been identified and
authenticated and has an administrative role
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Data created by and for Users that do not affect
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User Document | Information contained in a User’s Document, in
Data electronic or hardcopy form
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Data BBIZOVWTIFRTCEDL LI R TSF 7 —4,
TSF Data for which alteration by a User who is
neither the data owner nor in an Administrator
role might affect the security of the TOE, but for
which disclosure is acceptable
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TSF Data for which either disclosure or alteration
by a User who is neither the data owner nor in an
Administrator role might affect the security of the
TOE
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An attacker may access (read, modify, or delete)
User Document Data or change (modify or delete)
User Job Data in the TOE through one of the TOE’s
interfaces.

T.TSF_COMPROMISE

BgE X, TOEDA 4 7 =—A %@ LT, TOEHN
DTSFT — 4 ~DRERT 7B RA%HL1H LIl
AN

An attacker may gain Unauthorized Access to TSF
Data in the TOE through one of the TOE’s
interfaces.

T.TSF_FAILURE

TOED#EAIENFF A & L7286, TSFOREERIC L -
T, BEX =27 OBREZSISEITE LUV,
A malfunction of the TSF may cause loss of security
if the TOE is permitted to operate.

T.UNAUTHORIZED_UPDATE

BEFIL, TORICARERY 7 "N =T %A VA h—
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An attacker may cause the installation of
unauthorized software on the TOE.

T.NET_COMPROMISE
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An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring
or manipulating network communication.
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P.AUTHORIZATION
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Users must be authorized before performing
Document  Processing and  administrative
functions.

P.AUDIT

X2 VT ABET 7T 4 BT g ITEEIRRITR
ERod, FhokiRTrvaron 7idiE
Sh, AMBIT= T 4 T 4 ~FfE SR iE e b
720N,

Security-relevant activities must be audited and
the log of such actions must be protected and
transmitted to an External IT Entity.

P.COMMS_PROTECTION

TOEIE, LAN EORODT /A A L | L 25 T & 72
FAUERR B0,

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPTION
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If the TOE stores User Document Data or
Confidential TSF Data on Field-Replaceable
Nonvolatile Storage Devices, it will encrypt such
data on those devices.

PKEY_MATERIAL
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EINRTNTER BN, WOFDARL—UF A
A A BIRAFS LTI By,

Cleartext keys, submasks, random numbers, or
any other values that contribute to the creation of
encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential
TSF Data must be protected from unauthorized
access and must not be stored on that storage
device.
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Physical security, commensurate with the value of
the TOE and the data it stores or processes, is
assumed to be provided by the environment.

ANNETWORK
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The Operational Environment is assumed to

protect the TOE from direct, public access to its
LAN interface.

A.TRUSTED_ADMIN
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TOE Administrators are trusted to administer the
TOE according to site security policies.

A.TRAINED_USERS
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Authorized Users are trained to use the TOE
according to site security policies.
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AES Advanced Encryption Standard

CBC Cipher Block Chaining

DRBG Deterministic Random Bit Generator
ECB Electronic Codebook

FTP File Transfer Protocol
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HMAC Keyed-Hash Message Authentication Code
HTTP Hypertext Transfer Protocol

HTTPS HTTP over SSL/TLS

IPP Internet Printing Protocol

LDAP Lightweight Directory Access Protocol
MFD Multifunction Device

SHA Secure Hash Algorithm

SSL Secure Socket Layer

TLS Transport Layer Security

XSS Cross Site Scripting
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A system producing or utilizing a physical embodiment of an
electronic document or image. These systems include printers,
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other similar products.
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