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1. ST Introduction

1.1. ST Reference

- STA4 : KONICA MINOLTA bizhub C6501/bizhub C5501 with FK-514,
DEVELOP ineo+ 650i/ineo+ 5501 with FK-514,
Sindoh D732/D731/CM6013/CM5103/CM6015/CM5105 with FK-514
X2 VT4 X —F vk

« STR—T g v ¢ 3.00
- {ER% H : 20204£12H18H
- VERE == NIV &5 = Veey 3

1.2. TOE Reference

- TOE4 #r : KONICA MINOLTA bizhub C650i/bizhub C5501 with FK-514, DEVELOP
ineo+ 6501/ineo+ 5501 with FK-514, Sindoh D732/D731/CM6013/CM5103/
CM6015/CM5105 with FK-514

s N—=TUg v : GG1-2B

TOE Oz R—x ML, MFP A{kL FAX vk 2 S5 ThH%, KONICA MINOLTA bizhub
C650i/bizhub C550i with FK-514 %, MFP A {& (KONICA MINOLTA bizhub C650i, KONICA MINOLTA
bizhub C5501 DWFHNEFDT7— L7 =T "—T 52 (AATNOY0-F000-GG1-2B)) 12 FAX vk (Fgih4
FK-514, Ak 25k B 1T A883) ###L7=bdTHY, DEVELOP ineo+ 650i/ineo+ 550i with
FK-514 i3 MFP A&{& (DEVELOP ineo+ 650i. DEVLOP ineo+ 5501 DUW\FNNEZE DT 7— =T /8 —Va
(AA7TNOYO0-F000-GG1-2B)) (Z FAX vk (B fh4 FK-514, Tk 9 Dk BIE #iT A883) #5#L/=H DT
Y. Sindoh D732/D731/CM6013/CM5103/CM6015/CM5105 with FK-514 (%, MFP A{& Sindoh D732,
Sindoh D731, Sindoh CM6013, Sindoh CM5103, Sindoh CM6015, Sindoh CM5105 DWW\ ntZ D7 7—
L7 =7 38— a2 (AATNOYO0-F000-GG1-2B)) 12 FAX b (B sh4 FK-514, Z Uk 2k BI1E #i% A883)

PHEH LD THD,

1.3. TOE Overview

1.3.1. TOE DFE 3|

TOE 134y —7BRE(LAN) TS D7 U2V G (MFP) ThY, 2t — Ax v, FU b 777 A,
LEORAFEBRV L ZATOMREEE A T2,

1.32. HREEERGEF2 )T ¢ HaE

TOE 1%, LAN ERAZERRICEESIL, FIHZE DTV b AX Y abt— 777 A SCEORFERVHLEITH
BEREAif 2 C\D, 1o FIRF OXLERL X 27 (BT — X2 RFE T 5720, TrttF 27 1ae2 1 2 2.

R 25T Dk BRI RE I I G A DIVIHERICHE > TILEA~DT 7 8AR TOE O FE(EZ
FRI27 72 AHIEEEE, BF 2T BB O E 2 BLE OMEIRZFF SR ICHIIR 32 8% 2 U7 & BRI HE
X2V T ABHEOFEREFLEL v — N — K E T HEE AR, TOE &AM5 IT #grlDiiifE % IPsec 12&-
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THRiET 2EEHIBE . HEFBEREICSVTEHIET — 2O S LICFIT 358 5{bisE. PSTN &
LAN MO BEZRFET D FAX SBEREGE, RIE7 77— A0 xTICED T v 77— el 35777 —Mines
TSF OIEFEEAETET 2 H O 7 AMERRIZ LD &3 187008 I RE,

1.3.3. EHIRE

TOE OEMABREEZX 1-1 1rT, TOE 1%, LAN SARERR B L Tl 95, FIHEIL TOE MMz D
VESRVEIT LAN 24 L CBIET 528125 -> T TOE 2 #/ET 5203 H k5,

X 1-1 TOE DOEHERE

(1) TOEMFP A1£)
TOE 1347 4 AN LAN EARBIBMEEESIL, T rotifea B2,
B LEOZE
T 7 A%
FIAE ITHAE SROVDDLL T DMLBREATHZ LN TED,

- MFP O & ffiak &
CRXEOAE = T 77 RRE - BFXELLTOER - vy MUV —7%E
CEHSCEDOHIR « 7 7 7 ZKE - Ry P U—7 %5 - HkR

(2) TOE(FAX %vh)
TOE T7 77 AMREAAT -+ 57- 0 M B dEE  MFP A RICEESE 2,

(3) LAN
TOE O iEsE chlsns Ry hy—2,

(4) NEEHRE
IERT 7 I ALIEZAE T BT D EEEEIRE,

(B) T7FATIF—
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A= NPBEA T 4 AN LAN ~D Ry NI — 7 WA 13570 DI E,

6) 77947 FPC
LAN |28t 352128 > CTTOE 2747 U he L TEET %, FIAE X, 2747 NPCIZT VAR T AN —% A
VAN IVTBIET, 74T PC 25 TOE (27 7B ALLL FOBEEITHIZENTED,

- B SCEOER - HIR
iz, FIHE L, 7947 PCIZ Web 790 H AL A= 352 C, 7747 h PC 75 TOE (7 7&®AL,
LUT OEAERATHIZEINTED,

- WC

(7) SMTP #—/3—
Ax ¥ LT —#° TOE NICBRFESN TWDAE T LEER E A VB E A58 IE RSN — 33—,

(8) AMARRFES — N —
TOE ORI HZFZFHRIFRRES DY — S —, SN — =385 S N CTEHA T 5572 B L2 5, SN — /3 —F8
niEjj‘At l/ \T j: Kerberos AICN uIE’%);Hl/ \%)

(9) DNS #—/3—
RAAL 4% TP 7RV AW B — S —

(10) v H—s3—
TOE OB K/ B EHIEORE L — " —, FIHFITEEr DRk sn= 7 7 AV D EE LT
WebDAV H—/"—%f5ETED,

(11) WebDAV #—/3—
A2X¥ LT T —#%° TOE WIIRFESN CWAEF LEE TOE ok E L., T 29— —,

(12) SMB #—/3—
2X¥ L LT T —#=° TOE WIIRFSN TWAEF LEE TOE ok E L, T 29— —,

1.3.4. TOE [2EZ TOE A DN—=FI 27 /VT +oz7
TOE #FMH 32512l ThELRD/N—RYy =7 V7 =7 LT, TOE FHIIZ W7o R A DL TSR T,

Table 1-1 FEAHEARR

N—RY=TIVT7 v T=T FHMECEHEA L7 N—Va V&
747~ hPC(OS) Windows 10 Pro
Web~7 7 7 W Microsoft Internet Explorer 11
AN S KONICA MINOLTA C650iSeries
PCL / PS Version 2.0.13.0
IPsec OSSP
IERFRRE Y — N — Microsoft Windows Server 2012 R2iZ#4# X 41 5 ActiveDirectory
DNS#—/3— (¥%) OSH ik
IPsec OSSPk
SMTPH—/3— Postfix 3.4.5
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N—=RUxTII T T=T FHMECERA e N—Ta %
| IPsec strongswan 5.8.0
DNSH—/,3— bind9 9.11.5
| IPsec strongswan 5.8.0
07— — apache2 2.4.38
| IPsec strongswan 5.8.0
WebDAVH— /3 — apache2 2.4.38
| IPsec strongswan 5.8.0
SMBH—/3— samba 4.9.5
| IPsec strongswan 5.8.0

(1) SMERAEA A H 32355 1%, Microsoft Windows Server 2012 R2 @ DNS H— \—%fE {320 ERHV E
‘a_‘o

1.4. TOE Description

AFECIE TOE OPysiiah, s fiho Bas ik %,

1.4.1. TOE O3B & E

TOE OWEREFEIT, MEA T v a Thad FAX v hadEE LT MFP KA ThsD, TOE iF, MFP A{k(7 7
— LT W), FAX v b, HAX L ADHAL CTRAF SIS, TOE 21585 —Ko=7 /Y7 =T HAZ
A% R,

MFP AK(2ix USB IF NFEESN TV, EHATIET v 7T —MERE TOREMENDT=80  FIHHE HME
NHJIRAR — DT NRAR(R—=B TN T Ty a2 ARV T A RE) R U CRIH T2 81L&y, o, MFP A&
RIZ1E RS-232C TF NFEESNTODH, IEHFITEN LS T2 FIHERARA L2 T7 2 —2EF T 52
LI TER,

Table 1-2 TOE 28R +5N— RNy =7 /7 vhu=T
BOAT HAL s N— g VIE AR E i Bof 5 R
bizhub C6501

bizhub C5501

ineo+ 6501

i 5501 . ‘

MFP Atk [ 2" NAFYBRDT 7
Ty =AU T NR—T g HAHMICH® LT

FEow+h D732 7 ) — AU =T ENEL (i

73)

AATNO0Y0-F000-GG1-2B CE VBT D,
D731 0Y0-F00 e B2 & Bk

CM6013
CM5103
CM6015
CM5105

TS \ WA AR LT
FAX &% v I FK-514 N— R =T

A883 FIZLVEET D,

Jo
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Table 1-3 TOE #2014 ¥ &

Fiofh BN HAKF v R H N—=Ug v She B R RS
bizhub C6501/C5501/C450i = — — B exe 77 | F—E A~V M
NN 1.00 A AGE
ZHA R An(2) | BT 25(41),
bizhub C6501/C550i/C450i User's B (BT%
1.00 e
Guide 444 5)
FULL J&k ineo+ 650i/5501/450i User's Guide 1.00 HEE
Sindoh D732/D731/
D730/CM6013/CM5103/CM4093 Loo -
/CM6015/CM5105/CM4095 ' "
USER MANUAL
bizhub C6501/C5501/C450i = —— Los A exe 77 | F—E R UM
RHA R €% a VT 4 Hre ' Tl ) | BB,
bizhub C6501/C5501/C450i User's B (BT#&
1.04 HE
Guide [Security Operations] 415
X = U7 | ineot+ 650i/550i/450i User's Guide o
N A=] . . 104 %Eg
+ FEHEHR [Security Operations]
Sindoh D732/D731/
D730/CM6013/CM5103/CM4093 L
1.04 BFE

/CM6015/CM5105/CM4095
User's Guide [Security Operations]

(*1DMFP K{EIxtisT 5454 2 A2 (FULL R & BX 2 V7 1 #ReiR) 29— A~ U B35, HAZE
SIGEIEAZ DR LIZL B,

(*2exe 7 7 A NVEFE(TTHZEThtml 7 7 A VEAFTT D,

(*3)exe 77 A NEFITTHZ L Tpdf 77 A VEAFTT D,
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1.4.2. TOE 0D f ¥ #Y &5 B

LITIC TOE & = U7 1 BRHE & RAKREZ FLak 9~ 5,
TOE
________________ X VTAMEE . L EBEmE
| BRI exa 7 EREE | | 7Y M :
L poesimes BB Lo 2% v b !
i 52U BEFLEAEE | | e 5
A FAXS REHE L z i
PP S |
| | xBomEL Ry B LM | |
illlli illllli besmressemsmmnesRsne e '
A A A A
A A A A
FIm#E 2747~ kPC SMTPH — /< — FAXI 28
BRI Y — /S —
DNS# — /S —
04—
WebDAVH —/{—
SMBH —/{—
X 1-2 TOE O HIHEH
1.4.2.1. EARHEEE
Uiz, TOE 0 MARER 70ik 55,

Table 1-4 TOE DX AHERE

No.

Function

Definition

7V NERE

R 73 LAN #& i C&E 1+ CE% TOE |

ZHERAFEL . FIRI3 2B RE,

AT R PC DTV HRFGAN—=H LU WC 0306, BEE& 7V MRy 7 AT
WEL>—HHREFE XS, T2 WC 532U —RE 514t PDF Ry A~NEF LE
T — R RAFCTED, FIHE DERAE SR — R R AF LT 7 CEDO I A F4T

L7t B4 8 730 TOE 2 HHIBREND,

A%y o BEHE

R BT LDBRAIE S FANSDEAEIC L > T, L EEZ ARy T TR A Y, B
SCEZEHL T, X2 (E-mail. WebDAV, SMB) 4 A4HE,

At —HeE

R BT LD RN DB Lo T ML E L AR v T Tt A o T, 56
F B 7= [ 5 5185 B F il 5 D% e,

777 AHE

T > ) Faka Ly AV, ARE
BT T DRERE,
« T AL R

A Al A2 i (PSTN) & /1 L C L4
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BAERINADLIEEREREL MLEL AT v CHAIY, &7 CEITEHRL
T HBELTANE T 7 7 A~IEE T MR, BIE SR D | ARy 7 ARTES
NTCWDETLELT 7V AEFETHIELTED,

<77 I A AR RE
IR 77 A S ERE R A T L CE T UEEZE T HHEE,

XEOLRAF LI H U RE

ARy A REIARYZAZR Yy I A, SR =R 5t PDF Ry 7 A ZE T X EL
PRAF B UITPRAF U7 1 SUE R R 3 RE

AR 7 ZHKLTRECEE AR v TR A0, B 3CGE ’Nﬁ&bﬂ%f 7
FGAT R PC DTV BRTGAN—=H LT WC NS E A LEEIRIFE. 777 AERE
FoTEELL F a—RAET7 77 AL EE R CTED, i AEY ;d:.fﬂxc b3
LT, 777 AMBREIC L > TRABG LT 7 7V AL R B R TED, /SAT —RIE Bk
PDF 7Ry 7 A2k T, 79A4 T+ PC D WC Mo E T L ELRIFTED,

ARy 7 ZNRAFS I E T ICEFLL B L0 BEI] SMTP - —/3—
[WebDAV #—/_R—/SMB #—/R—~DT 7 A VIE(E, 777 ZEE. WC 735
SMTP #—/3—/WebDAV H#—/X—/SMB #— R —~DT 7 AL IE(E, X7 m—
RACTED, BRI ATVZAFR Y7 AMRTFESNTFEA U, B SRV BH)
Rl WC 23564 70m—RRCED, AT —RIF 51k PDF Ry 7 AR TFENT-TE
TICEL, BB SRVIBE AR I ASDRAERTED,

1.4.2.2. %2 ") T 1 H#EE

LI

. TOE Ot&X2V7 rkhE

% ﬁ‘a—éo

Table 1-5 TOE Ot =2V7 1#kE

Function

Definition

R R AR E

TOE #RIHLIHET 2EH D AIFIHE THLZ AR B D DB Uik B33
WA > TREEL | FFRTFIHE SRS E 720002 TOE ORI 27 A3 28
HE 9@%’J%%Uﬁ{§fy7xA77tXTéiﬁA(777?““1%%?[5’%0 FI 2 O
REALITINZ, B AEVZER Y 7 AR — R L DEERS EiT 5, 2REEH U

X TOE H &3 #kAIER .:E%ﬁ??!iﬁ-‘*t%ub AT A DOFEFEY— N — %l F
DANER Y — N —FRFE ST XD D, ABEREIZIZLL T OMSRED & E41D,

<385 U 72 BRAE IR B 5 A3 B e il L %Lf:zﬁ V\ZRBREA1E 1L 9~ Dh% e

BT AU, ASJ LT/ SAT —REH I— S TRRT DR

SRV —=ROGWEEZRETHDICEHE RN TORE LR/ IAT =N R D4
PRI U T S AT — R 21 2 B ke DR RE

STAFRRES LT o — — OEAEN — ERE ] 72\ (F B DV E LI RE ] 72\ 55
B FDYar T T ORE

T e AR RE

TOE WNORFEEEIT L, FF A SNIRIMFE QLN T 7 e A ReL/e 25012, &
B PE~DT 7 AR DHERE,

5L aE

LAN FTOBEFIZ, T —FEHENT VT EATERNIIITT AT BHERE,
F— 2B OB INEL. EERANKREN TR 57 VTR A0 I KO REE
5,

e 5 R (R B AE

LAN *lJﬂ%H%L:*V]\‘7~7J:O)i§Hﬁ'E CEDEMIm AR T DikRE, 7T 147 R
PC. SMTP #—/3— SEGEREY —/3—  DNS H—— marH——,
WebDAV #—/N—_ SMB #—/\—& TOE ORO@IET —2% k5t 75, 3.
I S RE IS L > TRy b —7 R O IRE G PEZ N 5L T D2 L THR#ET 2,
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WEABEA D& L DR TIT b D Z L2 RAET DR RE,

5 X 2T B EEE

D&%”uu uJ‘.E*;&é Tt pEéﬂf_H’:’ﬁ%(U ADMIN)@ %jﬁ%/)ﬂ:‘l ﬁﬁ%‘@%ﬁ)) TOE
DX VT AHEREICBE T 05 E ., SN TRETHAHZ LA RIET DA,

6 | EiAtne

TOE OEMABIUtFaT 2255 % (LT, BEAFERLD)Ors %
FrE R ELLbICE AR LU CRiL ., Rl LA n 7 2 A TEo BN TRt
TOMAE, n7 7 7 AV, mIEEREEEL M Tas Y — =2k ESh, s
Y= =BT DIENTED,

7 | EMEEARTE G

TOE O77—AU=7 77T — eBGT 2001, Ty 7T — bR O77— L0
=T ODEIEMEZRIEL ZNNIEHOLDO THDEZLATHR T OMERE(T v 77 — Mk

HE), TOE i F 23R Al a2 K I S W 2 L B RAE T D728 OF%
HE(H &7 AMERE

8 | FAX 4y HfEtssE

TOE ©7 77 AT/F 73, PSTN & LAN D7 —% - 7V P AR T 5720 E 2 72
WL RAE T DIERE,

1.4.3. RS

AR ST THEH T HFEOE R EERT D,

Table 1-6 FEE

Designation Definition

w3 BT CFRRERE O #EE L ET — 2 Thod,

AR HMESCEIT, CFRRB R E DIFRAEFFOMRIEAR D LETH D,

EHCE PRAEETD H L OxG L7027 (Storage and retrieval [ZEDEIED RS LE/2D) EF L

77 7 AGE 777 ABEBRIC I AR A LU CINB T 7 7/ AL EZAE T 5 30E

va7z N— Ra e REEICEH SN D GRS 2 7, @&&@&X?ilZKUL(D
CEAMPETE D,

WC Web Connection, 7 74 7 >k PC® Web 77 UH% %1 LT TOE % #/E+ 51
BB, A ¥ 7 =22,

Y (A VI TOE ##{E3 2720 0FHa L ha—LTNA R, ¥ o FRFVERT 4 AT L

A TR S LD,

2FpFr=y b

TOE THIENLHY, TEEZHAIRY (BT — BT D72DDT 51 ,

TV g a=y b

TOE THIRIMIC A S nzlitg 7 — % 2 IR )92 7 34 2,

Foy hr—F o=y h

TOE % il 9~ 2 4& &,

Tr—AT T TOE ZH|#HT2 Y7 vo =7,

CPU H T R AL PR AR 1

RAM E¥EmEE S L TR SN DHHFEAE Y,

SPI Flash TOE O#EEZRET 5 TSF 7 — ¥ BRIF SN D BIHIAZ AR 2 RIER A€V,

SSD 256GB OBUMA AR LGB BEE, 77 — L7 =T B fE SRRy U —7
MHDT IR ACKHT D VAR AETERT HOOFESZHET — 4. TOE O
WEMT—4, BETXEN T 7ALE LTRIFEND,

Ethernet I/F TOE & LAN %2853 572900 A % 7 =—A, 10BASE-T. 100BASE-TX,
Gigabit Ethernet ¥4 — ~ 35,

USB I/F TOE & USB 7 A RAEHT D720 DA BT = — R,
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Designation Definition

RS-232C I/F D-sub9 B> & LT, TOE ~V U T AERTHZENTEDA U F T =— A,
TOE BfERFIC Y — R~ U N A T ABRE TN T 5,

SMB #(3 AF ¥ LicT—4#% TOE NIZRFESNTWHETIFEREE, avEPa—X
—TRAD T T ANMIEHRL T, arv Ea—F =V —"—DHFT7 5L F—~
EET D HEE,

WebDAV &*15 A¥y LT —#% TOE NIZRFESNTWHEBETFXERLEE, arta—F
— TR D7 7 A WMIEH L T, WebDAV H—"—I27 v 7' u— R 5HHE, 7
TH—=N—mu JRETLIHEICHENT 5,

Ny 7 A TV MERE. 77 7 ABkRE. CEORAF LI M UEREICI W T, FIHECE

F— s OREY 3 77— 4 % TOE \CHRT HHRE, T TIL, BT U >
MRy 7 A, AT — KIS PDEF R v 7 A, |4 T Y ZER Y 7 A, HAK
v ABFIRTE 3,

BAE& T Y FRy 7 A

—FAER, 794 TV RPCOT Y Z RTAN— HLIUIWC nHTY
v MEREE FAT Lk, B ENRRFEIND, —BRAHAEFIT, B
O —IRFRIF S NTE T LEOHMREZFATT O LN TE D,

/RAT — FiE 51k PDF R >
7 A

—MFIMER, 727547 F PC D WC inbARU— TS/ PDF @
FIRIS U <ERAFZ AT L7chy, B 3CEDS —RRFEN D, —BRFRHE L, #
PRSIV S — BRI SN BT SCEORIR S L IMRGFEREITTH 2 LN TE

Z)O

SR A€ Y ZAER v 7 A

Ty I ABRRICEVZE LI F a— RB3EESNTWRWT 7 7 ALEERFT
D, EHEFNRE AT YU ZEHE CHRE AT Y ZEEANRE LA ISR
TELEEATIIADHREINTND), T, BEHENEH ATV ZERET
RELEMH AT ZERY 7 A2 — R CR#EEIND, B ATV ZER Y
7 ANAT — REH> T BRI HE L BERx L ET T4 T FPCOWC

Mo, Ty ALEZROVHTZLRTE S,

AR 7 A

—FHEDL. BFDPIAETLMEAR Y 7 2L, #BfEA AR, 7547 b
PCOTY o Z RIAN= b LIZWC OB FULELERFETED, 777 A
BEBICEVZE LY a 7ICF a— FBREESN TV 56, fEESMEAR
VI ANT 7 I AL EERAET D, —RFIHEN. BFDBFH T L2EAR Y 7 A
Wt L, B, 7547 B PCOWCNLETFIXELZIY HE 5,

i
i
W
Gl

Ty AL IV ZELIEF a— R RESNE Y 7 7 AXLEEZBAR v 7 A
~MREIFTHHEEE, AR Y 7 AOFTAEZE TH D BRI HE L EEHED, FAR Y
I AZE N EBRSZAEH SA T — RERETE D,

F o

SUB 7RV ALIEE ID TR SIS, BURSZEPANCRE SN TOLMEAR
I ANT 7 7 ZAEETHETIE, B EAR v 7 ADORER S L BIRZE A
J— K% Fa— KO SUBTRULAREEEFEID & LTANT S,

"7 A CETR FIAECEEMT NS X2 ) T BEOKEL
—FH#(UNORMAL), & #E (U ADMIN)D&EIR & %,

TOE (213,

— R
(U.NORMAL)

— R (U.NORMAL) & L CTOEDFIFH &3 v] S = FIHE, FIHE R —WF
—4, 2P —RAT— R FHEHERL L To 7o RS LR, — %I
#(U.NORMAL) L L Cikplansd, =—V —Mim CIRit&n A2 T& 5,

B
(U.ADMIN)

FHE(U.ADMIN) & L < TOE OFIH & 77 S 7-FIH#F., TOE OFERHIZIL,
0 s A IHEOENCLY 22— —EHEU.USER_ADMIN) & & /LA & B
#(U.BUILTIN_ADMIN) 3% %, EBEFEE TR SN DX =2V 7 ¢ B HHEE
ZRIHTE 5,
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Designation Definition

o — A HE FIRAEN2—F =4 22— — AT —F | FHEHERSY Trs A AT LI,

(U.USER_ADMIN) a—Y—&#E(U.USER_ADMIN)E L CRkBlISN 5,

BV kA EHEE BFEHENRAT— RembFHE, FIHERERE SAT =R Tz A AL

(U.BUILTIN_ADMIN) B, BB S (U.BUILTIN_ADMIN) &L CigkBl& s,

il SV P —ERARRT— REMBFHE, FIHAEZNY — AR T — R Tr 7 A Ik
Yy L7, h— v AW TR SN AR EZFIA T& 5, TOE ORES T 7L
®icER— 5,

User ID TOEXFIASE 2353 2381, FIRAENa 71 k3 Li-E, FIAERME
L LTHEEMTbND, —BRIHE, 22— —EFBE O, = —F —E iR
DOBFHZEZNFV L TOHND, BN M VEHEIL, EHOEEEZNE H T
Y

=R/ N FIHEDDIL T ooV E RS CRBIGEREZ FATL . #BIRRREIC R I LI & .
TOEZFIH AIREZRIRIBIC T 5T &, #E/ 0V WC, TUZRTA/NN =D FATTE
Do

a—Y—4 —BFIRE, 22— —FHEN, a /A VR LT v E LTANT 5%

BT AEIEERIEOSA . TOEIZZ—F —& 12 & o TRIHE B &GRL—F—2
EOMmEFRINT D, 22—V —EBRE TR E 2 BT DRI E L, LA
IIEFETERN,

0y AU RAT— R

FIHEDN, B/ A VHHZZ LT vyl LTANT B3R — R, RIKERE
FEOHE . TOEIEZ R 74 v /RA Y — RIZ L » CTRIHE 2T 5. :L—*j-~/\7<
—F\%E%NXU—F\#—EXAXU~%w%6

=P —R2T—F

HRBEOR T A SR T — K, REEERGEOS G, BRI —Y —
HEREC IR E R 2 — P S A U — FERETE 5, —RRIREE, BH0
2= AT — FEETTE D,

BRENAT— R

B b A SEEHEDOT A L RATU— R, TOEHRIL, FrEDEE RAD —
RMWEEINTEBY ., TOEHRERICE /L b A VEHEDNWHENSEETS 5, LU
M, BHENLEETX S,

P —EZANNRAT— R

P—bER~wroua AL RAT— K,

— IR I

BHEEN BRI HEZE OTOEDOFH 2813 28668, FEF T, = —VV —E G

B W TR SN User IDfEC— BRI IE O ﬁ&%@ﬁf%é —IREFI A
IR E STz User IDEFO—BFIHE R 7 74 % F4T LT8G, TOEX
BEAT T 7= R B B2 T 5720 Méﬂﬁ%iﬂﬁ4/u%Wb\ﬂE%
FIHTE 220,

EEEAMEIR

ﬁ@%#~&ﬂ%%'m@% FICOTOEDH A A9 DH4RE, FEHF T, =
— PR ISRV TR Sz User IDEICE FLEMHERR D% ﬁk%%#f%
'éo ”Sfi%‘%ﬁﬁw % E S 7zUser IDEFFO—fEFIHE N EHEHERH Y Tr 7

VICERE) LG, BEEREICTOEZFATE 5, BHEBEHERNHRESNT
w&mU%rm%%o~hﬂ%%ﬁéﬁ%@@%@fu74/%£ﬁbtﬁa
TOEXBh#EAHT 7R HH B A REE T 5720, SFIAE I 74 TR,
TOEZFIHT& A\,

B RERI IR

LA S RFIE OF T FTRE /R BRRE & IR D Bk RE, EEEE IR, 22—
%%’%VT”ﬁ*ﬂtUwrmﬁ’%%%@@%Ek%%#fﬁé FERE I R

RE SN User IDZFF>—EAME R v 74 %34T L2 5E . TOEZFIA
%‘fﬁ%ﬂﬁﬁéhki%% EDOUIZHFRR S L < ITERAEA AR Ti‘%rﬁ‘é 7=, il RS
DEEREZFIA TE 220,
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2. Conformance Claims

2.1. CC Conformance Claims

A ST I, LL F® Common Criteria (LAKE, CC L324) TS5,

CC version : Version 3.1 Release 5
CC Part 2 (CCMB-2017-04-002) extended, CC Part 3

CC f
conformatice (CCMB-2017-04-003) conformant

2.2. PP Claim

A& ST 1Z. LLF® PP, Errata (2 &7 %,

PP Name ¢ Protection Profile for Hardcopy Devices
PP Version : 1.0 dated September 10, 2015
Errata : Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

2.3. PP Conformance Rationale

PP NERTHLLUFO5M% 2 L, PP OZKiEY [Exact Conformance | THho, ZD7=H, TOE 51X PP &
—HBL T\,

+ Required Uses
Printing, Scanning, Copying, Network communications, Administration

+ Conditionally Mandatory Uses
PSTN faxing, Storage and retrieval

+ Optional Uses
7L
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3. Security Problem Definition

3.1. Users

TOE OFHE X, LTI SN D,

Table 3-1 User Categories

L Fp Pag LA E2=
— %R — R E a—P K PSR =R CRRBIERGES LR
(U.NORMAL) (UNORMAL) —5F) 2 (U.NORAML) D& £ %5,
. EEE BHE LS CEBEERE S8, 2—Y—4, 2—H
2P . SNNEE
(U.ADMIN) —/RAT—R | EBE MRS CRRBIFR ISR T, &
(U.USER_ADMIN)
2 (U.ADMIN) D& £l 2+,
BV B R EHLE BHE AU —RIZE o CTlRBIRIEE N =R &, S HE
(U.BUILTIN_ADMIN) (U.ADMIN) (U.ADMIN) D% %48,

3.2. Assets

TOE (2B LR E EILLL T Dl ThHD,

Table 3-2 Asset categories

Designation Asset category Definition
Data created by and for Users that do not affect the operation of the
D.USER User Data
TSF
Data created by and for the TOE that might affect the operation of the
D.TSF TSF Data TSF

3.2.1. User Data
User Data 1%, L TD 2 >OFERDDEERLS D,

Table 3-3 User Data types

Designation User Data type Definition
User Document Information contained in a User’s Document, in electronic or hardcopy
D.USER.DOC
Data form
D.USER.JOB | User Job Data Information related to a User’s Document or Document Processing Job

3.2.2. TSF Data

TSF Data (%, LLF®D 2 SOFERHRERRSILD,

Table 3-4 TSF Data types

Designation

User Data type

Definition

D.TSF.PROT

Protected TSF

TSF Data for which alteration by a User who is neither the data
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Designation User Data type Definition

Data owner nor in an Administrator role might affect the security of the

TOE, but for which disclosure is acceptable

) . TSF Data for which either disclosure or alteration by a User who is
Confidential TSF . . o .
D.TSF.CONF neither the data owner nor in an Administrator role might affect the

Data .
security of the TOE

3.3. Threat Definitions

Threats are defined by a threat agent that performs an action resulting in an outcome that has the

potential to violate TOE security policies.

Table 3-5 Threats

Designation Definition

An attacker may access (read, modify, or delete) User Document
T.UNAUTHORIZED_ACCESS Data or change (modify or delete) User Job Data in the TOE
through one of the TOE’s interfaces.

An attacker may gain Unauthorized Access to TSF Data in the
TOE through one of the TOE’s interfaces.
A malfunction of the TSF may cause loss of security if the TOE is

T.TSF_COMPROMISE

T.TSF_FAILURE ]
permitted to operate.

An attacker may cause the installation of unauthorized software
on the TOE.

An attacker may access data in transit or otherwise compromise
T.NET_COMPROMISE the security of the TOE by monitoring or manipulating network

communication.

T.UNAUTHORIZED_UPDATE

3.4. Organizational Security Policy Definitions

TOE 7332819 ~& OSP LA TR,

Table 3-6 Organizational Security Policies

Designation Definition

Users must be authorized before performing Document Processing
P.AUTHORIZATION
and administrative functions.

Security-relevant activities must be audited and the log of such
P.AUDIT actions must be protected and transmitted to an External IT
Entity.

The TOE must be able to identify itself to other devices on the
LAN.

If the TOE provides a PSTN fax function, it will ensure separation
between the PSTN fax line and the LAN.

P.COMMS_PROTECTION

P.FAX FLOW
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3.5. Assumption Definitions

Assumptions are conditions that must be satisfied in order for the Security Objectives and functional

requirements to be effective.

Table 3-7 Assumptions

Designation Definition

Physical security, commensurate with the value of the TOE and
A.PHYSICAL the data it stores or processes, is assumed to be provided by the

environment.

The Operational Environment is assumed to protect the TOE from
ANETWORK . . . .
direct, public access to its LAN interface.

TOE Administrators are trusted to administer the TOE according
A TRUSTED_ADMIN ) ) o
to site security policies.

Authorized Users are trained to use the TOE according to site
A.TRAINED_USERS . o
security policies.
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4. Security Objectives

4.1. Definitions of Security Objectives for the Operational Environment

Table 4-1 Security Objectives for the Operational Environment

Designation

Definition

OE.PHYSICAL_PROTECTION

The Operational Environment shall provide physical security,
commensurate with the value of the TOE and the data it stores or

processes.

OE.NETWORK_PROTECTION

The Operational Environment shall provide network security to

protect the TOE from direct, public access to its LAN interface.

OE.ADMIN_TRUST

The TOE Owner shall establish trust that Administrators will not

use their privileges for malicious purposes.

OE.USER_TRAINING

The TOE Owner shall ensure that Users are aware of site security

policies and have the competence to follow them.

OE.ADMIN_TRAINING

The TOE Owner shall ensure that Administrators are aware of
site security policies and have the competence to use
manufacturer’s guidance to correctly configure the TOE and

protect passwords and keys accordingly.
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5. Extended components definition

ARECTIE, IR X 2V T A RE B2 T D, 728, JEREM 134T HCD-PP TERSNTWDEHLDEZED
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5.1. FAU_STG_EXT Extended: External Audit Trail Storage

Family Behavior:
This family defines requirements for the TSF to ensure that secure transmission of audit data from TOE
to an External IT Entity.

Component leveling:

FAU_STG_EXT.1: Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel

implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:
=  The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

= There are no auditable events foreseen.

FAU _STG_EXT.1 Extended: Protected Audit Trail Storage

Hierarchical to : No other components
Dependencies : FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel
FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External IT Entity using a
trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity which relies
on a non-TOE audit server for storage and review of audit records. The storage of these audit records
and the ability to allow the administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR for the transmission of
audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class with a

single component.
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5.2. FAU_CKM_EXT Extended: Cryptographic Key Management

Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially, this extended

component is intended for cryptographic key destruction.

Component leveling:

FCS_CKM_EXT.4: Extended: Cryptographic Key Material Destruction 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key materials

that are no longer needed are destroyed by using an approved method.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

" There are no auditable events foreseen.

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

Hierarchical to : No other components
Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction
FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and cryptographic

critical security parameters when no longer needed.

Rationale:
Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer
needed are destroyed by using an approved method, and the Common Criteria does not provide a

suitable SFR for the Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure, and it is
therefore placed in the FCS class with a single component.
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5.3. FCS_IPSEC_EXT Extended: [Psec selected

Family Behavior:

This family addresses requirements for protecting communications using IPsec.

Component leveling:

FCS_IPSEC_EXT.1 Extended: IPsec selected 1

FCS_IPSEC_EXT.1 IPsec requires that IPsec be implemented as specified.

Management:
The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

»  Failure to establish an [Psec SA

FCS_IPSEC_EXT.1 Extended: IPsec selected

Hierarchical to : No other components
Dependencies : FIA_PSK_EXT.1 Extended:Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit
FCS_IPSEC_EXT.1.1 The TSF shall implement the IPsec architecture as specified in RFC 4301.
FCS_IPSEC_EXT.1.2 The TSF shall implement [selection: tunnel mode, transport model.
FCS_IPSEC_EXT.1.3 The TSF shall have a nominal, final entry in the SPD that matches anything that is
otherwise unmatched, and discards it.
FCS_IPSEC_EXT.1.4 The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using [selection:
the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together with a
Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified by RFC 3602)
together with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-128 as specified
in RFC 4106, AES-GCM-256 as specified in RFC 4106).
FCS_IPSEC_EXT.1.5 The TSF shall implement the protocol: [selection: IKEvI, using Main Mode for Phase 1
exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no other RFCs for
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FCS_IPSEC_EXT.1.6

FCS_IPSEC_EXT.1.7
FCS_IPSEC_EXT.1.8

FCS_IPSEC_EXT.1.9

FCS_IPSEC_EXT.1.10

Rationale:

extended sequence numbers, RFC 4304 for extended sequence numbers), and [selection:
no other RFCs for hash functions, RFC 4868 for hash functionsl; IKEv2 as defined in
RFCs 5996, [selection: with no support for NAT traversal, with mandatory support for
NAT traversal as specified in section 2.23, and [selection: no other RFCs for hash
functions, RFC 4868 for hash functionsl].

The TSF shall ensure the encrypted payload in the [selection: IKEvI, IKEvZ protocol
uses the cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC 3602
and [selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other
algorithm).

The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

The TSF shall ensure that [selection: IKEv2 SA lifetimes can be established based on
[selection: number of packets/number of bytes; length of time, where the time values can
be Iimited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAsl; IKEv1 SA lifetimes
can be established based on [selection: number of packets/number of bytes 5 length of
time, where the time values can be limited to: 24 hours for Phase 1 SAs and 8 hours for
Phase 2 SAs].

The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit MODP),
and [selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20
(384-bit Random ECE 5 (1636-bit MODP)), lassignment: other DH groups that are
Implemented by the TOE], no other DH groupsl.

The TSF shall ensure that all IKE protocols perform Peer Authentication using the
[selection: RSA, EFCDSA] algorithm and Pre-shared Keys.

IPsec is one of the secure communication protocols, and the Common Criteria does not provide a suitable

SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is

therefore placed in the FCS class with a single component.

5.4. FGS_RBG_EXT Extended: GCryptographic Operation (Random Bit Generation)

Family Behavior:

This family defines requirements for random bit generation to ensure that it is performed in

accordance with selected standards and seeded by an entropy source.

Component leveling:

FCS_RBG_EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in

accordance with selected standards and seeded by an entropy source.

Management:

The following actions could be considered for the management functions in FMT:
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*  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

] There are no auditable events foreseen.

FCS RBG EXT1 Extended: Cryptographic Operation (Random Bit Generation)

Hierarchical to : No other components.
Dependencies : No dependencies.

FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in accordance with
[selection: ISO/IEC 18031:2011, NIST SP 800-90A] using [selection: Hash_DRBG (any),
HMAC _DRBG (any), CTR_DRBG (AES).

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by at least one entropy source that accumulates
entropy from [selection: [assignment: number of software-based sources| software-based
noise source(s), lassignment: number of hardware-based sourcesl hardware-based noise
source(s)] with a minimum of [selection: 128 bits, 256 bitsl of entropy at least equal to the
greatest security strength, according to ISO/IEC 18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that it will generate.

Rationale:
Random bits/number will be used by the SFRs for key generation and destruction, and the Common

Criteria does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in the

FCS class with a single component.

5.5. FDP_FXS_EXT Extended: Fax Separation

Family Behavior:
This family addresses the requirements for separation between Fax PSTN line and the LAN to which TOE is

connected.

Component leveling:

FDP_FXS_EXT.1 Extended: Fax Separation 1

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to create a network bridge
between a PSTN and a LAN to which TOE is connected.

Management:

The following actions could be considered for the management functions in FMT:

»  There are no management actions foreseen.

Audit:
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The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the PP/ST:

= There are no auditable events foreseen.

FDP_FXS_EXT.1 Extended: Fax separation

Hierarchical to : No other components
Dependencies : No dependencies
FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface, except transmitting

or receiving User Data using fax protocols.

Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the Common Criteria does not provide a
suitable SFR for the Protection of TSF or User Data.

This extended component protects the TSF Data or User Data, and it is therefore placed in the FDP class with a single

component.

5.6. FIA_PMG_EXT Extended: Password Management

Family Behavior:
This family defines requirements for the attributes of passwords used by administrative users to

ensure that strong passwords and passphrases can be chosen and maintained.

Component leveling:

FIA_PMG_EXT.1 Extended: Password Management 1

FIA_PMG_EXT.1 Password management requires the TSF to support passwords with varying

composition requirements, minimum lengths, maximum lifetime, and similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

»  There are no auditable events foreseen.

FIA_PMG_EXT.1 Extended: Password Management

Hierarchical to : No other components
Dependencies : No dependencies

FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User passwords:
- Passwords shall be able to be composed of any combination of upper and lower case letters,

numbers, and the following special characters: [selection: “I”, “@”, ‘#”, “$”, “%”, “A”, “&”, “*”,
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“(“, Y, lassignment: other charactersl];
* Minimum password length shall be settable by an Administrator, and have the capability

to require passwords of 15 characters or greater;

Rationale:
Password Management is to ensure the strong authentication between the endpoints of
communication, and the Common Criteria does not provide a suitable SFR for the Password

Management.

This extended component protects the TOE by means of password management, and it is therefore

placed in the FIA class with a single component.

5.7. FIA_PSK_EXT Extended: Pre-Shared Key Composition

Family Behavior:

This family defines requirements for the TSF to ensure the ability to use pre-shared keys for IPsec.

Component leveling:

FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition 1

FIA_PSK_EXT.1 Pre-Shared Key Composition, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:

*»  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

] There are no auditable events foreseen.

FIA PSK EXT1 Extended: Pre-Shared Key Composition
Hierarchical to : No other components
Dependencies : FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit Generation)
FIA_PSK_EXT.1.1 The TSF shall be able to use pre-shared keys for IPsec.
FIA_PSK_EXT.1.2 The TSF shall be able to accept text-based pre-shared keys that are:
+22 characters in length and [selection: [assignment: other supported lengthsl, no other
lengthsl;
-composed of any combination of upper and lower case letters, numbers, and special
characters (that include: “I”, “@”, “#”, “$”, “%”, “»”, “&”, “*”, “(“, and “)").
FIA_PSK_EXT.1.3 The TSF shall condition the text-based pre-shared keys by using [selection: SHA-1,
SHA-256, SHA-512, [assignment: method of conditioning text stringl] and be able to
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[selection: use no other pre-shared keys: accept bit-based pre-shared keys; generate

bit-based pre-shared keys using the random bit generator specified in FCS_RBG_EXT. 1].

Rationale:
Pre-shared Key Composition is to ensure the strong authentication between the endpoints of
communications, and the Common Criteria does not provide a suitable SFR for the Pre-shared Key

Composition.

This extended component protects the TOE by means of strong authentication, and it is therefore

placed in the FIA class with a single component.

5.8. FPT_SKP_EXT Extended: Protection of TSF Data

Family Behavior:
This family addresses the requirements for managing and protecting the TSF data, such as
cryptographic keys.This is a new family modelled as the FPT Class.

Component leveling:

FPT SKP_EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires preventing

symmetric keys from being read by any user or subject.It is the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:

*»  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

] There are no auditable events foreseen.

FPT_SKP_EXT.1  Extended: Protection of TSF Data
Hierarchical to : No other components.
Dependencies : No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private keys.

Rationale:
Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are
protected securely, and the Common Criteria does not provide a suitable SFR for the protection of such
TSF data.
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This extended component protects the TOE by means of strong authentication using Preshared Key,

and it is therefore placed in the FPT class with a single component.

5.9. FPT_TST_EXT Extended: TSF testing

Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct operation.

Component leveling:

FPT_TST_EXT.1 Extended: TSF testing 1

FPT TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up in order

to demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:

*  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

] There are no auditable events foreseen.

FPT_TST_EXT.1 Extended: TSF testing
Hierarchical to : No other components
Dependencies : No dependencies

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to demonstrate
the correct operation of the TSF.

Rationale:
TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not provide

a suitable SFR for the TSF testing.In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single

component.

5.10. FPT_TUD_EXT Extended: Trusted Update

Family Behavior:
This family defines requirements for the TSF to ensure that only administrators can update the TOE

firmware/software, and that such firmware/software is authentic.

Component leveling:
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FPT_TUD_EXT.1 Extended: Trusted Update 1

FPT TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.

Management:

The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in

the PP/ST:

=  There are no auditable events foreseen.

FPT_TUD_EXT.1

FPT_TUD_EXT.1.1

FPT_TUD_EXT.1.2

FPT_TUD_EXT.1.3

Rationale:

Extended: Trusted Update

Hierarchical to : No other components
Dependencies : FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).
The TSF shall provide authorized administrators the ability to query the current version of
the TOE firmware/software.
The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.
The TSF shall provide a means to verify firmware/software updates to the TOE using a
digital signature mechanism and [selection: published hash, no other functions] prior to

installing those updates.

Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable SFR

for the management of firmware/software.In particular, there is no SFR defined for importing TSF

Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single

component.
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6. Security Requirements

6.1. Security Functional Requirements
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6.1.1. Mandatory Requirements
6.1.1.1. Class FAU: Security Audit

FAU_GEN.1 Audit data generation
(for 0.AUDIT)
Hierarchical to : No other components.
Dependencies ¢ FPT_STM.1 Reliable time stamps
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:

a) Start-up and shutdown of the audit functions;
b) All auditable events for the not specified level of audit; and
c¢) All auditable events specified in Table 6-1,[ 7% L].

FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:
a) Date and time of the event, type of event, subject identity (if applicable), and the
outcome (success or failure) of the event; and
b) For each audit event type, based on the auditable event definitions of the
functional components included in the PP/ST, additional information specified in
Table 6-1, [ L].

Table 6-1 Auditable Events

Auditable event Relevant SFR Additional information
Job completion FDP_ACF.1 Type of job
Unsuccessful User authentication FIA_UAU.1 None

Unsuccessful User identification FIA_UID.1 None

Use of management functions FMT_SMF.1 None
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Auditable event Relevant SFR Additional information
Modification to the group of Users that are | FMT_SMR.1 None
part of a role
Changes to the time FPT_STM.1 None
Failure to establish session FTP_ITC.1, Reason for failure
FTP_TRP.1(a),
FTP_TRP.1(b)

FAU_GEN.2

FAU_GEN.2.1

FAU_STG_EXT.1

FAU_STG_EXT.1.1

User identity association

(for 0.AUDIT)
Hierarchical to @ No other components.
Dependencies ¢ FAU_GEN.1 Audit data generation

FIA_UID.1 Timing of identification
For audit events resulting from actions of identified users, the TSF shall be able to

associate each auditable event with the identity of the user that caused the event.

Extended: External Audit Trail Storage

(for 0.AUDIT)
Hierarchical to : No other components.
Dependencies ¢ FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel.
The TSF shall be able to transmit the generated audit data to an External IT Entity using a trusted
channel according to FTP_ITC.1.

6.1.1.2. Class FCS: Cryptographic Support

FCS_CKM.1(a)

FCS_CKM.1.1(a)

Cryptographic Key Generation (for asymmetric keys)
(for 0.COMMS_PROTECTION)

Hierarchical to : No other components.

Dependencies : [ECS—_CKM-2 Cryptographie key-distributionor
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification) |
FCS_COP.1() Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall generate asymmetric cryptographic keys used for key

establishment in accordance with [

+ NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for finite
field-based key establishment schemes;
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FCS_CKM.1(b)

FCS_CKM.1.1(b)

FCS_CKM_EXT.4

FCS_CKM_EXT.4.1

FCS_CKM.4

« NIST Special Publication 800-56B, “Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography” for
RSA-based key establishment schemes

] and specified cryptographic key sizes equivalent to, or greater than, a symmetric
key strength of 112 bits.

Cryptographic Key Generation (Symmetric Keys)
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION)

Hierarchical to : No other components.

Dependencies : [RCS_CKM-2 Cryptographie key-distributionor
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption)

FCS_COP.1(e) Cryptographic Operation (Key Wrapping)
FCS_COP.1(f) Cryptographic operation (Key Encryption) }
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)

FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

Refinement: The TSF shall generate symmetric cryptographic keys using a Random

Bit Generator as specified in FCS_RBG_EXT.1 and specified cryptographic key sizes

[128 bit, 256 bif] that meet the following: No Standard.

Extended: Cryptographic Key Material Destruction
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)
Hierarchical to @ No other components.

Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)],
FCS_CKM.4 Cryptographic key destruction

The TSF shall destroy all plaintext secret and private cryptographic keys and

cryptographic critical security parameters when no longer needed.

Cryptographic key destruction

(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)
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FCS_CKM.4.1

FCS_COP.1(a)

FCS COP.1.1(a)

FCS_COP.1(b)

FCS_COP.1.1(b)

Hierarchical to :  No other components.

Dependencies :  [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)],
Refinement: The TSF shall destroy cryptographic keys in
accordance with a specified cryptographic key destruction method [
For volatile memory, the destruction shall be executed by [powering off a devicel.
For nonvolatile storage, the destruction shall be executed by a [singlel overwrite of
key data storage location consisting of a static pattern), followed by a [nonel. If
read-verification of the overwritten data fails, the process shall be repeated again;

] that meets the following: [no standard.

Cryptographic Operation (Symmetric encryption/decryption)
(for 0.COMMS_PROTECTION)

Hierarchical to : No other components.

Dependencies ¢ [EDPITC A Import-of user-datawithout-seeurityattributes;or
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform encryption and decryption in accordance with a

specified cryptographic algorithm AES operating in [CBC mode] and cryptographic

key sizes 128-bits and 256-bits that meets the following:

- FIPS PUB 197, “Advanced Encryption Standard (AES)”

- [NIST SP 800-38A]

Cryptographic Operation (for signature generation/verification)
(for O.UPDATE_VERIFICATION, O.COMMS_PROTECTION)

Hierarchical to @ No other components.

Dependencies © [EDPITC A Import-ofuser- datawithout-seeurity-attributes, or
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic signature services in

accordance with a [RSA Digital Signature Algorithm (rDSA) with key sizes (modulus)

of [2048 bits, 3072 bits]that meets the following [FIPS PUB 186-4, “Digital Signature

Standard’.
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FCS_RBG_EXT.1

FCS_RBG_EXT.1.1

FCS_RBG_EXT.1.2

Extended: Cryptographic Operation (Random Bit Generation)
(for O.STORAGE_ENCRYPTION and O.COMMS_PROTECTION)

Hierarchical to : No other components.

Dependencies ¢ No dependencies.

The TSF shall perform all deterministic random bit generation services in accordance
with [NIST SP 800-90A] using [CTR_DRBG (AES).

The deterministic RBG shall be seeded by at least one entropy source that
accumulates entropy from [[onel software-based noise sourcel with a minimum of
[256 bits| of entropy at least equal to the greatest security strength, according to
ISO/IEC 18031:2011 Table C.1 “Security Strength Table for Hash Functions”, of the
keys and hashes that it will generate.

6.1.1.3. Class FDP: User Data Protection

FDP_ACC.1

FDP_ACC.1.1

FDP_ACF.1

FDP_ACF.1.1

FDP_ACF.1.2

FDP_ACF.1.3

FDP_ACF.1.4

Subset access control
(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical to : No other components.

Dependencies ¢ FDP_ACF.1 Security attribute based access control
Refinement: The TSF shall enforce the User Data Access Control SFP on subjects,
objects, and operations among subjects and objects specified in Table 6-2 and Table
6-3.

Security attribute based access control
(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical to : No other components.
Dependencies ¢ FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialization
Refinement: The TSF shall enforce the User Data Access Control SFP to objects
based on the following: subjects, objects, and attributes specified in Table 6-2 and
Table 6-3.
Refinement: The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules governing access
among controlled subjects and controlled objects using controlled operations on
controlled objects specified in Table 6-2 and Table 6-3.
Refinement: The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: [Z L].
Refinement: The TSF shall explicitly deny access of subjects to objects based on the
following additional rules: [#EFEFIRICHE VT, S REEFE~DFHE DT 2 & X & /).

Table 6-2 D.USER.DOC Access Control SFP
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"Create" "Read" "Modify" "Delete"
. Suphuga Veiety i @ Modify stored | Delete stored
Operation : | document to Release
. . document document
be printed | printed output
Print Job owner (note 1)
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
. Submit 2 View scanned | Modify stored | Delete stored
Operation : | document for . . ;
. Image Image Image
scanning
Scan Job owner (note 2) denied
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
View scanned
Submit a Image or .
Operation : | document for Release MOd.Ify sz De]gte 2z
. . Image Image
copying printed copy
Copy output
Job owner (note 2)
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
0 . Submit a View scanned | Modify stored | Delete stored
)peration . document to . . .
send as a fix Image Image Image
Fax send | Job owner (note 2) denied
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
View fax
. Image or . .
Operation: Receive a fze'zx Release Mod1fjf image De]ete' Iimage
and store it . of received fax | of received fax
printed fax
Fax
. output
TECEIVe I pax owner (note 3)
U.ADMIN (note 4) denied denied
U.NORMAL (note 4) denied denied denied
Unauthenticated (note 4) denied denied denied
. Store LRI Modify stored | Delete stored
Operation : Stored
document d document document
ocument
Storjage/ Job owner (note 5)
retrieval U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
Table 6-3 D.USER.JOB Access Control SFP
"Create" "Read" "Modify" "Delete"
; Create print View print Modify print Cancel print
Operation : . . .
. job queue / log Job Jjob
Print -
Job owner (note 1) denied
U.ADMIN denied denied
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U.NORMAL denied denied
Unauthenticated denied denied denied
) Create scan View scan Modify scan )
Operation : . . Cancel scan job
Jjob status / log Jjob
Job owner (note 2) denied
Scan : .
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
; Create copy View copy Modify copy .
Operation : . ) Cancel copy job
Jjob status / log Jjob
Job owner (note 2) denied
Copy . -
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
) Create fax View fax job Modify fax | Cancel fax send
Operation: ) . .
send job queue / log send job Job
Job owner (note 2) denied
Fax send - -
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
View £z
. Create fax I,eW ax Modify fax Cancel fax
Operation: .. receive status o, L.
receive job /log receive job receive job
o
F
a,X Fax owner (note 3) denied
receive -
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied
Unauthenticated (note 4) denied denied
Creat Modifs
) reate View storage / e Cancel storage
Operation : storage / . Storage / . .
. . retrieval log . . / retrieval job
St / retrieval job retrieval job
:rfjlgel Job owner (note 6) denied
FERHEVAL Ty ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied

+ Note 1: Job Owner is identified by a credential or assigned to an authorized User as part of the

process of submitting a print or storage Job.

+ Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a scan, copy,

fax send, or retrieval Job.

+ Note 3: Job Owner of received faxes is assigned by default or configuration. Minimally, ownership of

received faxes is assigned to a specific user or U ADMIN role.
+ Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by Users of the

TOE.

- Note 5: Fax receive |2 X ¥ create &#L7=3E®D Job owner X Note 3. 7 7 A4 7 F PCH X EEN
7-3CED Job owner iX Note 1, AF ¥ F &2 H W THA K INZXED Job owner IX Note 2, /XATU— K
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i 54t PDF R > 7 A5 DREIFIZ LY create &i7=XED Job owner | L Notel &4 %,

+ Note 6: Create storage job (23T, Fax receive (2 X ¥ create S#1722 a 7 @ Job owner I3 Note 3,
7747k PCIHBLERESINZY 3 7D Jobowner X Note 1, AFx v &2 HNWTEREINTZYa T
Job owner IZ Note 2. /S AU — RS54k PDF R v 7 2035 ORAFIZ L D create 7= 3 7 Job
owner | Notel &35, Create retrieval job @ Job owner (% Note 2 & § 5,

6.1.1.4. Class FIA: Identification and Authentication

FIA_AFL.1 Authentication failure handling
(for O.USER_I&A)
Hierarchical to : No other components.
Dependencies ¢ FIA_UAU.1 Timing of authentication
FIA_AFL.1.1 The TSF shall detect when [an administrator configurable positive integer

within [ 1~3]] unsuccessful authentication attempts occur related to [ =z 27
SN T — FIZ e BEEFE, WA F Y RG> 2 AN T — N ) SRR,

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has been
[met, surpassed, the TSF shall [#5p#E/E73 Ell X1 3 F TH2AFHZE Dz 2 2oy
R = FIZ L BF8AFZ FEIE, FESRIRIEDPZER S S E THAIAT Y ZER > 2 INZ D
— FIZ L BRRGFF 1.

FIA_ATD.1 User attribute definition
(for O.USER_AUTHORIZATION)

Hierarchical to @ No other components.
Dependencies : No dependencies

FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to
individual users: [User ID, EPEZHEIR, HEREHIIR #HH| A TV ZEH > 2 X~DT 2 &
RHA.

FIA PMG_EXT.1 Extended: Password Management
(for O.USER_I&A)

Hierarchical to : No other components.
Dependencies :  No dependencies
FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:
+ Passwords shall be able to be composed of any combination of upper and lower

case letters, numbers, and the following special characters: [/, ‘@”, ‘%", “$”,
A el A A el R i i i A
B T i S S i i N € 1 B A S S S S
— Koty

* Minimum password length shall be settable by an Administrator, and have the

capability to require passwords of 15 characters or greater;
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FIA_UAU.1

FIA_UAU.1.1

FIA_UAU.1.2

FIA_UAU.7

FIA_UAU.7.1

FIA_UID.1

FIA_UID.1.1

FIA _UID.1.2

FIA_USB.1

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

Timing of authentication
(for O.USER_I&A)

No other components.
FTA_UID.1 Timing of identification
Refinement: The TSF shall allow [ 7 7 2 X Z/5, TOED JREEHZRE S NFREDFE]

on behalf of the user to be performed before the user is authenticated.

Hierarchical to

Dependencies

The TSF shall require each user to be successfully authenticated before allowing any

other TSF-mediated actions on behalf of that user.

Protected authentication feedback
(for O.USER_I&A)

Hierarchical to No other components.
Dependencies FIA_UAU.1 Timing of authentication
The TSF shall provide only [A 7 & 7172 X F7—5 1 L FHEIZ “* "E 72117 @ DZF] to

the user while the authentication is in progress.

Timing of identification
(for O.USER_I&A and O.ADMIN_ROLES)

Hierarchical to No other components.

Dependencies No dependencies

Refinement: The TSF shall allow [ 7 7> 2 X 2215, TOED L iER#7ZSF & VFRZEDRE]
on behalf of the user to be performed before the user is identified.

The TSF shall require each user to be successfully identified before allowing any

other TSF-mediated actions on behalf of that user.

User-subject binding
(for O.USER_I&A)

No other components.

FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting on
the behalf of that user: [User ID, EZZHIR, HEGEFIR, WX T VIG5 > 2 X ~D
7ot XA,

The TSF shall enforce the following rules on the initial association of user security
attributes with subjects acting on the behalf of users: [ User ID{Z —HFEF/FIZ 1L D37E
ST SBEE, LT HEICBES 7 F =2 T B RTET 5, EPEE IR
G-I TR DFPHZ P EHZHERD V) T 2 a2 T L EBE Z R B
1177 tF= V7 FlEGHIET S

The TSF shall enforce the following rules governing changes to the user security

attributes associated with subjects acting on the behalf of users: [##/ X & U 215 >

Hierarchical to

Dependencies
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D RNR D — NOGRAFIZHEE) L 7255 2SR E DHEH A T VRG> 2 X ~DT 2
T REFHINT B, B X F YZER > 2 XN T — NOFRFFIZ I L 7= B4 7247
HHE DY AT Y ZIGH > 2 X~DT 2 RGN 5.

6.1.1.5. Class FMT: Security Management

FMT_MOF.1

FMT_MOF.1.1

Management of security functions behavior
(for 0.ADMIN_ROLES)

Hierarchical to : No other components.
Dependencies ¢ FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
Refinement: The TSF shall restrict the ability to [disable, enable, modify the
behavior off the functions [refer to Table 6-4] to U.ADMIN.

Table 6-4 Management of Security Functions behavior

Security Functions Operations

T VT RIERRE

disable, enable

= — — S R

modify the behavior

s AR RE modify the behavior
B S R modify the behavior
il ATV Z(E modify the behavior
FMT MSA.1 Management of security attributes
(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to : No other components.
Dependencies :  [FDP_ACC.1 Subset access control, ex
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MSA.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to restrict the
ability to [modify, delete, [create, —H#FF/HIZ i~ —HFEFIHIZ 1 DAFER, 114, &
the security attributes [7able 6-5Security Attributes| to [ Table 6-5Authorised
Identified Roles).
Table 6-5 Management of Subject Security Attribute
. . Authorized Identified .
Security Attributes Operations
Roles
Create
U.ADMIN Delete
User ID — IR A 1k — R F 2 L O i B
U.ADMIN . ~ .
THAR v 7 ZDFHE DRE
U.NORMAL
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. . Authorized Identified .
Security Attributes Operations
Roles
U.ADMIN
WAy 7 AD owner Th | HAR Y 7 ADOFHEH DR
% U.NORMAL
Delete
EEEAMEIR U.ADMIN
i 5
Delete
BEREHI R U.ADMIN e
X e
FMT _MSA.3 Static attribute initialization
(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical t No other components.
Dependencies FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles
FMT_MSA.3.1 Refinement: The TSF shall enforce the User Data Access Control SFP to provide
[restrictivel default values for security attributes that are used to enforce the SFP.
FMT_MSA.3.2 Refinement: The TSF shall allow the [no rolel to specify alternative initial values to
override the default values when an object or information is created.
FMT MTD.1 Management of TSF data
(for 0.ACCESS CONTROL)
Hierarchical to No other components.
Dependencies FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to perform the specified operations on
the specified TSF Data to the roles specified in Table 6-6.
Table 6-6 Management of TSF Data
Data Operation Authorised role(s)
[assignment: list of TSF Data )
[selection: change default, query, .
owned by a UNORMAL or . ) U.ADMIN, the owning
. . . modify, delete, clear, [assignment:
associated with Documents or jobs ) U.NORMAL.
other operationsl]
owned by a U NORMAI)
[assignment: other operations]
U.ADMIN
Z— =N T — N
. U.ADMIN, the owning
modify
U.NORMAL
FEFI AT Y 2GR > 2 ZAINR T — [assignment: other operations]
i B U.ADMIN
modify
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Data Operation Authorised role(s)
. . [selection: change default, query,
[assignment: Zist of TSF Data . )
modify, delete, clear, [assignment: | U.ADMIN
not owned by a U NORMAL] )
other operations]]
EHENR T — ] modify
HIF 5 #R modify
SR TFAL— Pt PR modify
HEjr 27 o P IFR] modify
ks ﬂf%ﬂ‘@ﬁg/y IHOdIfy
PRI [
clear
(U.BUILTIN_ADMIN L{#t)
INR T — NHIRT modify U.ADMIN
modify
IR aE Y — N —ZE [assignment: other operations)
B TR A DR FAE I AERIF modify
modify
R D=2 RE [assignment: other operations]
B
[assignment: list of software, [selection: change default, query,
firmware, and related modify, delete, clear, [assignment: | U. ADMIN
configuration data) other operations|]
TOE D> 7 p Dz T7/7 7 —ADx
TRHHNZB TS T — 5 (FHHRD .
modify U.ADMIN

VIR T/ T A T, R
ICBF S5 27 =

FMT_SMF.1 Specification of Management Functions
(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL, and
O.ADMIN_ROLES)
Hierarchical to No other components.
Dependencies: No dependencies
FMT_SMF.1.1 The TSF shall be capable of performing the following management functions: [refer to
Table 6-7].
Table 6-7 list of management functions
management functions
U.ADMIN |2 L 5% = U 7 ¢ ifbEt EieE
U.ADMIN (Z & % = —F — & FHERE
U.ADMIN (Z & % = — % —FRiER% E e
U.ADMIN (T K D AMBRERE T — /N — R EHERE
U.ADMIN (Z & % {5 fHis (5 & B RE
U.ADMIN (Z X 5% > FU— 7 3RE DG - 25 HHERE
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management functions

U.ADMIN
U.ADMIN
U.ADMIN
U.ADMIN

U.ADMIN
U.ADMIN
U.ADMIN
U.ADMIN

Apa¥
Apa¥s

12 &5 A IRFE RO ZE FEHERE
2 & B v U PR
LBV AT A= MU &y NRERIOE THERE
N =F 0 =RVl N S [ AL 1
U.ADMIN |Z L % & PR FRGE O B ESE (- AR BRIER 00 28 TRk B
I KB T — FEKZE F R RE
b IF 2K [ S5 o {1 oD 25 S AE
b F2efE % (U.BUILTIN_ADMIN LISk) @27 U 7 kEkE
W2 & DRy 7 AEEERE
U.ADMIN (2 & 2 J#il] A & U {5 38 EHsAE
U.BUILTIN_ADMIN (2 X 2 HBHE /S AU — Rk EHERE
UNORMAL |2 L 578 v 7 2 & HlkAE
UNORMAL I &k 5 HH D —P— 2T — N&EHEE

FMT_SMR.1

FMT_SMR.1.1
FMT_SMR.1.2

Security roles

(for O.ACCESS_CONTROL, O.USER_AUTHORIZATION, and
O.ADMIN_ROLES)

Hierarchical to : No other components.

Dependencies ¢ FIA_UID.1 Timing of identification

Refinement: The TSF shall maintain the roles U ADMIN, U.NORMAL.

The TSF shall be able to associate users with roles.

6.1.1.6. Class FPT: Protection of the TSF

FPT_SKP_EXT.1

FPT_SKP_EXT.1.1

FPT_STM.1

FPT_STM.1.1

FPT_TST_EXT.1

Extended: Protection of TSF Data
(for 0.COMMS_PROTECTION)

Hierarchical to @ No other components.

Dependencies ¢ No dependencies

The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private
keys.

Reliable time stamps

(for 0.AUDIT)
Hierarchical to : No other components.
Dependencies : No dependencies

TSF shall be able to provide reliable time stamps.

Extended: TSF testing
(for O.TSF_SELF_TEST)
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FPT_TST_EXT.1.1

FPT_TUD_EXT.1

FPT_TUD_EXT.1.1

FPT_TUD_EXT.1.2

FPT_TUD_EXT.1.3

Hierarchical to @ No other components.
Dependencies ¢ No dependencies
The TSF shall run a suite of self-tests during initial start-up (and power on) to

demonstrate the correct operation of the TSF.

Extended: Trusted Update
(for O.UPDATE_VERIFICATION)

Hierarchicalto @ No other components.
Dependencies : FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.
The TSF shall provide authorized administrators the ability to initiate updates to
TOE firmware/software.
The TSF shall provide a means to verify firmware/software updates to the TOE using
a digital signature mechanism and [no other functions prior to installing those

updates.

6.1.1.7. Class FTA: TOE Access

FTA_SSL.3

FTA_SSL.3.1

TSF-initiated termination
(for O.USER_I&A)

Hierarchical to : No other components.

Dependencies : No dependencies

The TSF shall terminate an interactive session after a [F#/E YKL DA, > X T4 F
— P Uty MIFIC Lo TRIE XL ST, WC D56, HEIr 27 0 FEFRJIC Lo T
EINSH, 7YV 5 FZ 4 N—DFE, Satit g A3 520).
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6.1.1.8. Class FTP: Trusted Path/Cannels

FTP_ITC.1

FTP_ITC.1.1

FTP_ITC.1.2

FTP_ITC.1.3

FTP_TRP.1(a)

FTP_TRP.1.1(a)

FTP_TRP.1.2(a)

FTP_TRP.1.3(a)

FTP_TRP.1(b)

Inter-TSF trusted channel
(for 0.COMMS_PROTECTION, O.AUDIT)

Hierarchical to : No other components.
Dependencies : [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
Refinement: The TSF shall use [IPsec] to provide a trusted communication channel
between itself and authorized IT entities supporting the following capabilities:
lauthentication server, [SMTP¥— N—, DNS#—-N—, 12— N—, WebDAVY—
¥—, SMB# —~v—]| that is logically distinct from other communication channels and
provides assured identification of its end points and protection of the channel data
from disclosure and detection of modification of the channel data.
Refinement: The TSF shall permit the TSF, or the authorized IT entities, to initiate
communication via the trusted channel
Refinement: The T'SF shall initiate communication via the trusted channel for
lauthentication service, mail service, DNS service, log transmission service, WebDAV

service, SMB servicel.

Trusted path (for Administrators)
(for 0.COMMS_PROTECTION)

Hierarchical to : No other components.

Dependencies :  [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [ZPsed to provide a trusted communication path

between itself and remote administrators that is logically distinct from other

communication paths and provides assured identification of its end points and

protection of the communicated data from disclosure and detection of modification of

the communicated data.

Refinement: The TSF shall permit remote administrators to initiate communication

via the trusted path

Refinement: The TSF shall require the use of the trusted path for initial

administrator authentication and all remote administration actions.

Trusted path (for Non-administrators)
(for 0.COMMS_PROTECTION)

Hierarchical to :  No other components.
Dependencies ¢ [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
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FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
FTP_TRP.1.1(b) Refinement : The TSF shall use [IPsed to provide a trusted communication path
between itself and remote users that is logically distinct from other communication
paths and provides assured identification of its end points and protection of the
communicated data from disclosure and detection of modification of the

communicated data.

FTP_TRP.1.2(b) Refinement: The TSF shall permit [remote users| to initiate communication via the
trusted path
FTP_TRP.1.3(b) Refinement: The TSF shall require the use of the trusted path for initial user

authentication and all remote user actions.

6.1.2. Conditional ly Mandatory Requirements
6.1.2.1. PSTN Fax-Network Separation

FDP_FXS_EXT.1 Extended: Fax separation
(for O.FAX_NET_SEPARATION)

Hierarchical to : No other components.
Dependencies ¢ No dependencies
FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface, except transmitting or

receiving User Data using fax protocols.

6.1.3. Selection-based Requirements

6.1.3.1. Protected Communications

FCS_IPSEC_EXT.1 Extended: IPsec selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

Hierarchical to : No other components.

Dependencies ¢ FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

FCS_IPSEC_EXT.1. The TSF shall implement the IPsec architecture as specified in RFC 4301.
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1

FCS_IPSEC_EXT.1.

2

FCS_IPSEC_EXT.1.

3

FCS_IPSEC_EXT.1.

4

FCS_IPSEC_EXT.1.

5

FCS_IPSEC_EXT.1.

6

FCS_IPSEC_EXT.1.

7

FCS_IPSEC_EXT.1.

8

FCS_IPSEC_EXT.1.

9

FCS_IPSEC_EXT.1.

10

FCS_COP.1(g)

FCS_COP.1.1(g)

FIA_PSK EXT.1

The TSF shall implement [£ransport model.

The TSF shall have a nominal, final entry in the SPD that matches anything that is
otherwise unmatched, and discards it.

The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using [the
cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together with a
Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified by RFC
3602) together with a Secure Hash Algorithm (SHA)-based HMAC!.

The TSF shall implement the protocol: [IKEV1, using Main Mode for Phase 1
exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, | RFC 4304 for extended
sequence numbersl, and |[RFC 4868 for hash functionsl].

The TSF shall ensure the encrypted payload in the [IKEv1] protocol uses the
cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC 3602 and
[n0 other algorithml).

The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

The TSF shall ensure that [IKEv1 SA lifetimes can be established based on [length of
time, where the time values can be limited to: 24 hours for Phase 1 SAs and 8 hours
for Phase 2 SAs]].

The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit
MODP), and [n0 other DH groups].

The TSF shall ensure that all IKE protocols perform Peer Authentication using the
[RSA] algorithm and Pre-shared Keys.

Cryptographic Operation (for keyed-hash message authentication)
(selected with FCS_IPSEC_EXT.1.4)

Hierarchical to : No other components.
Dependencies © [ERDPITC I Import-of-user-data-without-security-attributes,or
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
Refinement: The TSF shall perform keyed-hash message authentication in
accordance with a specified cryptographic algorithm HMAC-[SHA-1, SHA-256,
SHA-384, SHA-512, key size [160, 256, 384, 512 bits], and message digest sizes [160,
256, 384, 514 bits that meet the following:
”FIPS PUB 198-1, "The Keyed-Hash Message Authentication Code, and FIPS PUB
180-3, “Secure Hash Standard.”

Extended: Pre-Shared Key Composition
(selected with FCS_IPSEC_EXT.1.4)

Hierarchical to : No other components.
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Dependencies

FCS_RBG_EXT.1 Extended: Cryptographic Operation

(Random Bit Generation)

FIA_PSK_EXT.1.1
FIA_PSK_EXT.1.2

The TSF shall be able to use pre-shared keys for IPsec.
The TSF shall be able to accept text-based pre-shared keys that are:

22 characters in length and [no other lengthsl;

composed of any combination of upper and lower case letters, numbers, and special

characters (that include:

FIA_PSK_EXT.1.3 The TSF shall condition

u!”’ “@”’ “#77, 4s$7:, “%”, “/\n, “&n’ “*77, “(“’ and “)”).

the text-based pre-shared keys by using [SHA-1, SHA-256,

SHA-512, [SHA-584]] and be able to [use no other pre-shared keysl.

6.1.3.2. Trusted Update

FCS_COP.1(c)

Cryptographic operation (Hash Algorithm)

(selected in FPT_TUD_EXT.1.3, or with FCS_SNI_EXT.1.1)

Hierarchical to
Dependencies

FCS_COP.1.1(c)

10118-3:2004].

6.2. Security Assurance Requirements

No other components.
No dependencies.
Refinement: The TSF shall perform cryptographic hashing services in accordance
with [SHA-1, SHA-256, SHA-384, SHA-512) that meet the following: [ISO/IEC

The TOE security assurance requirements specified in Table 6-8 provides evaluative activities required

to address the threats identified in 3.3 of this

ST.

Table 6-8 TOE Security Assurance Requirements

Assurance o
Assurance Class Assurance Components Description
Components
ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components definition
ASE_INT.1 ST introduction
Security Target Evaluation | ASE_OBJ.1 Security objectives for the operational environment
ASE_REQ.1 Stated security requirements
ASE_SPD.1 Security Problem Definition
ASE_TSS.1 TOE Summary Specification
Development ADV_FSP.1 Basic functional specification
) AGD_OPE.1 Operational user guidance
Guidance Documents -
AGD_PRE.1 Preparative procedures
) ALC_CMC.1 | Labelling of the TOE
Life-cycle support
ALC_CMS.1 TOE CM coverage
Tests ATE_IND.1 Independent testing — Conformance
Vulnerability assessment AVA_VAN.1 Vulnerability survey
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6. 3. Security Requirements Rationale

6.3.1. The dependencies of security requirements

TOE & =) 7 A HRE BN M OKAFRIfRZ FRITRT,

Table 6-9 The dependencies of security requirements

BERETL(: RAF B ST Ciii 7= TR1FBIFR RIFBIMR &l 7= LA E:
FAU_GEN.1 FPT_STM.1 FPT_STM.1 N/A
FAU_GEN.2 FAU_GEN.1 FAU_GEN.1 N/A

FIA_UID.1 FIA_UID.1 N/A
FAU_STG_EXT.1 FAU_GEN.1 FAU_GEN.1 N/A

FTP_ITC.1 FTP_ITC.1 N/A
FCS_CKM.1(a) FCS_COP.1(b) FCS_COP.1(b) N/A

FCS_COP.1()

FCS_CKM_EXT.4 FCS_CKM_EXT.4 N/A
FCS_CKM.1(b) FCS_COP.1(a) FCS_COP.1(a) N/A

FCS_COP.1(d) FCS_COP.1(g)

FCS_COP.1(e)

FCS_COP.1(f)

FCS_COP.1(g)

FCS_COP.1(h)

FCS_CKM_EXT.4 FCS_CKM_EXT.4 N/A

FCS_RBG_EXT.1 FCS_RBG_EXT.1 N/A
FCS_CKM.4 FCS_CKM.1(a) FCS_CKM.1(a) N/A

or FCS_CKM.1(b)

FCS_CKM.1(b)
FCS_CKM_EXT.4 FCS_CKM.1(a) FCS_CKM.1(a) N/A

or FCS_CKM.1(b)

FCS_CKM.1(b)

FCS_CKM.4 FCS_CKM.4 N/A
FCS_COP.1(a) FCS_CKM.1(b) FCS_CKM.1(b) N/A

FCS_CKM_EXT.4 FCS_CKM_EXT.4 N/A
FCS_COP.1(b) FCS_CKM.1(a) FCS_CKM.1(a) IPsecififg (FCS_IPSEC_EXT.1) &

FCS_CKM_EXT.4

FCS_CKM_EXT.4

b, T v 7T — MskE
(FPT_TUD_EXT.1) oA,
FCS_CKM.1(a), FCS_CKM_EXT.4
7 SRV, BRI 2

RN DR,

FCS_COP.1(c) No dependencies No dependencies N/A
FCS_COP.1(g) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_CKM_EXT.4 FCS_CKM_EXT.4 N/A
FCS_IPSEC_EXT.1 FIA_PSK_EXT.1 FIA_PSK_EXT.1 N/A
FCS_CKM.1(a) FCS_CKM.1(a) N/A
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PEREZE AT RIFBELR ST i 7o 9 A7 Bf% RIFBIGR AT 72 L QUi
FCS_COP.1(a) FCS_COP.1(a) N/A
FCS_COP.1(b) FCS_COP.1(b) N/A
FCS_COP.1(c) FCS_COP.1(c) N/A
FCS_COP.1(g) FCS_COP.1(g) N/A
FCS_RBG_EXT.1 FCS_RBG_EXT.1 N/A
FCS_RBG_EXT.1 No dependencies No dependencies N/A
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 N/A
FDP_ACF.1 FDP_ACC.1 FDP_ACC.1 N/A
FMT_MSA.3 FMT_MSA.3 N/A
FDP_FXS_EXT.1 No dependencies No dependencies N/A
FIA_AFL.1 FIA UAU.1 FIA UAU.1 N/A
FIA_ATD.1 No dependencies No dependencies N/A
FIA_PMG_EXT.1 No dependencies No dependencies N/A
FIA_PSK_EXT.1 FCS_RBG_EXT.1 — S ey Mg E WL E Yy B
— A DOFEAPIATRAEZERL T
RN,
FIA UAU.1 FIA UID.1 FIA UID.1 N/A
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 N/A
FIA_UID.1 No dependencies No dependencies N/A
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 N/A
FMT_MOF.1 FMT_SMR.1 FMT_SMR.1 N/A
FMT_SMF.1 FMT_SMF.1 N/A
FMT_MSA.1 FDP_ACC.1 FDP_ACC.1 N/A
FMT_SMR.1 FMT_SMR.1 N/A
FMT_SMF.1 FMT_SMF.1 N/A
FMT_MSA.3 FMT_MSA.1 FMT_MSA.1 N/A
FMT_SMR.1 FMT_SMR.1 N/A
FMT_MTD.1 FMT_SMR.1 FMT_SMR.1 N/A
FMT_SMF.1 FMT_SMF.1 N/A
FMT_SMF.1 No dependencies No dependencies N/A
FMT_SMR.1 FIA UID.1 FIA UID.1 N/A
FPT_SKP_EXT.1 No dependencies No dependencies N/A
FPT_STM.1 No dependencies No dependencies N/A
FPT_TST_EXT.1 No dependencies No dependencies N/A
FPT_TUD_EXT.1 FCS_COP.1(b) FCS_COP.1(b) N/A
FCS_COP.1(c) FCS_COP.1(c) N/A
FTA_SSL.3 No dependencies No dependencies N/A
FTP_ITC.1 FCS_IPSEC_EXT.1 | FCS_IPSEC_EXT.1 | N/A

or
FCS_TLS_EXT.1

or

FCS_SSH_EXT.1

or
FCS_HTTPS_EXT.1
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P RE R

R A7BER

ST Tl 7= TR AFBALR

R TEBR AT 72 LT 2 B

FTP_TRP.1(a)

FCS_IPSEC_EXT.1
or

FCS_TLS_EXT.1

or

FCS_SSH_EXT.1

or
FCS_HTTPS_EXT.1

FCS_IPSEC_EXT.1

N/A

FTP_TRP.1(b)

FCS_IPSEC_EXT.1
or

FCS_TLS_EXT.1

or

FCS_SSH_EXT.1

or
FCS_HTTPS_EXT.1

FCS_IPSEC_EXT.1

N/A
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7. TOE Summary specification

TOE H2fk 95 2 U7 A RED 2R AR T,

Table 7-1 EXx=2UT (Hhe—&
Nt EW P A
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Ak ER L A

77 A RE

IR 5L RE

5 S e
X2 U7 ERE
AR RE

e (5 RE R T R RE
FAX 7y Bif e

O [0 [3 [0 |[U |k | D |

7.1, GBI EREEH A

TOE (&, FIME NIV T2 2 V2 BUG L CGRBIGBREZT TV MREEDRE R, 7F I & SHr S 72001
TOE OFI Mz 7T nl 4 asnl i it re a2 it 472,

FIA_UAU.1, FIA_UID.1

TOE (. Table7-2 (2779 3 DDFIE T NA TR —FL, BEHE N2 — P —Z8FER EHEAE TRE TE D,

BB 2B LLIE WC 225 TOE 2R H T 256, 2—W—4, :L*Hf%/\xv R, EHEMERE A7 5,
ENVMUEEE LU THRIE SZALLUIWC 2L TOE 2RI AT 256, ENVM U EEEHoOus A EE»HE
BHE AT —RE AT D, TV HRTA/3—5 TOE %%IJ)EH’J“E)%E\ 2—W—4 22— —RRT—RKEAT)
T 5,

TOE 3. Aﬁéﬂfcav?‘/“/«w%fu \FRBIERGEE EL . [RTILT23A DA TOE OFHEZFF A 45, S
P R—FREHF RADPRESNTDGE, FIHE e — Y — A Lo — P — AT — NI AT, SRR REY —
—ID#AJ19 %, TOE 1%, =—H— Z.?Ha SNTEAMBFREEY — R — 10250 IRE SN B RIRICRL T, 22—
— NRAT—RKNBER Lz — Y — I LA E 52 B IR TE BRI LG 6 ICFRRER D), 850N R 7245
BACRBRERIL EHIMT 35, BV A B BEE OFRBIRRREI, FRAE T RO EIZ F%io%?‘ TR E R T
;@ﬁméws

TOE i, 5&H| ATV ZE R EMEICIH W T, HEE DREIATVZER Y7 AR — R &% E T DR A (it
LGB RIIRBIATY ZER Y 7 A SAT = RPFRESIVTND, BE S LI WC 22Dl RBREIC B LT
*ﬁxﬂﬁﬁ%# FREIATYZZR I ANT 7B AT HE BHI AT ZER Y7 ARAT =R L HRBFENE RS,
AR BN LT8G DT 7B ANFF A &5, Lo T, BBl ATVZAER Y7 A/ AT — R &SI — | 1
éﬁﬁ%ﬂx%)xfafﬂx RSN T 7 VAL ELBET AT LM TER, BRI ATV ZAZHR Y 7 ARAT —ROFR
AR, BRRES RO EICREOL T, WICARKRIEEFEFE A X TEmSND,

WAEREEX EReA v ZT =— AR %ﬁm@“ét&) BEHEE DY WC 25U —MNEBWERE 5256 iz, —iRFI A D
INFNPOEBIGRRAEAE FHEL . I LT=85 6 TOE 24 (ET 52N TED, 72120, BHEE N7 A I, o
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WMLT-555 . =G LTI-E 7 30E% TOE ISR TITHEE T 5, TV AR IAN—X, BEE ) TOE 28I H 45 F
Bea L7 vy,
Ak BRRREZ AT T AR AT e/ BBl TREOEY
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> BRE SRS DPERFTRERE
» WC ORREFEOEID %

Table 7-2 =—¥'— ‘?nﬁ‘“ﬁﬁﬁb

Al S5 SRS
TOE 2SfBIFRGEETT 5, 22— Y- La—P—RRT— |} FHESAT— R,
ARLEERRE R AT Y ZER Y 7 ANAT— A, TOE DRSS TV HERE —8T 2
Z L 2R D,

TOE MAMTFEFEY— 3 —(Active Directory) Z I L CikBIFRFEZ 4T 9, TOE 1.
o —W—4 % Kerberos version 5 7' k 2 /LK L CRIHE MEE L72SMER

FEY— S—~FEF L, RESNTEERICH L Ta—F =" 2T — Fh B AR L
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FIA_ATD.1

TOE 1%, = —W —E e TSN — R HE I, FIHEBIEEL T User 1D, B FLEHEIR . FEREHIFR
B ATV Z(ER I ANDT I AR BT D, FT-  ENVIUERFEOF HFBEMELL T, User ID #E&HET
%)O

FIA_USB.1

—FIRAE 22— —E B DRI LT84 TOE IR A% B (User 1D, ﬁxi@%‘%ﬁﬁ HERE
R, BRI AEVZAZR Y 7 ANDT 7 AME) Z BT 5, t/vM/ﬁfi%‘ﬁﬁ%um WL 54A . TOE 134
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FIA_PMG_EXT.1

TOE THIHZE /SAT—RELTERTTRER U, TV 77Xy bR FL/INCF, 3, 305 (7, “@”, “&,
B S S e () I <] G A e R e T ST L
P BIONAR—R) BT LT THD, BEEI ATV ZER I AR —ROGA | BRI (FE T
NI F—T =2 a VbR TE5, BHEIL K/ AT —RNE%E 8~64 LFOHIPH CTRETDHIENTED, LoT,

e/ NSAT =R RELT 15 WP EORIERETED,

FTA_SSL.3
TOE 1%, #E %L, WC CTikBIRRFESN =R HBE N LL FORMEEMIZLIZGE. T 0ty ar 28 T35,
TV BRTAN—DEA EEEy v aidiad, FVARTA /=) Egjﬁéht&&fiﬁi%ﬂﬂ“ﬁEﬂf:[‘%‘%&:rﬂﬁ%
YU, ZOWEDSE T EAZIZRS TURAT),
c BEERILDOGA . FIHE I SREBIEIC L DR ZE T L TrE, Y AT 54— &y FEEB0~9
SO CTHREME)NBE LIZSES,. v/ T U hENnb,
* WC DA, FIHB ITRERIEIC L D2UENET LTS, BHEin 77 7 MREREI(1~60 23 O Tk E Al
RB2RE LA, v/ 7 FEid,

1.2. 7 & R §lfEi%EE

FDP_ACC.1, FDP_ACF.1
TOE %, Table 6-2, Table 6-3 DFIHZET —% 7 7 & AHfHIZIE-S X Table 7-3~Table 7-14 |ZFE#H D
FIREXET -2 ERRE Y a 7T — 2 ~OBEEHIRT 5, TP SN WEBIEIC oW T, A ¥
72— A& FR G U ITRERTREETHRIR, £, BIEERICKH L CTHRA WD BRETE 2V E
DA =T rFR LBEEHELGT D,

BFRREIC XV FF Al STz — A (U.NORAML) 23, Table 7-3~Table 7-14 @ Create #:{E% F21T L 72,
Y a 7HTAE (Job owner) & 72 W TOEIICED LIV a 7OFTAEENE# & LT User ID % 7ékd 5, TOE
1. EHE(U.ADMIN)/S Create #{EA FITT DA L ¥ 7 2 — AR LV, 7 7 7 2 Z(EHRE(Fax
receive)lx. TOE O#EAER LIZ, A7 7 7 AB D7 7 7 255125 0 Create BMENFATEN D20
777 AZAE Tif@ii%b<i/a7@/a7%ﬁ%i BHEIZE D Y THRD(*), F:%h#
%Eéﬂfn&w77axxh®%é\777%&%iﬁﬁ%%)xﬁ$/72~%fémétw\777
AZEFETHOY a TEHEHEIL, BEIA TV ZER Y 7 ANAT— FEemb—RAAHE L 78 5(+2), Fa—
RBEESNTND T 7 7 AZEORE, 77 7 ALEFIBEINTEAR Y 7 ANMREEINDTZD, 77
JAZE#/RDOY a TIAFIL, ARy 7 2AOEETHL —BRHENY a TiaE £ 72 5(43), /AT
— KIEZt PDF R v 7 A5 OFREAF (Storage/retrival) X, # A L7 F 7 U v FEITHHC, RIEDRE S
NIz EENAT— RS L PDF ARy 7 A0 BHED L, BIEEOEAR Yy 7 AMRETHZLICLDY
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Create HUENFITEN D, RFETHROLEFESG LIV a 70TV a 7HAE T ARy 7 ZOFAETH
L MFIME L2 %,

TOE /%, = — ¥ —EERERBIC I\ T B B 3 — R F 38 (SR AT RE 7o RE 4 1 PR 3~ 2 B RE il BREX & - (i
2 C%, TOE i, FIHE BIEORERERIFRIZ IR T, HIRIRBERED AL ¥ 7 = — A% IR RS LB EAR "DIR
RE TR T D, Lo T, HERERIBRS R B S 7e— R 13, Table 7-3~Table 7-14 @ 5 H il FR&SA%EE 2 H
TBEEZRI T D83 TER,

TOE 1L, Hfi| ATV 2535 ERERE IR\, FHEE D — R HE OB ATV ZER I A~DT 72 2% IR
T HIEH ATV ZAF R E A 2 TRV, EA T ATVZER Y I A SAT —RIZE > TT 7 EARHIREN TS,
TOE i%., FIHE BIEORBI AT VZAER Y I ASNDT 7R AN T, H725E . 34 FRH OREI AT 25
RO I ANDT 7R A% AL, B2 55 3 SR AE OMEIATYZER I A~DT 78 ARG T D, Lo,
FREI ATV ZAGR I ARAT —R BB/ — K i 1X, Table 7-3~Table 7-14 @ 5 Lid] A €V Z[FH v
JANDT I AP BEEFIH T 52 LILTERY,

TOE 1%, Ry 7 AEBEREICIB VT, EHED LULMFIHE D, ARy 72O A (User ID) &% E T 5
BERE. BEEE O LUIMEAR YV ADFT A H T LA HE D AR 7 ZADH A # (User ID) %28 3 A4 6E
22 CTRY E AR Y7 AL E] AR 7 ANIRTF SN2 LEA~DOT 78 2% IR 5, TOE X, {8 AR v7 ADFT
£ User IDIZHNT, —RFHAZEMNELC User ID 2R OHAICIT. 34 AR I ADA 2T 2 — A% AEL
TS NR I ANDT 7B AEFF A5, — 7, — R HE D275 User ID Z#F 5551215, TOE 13344
TENR YT ADA L BT 22— A% FEFIRITTHI28, Table 7-3~Table 7-14 TiZ 4 AR v 7 A~DT 7 AN
VR BEEFIHT 52 8ILTERYY,

<Table 7-3~Table 7-14 DO &>
TOE N4 2,40 %7 = — AL FERDEY,
PN: /%L, WC:Web Connection, PD: 7V ZRT A /3 —

P OFLHIE T REOMEY,
O:TOE ¥ R—FF 2560, -: TOE Y R—FL22WED

R T RLOEY,

*1: U.ADMIN

*2 R ATV ZAF R 7 A AT — R %1% U.NORMAL

*3:F a— R CHESNT-E AR 7 ADT A #H CTH5 UNORMAL

Table 7-3 D.USER.DOC(Print) D7 7 &= A il

BRfE BRAFFIRERFIHE | A HT7x2—R .
PN | WC | PD
Create Job owner - - O | Hlbl& %17,
U.NORMAL - O - | FAVT NTYU bR,
O - | RAU— KI5k PDF (cxt LT, FIRIAHEEL CTH 1 L
7 N7V b EFET,
Read Job owner O - - | REE& TV U MRy I ANGXEERER LT, XET LY
2 —ERR,
O - - | BEE& T Y bRy 7 AL XEAEIR L, FIRE ELT,
(FRBISE 712 & 0 SCEHITHIBR S 41 D,)
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O NAT — R 5L PDF R v 7 20630 E 2R L, Hl
# EAT,
(FIRNZIZ SR T — R AT E, FIRISE TIZ & 0 3CE
HikrREn5,)
Modify Job owner O RE& TV v bR v 7 A0 6 OHIBNZ W T, HIRELE %2
F1T,
Delete Job owner O REE& Y v bR 7 A0 6 L E A HIER,
O IRAY — REF AL PDF R » 7 256 SC#EZ AR,
Job owner O O ¥ a THIBRITHE S SCEHIER,
U.ADMIN
Table 7-4 D.USER.DOC(Scan)® 7 7 & A 4
- o a0 ; —
HRAE BERTRE 22 A A P; % 5\;(; ;D 1
Create Job owner O Ak yFa=my MIFfEEYy FLT . AF Y /777 X
U.NORMAL Azma—WHEN» B (77 v 7 A5 abk<) Z4EEL
T, HMEEFT,
Read 2L,
Modify | Job owner O Create #/FE T R E & F17.
Delete Job owner O O 2 a THIBRIZ M 5 SCEAIBR,
U.ADMIN
Table 7-5 D.USER.DOC(Copy)® 7 7 & R Hllf#l
- oA ; —
HRAE BRAEWTREZR A P; NS 5\;(:: ;D .
Create Job owner O 22Xy Ffa=y MIEfEEY PLT, ab—RA=o—f
U.NORMAL D 3 ¥ —%& ET,
Read Job owner O Create #:/F % 317,
Modify Job owner O Create #/E TS HIRRE & FEAT,
Delete Job owner O O ¥ 3 THIBRIHE 5 SCEHATRR,
U.ADMIN
Table 7-6 D.USER.DOC(Fax send) D7 2 & A ]
R BAEFRERFIAE | A8 7 =—A N
PN | WC | PD
Create Job owner O Ak yFa=my MIFfEEYy FLT . AF Y /777 X
U.NORMAL A= a—EEPD T 7 7 A BRI L TEE % EAT,
Read 7L,
Modify Job owner O Create #/E Tl FIERE & FAT,
Delete Job owner O O ¥ a THIBRIZME 5 SCEAIBR,
U.ADMIN
Table 7-7 D.USER.DOC(Fax receive) ® 7 7 & A Hl
BiE | BETRARAE | (272 | BIEN 5
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PN | WC | PD
Create | Job owner(*1) TOE OEAER L, SMBT7 7 7 Ah 6 F a— REHREL T
WRNWT 7 7 2R,
TOE O#fER L, SMB7 77 A5 F a— REHFEELE
77 Az,
Read Job owner O O B ATV ZERN Y I ANLT 7 7 ALEETRL, (HE
T 2 —EFRR,
O O AR Y 7 AP T 7 7 ALELRIRL, XFE L 2—
e FIR,
O WHEI ATV ZER Y 7 ADDL T 77 ALEEZRR L, HIRI
FAT & FAT,
(FIRBIZE TIZ LD 7 7 7 ZACEITHIBR S 1 D,)
O ARy 7 ANET 7 7 ALELZBRINL ., HIBEITAE
17,
(HIRZETIZ LY 7 7 7 ALEITHIBRES L D,)
Modify Job owner O BAR Y 7 ANS 7 7 7 ALEZHRT 2B, ISHRE
% AT,
O O AR > 7 ADD T 7 7 ALEEER L, L.
Delete Job owner O O i AEVZER Y 7 ANE T 7 7 ALELZHIR,
U.ADMIN
Job owner O O AR > 7 200 7 7 7 ALEEHIBR,
Job owner O O 77 7 ALEOHIRY a THIBRIZME D 7 7 7 ALEDOH
U.ADMIN 78
o | O AR v 7 ZDBIBRIZHED 7 7 7 ZASCEOHIFR,
Table 7-8 D.USER.DOC(Storage/retrieval) D 7 7 & A |4l
HRAE BRI RERAIAE | A F2T7x—2A T
PN | WC | PD
Create Job owner O | Ry 7 AMREEELT,
U.NORMAL O Ry 7 ARFEERELTHA LY N T U v N EFELT,
O AFyFa=y MIFfREE Y FLT, Ry 7 ARX=a—
BHENOEAR Y 7 ZEEEL T, Ny 7 ARGE % FEAT,
O AT =R 54k PDF (SR LT, Ry 7 ARIFEFREL TH A
LINT VNS T,
O NRAYT — Rk PDF RNy 7 AN 6 CEZRRL | 7kF
B ELT, (BIRS NI SCEREBEERE OEAR v 7 Z1THBH)
Job owner(*2) TOE O#fE/R L, SMB7 7 7 26 F a— FEHEELT
WIRWT 7 7 ARk, Ml A T U ZER Y T AT 77
AE w2 RAT
Job owner(*3) TOE O#EfER L, BT 77 A6 F a— REEELE
77 I AZER, WESNIEAR Yy 7 AT 7 7 ZA305E
wARATS
Read Job owner O O AR Y 7 ANLXEERERRL, XET L E2—% KR,

(77 AXELEZRL, 777 ALEOLET L E 2—I3,
Table 7-7 @ Read #{EIC X VIS 5b, )
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O

BAR v 7 ZABICGEERIR L, Hibl, #E, 777 &I
L B%E, Bl av—ounFhrir I,
(77 7 ZA3CEDOHM AR, 7 7 7 AEOHIMIX,
Table 7-7 @ Read #{EIZ LV HlfH S D,)

ARy 7 ZApbIGEZRRL, XF, Fvru—F B
B, ar—ounFnntET,

A AEYZERNy 7 ZApbXHELBRL, ¥y rn—F
& FAT,

RAT — RiE 5t PDF AR v 7 26302 FIR L, (/17
' FAT,

(BRTFICIERA T — RAS BRI, (RIF5E TIC X D 0T
HIbRE L 2,)

Modify

Job owner

AR Y 7 ANE XEEZBINL, WE,
(Z7 7 AXEERL, 777 ALEOHEIL, Table 7-7
@ Modify #EIC L v SN D, )

Read #EGEE. FIRDIZIWT, AT & F1T,
(7 7 7 ZACEDRZ R, 7 7 7 ACEOHIRIZRS T 5
I R E L, Table 7-7 @ Modify #/EIC LV #ilfH S 5,)

WA ATV ZERNY 7 2007 7 7 AXFEZRIRL | ik
B HEH),

Delete

Job owner

AR v 7 235 CEZE ik,
(77 7 AXEZEOHIRERLS, 77 7 AXEOHIBRIE.,
Table 7-7 @ Delete #/EIZ L 0 #ilfH <315,)

XA T — RiEEAL PDF R > 7 2505 3CE A2 HIE,

Job owner
U.ADMIN

AR > 7 ZDHIERIZHE 5 SCEOHIER,
(77 7 ACEOHIBRZERS . 7 7 7 ACEDHIERIX,
Table 7-7 @ Delete #{EIC LV HlHI S 5.)

Table 7-9 D.USER.JOB(Print) ® 7 7 & A i

(S

BE R REZR R A

A HETz—A

PN

WC

PD

BAESTIE

Create

Job owner
U.NORMAL

O

7747 P PCINLXEFEEEINL, 7Y Z RTA—
TEIRI % F247#, BE SRV CRIE& T Y » MR v 7 21
—RERAF SN CEE BN L, FIRlA 5217,

(FIRISETIZ L 0 SCEITHIBRS L D,)

77347 hPCOWCHLXELRERNL, ¥/ L7 T
Vv b EBFETR, BAE SRV TRAEE T Y v bRy 7 R
— R ST SCEE BN L, Hil A 517,

(FIRISE T L0 SCEIFHIBR S D,)

2547k PC®DWC » 5827 — 51k PDF 303
BIRL, HIRZEELTHYA LY R 7 v & E T,
BAE SRV T/RAT — R {k PDF R v 7 26— Kk
FES NI SCEZRIN L, FIR A 3217,

(FIRNZ I3 A T — KA LE, HIRZE TIZ LD 0BT
HIBRS I 5,)
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Read Job Owner O O
U.ADMIN Y a TRIRE R,
U.NORMAL (SR DT — RIF 5L PDF OZE Y =2 72 5k<,)
Unauthenticated O
Modify 72 Lo
Delete Job owner O O VaTRRENG Y a T EHIR,
U.ADMIN GERE& T ) v MRy 7 ADBOHIRY a 7 DRA, Y a
THIBRIZ &V CEBHIBRE N D,)
Table 7-10 D.USER.JOB(Scan)® 7 7 & A il
HRAE BERTRERAINE | (2 T7=—2R .
PN | WC | PD
Create Job owner O 22Xy Ffa=y MIEfEEY LT AF Y /1777
U.NORAML A= a—@lENBIE (77 v 7 A5EkER<) EL
T, H™MEEFEAT,
Read Job owner O O
U.ADMIN . S .
Va T RIREFIR,
U.NORMAL
Unauthenticated O
Modify L,
Delete Job owner O AFxyFa=y MRV ERHEAIY I, FAEZEAIRY
HEE CEEZFITHLEA Ny 7S —2M T L, &1k
H Y a 7 OFIBRE FEAT,
(¥ a 7HIBRIZ KV SCEBHIBRS N D,)
Job owner O O VaTRENGY a T a2k,
U.ADMIN (Va ZHIBRZ L 0 SCEBHIBRS D,
Table 7-11 D.USER.JOB(Copy)® 7 7 & Z #il4
BIE | BIEARELAAE | A F TR p——
PN | WC | PD
Create Job owner O AFxyFa=y MIFEfEEY FLT, ab—A=a—fH
U.NORAML D 3 B — % T,
Read Job owner O O
U.ADMIN e .
U NORMAL Vg TRIRERTR,
Unauthenticated O
Modify 7L,
Delete Job owner O AZF v Fa=y MTEVFFEZEAERY I, FEGARY
HEE CEEEZFATH LEA My 7S —% T L, 51k
M1 a 7 OHIRE FET,
(¥ a 7THIBRIZ L W SCEBHIBRE N D,)
Job owner O O Ta TERRNLY 3 7 EHIBR,
U.ADMIN (¥ a 7HIBRIZ KV SCEBHIBRS N D,)

Table 7-12 D.USER.JOB(Fax send)® 7 7 & R4
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B E BAERRERFIRE | A2 72— Py,
PN | WC | PD
Create Job owner O AXyFfa=y MIEMEEY LT AF Y /777 R
U.NORMAL A= a—EENS T 7 7 A A BRI L CEE & 317,
Read Job owner O O
U.ADMIN . e — _
U.NORMAL Va7 RIRE EIR,
Unauthenticated O
Modify oL,
Delete Job owner O AFxyFa=y MRV FERHEAIY I, FAEZEAIRY
HHEE CEEZFITHLEA Ny 7S —2M T L, &1k
H Y a 7 OFIRE FEAT,
(¥ a 7HIBRIZ KV SCEBHIBRS N D,)
Job owner O O VaTRENGY a T aHIbR,
U.ADMIN (Va7HIBRIZE Y XELHIBREND,)
Table 7-13 D.USER.JOB(Fax receive) D7 2 & X fill##]
BRfE BRAFFIRELFIHE | A HT7x2—2R p—
PN | WC | PD
Create Job owner(*1) TOE O#AE/R L, #MBT7 7 7 ZA0vb F aa— R&$EE L T
WRWT 7 7 RAERAE,
TOE O#AE/R L, SMBT7 7 7 A0 F a— REHEE Lz
777 Ak,
Job owner(*2) O WHEIAEYZERY 7 AND 7 7 7 ACEEBRIRL . Ak
FAT 2 FAT,
(HMIZETIZLY 77 7 ACEFHIR SN S,)
Job owner(*3) O ARy 7 ANST 7 7 ZAXELZRINL ., HIBEIT A E
17,
(FIRBIZE TIZ LD 7 7 7 ZACEITHIBR S 1 D,)
Read Job owner O O
U.ADMIN . e — _
U NORMAL Va7 RIRE EIR,
Unauthenticated O
Modify 72 Lo
Job owner O O VaTRRNG Y a T EHIR,
U.ADMIN (FIlY a 7086, ¥ a 7HIERICE D 7 7 7 ZACEBH]
fraind,)
Table 7-14 D.USER.JOB(Storage/retrieval) D 7 7 & & #il
HRAE BRI RERFIAE | A F2T7x—2A A
PN | WC | PD
Create Job owner O | Ry 7 AMREEZELT,
U.NORAML O Ry 7 ARGFEBELTEA LT T v b E%ET,
O AxxyFfa=y MIFEfREZEy RLT, Ry 7 AX=a—

BE 2 DEAR v 7 ZE4EE LT, KNy 7 AMpfEz F47,
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O Ry 7 27258 L C/SA Y — RE 5k PDF 4 1 L
7 N7V v EFELT,
Job owner(*2) TOE O#AEZRL, SMET7 77 A0pD F a—REFREL THRN
T7IARZAG R T VAL E LB AT ZE Ry 7 AR
1o
Job owner(*3) TOE O#ERL, SNE T 77 A0 F a—RE&fRELZT 77 A
2GR T 7 I ASCEE R E SV AR Y 7 ARAT
Job owner AR Y 7 ZADGICEEZBER L, Hbl, #E, 777 A
U.NORMAL L 2E. BB, 2 E—0WFhing FET,
(77 7 ACEOHIRMZR< . 7 7 7 A3XEHEDOHIRIZ
Table 7-13 @ Create #/EIC X D il &4 5,)
O ARy 7 2D XELZERL, #E, Fvre—F B
B, av—onFhngET,
Job owner O W AEVZERY 7 ANG T 7 7 ALEZERRL, ¥
U.NORMAL vu— F&EFELT,
Job owner NRAT— RiEE{k PDF RNy 7 A6 CHEZRIRL | RF
U.NORMAL & FAT,
(BRAFITIZ AN AT — RATIB B, RAFFETIZ L0 3CEIT
HikRExn5,)
Read Job owner O
U.ADMIN T a TRIRERR,
U.NORMAL (/XA — R E{L PDF OZEH Y a 7<),
Unauthenticated
Modify 72 Lo
Delete Job owner AFpF =y MY EMBEARY Fi, FEfEHEAIRY
R CEEZFITL LA My X —2 M F L, #1k
Y a 7 OHIBRE ET,
(¥ a 7HIBRIZ L W SCEBHIBRENS,)
AR > 7 A b ORI A FAT LR, A by 2 —%
L. EikFY g 7 OHIBRE EIT,
(¥ a 7THIBRY & CEITHIBR 72 0,)
Job owner O N Iy
U.ADMIN

1.3. BESbikne

FCS_CKM.1(a)

TOE 1% IPsec ##{g D#fE . THAVS IPsec siFBAEDO A 512 3BT, NIST SP800-56B, Revision 1 ¢ 6.3.1.3
G rsakpgl-crt 7R D 7L T, B 2048bit  RSA FERIFr ALk 35, F7-. IPsec il {5 Dk
FESLIZBWTC, NIST SP800-56A, Revision 3 @ 5.6.1.1.1 HiiZit#i® Using the Approved Safe-Prime
Groups ([ZF0# D 75T, Diffie-Hellman 7 /v —7 14 (2 LA FExFREEE A %45,

FCS_CKM.1(b)
TOE I%, IPsec i{5 Di@fE BALARF, HLIE SA T4 7 XA Lk % O#EfESLIZ I T, FCS_RBG_EXT.1 (5
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#H D RBG THEEAZAERKL . 128bit & L<IE 256bit O xfFrE B84 4 k7%, TOE 1Z. DRBG BI#(CTR
DRBG(AES-256)#FF M 42+ T Fi2 RBG #&E &L, SLEEA K T2,

FCS_RBG_EXT.1

TOE (%, NIST SP 800-90A Z##L3% CTR DRBG(AES-256)&, 1 DY 7k =7 T hae —JEA DAL S
N5 RBG #3435, Lﬁ(ﬂRIBBG:IwammnEmdM1&R%%d%ﬂ%Téﬁ]%wmmn
Resistance #EEIZEMELRV, Y7 by =7 = bt —EIL, CPU OWNEVIRRBIC B 5.2 Dby Ik o — R4

ALy I Iy B — E SR AL — T LB NS FREE L T L — LB S TR O i%O%%7my7ﬁW
A — R TCTEISL ., raw T — 2 %155, V7 NERE XOR AW Craw 7 —XIZE ENHT U e —%2E v 2R
(ZHRER, BT D T aa=r e gL, By b RRO T bae —RE BiF %, U hre—ELL T
Do

TOE (%, 2O RBG ZFI ML CEEE AL . @15 BB E RO N 58 (R 256bit & 128bit) A= I 32,
TOE &L AR T 585, CTR DRBG Ty —NK '77‘)7/1/(Entropy Input & Nonce) BB Zie 726, = bhm

E—JRELTHIR T2V 7 Ny =7 B L MET AR O bt — A S TR 3%, 2O hre—fHlT
NIST SP800-90A ™ 10.2.1 IZ/rEN5 Instantiate & Reseed |2/ /= bt —&(TOE 04, ¥
U7 4FREELRIT 256bit) A7 L CTHsh, +37e = ha =35 F T,

FIA_PSK_EXT.1
TOE 1%, IPsec HOFFIAREL T, Fi7 FAN—AOFHFI LA ENF|H TED, TF AN —2O FH[I
HHT. Ty a7 /LT3R LE FWTE R I ~ZE#aXn 5,
c T XA MR—Z2OFFHLAH
>REE 22 0T
> FIFAATRESC T« ASCII 30741, F7-13 HEX fi&
> AT D5 - SHA-1, SHA-256, SHA-384, SHA-512

FCS_COP.1(a)
TOE /%, IPsec #{E® ESP K2/t 7 /LY X AL T, FIPS PUB 197 & NIST SP 800-38A IZi A L7t E
128bit & 256bit ® AES-CBC ZFIH 4 2%,

FCS_COP.1(b)

TOE 1%, 7y 75 —MERED 77— L0 = T KiEIC BT, FIPS PUB 186-4 (Zi# & L7-# & 2048bit ® RSA
FIORNE/T NA)RLER T2, £72. IPsec #{E DETFHAEIZIHBW T, FIPS PUB 186-4 (ZiE A L7-#FE
2048bit ® RSA 7 VX NVEL T INIVR L (BL LK) &, T VX NVELREEIZIBWT, FIPS PUB 186-4 [Zi# &L
7-#ER 2048bit & 3048bit M RSA U HVEL T N X I (B4 k) 28 45,

FCS_COP.1(c)

TOE 1%, 7.7.1 ZIZFEHOT v 77 —MERRIZEB W T, L FOISNCL T VANV ELARGEE V-7 7— A0 =
T T =B DREEETT, ZOH T, ISO/IEC 10118-3:2004 |2 #EHl4 % SHA-256 (215 v 2l D HAEIT
%o
(1) TOE 737> RSA ABRHEGEHE 2048bit) TF VXNV BH T — 2515 55,

(2) SHA-256 T77—AU=TF —ZD v afizbitd5,
3 DEQOfEEKET S, —HTIUET 7 — L0 =T T —FBIEF ThHEHWT 5,

F7-. TOE 1%, IPsec #E®D IKEv1 FiE7 LTV ALEL T, ISO/TEC 10118-3:2004 |Z%#EHL4% SHA-1.
SHA-256, SHA-348, SHA-512 (215 v 2l & HEFIT7T 5,
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FCS_COP.1(g)

TOE X, IPsec {5123\ T, FIPS PUB 198-1 CTE&##%=115 The Keyed-Hash Message Authentication
Code. FIPS PUB 180-3 T&E#X115 Secure Hash Standard (2L 2 T 328Ny 2 Ay — V38 RIC LD
ESP #32484°%,

cAu—TUH ATV A ME 160, 256, 384, 512
< 2K - 160, 256, 384, 512
B ET I Y XA HMAC-SHA-1, HMAC-SHA-256, HMAC-SHA-384, HMAC-SHA-512

FCS_CKM.4, FCS_CKM_EXT.4

TOE iX. IPsec {5 THIMH 328, M BIORIFIELAEFED F k% Table 7-15 1T 7, HEHIZL o TRRIES
-SRI 8, IPsec AEHED 774X —ME L, BIHIAZHR A 72 SSD IZIRIFEND, B BE NIIHDOHEDH|
BiRA& 9217 LIZHE, 0x00 T EEEHIFRT 2, IPsec TSNSy a #E(— R 54813, RAM LIZRFS
Wb, ZHiE TOE OFEJR OFF IZXDREIZ/2A7- D HIBRS LA,

Table 7-15 EDIRIEE L WHE

i TRAFSE WEX AT WD I7E
FATL A g BHEIZ L > TRESINTZFR | SSD FHF L D FATIA AR - 28 | 0x00 T LEFE
A B (EEIEmEE ERe) Fill B
BHEIZL - CRESNTZFF | RAM IR OFF —
HH A I L CAER L
KRR IKE A3 s g RAM IR OFF —
(IKEvl 7 =—X 1 T &h
%)
IPsec LA HiE g RAM i OFF —
(IKEvl 7 =— X2 TR EN
%)
T A N k IPsce EHED 75 A~ 1 SSD fé?&%a:iéﬂ%%ﬁ% (F1E#E | 0x00 TLEX
i WEE ERE) I HilbR
IPsec @ Diffie-Hellman 7°F -1 X | RAM i OFF —
— Mk
(IKEvl 7 =— X | TAERREN
%)

1.4. SiEFREEHAE

FTP_ITC.1
TOE . Table 7-16 (Z-7:9 IT 28 & DIBEIZRBW T, IPsec 7R bV EF| 45720 F ¥ RVT —Z DL
TEFEESNDLT T2,

Table 7-16 IT 85 & D&EE

TSF 237" § % IT #as Zu ban
SMTP #—/3— IPsec
SMRFRRE Y — X — IPsec
DNS #—/3— IPsec
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TSF #37Fr 35 IT K25 Za k=
a g — = IPsec
WebDAV H#—/3 — IPsec
SMB #—/,3— IPsec

FTP_TRP.1(a)

TOE (%, EF#HE M TOE 2VE—NEH T 5 H1ELL T, 77947 PC O7 U CEifET S WC 2295,
TOE £7947 b PC M D#(EIX. EEHIBE/ SATHD IPsec 7 uba/La2FH T, VE—NMEEDT-DIZITA
7ok PC 5 TOE ~7 7 EAL-EE, TOE 1% IPsec 7R/ COLIFEZBIMEL . i S OikRIE  #ET — %K
WL OEHEL | 85T — W E DR ZARAET 5,

FTP_TRP.1(b)

TOE (%, &EE TRWFIHEN TOE ~JE—h77E2A 45 51EELT, 279147 PC O7 57 TEIET %
WC LTV HRTAN—%42469 %, TOE L2547 2~ PC BID@EE L. BEHRE A Ths IPsec 7 mha/L %
FIHT 2, VE—RT 7 8ADT=DIZ2TA4T 2~ PC 7385 TOE ~7 78 AL7=#:, TOE (% IPsec 7' 1h=/LTOD I
EZBAMRL . WS OFAIE, ET —HIRIENODOREL BT — XU E DR ERIET D,

FCS_IPSEC_EXT.1
TOE 1%, RFC4301 [ZH#EHLT D IPsec 7—F T/ F v &2 FIET L, FEEHE DD, IPsec b/l LT Fita®
EMEZRE, BEETELN, FrebA OB EMEEFHAT 28T TEA0,

« IPsec B 7B NMERE : h TV AR—FE—FK
kX2 UF 07 m hajn: ESP(RFC 4303 |2 #EHL)
> ESP i 54k 7 /L= U X4 : AES-CBC-128, AES-CBC-256(RFC 3602 |Z #EHlL)
> ESP #aE7 /L =Y X . : HMAC-SHA-1, HMAC-SHA-256, HMAC-SHA-384, HMAC-SHA-512
- HERe a7 R IKEv1(RFC 2407,2408,2409,4109 (& #E4L)
» IKEv1 5=k 7 /v 21U X4 AES-CBC-128, AES-CBC-256(RFC 3602 |2 ##lL)
> xd v xT— g F— K : Main Mode
»SATATHA L
® 7 -— X100 SA : 600~86400 F»
® 7 = — X 2® SA : 600~28800 7
> Diffie-Hellman Group : 7 /v —7 14
> ESN : %), A 2h(RFC 4304 |2 HEHL)
< IKE BBGE SR TV X NVEBARSA), T F A B _X— 2O FRHA
> T U HIVEL
® RSA-2048 (BAARK., B4 ML)
® RSA-3072 (B4 M)
@ SHFET /LT X4 ;. SHA-256, SHA-384, SHA-512(RFC 4868 |Z #EHIL)
> 7 ¥ A hR— 2O HFHA R
® HHLE R ET L HATHATH - 22 T RO CFHN(ASCIL SXFF, F7-13 HEX 1)
@ HEET LY X4 SHA-1, SHA-256, SHA-384, SHA-512(RFC 4868 | &fil)

F72. TOE i IPsec ¥X2UT ARV —F —H_X—2(SPD) #FEIEL TR, FHA IV FOBRENTED,
*IPsec KU v —:IP X7y ROFNEFREL T, TNENDORFICEE LT IP N v Moxt LIk -
Wl WD O L EOEEERIT O MBIRTE S, IP N7 v hO&ME LTIE TCP X UDP %07 1
Faj, W=k, EETIP T FL A, FELEIP T FLASERNRETE S, IPsec R —IZIP RV
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=T N—T1~10 D 10 FNVL—TETRETE S, 1 DOBEHTIC, HED IPsec R Y ¥ —WFEE
SN E . IPsec R U > — 7L —7 1~10 OBENEFIZBE DL 63, TRROESENER CEMEN EH S
nos,
R fRAE > mEEE > il EREK
T I FNET I ar: IPsec R Y Il EBT DREN 2o T-GE0IMEEL T bR T 5,
(ZOREIZOWTEHRFICH L, WEZEBIRTLL O TS X ATHRLTWNS,)
> fEFE - IPsec R Y V— DR EICEEL72WIP X7 > b iﬁﬂz?ﬂ%
B : IPsec RV O —OBREIZEH LRWIP /N v M@ S5

1.5. ¥ ) 7« BEEHRE

FMT_MOF.1, FMT_MSA.1, FMT MSA.3, FMT MTD.1, FMT_SMF.1, FMT_SMR.1

TOE 1%, FIHFICH U TR B RE A 11 975, &9 B BRIL. FLdiSNIc A Z7 = — 2D b D B Rl e
Thod, TVERTAN—F, BEHEREEZ ML 2V, #BE LB LILWC T FELoE B REZ FE T3 DH 12
BT OB, TOE ~OfBIFRGENER S, ReBAE CEBEREZ R 322813 TERW, nr A K, FIIA
F 2% EI(U.ADMIN, UNORMAL)ZBE T, BT b= EIEn s 7o NETHERF %, FIA#E O%EIC
PRSI QR WVE B REA R 92 281X T&72\, TOE (X, Table 6-2. Table 6-3 ®7 7 AH|HIZIHB T, &
X7 — BB CRIAE CE T — % FIAEY 3 77 — & 2Bk L= — A3 O User ID %%
WHTD, 777 AZEHRICEVERSNAFAFELET —4 ., FIHEY 2 77 —%1%, TOE SOF|HE
R TR END 2D, EF =2 U7 —RBIHEOWHIEE L TEHE D User ID #HI 0V 4T, 77 7 A%fF
T 7 A E FET 5, TOE 1%, WL LCED 4 ToNnT User ID # LEX T HHREZ RiT- 72
A%

Table 7-17 BHE RSN EHEE

(gl N FFAl S oy | BERTRE R A &
= TJrz—A
o —— B IR TOE OFHFE EM: User ID R —W — DX/ | Bk, ZH, H | BtE e, WC

”'Jf‘? =P NRT— N OGRS, — BRI S | B
S E M B RE I SR OO R B /MR B HE IR
ODHL‘?/EU@’Eﬁ% I — P B ERI TR E L
LUV a7 2 ER LR, EX 2T —EIED
WIIEEL T User ID 235X €41, Table 6-2, Table
6-3 OFAEZT =& T 7 ARIBENERSILD, 7235,
a—PF—%HIRT L, Y — =PI EETHD

SCELHIBRS LD,
FHHZENSAT—RNREH | EHE AU —RNERETD, LH AR, FHE/ | AR BE L
HE AT —RIZIET 74V MERFE ESN TN\, TEH Bt
BEDRRE TRV T, BV U EBENERELR
2,
2R EMSRE | 2 LA ROREETH, AMREEFIE, SN | A% BE L WC

P SRR, AR + IR — S —FREEDO VT
NNERIRT B, BV b VEEEIL, B
ESRE TR RGE S L D,

SMERFBRE S — =% & | SN — S =R TR T DM RRAE Y — 3 — | Xk, 25, Hl | #fE <xL, WC
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BB AE (¥ FEAIS 7o | BRAERTREZR AV 2
1E Txz—2A

F&RE DEEETTD, 75

AL R B B 02 | FREEREE O BIE AR E T 5, FIAE O#E Lz | £H e L, WC

SR AE

wunE%ﬁ&Eiﬁﬁ) ’0) Hﬂ::1§ \_%L/f_ﬂéj: TOE iux

PN E e R T i g o o RO
BHEDGEOBREEIE | #7758 FERIREIER 2 B ?“Z)’k ke | BH BE L WC
FRBRIEI] D28 HRERE AV EHF OBRGENE L EINT A RGEE 1R D3 iF
PRENDHETOREM AR ET 2,
FRRER IR B (VN A2 | BRRERERIEIERZ 7T 28, ZOBIEIZEY, ELh | 54T BE 2L WC
BEF LS OIVTHERE | A EFLE LS OFIAH OGBS (L2 bR 520
TED,
NAT—=RFERKOETHE | AT =R (OSRT =R/ NP ELERT) O | £H BE L WC
HE FRE A AT,
X2 UT LR EMR | BT R EDOR R, AR E T 5, Yl BE L WC
HE HENCHRE LI, EX 2 U T A HBEEDS D NI
BRI 2R EL X 27 REIC—FERE L. TOR
ExHERFT D, *v bU—27 %4 L7 TOE O ¥ #Hr
FERE, AT v AF4RE (RS-232C T/F %#fEM) |
Xy bU— 7 REEAYE R & ORI 2 AR
EEND, FIRAEDERIE SN BREEI TR EL H
ERATLIZGE, BEEEEFRR L, %Uﬂ%%ﬁﬁs&{’ﬁ
O AR R LI2HE. X2 U 7 ¢ bR e
AR SN D,
H RE D28 TR AREE AR ET D, BEAMRELPRELILSGE, | £E BE 2L WC
ZO HEERAE R/ | CRERSND,
VAT LF =Ry R | BAEARIAVBET O AT LA — Yty FREH | £E BE L WC
D7 T RE DEREEIT Do
HE#ho/7 7 UMM O | WC EB(Eho B #ns 7y MR OREE1T EHE WC
HbERE
TR A B R EEBEEHEETHD IPsec WMIEDORTEITY, | BER AH, HI | #{E L, WC
IPsec B3 5% &, FRIHA HERLE, [Psec AEA E% 53
DGR, BT, IR,
K T — 73R ERERE Fo b —7%E (TOE @ IP 7R A, DNS $r— 38— | B4k A F e 20 WC
® IP TRV A R —hE5%, NetBIOS 4 %) DX
#r, EEEIT,
Aoy S B EE AR OA RS, A ORSG Ik, us Y | BEk LR BE L WC
— N — HENAESMFOREL, BhuT O%E LHI
FRE1TI,
W 7 25 BB RE ARy 7 ADR Gk, BEER I ALOEE Ry /A | Bk, A8, HI | BfE L, WC
WA —RDBGRIBEE TAEL—F—DEER | B
O HIBREATD,
WHIATVZEREHEE | BEIATYZAEOFENELR, MBI ATVZER 7 AN | Bk, AH BE L WC

AT —ROEERE EEIT,

Table 7-18 —f&FIME ICRMEENSEEMAE
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B HERE P PP ST | BRIEFRERA X
1E Tr—2A
=P —RAT—RRE | 2=V — AT —ROREEITH, FIAE L, #BIR | £H BE 2L WC
HEHE AEtE. B O —— AT —REE LT HILENTE
Do
Ry AL PR HE AR 7 ADXGRAATY, Flo FIRENIATHME | Bk, £, H | 1 xr, WO
ARy I A U CEE Ry IR DOEE Ry 728 | B
AT —ROBGRIEE | iffE 2 —F —DEERE)E
HIBREATO,

FPT_SKP_EXT.1

TOE . IPsec {5 CHRIH T 20 58D D | HHEE 12X TR ESN-FATib A #L IPsec AEAED T T A~
— MR B SR AT RER R R AR — Y Td D SSD ITIRTET D, TN LA OE 58T, RAM IZIR1ET5
(Table 7-15 ), TOE (XRIFSNI=FRTILAHE, 7T — Nk, B S8 AF B T 2R 2 1R ILL 22 W2 | F
HZE D TOE OFAEICEDENLZFA N TZEIXTEZ, TOE 13, MFP A{RIZRS-232C IF Z#5EEEL TWA08,
EHPITELSLESN TWEEZD  FIHENZOA 27 2—2ZHHL T, SSD OWNET —4 2R H+Z&13 T
20, 77, RS-232C IF LISk Z, TOE DAL R0 SSD ONE T —#Z B H 4 AL Z 7 2 — A& FEEL TR,
SSD [T AT A R[22 AL — U TH DT, FIHHE D SSD B4 L TN T — 2 2B 42 LT T, U
FoZENS, FIHB RSN FRI G 8, 7T —RMiE, B S At T oI TEAR N,

7.6. BEEHAE

TOE /%, BEA R HELITH L TR 24, ikl n7 I — —~kE T2,

FAU_GEN.1, FAU_GEN.2

TOE (3. DL FOHRREEAMNRFRLL, FRBEAERLGEN BRDR), FROMN, Y72 =7 NEhIfE R,

HEORERZTLERT D,
Table 7-19 BEEXNZEL—E

FREROE = ID (7 V= kRIS R *1) S
Z— P —FRFED F it Admin ID/User ID/A%4% 1D OK/NG
SR ATV ZAZ R 7 A/ SAY — R FFED FEifi User ID OK/NG
PP RE I T L D Rk, | HIBR Admin ID OK/NG
Z—P— AT —RDEH User ID OK/NG
R SRAT— RO Admin ID OK
Y —FRRERR E DL Admin ID OK
SMRERAEY — S —F E DX Gk, AT Admin ID OK
AR R DT Admin ID OK
B PLE RAED B AL L ARERIFF D28 Admin ID OK
FRFFSRE A% (U.BUILTIN_ADMIN Ligk) o2V 7 Admin ID OK
RAT—RHIKI A TR RE Admin ID OK/NG
X2V T LT N EDEE Admin ID OK
H R RO Admin ID OK
AT LA — N MR O 25 Admin ID OK
HEins 7 MO Admin ID OK
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BRI GG ID (B7 v =7 NEAIIER *1) i R
RIS (R 8 BERR E OB ok, A2 W, HIlBR Admin ID OK/NG
Xy NI — TR EDR G, R Admin ID OK/NG
A UGB RE DB A Admin ID OK
EEA 7 TS HEREDRK T Admin ID OK
A0/ IR DR GR, A Admin ID OK
Ry ARG PERBIC LD E AR v 7 ADR Gk, 255 | HIBR Admin ID/User ID OK/NG
SR AT AT EERE DB SR, B H Admin ID OK/NG
7Y RV a T ORTE User ID OK/NG
7Y hYa 7O User ID OK/NG
A¥ X Va7 OkF User ID OK/NG
aE—T g 7 OH User ID OK/NG
Ty I AREY a T OFEE User ID OK/NG
77 I AZEY a T O%AF AT A ID OK/NG
77 7 AR Y a 7 O User ID OK/NG
RAEY a 7 OIRAE User ID OK/NG
77 I AZAGY a T ORAE VAT A ID OK/NG
A7 2 7 OHI User ID OK/NG
BRAFY 2 7 O%(E User ID OK/NG
RIFY a7 D7 7 7 Z%ME User ID OK/NG
BRIFvazoxryra—R User ID OK/NG
BRAFY 2 7 OBH) User ID OK/NG
BRIFY 3 7 OER User ID OK/NG
RAFY 2 7 OHIBR User ID OK/NG
IPsec & v v a3 VHEST DRIR AT 5 ID errNo(*2)

CL)FERERAFRTIC R A LA RS H=2 O IDCF 7 V=7 MBS I, 88k ID LW EE AT 5,
77 I A AG IR BIRRGE A A TR b Y AT KID (E EfE : AT 2 (MFP)) 25tk 5,
IPsec & al FESLDOIRIIZIBNTH Y AT AID ([EEE 2 A7 5 (MFP)) 258k 5,
(*2)"1414" (&% = 71815 (IPSec) DKM/ E DT EDTT— NGl S D,

FAU_STG_EXT.1

TOE (X, s EREREOH 2/ %), B/ ORUG ik, v/ — — BEREERIEOREL, AT O%FELE
HI bR & B N FEhE T AR A/ B B RE A 1R -5, m/ h— N — %, WebDAV H— " —%F|H 7%, Bi&ns
ORI IEIT A EEEEREL, IPsec @G 2F AL Trl VP —"—~Ehn /25595, TOE LuZHh— 31—
D IPsec @15 1%, M5 B (E & BREREE IC LR E T 5,

TOE 1%, v/ t§#aEn s 774/ LT TOE WO — I VARTEREIC — AR IEL . H 85 5 CalE LT B
HBLLITRE L0 EEEIELSA . bDLUTEHEE N LR/ B EE2FETLESEAIC. XML T —X 28 #L
Tay P — = ~EEFT D,

TOE NIZ—WiRfESNI-nr 77 A it XML 7 — 2 B WSS LT E BB NEA 7 HI a1 T UI-RE, 1Y
b5, XML 77—, 7 == ~DEEE TH%, ROeT 774D XML 7 —2EHBOBRIZHIFRT .
TOE NIZ—HEfEENznl 7740 XML 5 =4 ~T 78 AT HA 27 2 — A%, HEA LD AT O%GE
LHIBRD I THY , —FI B SCHEE N RIEILT 7 EATHZ LI TER,

KT —EERETas =R —Cn S R EEE TEP, TOE NOa— IV REER NI e~ 7255,
FAT CEHMERRIZLL T OBBRICHIBRE LD,

- IR OFF I X 2y v /' USHERE DK T
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- BIR ON |2 X DB A v 7 BUSHERE DB 4A

« 22— W —FEE EAEASFANLOEHE v 7 A o DRFF])

CEBEE L DEAR IRE. b LITHIBR
EHENEADZ EELLITEEn I HIRE EITL, o— VR ERIR O AR BN SN DZ & T, Hl IR AR
BrELD,

Table 7-20 &0/ T —F DA%
[ =0 XY N UK /A IS

= 7 O PR AE SE SSD IR 773 %
o 7ERIIe 77 A E LT—IRRFEL, XML T — X I LTr s
P N—ZKET B,
077 7 A TRk 40MB RIFARET, TRtV X A I 7T,
07— R~ DEE DT XML 7 — X [E T 5, Bk, Yi%n
7 7 A VITHIBRT 5,
7 7 EROREEY A X CEHENRE LA LS IEHEICELEZSS
+ 36MB ICEL -4

CEHEDNESEo SREEET LSS
XML 7 —# 3 v 74— =2 GF#%,. kD XML 7 — & AR I DB
WZHIBRT 5, HMERBOELA. K 7T6MB (227 7 7 A /L 40MB, XML
7 —4 36MB) 2 TOE WNIZ—BFRTFE N5,

FPT STM.1
TOE 137y /7ftea AL, EEE DR TOE O AL E O EA M35, A/ Rk DR
Wiy 7 REDIREEES NS,

1.7. &EFETERHAE

7.74. 7 v 7 T— bEE

FPT_TUD_EXT.1
BERE L, BE SR B LT WC CRBIGRIERE & B | ﬁf77*‘A'7:c?/v—/a/0>Eﬁu & ST TED,
T EHE L, 77— AU T TR T VANV EL T — R E LT USB AEVE TOE (235, i fE 3L
CTHBIRRRER. , BHFWE T 7 — A= T DT v 7T —MERRERITTED, 77— V=T 7 —ZIZIE, VAT A
b =R T Y bar b —Ft WS KT 7 — A =T L SHA-256 ([CL-oTHEH LIS T 7— LT Dy
T (7.7.2.1Z58 O A 7 AMBRE TR T2) BRE I WD, TUXLVEALT —HI1L, SHA-256 CTHH
L1277 =20 =T T =2 Doy 2 Ik LT, FIPS PUB 186-4, “Digital Signature Standard”(Zit#i> RSA
FOLNEL T VTA) R NEER 2048bit, B4 AF— L4 PKCS #1 Ver 1.5) TEA LT —FTh b,
BERFNT VST — MEREE EITLTI=HE . TOE 131 AN— /L% BT 5112 RSA AR (8E 2048bit, i1
KFZ TOE IZAV A= LS TWD) LT, 77— L0 =7 7 =2 DT VANV ELIRGEE T T 5, B4 RGE
DR LTS A1T . BB SIS 2 FoR L, 77— AT = 7 DX AR I TV, BAKRIEN DL
A 77—A‘7I7&%77—A‘7I7@/\‘/ afEEREA ANV T D, T UV ELRRAED TR, TR
RGN
(1) TOE 737> RSA ABR#EHE R 2048bit) TF VXV BH T — 2518 55,
(2) SHA-256 T77—ALU=T T —HD i affizBd5,
3 VEQDEELET D, —EHT UL T 77— 20T F — 2N ER ThoH M5,
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7.7.2. BB T X ~¥HE

FPT_TST_EXT.1

TOE 3, &I ON FFZ, L FORITRLIET AMENRFIZ I ML . BE BRSNS E | BE &S5
FORL, BEZAF I B EZ AT 2R R BBISBAT 970, ZAUCEY, TSF 258457 7 — 20 =7 Deettit
R TE D,

Table 7-21 BE.7 A
No. PIES F A b
SHA-256 TR LA 7 7 =L U =7 Oy vafil, 7y 77—1
VAT LAY bu—Z%KORME | BEETTOE~A v X h— Sl y v a il fiIcit S T 2|
T7—=bLU=xT W—FT 5 L %&ER, TOE THMT LK AZLTA 77V by o
ERRED R G & 72 %,
EHE BT T Y XLIZxT HBEMfET A N KAT test for SHA-1, KAT
test for SHA-512, KAT test for HMAC SHA-256, KAT test for AES
Wk 4771 encryption (CBC, 128-bit key). KAT test for AES decryption (CBC,

? TN Y XA SHAJHMAC % | 128-bit key)., KAT for RSA 2048-bit (PKCS #1 v1.5), KAT for DSA
(signing P=2048/N=256; verification P=1024/N=160). KAT for
Diffie-Hellman % /i,
b —HE LTHRIHT DY 7 by =T %% E L, DRBG Bo

5 L7177 ~WV AT A R (NIST SP800-90A @ [11.3 Health Testing] (283

72 Y XL : DRBG Instantiate, Generate, Reseed DI§REIC O\ CREMfET A k) %K
it
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