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ST #5% (ST Introduction)

AETE, ST SHE. TOE S8, TOE #1&. 54U TOE Lk ([COWVTCEERT B,

1.1. STZH

(ST Reference)

AEITIE ST OFAFHELIRT D,

Fuji Xerox ApeosPort
5570/4570/3570/5570 G/4570 G
84 M- JE=. TV TPDA, AFvUBRERRE. AL —ID L EEHEMREERHET
|7
t¥aUr13-5vhk
N—=3v: VvV 1.07
*¥178: 20205 108 14 H
ERLE: EXPOVIAM%A =4

1.2. TOE S

(TOE Reference)

AETIE TOE OFAIFEHRERL LT S,

TOE %&:

Fuji Xerox ApeosPort

5570/4570/3570/5570 G/4570 G

AE—. IV TPDA AFvUBEERE . AL —JD L EE AR EREIFRERET
)7

TOE ON—Y3V:

Controller ROM Ver. 1.5.3, Fax ROM Ver. 2.2.1

A TOE [F. L FOVINHDERTHD.

BAREE(T

7 & N—=I3y

ApeosPort 4570 JE—, UV, 77D, AFvUisaesss. AL | Controller ROM Ver. 1.5.3,
—JNLEEFHEREERHETI Fax ROM Ver.2.2.1

ApeosPort 3570 JE—. JUV k. 77D, AF¥vUBEREREL. AL
—IDLEFHEMEEIFBHET I

BALSME@IT

7 & N—=I3y

ApeosPort 5570 dE—. JYV b, I7D A, A¥vUEERE. AL | Controller ROM Ver. 1.5.3,
—JDLEEHEMREIEEHETIL Fax ROM Ver.2.2.1

ApeosPort 4570 JE—. JYV k. 77D, AF¥vUBEREREL. AL
—IDLEFHEMEEIFBHET I

ApeosPort 5570 G JE—. JUV k. IPD A, AFvUiEeiBE. A+
L= LEEFHEMEEFEBHET I
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ApeosPort 4570 G JE—. JUV b, IPD A, AFvUiEEBE. A+

L—Y0 L EEHEMAERIEERTET L
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1.3. TOE#ZE (TOE Overview)
1.3.1. TOE m#&5| (TOE Type)

A TOE (&, HHEA-MILIVP %y kD=0 (LAN) A . DE—H#RE. AFvUikae. TV MERE. D
POARE XEDRFEEL LiRE. 29— +9% MFD TH%,

1.3.2. TOE OfERELEECLX1UT1HRE
(Usage and Major Security Features of TOE)

______

4 VaS:i )
‘\\ 29bD=0
S
1
Q —BREEIFATUL ) |
A FYB—FFA )Y P
-Web 7574 LT !
— R ) Sl |
JATLEEE ) l /TOE N\
D47k - b-- -
AN T~ N ‘
YATLs
EHE [

Mail #—/% | /
“.,0' k - "l. /
el 1

= ———'a

A A
—EFIRE AT
EEE

1 TOE 0B ET R ERIRE

-3 - Copyright® 2020 by Fuji Xerox Co., Ltd.



Fuji Xerox 5570/4570/3570/5570 G/4570 G tz¥aUr14—7vF

MFD (&, 774 70A—)UCL2 T, SA 8RRy RO —Oh b D BESNTZH #RA— NIV IU7 2y bDO—D (LAN)A
ERchERETHERAINS,
Fe. TPV AERERIETIEE . ARBEFEERHEICHERINS,

FIAEE. MFD O#ENRIVR—BRFBEIFMTY MO YATLEEEDS17 0 D Web T35 07

UUB—FS4NEM LT, MFD O&EEREREEFIRAT 3,

MFD (&, FIRZEOHZIXZCH L, AE—, AFvUEE. TUV M A, TPDATHERZE . XEVRE

tHX(O.‘:Ijb BEDHREZRT 5. CNoDXEDHS ., BALVVERLLT B8, MFD (3, FIFAEZHA

FRAL S HIEAE. HEMRICE (X ET —APHEBEICH T 7D AR, MFD ADA L —YICRTF-BIES

NAHREFHRPIXET - IOESIE. LAN LOBIET-HORE. EBHICRELLEFIUTERERE

B&. MFD 0t F1)T1#aeF| REREE MFD RERICIREFT 25— 7. TOFIAEEE MFD 41 DEE

BEY-N\DoEIA)UTTEEF VT4 EEHEE. TSF E1T1— RETSF TN L M REE. TSF =

73— KPyTTL— FREDETI- FOEIEMREE. 777 ARRE LAN O B AEZE T 5.

21K TOE ZH8M T 2 & M. SEREREEA T Vav e BMA VA R—ILT BE(CED, FRREAKEL T, KK

REEESEREREE Y R— M9 BN, K TOE B E CIERARIDH EERT 2,

)

-HRINVDAICE SA, —IRFIREMERT HBEARBRVIAL B EBEMERTIHARENR
VDAL HBN, &R TOE TRAMIVATHERBRYIADFAEREILELTIVS, L&, KX ST ATHEA
SNBIBERAYIA IV REIIEARBRRYDAERET .

-FIAED, MFD (CEANBIBA N —IT A AGR=ETINIFYVAARITINMAFE) eI 510571
—AldFEA LN,

1.3.3. TOE LS DN\—FI17HEREY T I17# K (Required Non-TOE Hardware
and Software)

1 ITRTFARKRICHEVT TOE (3 MFD THY, TEEd TOE USNDN—FIIPHELVYT Mo ?PH
#ETS,

(1) —MERAEDSATYH
N—F9IP>AAD PC TH3,
FUUEHFA 7Y FELTRIAT 318 E (3. MFD (L TXEF—A0TYY FEREFTIED, PC (CI4T
YUB— K54 N4 VAL T BRENDD.
MFD M Web H—)\#ae%2F AT 315 & (& PCICA VAR ILENTIVS Web IS5 05 %EHAT 3,
(2) YATLEBEDSATYH
N—=F9IP>AAD PC TH3,
TOE [CxfUT TOE SRET—HNSHEPEE, J7—LII7DEFHEITOLHIC, Web IS0 HnE
£,
(3) Mail 4%
AFrYUXEEA— IV TEETB(CE. Mail Y—/AHRBEEES, )\~ F917/0S [ZRAD PC i
—IXTHN. TLS TEREENE SMTP FORILEYH— M3 Mail Y—E2AEA VAL 3BENH
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3o

(4) BEEY-N
MFD TRAEUVEEEIAVMERET Y., EEY -/ \NBEEGS, N\—F17/0S AR PC
F@FY—NTHD. MFD FEEY-NOEXRICELUT, HTTPS OV ZANT, BEEY—/NICE+
1)T1EEOT DEEZITI.

A TOE OFHAITlIE. LEEEDON—FII7HLUVVIMIIFELT. LT EFERAT S,

(D). Q)O—MEFAEDFATI eV ATLERBEDZ47V 0 OS (& Windows 10 &, Web 7357
LT Microsoft Edge ##HT 3,

(3)? Mail =)\l Postfix version 2.10.1 #FRAT 3,

(4)DEEEY—)\® OS [F Windows 10, OV ENH LOESTEREELT PowerShell Version 5.1
BERAT?, £, VATLEBENHIA VA ->TER T200ENE UA®D PowerShell 207 bz
HETILENDD,

(DEBWT. ERTETIVA—FANIELTEOVI AR H T IR SEIERDOLLT 1NN —%EHA
EIGH

BALEIF: "ART EX F34)5— (Microsofte WHQL FREEER1G K51 /5—)"

BARLUSMERIT: “64bit Windows Print Driver (PCL)"”
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1.4. TOE §&;t (TOE Description)
ARETIE. TOE OFAERE. TOE OimEMEE. SLUYEMEEICOVVTCEERT D,
1.4.1. TOEBAEDFAE®El (User Assumptions)
A STT.TOEICXULTEETSFIAEREIZ Table 1 [CEERT B,
Table 1 FIAHEKE

L] FIRET 55 &
U.NORMAL —HRFIRE BAISN ., FREESNHAET, BEEERE
ERIBVFIAE
U.ADMIN EEE BAISN ., RSN RETEEAREE
HOMME

(TOE M=E# T3, Key Operator £ SA &
LWOREINHD., A ST £ TE U.ADMIN &L
THHIFEND, )

1.4.2. TOE Oiw¥ERIEEEF (Logical Boundary of the TOE)

2 (C TOE OmBEME R ESL R TS,
MIBMEFEL ORSNHAEDSIS ., THRBLDHEIEAKEE. TROVOKAELR 1T AEE
X

-6 - Copyright® 2020 by Fuji Xerox Co., Ltd.
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HIZAOEE
TOE
a8l SRELE vAVIS
AREEEHE > TOCAHIE A%y | —MEFEE
VAT LEEE
F—BEEE L e
— W F
PSTNZ77 =%y 7792 noATIE
O—DRID 5B aketely
Mail /% ~ > XEDREE
EEY/ BiE5EE R HDHL
=(EHH R[S Y C IR
tx1UT/EHE BEMRSE > ;ézéﬁ%
*Web 759
LF1UT/ES
ARL—Y
)b ye - Ex TOE
»x& T8 QY BE
F—3 T4 T3

2 TOE DmIEHIIERK

1.4.2.1. TOE MR IIEAREE (Basic Functions)

(1) FUub: —BABEBIFAT7VIDTIVA—RANDOEONZBEFXEEZ(TIS., . B1E
RRIVDODIETRICHEN, ZITE-ZBFXEE/N- FIE-FRXAEHT S,

(2) AFvy: BENSRIDLOIETRICHE, AFvF—LON-FIE-XBZHHAH . EFHAA
KT,
A TOE Tld, AX v UHBEICIN TSN EFXEICH L. Mail -/ INE2HEE. XENDR
FEMOH U BEICINBE BRI AICREF T S HAENFET B,

(3) JE—: BESRIDLDIERICHELD, AFvF—LEON-FIE-XEEHT S,

(4) PSTN J7D2E(E: #BENRIVDODIERICHEN . AF v — LORTEEFRHAH | 24 PSTN
T7HATORVERVT PSTN #2HT PSTN J70 AN ENEIET .
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(5) PSTN J7D2A%{8: PSTN fZHTHEMEFHNOEONLIFIVIIXETHEZEL. XE
DERFEROE UBREICED. FrE DFBRINYDANEINT B,

(6) XEMREFEMOILL: EFXETHRRVIACREFL. BIE/RIDLODIETR, Fld—ARF
REDIATV M oDIERICEIE, RESNLELEFXEICHLT UTOLIBIRFERTREET S
HWEETHD,

A TOE Tl BRRVIACREFINIEFXEMR . AFvIUHBECI TAFvUSNIZBFX
E.PSTN J7DAREHEEICLIHTRIELETFIVIUXET-IOVT NN THS.

MR 2R AE SRV DDIERICED . BERRVIACRESNEEFXEEZTIV NS,

OB —BFAEIFM7Y oD RICED, —RRFIAEDSA 7Y MEDET,

HIBR: 124E1 RV —BRFIBBEDSIM 7V M oOIERICED RESNZEFXEZHIRT S,

1.4.2.2. TOEWR#ETdF1YUT1H8E (Security Functions)
1.4.2.1 DEKREEEEZIETERH, TOE [E. L TOEF 1T H4EERIRILET S,

(1) FHAIERE
FIFAEDH AR . RUHERT 5. MFD O#EEN ., EEB(CL - THERM SSNEFIAEDH(C
PDEARRECTHB_EZRIET %, FIFHEDRANEFRELE . PO AFIEEEBRERIIDRMNELTH
FIASN. EX1)T(EESBRE MFD OFERAEHEOF AECAEM TS LTOXIRICLES, #
R EEREEE. MFD [C£->TETEND,
PRELER1TRE . B U CEREE AR LG & . BRI ITE=Z(HT (1<%,
A TOE 2RI & M(E. SAEBEREEA T Va3V Z BMA VA M—ILT B EICED., BEEARELT, K
AREBELESV EREREE 2 R — R BN, R TOE R E ClEARAZILDH &EEHAT S,

(2) 7D AwHE
POLAKIEIG, XEPXENEICEET SFR. CF1UTBET AN, BULB YO AERER
DHRABDHICPILARRETHIEEIRIET .

(3) TAEE1E
T—AMEE1Eld. TOE AEBICREFETEITAPBEET K LT HWBENTRERAVATI—AD
POLATERNWCERREET S,
- RUD—CED. TS ENR M-SR AT REB T IEERMEA N —IT M A LOXERUBEDY
ATLIERERELLD, COLOLET A AN MFD hofRESNENTRIEEIC. COLOB T %RE
FBHEHICERAINS,
- TRRBEEOEHEE. BEMICEBINLES 7TV LOERICENRIEENS,

(4) SEEEE
NEBRYII—DEICEETIXET A, VaER. X171 BEEODIT ALV TOE BRET—4
EVWOTZBIET—HZRET D,
—iRBERE S BIET/O PV (TLS/HTTPS, TLS)ICH ST %,

(5) ¥ EE
VATLEBEHEEVTGEMNBLURISNEFAZOH N, BENSRVFLRVATLEBEDIIATU
ho, TOE DEF1UT1#REICRET 3R EDS BB LU L EZAREICT B,

(6) tFa)T(EEE
WD, EEN, EDIIBERZITOIENEIVNBRPEERBAAY MHIZATESPHERERE. 1-Y—1&
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ERE)E, EF1)TABEEOT T AELTEERY — ) \NEE SN R ESNS, tX1)TEEDT T4
B S HTTPS JORVICL-THESEEN S,
Fz. EENTT-A0REEIX TOE AEICLBRSN. YATLEBBEL CGHAIFREISNEFIAED
HDVATLEBEDFMT D Web T30t 00— RFBIENTES,

(7) BIEEER
MFD AQT7—LOI7D7Y7T—ME Py7T— bOBERARTCY T I 7D EIE 4RI T B72h(C1R
FESN 3. Fc MFD (3, EDERN R A RE G fEF (LD P BTSNV CEEREET 372, BE T

APERTT S,
(8) PSTN 77D2A-2yD—DE D5 B

MFD (&, PSTN 770Z-%y bI—DRE D57 B#(CEAL . PSTN 779 2ET LD PSTN & LAN RO 7 —

8TV IRERT BIHIEZBNCEERIET B,

1.4.3. TOE 0¥ EpI&EE (Physical Boundary of the TOE)

TOE O¥EHGIHRRIZ. MFD HE2AKTHS, T1ZIvFEDTLF1UTALEIEBERDOZ T avd7 RF

VlE. TOE [C&E &3, Table 2 i Table 4 [C TOE Z#8p 9 ¥V R—2 Y MEEEd T 3,

MFD & {Kld, EAFRDNENN-FTEBOMIER L. BIE IRIVCRRSNIEAERIVICI THAISN

%,
Table 2 TOE ## ¢ 3BT VR—% Y F(MFD &{&X)
TmElr KIK A EV] = Bof A%
BA ApeosPort 3570 JF | Controller ROM MFPIERXDOT7— | Bh=2(FEL
=TIV TPDA, AF | Ver. 1.5.3, Fax LI 7efaHANE
YUBSBEREL. ANL—Y | ROM Ver.2.2.1 N—FRD17
D LEEEHEMAEIEE
HETI
A&/ ApeosPort 4570 JF | Controller ROM MFPIRERXDOT7— | Bh=2(FiEL
BARLUSN | = TUU TPDAL AF | Ver. 1.5.3, Fax LI 7EfHANE
YURSBEREL. ANL—Y | ROM Ver.2.2.1 N—Fo17
D LEEEHERREIEE
HETI
BHALISY | ApeosPort 5570 JF | Controller ROM NMAVEKDT7— | W Z(FEL
—. IV TPDA. AF | Ver. 1.5.3, Fax LI 7EfHANE
YURSBEREL. ANL—Y | ROM Ver.2.2.1 N—Fo17
D LEEEHERAEIEE
HETI
BALS | ApeosPort 4570 G 1 | Controller ROM MAVEKXDT7— | WHZ(FEL
E—.FUV . 77DA. X | Ver. 1.5.3, Fax LOI7z AN
FrUEERE. AF— | ROM Ver.2.2.1 N—Fo17
JDEEEHEMAEIERE
HETI
-9 - Copyright® 2020 by Fuji Xerox Co., Ltd.
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BALLS

ApeosPort 5570 G 1 | Controller ROM MAVEKDT7— | WHZ(FEL
E—. YU TPDA. A | Ver. 1.5.3, Fax LI 7afaANTE
FrUHEEEEL. AFL— | ROM Ver.2.2.1 N—FI17
JDLEEEFHEWEEIFRE

HETIL

A TOE OHAH VAL, Table 3, Table 4 (LRI &N, BAFEIREEFZRNHD, BARLERITIIB ARG
iR, BALSMERITIEEEZERDFIAE CEL NS,

Table 3 TOE Z# 3 3 MEHOViR—3 Y M B ARFERAIHVR)

REES i Boft A% ARV A% NoYafE
ME9028J]1-1 PDF 771 Web BE2fF | ApeosPort JJ7LVR | 3b97db32ed1f55e49
A4 RARKR 2b41a45a31dbcbed
4570/3570 924441f174fa4309f
6eb6b79a25c1a8
ME9029]1-1 PDF 771I)L Web feft | ApeosPort UJ7LVA | 574901d5e5b2a884f
T4 FEERR 0a45f55421b9b6c83
4570/3570 1b9645989364af7d
148d4ec13ba86b
DE6691]1-2 HRIEAR (1€ | ApeosPort ER#kERBA | —
L £ 4570/3570
ME8997]1- PDF 771 Web BE2ft | ApeosPort 4570 82eaf07eabal4b79a
120201013 ApeosPort 3570 8770fc70f1cff0e04a
TX1)T1HREE M | 003ac5bibféefblef6
K c59b0cd28ec
Table 4 TOE ## K $ 3 WIBRIVR—2 Y F(EEBRAIHVA)
RERS fiz=k Bt AE R VYL NwafE
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2. 1.

2.2.
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#4& F3k (Conformance Claim)

CC#& X3k (CC Conformance Claim)

A STHLU TOE O CCEE EIRIE, ULTDESNTHD,
STETOE @A EERT S CCDN—-Yay:

Common Criteria for Information Technology Security Evaluation

Part 1: Introduction and general model (April 2017 Version 3.1 Revision 5)
Part 2: Security functional components (April 2017 Version 3.1 Revision 5)
Part 3: Security assurance components (April 2017 Version 3.1 Revision 5)

CC Part2 extended
CC Part3 conformant

PP 3k, /\ws—3JE5R (PP claim, Package Claim)

2.2.1. PP xsk (PP Claim)

AR ST (&, Ti2 HCD-PP AOZLEESEERT D,

"4 bJL: Protection Profile for Hardcopy Devices
NN—33v: 1.0 dated September 10, 2015
Errata: Protection Profile for Hardcopy Devices - v1.0 Errata #1, June 2017

2.2.2. I\wr—JZEsk (Package Claim)

A STHLUVTOE &, /Wr—JBREERLEL,

2.2.3. #EEIRH (Conformance Rational)

A STHLU TOE (&, PP HERTIEHEHELTLVD,

PP A ERTILUTOEHEEEEL. PP DEXRENExact Conformancel Thd, TNz, TOE i
AlE PPE—EBLTLVS,

Required Uses

Printing, Scanning, Copying, Network communications, Administration
Conditionally Mandatory Uses

PSTN faxing, Storage and retrieval, Field-Replaceable Nonvolatile Storage.
Optional Uses

Internal Audit Log Storage
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3.
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tX1UT1EEEESE (Security Problem Definition)

ARETE., BE. ot 1UT1H 8. FHREHIOVTEER TS,
3.1. &R (Threats)
3.1.1. TOE & (Assets Protected by TOE)

A TOE WMRETIEERLUTOERITHS,

Table 5 Assets for User Data

Designation

User Data type

Definition

D.USER.DOC User Document Data Information contained in a User’s
Document, in electronic or hardcopy
form

D.USER.JOB User Job Data Information related to a User’s

Document or Document Processing
Job

Table 6 Assets for TSF Data

Designation

TSF Data type

Definition

D.TSF.PROT

Protected TSF Data

TSF Data for which alteration by a
User who is neither the data owner
nor in an Administrator role might
affect the security of the TOE, but
for which disclosure is acceptable

D.TSF.CONF

Confidential TSF Data

TSF Data for which either disclosure
or alteration by a User who is
neither the data owner nor in an
Administrator role might affect the
security of the TOE

3.1.2. &R (Threats)
A TOE [T BEBE. Table 7 [CEE#h T B,

Table 7 Threats

Designation

Definition

CESS

T.UNAUTHORIZED_AC

An attacker may access (read, modify, or delete) User
Document Data or change (modify or delete) User Job
Data in the TOE through one of the TOE’s interfaces.

T.TSF_COMPROMISE

An attacker may gain Unauthorized Access to TSF
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Data in the TOE through one of the TOE’s interfaces.

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if
the TOE is permitted to operate.

T.UNAUTHORIZED_U
PDATE

An attacker may cause the installation of unauthorized
software on the TOE.

T.NET_COMPROMISE

An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.

3.2. #AEOTX1UT1A8t (Organizational Security Policies)
A TOE WIESFLEB TN B o EREDE+1) 715 &% Table 8 [CEEh T 3,
Table 8 Organizational Security Policies
Designation Definition
P.AUTHORIZATION Users must be authorized before performing
Document Processing and administrative functions.
P.AUDIT Security-relevant activities must be audited and the

log of such actions must be protected and transmitted
to an External IT Entity.

P.COMMS_PROTECTI
ON

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPT
ION

(conditionally
mandatory)

If the TOE stores User Document Data or Confidential
TSF Data on Field-Replaceable Nonvolatile Storage
Devices, it will encrypt such data on those devices.

P.KEY_MATERIAL
(conditionally

Cleartext keys, submasks, random numbers, or any
other values that contribute to the creation of

mandatory) encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF
Data must be protected from unauthorized access and
must not be stored on that storage device.

P.FAX_FLOW If the TOE provides a PSTN fax function, it will ensure

(conditionally separation between the PSTN fax line and the LAN.

mandatory)

3.3. HMREMH (Assumptions)

A TOE 0#%. ER. HIUFIRICEAT SRTIRS 4%, Table 9 (CREiR T 3,
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Table 9 Assumptions

Designation Definition

A.PHYSICAL Physical security, commensurate with the value of the
TOE and the data it stores or processes, is assumed to
be provided by the environment.

A.NETWORK The Operational Environment is assumed to protect
the TOE from direct, public access to its LAN interface.

A. TRUSTED_ADMIN TOE Administrators are trusted to administer the TOE
according to site security policies.

A.TRAINED_USERS Authorized Users are trained to use the TOE according
to site security policies.
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tFa)T4xEAE (Security Objectives)

AETE. ERREOEF YT RARAHICOVVTERT B,
ERBREMEF1)T1x %K E% Table 10 (CEEHT S,

Table 10 :ERBREOCF1T KA &

Designation Definition
OE.PHYSICAL_PROTE | The Operational Environment shall provide physical
CTION security, commensurate with the value of the TOE and

the data it stores or processes.

OE.NETWORK_PROTE | The Operational Environment shall provide network

CTION security to protect the TOE from direct, public access
to its LAN interface.
OE.ADMIN_TRUST The TOE Owner shall establish trust that

Administrators will not use their privileges for
malicious purposes.

OE.USER_TRAINING The TOE Owner shall ensure that Users are aware of
site security policies and have the competence to
follow them.

OE.ADMIN_TRAINING | The TOE Owner shall ensure that Administrators are
aware of site security policies and have the
competence to use manufacturer’s guidance to
correctly configure the TOE and protect passwords and
keys accordingly.
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YRsRIVIR—2V b EZE (Extended Components Definition)
COEDYRRIVIR—2RY ME, HCD-PP TEERINZLDTHB,

TR REEH TR
1. Class FAU: Security Audit

FAU_STG_EXT Extended: External Audit Trail Storage
Family Behavior:
This family defines requirements for the TSF to ensure that secure transmission of

audit data from TOE to an External IT Entity.

Component leveling:

FAU STG EXT.1 Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted
channel implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:
e The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FAU_STG_EXT.1 Protected Audit Trail Storage
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to
an External IT Entity using a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT
Entity which relies on a non-TOE audit server for storage and review of audit
records. The storage of these audit records and the ability to allow the
administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR
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for the transmission of audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in
the FAU class with a single component.

5.1.2. Class FCS: Cryptographic Support
FCS_CKM_EXT Extended: Cryptographic Key Management
Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially,

this extended component is intended for cryptographic key destruction.

Component leveling:

FCS CKM EXT.4 Extended: Cryptographic Key Material 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys
but also key materials that are no longer needed are destroyed by using an
approved method.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_CKM_EXT.4 Cryptographic Key Material Destruction
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security parameters when no longer

needed.

Rationale:
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Cryptographic Key Material Destruction is to ensure the keys and key materials
that are no longer needed are destroyed by using an approved method, and the
Common Criteria does not provide a suitable SFR for the Cryptographic Key
Material Destruction.

This extended component protects the cryptographic key and key materials
against exposure, and it is therefore placed in the FCS class with a single
component.

FCS_HTTPS_EXT Extended: HTTPS selected

Family Behavior:

Components in this family define requirements for protecting remote management
sessions between the TOE and a Security Administrator. This family describes

how HTTPS will be implemented. This is a new family defined for the FCS Class.

Component leveling:

FCS_HTTPS_EXT.1 Extended: HTTPS selected 1

FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented
according to RFC 2818 and supports TLS.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of HTTPS session establishment

FCS_HTTPS_EXT.1 HTTPS selected
Hierarchical to: No other components.

Dependencies: No dependencies.

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies
with RFC 2818.

FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in
FCS_HTTPS_EXT.1.

Rationale:
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HTTPS is one of the secure communication protocols, and the Common Criteria
does not provide a suitable SFR for the communication protocols using
cryptographic algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.
FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)
Family Behavior:

This family provides the specification to be used for using multiple layers of

encryption keys to ultimately secure the protected data encrypted on the storage.

Component leveling:

FCS KYC EXT.1 Extended: Key Chaining 1

FCS_KYC_EXT.1 Key Chaining, requires the TSF to maintain a key chain and
specifies the characteristics of that chain.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_KYC_EXT.1 Key Chaining
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key
Wrapping),

FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(f) Cryptographic operation (Key
Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using
a submask as the BEVor DEK; intermediate keys originating from one or more
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submask(s) to the BEV or DEK using the following method(s): [selection: key
wrapping as specified in FCS_COP.1(e), key combining as specified in
FCS_SMC_EXT.1, key encryption as specified in FCS_COP.1(f), key derivation as
specified in FCS_KDF_EXT.1, key transport as specified in FCS_COP.1(i)]] while
maintaining an effective strength of [selection: 128 bits, 256 bits].

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the
characteristics of that chain. However, the Common Criteria does not provide a
suitable SFR for the management of multiple layers of encryption key to protect
encrypted data.

This extended component protects the TSF data using cryptographic algorithms,
and it is therefore placed in the FCS class with a single component.

FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit
Generation)

Family Behavior:

This family defines requirements for random bit generation to ensure that it is
performed in accordance with selected standards and seeded by an entropy
source.

Component leveling:

FCS RBG EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be
performed in accordance with selected standards and seeded by an entropy
source.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_RBG_EXT.1 Random Bit Generation
Hierarchical to: No other components.
Dependencies: No dependencies.
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FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation
services in accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A]
using [selection: Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source
that accumulates entropy from [selection: [assignment: number of software-
based sources] software-based noise source(s), [assignment: number of
hardware-based sources] hardware-based noise source(s)] with a minimum of
[selection: 128 bits, 256 bits] of entropy at least equal to the greatest security
strength, according to ISO/IEC 18031:2011 Table C.1 “Security strength table for
hash functions”, of the keys and hashes that it will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction,
and the Common Criteria does not provide a suitable SFR for the random bit
generation.

This extended component ensures the strength of encryption keys, and it is
therefore placed in the FCS class with a single component.

FCS_TLS_EXT Extended: TLS selected
Family Behavior:
This family addresses the ability for a server and/or a client to use TLS to protect

data between a client and the server using the TLS protocol.

Component leveling:

FCS TLS EXT.1 Extended: TLS selected 1

FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as
specified.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of TLS session establishment

FCS_TLS_EXT.1 Extended: TLS selected
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Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature

generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash

message authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation

(Random Bit Generation)

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following
protocols [selection: TLS 1.0 (RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC
5246)] supporting the following ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:

[selection:

None

TLS _RSA WITH_AES 256 _CBC_SHA

TLS _DHE RSA _WITH_AES_ 128 CBC_SHA

TLS _DHE RSA_WITH_AES_256_CBC_SHA

TLS _RSA WITH_AES 128 CBC_SHA256

TLS_RSA WITH_AES 256 _CBC_SHA256

TLS _DHE RSA_WITH_AES_128 CBC_SHA256
TLS _DHE RSA_WITH_AES_256_CBC_ SHA256
TLS _ECDHE RSA WITH_AES_ 128 CBC_SHA

TLS _ECDHE RSA WITH_AES_256_CBC_SHA

TLS _ECDHE ECDSA WITH_AES_128 CBC_SHA
TLS _ECDHE ECDSA WITH_AES_256_CBC_SHA
TLS _ECDHE RSA WITH_AES_128 CBC_SHA256
TLS ECDHE RSA WITH_AES 256 CBC SHA384
TLS _ECDHE RSA WITH_AES_128 GCM_SHA256
TLS _ECDHE RSA WITH_AES_256_GCM_SHA384
TLS _ECDHE ECDSA WITH_AES_128 GCM_SHA256
TLS _ECDHE _ECDSA_WITH_AES_256_GCM_SHA384
TLS _ECDHE ECDSA _WITH_AES_128 CBC _SHA256
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TLS_ECDHE_ECDSA_WITH_AES 256_CBC_SHA384
1.

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does
not provide a suitable SFR for the communication protocols using cryptographic
algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.

5.1.3. Class FDP: User Data Protection
FDP_DSK_EXT Extended: Protection of Data on Disk
Family Behavior:
This family is to mandate the encryption of all protected data written to the

storage.

Component leveling:

FDP DSK EXT.1 Extended: Protection of Data on Disk 1

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to
encrypt all the Confidential TSF and User Data stored on the Field-Replaceable
Nonvolatile Storage Devices in order to avoid storing these data in plaintext on the
devices.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FDP_DSK_EXT.1 Protection of Data on Disk
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption)

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance
with FCS_COP.1(d), use a self-encrypting Field-Replaceable Nonvolatile Storage
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Device that is separately CC certified to conform to the FDE EE cPP] such that any
Field- Replaceable Nonvolatile Storage Device contains no plaintext User
Document Data and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user
intervention.

Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any
confidential data without user intervention, and the Common Criteria does not
provide a suitable SFR for the Protection of Data on Disk.

This extended component protects the Data on Disk, and it is therefore placed in
the FDP class with a single component.

FDP_FXS_EXT Extended: Fax Separation
Family Behavior:
This family addresses the requirements for separation between Fax PSTN line and

the LAN to which TOE is connected.

Component leveling:

FDP_FXS EXT.1 Extended: Fax Separation 1

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to
create a network bridge between a PSTN and a LAN to which TOE is connected.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FDP_FXS_EXT.1 Fax separation
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface,
except transmitting or receiving User Data using fax protocols.
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Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the
Common Criteria does not provide a suitable SFR for the Protection of TSF or User
Data.

This extended component protects the TSF Data or User Data, and it is therefore
placed in the FDP class with a single component.

5.1.4. Class FIA: Identification and Authentication
FIA_ PMG_EXT Extended: Password Management
Family Behavior:
This family defines requirements for the attributes of passwords used by

administrative users to ensure that strong passwords and passphrases can be
chosen and maintained.

Component leveling:

FIA PMG EXT.1 Extended: Password Management 1

FIA_PMG _EXT.1 Password management requires the TSF to support passwords
with varying composition requirements, minimum lengths, maximum lifetime, and
similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FIA_PMG _EXT.1 Password management
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_PMG _EXT.1.1 The TSF shall provide the following password management
capabilities for User passwords:
Passwords shall be able to be composed of any combination of upper and lower

case letters, numbers, and the following special characters: [selection: "/, "@”,
“#”N$T, "%, AT V&7, MR (Y, )", [assignment: other characters]];

- 26 - Copyright® 2020 by Fuji Xerox Co., Ltd.



Fuji Xerox 5570/4570/3570/5570 G/4570 G tz¥aUr14—7vF

Minimum password length shall be settable by an Administrator, and have the
capability to require passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the
endpoints of communication, and the Common Criteria does not provide a suitable
SFR for the Password Management.

This extended component protects the TOE by means of password management,
and it is therefore placed in the FIA class with a single component.

5.1.5. Class FPT: Protection of the TSF

FPT_KYP_EXT Extended: Protection of Key and Key Material
Family Behavior:
This family addresses the requirements for keys and key materials to be protected

if and when written to nonvolatile storage.

Component leveling:

FPT KYP_EXT.1 Extended: Protection of key and key material 1

FPT_KYP_EXT.1 Extended: Protection of key and key material, requires the TSF to
ensure that no plaintext key or key materials are written to nonvolatile storage.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_KYP_EXT.1 Protection of Key and Key Material
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP_EXT.1.1 The TSF shall not store plaintext keys that are part of the
keychain specified by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage
Device, and not store any such plaintext key on a device that uses the key for its
encryption.
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Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key
material are written to nonvolatile storage, and the Common Criteria does not
provide a suitable SFR for the protection of key and key material.

This extended component protects the TSF data, and it is therefore placed in the
FPT class with a single component.

FPT_SKP_EXT Extended: Protection of TSF Data
Family Behavior:
This family addresses the requirements for managing and protecting the TSF data,

such as cryptographic keys. This is a new family modelled as the FPT Class.

Component leveling:

FPT SKP EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys),
requires preventing symmetric keys from being read by any user or subject. It is
the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_SKP_EXT.1 Protection of TSF Data
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys,
symmetric keys, and private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and
private keys are protected securely, and the Common Criteria does not provide a
suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication
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using Pre- shared Key, and it is therefore placed in the FPT class with a single
component.

FPT_TST_EXT Extended: TSF testing
Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct

operation.

Component leveling:

FPT TST EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial
start-up in order to demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TST_EXT.1 TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up
(and power on) to demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common
Criteria does not provide a suitable SFR for the TSF testing. In particular, there is
no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.

FPT_TUD_EXT Extended: Trusted Update

Family Behavior:
This family defines requirements for the TSF to ensure that only administrators
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can update the TOE firmware/software, and that such firmware/software is
authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1
FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for
updates.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TUD_EXT.1 Trusted Update
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(b) Cryptographic Operation (for signature

generation/verification), or
FCS_COP.1(c) Cryptographic operation (Hash
Algorithm)].

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to
query the current version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to
initiate updates to TOE firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software
updates to the TOE using a digital signature mechanism and [selection: published
hash, no other functions] prior to installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not
provide a suitable SFR for the management of firmware/software. In particular,
there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.
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PX1UT4EH (Security Requirements)
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ENRLO(a). (b)IE PP TERINTLSED, SHICEMRTHAE(al). (a2)DLIICLTLVD,

tX1UTH#EEEH (Security Functional Requirements)
A TOE MR T2 EF1) T/ HEEEHZLUTICEERT D,

6.2.1. Class FAU: Security Audit

FAU_GEN.1 Audit data generation
(for O.AUDIT)

Hierarchical to: No other components.
Dependencies: FPT_STM.1 Reliable time stamps
FAU GEN.1.1 The TSF shall be able to generate an audit record of the

following auditable events:

a) Start-up and shutdown of the audit functions;

b) All auditable events for the not specified level of
audit; and

c) All auditable events specified in Tablell,
[assignment: no other auditable events].

FAU_GEN.1.2 The TSF shall record within each audit record at least
the following information:
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a) Date and time of the event, type of event, subject
identity (if applicable), and the outcome (success or
failure) of the event; and

b) For each audit event type, based on the auditable
event definitions of the functional components included
in the PP/ST, additional information specified in
Tablel1l, [assignment: no other relevant information].

Table 11 Auditable Events

Auditable Events

Relevant SFR Additional

Information

Job completion FDP_ACF.1 Type of job
Unsuccessful User authentication | FIA_UAU.1 None
Unsuccessful User identification FIA_UID.1 None
Use of management functions FMT_SMF.1 None

Modification to the group of Users | FMT_SMR.1 None
that are part of a role

Changes to the time

FPT_STM.1 None

Failure to establish session

FTP_ITC.1, Reason for
FTP_TRP.1(a), failure
FTP_TRP.1(b)

FAU_GEN.2

Hierarchical to:
Dependencies:

FAU_GEN.2.1

FAU_SAR.1

Hierarchical to:
Dependencies:

FAU_SAR.1.1

User identity association
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

For audit events resulting from actions of identified
users, the TSF shall be able to associate each auditable
event with the identity of the user that caused the

event.

Audit review
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: U.ADMIN] with the
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FAU_SAR.1.2

FAU_SAR.2

Hierarchical to:
Dependencies:

FAU_SAR.2.1

FAU_STG.1

Hierarchical to:
Dependencies:

FAU_STG.1.1

FAU_STG.1.2

FAU_STG.4

Hierarchical to:
Dependencies:

FAU_STG.4.1

FAU_STG_EXT.1

capability to read all records from the audit records.

The TSF shall provide the audit records in a manner
suitable for the user to interpret the information.

Restricted audit review
(for O.AUDIT)

No other components.
FAU_SAR.1 Audit review

The TSF shall prohibit all users read access to the audit
records, except those users that have been granted
explicit read-access.

Protected audit trail storage
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall protect the stored audit records in the
audit trail from unauthorised deletion.

The TSF shall be able to prevent unauthorised
modifications to the stored audit records in the audit
trail.

Prevention of audit data loss
(for O.AUDIT)

FAU_STG.3 Action in case of possible audit data loss
FAU_STG.1 Protected audit trail storage

Refinement: The TSF shall [selection, choose one of:

“overwrite the oldest stored audit

records’] and [assignment: no other actions to be
taken] if the audit trail is full.

Extended: External Audit Trail Storage
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Hierarchical to:
Dependencies:

FAU_STG_EXT.1.1

(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel.

The TSF shall be able to transmit the generated audit
data to an External IT Entity using a trusted channel
according to FTP_ITC.1.

6.2.2. Class FCS: Cryptographic Support

FCS_CKM.1(a)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(a)

Cryptographic Key Generation (for asymmetric
keys)
(for O.COMMS_PROTECTION)

No other components.

[FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification), or

FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall generate asymmetric
cryptographic keys used for key establishment in
accordance with [selection:

- NIST Special Publication 800-56A,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm
Cryptography” for elliptic curve-based key
establishment schemes and implementing "NIST
curves” P-256, P-384 and [selection: P-521

] (as defined in FIPS PUB 186-4,
"Digital Signature Standard”)
- NIST Special Publication 800-56B,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Integer
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FCS_CKM.1(b)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(b)

FCS_CKM.4

Hierarchical to:
Dependencies:

Factorization Cryptography” for RSA-based key
establishment schemes

] and specified cryptographic key sizes equivalent
to, or greater than, a symmetric key strength of
112 bits.

Cryptographic key generation (Symmetric Keys)
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption), or

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption), or

FCS_COP.1(e) Cryptographic Operation (Key Wrapping),
or

FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication), or

FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

Refinement: The TSF shall generate symmetric
cryptographic keys using a Random Bit Generator
as specified in FCS_RBG_EXT.1 and specified
cryptographic key sizes [selection: 128 bit, 256
bit] that meet the following: No Standard.

Cryptographic key destruction
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.

[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
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FCS_CKM.4.1

FCS_CKM_EXT.4

Hierarchical to:
Dependencies:

FCS_CKM_EXT.4.1

FCS_COP.1(a)

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

Refinement: The TSF shall destroy cryptographic keys
in accordance with a specified cryptographic key
destruction method [selection:

For volatile memory, the destruction shall be
executed by [selection: powering off a device

11

For nonvolatile storage, the destruction shall be
executed by a [selection: single

] overwrite of key data storage location
consisting of [selection: a pseudo random pattern
using the TSF’s RBG (as specified in
FCS_RBG_EXT.1) ], followed by a
[selection: none]. If read-
verification of the overwritten data fails, the
process shall be repeated again;

] that meets the following: [selection:
no standard].

Cryptographic Key Material Destruction
(for 0O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.

[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],

FCS_CKM.4 Cryptographic key destruction

The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security
parameters when no longer needed.

Cryptographic Operation (Symmetric

encryption/decryption)
(for O.COMMS_PROTECTION)
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Hierarchical to:
Dependencies:

FCS_COP.1.1(a)

FCS_COP.1(b1)

Hierarchical to:
Dependencies:

FCS_COP.1.1(b1)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform encryption and
decryption in accordance with a specified
cryptographic algorithm AES operating in
[assignment: CBC, GCM] and cryptographic key sizes
128-bits and 256-bits that meets the following:
FIPS PUB 197, “Advanced Encryption Standard
(AES)”
[Selection: NIST SP 800-38A,

NIST SP 800-38D]

Cryptographic Operation (for signature
generation/verification)
(for O.UPDATE VERIFICATION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic

signature services in accordance with a [selection:

RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits

1

]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”
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FCS_COP.1(b2)

Hierarchical to:

Dependencies:

FCS_COP.1.1(b2)

FCS_COP.1(c1)

Cryptographic Operation (for signature
generation/verification)
(for O.COMMS_PROTECTION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic
signature services in accordance with a [selection:

7

RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits, 3072
bits], or

-Elliptic Curve Digital Signature Algorithm
(ECDSA) with key sizes of [assignment: 256 bits,
384bits, 521bits]]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”

Case: Elliptic Curve Digital Signature Algorithm
FIPS PUB 186-4, "Digital Signature Standard”
The TSF shall implement "NIST curves” P-256,

P384 and [selection: P521 ] (as
defined in FIPS PUB 186-4, "Digital Signature
Standard”).

1.

Cryptographic operation (Hash Algorithm)
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Hierarchical to:
Dependencies:

FCS_COP.1.1(c1)

FCS_COP.1(c2)

Hierarchical to:
Dependencies:

FCS_COP.1.1(c2)

FCS_COP.1(d)

Hierarchical to:

Dependencies:

FCS_COP.1.1(d)

(selected in FPT_TUD_EXT.1.3, or with
FCS_SNI_EXT.1.1)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:

SHA-256 ] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (Hash Algorithm)
(for 0.COMMS_PROTECTION)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:
SHA-1, SHA-256, SHA-384, SHA-512] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (AES Data
Encryption/Decryption)
(for O. STORAGE_ENCRYPTION)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

The TSF shall perform data encryption and
decryption in accordance with a specified
cryptographic algorithm AES used in [selection: CBC
] mode and cryptographic key sizes
[selection: 256 bits] that meet the
following: AES as specified in ISO/IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116,
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FCS_COP.1(f)

Hierarchical to:
Dependencies:

FCS_COP.1.1(f)

FCS_COP.1(g)

Hierarchical to:

Dependencies:

FCS_COP.1.1(g)

FCS_HTTPS_EXT.1

Cryptographic operation (Key Encryption)
(selected from FCS_KYC_EXT.1.1)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform key encryption
and decryption in accordance with a specified
cryptographic algorithm AES used in [[selection:
CBC, ] mode] and cryptographic key sizes
[selection: 256 bits] that meet the
following: [AES as specified in ISO /IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116

1.

Cryptographic Operation (for keyed-hash
message authentication)
(selected with FCS_IPSEC_EXT.1.4)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform keyed-hash
message authentication in accordance with a
specified cryptographic algorithm HMAC-[selection:

SHA-1, SHA-256, SHA-384 1,
key size [assignment: 160, 256, 384], and message
digest sizes [selection: 160, 256, 384 ]

bits that meet the following: FIPS PUB 198-1, "The
Keyed-Hash Message Authentication Code, and
FIPS PUB 180-3, “"Secure Hash Standard.”

HTTPS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)
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Hierarchical to:

Dependencies:

FCS_HTTPS_EXT.1.1

FCS_HTTPS_EXT.1.2

FCS_KYC_EXT.1

Hierarchical to:
Dependencies:

FCS_KYC_EXT.1.1

FCS_RBG_EXT.1

Hierarchical to:
Dependencies:

FCS_RBG_EXT.1.1

No other components.
FCS_TLS_EXT.1 Extended: TLS selected

The TSF shall implement the HTTPS protocol that
complies with RFC 2818.

The TSF shall implement HTTPS using TLS as specified
in FCS_TLS_EXT.1.

Key Chaining
(for O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(e) Cryptographic operation (Key
Wrapping), or

FCS_SMC_EXT.1 Extended: Submask Combining, or
FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(i) Cryptographic operation (Key Transport)]

The TSF shall maintain a key chain of: [selection:

intermediate keys
originating from one or more submask(s) to the BEV or
DEK using the following method(s): [selection:

key encryption as
specified in FCS_COP.1(f),

1] while maintaining an effective strength
of [selection: 256 bits].

Cryptographic Operation (Random Bit Generation)
(for O.STORAGE_ENCRYPTION and
0.COMMS_PROTECTION)

No other components.
No dependencies.

The TSF shall perform all deterministic random bit
generation services in accordance with [selection:
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FCS_RBG_EXT.1.2

FCS_TLS_EXT.1

Hierarchical to:
Dependencies:

FCS_TLS_EXT.1.1

NIST SP 800-90A] using
[selection:
CTR_DRBG (AES)].

The deterministic RBG shall be seeded by at least one
entropy source that accumulates entropy from
[selection: [assignment:1] software-based noise
source(s)

] with a
minimum of [selection: 256 bits] of entropy at
least equal to the greatest security strength, according
to ISO/IEC18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that
it will generate.

TLS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)

FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall implement one or more of the following
protocols [selection:

TLS 1.2 (RFC 5246)] supporting the following
ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:
[selection:
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TLS _RSA _WITH_AES_256_CBC_SHA

TLS_RSA_WITH_AES_128 CBC_SHA256
TLS _RSA _WITH_AES_256_CBC_ SHAZ256

TLS _ECDHE_RSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_RSA _WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES _256_CBC_SHA
TLS_ECDHE_RSA _WITH_AES_128 CBC_SHA256
TLS _ECDHE _RSA_WITH_AES_256_CBC_SHA384
TLS ECDHE RSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE_RSA _WITH_AES_256_GCM_SHA384
TLS _ECDHE _ECDSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHAZ256
TLS _ECDHE _ECDSA_WITH_AES_256_CBC_SHA384

1.

6.2.3. Class FDP: User Data Protection

FDP_ACC.1

Hierarchical to:
Dependencies:

FDP_ACC.1.1

FDP_ACF.1

Hierarchical to:
Dependencies:

Subset access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACF.1 Security attribute based access control

Refinement: The TSF shall enforce the User Data
Access Control SFP on subjects, objects, and
operations among subjects and objects specified in
Table 12 and Tablel3.

Security attribute based access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACC.1 Subset access control
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FDP_ACF.1.1

FDP_ACF.1.2

FDP_ACF.1.3

FDP_ACF.1.4

FMT_MSA.3 Static attribute initialization

Refinement: The TSF shall enforce the User Data
Access Control SFP to objects based on the following:
subjects, objects, and attributes specified in Table 12

and Tablel3.

Refinement: The TSF shall enforce the following rules to
determine if an operation among controlled subjects
and controlled objects is allowed: rules governing
access among controlled subjects and controlled
objects using controlled operations on controlled
objects specified in Table 12 and Tablel3.

Refinement: The TSF shall explicitly authorise access of
subjects to objects based on the following additional
rules: [assignment: none].

Refinement: The TSF shall explicitly deny access of
subjects to objects based on the following additional
rules: [assignment:_none].

Table 12 D.USER.DOC Access Control SFP

"Create" "Read" "Modify" "Delete"
i View image . Delete
Submit a Modify
. or Release stored
. Operation: document to . stored
Print . printed documen
be printed document
output t
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Scan Submit a View Modify Delete
Operation: document for | scanned stored stored
scanning image image image
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied

ed
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Copy View
) scanned .
Submit a . Modify Delete
. image or
Operation: document for stored stored
. Release . .
copying . image image
printed copy
output
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax send Submit a View Modify Delete
Operation: document to | scanned stored stored
send as a fax | image image image
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax View fax
. . Modify Delete
receive . image or . .
. Receive a fax image of | image of
Operation: _ Release f |
and store it . received received
printed fax
fax fax
output
Fax owner (note 3) denied
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied denied
Unauthenticat | (note 4) denied denied denied
ed
Storage/ . . Delete
i Retrieve Modify
Retrieval ) Store stored
Operation: stored stored
document documen
document document ¢
Job owner (note 1) denied
U.ADMIN (note 5) denied (note 5)
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied

ed
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Table 13 D.USER.JOB Access Control SFP

"Create" * "Read" "Modify" "Delete"
. Create print View print | Modify Cancel
Operation: . .. .
job queue/log | print job print job
Print Job owner (note 1)
U.ADMIN
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Scan . Create scan View scan | Modify Cancel
Operation: . . .
job status/log | scan job scan job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Copy . Create copy View copy | Modify Cancel
Operation: . . i
job status/log | copy job copy job
Job owner (note 2)
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Fax send View fax . Cancel
) Create fax _ Modify fax
Operation: . job it fax send
send job send job .
status/log job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Fax . . Cancel
. View fax Modify fax
receive . Create fax i . fax
Operation: L. receive receive .
receive job . receive
status/log | job .
job
Fax owner (note 3) denied
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied
Unauthenticat | (note 4) denied denied denied

ed
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Storage/
Retrieval

ed

View Modify Cancel
Operation: Create. stor.::rge stor:age / stor:age / stor:age /
/ retrieval job | retrieval retrieval retrieval
log job job
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied

Note 1: Job Owner is identified by a credential or assigned to an authorized User
as part of the process of submitting a print or storage Job.
Note 2: Job Owner is assigned to an authorized User as part of the process of
initiating a scan, copy, fax send, or retrieval Job.
Note 3: Job Owner of received faxes is assigned by configuration. Ownership of
received faxes is assigned to a specific user.
Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by
Users of the TOE.
Note 5: Key Operator can operate the DOC/JOB of all users, while SA can operate
the DOC/JOB of his/her own only.

FDP_DSK_EXT.1

Hierarchical to:
Dependencies:

FDP_DSK_EXT.1.1

FDP_DSK_EXT.1.2

FDP_FXS_EXT.1

Protection of Data on Disk

(for O.STORAGE_ENCRYPTION)

No other components.
FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption).

The TSF shall [selection: perform encryption in
accordance with FCS_COP.1(d)

1,

such that any Field- Replaceable Nonvolatile Storage
Device contains no plaintext User Document Data and
no plaintext Confidential TSF Data.

The TSF shall encrypt all protected data without user

intervention.

Fax separation
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Hierarchical to:
Dependencies:

FDP_FXS_EXT.1.1

(for O.FAX_NET_SEPARATION)

No other components.
No dependencies.

The TSF shall prohibit communication via the fax
interface, except transmitting or receiving User Data
using fax protocols.

6.2.4. Class FIA: Identification and Authentication

FIA_AFL.1

Hierarchical to:

Dependencies:

FIA_AFL.1.1

FIA_AFL.1.2

FIA_ATD.1

Hierarchical to:

Dependencies:

FIA_ATD.1.1

FIA_PMG_EXT.1

Authentication failure handling
(for O.USER_I&A)

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection: [assignment:_5]
] unsuccessful

authentication attempts occur related to [assignment:
User authentication (with local authentication)].

When the defined number of unsuccessful
authentication attempts has been [selection: met

], the TSF shall [assignment: Identification
and authentication of relevant user is inhibited until
TOE is cycled.].

User attribute definition
(for O.USER_AUTHORIZATION)

No other components.
No dependencies.

The TSF shall maintain the following list of security
attributes belonging to individual users: [assignment:
User Identifier, User Role].

Password Management
(for O.USER_I&A)
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Hierarchical to: No other components.
Dependencies: No dependencies.
FIA_PMG_EXT.1.1 The TSF shall provide the following password

management capabilities for User passwords:
Passwords shall be able to be composed of any
combination of upper and lower case letters,
numbers, and the following special characters:
[selection: “!”, "@”, “#”, "$”, "%"”, "N, "&”, "*”
(", )7, [assignment: ” (space)”, """, """, “+”, "7 “-
VYA S-S S A AV S/
AR AV S S/t i I
Minimum password length shall be settable by an
Administrator, and have the capability to

require passwords of 15 characters or greater;

FIA_UAU.1 Timing of authentication
(for O.USER_I&A)

Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification
FIA_UAU.1.1 Refinement: The TSF shall allow [assighment: storing

the fax data received from public telephone line] on
behalf of the user to be performed before the user is
authenticated.

FIA_UAU.1.2 The TSF shall require each user to be successfully
authenticated before allowing any other TSF-mediated
actions on behalf of that user.

FIA_UAU.7 Protected authentication feedback
(for O.USER_I&A)

Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication
FIA_UAU.7.1 The TSF shall provide only [assignment: @] to the user

while the authentication is in progress.

FIA_UID.1 Timing of identification
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Hierarchical to:

Dependencies:

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1

Hierarchical to:
Dependencies:

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

6.2.5. Class FMT:

FMT_MOF.1

Hierarchical to:
Dependencies:

(for O.USER_I&A and O.ADMIN_ROLES)

No other components.
No dependencies.

Refinement: The TSF shall allow [assignment: storing
the fax data received from public telephone line] on
behalf of the user to be performed before the user is
identified.

The TSF shall require each user to be successfully
identified before allowing any other TSF-mediated
actions on behalf of that user.

User-subject binding

(for O.USER_I&A)

No other components.

FIA_ATD.1 User attribute definition

The TSF shall associate the following user security
attributes with subjects acting on the behalf of that
user: [assignment:

User Identifier, User Role].

The TSF shall enforce the following rules on the initial
association of user security attributes with subjects
acting on the behalf of users: [assignment:_none].

The TSF shall enforce the following rules governing
changes to the user security attributes associated with
subjects acting on the behalf of users: [assignment:
nonel.

Security Management

Management of security functions behavior
(for O.ADMIN_ROLES)

No other components.

FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
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FMT_MOF.1.1 Refinement: The TSF shall restrict the ability to
[selection: disable, enable,
modify the behaviour of] the functions [assighment:
List of security functions in Table14] to U.ADMIN.

Table 14 List of Security Functions

Function Operation

User Authentication enable, disable
Auditing enable, disable
Trusted communications enable, disable,

modify the behavior
Storage Data Encryption enable, disable
Firmware update enable, disable
Self Test enable, disable
FMT_MSA.1 Management of security attributes

Hierarchical to:
Dependencies:

FMT_MSA.1.1

(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.

FDP_ACC.1 Subset access control

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

Refinement: The TSF shall enforce the User Data
Access Control SFP to restrict the ability to [selection:

query, modify, delete, [assignment:
creation]] the security attributes [assignment: the
security attributes listed in Table15] to [assignment:
the roles listed in Tablel5].

Table 15 Security Attributes and Authorized Roles

Security attributes Operation Role

User identifier (Key Operator modify Key Operator

case)

User identifier (General case) modify, U.ADMIN

delete, creation

User Role (Key Operator case) query Key Operator

User Role (General case) qguery, modify U.ADMIN
FMT_MSA.3 Static attribute initialization

(for O.ACCESS_CONTROL and
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Hierarchical to:
Dependencies:

FMT_MSA.3.1

FMT_MSA.3.2

FMT_MTD.1

Hierarchical to:
Dependencies:

O.USER_AUTHORIZATION)

No other components.
FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

Refinement: The TSF shall enforce the User Data
Access Control SFP to provide [selection, choose one
of: restrictive ] default
values for security attributes that are used to enforce
the SFP.

Refinement: The TSF shall allow the [selection:

no role] to specify alternative initial values
to override the default values when an object or
information is created.

Management of TSF data
(for O.ACCESS CONTROL)

No other components.
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to
perform the specified operations on the specified
TSF Data to the roles specified in Tablel6.
Table 16 Management of TSF Data
Data Operation Authorised
Role(s)

TSF Data owned by U.NORMAL or associated with documents or
jobs owned by U.NORMAL.

U.NORMAL Password modifi U.ADMIN, the
owning
U.NORMAL.

TSF Data not owned by a U.NORMAL

Key operator Password modify U.Admin (Key
Operator)

SA Password modify U.ADMIN

Data on use of password entered | query, modify U.ADMIN

from MFD control panel in user
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authentication
Data on minimum user password | guery, modify U.ADMIN
length
Data on Private Charge Print qguery, modify U.ADMIN
Data on Access denial due to query, modify U.ADMIN
authentication failure
Data on Customer Engineer qguery, modify U.ADMIN
Operation Restriction
Data on date and time query, modify U.ADMIN
Data on Autoclear query, modify U.ADMIN
Data on Report Print qguery, modify U.ADMIN
Software, firmware, and related configuration data
Controller ROM, modify U.ADMIN
Fax ROM

FMT_SMF.1 Specification of Management Functions

(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL,
and O.ADMIN_ROLES)

Hierarchical to: No other components.
Dependencies: No dependencies.
FMT_SMF.1.1 The TSF shall be capable of performing the following

management functions: [assignment: Security
Management Functions listed in Tablel17].

Table 17 Security Management Functions

Management Functions

Operation

Registration of U.NORMAL /SA

query, modify, delete
creation

Data on User Authentication

query, modify

Key operator identifier modify
Key operator Password modify

Data on use of password entered from

query, modify

MFD control panel in user
authentication

Data on Private Charge Print

query, modify

Data on Trusted communications

query, modify

Data on date and time

query, modify

Data on Auditing

query, modify

Data on Storage Data Encryption

query, modify
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Data on Customer Engineer Operation query, modify

Restriction

Data on Self Test

query, modify

Data on Access denial due to query, modify

authentication failure

Data on minimum user password query, modify

length

Data on Autoclear query, modify

Data on Firmware update qguery, modify

Data on Report Print query, modify

Controller ROM, Fax ROM modify
FMT_SMR.1 Security roles

Hierarchical to:
Dependencies:

FMT_SMR.1.1

FMT_SMR.1.2

(for O.ACCESS_CONTROL, O.USER_AUTHORIZATION,
and O.ADMIN_ROLES)

No other components.
FIA_UID.1 Timing of identification

Refinement: The TSF shall maintain the roles
U.ADMIN(U.ADMIN, SA, Key Operator),
U.NORMAL.

The TSF shall be able to associate users with roles.

6.2.6. Class FPT: Protection of the TSF

FPT_KYP_EXT.1

Hierarchical to:

Dependencies:

FPT_KYP_EXT.1.1

FPT_SKP_EXT.1

Hierarchical to:

Protection of Key and Key Material
(for O.KEY_MATERIAL)

No other components.
No dependencies.

Refinement: The TSF shall not store plaintext keys that
are part of the keychain specified by FCS_KYC_EXT.1 in

any Field-Replaceable Nonvolatile Storage Device.

Protection of TSF Data
(for 0.COMMS PROTECTION)

No other components.
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Dependencies:

FPT_SKP_EXT.1.1

FPT_STM.1

Hierarchical to:

Dependencies:

FPT_STM.1.1

FPT_TST_EXT.1

Hierarchical to:

Dependencies:

FPT_TST_EXT.1.1

FPT_TUD_EXT.1

Hierarchical to:
Dependencies:

FPT_TUD_EXT.1.1

FPT_TUD_EXT.1.2

FPT_TUD_EXT.1.3

No dependencies.

The TSF shall prevent reading of all pre-shared keys,
symmetric keys, and private keys.

Reliable time stamps
(for.O.AUDIT)

No other components.
No dependencies.

The TSF shall be able to provide reliable time stamps.

TSF testing
(for O.TSF_SELF_TEST)

No other components.
No dependencies.

The TSF shall run a suite of self-tests during initial
start-up (and power on) to demonstrate the correct
operation of the TSF.

Trusted Update
(for O.UPDATE_VERIFICATION)

No other components.

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),

FCS_COP.1(c) Cryptographic operation (Hash
Algorithm).

The TSF shall provide authorized administrators the
ability to query the current version of the TOE
firmware/software.

The TSF shall provide authorized administrators the
ability to initiate updates to TOE firmware/software.

The TSF shall provide a means to verify

firmware/software updates to the TOE using a digital
signature mechanism and [selection:
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6.2.7. Class FTA:

FTA_SSL.3

Hierarchical to:
Dependencies:

FTA_SSL.3.1

no other functions] prior to installing those updates.

TOE Access

TSF-initiated termination
(for O.USER_I&A)

No other components.
No dependencies.

The TSF shall terminate an interactive session after a

[assignment:
Auto clear time for the control panel: 10 ~ 900

seconds
Login timeout for the Web UI: 1 ~ 240minutes
There is no inactive time with printer driver

1.

6.2.8. Class FTP: Trusted Paths/Channels

FTP_ITC.1

Hierarchical to:
Dependencies:

FTP_ITC.1.1

FTP_ITC.1.2

Inter-TSF trusted channel
(for O.COMMS_PROTECTION, O.AUDIT)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection:

TLS, TLS/HTTPS] to provide a trusted
communication channel between itself and authorized
IT entities supporting the following capabilities:
[selection: [assignment:
Audit Log Server, Mail Server]] that is logically distinct
from other communication channels and provides
assured identification of its end points and protection of
the channel data from disclosure and detection of
modification of the channel data.

Refinement: The TSF shall permit the TSF, or the
authorized IT entities, to initiate communication via
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FTP_ITC.1.3

FTP_TRP.1(a)

Hierarchical to:
Dependencies:

FTP_TRP.1.1(a)

FTP_TRP.1.2(a)

FTP_TRP.1.3(a)

FTP_TRP.1(b)

Hierarchical to:
Dependencies:

FTP_TRP.1.1(b)

the trusted channel

Refinement: The TSF shall initiate communication via
the trusted channel for [assignment:_mail service, and
audit transmission service].

Trusted path (for Administrators)
(for 0.COMMS_PROTECTION)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection, choose at
least one of: TLS/HTTPS] to
provide a trusted communication path between itself
and remote administrators that is logically distinct
from other communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

Refinement: The TSF shall permit remote
administrators to initiate communication via the
trusted path

Refinement: The TSF shall require the use of the
trusted path for initial administrator authentication
and all remote administration actions.

Trusted path (for Non-administrators)
(for O.COMMS_PROTECTION)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement : The TSF shall use [selection, choose at
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FTP_TRP.1.2(b)

FTP_TRP.1.3(b)

least one of: TLS, TLS/HTTPS] to
provide a trusted communication path between itself
and remote users that is logically distinct from other
communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

Refinement: The TSF shall permit [selection: the TSF,
remote users] to initiate communication via the
trusted path

Refinement: The TSF shall require the use of the
trusted path for initial user authentication and all
remote user actions.

6.3. TF1UT(RIEEH (Security Assurance Requirements)
Table 18 [CEF1UTARIIEHZEEHRT S,
Table 18 1T/ RIIEH

Security Target

Assurance Class Assurance Assurance Components
Components Description
ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components
definition
ASE_INT.1 ST introduction
ASE_0OBJ.1 Security objectives for

the operational
environment

Evaluation -
ASE_REQ.1 Stated security
requirements
ASE_SPD.1 Security Problem
Definition
ASE_TSS.1 TOE Summary
Specification
Development ADV_FSP.1 Basic functional

specification

Guidance Documents | AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures
Life-cycle support ALC_CMC.1 Labelling of the TOE
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Assurance Class Assurance Assurance Components
Components Description
ALC_CMS.1 TOE CM coverage
Tests Independent testing -
ATE_IND.1
Conformance
Vulnerability AVA_VAN.1 Vulnerability survey
assessment

NoNEFIVTARIIZHERIRT SR, Z/NROTLF1IITAR-AFA VIR BEDORESINSG B
BLAINCETNTIVSCE, TOE (CHEITPERRREO X 1UTDERSN TSN, 12 TOE B H Off
BICREI TV EEZRSNTIBETHS,

6.4. tF1UT1EHEH (Security Requirement Rationale)

6.4.1.

1K7FEDIREE (Dependencies of Security Functional Requirements)

TRIVTHREGMEREL VIR SITRFEFREB R LBV ERERELG L. RERRNE

IEENBCTEHREN G VMRHLE . Table 19 (CRET 3.

Table 19 t¥1U7 (HAETE# TV R—%> hOfRTFHE

BEEHEIVR—2RVF

EEEOBBEHIIR—KVF

REMEBRELTVE | TRH
BEHHSLUEHATH PP THESN TS EH NEHEZOIE L4
FAU_GEN.1 FPT_STM.1 - OK
EET-RER
FAU_GEN.2 FAU_GEN.1 - OK
FIAE A FEROBEE (T FIA_UID.1
FAU_STG_EXT.1 FAU_GEN.1 - OK
V3R - 41 BB BE 25 5 BIRAS H FTP_ITC.1
FCS_CKM.1(a) [FCS_COP.1(b) Fkid - OK
EERAERGEXTER) FCS_COP.1(i)]
FCS_CKM_EXT.4
FAU_SAR.1 FAU_GEN.1 - OK
EBLE1-
FAU_SAR.2 FAU_SAR.1 - OK
[REEELEI—
FAU_STG.1 FAU_GEN.1 - OK
RESNEEEIIME M
FAU_STG.4 FAU_STG.1 - 0K
EET-HEXOMKL
FCS_CKM.1(b) [FCS_COP.1(a) #:iZ - oK
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Y e M e S REFHEOBEEZEHIVR—2RVF
EREMEGBRLTVG | TRH
EHBSUEHL PP THESNTILVEH NE 2O L

EERERIFAEEA) FCS_COP.1(d) Il

FCS_COP.1(e) Fk(d

FCS_COP.1(f) Zflt

FCS_COP.1(g) Zfzid

FCS_COP.1(h)]

FCS_CKM_EXT.4

FCS_RBG_EXT.1
FCS_CKM.4 [FCS_CKM.1(a) - oK
E RS F1l3 FCS_CKM.1(b)]
FCS_CKM_EXT.4 [FCS_CKM.1(a) F(F - oK
YRR B S A EI DR E FCS_CKM.1(b)]

FCS_CKM.4
FCS_COP.1(a) FCS_CKM.1(b) - oK
EEIRE(I MRSt 8%8) | FCS_CKM_EXT.4
FCS_COP.1(b) FCS_CKM.1(a) - oK
EEIR{E(BRER.REL) FCS_CKM_EXT.4
FCS_COP.1(c) iU - oK
E 2R\ TYZ L)
FCS_COP.1(d) CS_CKM.1(b) - oK
B 5181 (AES T—AHES 1L 18 | FCS_CKM_EXT.4
=)
FCS_COP.1(f) CS_CKM.1(b) - oK
52184k (RIS 2 1E) FCS_CKM_EXT.4
FCS_COP.1(g) CS_CKM.1(b) - oK
S 2R (BRI \wY1AvE— Y58 | FCS_CKM_EXT.4
i)
FCS_HTTPS_EXT.1 FCS_TLS_EXT.1 - oK
Piik BRSNS HTTPS
FCS_KYC_EXT.1 [FCS_COP.1(e) Ffit - oK
YRER RFIAY FCS_SMC_EXT.1 #k(d

FCS_COP.1(i) #kld

FCS_KDF_EXT.1

RU/FIE

FCS_COP.1(f)]
FCS_RBG_EXT.1 iU -
ViR BE SR 1E (BELEEY MR
FCS_TLS_EXT.1 FCS_CKM.1(a) - oK
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Y e M e S EEFHOBEEHIVR—RVF
KEEEERRELCVE | TREH
EHBSUEHL PP THESNTILVEH NE 2O L

YRER BIRENE TLS FCS_COP.1(a)

FCS_COP.1(b)

FCS_COP.1(c)

FCS_COP.1(g)

FCS_RBG_EXT.1
FDP_ACC.1 FDP_ACF.1 - oK
PRSI AL L
FDP_ACF.1 FDP_ACC.1 - oK
LFIUTABIECLBPHEREIE | FMT_MSA.3
FDP_DSK_EXT.1 FCS_COP.1(d) - oK
Yisk: TAAD EDT—RRE
FDP_FXS_EXT.1 iU -
Yask : D7D A0 B
FIA_AFL.1 FIA_UAU.1 - oK
AL R B BFDER DKL
FIA_ATD.1 iU -
FMAERMHER
FIA PMG_EXT.1 iU -
VYask: \AD—FEE
FIA_UAU.1 FIA_UID.1 - oK
SREIDRAZIVY
FIA_UAU.7 FIA_UAU.1 - oK
RESNTZT71—FN\wD
FIA_UID.1 iU -
BADIAIVY
FIA_USB.1 FIA_ATD.1 - oK
FRAEFE-HIIIDMES
FMT_MOF.1 FMT_SMF.1 - oK
LHITAHEREDSZEVDEE | FMT_SMR.1
FMT_MSA.1 FDP_ACC.1 - oK
tF1FBHOEE FMT_SMF.1

FMT_SMR.1
FMT_MSA.3 FMT_MSA.1 - oK
BHEMEDHI FMT_SMR.1
FMT_MTD.1 FMT_SMF.1 - oK
TSF F—ANEE FMT_SMR.1
FMT_SMF.1 iU -
BIEHEEDRE
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BEZEHIVR—2RUE

REFEOBBEEEHIVR—R U+

=EE/AGFERER)

F7zI3 FCS_TLS_EXT.1.
F7zld FCS_SSH_EXT.1.
F7zIF FCS_HTTPS_EXT.1]

kEEEBRRLTUVG | M
BEHRBIUEHRHETH PP THRESNTIVSEH NEHEZOE Lt

FMT_SMR.1 FIA_UID.1 - OK
tX1)T1 % E
FPT_KYP_EXT.1 BL -
LR MR UBMHORE
FPT_SKP_EXT.1 BL -
Y5k : TSF T—H0DRE
FPT_STM.1 BL -
SIS LAY TS
FPT_TST_EXT.1 L -
$i3R : TSF FAb
FPT_TUD_EXT.1 FCS_COP.1(b) - OK
Lk =587 IT—h FCS_COP.1(c)
FTA_SSL.3 L -
TSF EFCLBET
FTP_ITC.1 [FCS_IPSEC_EXT.1. - OK
TSF MiEEBT vl F72(3 FCS_TLS_EXT.1.

FzlE FCS_SSH_EXT.1,

F7=(3 FCS_HTTPS_EXT.1]
FTP_TRP.1(a) [FCS_IPSEC_EXT.1, - OK
SIEENA(EEER) F(3 FCS_TLS_EXT.1,

F7z(3 FCS_SSH_EXT.1.

FzlE FCS_HTTPS_EXT.1]
FTP_TRP.1(b) [FCS_IPSEC_EXT.1. - OK

6.4.2. tFa1)T IRIIEHIER (Security Assurance Requirements Rationale)

NoDEFIVTARIEEHZERT 3RS R/NMROCFLITAR-AFI VB K BEDEESNDE
BLAVCEINTSCE, TOE [CHITHERRROCF 1) T MERSN TSN, 1D TOE B H0ff
EICRETVBEERINTBETHSD, PP DHLPBECAICHBIRIETITAET1 > EF21UT/REE
EHEERT SHNAEGHFEICOVTOREDOH 4V AR ETILEHICERASN TS,
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TOE E#{t+#k (TOE Summary Specification)
AE T, TOE MBHT 3 0F 1T (BB MOV TR LTS,
t¥a1UT1#8E (Security Functions)

Table 20 [CTOE t¥a1THeEE X 1) T HRBEEH DRI ETT o
AEICEBATS TOE tXa)T/#EE 6.1 HlCEERSNZ X 1) TR/ ERT LD TH D,

Table 20 TOE t¥al)T1#aEt X1 T4 BEE H DXt G B &R
tFa1UT #EE

3 =
ot A,

RREH
=1
REEIE

=&
T—5HE
=)

=]

f
f

PSTN 270 2Z-%y bD—DRED 5 B

70t AHIE
X1 T1EHE

SFRs

FAU_GEN.1
FAU_GEN.2
FAU_STG_EXT.1
FAU_SAR.1
FAU_SAR.2
FAU_STG.1
FAU_STG.4
FCS_CKM.1(a)
FCS_CKM.1(b)
FCS_CKM.4
FCS_CKM_EXT.4
FCS_COP.1(a)
FCS_COP.1(b1)
FCS_COP.1(b2)
FCS_COP.1(c1)
FCS_COP.1(c2)
FCS_COP.1(d)
FCS_COP.1(f)

&l
SIS S| )78

AN ENENEN AN ENENENENAN
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tFXaUT1#EE

SFRs

=Y

28 Al &

tFTEE
7ot

PSTN 270 2Z-%y b —DRED 5 B

¥ TEHE
3
=
]

FCS_COP.1(q)

FCS_HTTPS_EXT.1

FCS_KYC_EXT.1

FCS_RBG_EXT.1

FCS_TLS_EXT.1

FDP_ACC.1

FDP_ACF.1

FDP_DSK_EXT.1

FDP_FXS_EXT.1

FIA_AFL.1

FIA_ATD.1

FIA_PMG_EXT.1

FIA_UAU.1

FIA_UAU.7

FIA_UID.1

FIA_USB.1

AN ENENENANEN

FMT_MOF.1

FMT_MSA.1

FMT_MSA.3

FMT_MTD.1

FMT_SMF.1

FMT_SMR.1

AN N N N N BN

FPT_KYP_EXT.1

FPT_SKP_EXT.1

AN

FPT_STM.1

FPT_TST_EXT.1

- 65 -

Copyright® 2020 by Fuji Xerox Co., Ltd.



Fuji Xerox 5570/4570/3570/5570 G/4570 G tz¥aUr14—7vF

tFaUT e
B
R
S
oz
T
D
A
Y
*
he ®om <
X = X Y e A
i I~ 4E I~ 2 Hm e Y
= H Y H b n e E
B4 | D | & | B e
SFRs i N ~ i) o ik iig a
FPT_TUD_EXT.1 v
FTA_SSL.3 v
FTP_ITC.1 v
FTP_TRP.1(a)
FTP_TRP.1(b) v
1.1.1. #AIFE:

R FREERERE(R . BFRI SN EDFIAEBZFIC MFD OREZE AT SR ZHIZEBTWIC, #B1E
NIV RREDFATV D CWIS, TIVR— R34 )\ho1—H—1ID £E1—-Y—)TATV— Fe A NSETH
AEBEET BHEEECTHS.

MFD [CEH SN TS FIREFHREEAL T, B Z1TI.

(1) FIA_AFL.1 Authentication failure handling (FREE&EXFEDERDRLY)
TOE (3FIFAEN TOE APDEAT BHIIC. FIABEDFRIEZ1TON., FREETHFDFREE K BT i
BEZIRMH LTS,
FAZEOARAKRRILICHTRREA XM ERE L, POEAIEB R TEHESN TS 5 EDEHKEKIC
ETRE, UFIABEOHANRILCALTIE. TOE 0ERUIM/BFIRAF TR THE3,

(BiEY % TSFI]
BAE RV ERE
CWIS 0z 5l 85
TUIR—=FIAN
NEEEY-N

(2) FIA_ATD.1 User attribute definition FIREBMHEE

FIA_USB.1 User-subject binding FIR&E-Y7 YO MES
TOE (FFIAFICKHLT, 1—H—ID tiZEIZEMHELTEZ L., TNoZH BRI LRI AE IR L
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TEINfIB.

[FIA_ATD.1 (CE85&EF 3 TSFI]
BENRIOE IR

CWIS OEEHAE
[FIA_USB.1 [CR8&9 3 TSFI]
1B 1’E1W)b®nﬁkﬂum

CWIS D AI152

SHEREEEY N

(3) FIA_PMG_EXT.1 Password Management /SA7—RE&EE
TOE [CHWT., M EEED/\AD— FEER ., FLEXRAZBIAOF AESHZ-EEHDIRAT—F
. LTOXFOEBENDETHERTHENTES,
INAD— RICHE E T REE XX F:
PIITPRY DR X FENXF  BF . RERDEFFHF
(“17, 4@, “#7, “$7, “%7, AT, UKD, X7, 1), T (space)”, N, N N N

A\ \\ A\ /A \ U/ R\ U / \\<II \\ ” \\>II A\So TR\ B\ \\¥II A\ S IV /A I/8\ N/ A\ N\ \\l" A\ ” \\ II)
4 4 -7 r I 4 4 4 L 4 4 4 T — 7

. VATLEBEIZFAD)IIAT-FREE 0~63 XFOEFHTE E?‘égtb\'cﬂé%
TOE (FCDEERFEICLD 15 XFL EICRETRENTES,

[BS5&9 % TSFI]
BENRIIDOEIEHEE
CWIS D& AR

(4) FIA_UAU.1 Timing of authentication FBEEDRAIVY.
FIA_UID.1 Timing of identification BRIV

TOE (3R AZEDHEAFBIEAXELT, KRR AR EHR— T3,

BRI EERSINBM VATI—AICE ARENRIL, FIREFEDFM47V MO Web T304, FUUa—F

AN, BEEBEY—-N1\0D 4 FEENHD,

BENRIL, FIAEZEDFM47Y MO Web T50HTlE. MFD #EEDIREEEFRI T 3RTIC. ID &/3AD

—RFEADSET. AASNE ID E)SAD— DY, TOE [CEZFIN TV FIHEBERE—HT IR

REET B,

BEEY-NTE. VATLEEE® ID &/SAT— FEiE# Lz PowerShell 207 baHoh UhZEE (&

L. BE&EY—/)\ETED PowerShell ADU7 b&XE179 %, PowerShell A0UT MeEITTHIEICL
N, BE&EHY—)\hn TOE [C https 7O ML LT ID ENAT— RHSEESN., TOE F2EL7 ID &N

AD—RICEDEH AR EEITT 5,

Fz. D347V~ PChoDFIY bF—RICfF 5ENS ID &E)NAT— RICENTIAR— FTUY MDA

FREEN TN,

FRRE(FIA_UAU.1)&ERI(FIA_UID.1)(FEIBFICEITEIN. A - RO A DRI UIzBF D3 18

ENEFRISN S,

ARERH LD FAX DZEICDNVTIE, TOE (&, AR ET(C, FAX T—4%%2{E7 3,
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(B8:&E9 % TSFI]
BIENRIDOBRIERE
CWIS D@ RIEER
T)R—=FF4N
SEREEEY—N
AREBEFEEIR

(5) FIA_UAU.7 Protected authentication feedback {RESNEIRIET1—F/\wD
TOE (21— —FRRERF(C. /SAD— RERTEHIC. SIAT— RELTA ASNEXFHEREB DR LX
F"@ (bullet) "#. 24E) 2RI Web F50HICR R IHERERIR LT,

(BHEY% TSFI]
**1"5}{*“/0)1:@&%”1:!. AR
CWIS G)ngjzj-JIJnL. MR

(6) FTA_SSL.3 TSF-initiated termination TSF #CE&)CL3#&T
TOE (& Web F5045h b CWIS [C—ERRI(1~240 5 CERERRE) D7D AN E MG & (E0T 1
V(FREEEYYaV) D)7 LB EERT B,
FBRENRIDO—ERR(10~900 FTEEATRE) DIRENB MG E (L. RIENRILDEREND
D7 SNEEREEEANRS.
TUVB—RIANED YAV RFET . TV MOERDBREEBICEYIIVER T T3,

(BHEY% TSFI]
**1,E}\*}L0)ngkﬂuub AR
CWIS MR35

1.1.2. £F¥1)T(1EE&

ERIVTIEEREL, VATLEEECINVATLEEEE- FCRESNLIEEOTRE AL,
FARTO TOE FIRAECH LT, L2, D EDLIBIEREITOINEVDIBRPEERAAY F(FIZ1E
[EELRAERE. I-Y-BELBY) &, BIRERTILHOMEEERIMT S,

(1) FAU_GEN.1 Audit data generation (B5&ET—H34%R)
FAU_GEN.2 User identity association (F|F &5 15HROBEE M)
TOE (&, Y37 0# T LF AE DR A ZRIED K. AR SN R AEICLIEEEEOF AL
E.Table2l [TRTEEMFROERIIONT, BEEOJERHRT S, FEEEET-AIIE. TREE
OB, EROFER, ERE5IFECVLMAE AIEETHNE) | BLUBROERNREHRIND,
TOE FEBRINEEEXMRIANY MEENTI71 AT ET ZHF(C. ZORREERZF AEOH

A TEERICEEE M (T TEEEHEL TS,
(F8:&9 3 TSFI]

**ﬂ;} Y*}Lo)nﬁ%” Fitet]
CWIS G)ngjzj-JIJnL. Y]
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TIVR—RIAN

BENRRIOEERE

CWIS OEEREEE

BIRRAY

BENRIOIE—HERE, TUY MERE. AT v UBERE. AF v UMD ARTFHERE, J7D AR EE. JXE
N LikEE

IBERRINDYITEHE - BREDR RS

CWIS a7 4KEE - EREDR RHLEE

CWIS OB BRI ANDDXET—FEDH LHERE

SEREEY—N
CWIS O77—LI177v7T— MEE
AREFEER
Table 21 BEEOJDEEM
HBRER RRINIEEERA EESEZEW
BEEHREDREIEIR T System Status/ Started
normally (cold boot),
System Status/ Started
normally (warm boot),
Shutdown requested
JaJ0ERT Job Status/ Completed, Print
Job Status/ Canceled by Copy
User Scan
Fax
Mailbox [Storage and
Retrieval Job #%& 7]
R FRE R R ER Login/ Failed
FIRE A KK (Invalid UserID),
(#BE) R, CWIS. BEE | Login/ Failed
T—=1\hn) (Invalid Password)
FIRE IR Job Status/ Print /Aborted
FI A& BRI KB
(COVELXIAY!
EEREREDF A Device Settings/ View
Security Setting
Device Settings/ Change
Security Setting
Device Settings/ Switch
Authentication Mode
Device Settings/ Edit User
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[ZEESNEEHELTIDY,
“Password”, “Name"h'itxa
ns]

Device Settings/ Add User
Device Settings/ Delete
User

Device Config/ Software
Audit Policy/ Audit Log/

Enable,
Audit Policy/ Audit Log/
Disable
‘EID—ERTHIFIAEY | Device Settings/ Edit User
W—TDHRZE
[ZEESNLEEMHELT Role"
FLEREN3]
BZINZEE Device Settings/ Adjust
Time
YAV DR Communication/ Trusted Failed
(TLS) Communication [FORL. BIEFE. KD
BLR7F]

(2) FAU_SAR.1 Audit review (BE&ELE1—)
VATLEBE, CWIS (COJ1 V&, CWIS hoDRMEICED. EF1UT/(BEEDT TR ERSN
EYRTOERETH LT ENTED,
X IUTAEEONT T-REATRUNOTF AN TP ILELTHADYO—- REND, EFIUT1EENT T7—
READUO-F3HEF. TLS BENBMCEEINTVILELN DD,

(B8:E9 % TSFI]
CWIS OEE##E

(3) FAU_SAR.2 Restricted audit review ([BEEZELE1-)
X1 TEENTT-A05H E UBEEE. BRSNE VAT LEEEZEDHCRESND,
Fi, tXITAEEOTT-AADTHE AL, Web T35 DH R ATRET. 4/ \RILDBT7IEA

FHEIFHERL,

(R8:E9 % TSFI]
CWIS OEE##E

(4) FAU_STG.1 Protected audit trail storage (fREESN=EEESEFFEHR)
TXI)TAEENTTANOTOEAR. Fid i UHSEEDH THD. BIRB LB E#EEIFELREW,
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NN, EFIVTABEBOTT-ADT EBHIBREBENIRESN TS,

(R8:E9 % TSFI]
CWIS OEE##E

(5) FAU_STG.4 Prevention of audit data loss (BSZ&ET—4i8KNDRIE)
EEOTHEDIRY ME, TOE REBDA ML —VEEB(CRTFSND AN —VEEICF. &KX
15,000 D1V MRETIEN RS, X 1UT(BEEOTT-ANERE- RIS E . REEL
RBRINLEETAICEEELT. HLLEET-AMERTIELGEEEREIND,

(F8:&9 3 TSFI]

BRI DF R ERE

CWIS Dz AIF85

TVI8—=FIAN

BRI EEKEE

CWIS OE#ERE

BEIRNIY

BAENSRIOIE-HEE. TV MERE. 2T vURERE. A v VIRV D AREEHEE. D7D AMEE . XEHR
D LiaE
BENRIDIITER - BREOR TR

CWIS O Ya7 KRB - BEDR THEAE

CWIS OFENYIANLDIET —FENH U aE
HEREEEY—N

CWIS O77—LoI77y77— MiRe

DR EBIEER

(6) FAU_STG_EXT.1 Extended: External Audit Trail Storage #}&RE52 SEBHHE#A
tXITMEEDTT-AE. S REEY— ) \hbDBERICETE, ATRYINDTFFASI7MILELT.
NEBEEE Y —)\NEHEND, TOE BN EEEE Y — ) \hoBEENT 7T AMBEREZ(TdE. TOE
[CREFESNTWZ 20T T 0N EREEE Y — ) INEH SN %, S EREEE Y — 1IN H T 3R,
TLS/HTTPS 7O RIILTHESIEEND,

X TMEEOTT-ADFHEH LI, RBIAESNZIATLEEREDHIRESND,
TOE REIC—FRESNIEEODTHRDIAY FORKEHE. RAGHERBBULFEOENEL.
(5) FAU_STG.4 [CEikan3,

(B8:&9 % TSFI]
NEEEY-N

(7) FPT_STM.1 Reliable time stamps S{E8ES1 LAY T
EBRNLEBERIRINY MEEOT 771 IARRET B85, TOE A TL\SIAYDIEEEIC LSS
AL2RVTERITT BT IR T B,
et ORELEEE FMT_MTD.1 [CEN VAT LEBEDH N ARETH S
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(RH&E9 % TSFI]
FAU_GEN.1, FAU_GEN.2 OFS:& TSFI [C#3'%

1.1.3. 7HEAHI{H

A FRREN' RN LI FI RE OB W T L DR e AR Reca %, TSF (L7 DT AT 3/ AT1— AT,

F AT REICT B HEREN R D,

a) AKEEERIVTHIEISN D HERE
OE—#EE. TrDABEE(GEIR). AT vUiaE. XEQRFEIDL LikEE. TU MERE(TUVR
— FIANTOREE EEDERE N FM THOENRIFFCIRME) SRV TEREET 3) . MHREORTR.
JaREE - BEOR THRE. £ TOE BRET-HOSH/REME(VATLEEREDH)

b) CWIS THl{EHIcNSHERE
HWHAREORTR, Va7 K- BEORTHEE. BRI ANOXET - Li#AE. TOE
RETINSR/FEME(VATLEEEDH) . T7— L0177y T— MERE (VAT LEE
EDH)

c) FABIIMTUEDTIIE— A NeERTH1HEE
FABEBFIREDIA 7Y DT IVEI— FIA N TR EEERTE LIREETTUY METRET BL.
MFD (3331 RN R LB B (COH RIET —REEY by T T—RICE#(TIVR-X)L T
—H—ID CEQRERIIRY NIICETET B,

(1) FDP_ACC.1 Subset access control %7ty 70t 2%

FDP_ACF.1 Security attribute based access control tFaUr4EHEICLD 7Dt A%
TOE (&, Table12, Table13 [CHELY, BREEKRKEED VI TEXET-IDTPIEAFHES 1,
LT . XERND)AD note MiEik(E Table12, Tablel3 ® note #5B LT3,
ERERBEETIRONDG JaJEXET A3 BT EES LR AEET - LRI T 7
—F—FRB VAT LEBEBZINT AT REETS D, LIELIPDARIEREDFATV b PCHoR{E
BHROT-AE, YATLEBREZIN7I L ARREES S,

TIVMEREICBVTIE . D47V~ PCHDERASNE TV M —ARICHI REEHETILHO1—
HF—ID B'E&FEN3d. TIV MEREICH 3B YaTmBEER. TV M —RICEFENS1—T—ID [CL2T
#ESNS(note 1),

AFrUtgEe. JE— e, J7D AR EHEECHITD 3T, BE Y1 Liz2—H—1ID I,
FDA—+—ELTEINDIHNS, (note 2)

JPDARERD YT E, T7D AR EEEE VR AEMFECERVED, YVATLEEENT—F
—&LTEINDMFnN 3, (note 3)

TPDAZELVTRESNZI7DAZET A RETIHREBINVIAICENZ TONTS1-F—ID
HA—+—LTEINDIFHN S, (note 3)

I7D2ARENYITET—H% TOE sinnikond7zsh. TOE OFIRETHILWITNDI-H—t. 77
DAZIED VI TELUT—HEERK T BEETELLY, (note 4)

XEDRFEIMDH UBEER, AXvIXE . J7DAZEXEOHR BRI ARFEZOEmDE UiRE
FO[REE T B, AFvUMEEICH VTR, 2T BRICOTI VIRIENDETHD, HERYDAICAF I
EZER TR BREBREIIRTORBRVIAN, —BAAFEFLE SATBENFRETIHR
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BRI BIR AT B 3D, FIRERFAF YO NEETREFIIHEBRVIATERL, AXvIIR1E
ERITTINGERUVEBRBRVIADE BN AR XEDHEE(CLS, (note 1) HERYIA
[CRFEINET-ADEDH L, )V MER. Bk, UV MERT RO CRABOEIRG, FiF
BFLIBMERELINEITTES, SARVATLEBRELD th A\OBRBRYIANDT —2IF1E
ETERLY, (note 5)

TIVE AFvy, 6=, TPOREIE . TPDAZIE . XEMRFEMDH L, WINOBREICHLTE,
XETEmETIHEELRSNEL,

AFvy TPDAERE . T7DARENETEIVIT R E T ARSNGB,

(B8:E 9% TSFI]

TVUB—=FIAN

BAESRIOIE—HEE. TUY MERE. AFvUEE. AXvURYD AR EFHEEE. T7DAMAE. XEER
N Likae

BAENRIVOYITIRE - BEDR THAE

CWIS nYa7 k& - BEOR RHAE

CWIS OFBRNYIANDDXET—SERDH Likae

DR EBIEER

1.1.4. 171 EHE

(1) FMT_MOF.1 Management of security functions behavior tFaJT(#EEDH3FL\D
&
FMT_MTD.1 Management of TSF data TSF F—20 & &
FMT_SMF.1 Specification of Management Functions EIE#EEDIETE
FMT_MSA.1 Management of security attributes tF*i1UT1BHEDEE
FMT_MSA.3 Static attribute initialization F#EIEHE#IHAE
FMT_SMR.1 Security roles t¥a1)71 D& E|
TOE [F3BAIEREESNTE VAT LEEEDH(C, TEE Table 22 [T5RY TOE ¥ 1UT/#4EE(CER R
TREFI)TAEEBEEDSRERTE R, BLURHEEDFHMERZRE TSI —10871—
AZRHT B,
F, BRI EN L —RFIAEIESONRAT—- FEFEDHAIHETHD,
CNODBEBEICED, BERSNDIEFIUT1EEBEETIRE TS,
TOE (3. Table 12, Table 13 [CHL), BFEEAREEETRIONDG V3T EXET-IDRBEH
BERDT 74 MEEL T, BHBEEEB LR AEHANERZETE S %, a5, [7.1.3. 7oER
#il#E (1) FDP_ACC.1 Subset access control H7ty 7Dt Afl#H FDP_ACF.1
Security attribute based access control £¥a1UT(BHICLZ7OEAFIEIZSBOIE,
TOE (I, W EEE . SA, VATLERE  — A AEORINEELLF AECEEMT., Tne
I3,
TOE (&, #IAEZBNCEALEF )T BHEDT 74 MEELT, — R FIREBEZHRET D,

[FMT_MOF.1. FMT_MSA.1, FMT_SMR.1 [CBH:&Y % TSFI]
BRI DOEEEE
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CWIS nEE##E

(FMT_MTD.1, FMT_SMF.1 [CR8:&T % TSFI)
BAENRIOEERE

CWIS nEE##E

CWIS O77—LOI77v77— MihE
[FMT_MSA.3 [CR83E Y3 TSFI]
TIVR—=FAN

BRI EEEEE

CWIS OEE#aE

BAESRINDIE-HEE. A vUBERE. AT vUIRVDARTFHRE. T7D At RE
NREBFEER

Table 22 t¥1UT/1 &R ET 8L U

t¥1)FEEIER BRI CWIS

APL—URESIEHREEDREESRL. A3/ ENDREEITS v -

RENRIDLDOBEER D) AT — MERDREES L. B2/ ED v -
NEHREEITD

FIRERERRICEIS TV AERREESRL. B30/, EEE v v
HBOREETD

HWHMEESE ID &)\AD)-RFOREEITY HMEEEDH L v v

FAED ID NFZEESHEU ID £AATV— FOREETTI, T, FIA v v
BICRINATREESEL. SA FR—KRFRABEORENEHRES
3o

1—Y =12V - FOR/NXFHHRESRUREETD v v

AN
AN

BIET AR SLEREDRE TSR L. A/ EINHLUFHMIFRD
REETD

TLS ¥—/)GEBAZE DR EES R L. /Ep/ EHF DR EEIT, - v

AR REDER EES IR L. AREREL/ B DR EE1TO

TIAR— TV MEREDREES R, BR/HRIOREZIT

B, BRIeSRUREEITI

BETAMEREDREESHL. AN/ BIMDREEITD

J7—LOIP7YIT— MERRDER E TSR, B/ EMDHEEITI

Z—MIUPHERE BR1ERIVB LU CWIS) DS EREERTE

NI N I NI NI N N RN

LR—MEADREESRL, VATLEEERE/FAEOREET
P

AN
AN

DANR—IVIZTREFIRIEREDS BER T ZITO(HAEDA 21/
/RFIRAT—F)

X I)T EEREORESR LA/ BADREEITI - v
(AR, EFaUTABEENT T-REATREYINDTF AR TP T,
BEEY-NOEETHIEN A THE. )
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(2) FPT_SKP_EXT.1 Protection of TSF Data TSF F—4M{R#&
TOE (3. #2558 (KEK: Key Encryption Key)%3¥3X T NVRAM2 [LIRETBH ., TRTOF
RAEICHLT, COBSRERALETLHDIVITI—AERELTLEN, F2. NVRAM2 KFAET
(FENTLDEMRIT. ARL—IEBRIELEER TG,
AL—YrEE##(DEK: Data Encryption Key)ld. Eikd KEK T AES-CBC AR THES1EL
T.NVRAM1 EU SSD [CRFT 3., SSD ([CIR7EFET S DEK OF&(E/)\WH7YITHS,
TOE DFEENHFF. NVRAML [CRFENEEELSNEA N —URES#(E. NVRAM2 (LHZ IS S
BTESILIN. BEPEFXDIKET DRAM [CRFEND,
L. TARTOFAEISH LT, TOE (&, DRAM [CRBESNEEXDA N — U SRBERH TS
VRTI-AZRBEL TGN, £z, DRAM [CRFSNTVIEXDA M —JRES#E. BRZ%ELT
CEICENBEESND,
TLS BIEFICERTMERGEDIIHE. 7.1.6 (15)DHIBCLNIEBILEINTIREET
NVRAM1 [CRFSN., TATOFIAEFICH LT ERZRH H T4 U2 71— ARRELTLVEL,
BEICFIASINS TLS tyaviER U TLS EC Diffie-Hellman M ZF{EILFE X T DRAM [CRTE
SNBAW, TRATOFABE(CK LT, TOE (3, DRAM (CIRFESNEEXD LY YaVBERAETIUE
JI—ATRHEL TG, Fo. DRAM [CRFSNTVDEXD YAV #E, BREELTECLD
WEIND,

(B8E T3 TSFI]
HICL

1.1.5. SIERELER

(1) FPT_TST_EXT.1 TSF testing TSF 7Ak
TSF (& Controller ROM & Fax ROM D220 77— LIIPICENERSNTHN. o220 77—
LOI7DREMERIETEEICED, TSF DIEEEEMEEIRIET 2.
TOE [3#2Eh8F(C Controller ROM (& 4byte @OF1v74 L. Fax ROM (& 2byte OF 1904 L&EET
BURMEDBEE—HT N AL, EERFIRENRVICIFI- 2R RUEBZELTD, £,
DRBG [CBILT [1]11.3 [CEEEDAINATAIEREITL, TAMI K ULIZISE S
BENRIVUIIS-2RTLEBEZELT S, 5H DRBG Of#(E 7.1.6 TR,

(F8:&9 3 TSFI]
BIRNIY

(2) FPT_TUD_EXT.1 Trusted Update &{EtE7vFF—
FMT_MTD.1 Management of TSF data TSF F—3NE®E
FMT_SMF.1 Specification of Management Functions BEIE#EEDIETE
ATLEBER . RESRIVDODBRIEICLD ., BENRKIN L THEBROT7— LI P N—JaV &
RIPIENTED, T WRER T VA MEENFH NI BEILLOTHIRB D TOE 24K T 57—
LOIPDON—J3VetERTHENTED,
F BRI SNEVATLEBEZEOS N, YVATLEBREIZM7V D Web T50F b,
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Controller ROM, Fax ROM &)\ —J Ui\ F+)T774 )% TOE (LEETBEICED, 77— LD
IPETYVIT—RTBIENTES,

TOE (. YATLEBEDSATY D) Web F500h 02 EEN2 77— LII7ESE 1M FUI71)L
ERETHE ) MFIIPANNCHRASNZEFEREIRLL. REEICKRLIZIH R, 7yTT— M
LU, BENRIUCIS—@BHMUTELT S, MM FUTPMIUAH EENTVREFE R, 1\1FU7
74 SHA-256 T/\voaLiz)\woafEZi#E 2048bit D EHE THES1L Lz RSASSA-
PKCS1-v1.5 AXM RSA FIAINELTHD. SO TRIEDFIBEE. 1)\ FUTPMIUSHFENE
BFEREI7—LII7ELRIIA RSA 2RBICTES. 2)\MFUT771)L%& SHA-256 T/\wY
1. 3)EEHERE) YV AEELEE L. —BINERIERY . F—HTHNIEHRIILBKEL S,

[FPT_TUD_EXT.1 (CE8:#$ % TSFI)
BENRIVDT7—LOI7N—JaVFER

CWIS OI77— L0177y T— Mé#E
[FMT_MTD.1. FMT_SMF.1 [CE8:E T3 TSFI)
BENRRIOEEEE

CWIS nEERERE

CWIS 77— L1779 T — MRE

1.1.6. T-HEES1t

(1) FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys) RES#4
R(GEXIFREE )
TOE (3 TLS S @EnH2HE L (EC Diffie-Hellman) TRV IEXFR#ELT, [2]ICEEEDIE
MehiSEREAD, FEAMBREOER A AL, [3]15.6.1.2.2 BU [2]Appendix B.4.2 (C#
5, TLS EC Diffie-Hellman #Z{E(Z. Linux ®/dev/random hoEEEZY—FETE(14)(C
L&D AES-256 CTR DRBG TH R ULZELETHD, F5ABREREELT [2]Appendix.D [CER &,
M P-256, P-384. P-521 #4iR— kL, TLS 2TV I—Yav@BETHATI—OHRF3,

TOE (F TLS U—/)\GEBAZ(CH A TIIERFMERELT, [2]ICEEEHDEMABRLESE. £ LUL. [4]IC
SCED RSA BEALVD, cNHDIEX FREEIE CWIS hoD1—H—18 R TERSIND,, FEMAIERE
DEFAEE [3]5.6.1.2.2 BRU [2]Appendix B.4.2 [ZE35, RSA #(3 [416.3.1.3 §i04E
BRAECHEN, 2O TEONDREUE [2]0 B.3.3 [CLNERSND, FEMBRFRELT
[2]Appendix.D [C52#M P-256. P-384. P-521 %, RSA £ LT 2048bit, 3072bit &4
R—bL. CWIS Ho1—H—h TN —2FEE LV TERIETRT %, Fio. REUREDELE A RKIC
[*(14)IC52 80 AES-256 CTR DRBG 2@ \3,

EFEUBAERICH VT, TOE HA DR PR EBEOREEB L,
(BH:#9 % TSFI]
CWIS DOz llF25

TUVR—FAN
CWIS OEE##E
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BAESRINDAF v B HE

CWIS O Ya7 R - BEDR THEAE

CWIS OFHBENYIANDDOXET—SEDH Likae
NEEEY-N

CWIS O77—LOI77v77— MiRE

(2) FCS_CKM.1(b) Cryptographic Key Generation (symmetric keys) B55 4K
(RFREEA)

TOE FAM -V BRRUSEBEEENTYYaVRELT. FEOEY MINELE RV, BiX
BIICIZ, AL— YRS S8 (DEK: Data Encryption Key)® 256 v+, DEK Zi&5 1T 376D
ErES82(KEK: Key Encryption Key)® 256 Evbk, TLS tyYavBOIAR—ELTRIVI—
VAV TREUVERESARICEUT 128-256 EVFEENENERKT 5, BELEIE(14)(CEEED AES-
256 CTR DRBG T4 RT3, 35, 0 DRBG HEUHENZ DI, (12)ICR#LERF (V%
ERTBRF R RU.TLS BiEtyvaVEiaRRTHS,

(F8:&9 3 TSFI]

CWIS D525

TIVR—=FAN

CWIS O EEEE

BERNIY

BAESRIVDAF v UHERE

CWIS @ Ya7 K& - BEDR THERE

CWIS OFHBENYIANoDXET RN LikaE
NEEEY-N

CWIS OI77— L0177V T— MékE

(3) FCS_CKM.4 Cryptographic key destruction RS #IEE
FCS_CKM_EXT.4 Cryptographic Key Material Destruction 558+ ¥ DIEZE
TOE FEXBREBFEINIBRUVBMHEREICB LB A TIHETS(*), TOE [CEXEREEFEIND#
BRUBMHEEDIES E%E Table 23 [IRT . Fo. INODEE R UM HHIE S LEDOEITHIC
RAM EDT—DARINENIE-SNTRIAENEN, RAM LOT—4(3 TOE OEREECHICAE
EBDEIRENS,

() AL—URES#(E NVRAM1 & SSD [CRTFSNAH., (10)ICEEEDBIBESESNBTZh, &
BEHORRNET B, F. (1)ICEEED TLS Y—/)\GEBAE(CRIAT I IR, (15)DANZX
LICED NVRAML E(CEESAELUTIRTFSNBTH . REBDRRINET S, T7— LVIT7ERRILEC
AW AR, ERE., TMRX-MESR, BSD)T AL EF1)T4 5 300 TNIChEZAL
BOWEHARZHDHRNTHD,

(B89 % TSFI]

BIESRINDOEEEE
BRI
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Table 23 FXRFENIRRUBRHMOWETE

BEFE A REFL WEA ALK EER

iR NVRAM2 | BENXIOEBEFEAZ1-MHTIHHRRFOEE
(KEK:Key [CRTIERZLEE. 7—8%(14)C5EE D DRBG T
Encryption Key) ERUEELBT1E EEETS,

T HERORECRY CLET I LOLTOF
—BEWESBLEEKL, T I WER IS
HR)—T4 VA ERLE SR CESTIRENS
Leth, DEK RU KEK R FRE(H 3.,

TLS tyvavi RAM TOE OEFEM CHET S,
TLS EC Diffie- | (1B%)
Hellman ¥z & TOE FERMOFEATEHEZE TLS vy avERL

37126, TLS £y YaviE R U TLS EC Diffie
Hellman MZERIFREICLS,

(4) FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
B RECHRIE S 1L 1E5)
TOE (3 TLS Oxt#rigrg 5 /85 ELT [5]ICEEE D CBC £— FR U [6]ICEEHEHD GCM E—FD
AES(128bit, 256bit)&HR— 3%, AES (& [7]#EHTHD.

(F8:&9 3 TSFI]

CWIS D AIF2E

TUI8—=FIAN

CWIS nEE##aE

BAESRINDAF v B HE

CWIS @ Ya7 K& - BEDR RHRE

CWIS OFBNYIANODXET SN Uikae
HEREEEY—N

CWIS OI77—LII77v7T— MéhE

(5) FCS_COP.1(b1) Cryptographic Operation (for signature
generation/verification) FEBR{F(E R ERKHREL)
TOE (77— L0177v77— FOEIEMRRIECHNT, [2]ICEEHED RSA TIRIINELTTR— T
%, BBEK(d 2048bit Thd, ER/I+—IvMI [2]5.5(f)CEEEH D RSASSA-PKCS1-v1.5 [
€3,

(BH:#E9 % TSFI]
CWIS O77—LoI77y77— Mihe
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(6) FCS_COP.1(b2) Cryptographic Operation (for signature
generation/verification) BEES2/E(BR4ER.1RE)

TOE (X TLS OEFFEEE. KU EFERER/REECH VT, [2]ICEE D RSA TIINEB R
UHEABRRT YA EB LIS IG LB L E R UIREEZ1T). BH. RSA B R(E 2048bit Fz(3
3072bit. NIST t5Meh#R(Z P256. P384, P521 #HiR— 9%, RSA FURIIERDER T4 —
Iy ML [2]5.5(F)ICEEED RSASSA-PKCS1-v1.5 (LD, Fo. faAMRT I B L NDE S
A R/AREER [2]6.4 (CHE5, Chbld TLS BIERICEBERFEOXTII-Yav, EFELLE
BEFICE1-Y—DIEECLD. ENENFERATIE R ARNRES,

(F8:&9 3 TSFI]
CWIS OE#EeE
BAERINDAF v B HE

(7) FCS_COP.1(c1) Cryptographic operation (Hash Algorithm) &4 (\va7?
WVIYZXL)
TOE (77— LO177y7T— MO EEMRIIFED I7— LI 77V T T— M A—=IF =80 \v a5t
HICSHA256 #FIFAT 35, CD SHA256 \vY1EEERED RSA ESHREELLEKTHETE
BRIAERITTS. 55 \WwoaFPITUALIE [8]ICEMT S,

(BiEY % TSFI]
CWIS O77—LOI77v7T— MiRE

(8) FCS_COP.1(c2) Cryptographic operation (Hash Algorithm) &4 (\v>a7?
WAV L)

TOE ([F(11)ICEE#EHD TLS [CH(FT2 BT EA - IR A XD\ V1FHEIC
SHA1/SHA256/SHA384 &#Hih—FF 3, BIECERTZ/\v a7 TUXLEHEFEEORXTVT
—9avICd TRET D, 2. TOE BEFE R ERK/IRIED/ \wYastHEIC
SHA256/SHA384/SHA512 &#HiR— L. BRERBEO1I-—Y—DIEEICLIDERTS/\va17
WIAVZALHRES D,
TLS [EHF2 G EAVE—IREA XD\ V1 EEEFERER/IRID)\Y V15T BIFHIIL
THNBEHICHAENERIENTES,

(BH:&E9 % TSFI]

CWIS m#iRIE23

TV8= RN

CWIS OEEHEE

BAESRIVDAF v UHERE

CWIS @ Ya7 K& - BEDR THERE

CWIS OFHBENYIANODXET RN LikaE
NEEEY N

CWIS O77—LII77v7T— MkEE
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i

(9) FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)
S8 (AES T-AIES1iL1&S)
TOE BARL—VBEEDIEEARELT, [9]ICEBEINSE AES. RU. FOVIKEEE—RELT
[10]ICEE & &Nz CBC #HR— 193, BRI 256 EYFTHD. IV EA—-IJDEHAFEBE
DEK #xICEH T3,

(BH:#E9 % TSFI]

TVU8—=RAN

BAESRILOIE—HEE. TUY MERE. 2FvUikEE. AXvURYD AR EFHERE. T7DARRE. XEER
D LR

BAENRIOYITIRE - BEDR THEAE

CWIS OFHRNYIANODXET IR LikaE

AR BRI

(10) FCS_COP.1(f) Cryptographic operation (Key Encryption) BE512/E (ER5E
1)
TOE (X(12)ICEREH D@D, AL—UREE1LH#AED DEK(256bit)% [9]ICEE&EisNn AES A=
193, @RI 256bit THD. TOVIRESE—RIE [10]ICEEEH SN CBC #HiR— T3,
fLE(i 256 EYNTHD, IV (F(14)ICEEED AES-256 CTR DRBG W'oiRFLELETH D,
(12)[CEHDED . ARL—IRESLH#RED DEK(256bit) ISt T3M(E. AL —UREEH# T
A Vh 3\ TOE O EIREENFF THD .

(RH&9 % TSFI]
BIRNIY

(11) FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication) EESE/EERT) w1 AVE—JFREE)
TOE (& TLS [CH1T2 8T EAVE— IR ARELTUTEYR— T3,
##E(bit): 160, 256, 384
N\vY1:SHA-1, SHA-256, SHA-384
Kyt—UH4 Y1 AMR(bit): 160, 256, 384
N7V TVZLIE [11]. BFENYD 1AV E— IRV TV A L(HMAC)(E [12]IC#E#MT B,

(B8:&E¥% TSFI]

CWIS D AI1525

TIUBR—FESA4N

CWIS O&EEHAE

BAESRIDAE v UHEEE

CWIS Va7 ikaE - BRED R RHEHE

CWIS OFRRYDANoDXET—SENH UkkeE
NEREEEH -

CWIS O77—LII77y77— Méke
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(12) FCS_KYC_EXT.1 Key Chaining ®F1{
TOE [FA FL—UBE E42(DEK) R U DEK %85 2L 3 h D B (KEK) ERF 1/ T3,
B&RMICIE TOE (AL —IURB SR FIM VNG OEEIR(BEAMNICIE, TIHEEME., FEE.
ENRIDEEEAZ1- Do TIHGHABOEREICRTIEFELLROEEIR)I(C(14)ICEEED
DRBG T DEK & KEK %4 L. DEK (3 KEK [2£D(10)IcHE> TR E4EL NVRAM1 KU SSD
[C. KEK [ 3TKEET NVRAM2 (2, ENENRTFT D, 2 [E B LIEDFEEIFFE. NVRAML (TRE
E{EUTR#F Lz DEK 7 NVRAM2 hoiid Hi U7z KEK T(10)ICiE-TEB T3, K& DEK,
KEK &%(2 256 EYFTHB., DRBG (ClE(14)ICERELEED+ 2B IV bAE—NRiaSn 37z i
MEEE(L 256 EYRTHN. BF 14U DF T 256bit BENHIFIND,

(BH&9 % TSFI]
BIRINIY

(13) FPT_KYP_EXT.1 Protection of Key and Key Material BRUEMHDIFE
TOE #(12)(CE2# LEN. A FL—URES BT 14 Uh 1) TOE QX EEENREIC# 550 DRBG T
DEK & KEK 4% L. DEK (3 KEK TREE1EENT NVRAM1 R U SSD [, KEK [FF 3 IKEET
NVRAM2 [CENEFNREFT D, FDMDA L —UIZ DEK, KEK iMRFFESN S _ElF L, NVRAM2
(FIFH A ATREA L —ITHBIH. (12)DRF MV DO—EH IR MR AT RERZ A ML — VI X
TRESNDEFGLN,

(BH:&9 % TSFI]
BIRRY

(14) FCS_RBG_EXT.1 Cryptographic Operation (Random Bit Generation) &
B (BLEEY MERK)

TOE (F&ELEARKIC [1]10.2.1 (C#EHL]= AES-256 CTR DRBG Z#|FH79 3. —® DRBG (&
Derivation Function. Reseed ##&E%*#& L. Prediction Resistance #aE&HFEL 0, .
Linux A—%JL®/dev/random ho#GizEL &Y — FET B, /dev/random DIREETTTHS
Linux Random Number Generator(LRNG) % U LRNG [SFEATI0O090H00030F5H H L
FibE/ 1 AEahiz2kEIY bOE—RET 2, CO/M XFV T MITPICENERBICRERDESDESR
FHETILDTHD, DRBG (F/dev/random MiitfaEhizo— k& entropy_input U
nonce ELTHIATEH, ELEDIV MOE—=(E 256 Evbx1.5 ##8Z. [1]8.6.7 DE#EH B+
NEE A%,
TOE [3C0 DRBG ZHWTA M —UREEHE., TLS by av#EzEHT 3,
(12)ICEBE @D, AL — IS REHOHIC DRBG HiZEsNdDIE, A — ISR FIA
Uh'E TOE O EIREEIRF CHD o

(BH&9 % TSFI]
CWIS 0zl Z8a
TVI8—=FIAN
CWIS OEERE
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BIRNIY

BAESRIVDAF v UHERE

CWIS O Ya7 R BEDR THEAE

CWIS OFBRNYIANODXET - LikaeE
NEEEY N

CWIS O77—LII77v7T— MkEE

(15) FDP_DSK_EXT.1 Protection of Data on Disk T4AYt0DF—41{R#
TOE GAML—IFNAALDT—ATOVD B THE B/ B ST 5, BAMICIE. AN —IF )1
ALDBEBAE X RIN—T1 AV T BT IV R UART—A0D Read/Write &/ LTTF—A0D1E
S/ BEERL. 25/ \—T1 Va3V LTTF—A70vD% Read/Write 33, lEE{LA K
FCS_COP.1(d)IZ#5. BEIEX R —T1VavEE AN —ITNM AFR R ol HER
NVRAM1 KU SSD THN. NVRAM1 R U SSD LISMIIR R AIBER AL —ITIM AIZ T
A
EFREOAN—-IUBEEEE, BEEICLOTAMN —IBSLHRENB DR E SN, TOE #1E
EEENCEIET S, BES1E/ESICRATS DEK (F(12)ICREH UEN., BESR®F A Uh 0
EHECERIND,
L2TOFEXDFAET—H. FXOFZED TSF 7—43E NVRAM1 R U SSD LORESExiH/\—
FA4VAVICEEFAFNZHEEE1EEND, NVRAM1L R U SSD EDIEEES LR D/ S—F1 avIC
(&, FOTSLA A= ) I5A—5% KEK Z8EL(10)ICEEHED@IESLEh iz DEK OHh'HE
MEN. EXOFRABEXETARFEXDWED TSF 7—3%&FRE 1, BH. DEK DRES1E(E
(12)ICEE# LED TOE OIS F 11 UM G LEEIFFCITIND . £, FX KEK ORFLTH
% NVRAM2 [FIRHhAIHMATBEG A L —IT 1N ATIE LY,

(RH&9 % TSFI]

TU8=FAN

CWIS n'EE##aE

BIRNIY

BAENRIOTIE-HEE. TV MERE. 2T vURERE. A vUiINVDARTEEHEEE. D7D AR . XE
N LiaE

BAENRIOYITIRE - BEDR THAE

CWIS OFBENYIANODXET—SERNH Likae

DR EBIEEER

1.1.7. SE8&E

(1) FCS_HTTPS_EXT.1 HTTPS selected #iRsh i HTTPS
Web 7504, GoUVICEEY - NeDETHEIE F57190% HTTPS TEF17FvRIUETBLIIC
SRH T AR ENFIRETHD, CHREIL CWIS hoEEENDHNITAS, HTTPS (& [13](CHE-7
EETH?.
D347+ PC D Web 7308 b CWIS A\D#E#E KR 23279, TOE D317V PCHET
TLS BIEDMXTYI—YaveHEsiL, HTTPS BIEZRMIAT 5. V517V~ PC HoM TOE 0
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CWIS [CH1F2#BIFREE S LU T ATOYE— MEEICH LT, HTTPS @ENERAINS, Fe. BEE
Y-N\hoBEENTT-AMGERERT. BEEOTTAEEET-NTEFT I, HTTPS BEN
BRAIND,

(R8:&9 % TSFI]

CWIS 0z 5l Z85

CWIS OEEHRE

CWIS O Va7 R - BEDR THEAE

CWIS OFHBRNYIANODXET—ERDH LikaE
NEEEY N

CWIS O77—LI177v7T— Mk

(2) FCS_TLS_EXT.1 TLS selected &iR&nhk TLS

TLS @EELT [14]0 TLS1.2 BHik— 3,

TLS BIETHERTIEEAM— MISA7Y b —=)\ED TLS IRDYavhicxTVI—-bEh3,

TOE [$ TLS ZF AT 3 BIEICHVTIE. TOE [FHEEICIE U TOIM 7Y MIBH—NICHBNES, 5l

ZIE. CWIS PUEATIRY— /8, AFvUXEA—ILEERIIRZDTI 7Y FELTIRD B,

TOE (30347 M oI ESNLE S A/ — OB oY R— 2@ EE0% 1 2:#IRT S, TOE

Y R—FF 3B A —MILL T THB,
TLS_RSA_WITH_AES_128 CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128_CBC_SHA256
TLS_RSA_WITH_AES_256_CBC_ SHA256
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384

[F8:&¥ % TSFI]

CWIS M35

TVB8=FAN

CWIS n'EE##aE
BAESRINDAF v B HE

CWIS Va7 R - BEDR THEAE
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CWIS OFBRNYIANODXET RN LikaE
NEEEY N
CWIS O77—LI177v7T— MgEE

(3) FTP_ITC.1 Inter-TSF trusted channel TSF & {EEFv=RIL
TOE (3 TOE £BEEH—/\. Mail =IO T, LTOREEEEIA ML EYR— T3, i
&N, IV IV POBRIEBIET - IDRBERSHN DR ENRIISND,
EE&EY—)\: TLS/HTTPS
Mail —)\: TLS

(R8:&9 3 TSFI]
BAESRINDAF v B HE
NEEEY N

(4) FTP_TRP.1(a) Trusted path (for Administrators) S{E#E/\A(EEER)
TOE BEEEDUE— FPCHODETFIEAMVATI—AICH L. L TOSEBEEIOMIILEYR
— ;B CNITED. IV RRI Y FDBBIEBIET ADORBERS AN ODRENMRIISND,
CWIS: TLS/HTTPS

(BH:# 9% TSFI]

CWIS 0zl z85

CWIS OEE##E

CWIS @ Ya7 K& - BEDR THERE

CWIS OFBNYIANODXET—SERDH Likae
CWIS OI77—LoI77v7T— MikE

(5) FTP_TRP.1(b) Trusted path (for Non-administrators) &E{EiE/)IAGEEEER)
TOE [FFEEBEDVE— FPCHODETIELAMVRII—-AIK L. U TOSEERETO ML EY
R—FF B, SNICED. IV RRAY POBEBICRIET - ADRBERS DO DRENMRIISNS,

CWIS: TLS/HTTPS
TUVR— R4 N HDENRI: TLS

(RH&E9 % TSFI]

CWIS m#iRIF23

TUVR—=FAN

CWIS Va7 K& - BEDR THERE

CWIS OFBENYIANODOXET—SERNH Likae

1.1.8. PSTN 77DA-%y:I—DE 05 B

(1) FDP_FXS_EXT.1 Fax separation 7795 B
TOE ($. 77DAET LikREERS . AR BERREN LT, I7DAT - IDEZEHAEZIRILT 2,
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HiR—r3370RVE [TU-T G3 £E—FOHTHD.

TPD A VRII-ATEZENFSNTVBDE, FIREDT7DIIIXENDH THS.

T—HET LERERRFFLY . MR LDEET -IEEIVY RE— U1 Z(HF IR, 70 AR
D TOE [CRIEICPDEATBHEFTERLY, o, TOE (3. AR BIEEIRBERNERY FI—DETT

—HERITETHEEELLEVVIY ., ARBERRZENZELARBRT -FEREBRYFI—D

EEISELTLY,

(BH:EY % TSFI]
DR EBIEER

8. STH&EE-FEE (Acronyms And Terminology)

8.1. B&E& (Acronyms)
A STCHIFBMEBELITICHET 3.

B EENE

CcC JEVD547)7(Common Criteria)

CWIS tUR—1 74 8—2y MF—EA(CentreWare Internet Services)

DRAM HA4+39D5 5 L7DE2AEY(Dynamic Randam Access Memory)

FIPS PUB K EDEFRIFRLIEEIZEDH ¥ (Federal Information Processing
Standard publication)

IIT B A H3—3F)L(Image Input Terminal)

MFD FIRIEE#(Multi Function Device)

NVRAM TERMSVHLTDEAAE(Non Volatile Random Access
Memory)

PDL ~R—Yitik § i&(Page Description Language)

PP J0753a> 70774 )L (Protection Profile)

SFP t¥1) 7188 A $1(Security Function Policy)

SFR X1 T H#EEE H(Security Functional Requirement)

SMTP BFA—ILEETORIL(Simple Mail Transfer Protocol)

ST tFa1YF713—5y ~(Security Target)

TOE FTifxf & (Target of Evaluation)

TSF TOE tFa1")7/#8E(TOE Security Function)
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8.2. HEE (Terminology)

A ST [CHITHREELITICEREAT B,

2 %8R
WETD TPAIVOAT L BHEMEARIN O ROBERUNGWLIITHETEEEET .
KEK Key Encryption Key OB&, ZETIE. AL —UIESREZES1LTHHOESED
CEEIET,
DEK Data Encryption Key OB, KETIE. ANL—JBEEROEEIET,
7759V AEY SD F7=(x eMMC %357,
Web UI FAEDSA7Y D Web TS50 ENLT, TOE [T RIRENTEZIH—EATHB,
HERYIA HERYDALIIR A ANEAF YL EPTPIARIEXER TOE NICREFTIHEFIDC

Eo
FRETIEITRERBRYDACHEMSN X EERY I—D LDIVE1-8hHERD
HYZENRTEETH B,

TIAR—=rTUV b
(Private Charge
Print)

TV MEREICH VT, FIRIT -7 IVR—ZX U TR LIZEY bRy T T—5% . MFD O
Fo—UREIC—BEREL., BEESNZRAEMEERIVINIE TR 5 THIRIZHA
ER:PAVA P

FAFHIXETH

MFD QA RL— UK BICEFESNLR., FIRNE T L7/ IVIBHIBRSNZH, AR —Y
EBRNCRT-SBEEELTVSREOXET -4,

XET—H
(Document data)

— % FIFAE(U.NORMAL). SA h* MFD OIE—#48E. 7)) MigE. AFvUBEEE. 77
DARE. XEDRFHEEEFI AT SMRIC. MFD RAEE BT 22 THERIFEHRES
OT 3% MMULTXET HERET S,

AFvUXE AT UBEEIC LS T, BEFHAAEREINLEXE TS, A TOE BAF+UXEZ Mail
F—)INEELED. XEORFCIDH UEEICINHRBRYIAICRT T IHEEER D,

TPIAZIENE TP ABEBEICLHTRIESN.. N TOE THRIMNBBEFHADXET A THS, K TOE
TlE. FHEROEREICEN. ZIELETPIAT—AZHON UHERESNEHBRYIAICGFR
FIHENTES,

TXIVTAEEDTT WO, HR EOIIBEEEIT NV BRPEERIAY MHIZSEEPERE

-3 B, 1-Y-BERE)E. BMEHEINZT-4,

MAEERE HAIEREELERIAECEINZ TONSRE|, A TOE Tld. M EEE®RE. SA &2,

(User Role) —RFABREDERINTND,

HHEEERE W EEEN TOE 2R AT 3RICHERLIERZRT , SFR ATIE Key Operator

(Key Operator
role)

role ERI|WSNS,

SA & ZI
(SA role)

SA ' TOE &FIAT 3R ELERERT

— A AERE
(U.NORMAL role)

— &% AE(U.NORMAL)H TOE 2FI AT 3RICHEBHERZRT .

FIAEHAER
(User Identifier)

FIREEHANTIHOER, 1—F-1ID,

- 86 - Copyright® 2020 by Fuji Xerox Co., Ltd.




Fuji Xerox 5570/4570/3570/5570 G/4570 G tz¥aUr14—7vF

MW EEREHAE
£

(Key Operator
identifier)

BREEE R EENY TOHNE1—Y—ID, SFR ATIE Key Operator Identifier
ERBEND,

MWEESE
(Key Operator)

MFD O EE® TOE tX1UT(HEEDR EZITOEEE,

SA

MM EIEE HDVIERICER SN SADTHDY MEER T2 IENTE . MFD D4
B TOE tF1UT 1 HBEDREEITOEIES,

VATLERE Key Operator & SA D#F5,

(U.ADMIN)

CWIS TOE N®D Web H—/I\THD. FIEEDF17V +D) Web 7505 EMH LT, TOE [CXT3

(BV8—017 4108 REHER.BREEE. XEORDH U/MRIZERNTEEY—EATHS,

—%yb H—ER) Windows DiZ# Web F50Y TCERTIENTES.

1 t_ms TOE D& MEEEMEAT BHIIC. FIFAEDHEAFRILZ1T>C TOE OF| A (CHIREEN

(User (FB7=hDIERETH D,

Authentication) SNERERREA T Va3V AV A M=V T B EICED . RIAFRIIEN BRERRED 2 DDE— FEH R
—F3%h. K TOE TIIARIAFRELE— RTENMET D,

RIRERE

(Local TOE M1—HY—525F% MFD (L& & L1 —EHREFERAL RIS EETIE—F,

Authentication)

%ﬁr‘ﬂhﬂ

TOEU)J_‘& nl..nl—tz'%ﬁlznunl—tﬂ /\(4_ fibrl ‘U- 'lﬁ*&’&ﬁﬁﬁbtnunl—tmii’&

(Remote. | SE—F.
Authentication)
AL—UREE REEED—HERTFIDAN —JZEEILTIHEEETRT .
R—YER ik E B (PDL) CHERSNIZENRIT—AZ 4T L. EV by TT—R(CE T 548

FAUH- i

Hbo

FAVK-Z

TAVR—ABEREICED, R— U TR EEE(PDL) CRERSNTZT— A2 L. Ev by T T
—BICEBTIE,

YATLEBEEE-F

—&FIRED MFD O#EEEFI AT 2 E/EE— REAIC, YATLEEEN TOE OfE
RIRBEICEDHE T, TOE #BRDBERTE® TOE CXa1UT R E DS R/ EHEL
oz REMBOEEETOIBEE-F,

A=) HRE
(Auto Clear)

BAENRIVB LU CWIS hof bR EZLEB VKRBT —E QR ENRBLIEE . BEIH
(CEREED'OT 77 FENBHEETHS.

NARR—-IVIZ7

(Customer MFD QRsF/MEEBEITIIVIZT,

Engineer)

WEE WEBELIE, TOE FLARESNTVDEECTELGFEEZRELTIIEATEIETHD,
(attacker) WEEICE., KBSNLHABTEHIN ., FOERERLTTIERATEIEEEFEND,
BRI

(Control Panel)

MFD DIRMEICHEIIINEY  SVT BvFRRIVTARAT VA ERE SN RV,
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—MRFIREDFATY
b

—IRFIRENFATEIVIATU b,

YATLEERE
DTV

VATLEBENFIETEDIAMT7VE, YATLEEEIE Web 750 %LV MFD (C
s UT. TOE BRET—HDHERPEEF I E1T).

TVOR—=FFAN
(Printer driver)

—RFIREIFA 7Y b LDT %, MFD h'RIR AT 8EG R — 5Lk 555 (PDL) TR
SNTERIT—RICE#RTZYIMIIT T, MABEDIA PV NCERT S,

MFD DMEIRETBEBAR— YL E55(PDL) TRERENTZT 4, HIRIT—4(3, TOE ®

ENRIT—45 FAVR—AEETEY MYy TF—RICE]mEN B,
IE—#EBEICENFEHAENET -5 BLUTUY MERECIDRIBEDTA 7Y M2 ES
By kv I F—4 NEERIF—5%FIVR—AEECERULET—4, EybIyIF—ad B AR CEE
EHELT\— RFADEBCEMENS,
[t JE—#EET IIT HB0FH AH DR REBZ X EPRE ., BELHEERT,

TOE BEF—%

ZNIE TSF F—H50—EBTHN., TOE [CL->THER SN TOE [CBIL TR SN =T —
5THY. TOE O F1UTHEEICH BE5 AP MRERODIRET 2.

BEERIND 256 EYRDT—R, ARL—VEBEADXET-IDRFEIC. COHET

B —BEHERALTIRELETS,

Yy rI—=5 NERYFI—DEREBRY M) —DZEBETE—RMICHERTIIEEDRE,

SERRYEI—D TOE #E I CIBEEMNHEL L, RERYMI-ILUNDRY FI—DZIET,
TOE WE&XESNSMHBORERICHD . S ERRY FI—Dh oD TEF1UTIDEBICKT L TR

RERRY D=5 EINTLVBRYRI—DARD, MFD & MFD A7DE AN ERYE-FOSEELBZY -
PIIA47F PCREDFrRIVERET

NREEEIR T7DAEE . TPIAZIEDT —ANRNSEIRREB L EIN D,

NREFEEIFRE

PSTN

(public telephone

line)

NRERT—H J7HAN AR B ERNDEZEDT 4,

(fax data)

e ES ITU-T #1500 X.509 [CEZSNTHD. KAFEM(FTEMEH. HAla. Ba1FE). 26
8. AEAR. DITPIFVN, DTRFYENREFNTVBIER,

Data on TOE ET—ATHN., RMARIIFFICH(T2FIRBEBDNAT— R ERFOR/NIFHOD

minimum user
password length

(g

Key operator

TOE RET—HTHY. HMEEEZFDTHD) AT — FIEH

Password

SA Password TOE BET—HTHN. SA RIEDT=HD) AT — RiFHR

U.Normal TOE :RET—HATHN. —A&FIFHZE (U.NORMAL)ZRFEDT=H D) N AT — FiEHR
Password

Data on access
denial due to

TOE BRET—HTHN. FIAE ID KR ERICERT M AEDH T/ BN DFEERE KK
[B1 24 1H R
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authentication
failures

Data on Auditing

TOE BRET—HTHN. LV, M, EDLIBERET NIV ERPEERGIAV
(BIZIZFEEPEREE., 1-Y—1RFBE) &, BT SHAEDH I/ BHDFE
.

Data on User
Authentication

TOE FRET—HTHD. MFD OIE—#aE. AFvUHRE. T7DAMRES LUTY MiaE
EFIRATBMRIC, 1Y —REERMICTREA T AN AR/ BB LUK EDER.

Data on use of
password
entered from
MFD

control panel in
user
authentication

TOE BET—ATHD . KRNI oDFRREFFD) S AT — FfE
Pt REDH 21/ FESNDIEER

Data on Private
Charge Print

TOE BRET—HTHN., TV bF—IZERTTIMR— U MIBRSE SN EIRISE
DD E H o

Data on Trusted
communications

TOE BRET—ATHN, RERYMI—D LICEETEIXET X, YaJEHR. t+a1U71

BEENTT-ABLU TOE BRET—REVTLBIET—IERETHLHICH G T H— A
BEESLRETONINOER/ BB SUREDERSSULAE. BEEA/BESEN
AD—F, #£@EH/ AT FER,

Data on
Customer
Engineer
Operation
Restriction

TOE BRET—HTHN. DA IV IZTIREHIRIEREDH 2/ BANDER KX VIRSF
AV RNl

Data on Storage
Data Encryption

TOE BRET—HTHN. AbL— UGS ILHEEE(C
BRI 2 EEDH D/ EHDER,

Data on date and
time

TOE RET—HTHI. 81 LY —-V/93—31 LEREFRERERLT -2 THD,

Data on Auto
Clear

TOE BRET—HTHN. BENRIA— MUTHEEDE R/ BB LU 7R EOEHR.
BLU CWIS 0A— rMUTHBED AR/ BANDIERB LUV 7D IFER

Data on Self Test

TOE BRET—HTHN. BETAMERRDER/ENDIER.

Data on Report
Print

TOE FRET—HTHY. Lik— M W HREDERE .

Data on
Firmwareupdate

TOE BRET—HTHN, 77— LOI7 7PV T— MEREDRE 1FH.
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