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52212k, MFP 76 OEHA LCD IZFRRE I, IV —FlBEORIRIENEITINS,
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AF v F—if

AFrF—a=v M, BEFREZFHAALTZODANEETHY, TOEB{T—RE2TATLar O
—)a=w MIFEET S, AFvF—2=v bV ATFLAFIEERMOBERHEEZITS 77— 7
(SCANNER FIRMWARE) %, HDD IZfix T\ 5,

¥ AT LR

VAT LI E, MFP 24K 2§l U & a2 EHH T 2R Tcdh 5, Y 7 b = 7%, SYSTEM
FIRMWARE & SYSTEM SOFTWARE 7 58k X v, £ 4 ¥ A5 AflHEMN Eo FROM & HDD 124
MEnTnwa,

T R —H

TN oAk —az=y ME, YVATFLHHIZ Y bOSHIRIERAEZEL, HKIZTY v b T — X E RIS
53=w v ThHb, TVvR—a2=y b VAT ALAHHERBOBENHEZIT> 77 —L407 7
(ENGINE FIRMWARE) . 7V > & —#d FROM IZHE T\ 5,

HDD (FIPSN—RT 1 A7 % v b : GE-1230)

HDD &, 7 XAV A& REOHIPIEHRUIIEAE (FIPS140-2) KA IZHERL U 7= B S S HEEE 2 fif 2 72N
—RNFA4 A2 R4 T7ThHY, £72 JCMVP it (JCMVP &S : F0022) HUfFL T\ MHED A
Tvavazy hTHD, MFP 2T 5V 7 v =7 D—# (SYSTEM SOFTWARE) 7213 T7%: <,
A A=V T = RBLOXHET —XPMRFEI N, REEPET — RIS I NN —T 1 ¥ 3 VITRIES
N5, £72, FIPS N— T 1 A7 % v M OEAGGIEE, BR—)VIZilE S W REB Tl 3EH 12 X - TFI
MEICH%EEI D,

FROM (79w aXxED)

FROM EAR#EHEMEA L =V RAE) TH5, MFP 2HIfld5Y 7 v =27 D—# (SYSTEM
FIRMWARE) 2 s,

FRAM

FRAM I HEFRMEA ML —YTH B, MFP OHlENI BT L XN DR EMZE T LB T N1 A TH
%,

SoC

SoC &, ¥17u7uty 2T NS ATy bu—F R EE#HA LTz LSI T, MFP #ifEDH
ARI 7RG % 47 5 PR F v 7,

DRAM

DRAM &, #FMERAEY THD, MFP 2§25 7077 5520 — NLETTEAEY TH 5,
NIC (Y b7 =2 AR T A AH—N)

NIC iZxy N7 =2 8fiA v 2 72— AHDEETH 5, 10Base-T/100Base-TX/Gigabit 1 —H F v
Y HR—b T35,

772 A=y k (GD-1370NA-N/GD-1370EU)

PSTN & #fiL, G3 [Z¥ER L 7-MD 7 7 7 AEEMTT7 7 7 AXERXEZETLHIHHEOAL T arva
—v bTH B, lieT HE - Hilfiz & > T PSTN [RS8, TOHISIZ#EALTT 7 27 A
T T avEBINT 0N, TN FIdTable 1IZRTEE D BBORKEDTILT 7w h(NA-N,EU)
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CEOHEANEING, BB, 77 AEEPIOCVAT AREEKBEEORMETS 77 —L T 2T
(FAX FIRMWARE) %, 583 2 - HUSIZ b 6 TH—D 7 7 —L 0 = 7H, ThZhDthil)
D772 A=y FHD FROM IZEHINTH O -V =2 HHTE 27 7 7 AEEIXFR L TH 5,
/. Ty VAKX TV a ORGSR BAR—IVIZHE X AVIREE CEA R 12 K o TR #ICH % X
N3,

142. HAXVA

ARTOED H A X AXFEIX, Table 21239 & B D HEMDIUEHHENH D, PDFEX7 71412 LT
DVD-ROMIZNEk L 7B L, FIRIMI DB TR NS, 77 7 AF T a v ORHWIHHE X,
GD-1370NA-NB X U'GD-1370EUIZ (Z HEZERASFI R D L RE TR E N 5,

Table 2 HA XV A

&4 BV R PDFR  HR
Quick Start Guide OME19001200 O O
Safety Information OME170056C0 O O
Copying Guide OME170060B0 O
Scanning Guide OME170066C0 O
MFP Management Guide OME170074D0 O
Software Installation Guide OME170072C0 O
Printing Guide OME170070C0 O
TopAccess Guide OME170076D0 O
Software Troubleshooting Guide OME170062B0 O
Hardware Troubleshooting Guide OME170048B0 O
High Security Mode Management Guide OME170078C0 O
Paper Preparation Guide OME170046B0 O
Specifications Guide OME170058C0 O
Fax Guide GD-1370 OME170080D0 O
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1.4.3. TOEDZrHE A%k

Lo TESE

TOED G728 R E, IRDE 7 Y 3 2 & - Tk T N B TOEMR#EAE D L O — i 72 B RE I
s,
A—JL FTP SYSLOG
a—H— 9SATUMPC  H—iN— H—y— HN—
A
1
1
!
]
¥ 3 3 A '
BRI SEET v ILISEE
X A X
A Y
a—H—H B R RE
X
A
—fatese
—— CIOPTS TSFT—2{ReEMHAE
HERE HERE [
@: . FaxiE A TSFEIE R
A
NRER 4
Y Y A\
A—Y—THU R R | & HDD
B S {LHAE
Y Y
NVRAM FROM _ o EEOoMEE
| D.TSF.PROT | | D.TSF.PROT |
[orsroor | [orsroor |
= TOE

X 3 RERER
1.4.3.1. EAERE

TOERFEAMN L LT, a8 —,
PERE 2 ARz HEd 2,

TV b, AF Y VR EDEGIZEET S —

o IV —FuE
I—HF =P EEASR NV EZEBELT, AFyF—

o FURf%HE
2747 MPCHoDT) v T =K%, LAN 24 LT TOE (Z

o A% v e

A=Y =DRENSITOVEBREL, MOCEEAF Y S -1
LD, FIP Y —N—IZXETEI LN TE S,

DHEfEZEL., ZThoD

CHOCE 2R A . EERIRT 2ERETH %,

EO. HUZHIRIT ST H 5,

THIMY . T OWEGT — & % A —IVIZHA L%
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o 77 U AMHE
77 AKREE . T 7 O AREREEL T 7 0 AZEHREN S5 5,
77 O AEEREEEIE. AF ¥ S THAR - 1M E T — X%, PSTN 2 L CTHNED 7 7 7 ARKIZ
EETHHEETH B, /2. 777 AZEHEEIX. PSTN 24 L CHE T 7 2 AP SR EINTE
XET—Re2ZETHHETHD, TDEDITIEK, 777 AL T ar (GD-1370NAN Z 721X
GD-1370EU) DMETH 5,

1432 &¥aV 76k
TOEIZ o THR#tEI N L F 2 ) T A BRI TD LB D TH D,

o W, FEAL. M UHCDHERE % (MY % 720 DA G-HERE

A, FRELMREIX, TOE Z2FHL LS55 —¥ =2, TOE 2F|HTEHZ N TER1-Y—-Th5
MEIDPERGEL, FHTESZ 21—V —ThI2HEPHRINZGEOAFMHT A2 5 X 286 TH 5,
TOE &, 2 —H¥ =i $57=012, BESINVEHZEZZ254T7 0 PCHSEDI—F—ID & a—%—
NAT—REANTEESDIZZ—P 2L, 2—HF—NRAT— RANBIZE I —XFE2ERRTEH T 1
— RNy 7 DORERREE . PRI Lz —Y—20y 270 MERRZMACVWET, £/2, aro
VBRI IR T E ORIV 2 A, BEIICE T T M T AKREER A TV D,

o 7 U & A Hl{HIELEE
TOE &, & EN/za— P —IZZEREETH DIV —T — X RUOBREADT 7 22 HIH L 9,

o EETRERE

TOE (&, ®EDOIREZEWN T L5-0ODERD I 24EKT S5, 1 XY MEICEFINZTRTOTE ZIL,
HEEY —N—AEEFI N, BEEY—N—THETLZINTE3,

o EFHHAMISHEEE
TOE (., LAN (ZEHLIEET BT, 2 v N7 =2 LOWEET — X DIRMPU I A 21T 5720,
EEEE e b aLEYR—- NI B,
TOE OEMERIETIZ, 277147 b PC, A—)H—N—_ SYSLOG ¥ —/N—_ FTP % —\— @57
LM, T—REWFATE-OICTLS 2HT5, £72, 7714V PCRO TV VR RNTANEiST
IPP HIiil 4 25465, TOE &2 54 7> b PC & Di@fE1Z TLS Z2fi>T7 V) > b7 s a1 o IPPS %
fioTT) Vb TF—R%2H#E LTS,

o TSFH C{xi#

TOE ., MDY 72 F ¥ IZHT 5T YV XIVEXLOMGEEZ ML T, #FEITAREY 7 1 )V &Rk 7 7
ANVDEEMET AN 2FETLUET, ZhiIZLD, TOE HMEHETE2RENSHI A I NP ERT
5ZEMTED,

o TSFF — & {}i&

A ERAEREREIC & 0 FRRE X N HE D AN, #HAES XV £ 721% TopAccess 226 TSF 77— XIZET 5
BlEZ 7 CE 208 Bl IX, HREOETE X 12 —¥ —OX5k/Hbk, AR —v2e 7a han
EEMEZIIENCRET DI ENTE S,
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o T— &Ik

HDD IZfffFENd 2 —H —F — X DJFHE LT 272012, ZTNoDT—X %25 5ETH 5,

e PSTN7 7y 7 A — %y N —2 MO 5 HfiR%EE
PSTN 6D AN %E 7 7 7 AZEIZHIRT A2 Z 212k b, BEFHEEE» S LAN NMEAT R Z & %2P5iET

LEETH 5,

¢« V70T T YT —DKGEE
TOEDY 7 I x7 %27 Y 7TF— b B2, 7Y TF—h T2V T NI T7RERBEONE S D%

BEET HHERETH 5.

1.4.3.3. HEE

ARSTIZBH S 2 K55E D H

FEDON, 2HETHAFELTWACCBLUPPTERINT VWS HIEIZDWTIE, %

DEZRIZM S, TNLSDOHGE%ZTable 3IZEF#KT 5,

ks

a—%—ID

Table 3 FHE
EH
—ff 21— —, MFPEHEZ NG XI55 1. TOEIZZ Ol Hizkba
—Y—%2RET 5,

A—HF—nR2T—F

EA—Y—HTOEIL B A »§ BBIZHHT 5527 — K,

Yarsns TV NV a T, REEERE ZEEHARSLICAFY Y YaTDLS
7Y a T

Avk—vns MFPOREER D B\ WM T2 —H =12 X b FEfIF I iz EEIcET2a 2

TopAccess WebR—ZADY a 7TELVOTFNA ZAEHRY -V TH B, TOY—ILVEMHT

53y N7 —=2% U CMFPO#HARMGT 5 28R TE 5,

HEjT 27 o R

0274y L TWad L= =RN—ZKEIMFPO#MEZ Uit o 756 12 HEIHY
a7y kI E TORH,

oy 77w R

Oy 277 MINT ATV NDPRIRE D £ TOWFH,

H A /g4 0 ZERD - ORI, £ H B/ 5B

15 UNORMAL, U.ADMIN,
UNORMALIZUNORMAL(a) ¥ UFAXOPERATOR, U.ADMINIZ
U.ADMIN(a). U ACCOUNTMANAGER, U.ADDRESSBOOKOPERATOR
b E B,

T7—=hUzT N—=RD 7 &2HHT 2720l RICMAAENZY T Y 2T

Cipher Suite

TLSHEETHHTARETIL I ZLDMEEDZ &,
(s B WS Ny a8 oflizk > THERENS,

7 R L AR

77 AH T, emailT RV A%z —8E L LT8R, RRTHILTE, 7
7 7 AEERAF ¥V De-mallREDSEL 2 fHHICIRE T D Z &N TE 5,

2 — Y —GRREAR UL
DL

EBHEIZXID, AV RNAT—=RDOANY) b I EBOEE, av 7w
MEEIOZEE, aw 27 9N INZTHI VY MNAT—XR A7) 7 —I12352
EMTE B,

tF¥Far7F vy

B EFHIIBHEI N WL ST — R 2S5 b Ul EF v 2,

B R 5k 37

RAVEDOI LTI N T I VAFEOYXT 4 T 2 HOXF
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2. BEER

2.1. CCHE& Xk
ASTH L UOTOEDCCHAERIZATDE B D TH S,
Common Criteria version: Version 3.1 Release 5

Partl : Introduction and general model April 2017 Version 3.1 Revision 5
Part2 : Security functional components April 2017 Version 3.1 Revision 5
Part3 : Security assurance components April 2017 Version 3.1 Revision 5
CC part2/Zxf 3 5STDO#H 4 :  CC part 2 Extended

CC part3iZxf3 5STDi# 4 :  CC part 3 Conformant

2.2. PPEA X
ASTE L UTOEAHE L TCWAPPIILTO LB D TH S,

PP R : Protection Profile for Hardcopy Devices
PP/N—Y a v @ 1.0 dated September 10, 2015

kel JISEC-C0553

Errata : Protection Profile for Hardcopy Devices — v1.0

Errata #1, June 2017

2.3. Xy r—VEEEE
ASTIFE NN r — IV ADEEEEIZ LR,

2.4. EE EIRIEHL

PPELR T HLL T DM L, PPOENRED [Exact Conformance] TH5, TD7/=d, TOEF
PP —EH L TW3,

+ Required Uses
Printing, Scanning, Copying. Networking communications, Addministration

- Conditionally Mandatory Uses
PSTN faxing, Fileld-Replaceable Nonvolatile Storage

- Optional Uses
5L
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3. EXaV71REEE

3.1 a—H¥—

ASTTlE, FEDOLSIZTOED I —H — 2 HE 2 EHT B

Table 4 2 —¥—434

e gt EH
UNORMAL | UNORMAL(a) —fta—¥— | TOEDQ KA TH 5 a2 ¥ —
W, @A BE - 7V YV MEERE - A% v UREHRE -
IR 13| 77 ARfEHEEETTES
HT, HHE —Y—, —a—H ik, HEAKRE
e % R T2 7 TEICHEERE M S I N, f5X
W Nr-Re7Z 2 LT TE B,
U.FAXOPERATOR o= — | Ty I AEZEREEFEITTES
I—H—,
U.ADMIN U.ADMIN(a) e TOEDOt F 2V 7«1 HEfEIZHRb S
I N HE, A=Y =0T Hh Y MEHRD
Al X N7z R A AR, EREn 7 ORER Y TOE 4
HCEEER DB PEHEIR % £ DL,
# 7z >F A | UACCOUNTMANAGER LS A—Y—D7HhU Y NEH (-
& — D —H—IDPEEFE, HAK
REDBRAEMERR 72 &) DB FT 2 B
HHH,
U.ADDRESSBOOKOPERATOR | &H# 7 RVRAREZRETE S 2 —Y—,
3.2. BiE

32.1. 2—¥—F—X&

ASTTIEH2DOD A —Y —F—RE2EHT B,

D.USER.DOC

Table 5 a1 —¥—5— X &H|

22y RIS TR F

X | BT E I A— KA —DFRT,
A—H—DXFEIZEENDHH

— ¥

i
HF— 4

A—XET—X
TV ET—
AF Y UNET—
77 AEAE
77 I AREX

<
T | T
N
[
DU

D.USER.JOB

e
a7 Tr—X&

I—HY—DONEFIFIXEUHEY 3
TV B E R

TV hYaT
Axyrvad
av¥—va7
Tr O AEEYa T
Ty IO AZEYaT
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3.2.2. TSFF—&
TSFF— &%, 22002 S5/ N5,

Table 6 TSF 5 — X &3
& | HENE | e | rvem

DTSF.PROT | RS N7z | T—ROHAETHRL, £ | ¥FaT7F ¥ 2IVOER/ KR
TSFF— & AR DR ——I(Z
FoT, WTAINETSFT—&
MTOED ¥ % 2 ) 7 1 % g | &5

The LAZVE, BHIZOWT 070 20— RO b5 1 [k
FERTEDLIBTSFF— L. [ o=t

Oy Z2INEZT AT RNAT—RA
F—huas 7y R

H RE IR

B/INIAT — R E

7 R LAk
SYSLOGH — /N — D&% &

a—4%—ID

FTPH —N— D
VIMNIZTDT Yy TTF—h
D.TSF.CONF | A DTSFT | T — X DOFiA#E TH <, BHE | 2—HF—RZAT7—F

—X BEL 2w —YF—i1tko
T, BREEFHIIRIAEINATSE
F—=&H, TOEDXF 2 F 11
MEERIEThELNRVWE SR
TSFF—4&,

33. BB

HEWEPRHIT2TOEICN T2 8EIE. UTDLEDTH D,

i, TOEOXF 2 ) 7« it 2 fahfb 2 WE D0 H S8R 27267 7Y a V&2 FETT 5H A

I—-YVzVMIIoTERINS,

Table 7 BRDEH
e | T

T.UNAUTHORIZED_ACCESS WEH L, TOEDA VX7 —A%BELU T, TOEND—H—E
T=RANT 7R (B, &, 720K . £V -
a7 TR EEE (HEFZITHIER) $508 L0,
An attacker may access (read, modify, or delete)
USER.DOCument Data or change (modify or delete) User Job
Data in the TOE through one of the TOE’ s interfaces.

Copyright© 2020 TOSHIBA TEC. All rights reserved.
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5 | T
T.TSF_COMPROMISE WEHIX, TOEDA VX7 z—A%BL T, TOENDOTSFT — &
DARIERT 72 A %H2505 LR,
An attacker may gain Unauthorized Access to TSF Data in the
TOE through one of the TOE’ s interfaces.
T.TSF_FAILURE TOED#IENFF ol T iziE. TSFORMEENIZ LT, ¥¥a VT
1 DELZF S ZIITNE LNRW,
A malfunction of the TSF may cause loss of security if the TOE is

permitted to operate.
T.UNAUTHORIZED UPDATE BF L, TOEIXARERY 72724 VA —LT5hb LN

AN
An attacker may cause the installation of unauthorized software
on the TOE.

T.NET_COMPROMISE WREF, 2y P —J@BEEX2E=ZX—-ULEVEELEZVTEIL
T, REHDT—RIZT7 72 ALED, TOEOY X2V 71 %22E
L7209 506 LR,

An attacker may access data in transit or otherwise compromise
the security of the TOE by monitoring or manipulating network
communication.

34. O X2V T 1 it
DI, EHET 20238750 x2) 57+ figt (OSP) TH 3,

341 MO X2 ) T 1 HEOwEE

MO F 2V 7« SGEHE, BREIZHTDBBICEIOWTERT 5 DIRFEAN TR, XIdEITH
HEOHFNSEL S, £X a7 4 WK GHOERZRMT 272D E N5,

Table 8 MO ¥ 2V 7 1 A DOESR

£ | T
P.AUTHORIZATION =Y —E, R R OE RS RE & FT T B RTICHER 2 N B 3 vk
DR gNE AR AN AN
Users must be authorized before performing Document
Processing and administrative functions.
P.AUDIT X2V TABET 7T T BEEINRTNERS T, £22
DES T rvarouZZME#EI N INFITT YT 1 714 ~NEES
NRFNIXR S 720,
Security-relevant activities must be audited and the log of such

actions must be protected and transmitted to an External IT
Entity.

P.COMMS_PROTECTION TOEIZ. LAN EDMD 731 2 & B & %A1 T & 2 nide 57320,
The TOE must be able to identify itself to other devices on the
LAN.

Copyright© 2020 TOSHIBA TEC. All rights reserved.

13/84



£ | T
P.STORAGE_ENCRYPTION TOEN 2 —H —XHET — X £ IEMEDTSFT — X % B 22 #i 7] 5
(ESEZNEPIVEY RAEFEVER N L — VTN, A AFET 256 . TOEZ T 6 DTN
AALDIDES BT —REW ST S L,
If the TOE stores USER.DOCument Data or Confidential TSF
Data on Field-Replaceable Nonvolatile Storage Devices, it will
encrypt such data on those devices.

P.KEY MATERIAL I—Y—XETF— X EIIMBEDTSET — X O B2 1 7] GE 70 A FH
(At & e 2H) FMEA N L =Y DO EMRDERIZES TS XD 7%, EXDH,

BT AT, G £ OMDBH S BMEIE, RIERT 72 AN
SEEINRITNIER SN, DOFDA ML =Y TN A BIZRAT
INTIEZ SR,

Cleartext keys, submasks, random numbers, or any other values
that contribute to the creation of encryption keys for
Field-Replaceable Nonvolatile Storage of USER.DOCument Data
or Confidential TSF Data must be protected from unauthorized
access and must not be stored on that storage device.

P.FAX FLOW TOEMPSTN 7 7 7 ARkgE % 24t 5 254, PSTN Y 7 7 A[EIKR &
(A & 2H) LANODMIZ 73 % £REET 5,

If the TOE provides a PSTN fax function, it will ensure separation
between the PSTN fax line and the LAN.

3.5. HIRSH

HIfRSRME, 2¥F a2 ) 74 KA F 2 ) T4 BREEEPER TH 572012, fili=-I N2 hidz
SIEWERETH B,
Table 9 RiHESM:
4 | T

APHYSICAL TOE. B UTOEMRE £ 72 13T 2 7 — X DffifE iz R > 7=l ¥ 2 V)
TAM, TORBEIZE o TREING Z L 2ET 5,
Physical security, commensurate with the value of the TOE and the data
it stores or processes, is assumed to be provided by the environment.
ANETWORK HEFERBIL, LANA VR 7 2 — AANDOHE» S DEHED T 7 & Ah 5 TOE
ZIRET L L E2HET B,

The Operational Environment is assumed to protect the TOE from

direct, public access to its LAN interface.

ATRUSTED_ADMIN TOEEHEIX, A beFa V71 > TTOEZ EH T 5 & [FHHE
NTWnWs,

TOE Administrators are trusted to administer the TOE according to site

security policies.

ATRAINED_USERS FAINFza—F =X, V1 beFa )T« EHIRS> TTOEZ T 5 &
SBEIIMEZITT W5,

Authorized Users are trained to use the TOE according to site security

policies.

Copyright© 2020 TOSHIBA TEC. All rights reserved.
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4. X2V T EHE
4.1, HEHEE Y X2V 71 WA
EAREY X 2 ) 7 4 SEFFEHI DWW T OIS % Table 101230895,

Table 10 EABEDO ¥ 2 ) 5 1 XAt

H R E 2%
OE.PHYSICAL_PROTECTION | i#fE5ild, TOE, KUOTOEARE £ 72 13T 5 7 — X Dffi
BIZRES Y X2 ) 70 284U BRI S22,
The Operational Environment shall provide physical
security, commensurate with the value of the TOE and the
data it stores or processes.
OE.NETWORK_PROTECTION | &I, LANA Y X 7 £ —ANDIBD» S DEHEDOT 7+
AMOTOEZIRH#ET 5720122y T —27%F a2 ) 7« ZHt
Ui tuid7e 5720,
The Operational Environment shall provide network

security to protect the TOE from direct, public access to its
LAN interface.

OE.ADMIN_TRUST TOEfE#& . EHEN T DHEMR 2 BEH 5 BN L 7w
AN =T k2 AVAVRAN R (I E S AP

The TOE Owner shall establish trust that Administrators
will not use their privileges for malicious purposes.
OE.USER_TRAINING TOEfiA#IE., 2=V =Y A heF¥a )T« HEHEHEL.
TR NEEFF>TWVWD Z & Z2AFEL RITniR 5720,
The TOE Owner shall ensure that Users are aware of site

security policies and have the competence to follow them.
OE.ADMIN_TRAINING TOEfA# I3, HEHEVY A ¥ )T« AR 2HgEL.
TOEZEULKFZEL, NAT — N eZ MR IRET 572012
HWEEDHA RV A% ERAT 2 N8 %2R>TW0Wbd I L Z2REL
T NIETR 570,

The TOE Owner shall ensure that Administrators are aware

of site security policies and have the competence to use
manufacturer’ s guidance to correctly configure the TOE

and protect passwords and keys accordingly.
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5.

5.1.

Extended Component Definitions

Extended component definitions are listed below.
FAU_STG_EXT Extended: External Audit Trail Storage
Family Behavior:

This family defines requirements for the TSF to ensure that secure transmission of audit data
from TOE to an External IT Entity.

Component leveling:

FAU STG EXT.1: Extended: External Audit Trail Storage }— 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel
implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:

¢ The TSF shall have the ability to configure the cryptographic functionality.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FAU_STG_EXT.1 Extended: Protected Audit Trail Storage

Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External
IT Entity using a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity which
relies on a non-TOE audit server for storage and review of audit records. The storage of these
audits records and the ability to allow the administrator to review these audit records is provided
by the Operational Environment in that case. The Common Criteria does not provide a suitable
SFR for the transmission of audit data to an External I'T Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class
with a single component.

Copyright© 2020 TOSHIBA TEC. All rights reserved.

16/84



5.2.

5.3.

FCS_CKM_EXT Extended: Cryptographic Key Management
Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially, this extended

component is intended for cryptographic key destruction.

Component leveling:

FCS_CKM_EXT.J4: Extended: Cryptographic Key Material Destruction H 4 |

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key
materials that are no longer needed are destroyed by using an approved
method.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

Rationale:

Cryptographic Key Material Destruction is to ensure the keys and key materials that are no
longer needed are destroyed by using an approved method, and the Common Criteria does not
provide a suitable SFR for the Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure,
and it is therefore placed in the FCS class with a single component.

FCS_HTTPS_EXT Extended: HTTPS selected
Family Behavior:

Components in this family define requirements for protecting remote management sessions
between the TOE and a Security Administrator. This family describes how HTTPS will be
implemented. This is a new family defined for the FCS Class.
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54.

Component leveling:

FCS_HTTPS_EXT.1 Extended: HTTPS selected — 1|

FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented according to RFC
2818 and supports TLS.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e Failure of HTTPS session establishment

FCS_HTTPS_EXT.1 Extended: HTTPS selected

Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC
2818.

FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in
FCS_TLS_EXT.1.

Rationale:

HTTPS is one of the secure communication protocols, and the Common Criteria does not
provide a suitable SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and
it is therefore placed in the FCS class with a single component.
FCS_KDF_EXT Extended: Cryptographic Key Derivation

Family Behavior:

This family specifies the means by which an intermediate key is derived from a specified set of
submasks.

Component leveling:

FCS _KDF EXT: Cryptographic Key Derivation |—| 1 |

FCS_KDF_EXT.1 Cryptographic Key Derivation requires the TSF to derive intermediate keys
from submasks using the specified hash functions.
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5.5.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FCS_KDF_EXT.1 Extended: Cryptographic Key Derivation

Hierarchical to: No other components.

Dependencies: FCS_COP.1(h) Cryptographic = Operation (for keyed-hash message
authentication),
[if selected: FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit
Generation)]

FCS_KDF_EXT.1.1 The TSF shall accept [selection: a RNG generated submask as specified in
FCS RBG _EXT. 1, a conditioned password submask, imported submask] to
derive an intermediate key, as defined in [selection: NIST SP 800-108
[selection: KDF in Counter Mode, KDF in Feedback Mode, KDF in
Double-Pipeline Iteration Mode], NIST SP 800-132], using the keyed-hash
functions specified in FCS_COP.1(h), such that the output is at least of
equivalent security strength (in number of bits) to the BEV.

Rationale:

The TSF is required to specify the means by which an intermediate key is derived from a
specified set of submasks using the specified hash functions.

This extended component protects the Data Encryption Keys using cryptographic algorithms in
the maintained key chains, and it is therefore placed in the FCS class with a single component.
FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)

Family Behavior:

This family provides the specification to be used for using multiple layers of encryption keys to
ultimately secure the protected data encrypted on the storage.

Component leveling:

FCS_KYC_EXT Key Chaining — 1]

FCS_KYC_EXT Key Chaining requires the TSF to maintain a key chain and specifies the
characteristics of that chain.
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5.6.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:
e There are no auditable events foreseen.

FCS_KYC_EXT.1 Extended: Key Chaining

Hierarchical to: No other components.

Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),
and/or
FCS_COP.1(f) Cryptographic operation (Key Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using a submask as
the BEVor DEK; intermediate keys originating from one or more
submask(s) to the BEV or DEK using the following method(s): [selection:
key wrapping as specified in FCS_COP.1(e), key combining as specified in
FCS SMC EXT.1, key encryption as specified in FCS _COP.1(f), key
derivation as specified in FCS_KDF EXT.1, key transport as specified in
FCS_COP.1(7)]] while maintaining an effective strength of [selection: 128
bits, 266 bits.

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the
characteristics of that chain. However, the Common Criteria does not provide a suitable SFR for
the management of multiple layers of encryption key to protect encrypted data.

This extended component protects the TSEF data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit Generation)
Family Behavior:

This family defines requirements for random bit generation to ensure that it is performed in
accordance with selected standards and seeded by an entropy source.

Component leveling:

FCS RBG EXT.1 Extended: Random Bit Generation H 1 |
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5.7.

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in
accordance with selected standards and seeded by an entropy source.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FCS_RBG_EXT.1 Extended: Random Bit Generation

Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in
accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A] using
[selection: Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source that
accumulates entropy from [selection: [assignment: number of
software-based sources| software-based noise source(s), [assignment:
number of hardware-based sources| hardware-based noise source(s)| with
a minimum of [selection: 128 bits, 256 bits] of entropy at least equal to the
greatest security strength, according to ISO/IEC 18031:2011 Table C.1

“Security strength table for hash functions” , of the keys and hashes that it
will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction, and the
Common Criteria does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in
the FCS class with a single component.

FCS_SMC_EXT Extended: Submask Combining

Family Behavior:

This family defines the means by which submasks are combined, if the TOE supports more than
one submask being used to derive or protect the BEV.
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5.8.

Component leveling:

FCS_SMC EXT.1 Extended: Submask Combining H 1 |

FCS_SMC_EXT.1 Submask combining requires the TSF to combine the submasks in a
predictable fashion.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FCS_SMC_EXT.1 Extended: Submask Combining

Hierarchical to: No other components.
Dependencies: FCS_COP.1(c) Cryptographic operation (Hash Algorithm)

FCS_SMC_EXT.1.1 The TSF shall combine submasks using the following method [selection:
exclusive OR (XOR), SHA-256, SHA-512] to generate an intermediary key
or BEV.

Rationale:

Submask Combining is to ensure the TSF combine the submasks in order to derive or protect the
BEV.

This extended component protects the TSF data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

FCS_TLS_EXT Extended: TLS selected
Family Behavior:

This family addresses the ability for a server and/or a client to use TLS to protect data between a
client and the server using the TLS protocol.

Component leveling:

FCS_TLS_EXT.1 Extended: TLS selected — 1|

FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as specified.
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Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e Failure of TLS session establishment

FCS_TLS_EXT.1 Extended: TLS selected

Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following protocols [selection:
TLS 1.0 (RFC 2246), TLS 1.1 (RFC 45346), TLS 1.2 (RFC 5246)] supporting
the following ciphersuites:

Mandatory Ciphersuites:
e TLS_RSA_WITH_AES_128_CBC_SHA
Optional Ciphersuites:

[selection:
e None
e TLS_RSA_WITH_AES_256_CBC_SHA
e TLS_DHE_RSA_WITH_AES_128_CBC_SHA
e TLS_DHE_RSA_WITH_AES_256_CBC_SHA
e TLS_RSA_WITH_AES_128_CBC_SHAZ256
e TLS_RSA_WITH_AES_256_CBC_SHA256
e TLS_DHE_RSA_WITH_AES_128_CBC_SHA256
e TLS_DHE_RSA_WITH_AES _256_CBC_SHA256
e TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
e TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
e TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
e TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
e TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
e TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
e TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
e TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
e TLS_ECDHE_ECDSA_WITH_AES_128 _GCM_SHA256
e TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
e TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
e TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384
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5.9.

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does not provide a
suitable SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and
it is therefore placed in the FCS class with a single component.

FDP_DSK_EXT Extended: Protection of Data on Disk

Family Behavior:

This family is to mandate the encryption of all protected data written to the storage.

Component leveling:

FDP DSK EXT.1 Extended: Protection of Data on Disk H 1 |

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to encrypt all the
Confidential TSF and User Data stored on the Field-Replaceable
Nonvolatile Storage Devices in order to avoid storing these data in
plaintext on the devices.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FDP_DSK _EXT.1 Extended: Protection of Data on Disk

Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance with
FCS_COP.1(d), use a self-encrypting Field-Replaceable Nonvolatile Storage
Device that is separately CC certified to conform to the FDE EFE cPPF| such
that any Field-Replaceable Nonvolatile Storage Device contains no
plaintext User Document Data and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user intervention.

Copyright© 2020 TOSHIBA TEC. All rights reserved.

24/84



5.10.

Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any confidential data
without user intervention, and the Common Criteria does not provide a suitable SFR for the
Protection of Data on Disk.

This extended component protects the Data on Disk, and it is therefore placed in the FDP class
with a single component.

FDP_FXS_EXT Extended: Fax Separation
Family Behavior:

This family addresses the requirements for separation between Fax PSTN line and the LAN to
which TOE is connected.

Component leveling:

FDP FXS EXT.1 Extended: Fax Separation 1|

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to create a
network bridge between a PSTN and a LAN to which TOE is connected.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FDP_FXS_EXT.1 Extended: Fax separation

Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_FXS_EXT.1.1  The TSF shall prohibit communication via the fax interface, except
transmitting or receiving User Data using fax protocols.

Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the Common Criteria does
not provide a suitable SFR for the Protection of TSF or User Data.

This extended component protects the TSF Data or User Data, and it is therefore placed in the
FDP class with a single component.
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5.12.

FIA_ PMG_EXT Extended: Password Management
Family Behavior:

This family defines requirements for the attributes of passwords used by administrative users to
ensure that strong passwords and passphrases can be chosen and maintained.

Component leveling:

FIA PMG EXT.1 Extended: Password Managemen H 1 |

FIA_PMG _EXT.1 Password management requires the TSF to support passwords with varying
composition requirements, minimum lengths, maximum lifetime, and

similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:

e There are no auditable events foreseen.

FIA_PMG _EXT.1 Extended: Password management

Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_PMG _EXT.1.1 The TSF shall provide the following password management capabilities for
User passwords:

e Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [selection: “!” , “@” , “#”,
“$7, %, AT & T (0, %), [assignment: other characters]];

e Minimum password length shall be settable by an Administrator, and have the capability
to require passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the endpoints of
communication, and the Common Criteria does not provide a suitable SFR for the Password
Management.

This extended component protects the TOE by means of password management, and it is
therefore placed in the FIA class with a single component.

FPT_KYP_EXT Extended: Protection of Key and Key Material

Family Behavior:

This family addresses the requirements for keys and key materials to be protected if and when
written to nonvolatile storage.
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5.13.

Component leveling:

FPT KYP EXT.1 Protection of key and key material 1|

FPT_KYP _EXT.1 Extended: Protection of key and key material, requires the TSF to ensure that
no plaintext key or key materials are written to nonvolatile storage.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FPT_KYP _EXT.1 Extended: Protection of Key and Key Material

Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP_EXT.1.1 The TSF shall not store plaintext keys that are part of the keychain
specified by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile
Storage Device, and not store any such plaintext key on a device that uses
the key for its encryption.

Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key material are written
to nonvolatile storage, and the Common Criteria does not provide a suitable SFR for the
protection of key and key material.

This extended component protects the TSF data, and it is therefore placed in the FPT class with
a single component.

FPT_SKP_EXT Extended: Protection of TSF Data

Family Behavior:

This family addresses the requirements for managing and protecting the TSF data, such as
cryptographic keys. This is a new family modelled as the FPT Class.

Component leveling:

FPT_SKP_EXT.| Extended: Protection of TSF Data 1|
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5.14.

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires
preventing symmetric keys from being read by any user or subject. It is the
only component of this family.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

FPT_SKP_EXT.1 Extended: Protection of TSF Data

Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and
private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are
protected securely, and the Common Criteria does not provide a suitable SFR for the protection
of such TSF data.

This extended component protects the TOE by means of strong authentication using Pre-shared
Key, and it is therefore placed in the FPT class with a single component.

FPT_TST_EXT Extended: TSF testing
Family Behavior:

This family addresses the requirements for self-testing the TSF for selected correct operation.

Component leveling:

FPT TST EXT.1 Extended: TSF testing — 1|

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up
in order to demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.
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5.15.

FPT_TST EXT.1 Extended: TSF testing

Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to
demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not
provide a suitable SFR for the TSF testing. In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a
single component.

FPT _TUD_EXT Extended: Trusted Update
Family Behavior:

This family defines requirements for the TSF to ensure that only administrators can update the
TOE firmware/software, and that such firmware/software is authentic.

Component leveling:

FPT TUD EXT.1 Extended: Trusted Update 1|

FPT _TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FPT_TUD_EXT.1 Trusted Update

Hierarchical to: No other components.

Dependencies: [FCS_COP.1(b) Cryptographic Operation (for signature generation/verification),
or
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)].

FPT_TUD_EXT.1.1  The TSF shall provide authorized administrators the ability to query the
current version of the TOE firmware/software.
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FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate
updates to TOE firmware/software.

FPT _TUD_EXT.1.3  The TSF shall provide a means to verify firmware/software updates to the
TOE using a digital signature mechanism and [selection: no other
functions] prior to installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable
SFR for the management of firmware/software. In particular, there is no SFR defined for
importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a
single component.
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6. SECURITY REQUIREMENTS
6.1. XKk
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6.2. Class FAU: Security Audit
6.2.1. FAU_GEN.1 Audit data generation

(for O.AUDIT)
Hierarchical to: No other components.
Dependencies: FPT_STM.1 Reliable time stamps

FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable

events:
a) Start-up and shutdown of the audit functions;
b) All auditable events for the not specified level of audit; and
c) All auditable events specified in Table 11, [none].

FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:

a) Date and time of the event, type of event, subject identity (if applicable), and the
outcome (success or failure) of the event; and

b) For each audit event type, based on the auditable event definitions of the
functional components included in the PP/ST, additional information specified
in Table 11, [none).

Table 11 BEEWNRER

BEENGHESR | BGESFR | i
Va7 DT FDP_ACF.1 Y a T O]
Job completion
a2 —H—FREE R FIA_UAU.1 U
Unsuccessful User authentication
a2 —H— 0 FIA_UID.1 73U
Unsuccessful User identification
B EE DR H FMT_SMF.1 72U
Use of management functions
HEDO—HTh DAY -V —TDHE | FMT_SMR.1 73U
Modification to the group of Users that
are part of a role
R D2 FE FPT_STM.1 72U
Changes to the time
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BEENRHER EHEER

Y a VLD R FTP_ITC.1, SR D HLEH
Failure to establish session FTP_TRP.1(a),
FTP_TRP.1(b)

6.2.2. FAU_GEN.Z2 User identity association

(for O.AUDIT)

Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation
FTIA_UID.1Timing of identification

FAU_GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able
to associate each auditable event with the identity of the user that caused the

event.

6.2.3. FAU_STG_EXT.1 Extended: External Audit Trail Storage

(for O.AUDIT)

Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel.

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External IT
Entity using a trusted channel according to FTP_ITC.1.

6.3. Class FCS: Cryptographic Support
6.3.1. FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)

(for O.COMMS_PROTECTION)

Hierarchical to: No other components.

Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation/
verification)
FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_CKM.1.1(a) Refinement: The TSF shall generate asymmetric cryptographic keys used for
key establishment in accordance with |

e NIST Special Publication 800-56B, “Recommendation for Pair-Wise Key Establishment
Schemes Using Integer Factorization Cryptography” for RSA-based key establishment
schemes

] and specified cryptographic key sizes equivalent to, or greater than, a
symmetric key strength of 112 bits.

6.3.2. FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)

(for O.COMMS_PROTECTION, O.STORAGE_ENCRYPTION)
Hierarchical to: No other components.
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6.3.3.

6.3.4.

Dependencies: [FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(e) Cryptographic Operation (Key Wrapping)
FCS_COP.1(f) Cryptographic operation (Key Encryption)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication)
FCS_COP.1(h) Cryptographic Operation (for keyed-hash message
authentication)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_CKM.1.1(b) Refinement: The TSF shall generate symmetric cryptographic keys using a
Random Bit Generator as specified in FCS_RBG_EXT.1 and specified
cryptographic key sizes [128 bit 256 bif] that meet the following: No Standard.

FCS_CKM.4(a) Cryptographic key destruction

(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA))

Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]

FCS_CKM.4.1(a) Refinement: The TSF shall destroy cryptographic keys in accordance with a
specified cryptographic key destruction method [

For volatile memory, the destruction shall be executed by [ powering off a devicel.

For nonvolatile storage, the destruction shall be executed by a [single] overwrite
of key data storage location consisting of /a pseudo random pattern using the
TSF’ s RBG (as specified in FCS_RBG EXT. 1)], followed by a [none]. If
read-verification of the overwritten data fails, the process shall be repeated again;
] that meets the following: [no standard).

FCS_CKM.4(b) Cryptographic key destruction

(for O.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA))

Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]

FCS_CKM.4.1(b) Refinement: The TSF shall destroy cryptographic keys in accordance with a
specified cryptographic key destruction method [

For volatile memory, the destruction shall be executed by [powering off a device].

For nonvolatile storage, the destruction shall be executed by a [three] overwrite
of key data storage location consisting of /a static pattern], followed by a [none]. If
read-verification of the overwritten data fails, the process shall be repeated again;
] that meets the following: [no standard).
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6.3.5. FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

(for O.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)

Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys
and cryptographic critical security parameters when no longer needed.

6.3.6. FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)

(for O.COMMS_PROTECTION)

Hierarchical to: No other components.

Dependencies: FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(a) Refinement: The TSF shall perform encryption and decryption in accordance
with a specified cryptographic algorithm AES operating in [ CBC modes] and
cryptographic key sizes 128-bits and 256-bits that meets the following:

e FIPS PUB 197, “Advanced Encryption Standard (AES)”
o [NIST SP 800-38A, NIST SP 800-38D)

6.3.7. FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)

(for O.UPDATE_VERIFICATION, O.COMMS_PROTECTION)
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic key generation]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(b) Refinement: The TSF shall perform cryptographic signature services in
accordance with a [RSA Digital Signature Algorithm (rDSA) with key sizes
(modulus) of [2048 bits]] that meets the following [FIPS PUB 186-4, “Digital
Signature Standard” |.

6.3.8. FCS_RBG_EXT.1(a) Extended: Cryptographic Operation (Random Bit Generation)

(for O.STORAGE_ENCRYPTION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RBG_EXT.1.1(a) The TSF shall perform all deterministic random bit generation services in
accordance with [INIST SP 800-90A] using [ Hash_DRBG (any)).

FCS_RBG_EXT.1.2(a) The deterministic RBG shall be seeded by at least one entropy source
that accumulates entropy from [/single/ hardware-based noise source(s))
with a minimum of [ 256 bits] of entropy at least equal to the greatest
security strength, according to ISO/IEC 18031:2011 Table C.1 “Security
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Strength Table for Hash Functions” , of the keys and hashes that it will
generate.

6.3.9. FCS_RBG_EXT.1(b) Extended: Cryptographic Operation (Random Bit Generation)

(for O.COMMS_PROTECTION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RBG_EXT.1.1(b) The TSF shall perform all deterministic random bit generation services in
accordance with [INIST SP 800-90A] using [ CTR_DRBG (AES)).

FCS_RBG_EXT.1.2(b) The deterministic RBG shall be seeded by at least one entropy source
that accumulates entropy from [/single/ hardware-based noise source(s)
with a minimum of [ 128bits| of entropy at least equal to the greatest
security strength, according to ISO/IEC 18031:2011 Table C.1 “Security
Strength Table for Hash Functions” , of the keys and hashes that it will
generate.

6.3.10.FCS_COP.1(c) Cryptographic operation (Hash Algorithm)

(selected in FPT_TUD_EXT.1.3, or with FCS_SNI_EXT.1.1)
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_COP.1.1(c) Refinement: The TSF shall perform cryptographic hashing services in
accordance with [SHA-1, SHA-256, SHA-384, SHA-512] that meet the following:
[ISO/IEC 10118-3:2004].

6.3.11. FCS_COP.1(f) Cryptographic operation (Key Encryption)

(selected from FCS_KYC_EXT.1.1)

Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(f) Refinement: The TSF shall perform key encryption and decryption in accordance
with a specified cryptographic algorithm AES used in [[CBC] mode] and
cryptographic key sizes [2566 bits] that meet the following: [AES as specified in
ISO /IEC 18033-3, [CBC as specified in ISO/IEC 10116).
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6.3.12. FCS_SMC_EXT.1 Extended: Submask Combining

(selected in FCS_KYC_EXT.1.1)

Hierarchical to: No other components.

Dependencies: FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
FCS_SMC_EXT.1.1 The TSF shall combine submasks using the following
method [exclusive OR (XOR)] to generate an intermediary key or BEV.

6.3.13.FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)

(selected with FCS_IPSEC_EXT.1.4)

Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(g) Refinement: The TSF shall perform keyed-hash message authentication in
accordance with a specified cryptographic algorithm HMAC-[SHA-1, SHA-256),
key size [ 160, 256]bits, and message digest sizes [ 160, 256] bits that meet the
following: FIPS PUB 198-1, "The Keyed-Hash Message Authentication Code,
and FIPS PUB 180-3, “Secure Hash Standard.”

6.3.14.FCS_COP.1(h) Cryptographic Operation (for keyed-hash message authentication)

(selected with FCS_PCC_EXT.1, FCS_KDF_EXT.1.1)

Hierarchical to: No other components.

Dependencies: FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_COP.1(c) Cryptographic operation (Hash Algorithm),
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(h) Refinement: The TSF shall perform [keyed-hash message authentication] in
accordance with [HMAC-SHA-612] and cryptographic key sizes [256] that meet
the following: [ISO/IEC 9797-2:2011, Section 7 “MAC Algorithm 2” ; ISO/IEC
10118].

6.3.15.FCS_TLS_EXT.1 Extended: TLS selected

(selected in FTP_ITC.1.1, FTP_TRP.1.1)

Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric Keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following protocols [7LS 1.2
(RFC 56246)] supporting the following ciphersuites:
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Mandatory Ciphersuites:
e TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:

|
e TLS RSA WITH AES 266 _CBC _SHA
o TLS RSA WITH AES 128 CBC SHAZ256
e TLS RSA WITH AES 266 _CBC SHA256

6.3.16.FCS_HTTPS_EXT.1 Extended: HTTPS selected

Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC
2818.

FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in
FCS_TLS_EXT.1.

6.3.17.FCS_KDF_EXT Extended: Cryptographic Key Derivation

(for O.STORAGE_ENCRYPTION)

Hierarchical to: No other components.

Dependencies: FCS_COP.1(h) Cryptographic Operation (for keyed-hash message
authentication),
[if selected: FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit
Generation)]

FCS_KDF_EXT.1.1 The TSF shall accept [a RNG generated submask as specified in
FCS _RBG EXT. 1] to derive an intermediate key, as defined in [INIST SP
800-108 [KDF in Counter Mode]|, using the keyed-hash functions specified
in FCS_COP.1(h), such that the output is at least of equivalent security
strength (in number of bits) to the BEV.

6.3.18.FCS_KYC_EXT.1 Extended: Key Chaining

(for O.STORAGE_ENCRYPTION)

Hierarchical to: No other components.

Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),
and/or FCS_COP.1(f) Cryptographic operation (Key Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [intermediate keys originating from
one or more submask(s) to the BEV or DEK using the following method(s):
[ key combining as specified in FCS_SMC _EXT. 1, key encryption as specified
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in FCS_COP.1(1), key derivation as specified in FCS_KDF_EXT. I]] while
maintaining an effective strength of [266 bits].

6.4. Class FDP: User Data Protection
6.4.1. FDP_ACC.1 Subset access control

(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1 Refinement:The TSF shall enforce the User Data Access Control SFP on subjects,
objects, and operations among subjects and objects specified in Table 12 and
Table 13.

Table 12 D.USER.DOC 7 2 + A il SFP

"Create" "Read" "Modify" "Delete"
Submit a View Modify Delete
document to Image or stored stored
Operation: | be printed Release document document
printed
output
Job owner (note 1) denied
U.ADMIN(a) denied denied
U.NORMAI(a) denied denied denied
U.ACCOUNTMANAGER denied denied denied denied
U.FAXOPERATOR denied denied denied denied
U.ADDRESSBOOKOPER . . i .
ATOR denied denied denied denied
Unauthenticated (condition 1) denied denied denied
Submit a View Modify Delete
. document scanned stored stored
Operation: . . .
for Image Image Image
scanning
Job owner (note 2)
U.ADMIN(a) denied denied
U.NORMAI(a) denied denied denied
U.ACCOUNTMANAGER denied denied denied denied
U.FAXOPERATOR denied denied denied denied
U.ADDRESSBOOKOPER . . i .
ATOR denied denied denied denied
Unauthenticated denied denied denied denied
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"Create" "Read" | "Modify" | "Delete"

Submit a View Modify Delete
document scanned stored stored
for Image or image Image
Operation: copying Release
printed
copy
output
Job owner (note 2) denied
U.ADMIN(a) denied denied
U.NORMAI(a) denied denied denied
U.ACCOUNTMANAGER denied denied denied denied
U.FAXOPERATOR denied denied denied denied
EQDRDRESSBOOKOPER denied denied denied denied
Unauthenticated denied denied denied denied
Fax send Submit a View Modify Delete
Operation: document sc"anned ‘s.'tored s'tored
to send as Image image Image
a fax
Job owner (note 2)
U.ADMIN(a) denied denied
U.NORMAI(a) denied denied denied
U.ACCOUNTMANAGER denied denied denied denied
U.FAXOPERATOR denied denied denied
}i%DRDRESSBOOKOPER denied denied denied denied
Unauthenticated denied denied denied denied
Fax receive Receive a View fax Modify Delete
fax and Image or Image of Image of
X store it Release received received
Operation: ,
printed fax fax
fax
output
Job owner (note 3) denied
U.ADMIN(a) (note 4) denied
U.NORMAL(a) (note 4) denied denied denied
U.ACCOUNTMANAGER (note 4) denied denied denied
U.FAXOPERATOR (note 4) denied
U.ADDRESSBOOKOPER ) . )
(note 4) denied denied denied
ATOR
Unauthenticated (note 4) denied denied denied
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Table 13 D.USER.JOB 7 2+ A filfdl SFP

| "Create" " | "Read" | "Modify" | "Delete"
. Create print | View print | Modify print | Cancel print
Operation: . . ,
Jjob queue / log Jjob Jjob
Job owner (note 1) denied
U.ADMIN(a) denied
U.NORMAL(a) denied denied
U.ACCOUNTMANAGER denied denied denied
U.FAXOPERATOR denied denied denied
U.ADDRESSBOOKOPER . . .
denied denied denied
ATOR
Unauthenticated denied denied denied
. Create scan View scan | Modify scan | Cancel scan
Operation: . , ,
Jjob status / log Jjob Jjob
Job owner (note 2) denied
U.ADMIN(a) denied
U.NORMAL(a) denied denied
U.ACCOUNTMANAGER denied denied denied
U.FAXOPERATOR denied denied denied
U.ADDRESSBOOKOPER . . )
denied denied denied
ATOR
Unauthenticated denied denied denied denied
. Create copy | View copy | Modify copy | Cancel copy
Operation: . . ,
Jjob status / log Jjob Jjob
Job owner (note 2)
U.ADMIN(a) denied
U.NORMAL(a) denied denied
U.ACCOUNTMANAGER denied denied denied
U.FAXOPERATOR denied denied denied
U.ADDRESSBOOKOPER . . .
denied denied denied
ATOR
Unauthenticated denied denied denied denied
. Create fax | View faxjob | Modify fax Cancel fax
Operation: . . .
send job queue / log send job send job
Job owner (note 2)
U.ADMIN(a) denied
U.NORMAL(a) denied denied
U.ACCOUNTMANAGER denied denied denied
U.FAXOPERATOR denied denied
U.ADDRESSBOOKOPER . . .
denied denied denied
ATOR
Unauthenticated denied denied denied denied
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"Create" * | “Read" | "Modify" | "Delete"
Fax receive Create fax View fax Modify tax Cancel fax
Operation: | receive job receive receive job | receive job
status / log
Fax owner (note 3) denied denied
U.ADMIN(a) (note 4) denied denied
U.NORMAL(a) (note 4) denied denied denied
U.ACCOUNTMANAGER (note 4) denied denied denied
U.FAXOPERATOR (note 4) denied denied
U.ADDRESSBOOKOPER . . .
(note 4) denied denied denied
ATOR
Unauthenticated (note 4) denied denied denied
Application note:
Condition 1: Jobs submitted by unauthenticated users must contain a credential that the TOF
can use to identify the Job Owner.
Note 1: Job Owner is identified by a credential or assigned to an authorized User as part
of the process of submitting a print or storage Job.
Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a
scan, copy, fax send, or retrieval Job.
Note 3: Job Owner of received faxes is assigned by default or configuration. Ownership of
received faxes is assigned to U FAXOPERATOR and U ADMIN role.
Note 4: PSTN faxes are received from outside of the TOEF, they are not initiated by Users

6.4.2.

of the TOF.

FDP_ACF.1 Security attribute based access control

(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to: No other components.

Dependencies: FDP_ACC.1 Subset access control

FDP_ACF.1.1

FDP_ACF.1.2

FDP_ACF.1.3

FMT_MSA.3 Static attribute initialization

Refinement: The TSF shall enforce the User Data Access Control SFP to objects
based on the following: subjects, objects, and attributes specified in Table 12
and Table 13.

Refinement: The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is allowed: rules
governing access among controlled subjects and controlled objects using
controlled operations on controlled ohjects specified in Table 12 and Table 13.

Refinement: The TSF shall explicitly authorise access of subjects to objects
based on the following additional rules: [none].
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6.4.3.

6.4.4.

6.5.

6.5.1.

6.5.2.

FDP_ACF.1.4 Refinement: The TSF shall explicitly deny access of subjects to objects based on
the following additional rules: [none].

FDP_FXS_EXT.1 Extended: Fax separation

(for O.FAX_NET_SEPARATION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface, except
transmitting or receiving User Data using fax protocols.
FDP_DSK_EXT.1 Extended: Protection of Data on Disk

(for O.STORAGE_ENCRYPTION)
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption).

FDP_DSK_EXT.1.1 The TSF shall [use a selfencrypting Field-Replaceable Nonvolatile Storage
Device that is separately CC certified to conform to the FDE EE cPH, such
that any Field-Replaceable Nonvolatile Storage Device contains no
plaintext User Document Data and no plaintext Confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user intervention.

Class FIA: Identification and Authentication
FIA_AFL.1 Authentication failure handling

(for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

FIA_AFL.1.1  The TSF shall detect when [an administrator configurable positive integer within
/1 - 30]] unsuccessful authentication attempts occur related to [the unsuccessfill
user authentication attempts of following the last successfil authentication or
clear of user account lock].

FIA_AFL.1.2  When the defined number of unsuccessful authentication attempts has been
[met|, the TSF shall [lockout each account in lockout time, UADMIN(a) and
UACCOUNTMANAGER can release a lockout account.

FIA_ATD.1 User attribute definition

(for O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_ATD.1.1  The TSF shall maintain the following list of security attributes belonging to
individual users: [ -2 —#"—ID, #&).
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6.5.3. FIA_ PMG_EXT Extended:Password Management

(for O.USER_I&A)

Hierarchical to: No other components.

Dependencies: No dependencies.

FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for
User passwords:

e Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [ 4”7, “@”, “#7, “87, “”,
“r 9“4 9”7, [refer to Table 14]);

e Minimum password length shall be settable by an Administrator, and have the capability
to require passwords of 15 characters or greater;
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6.54. FIA_ UAU.1 Timing of authentication

6.5.5.

(for O.USER_I&A)

Hierarchical to: No other components.

Dependencies: FIA_UID.1 Timing of identification

FIA_UAU.1.1  Refinement: The TSF shall allow [storing the document data from printer driver,
receive PSTN Fax data) on behalf of the user to be performed before the user is

authenticated.

FIA_UAU.1.2 The TSF shall require each user to be successfully authenticated before
allowing any other TSF-mediated actions on behalf of that user.

FIA_UAU.7 Protected authentication feedback

(for O.USER_I&A)

Hierarchical to: No other components.

Dependencies: FIA_UAU.1 Timing of authentication

FIA_UAU.7.1 The TSF shall provide only [display dummy characters| to the user while the
authentication is in progress.
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6.5.6.

6.5.7.

6.6.

6.6.1.

6.6.2.

FIA_UID.1 Timing of identification

(for O.USER_I&A and O.ADMIN_ROLES)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_UID.1.1 Refinement: The TSF shall allow [receive PSTN fax data] on behalf of the user to
be performed before the user is identified.

FIA_UID.1.2  The TSF shall require each user to be successfully identified before allowing any
other TSF-mediated actions on behalf of that user.

FIA_USB.1 User-subject binding

(for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA_ATD.1 User attribute definition

FIA_USB.1.1  The TSF shall associate the following user security attributes with subjects
acting on the behalf of that user: [-Z2—%—ID, #&Z).

FIA_USB.1.2  The TSF shall enforce the following rules on the initial association of user
security attributes with subjects acting on the behalf of users: [none].

FIA_USB.1.3  The TSF shall enforce the following rules governing changes to the user security
attributes associated with subjects acting on the behalf of users: [none|.

Class FMT: Security Management
FMT_MOF.1 Management of security functions behavior

(for O.ADMIN_ROLES)
Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MOF.1.1 The TSF shall restrict the ability to [disable, enable] the functions [Secure
Channell to U ADMIN{a).

FMT_MSA.1 Management of security attributes

(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical to: No other components.

Dependencies: FDP_ACC.1 Subset access control,
FbPIFET-Subsetinformationflowcontrot]

FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to restrict
the ability to [query, modify, delete, [create, export]| the security attributes [ =2 —
¥'—ID, &2 to [Table 1562/%).
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6.6.3.

6.6.4.

Table 15 ¥ 2V 5« @MY X b

t¥a )74 | HE | B |
a—H%—ID create, modify, query , delete, | UADMIN{a)
export
query, export UACCOUNTMANAGER
query UNORMAL,
UADDRESSBOOKOPERATOR
1—%—ID create, modity, delete UACCOUNTMANAGER
(U.ADMIN(a) % B <)
& create, modity, query, delete, | UADMIN(a)
export
query, export UACCOUNTMANAGER
query U.NORMAL
U.ADDRESSBOOKOPERATOR
el create, modify, delete UACCOUNTMANAGER
(U.ADMIN(a) % I < )

FMT_MSA.3 Static attribute initialization

(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical to: No other components.

Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT_MSA.3.1 Refinement: The TSF shall enforce the User Data Access Control SFP to provide
[restrictive] default values for security attributes that are used to enforce the
SFP.

FMT_MSA.3.2 Refinement: The TSF shall allow the [no role] to specify alternative initial values
to override the default values when an object or information is created.

FMT_MTD.1 Management of TSF data

(for O.ACCESS CONTROL)
Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to perform the specified operations
on the specified TSF Data to the roles specified in Table 16.

Table 16 TSF ¥ — X D&EH

Data | Operation | Authorised role(s)
UNORMAL D —%—/NZA 7 — | modity the owning U.NORMAL
K modify, U.ADMIN(a)
export UACCOUNTMANAGER
UADMIN(a)D L —H =X A7 — | modify, U.ADMIN(a)
N export
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Data | Operation | Authorised role(s)
UACCOUNTMANAGER ® 32— | modity, U.ADMIN(a),
P—NRAT— R export UACCOUNTMANAGER
UADDRESSBOOKOPERATOR | modify the owning
DL—H =27 — K U.ADDRESSBOOKOPERATOR

modify, U.ADMIN(a),
export UACCOUNTMANGER
a7 A4 AN AT—=ROANY bF | modify U.ADMIN(a)
HCIE
oy 277w S E modify U.ADMIN(a)
Oy o7 NENET AT MA | clear UADMIN(a),
T—RA UACCOUNTMANGER
= SN ST modify U.ADMIN(a)
H IR modify U.ADMIN{(a)
BN AT—RE modify U.ADMIN(a)
7 KL Ak create, U.ADMIN(a),
modify, UADDRESSBOOKOPERATOR
delete
SYSLOG #—/N\—D#% modify U.ADMIN{a)
FTP % — N — D& modify UADMIN(a)
V7 ozT query, UADMIN(a)
modify

6.6.5. FMT_SMF.1 Specification of Management Functions

(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL, and O.ADMIN_ROLES)
Hierarchical to: No other components.
Dependencies: No dependencies.

FMT_SMF.1.1: The TSF shall be capable of performing the following management functions:
[refer to Table 17).

Table 17 ‘& ek

SFR B B HH

FAU_GEN.1 FRINBZEMT 7T 1 T 1 1d%W | &L

FAU_GEN.2 FRINBGEHT 774 T 1013820 | RL -
FAU_STG_EXT.1 TSF (&, Wiotkuezatcd a8 0% K | U Z DHHEIT R

S TWARIT X S 7220, N

FCS_CKM.1(b) FREINBEHT 7T 4 €5 113w | 720

FCS_CKM.4(a) TRINGEHT 771 T 1138\ | 2L

FCS_CKM.4(b) FRINBGEMRT 771 T 113w | &L

FCS_CKM_EXT.4 FRINDGEHT 774 T 0138w | L

FCS_COP.1(b) FREINBEET 7T 4 €T 113w | 720

FCS_COP.1(c) FRINBEHT 7T 1 €T 13w | 720

FCS_COP.1(f) FRINDGEHT 771 €T 1135\ | 2L
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SFR | T | TR Bl
FCS_COP.1(g) FTRENGEHET 7T 4 VT 1132w | L -
FCS_COP.1(h) FTREINGEHET 7T 1T 1132\ | L
FCS_RBG_EXT.1(a) | PRINZEMT 7T 1 LT 113\ | 2L
FCS_RBG_EXT.1(b) | FPRINZEHMT 7T 1 LT 1 1Z\n | 2L
FCS_TLS_EXT.1 TRENZEHT 7T 4T 1132w | L
FCS_HTTPS_EXT.1 | PRINZEHT 771 T 1132\ | 2L
FCS_KDF_EXT.1(b) | PREINZEHT 7T 1 EF 113\ | 2L
FCS_KYC_EXT.1 FTRENGEHET 7T 4 VT 1132\ | L
FDP_ACC.1 FRINBZEMT 7T+ T 1 1d%W | &L -
FDP_ACF.1 a) HRAART 72 A £ I3ERICED | 2L JE M D F A

PEIZHbN D JEIEDEH I E X A
HIZTE R0
FDP_FXS_EXT.1 TFTREINGEHET 7T T 1132\ | L
FDP_DSK_EXT.1 TRENGEHT 7T VT 1132\ | L
FIA_AFL.1 a) R ORFEAITITXN T 2HMEDOE | 2 — 3 —FRE UL
B DE
b) FRILEBMDOERIZBVWTESNE | &L FRIEDT 73 a
T avOER VI-OEHX N
TWEHA
FIA_ATD.1 a) b LEIFIzRIh T, A | 2L Z DHeIT R
HEZI -V 2T 2EMDOEFa i AN

V71 EZERETHIENTES

FIA_PMG_EXT.1

FREINDZELT 7T 4 T 11320

NS AT — REDE
il

FIA_UAU.1

a) EELHIZ L BEET — X DEHL

R AV VRN
DG
(U.ACCOUNTMANA
GER/U.ADMIN(a)
/UNORMAL
/U.ADDRESSBOOKO
PERATOR)

by U.ADMIN(a).
cA—HF—NAT— K
DEMH
(U.ACCOUNTMANA
GER/U.NORMAL
/U.ADDRESSBOOKO
PERATOR) by
U.ACCOUNTMANAG
ER
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b) BRI 22—V -2 X BT — | "UNORMALIZ &5 H
R DEEHL =R AV SRS
R D FR
-U.ADDRESSBOOKO
PERATORIZ & % H
BOa—HINAT —
[N2k=£2:
c) A=Y NBH1IZE 51D | &L FREDT 73 =3
T aryDYANEERTLHZ L VI-EHI N
AN
FIA_UAU.7 FRINBZEMT 771 T 1132w | &L
FIA_UID.1 a) L—H—iAE RO E A—H—IDDOEH
b) FFAIEEED, HAATIZEFT I N5 | kL FIEDT 27 a
ToYavEBEHRTELA, DT VI-OEHEIN
I avIAMNEERTSI L A
FIA_USB.1 a) FAEHEEE, TNV MOV TY | 2L o x hr- 1%
7 bDEFaV T EMEEEETE EI=ANN
%
b) HFAEHEIZ, YTV bDF | L A N7z 1%
2V T BEELTETES HZ AN
FMT_MOF.1 a) TSFOMRE L I8 % JF LA | 2L FrEDT 7Y a
LEEDOITN—THEHRT LI L VI-DEHIN
AN
FMT_MSA.1 a) ¥ a VT @ HEIZHEE & | L FrEDT 7 a
FELELRE DN — T2 EHT 5T VI-DEHIN
b 720
b) ¥ a VT« E@HELIREDMHE % T QY FREDT 7Y a
SO DHAIZEHTHZ & VI-OEMEN
720
FMT_MSA.3 a) WIHAEZFE LEAEE DIV —T | 7L FISAME % 52
2EHTSHI L TE 5% ENIE
AN
b) FiEDT 7 & ARIMISFPIZN T 27 | 7L A A 1 e
7 AV MEDFF B B\ I HIBRIYEE INTHEY, ZE
ExFEHTHI L HTERW
c) ¥¥ a2V T4 @R DMEES & | L B2 AT
<7D DBIAZEHTH I & IETERN
FMT_MTD.1 a) TSFF— X L HEICHEZ RIFLE | L FIEDT 27 a
LEEN DTN —TREHTH VI-OEHEIN
AN
FMT_SMF.1 TRINGEHT 771 T 1 13\ | 2L
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SFR i G ME
FMT_SMR.1 a) REO—Hrhda—YF—DI)I— | 2L FIEDT 73 a
T OEH VI-OEMEN
72N
FPT_SKP_EXT.1 FRINBZEMT 771 T 113w | &L

FPT_STM.1 a) W DB RADAR Y TEED
EEE,
FPT_TST_EXT.1 FRINDZEET 7T 14 T 10 1d0 | &L
FPT_TUD_EXT.1 FRINGEHET 7T T 113%\» | V7 by o7 OEH
FTA_SSL.3 a) % DRMAZFIZH UL avD | 4L a—H %
MTERECIEDHAEDIET 7T 1 WCRRETER
7T dH B W DOFRFE A
b) MiEtarvoRTEELIES | kyvarRTgoa
MAENET 254 TTHET T4V | = =0T 257147
R DR E DT 7 4V M D
E
FTP_ITC.1 a) HbLYFR—brINTVNE, SEF | 2FaT7F ¥ RVEE
Y RNV EERT DT 7Y 3 v ORER
FTP_TRP.1(a) a) b LI KR—bhIhTcnhX, &E# | 2L FIEDT 7 a
NAEFRT BT 7Y a DR VI-OEHEIN
AN
FTP_TRP.1(b) a) LY K- bInTwiX, &fE8 | L FIEDT 273 a

NABREERTEZT7 7Y a v ORERK

VIDEHE N
A

-7 N L AIROEH
-SYSLOGH —/8—dD
R
‘FTPH — N— D5

6.6.6. FMT _SMR.1 Security roles

(for O.ACCESS_CONTROL, O.USER_AUTHORIZATION, and O.ADMIN_ROLES)
Hierarchical to:
Dependencies:

FMT_SMR.1.1

FMT_SMR.1.2

No other components.
FIA_UID.1 Timing of identification

6.7. Class FPT: Protection of the TSF

6.7.1.

FPT_SKP EXT.1 Extended: Protection of TSF Data

(for 0.COMMS_PROTECTION)
Hierarchical to: No other components.

Dependencies: No dependencies.

The TSF shall be able to associate users with roles.

The TSF shall maintain the roles UADMIN(a), UACCOUNTMANAGER,
U.ADDRESSBOOKOPERATOR, and UNORMAL.
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FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and
private keys.

6.7.2. FPT_STM.1 Reliable time stamps

(for O.AUDIT)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_STM.1.1 The TSF shall be able to provide reliable time stamps.

6.7.3. FPT_TST EXT.1 Extended: TSF testing

(for O.TSF_SELF_TEST)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on)
to demonstrate the correct operation of the TSF.

6.7.4. FPT_TUD_EXT.1 Extended: Trusted Update

(for O.UPDATE_VERIFICATION)

Hierarchical to: No other components.

Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).

FPT _TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the
current version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate
updates to TOE firmware/software.

FPT TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the
TOE using a digital signature mechanism and [no other functions| prior to
installing those updates.

6.7.5. FPT_KYP_EXT.1 Extended: Protection of Key and Key Material

(for O.KEY_MATERIAL)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT _KYP_EXT.1.1 Refinement: The TSF shall not store plaintext keys that are part of the
keychain specified by FCS_KYC_EXT.1 in any Field-Replaceable
Nonvolatile Storage Device.
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6.8.

Class FTA: TOE Access

6.8.1. FTA_SSL.3 TSF-initiated termination

6.9.

6.9.1.

6.9.2.

(for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: No dependencies.

FTA_SSL.3.1 The TSF shall terminate an interactive session after a [refer to Table 18).
Table 18 FIFHZEDI T 7 7 + 7RI

LV RTz—2R | A—rBms 7y b
BAE 2V 15-150 #
Web7 o 7 ¥ 5-999 7
ANNZ AN E A XEEtEw Y a vidian

Class FTP: Trusted Paths/Channels
FTP_ITC.1 Inter-TSF trusted channel

(for 0.COMMS_PROTECTION, O.AUDIT)

Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_ITC.1.1 Refinement: The TSF shall use [7LS] to provide a trusted communication
channel between itself and authorized IT entities supporting the following
capabilities: [/SYSLOG server, Ftp server, mail server]| that is logically distinct
from other communication channels and provides assured identification of its
end points and protection of the channel data from disclosure and detection of
modification of the channel data.

FTP_ITC.1.2 Refinement: The TSF shall permit the TSF, or the authorized IT entities, to initiate
communication via the trusted channel

FTP_ITC.1.3 Refinement: The TSF shall initiate communication via the trusted channel for
[SYSLOG service, FTP service, mail service).

FTP_TRP.1(a) Trusted path (for Administrators)

(for O.COMMS_PROTECTION)

Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(a) Refinement: The TSF shall use [7LS, TLS/HTTPS] to provide a trusted
communication path between itself and remote administrators that is logically
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6.9.3.

6.10.

distinct from other communication paths and provides assured identification of
its end points and protection of the communicated data from disclosure and
detection of modification of the communicated data.

FTP_TRP.1.2(a) Refinement: The TSF shall permit remote administrators to initiate
communication via the trusted path

FTP_TRP.1.3(a) Refinement: The TSF shall require the use of the trusted path for initial
administrator authentication and all remote administration actions.

FTP_TRP.1(b) Trusted path (for Non-administrators)

(for 0.COMMS_PROTECTION))

Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(b) Refinement: The TSF shall use [7LS, TLS/HTTPS] to provide a trusted
communication path between itself and remote users that is logically distinct
from other communication paths and provides assured identification of its end
points and protection of the communicated data from disclosure and detection
of modification of the communicated data.

FTP_TRP.1.2(b) Refinement: The TSF shall permit [remote users| to initiate communication via
the trusted path

FTP_TRP.1.3(b) Refinement: The TSF shall require the use of the trusted path for initial user
authentication and all remote user actions.

¥ a2V T 1 REIEEH

Table 19(Z Protection Profile for Hardcopy Devices - v1.0D & ¥ 2V 57 ¢ fREE 82 R 9, Z3E,
FMRFEL ROV DEALLIZEHZ I N TV R—% > b v MZASE_SPD.1ZEMLZEDTH 5,

Table 19 TOE &% 2 V) 5 « {REFEH:

I A RAED Y H—3 > M
¥a VT4 &=y Ml | ASE_CCL.1 AR
Security Target Evaluation Conformance claims
ASE_ECD.1 Lok v R — v bER
Extended components definition
ASE_INT.1 STHER
ST introduction
ASE_OBJ.1 HABRBEO ¥ 2 ) 7« K8
Security objectives for the
operational environment
ASE_REQ.1 FikEINztX oV 7 ¢ Eff:
Stated security requirements
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| BaE= v H—20 | BREEa v R—% ¥ bk

ASE_SPD.1 X a7 REER
Security Problem Definition
ASE_TSS.1 TOEZ LAk
TOE Summary Specification
3R ADV_FSP.1 BB REE %
Development Basic functional specification
KA R AXE AGD_OPE.1 A= —EER XV
Guidance Documents Operational user guidance
AGD_PRE.1 HEf Foioe &
Preparative procedures
T4 T A NP ER—h ALC_CMC.1 TOE®D Z ~)Vf1F
Assurance Class Labelling of the TOE
ALC_CMS.1 TOE D CM#i [
TOE CM coverage
F Ak ATE_IND.1 BN T A - A
Tests Independent testing - Conformance
e 55 MR AE AVA_VAN.1 I 55 M
Vulnerability assessment Vulnerability survey

6.11. ¥ 2V 7 « EREEIEHL

6.11.1. ¥ 2V 7 1 BEEEAE OKREFRR

TOEt ¥ 2V 7 4 BSEEZMHIZ DWW T, ASTIZ 31T B HAFMED 217 5 % Table 2012 743,
Table 20 ¥ 2V 7 1 BSREEMH DEFIESHTFER

TOE¥ %2V 5 4 CCh L UPPT ST L STTH7=LT ‘ i
HEREE M EHR X oM TWBHEENE WA WM
FAU_GEN.1 FPT_STM.1 FPT_STM.1 2L
FAU_GEN.2 FAU_GEN.1, FAU_GEN.1, 2L
FIA_UID.1 FIA_UID.1
FAU_STG_EXT.1 | FAU_GEN.1, FAU_GEN.1, 7L
FTP_ITC.1 FTP_ITC.1
FCS_CKM.1(a) [FCS_COP.1(b), or FCS_COP.1(b), 7L
FCS_COP.1(i)], FCS_CKM_EXT.4
FCS_CKM_EXT.4
FCS_CKM.1(b) [FCS_COP.1(a), or FCS_COP.1(a), 2L
FCS_COP.1(d), or FCS_COP.1(g),
FCS_COP.1(e), or FCS_CKM_EXT.4,
FCS_COP.1(f), or FCS_RBG_EXT.1(a),
FCS_COP.1(g), or FCS_RBG_EXT.1(b)
FCS_COP.1(h)],
FCS_CKM_EXT.4,
FCS_RBG_EXT.1
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TOEXFa VT«
HreE A

CCBLUPPT
BRI 0B RN

ST CHig7= L
TW B AN

ST T’z LT
W W

|

FCS_CKM.4(a) [FCS_CKM.1(a), or FCS_CKM.1(a), A9V
FCS_CKM.1(b)] FCS_CKM.1(b)
FCS_CKM.4(b) [FCS_CKM.1(a), or FCS_CKM.1(a), L
FCS_CKM.1(b)] FCS_CKM.1(b)
FCS_CKM_EXT.4 [FCS_CKM.1(a) or FCS_CKM.1(a), AV
FCS_CKM.1(b)], FCS_CKM.1(b),
FCS_CKM.4 FCS_CKM.4(a),
FCS_CKM.4(b)
[FCS_CKM.1(b)], FCS_CKM.1(b), AV
FCS_COP.1(a)
FCS_CKM_EXT .4 FCS_CKM_EXT.4
FCS_COP.1(b) [FCS_CKM.1(a)], FCS_CKM.1(a) ANV
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_COP.1(c) ANV A9V AV
FCS_CKM.1(b), FCS_CKM.1(b), AV
FCS_COP.1(f)
FCS_CKM_EXT.4 FCS_CKM_EXT.4
[FCS_CKM.1(b)], FCS_CKM.1(b), AV
FCS_COP.1(g)
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_CKM.1(b), FCS_CKM.1(b), L
FCS_COP.1(h) FCS_COP.1(c), FCS_COP.1(c),
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_SMC_EXT. 1 FCS_COP.1(c) FCS_COP.1(C) AV
FCS_RBG_EXT.1(a) | %L A A9
FCS_RBG_EXT.1(b) | %=L A AV
FCS_CKM.1(a), FCS_CKM.1(a), L
FCS_COP.1(a), FCS_COP.1(a),
FCS_COP.1(b), FCS_COP.1(b),
FCS_TLS_EXT.1
FCS_COP.1(c), FCS_COP.1(c),
FCS_COP.1(g), FCS_COP.1(g),
FCS_RBG_EXT.1 FCS_RBG_EXT.1(b)
FCS_HTTPS_EXT.1 | FCS_TLS_EXT.1 FCS_TLS_EXT.1 U
FPT_KYP EXT.1 ANV AV A9V
[FCS_COP.1(e), FCS_KDF_EXT.1,
FCS_SMC_EXT.1, FCS_SMC_EXT.1,
FCS_KYC_EXT.1 FCS_COP.1(j), FCS_COP.1(f)
FCS_KDF_EXT.1,
and/or FCS_COP.1(f)]
FCS_KDF_EXT.1 FCS_COP.1(h) FCS_COP.1(h) U
FDP_DSK_EXT.1 FCS_COP.1(d) U FCS_COP.1(d) | FDE_EE_cPP
AL 72
D CCRBREE 1

7= Bl 22 ]
R HOK S
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TOE¥ %2V 74 CCH L UPPT STCii7= L ST Tz LT | i
BERREL A BRI N TW B AN WA WRTEME
b AT X
L =Y FN
A4 A%EMFHAL
TWA7-0
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 2L
FDP_ACF.1 FDP_ACC.1, FDP_ACC.1, 72U
FMT_MSA.3 FMT_MSA.3
FDP_FXS_EXT.1 7L 2L 2L
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 7L
FIA_ATD.1 7L L 7L
FIA_PMG_EXT.1 7L 2L 7L
FIA_UAU.1 FIA_UID.1 FIA_UID.1 2L
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 L
FIA_UID.1 7L L 2L
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 7L
FMT_MOF.1 FMT_SMR.1, FMT_SMR.1, 2L
FMT_SMF.1 FMT_SMF.1
FMT_MSA.1 [FDP_ACC.1], FDP_ACC.1, 2L
FMT_SMR.1, FMT_SMR.1,
FMT_SMF.1 FMT_SMF.1
FMT_MSA.3 FMT_MSA.1, FMT_MSA.1, 2L
FMT_SMR.1 FMT_SMR.1
FMT_MTD.1 FMT_SMR.1, FMT_SMR.1, 7L
FMT_SMF.1 FMT_SMF.1
FMT_SMF.1 7L 2L 22U
FMT_SMR.1 FIA_UID.1 FIA_UID.1 2L
FPT_SKP_EXT.1 72U 7L 2L
FPT_STM.1 7L L L
FPT_TST_EXT.1 7L 2L 72U
FPT_TUD_EXT.1 | FCS_COP.1(b), FCS_COP.1(b), 72U
FCS_COP.1(c) FCS_COP.1(c)
FTA_SSL.3 7L 2L 2L
FTP_ITC.1 [FCS_IPSEC_EXT.1, or | FCS_TLS_EXT.1, 7L
FCS_TLS_EXT.1, or FCS_HTTPS_EXT.1
FCS_SSH_EXT.1, or
FCS_HTTPS_EXT.1]
FTP_TRP.1(a) [FCS_IPSEC_EXT.1, or | FCS_TLS_EXT.1, 2L
FCS_TLS_EXT.1, or FCS_HTTPS_EXT.1
FCS_SSH_EXT.1, or
FCS_HTTPS_EXT.1]
FTP_TRP.1(b) [FCS_IPSEC_EXT.1, or | FCS_TLS_EXT.1, 2L
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TOEtFXaV 7+« CCH & U'PPT STTHi7z L STTHE= LT
BERRE M BRI h D HREH T3 KEFHE WV
FCS_TLS_EXT.1, or FCS_HTTPS_EXT.1
FCS_SSH_EXT.1, or
FCS_HTTPS_EXT.1

|

6.11.2. ¥ 2V 7 1 (R EAAEH

INSDXF )T« RFFEMZ RIS ZMILE, BUNBOEF 1) T4 R—AF1 VBB EEDHEI N
LB RIVZEDWTWS Z e, TOEZHITH#EAREO X 2 ) T4 AN TH 0, »DOTOEHEH
DIfEIZZRE>TWELERERINTVWEI L THS, STOHLWEEIAIHIEAT 7T 1T 1Tt F
2 ) T o R R T B 7 O OISR HIHEIZ O W T DRED A XV A%t T 2 - HI T
W5,
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7.1.

TOEEMN MR (TOE Summary Specification)
ARETIE, TOEXFaFx 2V 71 RE (TSF) OERNLARZFART 2,

BE

AR 2 9 AFAUD EEIZ B9 2 EH Rk %2 Glid 5 5,

FAU_GEN.1

TOE &, BiBEA RNV IR EL L SICHEER 7 2FERL, BEO S 7 7 A VIZEERT 5, 2t kD

FAU_GEN.1 2B L TW5,
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A —YaTDKT VaTdiaH | kM. F IR
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a—H—
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R DA BHEEIT-o7- | Bk
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R DT R DI IE BHEELT-72 | B
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Yy a VSO | TLS kw3 VIO | 7L |8 N = e

TOE l&, Bi&EI NS A XY MIBFOT—X ZBHT 5,

-« H AP/ TT—/4 XY MPFE LI
s Ayk—U AR NOHNEEHATLHXE (Y a VEBROEGEIX, KROBHS F£R)

- I —O—F: AXRVPMIOA-RFELTEZRIN, 4D 16 EHTEREINEX T,
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s TNV UR—=RSAN— s T NERIZHT B VR T — R

- ZFOM RS VALY F, PSIN T 7 VAL VR T 2 — A

FAU_STG_EXT.1

U.ADMIN(a)l% TopAccess DEHELED S, SYSLOG ¥ —N—%BkTEH —N—2 UL THETE
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TOE l&. B INEEET — X2 THEHA ML —VF NS ZIEAFEL, S8E 71 b a)L TLS1.2 % {#
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Xy rus 5000 M4, 777 AOREEMEE - 5,000 . 7 7 7 ADZGEMEE K : 5,000 /% £F
FCE&ES, %4007 DERKLEHEPHERIZR - 255, {4007 0Kb i WERT — X2 HIRE
FTLVWEET X2/ 77528 TE5,

WEBA b L=V EE -2 ToEE T 7%, UADMIN(a)Z BB T2Z e nTE, Zofio
—¥—lk, BEOY a 7u s USRI\ T 72 Az 7> T\ 5,

(F83#3 5 TSFI]
s BERIOV B gAY A=A, A=, DATZATIE—, AF YV, DATZAARATY V.
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7.2.

5% R— b
LARIZ 2 9 AFCSOEMZ BT 2 Bk Z2Flik§ 5,

FCS_CKM.1(a)

TOEZ, TLS#A5 DY — N —FEHEIC W 2 IEXIFRIE S8t & L T, NIST SP 800-56B,Revision 1D
6.3.1.3 i 12 Fd # D rsakpgl-crt F XN CTRSA#E X7 2 £k 3 5, $# O 4£ Kz #iH 3 % 6L & 1%
FCS_RBG_EXT.1(b)iZf\, CTR_DRBG(AES-256) T4 T 5, LS Nz AB#EE2 &L —N—3F
WHE U — N—REHIE, HOESLN 71 TS b TiREEI N5,

7B, TOEIX, ATSFIZEAL. TOERIA DILRPHCD-PPIZELHE D 2 W EH L, H 25 W FiFrR S v
RIS % ATV,

AREMZBIT B TSFLIE, U NIZRTED TH 5,

(B4:# 3" 5 TSFI]
+ TopAccess : EHHIH KT

FCS_CKM.1(b)

TSFiE., TLSHEED X TP T —Y 3 /IZBEWT, @EHDOE Y ¥ a VL HMACO#E EKT 5, v
Va v EHMACO#IE, =N - 25347V MNEATHERAETIEE» S EHI NS, GLEIZ
FCS_RBG_EXT.1(b)(Zft\», CTR_DRBG(AES-256) THA KT 5, &DI/NT A — X%, ?R'éht
Cipher SuiteiZ &> T, BANIZRTED TH 5,

oty a
WET— X 25T 2DIICHA S, ERX NzCipher Suitell K> T, #HT LS T7)LTY
ALEBOEINRR L, BTNV TY) ZLIZAES-CBCZHHL, v ¥ a v OEX13128bit
& 256bitANERT E 5,

® HMACO
BEHEEE D 72 O O HEHLELE % (PRF) f‘:JJ'é — R EWREET B72DD2ODHRTHbLN S, B
RHAOHL256 Yy N EROMACHEZ LRk L, 7 — X MEEH O# T X Cipher SuitelZf¢ - 7 #E T4
K9 5,

Iho Dk, fHFEEXAE Y NIFEL, BEBCHESN S,

(B8589 5 TSFI]
- FTP_ITC_EXT.1, FTP_TRP.1(a)¥ & ' FTP_TRP.1(b)® TSFI IZ#£:4"%

TSFIZ, TOEDZEIZY » # 2 BBz, FCS_RBG_EXT.1(a)iZf\W"Hash_ DRBG(SHA-512) T JiEi - §
BEMT S, £72, TSFIZZ OB, BEEHHE% 012, FCS_KDF_EXT.1 2 FCS_SMC_EXT.1iZfit > T,
HORS{E R T4 7282 N OMFPZRIET 572124 5 R A b IBiE#266bit2 BT 5, b, KA

NERAEHE A (RET A -0 HINEF Yy LY a— Rk, AERS/INZ4 7 (JCMVPRIEE S :
F0022) DELBERBEEEIZ X D BRI N-GlBuZ X D I3,

(BH5# 3 5 TSFI)
- BE SRV - BIFF— (TOE ZREZOYEIEENIZES)
« FOM: A1 VA1 v F (TOE HEFZDOWHEENIZE )
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FCS_CKM_EXT.4/FCS_CKM.4(a)
TSFAME S LR DK OBEVIX, AL - ZHFIZHEI NS,

® H OG5t R T4 TDhRA bR
MFPODBEERFIZ, RELRHEE U Thbh, BPREINTWSHHE%Z, FCS_RBG_EXT.1(a)lz &
% S E R CHash_DRBG (SHA-512)% FIW/z 8T EEHE 5 Z LIT K DHET 5,
ABEMIZBT BATSFLIZ, ANIZRTHED TH B,

(Bd3# 9~ 5 TSFI)
- BAE SOV B — (HDD #{E524742 0 #) [ F) ik )
- ZOM: A VA1 v F (HDD #IH{LIFEFT D) [ EEH )

o FE g, hff](FCS_KDF_EXT.1DH JifH), FA MRGEEHE, FyL v Ya—F, VARV RAO—
R, SEEHDOX Y ¥ 3 VKR O HMACO #
HRMEA Y NIZEFE L, BEErcHEEI NS,

(E5# 9 5 TSFI)
- BERRIL B —
- FOfh A VALY F

FCS_CKM_EXT.4/FCS_CKM.4(b)
TSFAHE S LU O#IE, REE 745 HRIZEEI 1D,

® Y — N — DR
Y—N—OWEH#IT, ACKS{LF 74 7ORERMEA P L -V NICKS LI N TREES S, E
AR EHE 5 L WIEAE 2 A K3 2 5810, AEREE UTRbh, #PRES LT 25
%, [FEOMT3E EEET S, £/, HEMEAT ) IEFEI N TV SHIE, BECHEINS,
AREIZET ATSFIE, ARITRT @D TH D,

(489~ 5 TSFI)

- TopAccess : EHEHE
< ERES ROV B —

- ZOM: A VAL T

FCS_COP.1(a)

TSFix. FTP_ITC.1. FTP_TRP.1(a) % O'FTP_TRP.1(b)IZ B I B @E T — X F#& D 7= H 12,
FCS_CKM.1(b)iZ & 0 4ER% U 72 128bit & 72 1£256bitD i S8t & FIPS PUB197IZ#HL3 % AESH; 5 7 )V
Y XL %NIST SP 800-38AIZHEHLT 2CBCE— NTEMESE S Z L I2 &0 #FT — RDOEF S LD
52115,
AREAIZET B TSFLIE, AFISRTEY TH D,
(BY:# 3 5 TSFI]
+ FTP_ITC.1, FTP_TRP.1(a), FTP_TRP.1(b)® TSFI (Z#73 5
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FCS_COP.1(b)

TSFiZ, HEgeaFHEERIZB T 2B44 5k, FTP_ITC.11Z & %% — N—FFiE K O'FPT_TUD_EXT.1(Z
277 =277 Y 7T — MRELIZBEWT, FIPS PUB 186-41Z #{i%E & 117z Digital Signature
Standard(Z¥EHL U 72 JEEA32048bitDRSAT ¥ X IIVEL 7 )LV X L (rDSA) % #H 3 %, TSFIX, s
AEHEAERRIZ B B B B R OV — N —GEHE OMGE TIERSASSA-PKCS1vl 5%, 77 —LY =7
7w 7T — MREETIERSASSA-PSSE W5, 72, iEHEZFDOMEMKIFFCS_CKM.1(a)iZ & b A2l T 7z
RSA#t % T 5,

AREMIZBIT BDTSFLIE, AFIZRTED TH 5,

(BH3#E 3 A2 TSFI)
« FTP_ITC.1 8 X' FPT_TUD_EXT.1 @ TSFIL IZ#7 5%
- TopAccess : &EHE#H

FCS_RBG_EXT.1(a)

TSFiZ, TOED X b L —VHEEALD 72 DR A N BGEHRD A 72 o CITEBEICH /2> T, TV FRE—
i X ODRBGZ HWTEE 24K T 5, ZDDRBGIX, NIST SP 800-90AZf¢ - THash_DRBG
(SHA-512) 2 HWTHELE 2 EKT S, T b =KX, —DDON—FTzTR=AIZLB /1 XF%
& A, ISO/IEC 18031:2011 Table C.1 “Security Strength Table for Hash Functions” (Z# - T 256bit
DTV b —%g/NREFOEntropy Inputz, > k1 E—J§i2 5DRBGIZH 1T %, / 4 ZJHIETOE
DSoC (Intel Atom 7 H ¥ v #—E3825) BT 5/N— RV =7 DOESEMHT 5, /1 XFEH»5DH
J1E. SoOCH®DRBGD ¥ — RIZHW S 41, NIST SP 800-90ADCTR_DRBG(AES)IZ ¢ - 7z JLEE % 17
> CRDRAND@ & CTH &5, /1 XEiE, 1bith 7= 0.6bitBh EOF/NT Y b —2&GHZ &0
[Rambus 2012]D kA 599> THH, RDRAND@ L/ 1 RJ{EH1 S5 D256y hT> hpt¥—on
V= RTHfbE Nz F 2 ) FrEE128Y Y FDODRBGOH /1 TH %S, RDRANDM471X128bit%
S1MESH AT 5 EESHS ) Y= RENAEETHEDT, T2 ba¥—J{E2#HET brmmgdT —€ > 7
ot 2 LiRDRANDﬁ‘E%'C“HM%b 72128'512=65,536bit=8,192byte # AES-CBC-MACHLHE T 16byte(Z
JEMiS 5 Z & T, 16byteZ & 12— R EZ Z2RDRANDM A H 2L L, mgdD2,500byted 32D
Ny T 7IZIEE 70Ty b 1:—0)7—51 —IFAICERET S, ZOTSFAHiHE NS & &, Linux
PRNGH32048bitA EO = > b ¥ — %2 REFT HREIZATA—XEZRESINTVWELDT, TSFO
Hash_DRBG(SHA-512)%'Linux PRNG® /dev/urandomi 172 5 FiAa i §128byted 57— X IXIEIX 7
NIy haE—DRELHET S, ZD128byte® > 5 96byteD %) % Entropy Input® Nonce L,
Hash_DRBG(SHA-512)D ¥ — K& U THEART 5,

TSFDBAFE# IZNIST SPS00-90BO6Hi DN NT > b a ¥ —RiEE 012 &k b, TOEDEESA: O HiPH T,
/dev/urandomH 1 A38bitdH 7= 0 5. 7bitbA EDR/NT Y bV —2 50 2 2 2R Lz, 7Ty ho Y
— T\ e BEIZZRES > TH, NIST SPS00-90BD 3.1 58z fit > 7z > b ¥ —&ED F R IZ &
v, /dev/urandom{{ 71D 9I6byteD ¥ v hF[121%547.2 (=96*8'5.7/8)bitd =Y hu ¥ —2EFENhd L
HEST 5, ZOE Y Mil%ZEntropy Input® Nonce& U, Hash_DRBG(SHA-512)iZ Y — Nl & 459
LHIZ& D, FCS_RGB_EXT.1(a)ZEEL T\ 5,

(8349 5 TSFI]
- BE SRV EBIEX— (TOE ZRERZOYREENIZES)
 FOM AL VAL v F (TOE BB OYEEENIZIR )
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7.3.

FCS_RBG_EXT.1(b)

TSFi%., FTP_ITC.1, FTP_TRP.1(a) X O'FTP_TRP.1(b)iZ B} 3385 T — X {£# D=, TLSEEFE D
—N—PBER R S CICTLSIEED X TV T —Y a Y ORIZ, T baE¥—ikB L UDRBGZ MW THLE
KT 5, ZODRBGIE, NIST SP 800-90AIZ%¢ > TCTR_DRBG (AES)% HWCELE Z LK T 5,
Z ® CTR_DRBG(AES) iZderivation function% {4 57-%. > — N#fkl & U CTEntropy Input&
NonceZ 9%, T hab—Jil, —DDON=KD 2T R=ZI2&L% /1 XJi%EEHA, ISO/IEC
18031:2011 Table C.1 “Security Strength Table for Hash Functions” (Zf>CT128bito > ha Y
— % /N F D Entropy Input & 64bitdd T > b B ¥ —ZF/NEFDONoncez, T¥ hrE—JHn 5
DRBGIZH /19 %, /4 XJFEIFTOEDSoC (Intel Atom 7 B+t v #—E3825) AN S N— K z7
DESZEMHT S, /A4 X FE1SDHNIE, SOCHDDRBGD ¥ — RIZHWS L, NIST SP 800-90AD
CTR_DRBG(AES)IZft o 72 L % 17> TRDRANDMm S CTH I I N5, /4 AJEI%, 1bitd 7z b 0.5bit
UEoR/NTY bab¥—%2&8 2 A Rambus 2012]DE5E 5 595> TH O, RDRANDM4 X/ 1
P H6D256Ey by hp—0Y— Tt nzteFa) 7+ #E1288 Y N ODRBGO H}
J1T®H %, RDRANDAn13128bitZ b1 MEDHII T2 LESHH Y ¥ — RINb{AKTHLDT, TV
b Y —FHAE2HEKT 2mgdTr — €Y 70+ A XZRDRAND iy & T WU & LU %=
128'512=65,536bit=8,192byte # AES-CBC-MACHLHL T16bytelZ JEffET 5 Z & T, 16byteZ & 12> —
R %72 2RDRANDA A 1 2 EE L, tmgdd2,500byteD3 DDy 7 7 (ZIZIE7 VT haE—0D
F— & % —HEIZER T %, mgd» 5 Linux PRNGIZAEZR T Y b =210t T h b O T, TSF
2’ Linux PRNG® /dev/randomH J15 & 5iAH 3732byte D F— X IZIFIEF 7 VT ha E—DIRRE L HE
ET 5,

TSFDEAFE# IZNIST SPS00-90BDO6HiDF/NT > b a ¥ — RfES 012 & b, TOEDEESA: D i T,
/dev/randomt 1 A38bitdh 7= O 5.7bitPh FOT/NT Y bV —2&5L 2 L 2R Lz, 7LV hat
— TR\ e EFHIZAES > TH, NIST SPS00-90BD3.1.581Zfit - 7z > b 1 ¥ — & FRFHIGIZ &
v, /dev/randomHi 1 D32byteD 'y hAIZ1£182.4(=32"8*5.7/8)bitD T hn ¥ =& b L it
ET 5, TOE Y FZNIST SPS00-90BT\ 9 conditioning component® 1% & % 1 5 OpenSSLELEX
IZAJI U, OpenSSLELED 71D 320bit& 160bitD 220D ¥y Mz ZFNnFhTy b —JH1r s HN
3%, NIST SP800-90BM3.1.5.2fi & 6£fiiz £ b, Z Dconditioning component® i JD ¥ v ~F[id %
NZN128bitk 64bitd T O ¥ —Z&F/NERD & #iE T 5, ZDE Y M4il%Entropy Input ¥ Nonce
& L. CTR_DRBG(AES)IZY — Nz f#rd 5FHI12 L D, FCS_RGB_EXT.1(b)Z%EBLL T\ 5,

(BH5# 3 % TSFI)
- FTP_TRP.1(a). FTP_TRP.1(b)H &' FTP_ITC.1 ® TSFI IZ#:3° %

APV —=UREE (A& BEER)
BURIZ ST & i HEEBIZ B 2 B2 ik 4 5,
FPT KYP EXT.1
A TOE TFCS_KYC EXT.1 128 28F o1 V2R TA28IILUTOLEOTH S,
© [ g

FCS_RBG_EXT.1 IZf\, Hash DRBG(SHA-512)Z HHWTHK I N5 256bit DELETH D,
PEA ML =VITRFE NG,
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o Hifift (FCS_KDF_EXT.1D H\ J14f)
FCS_KDF_EXT.1 IZft\ Vs g S X N5 256bit ODFETH O, HRUERA ML —JITiEE L
5,

® KA bRk

FCS_SMC_EXT.1 (Zf\» 256bit @ 1§ (FCS_KDF_EXT.1 O H fif) & 256bit DfE & % XOR L7z
iz R A MERGEH L UCHiHT 5, 2R MFEERIE, R P L —U B KO FROM IR £ 1
%, 7B, FROM [ZBIHIZZ AR AT BRI A FHFEMEA b L=V TH B,

®FvLrvYa—N

HOEES/{ R4 JI28 1 BELBUERBRE 2 VW THER X NS 256bit DELETH b IERMEA ML —
IR FE N5,

@ L ARV AIA—NR

FrlvYa— RuEEEE LT, FCS_COP.1(ficft\, AES-CBC i2 & b /R A& haFf % i 21k
THBEOE T LI N/ZMETH O, FHEEA N L —VITRfEI NS,

FCS_KYC_EXT.1
® KA N EREEHED A B

£3. FCS_KDF_EXT.1 (Zft\, #ES s o piiE 2 8 d 4 5, #EH#IX, FCS_RBG_EXT.1(a)
2\ Hash_DRBG(SHA-512) % FHHWTA kI 115 256bit DELTH 5, T OFEHFIZN L T,
PC&KmtmqlfﬁiéﬂtKDF@M@ﬁﬁbm i EH X 5, FCS_COP.1(h)Tldt ¥
2 ) 7 1 GRED 256bit AR5 & 512, HMAC-SHA-512 Z3&R L T\ 5, ZOELEIX. DRBG
ZHART Y b u Y — & (256bit L) S X SN TERI NI TH S,

Iz, FCS_SMC_EXT.1 IZf\>, Hrififlfity 256bit Dfi & % XOR U7=ffi% &~ A b iRib#e U CHif S
5,

@ F¥ L UILARYRAR

FrlLrYa—RiE HOEBE NI 1 71281 2 ELBUERBEEEZ W TAER S 5 256bit DELET
Hb, ZOF¥LrYa—Nik, HORSERN I TLE VAT LAGRIHERK IR EI NG, VAT L
HIHER T, FyLryYa—RKE2RESHE LT, FCS_COP.1(HIZfiE\W, AES-CBCIZX b & A Mk
AR ST 5, ZORSILUZEIX, 266bit DLV AR AT =R LT, AT LIS S
HOBS{E R4 7Tk ES NS, ATOE OEF o1 VIZBIF5 BEVIZ, ZOLV ARV AI—KT
b5,

PLEIZED, #F oA v DORBPEIZT 2656bit L EDOEF 2 ) F 4 BELHEERLTVWS
(B89 5 TSFI]

- BRER ROV IR —
C FOM o AL AL YT

FDP_DSK_EXT.1

TSF %, HAKS/L NI 17 (JCMVP L& S : F0022) IZMAEZET —X B L MED TSF 7 —X %
RETHILIZED, ZhoDTF—R 25T 5, TOEREEL TLHC MFP X HEKS/L R T4 7
IZAHRA MR RIS 5, TDERR Mhnﬁo’@i BIFEE) Z 212, TOE DA S{L N1 THT R
T LN 2 FRRET B -0 I I NG, FRAEICERIIT 5L, HEES{L N4 TADT—2DHFEE
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7.4.

ABPERNCZD, HEERAAET—RFHHTH SIS, %25, TOE BFHTLHAK SN A
DRI I, BEFE I NRWEED R < FIFET — 2 3a TSI g7z n s,

(8343 5 TSFI]
- FDP_ACC.1. FDP_ACF.1 8 X' FMT SMF.1 @ TSFI IZ#:4° 3,

A ML —=UREE GEREH)
BURIZA ML=Vl EAETEIR U 7284 D.412 B89 2 BRIk %2 Sl 3 5,
FCS_COP.1(f)

TSFTI&, BIREBDOEIZHCK SN T 14 THOTLEERBEEEIC & b BRI 28iLE (AF, Fv L
vV aA—REWFRTS) 2, RA MR AER S S LT, AES-CBCTH;5{kd 5, ZOF vy L rya
— RS b X Nz fElx, TOEOHCKSIE R T4 705 ¥ AT LAFIHERISEE S NS, ¥ AT L]
IR TIE, FrLryya— Fe2gREsS{biEe UTHY, FA MG %Z AES-CBCIZ & W G 5{LT 5,
DR A N IRIFEEDIE 5L S AR, TOED Y 2T LAY S B SL R 51 TIT%EE N5,

(BH:# 4 5 TSFI]

s BES RV BIEY—
- FOfh AL VALY F

FCS_KDF_EXT.1

TSF (. FCS_RBG_EXT.1(a)iz it ELECE 8248 Hash DRBG(SHA-512) Gk U 7= 5L A ¥ 7= 2
2 & L, NIST SP800-108 @ KDF in Counter Mode (Z ¥l U 7z /575 T, FCS_COP(h).1 (Z W Af N
vy aBEAWT, R ERET 5,

(BH5# 3 5 TSFI])
- BE SRV EBIEX— (TOE &ZE# O RIEENIZES)
- FOfh: A1 VA4 wF (TOE HEHOYEALENIIRS)

FCS_SMC_EXT.1

TSFTIX, FCS_KDF_EXT.11Z & h A 7= dfljft & 256bitDfEi & DXORL 7=z H 19 5, Z DA
d. AAMNREHEE LTSNS,

(BH5# 3 5 TSFI]
s BES RV BIEF— (TOE RBEBZOYRIEENIZES)
- FOfh s A1V AA wF (TOE HEBEHOYEALENZIRS)

FCS_COP.1(h)

TSF 1%, S HIH D S hfffE 2 83 280, FCS_KDF_EXT.1 O#tff Ny ¥ a A vt —VBBOGHE
12, ISO/IEC 9797-2:2011, Section 7 “MAC Algorithm 2” ; ISO/IEC 10118 (Z¥#L U 7=
HMAC-SHA-512 %2 ffifi 9 %, HMAC D#tE 1% 256bit, /v ¥ 2 B8I% SHA-512, 71 v 27 EiX 512bit,
HAEhsd MAC KX 512bit TH 5,

(BH5# 3 5 TSFI]
- BE SRV EBIEF— (TOE &ZE#ZOYRIEENIZES)
- FOfh: A1 VA4 wF (TOE HEHOYEALENZIRS)
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75. BEDORE (GEIREM)
DAFIZ IR EED 202 B3 2 ke 2 20h 4 3,
FCS_TLS_EXT.1

TSF &, FTP_ITC.1 IZ/R 9 &ffi Y — /N — & Di@(5 K O FTP_TRP.1(a)/FTP_TRP.1(b)IZ/RT 7 T 1 T~
kN PC & DEEIZBWT, TLS i@fE 2 YR — b3 5, TSF 238K — 35 TLS ilif51% TLS1.2(RFC 5246)

VC“%%O

TLS_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128_CBC_SHAZ256
TLS_RSA_WITH_AES_256_CBC_SHAZ256

TSFA 2 547 > NPCLWET BIEEDEME

TSFix., FCS_RBG_EXT.1(b) % U*FCS_CKM.1(a)iZf\ >, TLSH#E(ZE TH WS RSAD B — /N —Fik

BB X ONFE 43 5, FCS_COP.1(b) X U'FCS_COP.1(c)IZfEVy, T DFBEHE L Ny

Va7V IT) A LEHWTY —NN—GFHEDEA/ Z EKT 5,

MEOIIT — X2 LET 2 HFEITO@ED TH 5,

STSF &, Y= N—DOWMEHEHNT, 7747 > b PCRoXSNTE RSA ABHHETHE
FENTVWEMBOLLEZE ST 5, FCS_COP.1(c) % U FCS_COP.1(g)IZfit\, A v+t
— VRREED 72 DHERF Ny > ¥ Z(HMAC) % -V T, M O FELED S BLELEEIEL (PRF)
ZELU TRy Y a v HMAC O# % ERKT 5,

TSEA, JBET — X DS R OMGEEE § 5 HIEIZINDEY TH 5,

< TSF 1%, FCS_COP.1(c)% 0" FCS_COP.1(g)izft\», HMAC D% HWT, @ETF— XD
WEMGEEZ 1T,

<TSF I¥. FCS_COP.1(a)lzfit\ ., AES-CBC €— RCHlET — X OIS AKTEE 2475,

(F83# 9 5 TSFI]
- FTP_TRP.1(a). FTP_TRP.1(b)® TSFI I2#:9°3

TSER &Y — N — & DEEZ1T 5 HEDHEE

TSFD, &Y —N=D 5RO NTE LY —N—GEHEDT VX NVELEZWGES 5 HIEEFEIF
DB TH 5B,

< TSF I%. FCS_COP.1(c)Izft\ ¥ — N—FE BB D 7zdb DNy & 2 fli% 31H T 5,

< TSF l&. FCS_COP.1(b)iZft 5 RSA BAMGEIZ X 0 ¥ —N—FEHED TV RIVELEH S
U, BIFEOY — N —FEHEMRGED 72D DNy ¥ afi & iR s 2 Z & TY — N —FEHE O W gL
BEEZEAT D,

MEDELI T — X %2 G T 2 HIEIXLATO@ED TH 5,

< TSF (&, v ¥ a Ve HMAC O % L9 %728, FCS_RBG_EXT.1(b)IZf > THE D
e s %,

$TSF . BFEY —N=05k5NT &7 RSA DY —N—RF#EEZ AT, WBEOILEZE N
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b3 %, FCS_COP.1(c) XU FCS_COP.1(g)iZft\\N, A vt — VA D 7= DA Ny &
¥ 7 (HMAC) % FI\W T, B DOELED S SBEELBEI S 2 @ U Tk v > a v 8° HMAC O##
ST 5,

o TSFH, #BET— X DML R OB Z S 2 HIERUFOED TH 5.
&TSF 3. FCS_COP.1(c)% U FCS_COP.1(g)izft\ . HMAC O#t% VT, @EF—X D
WEMGEEZ1T S,
4 TSF iZ. FCS_COP.1(a)iZfit\ . AES-CBC E— K THEF — R DG EAL R OEE 2175,

(BH5# 3 5 TSFI)
- FTP_ITC.1 ® TSFI iz#:3 3%

TSFA 2 547 > NPCLIPPSZ W CHET A4 OEE

e TSFIX, FCS_RBG_EXT.1(b) % TU'FCS_CKM.1(a)lZfit\>, TLSiESE THW B RSAD Y — N —Fi
BB X OARBEZE 4K T 5, FCS_COP.1(b) K U'FCS_COP.1(c)IZfEV, T DR L Ny
Va7V IT) A LEHWTY —N—iFHEDEX/ZERT 5,

o TSFiX, 4 —N—DMEFEEZHNT, 27147 Y FPCHrHESLNT EZRSARFIHE TR S(LX
NTWBEOHL A ST 5, FCS_COP.1(c) R U'FCS_COP.1(g)IZfEV, A v & — VT
D7D DHERF Ny > v 7 (HMAC) % FIW T, BB OELE» SEUELBE R Z B TRy v a v

HXHMACOD# % A 5T 5.
e TSFIX, FCS_COP.1(c) X U'FCS_COP.1(g)iZf¢\ ., HMACOD#A H\NT, #@EF — & Dl
Wt a4,
e TSFiX., FCS_COP.1(a)izf\ , AES-CBCE— K Tlfg 7 — X DI S{L RO E S %2175,
(BH:# 4 5 TSFI]

s TV UR—=RIAN— T MERIZHT AR T — A

FCS_HTTPS_EXT.1

TOE & V) E&— MHE L 2 BEHEAE A ZMEIT 572012, RFC2818 IZ#& L7 HTTPS 71 ko
NAEFEELTWDS, /2. FCS_TLS_EXT.1 THEZ Nz TLS 71 b a2 %\ HTTPS &z % " fig
123 BHIZ LD FCS_HTTPS _EXT.1 #FEHL T\W\W5,

(B8:# ¢ 5 TSFI]
- TopAccess: HZ AV, YaTAT—RA, THAU VM, —¥—EFHll HHEDRE

FCS_COP.1(g)

TSFIZ. TLSIEEIZS W TMEOIHE» Sy ¥ a VX HMACO#E % T 5 72 8 O #ALEL I
(PRF) (ZffifiE N3, %72, TSFRTLSHEMEIZBWTHEET — X DRERIEZ T 5O HENn 5,
FIPS PUB 198-1, [The Keyed-Hash Message Authentication Code] . & O'FIPSPUB 180-3. Secure
Hash Standard] %729 A v & — YV EKUTEEMH160bitOHMAC-SHA-1, X vt —YEKCEEN
256bitdO HMAC-SHA256IZH > TN Ny 2 A v v —VIFIZET I NS, TOBIZMEHI NS AN
v ¥ a L. FCS_COP.1(c)izft>TWwWb, ZhiZ& b, FCS_COP.1(g)lxFEHI N5,

(B5# 4 % TSFI]
- FTP_TRP.1(a). FTP_TRP.1(b)# &' FTP_ITC.1 & TSFI Iz #:3"3
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7.6.

7.7.

BEET Y 75— b GBIREH)
DUNITEIREMD.3IT BT 2 Bk 2 ik 9 5,
FCS_COP.1(c)

TSFiX, FPT TUD_EXT. 1B 77—z T7 DT v TTF— b OBIZT 77— = 7 DEEMZKR
AT BDIT, Ty —L T TR TV RIVEBLRLTMNITSNG,

Z DG F Ny v 2B, ISO/IEC 10118-3:20041Z 483 5 SHA-2561ZHE> T\ 5,

TSFiZ, FCS_TLS_EXT.1IZfE WTLSHE{E D ¥ — N —GEHHE OB AL F 72 13MGEEIC TS, ZOBRIC b
N5WS Ny Y aBBUL, ISO/IEC 10118-3:200412 4 %9 % SHA-1, SHA-256, SHA-384 X 1%
SHA-512iZf¢ > T\ 5,

TSFIZ, @ET — X D52 RiET 582, FCS_COP.L(IZfEWHEA Ny v a X vt — VG2 E
i35, TOBIZHbhBE5 Ny ¥ 2 BEIZ, ISO/IEC 10118-3:20041Z &3 9 % SHA-1 KO
SHA-2561Z¢> T35, TSFIX, A bIBir#% A $ 5812, FCS_COP.1(h)IZHEWEEAf /Ny 2 X
vl — VR EETT S, TOBIHbN A SNy v 2 BBUL, ISO/IEC 10118-3:200412 8T %
SHA-512i1Zf¢ > T\ 5,

PAEX D, FCS_COP.1(c)l3FEHEIh 5,

(B8589 5 TSFI]
+ FTP_TRP.1(a). FTP_TRP.1(b)& L' FTP_ITC.1 IZ#£3 5

FAET— 2 R#E
PARIZZ 5 AFDPOEAEIZ B 2 Bk 2 Sk 3 5,
FDP_ACC.1/FDP_ACF.1

TOEX, =¥ —XHE T —X~DOT7 72 Rl . 2=V —XEHT — X DEE~DT 7 2 AHlJlZ1T 5,
A=Y —NETF—XADOT 7 AHlfE, TOXET — R I Nz —H¥—-ID&, vrv VTl
BEREE N2 = =D 2=V —IDR B U =GEIOAT 7 A2 HAT 5, £/, 21— —XED
BEANDT 27 X ZHl{H1%, Table 128 & U'Table 13 TR ENB AL B0, 2 —F —DFOBENHE,
BlENFERT N5,

FCC_ACC.18 X UFDPAFC.IIZ FEDO T 7 AHIHIZ L > TEHRI LT WS,
Table 22 D.USERDOC DSV v h7 7-&1?&!]@

ENAYEEA -UAMMM@&UN@%MM@%fUV%?%X%@&A@
vaTgiaE e UTEIMNIT 5,

- HEOHA U XEOMES KU %2 5,

- HEOHBA LU XLEOWEIZERT 5,

- HEDOHEAL = XEDHIRIZFH T 5,

U.ADMIN(a) - TV NTEXEDOHEARTAT B,

s MDY =AU TV v N XEOMEEREST 5,

s MDY =AU TV v N XEORE RS T 5,

s D= =DMRFEL TV v N XEOYIRE T 5,
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a—HY—
U.NORMAL(a)

- TV EXEDERAERHT B,

MO =DEALZTY N XEFEOMEEZELT 5,
MDD =D ALZ T VP XEORE ST S,
s D= —DRFEL T v N XEDHIRE ST 5,

7 2 & AR

U.ACCOUNTMANAGER
U.FAXOPERATOR
U.ADDRESSBOOKOPERATOR

- TV NTEXEHEDOHBARIEST 5,

- BTORALET) vV M XEOHEZELT 5,
- BTOHRALET) Y M XEORERFERT 5,
- BTOMRFELET) v D XEOHIGREIEST 5,

ARAL L — P —

. 2% = "7 U.ADMIN(a).

c BTOEALET) Y N XEOHEL2ESRT 5,
c BTOMALETY Y b XEORLE RS T 5,
- RTOHRIFELET) v N XEOHIGREIES T 5,

UNORMAL(a)2 5 7'V > b x(E
DEAFFIFAIT 5,

(R § 5 TSFI]
« BEESFOL s Y Vb

s TV UAR—RIAN—: T MNERIZNTEAI v EZ T — A

Table 23 D.USERDOC DA ¥ ¥ > 7 7 & 2§l

2 7 2 & RG]
Ya THAEH - UNORMAL(Q)Z AX ¥ T 5 XEDHADY a TiiAH L
U CEIRHT 5,
- BEDBAX ¥y Y UZEGOREEZ T 5,
c HERAFX v UREGORES L OHIRIZHTT 5,
U.ADMIN(a) - AFX ¥ VT ENEOERAERTAT D,
s D= =2 F ¥ VU EGOME RIS T 5,
c BTOI—H—DN2AF vy v UEEHEORBIIHEST 5,
- BEOZAFX ¥ v UHEGOHIRIZFTL, o —F—D A
¥ ¥ v UEGROYIRIZIES T 5,
UNORMAL(a) c AX Y UTENHEOHEAERTAT B,
s D= =2 F Y U EGOBEE RS TS,
c BTOI—F—N2AF ¥V UEEBRORE S L OCYIBRITHES
T3,
U.ACCOUNTMANAGER c AX Y UTEXNEORAEREERT 5,
U.FAXOPERATOR - BTOAF vy VUL ZHGOMEZHEST 5,
UADDRESSBOOKOPERATOR | + £ TDa—H—»NAF v v LZEBEORESL & OHIRIZIES
T3,
R L — Y — c AX Y UTEXNHEDOBARIEST 5,
- BTOAF vy VU ZHGOMEZES T 5,
s BTDAF YV UEGHOWRE S L OHIBRIFESR T 5,
(BH3E# 3 2 TSF1]

 EESR D AF YV, DATRAATFY
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Table 24 D.USER.DOC ® 2 ¥'—7 2 ¥ X ilfd
2 | 7 % AR
ENAIYEE - UADMIN(a)¥ UNORMAL(a)Z ¥ —3 5 XEDHADY
a A& L UCEIRT 5,
- HEPHRL7ZzaY—od 2 #&ad 5,
- HEWRIFE U 2B ORE L ESR T 5,
- HEDRE LU 2GR OHIREZ T 5,

U.ADMIN(a) « AV—FENEOHEAETAT S,

s o a—F—Aavr—LUEGOMEEZIEST 5,
o —YF =D - UREFEL BB ORLE 2 HET 5,
s DI =Y = A — UIRIE L 72 ER O HIBR 2 FF A9 5,

U.NORMAL(a) - AV —TENEDOHEAET AT B,

s o a—YF AoV —UEGOME RIS T 5,
D A—F =PI — UIRFE L BB OWE 2 AT 5,
s DI =Y = A — UIRIE L 72 B OHIFRZ ST 5,

U.ACCOUNTMANAGER s AV —TFTEHEXEORARELT S,
U.FAXOPERATOR s BTCOIAY—-LU7ZHBGDOMEL2EST 5,

U.ADDRESSBOOKOPERATOR | « £ T aV¥—UEELZEGEONRE 2 ELT 5,
- BTOIVY— UIREL ZEGOHIRE2IESR T 5,

FRRE L — Y — c AV—FTENEOHEARESRT 5,

- BTOIAE—-LZEBOMEZEST 5,

- BTOIE—-LUEEFELEHBOREZIERT 5,
- BTOIE—-LUIREFELZHEOHIREZ ST 5,

(F83# 9 A TSFI]
s FEASZII s O —, DATATIY—, Va T dRKErBLUnrER

Table 25 D.USER.DOC D7 7 2 Z%EET 7 & AHH
21— | 7 2 2 2GR
EAYES - U.ADMIN(a) ¥ UNORMAL(a) ¥ UFAXOPERATOR % 7 7
I AKBEXEDY a TiE#H L UTEIMNIT 5,
- HEDPAF vy U UEGOMEE AT 5,
- HEDMRE U ZEGROWE 2T 5,
- HEDMRE LU ZEGOHIREZ T 5,

U.ADMIN(a) « T 7 AEGEEOBRAERTAT B,

MDD ATy VEHBEOMEEESRT 5,
s D= —DRE L EGEORE RIS T 5,
c D2 — Y —DURAE L S ERDOEIRE BT 5,

U.NORMAL(a) c T 7 0 AREXEOHRARIT 5,
U.FAXOPERATOR D= =AY U U ZEGOERES T 5,
s D= —DURAEL 2 EBRDORE R IEST S,

c D3 —H —DURAE L S EHRDOEIRE ST 5,
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a—H—
U.ACCOUNTMANAGER
U.ADDRESSBOOKOPERATOR

7 2 & AR

« T 7 I AREEEOBRAREST 5,

- BTOAF v VHEGOMELIESG T 5,
- RTORGFELUZHBEOREZEET 5,
- RTORE LU ZHEROHIREZ G T 5,

FRERE L — Y —

« T 7V AREEEDOBRAREST 5,

- BTOAF v VHEGOMELZIESG T 5,
- BRTORGFELUZHBEOREEZIESET 5,
- BTORE LU ZHBROHIREZ G T 5,

(F5# 4% TSFI)

C EERX Ty oA, VaTdERRbLOn LR

Table 26 D.USERDOC 7 7 72 AZ{57 7 & Al

2 7 2 & AR

ENEYE - UADMIN & UFAXOPERATOR 27 7 7 ZAZ{EXEDY 3
T H L LTCEIMNIT S,
c BTOT7 7 7 AZEXEOMES X CHIR %W T 5,
- BRCDT 7V AZEXEORELERT 5,
- BTDT 77 AZEXEDHIRZ T 5,
U.ADMIN(a) c BTDT 7 IV AZE IR —DREIC L ST %E2HTT
U.FAXOPERATOR %,
c BRTOT 7 7 AZEXEOMES X OHIRZFFT 5,
c BRTDT 7V AZEXEOWLEEZHET 5,
- BTDT 77 AREXEDHIRZ T 5,
U.NORMAL(a) c BTDT 7 7 AZ B AT — OB LS TRE2HTT
U.ACCOUNTMANAGER %,
U.ADDRESSBOOKOPERATOR | «+ £TD 7 7 7 AZGHGOMES L CHIR 2 KT 5,
- BTDT 77 AZEHGEOWEZ LT 5,
- BTD7 7 7 AZEHEGOHIREZ ST 5,
FRRE L — Y — c BTDT7 7 IV AZERI—VF —DEIEICE S T2EL2HAT
%,
- BTDOT7 7 7 AZGHEGOMES L OCHIZ2HEHT 5,
c BTDT 77 AZEHGEOWNEZHET 5,
- BTDT 7 7 AZEHGDOHIRZ G T 5,
QY c BTCDT 7 AZEXEFZI -V —DEEIZL 5T TOE ©
MNP SZEEIND,
(B3 5 TSFI]

B Y =0 B VR ) IV N

s ZTOM PSTN 77 2 AL VR T2 — A
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Table 27 D.USERJOB ® 7V ¥ v 7 27 & A&

a—Y—

Va e

| 7 2 % R
- U.ADMIN(a) ¥ UNORMAL(a)IZEHHEHM TV ¥ MEF LAY
a70YaTdAEEE LTEMIToND,

U.ADMIN(a)

s TNV a TOEKETAT 5,
BTSNV aTOMEEFTT S,
s BETOT) NV a TOREEESRT S,
- 2TOTS) UMY a TORGELEHAT 5,

U.NORMAL(a)

- TNV a TOEKEHAT 5,

- RTOT) v aTdolERHTTT 5,

s BETOT) NV a TOREEESRT S,

- BEOTYV UMY a TORGE UIEFEA T 50, o —3—
DTV vV a TORHEUIRES T 5,

U.ACCOUNTMANAGER
U.FAXOPERATOR
U.ADDRESSBOOKOPERATOR

- TV VNV a TOEREEST 5,

- 2TOS) NV a TOMEERFAT S,
s BTOT) vV aTOREREST S,
- BTDT) Y aTORNLEHET 5,

AL —Y —

- TV RNV a TOERETAT 5,

s BTOF) vV aTOMEREST S,
CBTOF) U PV aTOREEREST S,
- ZBTOT) Y Y a TOHML 2EAT 5,

(B389 % TSFI]

s BEAOL T VN YVaTdRRB LT IRR
- TopAccess : ¥ a 7 AT —&X A
s TV R—=RIAN=: TV NERIZTEI R T2 — R

Table 28 D.USERJOB DA ¥ ¥ V7 2 & A&

a—Y—
A=A VEES

| 7 2 % AR
- UADMIN(a) ¢ UNORMAL(a)IZHEMAF v v EF LAY
a7DYaTAEL LTENT NG,

U.ADMIN(a)

- A¥x vV a TOEREHTAT 5,

- R TOAFXF YV a7DOME2HTT 5,
c BETODAF YUY a TORERERT S,
- BTDAF YUYV a 7O LEZHTT S,

U.NORMAL(a)

- A¥ vV a TOEREHTAT 5,

- BTOAFXF Yy Va7l E2HTT 5,

s BTDOAF YV a TOREREST S,

- BEOZAFX Y vV a 7OHGE UIEHAT 50, fioa—3—
DAF¥Y>Va7OHHEUIREST 5,

U.ACCOUNTMANAGER
U.ADDRESSBOOKOPERATOR
U.FAXOPERATOR

- AF vV a TOEREELRT S,

C BTDAF YUYV adTOMEEHTT 5,
c BTDAF YUV a TOWREREST 3,
- BTOAF YV a7OHHELEHEST S,
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7 7 & ARl

RFRAE L — Y —

c AF v vV a TOEREEST S,

cRTOAF Y a TOMELRIELT 5,
cRTDOAF YV aTOREE2ESRET 5,
cETDAF YUY a TOWMNEL AT 5,

(BH5# 3 5 TSFI)

CBERR  AF U, MATRAAFYY, VaTREBIUTR SRR

« TopAccess : Y a 7 AT —X A

Table 29 D.USER.JOB ® a ¥'—7 7 ¥ 2§l

Y. 7 % AR

Va T EH

- UADMIN(a) UNORMAL(a)Z HEMWEF LI -V 3

TV aTHAaHE LTENIT S,

U.ADMIN(a)

- aA¥—Va TOEREHAT S,

- ZTOaAvr—YasoMEEH T 5,
- BTHDAE—Va TOREZRFRT 5,
- BTCHIAE—YVa TOHMELZ2HTT 5,

U.NORMAL(a)

- A=V a TOERETAT S,

- ZATOaAVY—YaToMEEH TS,

- BTOAY—Ya TORERERT S,

- HEOaIVY =Y a JOEH UIZHTT 208, foa—5—n

IE—Y a3 JORIHEUIRHEST 5,

U.ACCOUNTMANAGER
U.FAXOPERATOR
U.ADDRESSBOOKOPERATOR

- A¥—VaTOEREERT 5,

- RTCOAY—Ya JTOMEZHTT 5,
- RTOAE—=Va TOREEHET 5,
- BTOAV—Va TOHMNL 2ELT S,

R —F —

- A¥—YVaTOEREESRT 5,

- RTOIA¥—Ya JTOMEZELRT 5,
- 2TOIAE—Va TOREEFET 5,
- BTHAE—Ya TORMELZHEET 5,

(BH5# 3 5 TSFI)

s BERRL A=, DATZATE—, VaTRRBIPBIRR

« TopAccess : Y a 7 AT —X A

Table 30 D.USERJOB D 7 7 2 AR(ET 2 & AHf

2 7 % AR

AR - U.ADMIN(a) £ UNORMAL(a)& U.FAXOPERATOR # H&
METUT 77 AREYa 7DV a TiaH & LU TER S
%,

U.ADMIN(a) c T 7 AREEY a TOMEREHAT B,

CRTDT 7 7 AREY a TOME 2T 5,
s BTDT 7 IV AEEYa TOREZFLRT 5,
c BRTDT 7 2 AEEY a TORM L 2HAT 5,
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a—HY—
U.NORMAL(a)

7 7 & ARl

- Ty O RREY a TOEKE DAY 5,

s BTCOT 7 7 AREY a TOMEZIAT 5,

s BTCDT 7 7 AREEY a TORERERT 5,

- BEO7 7 7 AREEY 3 TOHGE UIEFF 3 55, flioa—

F—DT7 7 7 AEEY a TOEMEUIFIERT 5,

U.ACCOUNTMANAGER
U.ADDRESSBOOKOPERATOR

- Ty AREY a TOEREEAT S,

s BTCOT7 7 7 AREY a TOMEZIAT 5,
c BTCDT 7 7 AREY a TOREEHAT 5,
c BTDI 7V AREY a TORHE L EEEST 5,

U.FAXOPERATOR

- Ty AREY a TOMERE AT S,

c BTDT 77 AKEY a TOBEIXHTT 5,

s BTDT 7 7 AREY a TOREEELT 5,

- HEO 7 7 7 AKEY 3 TORIE UL 3 505, flioa—

Y—D7T7 7 7 AREY a 7OHH LIES T 5,

RARFE L — Y —

c T 7O REEY 3 TOEBREERT 5,

- BTOT 77 AREY a TOMERZELT 5,
c BRTCO7 7 7 AR ER 7 OME2HEET 5,

c BTDT 7 7 AREY a TOREZELT 5,
c BTCOT7 7 7 AREY a TORGE L 2R T 5,

(B83# 9" % TSFI]

s BERRI L T 7 P AEE, YVaTdRRBLO O IER

- TopAccess : ¥ a 7 AT —&X A

Table 31 D.USERJOB ® 7 7 2 ZAAZ7 7 & AHlHE

21— 7 2 % Z AR
N EE - UADMIN & UFAXOPERATOR 27 7 7 AZ{5Ya 7DV
a JiEHL LTEIMNIT 5,
U.ADMIN(a) AP -DEFILESTETD T 7 7 AZEY a TOEK%E
UFAXOPERATOR FArg 5,
c BTDT 77 A%EY a TOMEEZHTT 5,
s BTCDT 7 I ARGV a TORERELRT 5,
c BTDIT 77 AZEYa TORE L EH AT 5,
UNORMAL(a) AP —DREIZESTRTD 7 7 7 AZIEY 3 TOMEK %
U.ACCOUNTMANAGER FrArd s,
U.ADDRESSBOOKOPERATOR | «+ £TD 7 7 7 A%[EY a 7OMEZ2EAT 5,
s BTCDT 77 A%EY a TOREEERT 5,
c BTCDT 7 7 AREY a TORGE L EESRT 5,
FEF L — Y — s BRTDT 7 IV AZEY a TOEKEHTT 5,

c BTDT 7 IV AZEY a TOMEE2EST 5,
c BTDT 7 I AZEV a TORLERZEHT 5,
c BTDT 7 IV AZEYa TORML2ESRT 5,
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7.8.

7.9.

(B8589 % TSFI]
- BEAFOL 2 Y a TRIRB L OB I ER
« TopAccess : Va7 AT —X A
- ZOM:PSIN 77 AL VR T 2 — R

PSTN7 7 27 A-% v b 7 — 2 D435
PURIZ 5] = i ZHB 2B I B3 2 BRI 2 Zdik 4 5,
FDP_FXS_EXT.1

T7 IV AETLOBEEIX. 77V AREBLUOT7 7 7V AZGEOATH S,

TOEDT7 7 VAL VR Tz —RAlE, W7 7 7 AL 7 7 V AXE T — R OREZEOAMMFHI N, %
DODMDOHKTT 7 7 A4 VR T 2 —A%MHATEHITR,

TOED 7 7 7 AA VR Tz — Al EZETO baL e LT ITUTH#I G3 DAY FR— T3, D7
. TOE & PSTN L Di@EElX. 772 A7 0 M AN e lio b ZfEDAZIT 5P, 72 —X B DX
VT —Ya VAR L ARWEEIR, FRUBO 7 2 — X TEET S — 12455, TOE 3@
fEElR % YW d 5,

Zhuz kb, PSTN & LAN & [HD 7V v Uiz 5L TW5,

(BH5# 3 % TSFI)
- ZTOM PSTN 77 2 AL VR T2 — A

A ¥ 3
BAURIZ 2 5 AFIADBEAFIZ B 5 BRI R fd 5 2.
FIA_AFL.1

- TOE I, #/E/N3 )8 LU TopAccess 6 1 —H =20 71 V5802, mBICHKII U =86 E £ 7-
BT ATy hay ZRRED T T A 2 h S A T ERRER A, UADMIN (2 & - THRE S izlH
B (1~30) IZELU I, #4021 —Y—1D 2@ Offay 27w 9 5,

By 27U NREBIIHI -V -0y T U NEMKBRT SEEE%E UADMIN &
U.ACCOUNTMANAGER IZ{2ft 3 %

(B4 3" 5 TSFI]
B Y I R w B G0
- TopAccess : B2 1 v, EHERE

FIA_ATD.1
s TOE X, ¥Fa VT« @M LTa—F—ID &&% % 12— — 12 BEA I B8k UM 5.

(B33 2 TSFI)
- TopAccess : 2 —H —&H

FIA_PMG_EXT.1

TOE ¥, 2—¥ =27 — RO, ZHOMIZI—F — 27— R2RET RIS 5, 2
T REUTHESINDLFRA T, TIVT 7Ry bOKRILFE, NCF, BT ael (+,-./ ;=2
{1 AR=R) L RHBXT (l@#s ~ (). BROBINRIRSCT (KA YEEO Y LT D b
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T I VAEDYT 4 T ERFFOXT  iiillL Table 14 28) TH 5, £7-. UADMIN(a)iZ & - T/XA Y
— RE/IMTEZ 16 SCEBL BICBRET 2 HNARETH 5.,
(B3 5 TSFI]

s BERFROV R L, BS A Y, EEERE
+ TopAccess: @27 A >, THhwvh

FIA_UAU.7

TOEX, BAEAX NP S A—YF NN ZAT — N2 AT 5L, BfEEE EOANXFEORDDIZX I —
X7Fe LT “@ 2FRL. AMUEXFIFRRLUERY, F2FEBKIZ, Web7 70805 2 —H =%
AT —=REANTE2HEH. ANMUEXFZORDDICABXFE2ERRT S, 727270, RECFIXHEHAT
52770V IRIF LT E2FRT D,

(Bd:# 3 5 TSFI]
. VA 9 s B N
- TopAccess : @271 >~

FIA_UAU.1/FIA_UID.1

TOEIE, 22— =%l - i3T5 2 2ERT 2, 2—H =T HI YV bDTF—RXR=2ZH L Ta—
P — DA L AN FEfTE N, =P —IDERXRAT — RPHNEHIEEIN TSI LTy Yy LT —
REe—HUBEWGEER T VIEE S, - —ICHEAL T Y T I RRREING,
II3A4T YV RPCIHRE TV VUV R=RIAN=2NLTETINEG TV MOGEIX, 7V MY a7tk
VaTA—F DAY —IDIPMMNITINTED, TOEIXT) v F Y a 72ZE LRI ZO - —
IDEHBHIL TV VbR =V RFa—2FV v Y a TE2ENT 5,

F7z. TOEWK, 77 7 AZETHHICIE. 77 7 AZEY a 7O@M LBl 217027 7 7 AZET
— X ZTOEIZIRET %,

(BE3# 3 5 TSFI)
S V(A ) P = B
- TopAccess : A7 A
TVYMRIAN= TV FERIZNT AR T2 —
- ZTOM i PSIN 77 7V AL VR T = — R

FIA_USB.1

- TOE I%. @Al & BBRECERII Uz —Y =2 a—H—ID, &#| %A 5

(F83#3 5 TSFI]
Y IAE ) VN = B G
« TopAccess : RZ A

7.10. ¥¥a V7 EH
BATRIZZ A FMT O ZAIZB T 8 2 k2l 3 5.
FMT_MOF.1

TOE(ZX., UADMIN(a)D &I, ¥ 27 F ¥ 2 ILOBHEHR T OE R/ Eshi% e % ) 0 # 2 5 e % 1t
35,
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(B3 5 TSFI]
s BRES RO ST
+ TopAccess : EHIHHE

FMT_MSA.1

TOEIZ, U.ADMIN(a)iZ A S DHEREZ 4L 5,
- 2a—Y—ID OfEk. 2%, &, Hik, =7 AK—-1
- 2REOfERK, AE, MEE. iR, =7 AR—=1

TOEIX. UACCOUNTMANAGERIZ AT OHERE# 114E3 5,
- £2a—¥—ID OfEE. =7 AK—1
» UADMIN(a)%&R< 22— —1D Ok, 25, Hik
- U.ADMIN(a) % bk < & EIDOFFERK, 2856, Hilkk

TOE(Z. UNORMAL, U.ADDRESSBOOKOPERATORIZ LA T DEERE % #2435,
- HHoa—¥—1D ofiist
- BHOKEOMAEE

(B854 95 TSFI]
- TopAccess : 1 —H% —&H

FMT_MSA.3

TOE!Z, D.USER.DOC® & U'D.USERJOBAHHUMER T ND R, DX F 2 ) 7« @Y L L
TENEEHR Lz —F—D2—HF—IDEEM TS,

TOE(%. D.USERDOC# &K UD.USERJOBAEK I NEHE, DX Fa )71 EMETH S22 —¥—ID
DR Z LE &3 SRR R L 20,

(Bd3# 9 5 TSFI)
s BERF A= BATRATY— AF YU, DATRAAFY Y, T 77 AKE
- TopAccess : 2 —H —&H
s TV R—=RIAN=: TV PERIZT LA VR T =R

FMT_MTD.1

TOEIX, U.ADMIN(a)iZ A N D#/ERSEE % 2163 5,

- UADMIN(@)DZ—H =27 — RDLEHL T2 AK— b
UACCOUNTMANAGER D2 —H# =27 — RDEHEL T 7 AK— b
U.ADDRESSBOOKOPERATOR ® L —# — /S A 7 — ROZEFH L T 7 AHK— N
UNORMAL D2 —H— XA — RDZEFH L T AR — h
074 Y NRAT—=RDOANY b T A DL HE
0y 27w MEEOZEHE
Oy o277 RNEINEETHI VY NDATFT—RAZ VT
A—tuaZ 7y MO E
H IRpI R D 28 5
B/INSRAT — REDEH
7 N L RAMEDOERL, ZH, HIFR
SYSLOG ¥ —/N—D#EDEHE
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FTP % — N— D& E DL H
VIR LT ON—a VHERE Ty TF— b

TOEIX, AR O#E/EREE % UACCOUNTMANAGERIZ#EHET 5,
UACCOUNTMANAGER D2 —H =27 —RDEEL T 7 AR— |
U.ADDRESSBOOKOPERATOR DL —H— /XA 7 — ROLEEL T ZAK— k
UNORMAL ® L —HF—RA 7 — RDZEFH L T AFK— h
UADMIN(a)SSh DB Y 279 b INFZTHI Y FDATF—RZ AT YT

TOEX. LAT D#/ER%AE# U NORMALIZIR{L S 5,
HEDI—F— AT — RDOLHE

TOEIZ. AT O#/EREIZU ADDRESSBOOKOPERATOR % #24it 3 %,
HEDILI—F— AT — RDOLEH

(E8:# 9 5 TSFI)
C BERRI s a g A v, A=A, Va TREBIORIRR, HHERE
» TopAccess: T 27 A >, Thwv b, a—Y—5EH HFHEE

FMT_SMF.1
TOEIZ, AT D2 Fa ) 7« B RMETL I 21280, FMI_SMF.12%E5$ %,

RADAR Y THEDEH
U.ADMIN(a)iZ & % H i R D 2 s #1E,

I—H¥—IDOEH :
U.ADMIN(a) % 7z 13 UACCOUNTMANAGER (2 & % 2 —4—1D D2 H #{E,

I—HYF—NZAT— ROEH .
UADMIN(a) i & % UACCOUNTMANAGER . UNORMAL . UADMIN(a) ¥ & O
U.ADDRESSBOOKOPERATOR D L —H—/NA 7T — ROAEE L T 7 AR — hMRIE,
UACCOUNTMANAGER Z & % UACCOUNTMANAGER . UNORMAL ., & & O
U.ADDRESSBOOKOPERATOR D L —H— /XA — ROEHEE L T 7 2K — M e,
UNORMAL IZ & 2 HED =% =X A7 — R DA FHEAE,
U.ADDRESSBOOKOPERATOR IZ & % 2 —H% —/ S 27 — K D2 H#{E,

2 — Y —GREE R WAL DR
UADMIN(a)iz & 3121 > /8 2T — KD A [AIE D2 FH 454,
UADMIN(a)iZ & 51y 7 7 7 bR D 28 s #4,
U.ADMIN(a) % 7213 UACCOUNTMANAGER (2 & 2By 277 R INETHT Y P ATF— X AD
70 7 —#1E,

NS AT — REOEM .
U.ADMIN(a)iZ & % HINSAT — REDOZEHEE,
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Wity v a v T LB —Y—0ET 77« TOEERFOREE
UADMIN(a)lz & 2 HEIT 277 7 I O 28 B4R,

X aTF v RIVERE :
U.ADMIN(a)iZ & % TLS @15 DAL/ #sh D 2 FH 0,

7 RV AIRDOEHR
U.ADMIN(a)lZ & % 7 N L AR 2 5 #AE,

SYSLOGY —/\— :
U.ADMIN(a)lZ & % SYSLOG ¥ — N —3% 7 D 2 5 #fE,

FTPH —/N—:
U.ADMIN(a)iZ & % FTP ¥ — N —i& & D FH#EIE,

A7 NV E Wl
U.ADMIN(a)C:ié y7 ]\ 17:‘:770)/\“—‘.\/\\5 Vﬁ%§€&7y7o*§‘:‘*— I\O

(BE3E 3 5 TSFI]
s BEAROV ca s v R— A, Va TERRBIUORIERR, BHERT
- TopAccess: BZ 1Y, Thwr b, a—%—EFH, EHERE

FMT_SMR.1

TOE ¥ . UADMIN(a) . UACCOUNTMANAGER . UNORMAL & & O
U.ADDRESSBOOKOPERATORIZ BHi# 9" 2 £ # % fR1f U, 21— — % E8kd R Z D% E] %2 i ) 7
I —Y— I ZBEA T B,

(B89 5 TSFI)
- TopAccess : 2 —H —&H

7.11. TSFO/IF#
PARIZ2 9 A FPT OB IZ BT 2 Bzl b § 5,
FPT_SKP_EXT.1

« TSF &, ¥ —N"—Fp&HE%2 H AR S/L N 71 IS WIREBTRIFET 20, 2TDL—Y—Z7 7%
AT HEEREIZIRAE L T,

- TSF &, BEE g, hif, Fvy LY a—RNROVARY AT — R2HERMERA TV IEXTHRET
LM, BTOA—HF—IIT7 7 AT HHEER L TR, 72, T H5DC S PIXERK CHZE

Iha,
« TSF %, R A MiRilr#t% FROM IV EXTIREFET 20, 28 TOI—F =17 7t AT 28134 L
TR\,

- TSF . TLSHEEADOE Y Y 3 VB X O HMAC Ot R A TV ICEXTHRIZT 328, 2 TD
A—H—ZT7 7 AT EHHERER R L Tx v, 2, Ihvoodti@Eiid, BRI THEINS,

ZNIZ X DFPT_SKP_EXT.12%EBIL T3,

Copyright© 2020 TOSHIBA TEC. All rights reserved.

78/84



FPT_STM.1

TOEW., W& 7230835 72DIZTOEIZHNE I NS ) 7L 2ay 2ICHA 4t 5 T4 . [TH .
THI . TEE . T4 . TR 224 LAY T2 UTCHiETAZ LD, FPT STM.1%2%EH L
TW5,

(BH5# 3 % TSFI)
- FAU GEN.1. FAU GEN.2 ®OB5# TSFI Iz #:3° 3%

FPT_TST_EXT.1
TOE . BIFEFHRFIZUTORL T T AN E2FEGTT S,

c TT7 =LV T DNVATA D
MFP %4 2%V 7 v =7 (SYSTEM FIRMWARE, SYSTEM SOFTWARE) %, AR# I
RSA, Ny ¥ 2 B#IZ SHA-256 2 H LB TEBEA AN L BMEE2ERL TW5S, £/, TV
R—a1=vy MED77—A57 7 (ENGINE FIRMWARE) ., AF¥ ¥ F—2=v D77 —L"Y
=7 (SCANNERFIRMWARE) ., 7727 A22=v pED 7 7 —2L7 =7 (FAX FIRMWARE) I3,
£216bit DF =y 7V LEFHFE L, 77 =Lz 7 HRELREDIHOKGEZTT> T3,

s T hRYE=HONIVZT A D
MFP Z#lf#id %Y 7 b =7 (SYSTEM SOFTWARE) 3@ IFEH 2 rngd ® a2 % FAtA L
7=#%. Linux PRNG @ /dev/random 7% 4096 /31 b 2 Hf5 L T NIST SP 800-90B iZ7% 6 - 7-H
CMEEZITS, 2D & & Linux PRNG IZZ Y ba ¥ —2463 25720, mgd IZX 1 hL—7D ) k
Z 4 T RDRAND 4 2 #EEIF O H 9, ZORFCH LT 10 [ OEfET T —(CF=0)2 AT 5 &
HERHOR 721U Tmgd 7R A& TIEE, TuRAEHX A7 OFEREHAPESIC
mgd D7 AL AT E2RHAT S L, NEXNVDAYyE—IFKRTY) TIZIEY — AT Y a—)LHRER
TN, TOE I3#HH % {F1ET 5, 785, RDRAND B UHiENns &, =¥ hu b —HoHizdH 5
J A ZPFERRFEL TWIRNWZ & 2 RGET 572012, SoC WD Online Health Test (OHT)IZ & 2k
B2~V AT A NP HEITTbNE, T/ A ZJEOEDH T 266 By MR LTEE 1Y
FPro 4y bO6HEOLY hRXX—VOHBIEE TV P L, FOEDONTZBEIEFFANTS
RS, #HFASTHNEAEIE LT 5, — RO OELED Z DHE TREMK L SN EMERITS
EZ1%THY, T/ A RFDOHINRZ =D 0® LICEEINZD, 02 1 BKEICHE U
D9 570 & OREIEN 7 B D A Z2 AT 5 Z & A3, [Rambus 2012]DEdibE 5 & 43 42> TW5, OHT
(LIESE D 256 [M D EEE FiH 129 [ PA B2 THNIERDRAND 4k CF=1 & & £IZfli %K L,
ZITRHRIFNECF=0TT I —%i&Y, £/, BINEEIRIZ HE)TFEITE N5 SoC HJED Buit in Self
Test (BIST) Tlx, OHT AAIEEL L EWT WA Z X ZMRGEET 5720, BEAIMEIZ X D SoC D OHT &
CTR_DRBG MIEL K EWTW5B Z & 289 5, Z 0 BIST TEHM 2 #1935 £ RDRAND 4y i
I CF=0 TT7—%iK7,
FEDOANVAT AN TREMRE I NG5G, 3V b= AAXNIT T —a— FPRER I, TOE
FREBZHIEL 22—V X TOE 2HTE <R3, 77—LV T RIZEEINEZY T NI T
TSFiZ, 77 =LYz T7D~NVATANMIED, TDFEFTI— NOZEEEEBIELTWS, N—K7Y
=7 TSFld, TV bV —HHATN—RYcT7_R—=2D /) A RFEEZHMHAL TS, T bt —iK
DANVATAPMIED SoC WD NIV AT A MEEENRE TSNS I LT, Ty brE—HOoHhd /
A ZJRDEDOHIIDIEHR TH % 20 % MGE LUIEOBRH %2 17> T\ 5,
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PLEDZ 25 TSF BIEFICEIEL TWA Z & 2 EBFRHFICEILETEITFA N LTI 02D
ThHhHEERD,
(B8589 5 TSFI)
s EEAN ROV B —
s FOM o AL VAL Y F

FPT_TUD_EXT.1

TSFi%, UADMIN(a)iZ, TOEQBEDY 7 b7 = 7 N— 3 VIR EMAT 20D VX7 —A
EUTHENRIN DR — LEEOEREREHE 2L, VI I 2T7 27 v I T 554087
T — 22 U CTEEN IV OEHEFZRCHL & TopAccess D &ML H 3% € # 12t 3 5,

o, T T TF—bMBBENICT Yy T = T3V 7 N 2 T OEIENERIET 5T Y XV BLAMREE DR
REZfRftd 5, TOMEEAEX. Ty 7T —b35%7 7 —LY =7 (SYSTEM SOTWAER, SYSTEM
FIRMWARE, ENGINE FIRMWARE, SCNNER FIRMARE, FAX1 FIRMWARE) 7 7 1 JVIZAFBEL
TR NE TV RIVEL S, FCS_COP.1(b)IZH > 72RSASSA-PSSIZ & W S Ly ¥ aflis,
Ty 7TT—=b L&D TBK 77— 72T H5FCS_COP.1(c)IZft > TSHA-256 TEIH LNy ¥
afEZILERL, AR -T2 I L 2MERTHIHTIELW T 77— LT =7 hES NERGET 5,

(B8589 % TSFI]
< BEER ROV R — L, EELERE
- TopAccess : EHEHE

7.12. TOETY Z & A
PARIZZ 9 A FTA OB IZ BT 2 B Z2 b d 5,
FTA_SSL.3

TOEIX, Z—Y =2 —ERHEESFVEEELR NS, e s 7o bUET, SRERMIX15
~150MDMTHETE S, F/z, Web7 7 U HF2MHLTTOEILT 7 ¥ AL, —ERMEERMEIIEN
kv vavEREIcKTLa s 7Y T 5, RERRIX5~999 DM THRETE 5,
TOEK., 7V YR —RIAN=5DF) v Ta 7T EACIINEEL Y v a vy BRI fTbd,
7 v BRI bICey g v EKTT S,
(B84 9 5 TSFI]

s BERRL ca g v

- TopAccess : 7 A

7.13. BEENRR/F ¥ RN
UTFIZZ A FTP OEMHIZEET 2 Efthk 2 5l 9 5,
FTP_ITC.1

TOEIX., &Y —N—[ED@EEHDT — RGE#ED-DTLS1.2% A L CTEIEZ KT 5, TOEN &EH
F ¥ ZNENUTRA =S == SYSLOGH ==, FIPH—N—ADT 7t 2T BHAEITIF. TLS
WEDOHHBEZRZRY —N—~FRT B,
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(B93# 9 5 TSFI)
- BEASRIL EBFEX—, vl 1y, A—LAMHE, A¥—, DALZAIY— AFXF ¥, DATZA
AFxyy, TV, 777 ARG, VaTRRERBLUOOIRR, BHERE.
« TopAccess: @27 A v, VaTATFT—RA, ThHT Vb, a—¥—EH, EHERE
s TV R=RIAN=: TV PERIZT AR T =R
s FZOM AL VALY F, PSINT 7 AL VR T 2 —A

FTP_TRP.1(a). FTP_TRP.1(b)
TSFiX, TOEX VYV E— MEHEB LV €— MIAZFMOBEREIZBEWT, BET —XDJRH2 S D
RELBET — ZOWEDKRAIT 5 EEHENA 2T 572012, LFNOEEZIRMET 5,
WEBR— & DEfE :
- 7542 FPCHSLTOEDWEBN =Y D EAZHEH N A %NS 572012, HTTPS®* v 7 —2 7
O s aVTHESET 5,
DE—MNEHEB L) E—MIHEENZ 1> FPCHSWEBT I ¥ %ffi> T, TOEOWEB
R—IIZEfT 25412, HTTPS 70 b I)LZ& W= E6Z R 0 @ED BB I 5,
US54 T Y RPCORSDRYIDOEMERIFE 21— —RHAFB LT RTOYE— MNIHEZT 7>
a vk, HTTPS7'H b a2V & H W EGRIZIR D Ef7Eh 5,
294 NPCHHEDTY Vb
« P54V RPCHRLTY VR —RIAN—%(liol=T ) v sDEE. TOEANDES: CElEH A %
ST 9 A 7-bIzix, TLS#fE 7 u b )L THERT 5,

(B9~ % TSFI]
- TopAccess : BFA Y, YaTAF—RA, THYY b, I—¥ @ HIHNE
TVYR=RITAN=: TV PERIINT 24 VT 2 —A
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AZIZE# S 5 TSFIIZDWT, BARD Table 32 1Z/5:7,
Table 32 TSFI DEH
TSFI% |
B2V
EIHF — AA VALY FITXOMFPIZEF K AL, MFPRZEH LD, MFPZY v v b
XL 0T B0 VR T 2 —2A,
asq Yy BRIV T 22 AT 22—V — %R T 27200 VX7 2 — A,
A — I [ i A=Y =AY — ROELEEE, BLOTOEON—Y a Vv 2HiRT 572D 1~
RT—RA,
av— XEEBEET DDA VR Tz —2A,
MATZA T — XEEEETH-DDA1 VR T z—A,
AF ¥V FRZEG{ET — X UTAF Yy oL, AF YV UAREGET—X%2 7L ba— R
— VKR - 2 UEBR - FHALED, FTPY—N—D 7 3 L XIEEFELZ D, BE
De-mail7 NUANEE LD T B72DDA1 VR 7 z— A,
DATZAAF Y Y |FEREBEHRT -2 LTAF Yy L, AFy Y UEEGRT—2%E2 7L Ea— R
—VHIBRU7ZD, F72, AF YU UET—RE2HMNT7 71L& U THEDemail
T RUVANEELREDTE720D1 27 2 —2A,
AN 7547 Y FPCHHESNMFPHD A —IL K F 2 — 2N E - P, 77
I AZAET — R BT 572001 V27— A,
77 0 AKLE FRZEET -2 LTAF YL, AF Yy Y UEAEBRT—2%2 7L ba—, R
—VHIBR - ZUEBZ - BABLS 77V RARETE2ODA VR Tz — A,
VaTRRB LG HRL, AFXy VOFEFTRRPT FVARDT — X 28ET 572001 VX7 = —
0 7R Ao
BEHERE BHEDNRAT—ROEFE, 7 RVAED T — X OBFEOEREN X)) 7
1T B EERIT S 2D VR T 2=,
TopAccess
[ O IIA4T VYV RPCHRET 78 ATHA—H =%l ET 570D 1 VX7 = —
Ao
VaTATF—RA |EfFHOTV bV a T AFY oV a T EBETEEODA VR T — A,
THT VR HEDNAT — REFPHREINTWAEEERERRT 572001V X 7 =
—Xo
-5 A=Y —IEROEFHRED L —Y — T T 2EHEIT S5 2dDA VX T 2 — R,
BHHFE A=t 2V T7EREEDMFPOFKE, /XAT —RKK) —DFE, 7KL ARDA
ViIR— FMEOMFPOEMAZITI 2ODA VR T 2 — X,
VANZ Sl N At
TV Y NERIIN|ZFA4T Y IPCHRS T Y ET—REMFPIZA—IV R(RF)T H7-0DA V&
TAUVRT—A | Tx—AThH5,
Z DAttt
PSIN7 7 2 A A |7 7 2 AN S DT 7 VAT —REZETHA VR T — 2,
VRTr—A
AL VALY F MFPIZEFRZ AL T, B 7 OHS %28 L. TOEZHHTE 2REBIZT 5720
DA VRTz—2A,
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Apendix
Appendix Tl&, BEREDEFE & SF k% RT,

Table 33 M&FEDER

wiE | & |
AES Advanced Encryption Standard
BEV Border Encryption Value
CBC Cipher Block Chaining
CcC Common Criteria
cPP Collaborative Protection Profile
CPU Central Processing Unit
DRAM Dynamic Random Access Memory
DRBG Deterministic Random Bit Generator
EE Encryption Engine
FDE Full Drive Encryption
FIPS PUB Federal Information Processing Standards Publication
FRAM Ferroelectric Random Access Memory
FROM Flash ROM
FTP File Transfer Protocol
GCM Galois Counter Mode
HCD Hardcopy Device
HDD Hard Disk Drive
HMAC Hash Message Authentication Code
HTTPS Hypertext Transfer Protocol over SSL
IPP Internet Printing Protocol
IPPS IPP over SSL
IT Information Technology
1SO/IEC International Organization for Standardization / International
Electrotechnical Commission
LAN Local Area Network
LCD Liquid crystal display
LED light emitting diode
MFP Multifunction Peripheral
NCU Network control unit
NIC Network Interface Controller
NIST National Institute of Standards and Technology
PC Personal Computer
PP Protection Profile
PSTN Public Switched Telephone Network
RFC Request for Comments
RNG Random Number Generator
RSA Rivest-Shamir-Adleman
SAR Security Assurance Requirement
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waE | %
SFP Security Function Policy
SFR Security Functional Requirement
SHA Secure Hash Algorithm
SMTP Simple Mail Transfer Protocol
Soc System-on-a-chip
TLS Transport Layer Security
TOE Target of Evaluation
TSF TOE Security Functionality

® 275 3CHik
» [Rambus 2012]
<~ Analysis of Intel's Ivy Bridge Digital Random Number Generator, Cryptography Research
a division of Rambus, 2012.
< Available: https://www.rambus.com/intel-ivy-bridge-random-number-generator/.
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