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— VR IEMR)
VI =T vy T T AR 2019F-JP1 HAGE |PDF 771/ | MFD Kb T v — R g7z 3]
Q&A fE (N-7-L&ld) 2019F-JP1 HAFE |PDF 77 AV | MFD A5 Y v—R 7 3
Bk E 5 —4tx2U7+¢ |JIP1 HAGE |PDF 774/b | MX-FR64U (2[RI 415 CD-ROM (2
%k MX-FR64U AL TR
HEE F—HExalT4%vb 1.0 A AGE | PDF 77A /v | MX-FR64U IZ[FIHEID CD-ROM (2
MX-FR64U FEANL CHAT
Protection Profile for Hardcopy | V1.0a HAGE | ARIBEA MX-FR64U (Z[RIFAL CEEfF
Devices # G IRiE T MX-FR64U
RO EFE~
Start Guide TINSM5450FCZZ | 3535 | #REA MFD A A [FIHHL CREAS

KS1
Quick Start Manual 2019F-EX1 Ye5E | PDF 774V | MFD AEDBA T a—REXHIR
User’s Manual 2019F-EX1 & |PDF 77A/L | MFD AR HA 7 a—RE2 X
User’s Manual (Touch Panel 2018H-EN1 HEE  |PDF 774V | MFD AR{EBE T —R E7- i3 F]
Operation)
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User’s Manual (Address Book 2018H-EN1 HFE  |PDF 774V | MFD REDBH T m—RE ISR
Registration)

User’s Manual (Web Page 2018H-ENI BEiE  |PDF 774V | MFD R{KNHH T m— R g7z XHIH]
Settings)

Software Setup Guide 2019G-EN1 H5E | PDF 77A/V | MFD ARIEDHA 7 m—RE7= X
Troubleshooting 2019F-EN1 455 |PDF 774V | MFD REDDHA 7 m—RE72 L
MX-FR64U Data Security Kit EX1 H5E  |PDF 771/ | MX-FR64U [Z[FEIfiE#15 CD-ROM (2
Operation Guide KA CRE ST

MX-FR64U Data Security Kit 1.0 $ZE | PDF 771/L | MX-FR64U (Z[AMEE 2 CD-ROM |2
Notice KL CRC AT

How to set up MX-FR64U tobe | V1.0a YRR | RRIEA MX-FR64U |Z [FIHAL THEeAT

the “Protection Profile for

Hardcopy Devices” compliant
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ET — BN T 77 AT EE T AERE TH D,
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1.4.5 TOE OF|H#&

K TOE OFH#E (U.USER) 1%, LLFDOHERRZ /L—7" (authority groups) (T35S D,
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ARSI, RRRES VIR C, B AR A R I ORI,

e UFAX (7777\4% HI7# / a fax user)
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2 WA TR
AR ST XL F &=L 5,

2.1 CC A Tk
K ST BLOTOE 2MEAEEZEETHCCONR—Vay  BIOARST D CC =2 BLOVI—13
AP, L TFIORTEBUTHS,

CC Conformance: Common Criteria version: Version 3.1, Release 5,
Part 2 (CCMB-2017-04-002) Extended, and
Part 3 (CCMB-2017-04-003) Conformant.

2.2 PP EiE
AR ST BLU TOE M@ E$ 5 PPIZLL FITR T LB THS,
e PP 44 #F: Protection Profile for Hardcopy Devices

e PP /N—’52: 1.0 dated September 10, 2015
e Errata: Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

A ST NIZEBWT, FRIZWTO DR RY LA HLZ PP SRS,

2.3 NRolr—T R
A ST BEIOTOE 1L, o —ViiE &2 FEELR,

2.4 AR
A ST BEUTOE 1%, PP NERTDLL N OS2 & L, PP DOZEKi#Y Exact Conformance | Té
%o D72, TOE FAIL PP &L—HL TWD,
e Required Uses
* Printing, Scanning, Copying, Network communications, Administration
e Conditionally Mandatory Uses
» PSTN faxing, Storage and retrieval, Field-Replaceable Nonvolatile Storage
e Optional Uses
* Image Overwrite, Purge Data
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3 X2 VT AREE

==
FR

AKE |, TOE DXl T ifbElrE:mT 5,

3.1 &

TOE (X135 i % Table 3.1 (2R,

Table 3.1: Z&

G2k

[==g==%
JEF%

An attacker may access (read, modify, or delete) User Document Data
or change (modify or delete) User Job Data in the TOE through one of
the TOE’s interfaces.

T.UNAUTHORIZED_ACCESS |y 13 TOED A2 57 =— 2301 C, TOENOFI I L EF

— T oA (I B, E TR | R Ve 7 —
B B (O IR T B LA,

T.TSF_COMPROMISE

An attacker may gain Unauthorized Access to TSF Data in the TOE
through one of the TOE’s interfaces.

WEEF L, TOEDA L 27 =— 2% @ T, TOENDTSF7 —Z~D
RIEZRT 7R AEAGLH LIV,

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if the TOE is
permitted to operate.

TOED#IENTF A ST 45A . TSFORENZ LT, Xl T ¢
DK ZFZEZT B LR,

T.UNAUTHORIZED UPDATE

An attacker may cause the installation of unauthorized software on the
TOE.

WEEH 1L, TORIZAIERY TNy =T " A A=)V T D LIV
VY,

T.NET _COMPROMISE

An attacker may access data in transit or otherwise compromise the
security of the TOE by monitoring or manipulating network
communication.

WEE L, AN —JBEE T =X — L= EELTZ0 4 5L T,
EEFOT —HT7BALIZY, TOEDO X2 )T 422 E L4
DB LR,

3.2 Mk DOEX VT4
MR DX VT 4 F$t% Table 3.2 (TR,

Table 3.2: #EEDOExF2UT 1 8l

H R

===
FEF%

P.AUTHORIZATION

Users must be authorized before performing Document Processing and
administrative functions.

FIRE IR, SCEALEE K OVE B RE 2 AT 4D RNTAEIR 2 G- Sh/e
AUTIRBIRN,

P.AUDIT

Security-relevant activities must be audited and the log of such actions
must be protected and transmitted to an External IT Entity.

XV T BT VT AT TR SN IUERGT, 220D
T U arOud IS, INRIT= T4 T 4 ~IEES 2T R
AN SY VAN
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A FF

===
FEF%

P.COMMS PROTECTION

The TOE must be able to identify itself to other devices on the LAN.
TOE(Z, LAN DD T SARE LA & 2l TE2RT udiebre
VY,

P.STORAGE _ENCRYPTION

If the TOE stores User Document Data or Confidential TSF Data on
Field-Replaceable Nonvolatile Storage Devices, it will encrypt such data
on those devices.

TOENFI I SET — X £ 13 DOTSFT — 2 2 Bl A #a vl fE72 R
FRVEAR — DT NARRAFT D6 TOEIZZNHLDT /SAA E
DZDIH7eT —HAEG b 3528,

P.KEY MATERIAL

Cleartext keys, submasks, random numbers, or any other values that
contribute to the creation of encryption keys for Field-Replaceable
Nonvolatile Storage of User Document Data or Confidential TSF Data
must be protected from unauthorized access and must not be stored on
that storage device.

FIRHE CET — 2 EIIME OTSFT — 2 O BLHI A i A REZR R 5
PEARNL =V DD DR GO A I T 5T 5897, EXOHE, 7
N A ELE FIZOMDH DML, NIERT 7B ADLIRES
NIRTIUTIRDIRN 3D E DA — VT S Z BIRAFSILTUTRD
AAN

P.FAX FLOW

If the TOE provides a PSTN fax function, it will ensure separation
between the PSTN fax line and the LAN.

TOE/NRPSTNY 727 AEREA AR 5456 . PSTNY 77 A[AI#ELAND
Moy BlEARAET D,

P.IMAGE_OVERWRITE

Upon completion or cancellation of a Document Processing job, the TOE
shall overwrite residual image data from its Field-Replaceable
Nonvolatile Storage Devices.

BRI a7 DO T E- 139 IEOBSIC . TOEIZF DO HBLHI A ] fE72
FRHEREMEAN — DT A A EOFRAFEG T — 2% EEZHELRITHR
X757,

P.PURGE_DATA

The TOE shall provide a function that an authorized administrator can
invoke to make all customer-supplied User Data and TSF Data
permanently irretrievable from Nonvolatile Storage Devices.

TOEIZ, HERRAT B-S =B 0, RERMEREBEAN —T T A2 LD
T _RCOBE NG T DR HE T —4% e O TSFT —# % K AN H
L CERWIDNTTAZENTEAHRE AR L 2T TR B2,

3.3 RS,

TOE Offi Fi . iEF I, Table 3.3 TR T ABRENNE LD,
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Table 3.3: Rt

A T

Physical security, commensurate with the value of the TOE and the data it stores
or processes, is assumed to be provided by the environment.

APHYSICAL 1 10R| B OTORZMRA7 71T 57 — ¥ O 7 A~ T4 E £ 3 =)
TAD, EOBREIZE > TREESNDZEZBET D,
The Operational Environment is assumed to protect the TOE from direct, public
access to its LAN interface.

ANETWORK

EHBREEIT. LANA L Z T = — ZA~DIERINSDEFED T 7 A0 HTOEZ R
HETHZLEET D,

A TRUSTED ADMIN

TOE Administrators are trusted to administer the TOE according to site security
policies.

TOEFHE X, YAk 2 T4 TEHINE> CTOEZ F BT 5 &, RS T
W5,

A. TRAINED_USERS

Authorized Users are trained to use the TOE according to site security policies.
PR SIVARIHE L, A X2V T HEHIE> CTOEZE 3258 F
AT TND,
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4 X 2VT 4% G E
AEX, BX 2T xR EHIB T DR IOV Tk 5,
HEHBREO X 27 %K 57 #% Table 4.1 12”7,

Table 4.1: EHBREO VX2V T 5% 78+

AP

[==g==%
JEF%

OE.PHYSICAL_PROTECTION

The Operational Environment shall provide physical security,
commensurate with the value of the TOE and the data it stores or
processes.

HHBREEIX, TOE, X OTOEDMRAF £/ TS5 7 —Z DAMfEIZ L
Bl X 2T 4 2R AL 2 TR B0,

OE.NETWORK PROTECTION

The Operational Environment shall provide network security to protect
the TOE from direct, public access to its LAN interface.

HEFHBREET. LANAY A7 2= ADIE IO ERED T 72 AN
TOEZ AR T DI DICAR Y NI — 72X 2 VT ZARME L 221 R e 572
W,

OE.ADMIN_TRUST

The TOE Owner shall establish trust that Administrators will not use
their privileges for malicious purposes.

TOEFTH H 1L, BEENZOMHEREZEESHD B B LN EN)
ET v AVADA SR AN E AN YA AN

OE.USER_TRAINING

The TOE Owner shall ensure that Users are aware of site security
policies and have the competence to follow them.

TOEFTEZ 1%, FIHZE N A X 2T 4 F#HEERL . FHUTHED
VAR i e N ARV N | A AN D AW AN S YA A

OE.ADMIN_TRAINING

The TOE Owner shall ensure that Administrators are aware of site
security policies and have the competence to use manufacturer’s
guidance to correctly configure the TOE and protect passwords and keys
accordingly.

TOEFTA &L, EHHE YA MeF 2T 78t 2 BAEL . TOEZ 1ELL
RIEL, /AT —R LRSI RGE T D7D SEE DA X 2%
IG5 BaF > TWAZ EARAELRIT T2 D7,
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5 YRR R— R NE T
AR ST XL FOIEEZ L R—FR M ERT D, ZILHIE PP TERINTZDDODO—ETH D,

5.1 FAU STG_EXT Extended: External Audit Trail Storage

Family Behavior:

This family defines requirements for the TSF to ensure that secure transmission of audit data from TOE to
an External IT Entity.

Component leveling:

FAU STG_EXT.1: External Audit Trail Storage H 1 ‘

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel implementing a
secure protocol.

Management:

The following actions could be considered for the management functions in FMT:
e The TSF shall have the ability to configure the cryptographic functionality.
Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FAU_STG_EXT.1 Extended: Protected Audit Trail Storage
Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External
IT Entity using a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity which relies on a
non-TOE audit server for storage and review of audit records. The storage of these audit records and the
ability to allow the administrator to review these audit records is provided by the Operational Environment
in that case. The Common Criteria does not provide a suitable SFR for the transmission of audit data to an
External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class with a
single component.

5.2 FCS CKM_EXT Extended: Cryptographic Key Management

Family Behavior:

This family addresses the management aspects of cryptographic keys. Especially, this extended component
is intended for cryptographic key destruction.

Component leveling:
FCS CKM EXT.4: Cryptographic Key Material Destruction H 4 ‘

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key materials
that are no longer needed are destroyed by using an approved method.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:
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® There are no auditable events foreseen.
FCS_CKM _EXT.4 Extended: Cryptographic Key Material Destruction
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction
FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and
cryptographic critical security parameters when no longer needed.
Rationale:
Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer needed

are destroyed by using an approved method, and the Common Criteria does not provide a suitable SFR for
the Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure, and it is
therefore placed in the FCS class with a single component.

5.3 FCS_HTTPS EXT Extended: HTTPS selected

Family Behavior:

Components in this family define requirements for protecting remote management sessions between the
TOE and a Security Administrator. This family describes how HTTPS will be implemented. This is a new
family defined for the FCS Class.

Component leveling:

FCS_HTTPS_EXT.1: HTTPS selected 1]

FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented according to RFC 2818 and
supports TLS.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

e Failure of HTTPS session establishment
FCS_HTTPS_EXT.1 Extended: HTTPS selected

Hierarchical to: No other components.

Dependencies: FCS_TLS EXT.1 Extended: TLS selected
FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC 2818.
FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in FCS_TLS EXT.1.
Rationale:

HTTPS is one of the secure communication protocols, and the Common Criteria does not provide a
suitable SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

5.4 FCS KYC EXT Extended: Cryptographic Operation (Key Chaining)

Family Behavior:

This family provides the specification to be used for using multiple layers of encryption keys to ultimately
secure the protected data encrypted on the storage.

Component leveling:
FCS_KYC_EXT.1: Key Chaining 1|
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FCS_KYC_EXT Key Chaining, requires the TSF to maintain a key chain and specifies the characteristics
of that chain.
Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.
Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:
e There are no auditable events foreseen.
FCS_KYC_EXT.1 Extended: Key Chaining
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF _EXT.1 Cryptographic Operation (Key Derivation),

and/or
FCS_COP.1(f) Cryptographic operation (Key Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using a submask as the BEV
or DEK; intermediate keys originating from one or more submask(s) to the BEV or DEK
using the following method(s): [selection: key wrapping as specified in FCS_COP.1(e),
key combining as specified in FCS_SMC_EXT.1, key encryption as specified in
FCS_COP.1(¥), key derivation as specified in FCS_KDF EXT.1, key transport as
specified in FCS_COP.1(i)]] while maintaining an effective strength of [selection: 128
bits, 256 bits] .

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the characteristics of that
chain. However, the Common Criteria does not provide a suitable SFR for the management of multiple
layers of encryption key to protect encrypted data.

This extended component protects the TSF data using cryptographic algorithms, and it is therefore placed
in the FCS class with a single component.

5.5 FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit
Generation)
Family Behavior:

This family defines requirements for random bit generation to ensure that it is performed in accordance
with selected standards and seeded by an entropy source.

Component leveling:

FCS_RBG_EXT.1: Random Bit Generation 1|

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in accordance
with selected standards and seeded by an entropy source.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

® There are no auditable events foreseen.
FCS_RBG_EXT.1 Extended: Random Bit Generation
Hierarchical to: No other components.
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Dependencies: No dependencies.

FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in
accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-904] using [selection:
Hash_DRBG (any), HMAC DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source that accumulates
entropy from [selection: [assignment: number of software-based sources| software-based

noise source(s), [assignment: number of hardware-based sources| hardware-based noise

source(s)] with a minimum of [selection: /28 bits, 256 bits] of entropy at least equal to
the greatest security strength, according to ISO/IEC 18031:2011 Table C.1 “Security
strength table for hash functions”, of the keys and hashes that it will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction, and the Common
Criteria does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in the FCS
class with a single component.

5.6 FCS_TLS EXT Extended: TLS selected

Family Behavior:

This family addresses the ability for a server and/or a client to use TLS to protect data between a client and
the server using the TLS protocol.

Component leveling:
FCS_TLS_EXT.1: TLS selected 1]

FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as specified.
Management:

The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e Failure of TLS session establishment
FCS_TLS_EXT.1 Extended: TLS selected
Hierarchical to: No other components.
Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
FCS _RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_TLS EXT.1.1 The TSF shall implement one or more of the following protocols [selection: TLS 1.0
(RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC 5246)] supporting the following
ciphersuites:

Mandatory Ciphersuites:
TLS RSA WITH AES 128 CBC_SHA
Optional Ciphersuites:
[selection:
None
TLS RSA WITH AES 256 CBC SHA
TLS DHE RSA_WITH AES 128 CBC_SHA
TLS DHE RSA_WITH AES 256_CBC_SHA
TLS RSA WITH AES 128 CBC SHA256
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TLS RSA_WITH _AES 256_CBC_SHA256

TLS DHE RSA_WITH AES 128 CBC_SHA256

TLS DHE RSA_WITH AES _256_CBC_SHA256

TLS ECDHE _RSA_WITH AES 128 CBC_SHA

TLS ECDHE_RSA_WITH AES 256_CBC_SHA

TLS ECDHE_ECDSA_WITH AES 128 CBC _SHA
TLS ECDHE_ECDSA_WITH AES 256_CBC_SHA
TLS ECDHE _RSA_WITH _AES 128 CBC SHA256
TLS ECDHE_RSA_WITH AES 256_CBC_SHA384
TLS_ECDHE_RSA_WITH _AES_128_GCM_SHA256
TLS ECDHE _RSA_WITH AES 256_GCM _SHA384
TLS ECDHE_ECDSA_WITH AES 128 GCM_SHA256
TLS ECDHE_ECDSA_WITH AES 256_GCM_SHA384
TLS ECDHE_ECDSA_WITH AES 128 CBC_SHA256
TLS ECDHE_ECDSA_WITH AES 256_CBC_SHA384

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does not provide a suitable
SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

5.7 FDP_DSK EXT Extended: Protection of Data on Disk

Family Behavior:
This family is to mandate the encryption of all protected data written to the storage.

Component leveling:
FDP_DSK_EXT.1: Protection of Data on Disk 1]

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to encrypt all the Confidential
TSF and User Data stored on the Field-Replaceable Nonvolatile Storage Devices in order to avoid storing
these data in plaintext on the devices.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

® There are no auditable events foreseen.
FDP_DSK_EXT.1 Extended: Protection of Data on Disk
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance with FCS_COP.1(d),
use a self-encrypting Field-Replaceable Nonvolatile Storage Device that is separately CC certified to
conform to the FDE EE cPP | such that any Field-Replaceable Nonvolatile Storage Device contains no
plaintext User Document Data and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user intervention.

Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any confidential data without user
intervention, and the Common Criteria does not provide a suitable SFR for the Protection of Data on Disk.
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This extended component protects the Data on Disk, and it is therefore placed in the FDP class with a
single component.

5.8 FDP_FXS EXT Extended: Fax Separation

Family Behavior:

This family addresses the requirements for separation between Fax PSTN line and the LAN to which TOE
is connected.

Component leveling:
FDP_FXS_EXT.1: Fax Separation 1]

FDP_FXS EXT.1 Fax Separation, requires the fax interface cannot be used to create a network bridge
between a PSTN and a LAN to which TOE is connected.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

® There are no auditable events foreseen.

FDP_FXS EXT.1 Extended: Fax separation
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_FXS _EXT.1.1 The TSF shall prohibit communication via the fax interface, except
transmitting or receiving User Data using fax protocols.

Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the Common Criteria does not
provide a suitable SFR for the Protection of TSF or User Data.

This extended component protects the TSF Data or User Data, and it is therefore placed in the FDP class
with a single component.

5.9 FIA PMG _EXT Extended: Password Management

Family Behavior:

This family defines requirements for the attributes of passwords used by administrative users to ensure that
strong passwords and passphrases can be chosen and maintained.

Component leveling:
FIA PMG EXT.1: Password Management H 1 ‘

FIA_PMG _EXT.1 Password management requires the TSF to support passwords with varying
composition requirements, minimum lengths, maximum lifetime, and similarity constraints.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

® There are no auditable events foreseen.

FIA_PMG _EXT.1 Extended: Password management
Hierarchical to: No other components.
Dependencies: No dependencies.
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FIA_PMG _EXT.1.1 The TSF shall provide the following password management capabilities
for User passwords:

e Passwords shall be able to be composed of any combination of upper and lower case letters, numbers,
and the following special characters: [selection: /", “@ ", “#”, “8”, “%”, “~" “&”, “*” “(" )",
[assignment: other characters |;

e Minimum password length shall be settable by an Administrator, and have the capability to require
passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the endpoints of communication, and
the Common Criteria does not provide a suitable SFR for the Password Management.

This extended component protects the TOE by means of password management, and it is therefore placed
in the FIA class with a single component.

5.10FPT KYP EXT Extended: Protection of Key and Key Material

Family Behavior:

This family addresses the requirements for keys and key materials to be protected if and when written to
nonvolatile storage.

Component leveling:
FPT KYP_EXT.1: Protection of key and key material H 1 ‘

FPT_KYP EXT.1 Extended: Protection of key and key material, requires the TSF to ensure that no
plaintext key or key materials are written to nonvolatile storage.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

® There are no auditable events foreseen.

FPT_KYP EXT.1 Extended: Protection of Key and Key Material
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP _ EXT.1.1 The TSF shall not store plaintext keys that are part of the keychain
specified by FCS_ KYC EXT.1 in any Field-Replaceable Nonvolatile Storage Device, and not store any
such plaintext key on a device that uses the key for its encryption.

Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key material are written to
nonvolatile storage, and the Common Criteria does not provide a suitable SFR for the protection of key
and key material.

This extended component protects the TSF data, and it is therefore placed in the FPT class with a single
component.

5.11 FPT SKP EXT Extended: Protection of TSF Data

Family Behavior:

This family addresses the requirements for managing and protecting the TSF data, such as cryptographic
keys. This is a new family modelled as the FPT Class.

Component leveling:
FPT_SKP_EXT.1: Protection of TSF Data 1]
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FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires preventing
symmetric keys from being read by any user or subject. It is the only component of this family.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FPT_SKP_EXT.1 Extended: Protection of TSF Data
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys,
and private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are protected
securely, and the Common Criteria does not provide a suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication using Pre-shared Key, and it
is therefore placed in the FPT class with a single component.

5.12FPT TST EXT Extended: TSF Testing

Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct operation.

Component leveling:
FPT_TST EXT.1: TSF testing 1]

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up in order to
demonstrate correct operation of the TSF.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FPT_TST_EXT.1 Extended: TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to
demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not provide a
suitable SFR for the TSF testing. In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single
component.

5.13FPT TUD EXT Extended: Trusted Update

Family Behavior:
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This family defines requirements for the TSF to ensure that only administrators can update the TOE
firmware/software, and that such firmware/software is authentic.

Component leveling:
FPT _TUD_EXT.!I: Trusted Update 1]

FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.
Management:

The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:
e There are no auditable events foreseen.
FPT_TUD_EXT.1 Trusted Update
Hierarchical to: No other components.
Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.
FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to
TOE firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE
using a digital signature mechanism and [selection: published hash, no other functions |
prior to installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable SFR for
the management of firmware/software. In particular, there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single
component.
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FAU GEN.1 Audit data generation (for O.AUDIT)

Hierarchical to: No other components.
Dependencies: FPT STM.1 Reliable time stamps
FAU GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:
a) Start-up and shutdown of the audit functions;
b) All auditable events for the not specified level of audit; and
c) All auditable events specified in Table 6.1, [and Table 6.2].
FAU GEN.1.2 The TSF shall record within each audit record at least the following information:

a) Date and time of the event, type of event, subject identity (if applicable), and the
outcome (success or failure) of the event; and

b) For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, additional information specified in Table 6.1, [and

Table 6.2].
Table 6.1: Auditable Events the PP Requires
Auditable event Relevant SFR Additional information
Job completion / Ya 7 DT FDP_ACF.1 Type of job / =7 FE
Unsuccessful User authentication / & FRAERE | FIA UAU.1 None
Unsuccessful User identification / FJ F & 3551 5B FIA _UID.1 None
Use of management functions / & EHEREDF| A FMT SMF.1 None
Modification to the group of Users that are part of a
role | BHDO—HTHHRITE S v — T DUEE FMT_SMR.1 | None
Changes to the time / BRFZ|DEE FPT STM.1 None
FTP_ITC.1, .
Failure to establish session / &3 a LD IR FTP_TRP.1(a), I;"%EE; for failure / R
FTP_TRP.1(b)

Note: A& FRIIMAAREFR LS A BRILL TIODOHERLEL T,

©2019-2020, >+—7 #0241 (Sharp Corp.), all rights reserved. 30



Table 6.2: Auditable Events this ST Provides

Auditable event Relevant SFR Additional information

Software update / 7 P T T 77— FPT TUD EXT.l1 |#lH/N—Tay

FAU GEN.2 User identity association
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

FAU_GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able to
associate each auditable event with the identity of the user that caused the event.

FAU STG_EXT.1 External Audit Trail Storage (for O.AUDIT)
Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation
FTP_ITC.1 Inter-TSF trusted channel.

FAU STG EXT.1.1 The TSF shall be able to transmit the generated audit data to an External IT Entity
using a trusted channel according to FTP_ITC.1.

6.2.2 WZH FCS Z{f:

ARHITIE, PP BEDDHHMZEHERIZEIHS FCS (Cryptographic Support / B 5578 —hk) 7T ADHEE
fFARLIR T %, i 6.2.9,6.2.13, 6.2.14 BLU* 6.2.15 DAHITH —HD FCS B2 HD,

FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys) (for
O0.COMMS PROTECTION)

Hierarchical to: No other components.

Dependencies: [EES— - 5
FCS_COP.1(b) Cryptographic Operation (for signature generation/ verification)
FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT 4 Extended: Cryptographic Key Material Destruction
FCS_CKM.1.1(a) Refinement: The TSF shall generate asymmetric cryptographic keys used for key
establishment in accordance with [NIST Special Publication 800-56B,
“Recommendation for Pair-Wise Key Establishment Schemes Using Integer
Factorization Cryptography” for RSA-based key establishment schemes] and specified
cryptographic key sizes equivalent to, or greater than, a symmetric key strength of
112 bits.

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys) (for
O0.COMMS_ PROTECTION, O.STORAGE _ENCRYPTION)

Hierarchical to: No other components.

Dependencies: [ECS—CKM2-Cryptosraphickey-distribution;-er
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(d) Cryptographic Operation (AES Data Encryption/Decryption)
FCS_COP.1(e) Cryptographic Operation (Key Wrapping)
FCS_COP.1(f) Cryptographic operation (Key Encryption)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
FCS_COP.1(h) Cryptographic Operation (for keyed-hash message authentication)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS _RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_CKM.1.1(b) Refinement: The TSF shall generate symmetric cryptographic keys using a Random
Bit Generator as specified in FCS_RBG_EXT.1 and specified cryptographic key
sizes [128bit, 256 bit] that meet the following: No Standard.
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FCS_CKM_EXT.4 Cryptographic Key Material Destruction (for O.COMMS PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE DATA)

Hierarchical to: No other components.

Dependencies: [FCS CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and
cryptographic critical security parameters when no longer needed.

FCS_CKM.4 Cryptographic key destruction (for O.COMMS_ PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE DATA)

Hierarchical to: No other components.
Dependencies: [FCS CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM.4.1 Refinement: The TSF shall destroy cryptographic keys in accordance with a specified
cryptographic key destruction method [
o For volatile memory, the destruction shall be executed by [ powering off a device,
[ single overwrite consisting of a pseudo-random pattern using the simple bit
operation | |.
o For nonvolatile storage, the destruction shall be executed by a [ single | overwrite of
key data storage location consisting of [ a pseudo random pattern using the TSF’s
RBG (as specified in FCS_RBG_EXT.1), a static pattern |, followed by a [ none |J. If
read-verification of the overwritten data fails, the process shall be repeated again;

] that meets the following: [ no standard |.

FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption) (for
O0.COMMS PROTECTION)

Hierarchical to: No other components.

Dependencies: [EPPIFCHmportofuserdata-withoutseeurityattributes;-or
EDP_IFC2 1 : ! » X 1 ’
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT .4 Extended: Cryptographic Key Material Destruction
FCS_COP.1.1(a) Refinement: The TSF shall perform encryption and decryption in accordance with a
specified cryptographic algorithm AES operating in [ CBC mode, GCM mode | and
cryptographic key sizes 128-bits and 256-bits that meets the following:

o FIPS PUB 197, “Advanced Encryption Standard (AES)”
o [ NIST SP 800-384, NIST SP 800-38D |

FCS_COP.1(b) Cryptographic Operation (for signature generation/verification) (for
O.UPDATE VERIFICATION, O.COMMS PROTECTION)

Hierarchical to: No other components.

Dependencies:  [EDPATCHmpertofuscrdata-withoutsceurity-attributes,-or
FCS:CKM. 1(a) Cryptographic Key Generation (for asymmetric keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(b) Refinement: The TSF shall perform cryptographic signature services in accordance
with a [ RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of | 2048
bits | | that meets the following [ FIPS PUB 186-4, “Digital Signature Standard” |.

FCS_RBG_EXT.1 Cryptographic Operation (Random Bit Generation) (for
O.STORAGE_ENCRYPTION and O.COMMS PROTECTION)

Hierarchical to: No other components.
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Dependencies: No dependencies.
FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in accordance
with [ NIST SP 800-90A ] vsing [ CTR_DRBG (AES) |].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by at least one entropy source that
accumulates entropy from [ | single | hardware-based noise source | with a minimum of
[ 256 bits | of entropy at least equal to the greatest security strength, according to
ISO/IEC 18031:2011 Table C.1 “Security Strength Table for Hash Functions”, of the
keys and hashes that it will generate.

6.2.3 WZH FDP %4

AHITIE, PP BEDDHMZEHERIZEIHS FDP (User Data Protection / K57 — 2 1%#) 7T ADK
BEE 23R 15, I 6.2.9,6.2.10,6.2.11 BL6.2.12 DEHITH D FDP BN H5,

FDP_ACC.1 Subset access control (for O.ACCESS CONTROL and
O.USER_AUTHORIZATION)

Hierarchical to: No other components.
Dependencies: FDP_ACEF.1 Security attribute based access control

FDP_ACC.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP on subjects,

objects, and operations among subjects and objects specified in Table 6.3 and Table
6.4.

FDP_ACF.1  Security attribute based access control (for O.ACCESS CONTROL and
O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

FDP_ACF.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to objects based
on the following: subjects, objects, and attributes specified in Table 6.3 and Table
6.4.

FDP_ACF.1.2 Refinement: The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules governing access
among controlled subjects and controlled objects using controlled operations on
controlled objects specified in Table 6.3 and Table 6.4.

FDP_ACF.1.3 Refinement: The TSF shall explicitly authorise access of subjects to objects based on the
following additional rules: [ none |.

FDP ACF.1.4 Refinement: The TSF shall explicitly deny access of subjects to objects based on the
following additional rules: [ none |.
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Table 6.3: D.USER.DOC Access Control SFP

“Create” “Read” “Modify” “Delete”
_ Operation: Submit a dqcument View image or Release| Modify stored| Delete stored
Print to be printed printed output document document
Job owner (note 1)
U.ADMIN
U.FAX, UNORMAL denied denied denied
Unauthenticated denied denied denied denied
o Operation: Submit a docyment View scanned image Modjﬁz stored Delgte stored
can for scanning image image
Job owner (note 2)
U.ADMIN denied denied
U.FAX, UNORMAL denied denied denied
Unauthenticated denied denied denied denied
%) . \Submit a document| View scanned image Modify stored| Delete stored
)peration. . or Release printed . ;
Ty for copying copy output image image
Job owner (note 2)
U.ADMIN denied denied
U.FAX, UNORMAL denied denied denied
Unauthenticated denied denied denied denied
%) tion: Submit a document Vi di Modify stored| Delete stored
Fax send peranion-1-, send as a fax tew scanned image image image
Job owner (note 2)
U.ADMIN denied denied
U.FAX, UNORMAL denied denied denied
Unauthenticated denied denied denied denied
Fax Operation: Receive a qu and Rl/elleev;ﬁl );Z;?eg;};; Modﬁ inzlage Delele.im;ge
teceive store it output of received fax|of received fax|
Fax owner (note 3) denied
U.ADMIN, U.FAX (note 4) denied
UNORMAL (note 4) denied denied denied
Unauthenticated denied denied denied
Storage / %) tion:| s d Retrieve stored Modify stored| Delete stored
retrieval peration.| store document document document document
Job owner (note 1)
U.ADMIN
U.FAX, UNORMAL denied denied denied
Unauthenticated denied denied denied denied
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Table 6.4: D.USER.JOB Access Control SFP

“Create” “Read” “Modify” “Delete”
Print Operation: |Create print job View p rlzg(équeue / Modify print job|Cancel print job
Job owner (note 1) denied
U.ADMIN denied
U.FAX, UNORMAL denied denied
Unauthenticated denied denied denied denied
Scan Operation: | Create scan job View sclcg };status / Modify scan job|Cancel scan job
Job owner (note 2) denied
U.ADMIN denied
U.FAX, UNORMAL denied denied
Unauthenticated denied denied denied denied
Clapy Operation: |Create copy job View CO;; )jg status / Modify copy job|Cancel copy job
Job owner (note 2) denied
U.ADMIN denied
U.FAX, UNORMAL denied denied
Unauthenticated denied denied denied denied
Operation-| €reate fax send |View fax job queue /| Modify fax send| Cancel fax send
Fax send peration. job log job job
Job owner (note 2) denied
U.ADMIN denied
U.FAX, UNORMAL denied denied
Unauthenticated denied denied denied denied
Fax Operation-|  Create fax View fax receive Modify fax Cancel fax
receive perauon-| o ceive job status / log receive job receive job
Fax owner (note 3) denied denied
U.ADMIN, U.FAX (note 4) denied denied
UNORMAL denied denied denied
Unauthenticated denied denied denied denied
Storage / Operation: Create storage /|  View storage/ |Modify storage /|\Cancel storage
retrieval | retrieval job retrieval log retrieval job retrieval job
Job owner (note 1) denied
U.ADMIN denied
U.FAX, UNORMAL denied denied
Unauthenticated denied denied denied denied

Note 1: Job Owner is identified by a credential or assigned to an authorized User as part of the process of
submitting a print or storage Job.

Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a scan, copy, fax
send, or retrieval Job.

Note 3: Job Owner of received faxes is assigned by default or configuration. Minimally, ownership of
received faxes is assigned to a specific user or U ADMIN role.

Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by Users of the TOE.

6.2.4 W ZH FIA 2

AHITIE, PP BEDHDHVMIEHEIZEII% FIA (Identification and Authentication /

HEBE A 20 35, il 6.2.14 Hiloth 0D FIA BEiERH A,

FIA_AFL.1

Hierarchical to: No other components.

Dependencies:
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FIA_AFL.1.1  The TSF shall detect when /[ 3 ] / unsuccessful authentication attempts occur related to
[ the unsuccessful user (including administrator) internal authentication attempts
following the last successful authentication ].

FIA AFL.1.2  When the defined number of unsuccessful authentication attempts has been / met ], the
TSF shall [

o Unsuccessful authentication reached three times: Reception of authentication trials
stops for five minutes

o Five minutes later after stopping: the number of times authentication was
unsuccessful is cleared, and the reception of authentication trials is recovered

1.

FIA_ATD.1  User attribute definition (for O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA ATD.1.1 The TSF shall maintain the following list of security attributes belonging to individual
users: [ FYFHE R4, HERZIL—T].

FIA_ PMG_EXT.1 Password Management (for O.USER [1&A)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_ PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:

e Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [ “!'”, “@”, “#”, “§7, “%”, “*”,
“&”, “FV0 4%, 97 | no other characters | J;

e Minimum password length shall be settable by an Administrator, and have the
capability to require passwords of 15 characters or greater;

FIA UAU.1 Timing of authentication (for O.USER I&A)
Hierarchical to: No other components.
Dependencies: FIA UID.1 Timing of identification

FIA UAU.1.1 Refinement: The TSF shall allow [

® Receive fax data from PSTN
] on behalf of the user to be performed before the user is authenticated.

FIA UAU.1.2 The TSF shall require each user to be successfully authenticated before allowing any
other TSF-mediated actions on behalf of that user.

FIA UAU.7 Protected authentication feedback (for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA UAU.1 Timing of authentication

FIA UAU.7.1 The TSF shall provide only [ substitute characters as many as ones that are provided |
to the user while the authentication is in progress.

FIA UID.1  Timing of identification (for O.USER I&A and O.ADMIN_ ROLES)
Hierarchical to: No other components.
Dependencies: No dependencies.
FIA UID.1.1  Refinement: The TSF shall allow [
® Receive fax data from PSTN
] on behalf of the user to be performed before the user is identified.

FIA UID.1.2  The TSF shall require each user to be successfully identified before allowing any other
TSF-mediated actions on behalf of that user.
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FIA USB.1  User-subject binding (for O.USER 1&A)
Hierarchical to: No other components.
Dependencies: FIA ATD.1 User attribute definition
FIA USB.1.1  The TSF shall associate the following user security attributes with subjects acting on the
behalf of that user: [ FYHE 124, IR IL—7].

FIA_USB.1.2  The TSF shall enforce the following rules on the initial association of user security
attributes with subjects acting on the behalf of users: [ no rules .

FIA USB.1.3  The TSF shall enforce the following rules governing changes to the user security
attributes associated with subjects acting on the behalf of users: [ no rules ].

6.2.5 WVZH FMT 344

ARHITIE, PP BEDDHMEHRIZEI IS FMT (Security Management / &%= U7 & H) 77 ADFHE
P aseh 32,

FMT MOF.1 Management of security functions behavior (for O.ADMIN_ ROLES)
Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT MOF.1.1 Refinement: The TSF shall restrict the ability to / enable ] the functions [
o Initialize Private Data / Data in Machine (TN &5 & ONEBEP > — 5 D ETHIHE)
] to U ADMIN.

FMT MSA.1 Management of security attributes (for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control;-er
EDPJEC - Subsctinformation-low-control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT MSA.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to restrict the
ability to / query, modify, delete, | create | ] the security attributes [ Security attributes
specified in Table 6.5 | to [ Authorised roles specified in Table 6.5 ].

Table 6.5: List of Security attributes

Security attributes Operation Authorised roles
h .
P, Ef/ff;?f/ﬁ% 7 create, modify, delete U.ADMIN
P?—’%,,\;E/f/ﬁ%‘@if/ﬁi’/l/— create, modify, delete U.ADMIN
query U.ADMIN, the owning UNORMAL

FMT _MSA.3 Static attribute initialization (for O.ACCESS _CONTROL and
O.USER_AUTHORIZATION)

Hierarchical to: No other components.

Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT MSA.3.1 Refinement: The TSF shall enforce the User Data Access Control SFP to provide
[ restrictive | default values for security attributes that are used to enforce the SFP.

FMT _MSA.3.2 Refinement: The TSF shall allow the [ no role ] to specify alternative initial values to
override the default values when an object or information is created.

FMT _MTD.1 Management of TSF data (for O.ACCESS_CONTROL)
Hierarchical to: No other components.
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Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT MTD.1.1 Refinement: The TSF shall restrict the ability to perform the specified operations on
the specified TSF Data to the roles specified in Table 6.6.

Table 6.6: Management of TSF Data

TSF Data Operation Authorised role(s)

= o . create, delete U.ADMIN
PIRBREAEFIE 27 —F modify U.ADMIN, the owning UNORMAL

BIPNAT—FE modify U.ADMIN

R A= modify U.ADMIN

A 11/FEZ) modify U.ADMIN

BB X EHRE query, modify U.ADMIN

BB 7o MR query, modify U.ADMIN

TRV create, modify, delete U.ADMIN

FRAF Y —N—RIE create, modify, delete U.ADMIN

IPTRLZZE modify U.ADMIN

A=)V EIG—N—RIE query, modify U.ADMIN

¥+ —HE 77— AT T modify U.ADMIN

FY MBI 7 — A0 T modify U.ADMIN

Mgﬁ%gg’iﬁ@fgp modify U.ADMIN

TR 7 — L0 T modify U.ADMIN

Mig ggﬁg;;/:’ijff;” modify U.ADMIN

FMT _SMF.1 Specification of Management Functions (for O.USER _AUTHORIZATION,
O.ACCESS_CONTROL, and O.ADMIN ROLES)

Hierarchical to: No other components.
Dependencies: No dependencies.

FMT SMF.1.1 Refinement: The TSF shall be capable of performing the following management
functions: [ management functions specified in Table 6.7, Table 6.8, Table 6.9, and
Table 6.10 ].
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Table 6.7: List of Management Functions Provided by the TSF (1)

HEREZL/F/SFR B PEHHE/management functions {5 /notes
FAU GEN.1 None
FAU GEN.2  |None —
FAU STG EXT.1 | 50/ (GO E s S AE I X TLSHE L [
FCS CKM.1(a) |None —
FCS CKM.1(b) [None —
FCS CKM EXT.4 |None —
FCS CKM 4 None —
FCS COP.1(a) [None —
FCS COP.1(b) |None —
FCS RBG EXT.1 |None —
FDP ACC.1 None —
FDP ACF.I  |None RN R AE S OHLAIZR L
FIA AFL.I  |None LT 7 a3 E
o PN ERGEFI I D% ik
FAATDL L pysamae bl # OIS L —7 % —
FIA PMG EXT.1 | fix/VSAT—RFROZEH —
n%k)%"J FARIEST DT
FIA UAU.l |78 piE%~/\~®px;£ FRRERTT 7 a L E
e WiBFRGERHE AT —R DT
FIA UAU.7 None —
o A FRRIE T DA B
e S — N (DI
FIA UD.1 | 'I;:JEE:ZE%J ﬁﬁg’gi . IR 7S
° V‘Jnl-smunftﬂJﬂq%D& /])/gl Ojﬁﬁ
FIA USB.I None BTV NEMETEE
Table 6.8: List of Management Functions Provided by the TSF (2)
BERE Z{F/SFR & PIF&HE /management functions 17 /notes
FMT MOF.1  |None BENT V—F 1L EE
FMT MSA.1  |None BE T —7 SRR E E
BENT =T T T HIVIRE.
FMT MSA.3  |None BEO. SRl EE
FMT MTD.l  |None BEN N—F 1L EE
FMT SMF.1 None —
FMT SMR.1 | #ERZ L —7 D& HE —
FPT SKP EXT.1 |None —
FPT STM.1 | AfH/RZIDFRE —
FPT TST EXT.1 |None —

FPT TUD EXT.1

o 77— LU= T D E T

FTA SSL3 | H#Eins 7T N O E —
FTP ITC.1 None —
FTP TRP.l1(a) [None —
FTP TRP.1(b) |None —
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Table 6.9: List of Management Functions Provided by the TSF (3)

HEREZL/F/SFR & PEFHE/management functions {5 /notes
FPT KYP EXT.1 [None —

FCS KYC EXT.1 |None —

FDP DSK EXT.1 |None —

FDP_FXS EXT.1 [None

FDP RIP.1(a) |None AT D TS A7

V3, B TR I [ E
FDP RIP.1(b) | 8 A& QAN T — X O FI L D ) —

FCS COP.1(d) |None —

FCS COP.1(f) |None —

FCS TLS EXT.1 |[None —

FCS HTTPS EXT.1|None —

FCS COP.1(c) |None —

Table 6.10: List of Management Functions Provided by the TSF (4)

BERE Z{F/SFR ‘B PEFEHE/management functions 17 /notes

— e TRV AMRDE B —

— e IPT RLADHRE —

1
2

— A NVIEEY N DBGE —

I3

FMT SMR.1 Security roles (for O.ACCESS CONTROL. O.USER_AUTHORIZATION, and
O.ADMIN_ROLES)

Hierarchical to: No other components.

Dependencies: FIA UID.1 Timing of identification
FMT _SMR.1.1 Refinement: The TSF shall maintain the roles U ADMIN, UNORMAL.
FMT _SMR.1.2 The TSF shall be able to associate users with roles.

6.2.6 W-JH FPT

AKREITIL, PP WEDDMZEH EIZE% FPT (Protection of the TSF / TSF DR#) 77 ADKEREE
ZRiiR 3%, iz 6.2.9 HilZh—E8D FPT BHEAH D,

FPT SKP EXT.1 Protection of TSF Data (for O.COMMS PROTECTION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT SKP EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private
keys.

FPT STM.1 Reliable time stamps (for O.AUDIT)
Hierarchical to: No other components.
Dependencies: No dependencies.
FPT STM.1.1 The TSF shall be able to provide reliable time stamps.

FPT TST EXT.1 TSF testing (for O.TSF_SELF TEST)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT _TST EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to
demonstrate the correct operation of the TSF.

FPT TUD_EXT.I Trusted Update (for O.UPDATE VERIFICATION)
Hierarchical to: No other components.
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Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation / verification)
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
FPT TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.
FPT TUD_ EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.

FPT TUD_ EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE using
a digital signature mechanism and [ no other functions | prior to installing those updates.

6.2.7 WZE FTA B4

AHITIX, PP 2NEDDMZEHRIZESHS FTA (TOE Access / TOE 727 %A) 75 ADKEREZ % 5ok
—é—éo

FTA SSL.3  TSF-initiated termination (for O.USER I&A)
Hierarchical to: No other components.
Dependencies: No dependencies.
FTA _SSL.3.1 The TSF shall terminate an interactive session after a [ user inactivity for:
® 240 seconds or shorter, specified by U.ADMIN, for sessions via the operation panel
© 300 seconds, for sessions via web interfaces

1.

6.2.8 W.JH FTP {4

AHITIL, PP 2NED D MZE HIZ B2 FTP (Trusted Paths/Channels / iE§E/ SA/F ¥ 1L) 7T A
DO REEA AR T 5,

FTP _ITC.1  Inter-TSF trusted channel (for O.COMMS PROTECTION, O.AUDIT)
Hierarchical to: No other components.

Dependencies: [FCS IPSEC EXT.1 Extended: IPSEC selected, or
FCS_TLS _EXT.1 Extended: TLS selected, or
FCS_SSH _EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
FTP_ITC.1.1  Refinement: The TSF shall use / TLS ] to provide a trusted communication channel
between itself and authorized IT entities supporting the following capabilities:
[ authentication server, | audit log server, fip server, mail server | | that is logically
distinct from other communication channels and provides assured identification of its end
points and protection of the channel data from disclosure and detection of modification
of the channel data.
FTP _ITC.1.2  Refinement: The TSF shall permit the TSF, or the authorized IT entities, to initiate
communication via the trusted channel.
FTP _ITC.1.3  Refinement: The TSF shall initiate communication via the trusted channel for
[ authentication service, audit log service, ftp service, mail service |.

FTP_TRP.1(a) Trusted path (for Administrators) (for O.COMMS PROTECTION)
Hierarchical to: No other components.

Dependencies: [FCS _IPSEC EXT.1 Extended: IPSEC selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS _SSH _EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(a) Refinement: The TSF shall use / TLS, TLS/HTTPS ] to provide a trusted
communication path between itself and remote administrators that is logically distinct
from other communication paths and provides assured identification of its end points and
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protection of the communicated data from disclosure and detection of modification of
the communicated data.

FTP_TRP.1.2(a) Refinement: The TSF shall permit remote administrators to initiate communication via
the trusted path.

FTP_TRP.1.3(a) Refinement: The TSF shall require the use of the trusted path for initial administrator
authentication and all remote administration actions.

FTP_TRP.1(b) Trusted path (for Non-administrators) (for O.COMMS PROTECTION)
Hierarchical to: No other components.

Dependencies: [FCS _IPSEC EXT.1 Extended: IPSEC selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(b) Refinement: The TSF shall use / TLS, TLS/HTTPS ] to provide a trusted
communication path between itself and remote users that is logically distinct from other
communication paths and provides assured identification of its end points and protection
of the communicated data from disclosure and detection of modification of the
communicated data.

FTP_TRP.1.2(b) Refinement: The TSF shall permit / remote users ] to initiate communication via the
trusted path.

FTP_TRP.1.3(b) Refinement: The TSF shall require the use of the trusted path for initial user
authentication and all remote user actions.

6.2.9 AT EVZEELE Bl
AHITIX, PP BEDDEMATEMEHBOIG | LA A RE/R AT RMEAR — T A2 EOFL
BOT —H b AMREE AR 95, iz 6.2.13 Hilch  ARENC BT AREBEE D — 013D,

FPT KYP EXT.1 Protection of Key and Key Material (for O.KEY MATERIAL)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT KYP_EXT.1.1 Refinement: The TSF shall not store plaintext keys that are part of the keychain
specified by FCS_ KYC EXT.1 in any Field-Replaceable Nonvolatile Storage Device.

FCS_KYC_EXT.1 Key Chaining (for O.STORAGE _ENCRYPTION)

Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(f) Cryptographic operation (Key Encryption),
FCS_KDF _EXT.1 Cryptographic Operation (Key Derivation),
and/or
FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS _KYC_EXT.1.1 The TSF shall maintain a key chain of: / intermediate keys originating from one or
more submask(s) to the BEV or DEK using the following method: [ key encryption as
specified in FCS_COP.1(f) | ] while maintaining an effective strength of / 256 bits |.

FDP_DSK EXT.1 Protection of Data on Disk (for O.STORAGE_ENCRYPTION)
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption).

FDP_DSK EXT.1.1 The TSF shall / perform encryption in accordance with FCS_COP.1(d) ] such that
any Field- Replaceable Nonvolatile Storage Device contains no plaintext User Document
Data and no plaintext Confidential TSF Data.

FDP_DSK EXT.1.2 The TSF shall encrypt all protected data without user intervention.
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6.2. 10 5 F &V ZE 5 B2
AEITIE. PP BNED DT XM REDH S PSTN 777 A~ NI —Z [ D45 BE I BRI AR RE
AR5,

FDP_FXS EXT.I Fax separation (for O.FAX NET SEPARATION)
Hierarchical to: No other components.
Dependencies: No dependencies

FDP_FXS EXT.1.1 The TSF shall prohibit communication via the fax interface, except transmitting or
receiving User Data using fax protocols.

621147 ar ik C2
AREITIE, PP NEDDHA T ar FAROYL | it FiEXC b oM Ak 5,

FDP_RIP.1(a) Subset residual information protection (for O.IMAGE_OVERWRITE)
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_RIP.1.1(a) Refinement: The TSF shall ensure that any previous information content of a resource is
made unavailable by overwriting data upon the deallocation of the resource from the
following objects: D.USER.DOC.

6.2.124 7> a ik C3
KEITIE PP NEDDIA T ar HBDOIL | F— 2D 52N b A EERE B4 20k 5,

FDP_RIP.1(b) Subset residual information protection (for O.PURGE _DATA)
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_RIP.1.1(b) Refinement: The TSF shall ensure that any previous customer-supplied information
content of a resource is made unavailable upon the request of an Administrator to the
following objects: D.USER, D.TSF.

6.2.13 8RN~ — 2 D1
AKEITIE. PP NED DN AN — G DHH | B HIASHL AT RE/2 RIEIE AR — T XA A D FE
DOF —H b A RE B2 TR T 5, T 6.2.9 Hilch . AR T AMBEE O — 2355,

FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption) (for O.
STORAGE ENCRYPTION)

Hierarchical to: No other components.

Dependencies:  [EDPATCHmpertofuscrdata-withoutsceurity-attributes,-or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM _EXT .4 Extended: Cryptographic Key Material Destruction
FCS_COP.1.1(d) The TSF shall perform data encryption and decryption in accordance with a specified
cryptographic algorithm AES used in / CBC | mode and cryptographic key sizes / 256
bits | that meet the following: AES as specified in ISO/IEC 18033-3, / CBC as specified
in ISO/IEC 10116 ).

FCS_COP.1(f) Cryptographic operation (Key Encryption) (selected from FCS KYC EXT.1.1)
Hierarchical to: No other components.

Dependencies:  [EDPATCHmpertofuscr-data-withoutsceurity-attributes,-or
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FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT .4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(f) Refinement: The TSF shall perform key encryption and decryption in accordance with
a specified cryptographic algorithm AES used in / CBC | mode and cryptographic key
sizes [ 256 bits | that meet the following: AES as specified in ISO/IEC 18033-3, / CBC
as specified in ISO/IEC 10116 ].

6.2.14 38R~ — R HEA{: D2
REITIL, PP NEDDEIRAR—RFEEDH S | RSN EE T B AR REE R 2230k 5,

FCS_TLS EXT.1 TLS selected (selected in FTP_ITC.1.1, FTP_TRP.1.1)
Hierarchical to: No other components.
Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)
FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following protocols / TLS 1.2 (RFC

5246) ] supporting the following ciphersuites:

Mandatory Ciphersuites:

e TLS RSA WITH AES 128 CBC _SHA

Optional Ciphersuites:

[

o TLS RSA WITH AES 256 CBC SHA

o TLS RSA WITH AES 128 CBC SHA256

o TLS RSA WITH AES 256 CBC SHA256

o 7TLS ECDHE RSA WITH AES 128 CBC SHA256

o TLS ECDHE RSA WITH AES 256 CBC SHA384

o 7TLS ECDHE RSA WITH AES 128 GCM_SHA256

o TLS ECDHE _RSA WITH AES 256 GCM_SHA384

]

FCS_HTTPS EXT.1 HTTPS selected (selected in FTP_ITC.1.1, FTP_TRP.1.1)

Hierarchical to: No other components.

Dependencies: FCS TLS EXT.1 Extended: TLS selected
FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC 2818.
FCS _HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in FCS_TLS EXT.1.

FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication) (selected with
FCS IPSEC EXT.1.4)

Hierarchical to: No other components.

Dependencies: [EPPIFCHmportofuserdata-withoutseeurityattributes;-or

EDPITC 2 Impertefuserdata-with-securityattributes;or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material

FCS_COP.1.1(g) Refinement: The TSF shall perform keyed-hash message authentication in accordance

with a specified cryptographic algorithm HMAC-/SHA-1, SHA-256, SHA-384], key size
[ 160, 256, 384 ], and message digest size [ 160, 256, 384 ] bit that meet the following:
FIPS PUB 198-1, "The Keyed-Hash Message Authentication Code, and FIPS PUB
180-3, “Secure Hash Standard.”
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6.2.15 R~ —RFE{f: D3
REITIL, PP MED DRI —RELEDI G | EEHT 7T — M Mb AR B L2303,

FCS_COP.1(c) Cryptographic operation (Hash Algorithm) (selected in FPT _TUD EXT.1.3)
Hierarchical to: No other components.

Dependencies:

No dependencies

FCS_COP.1.1(c) Refinement: The TSF shall perform cryptographic hashing services in accordance
with [ SHA-1, SHA-256, SHA-384 ] that meet the following: ISO/IEC 10118-3:2004.

6.2.16 2% =2V T B HE B AR L

E. AR ST 28 E4ET5 SFR 1. PP SHLE TS SFR OERSEES ThH, BT B I OMEIRIZT T

FETLTWD, Fo, LRSI~ 5L80 ARIFEIC OV TRIEIE RV,

6.2.16.1 ZX 2T HERE BAF DR IF AR L

Table 6.11, Table 6.12, 331U Table 6.13 (%, CC BLPP N ET 5 SFR M3l & 9 &K T L
A TOE 73 2 U CUONDARTEME L Tl L QR METENE . B L OMKIEMEAR T I D 1E Y A2~

Table 6.11: X =UT HEREEAFDIEAFIE (1)

P rst YR S HRLTS R |
FAU GEN.1 FPT STM.1 FPT STM.1 —
FAU GEN.2 FAU GEN.1, FIA UID.1 FAU GEN.1, FIA UID.1 — —

FAU STG EXT.1

FAU GEN.1, FTP ITC.1

FAU GEN.1, FTP ITC.1

[FCS_COP.1(b), or

FCS_COP.1(b),

FCS_COP.1(g), or
FCS_COP.1(h)],
FCS_CKM EXTA4,
FCS RBG EXT.1

FCS_COP.1(g),
FCS_CKM_EXT 4,
FCS_RBG_EXT.1

FCS_CKM.1(a) FCS_COP.1(i)], _ —
FCS CKM EXT.4 FCS_CKM_EXT.4
[FCS_COP.1(a), or
FCS COP.1(d), or FCS_COP.1(a),
FCS_COP.1(e), or FCS_COP.1(d),
RO O] FCS_COP.1(f), or FCS_COP.1(f), B B

FCS_COP.1(b)

FCS CKM EXTA4

FCS CKM EXT.4

FCS_CKM.1(a),
FCS_CKM.1(a) or -
FCS_CKM_EXT.4 [FCS_ FCS_CKM.1(b), _ _
FCS_CKM.1(b)], FCS_CKM.4 o RN
[FCS_CKM.1(a) or FCS_CKM.1(a), o o
HCSRCKELE FCS CKM.1(b)] FCS CKM.1(b)
[FCS_CKM.1(b)], FCS_CKM.1(b), — —
s (L0l FCS CKM EXT.4 FCS CKM EXT.4
[FCS_CKM.1(a)], FCS_CKM.1(a),

FCS RBG EXT.1

FDP ACC.1 FDP ACF.1 FDP ACF.1 — —
FDP ACF.1 FDP_ACC.1, FMT MSA.3 |FDP ACC.1, FMT MSA.3 — —
FIA AFL.1 FIA UAU.1 FIA UAU.1 — —
FIA ATD.1 — — — —
FIA PMG EXT.1 — — — —
FIA UAU.1 FIA UID.1 FIA UID.1 — —
FIA UAU.7 FIA UAU.1 FIA UAU.1 — —
FIA UID.1 — — — —
FIA USB.1 FIA ATD.1 FIA ATD.1 — —
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Table 6.12: EX U7 ABEREEAEOIKIFNE (2)

FCS_KDF EXT.1, and/or
FCS COP.1(i)]

Mt T Ikt i /& 9™ & L TD AN & fii 5
FMT MOF.I | FMT SMR.I, FMT SMF.I | FMT SMR.I, FMT SMF.1|  — —
[FDP_ACC.1], EMT SMR.I, | FDP ACC.I, FMT SMR.I,| B
TN RS FMT SMF.I FMT SMF.I
FMT MSA3 | FMT MSA.1, FMT SMR.1 |FMT MSA.L FMT SMR.1|  — —
FMT MTD.l | FMT SMR.L, FMT SMF.I | FMT SMR.I, FMT SMF.1|  — —
FMT SMF.1 — — — —
FMT SMR.1 FIA UID.1 FIA UID.1 — —
FPT SKP EXT.1 — — — —
FPT STM.I — — — —
FPT TST EXT.I — — — —
FCS_COP.1(b),
FPT TUD EXT.1[FCS_COP.1(b), FCS_COP.1(c) ey o _ _
FTA SSL3 — — — —
[FCS_IPSEC EXT.1, or
FCS TLS EXT.1, or
FTP_ITC.1 FCS ST EXTL o FCS TLS EXT.1 _ _
FCS HTTPS EXT.1]
[FCS_IPSEC EXT.1, or
FCS TLS EXT.1, or FCS TLS EXT.I, B B
E IR L) FCS SSH EXT.1, or FCS HTTPS EXT.1
FCS HTTPS EXT.1]
[FCS_IPSEC EXT.1, or
FCS TLS EXT.1, or FCS TLS EXT.I,
FLE_TREo) FCS_SSH_EXT.1, or FCS_HTTPS EXT.I - -
FCS HTTPS EXT.1]
Table 6.13: EX 2T 4 HEREZHEDIKFNE (3)
lja . . . . .
s TR WRELTS AR | s
FPT KYP EXT.1 — — —
[FCS_COP.1(e),
FCS_SMC EXT.1,
FCS_KYC_EXT.1 FCS_COP.1(), FCS_COP.1(f) _ _

FDP DSK EXT.1

FCS COP.1(d)

FCS COP.1(d)

FDP FXS EXT.1

FDP RIP.1(a)

FDP RIP.1(b)

[FCS_CEM.I(b)],

FCS_CKM.1(b),

FCS_TLS_EXT.1

FCS_CKM.1(a), FCS_COP.1(a),
FCS_COP.1(b), FCS_COP.1(c),
FCS_COP.1(g),
FCS_RBG EXT.1

FCS_COP.1(a),
FCS_COP.1(b),
FCS_COP.1(c),
FCS_COP.1(g),
FCS RBG EXT.1

FCS_COP.1(d) FCS CKM EXT.4 FCS CKM EXT.4 — _
[FCS_CKM.1(b)], FCS_CKM.1(b), _ _
FCS_COP.1(f) FCS CKM EXT.4 FCS CKM EXT.4
FCS_CKM.1(a),

FCS HTTPS EXT.1

FCS TLS EXT.1

FCS TLS EXT.1

FCS_COP.1(g)

[FCS_CKM.1(b)],

FCS_CKM.1(b),

FCS COP.1(c)

FCS CKM EXT.4

FCS CKM EXT.4
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6.3 BX 2T o LRGFEAS

PUF AR ST BRERETDHEX 2T ARFEE: (SAR) %, CC /3—h 3 ORFEZ T ABNI /R T, A ST
X, CC /R—h 3 ICEHESI., PP ISR EN =X 2 T (3 Ea L IR— R b, £ D FE SAR L THE
M35,

6.3.1 Class ASE: Security Target Evaluation

» Conformance claims: ASE_CCL.1 — Conformance claims

» Extended components definition: ASE _ECD.1 — Extended components definition
* ST introduction: ASE_INT.1 — ST introduction

 Security objectives: ASE OBJ.1 — Security objectives for the operational environment
* Security requirements: ASE REQ.1 — Stated security requirements

* Security problem definition ASE SPD.1 — Security problem definition
* TOE summary specification ASE_TSS.1 — TOE summary specification

6.3.2 Class ADV: Development

* Functional Specification: ADV_FSP.1 — Basic functional specification

6.3.3 Class AGD: Guidance Documents

* Operational user guidance: ~AGD_OPE.1 — Operational user guidance
* Preparative procedures: AGD_PRE.1 — Preparative procedures

6.3.4 Class ALC: Life-cycle Support

* CM capabilities: ALC_CMC.1 — Labelling of the TOE
* CM scope: ALC _CMS.1 — TOE CM coverage

6.3.5 Class ATE: Tests
* Independent testing: ATE _IND.1 — Independent testing - conformance

6.3.6 Class AVA: Vulnerability Assessment
* Vulnerability analysis: AVA VAN.1 — Vulnerability survey

6.3.7 X2V T A ARFEE AR L
EE0. AR ST 2315595 SAR 1%, PP 23 E T 5 SAR L5242l —H L T\,
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7 TOE ZERIHAE

AE(X, TOE BX 2 U7 488 (TSF) OERTARZ LR 35281280, BX 2V 7 HEREZEA4: (SFR)

7= SNHZEETRT,

7.1 BV (B

AHITIEEIZ, 6.2.1 HiD LA FAU BB 5 BRIAR A TR 32,

FAU GEN.1/FAU _GEN.2

TSF (%, EEOREN LK TITHNZ, Table 6.1 3L Table 6.2 [ZFCik L7-EE B A XU b/ 245

—ZELUTHERT D,

TSF 1, BEEOREN/E TE2E0REAASUIEEA LR B A A BB L OWEZ (K43 /80)% TOE
DY AT L7ayINORGL, BE T — 2 ICFLek T 5,
TSF X, FFEDOFIHBE DR ESEIARUNIX, ZORHEZEOars A 007 A 4 DRREITS
S0 BE A AU MBS oY T U VNI e L CEE A T — X IZReE T 5, 7272 L, TOE H
B INA RN RSB AT SYSTEM?, 37 2 =7 MR E CERWEA T N/A” L5tk 5,
TSF MR T — 2258k T D HUZ BT 2NFFIZ DUV T, Table 7.1 1237,

Table 7.1: B &7 —XITFLEkT DI H

A M HIS | RIEVE Ny o, RR et

%ﬁ)@@%ﬁ (Audit N/A N/A O N/A

E‘Zdﬁ)mgT (Audit 15 Iyya N/A O |NA

;/j;f;fg Job 15 |0 AT A O |#TLrEvaTs

kB FRRIED SRR a7 A4 ELTAS

(I&A Failure) © 10 ST TS N/A - |N/A

;@%;f@” o |o SEMETSTRIAE O [ BILEns A4
ISAT—RDIEH S g IRAY =R ESIVIHMIAE
(Change Password) © 10 EREATTAA | O Durs A4

chi u ﬁzjﬁm) o |o BEET-TRAE |O | EEHORT A%
Z—F— DB T HIBRL TR A2 A (e —
(Delete user) oo HibREAT TR | O P——FEHIBROS & 13 Al
i‘fﬁ%ﬁ; 7 ;ﬁfﬂ” o |o SEMEAT SRR (O B HER Y L — T4
FIHE OFTIE T D BT MRS N — T RIS
[R7n—7o%kmE O O EREATST-RAE | O BN RHE ORI A4
(Change Role) B HEBOMRT V—T4
MERRT V—T DR TE I , L
D H (Change o |O BEE4AT-T-FIAE | O ;ﬁg*ﬁéw‘@w v
Auth Group Setting)

ERRpLERAY Y

(Change Time o |O EREATSTRAE | O N/A

Setting)

X EMOZ s _ R EAHINRREHEA
(Change Setting) © RILIHRE © B RO EN
(T(:Lfmffﬁi%& N/A SYSTEM N/A | - KB DE
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SEIELA

— N

TLS {5 DI REBHEAE D IP TRLA

(Comm Failure) CHEFHFO IP TRLA

— =LA SeBR O
SENIILEESIEYI I ey gW =g N))

. . DOWEVEFL ID BLO%E5E

TRUARDER 5 FEEToIRIAE O |4

(Modify Addr Book) IR ST IR/ S
=T RO NEE T ID
T — T4

T =TT o o T T —RE{To o ;?y/?z;;l;qu@77*-b'7

7 —h (Firm Update) T TN DT e I
T RN—g

*1 A~UREAE H NSO 8601 DYEER A TR LS LD
*2 BEA BT = —AEL T, Ope/Web/NetDW T NN RFLS LD, 72720, R T N/A LR > TNDH DI, "N/AERFLS D,
*3 AU RS EL T, Success/FailureD W UREFLEND, 72721, EH T'N/AE2>TODHDIE, "N/A”EETEEND,

AREHIZRI TS TSF AL ¥ 7 =— AL, Table 7.2 | R T LBV THSD,

Table 7.2: FAU_GEN.1/FAU_GEN.2 {ZB9°% TSF A ¥ 7= —A

AR ALGTx2—A
B DL E) * MFDDEJHON (15 EHDE I [F%)
EEOKT « MFDD & FHOFF
ST DT « FDP_ACC.1/FDP_ACF.1DTSFAL# 7 =—A|ZHEL , At —/F U NAF v /7
FURARF 2 AN T 7 AV T REREIND a7 B A
FRAGRIED L |« #E SRV Web X — D —H —FREE [ Ty A E
e o« BAE ARSIV DREET—R/Web—I T, [2—F—F | >[2—HF —HE]-[
Al e e Ty
. . B SRV DR EE—R/Web 21—V T, [2— P —FH ]| > [2—F —RE]-[~
2T DR . .
AT TROEE N D 2 S IE
s o« BAE SR IV DREET—R/Web—I T, [2—F—F ] >[2—F —HE]-[
7R
RIARDER | gl nb o — BT
o | BB SNV OB EE—R/WebX—U T, [2— P —F B> [ —F —FKE] [

— Y AND = — A

MeRRZ NV —7"D
=Y

« BUE SRV OBRGEE—R/Web X —T T, [2— P —F B[ 7 7 B AHI#H%
TE - [HERRY L — T 1O HMERR Y NV — 7 2 Rk ik

FHEOFBT |« BB KL OB EE—R/Web— VT, [2—F —FH]| > [2—F — % E]—[=
LRI N —F | — P —UANDDLZ—F —ZEIE
DIEH
MR N —T' D | o BB SRV OB EE—R/Web_— T, [—H —&FH|—[7 7 & Al %
BEDEH T [MERR Y N — T VSR N — T A AEIE

e | @ TRVE SRV DR TET—R/Web—U T, [VAT AR E | [FHEE E] [T
e el e N e K e =
X EEDE B BB R RV DR TEET—R/Web2— T, KR ENDREMELEH

TLS i#15 DI

* FTP_ITC.1OTSFA L 47 = —AIZHEL | RREY— N —/BE & — /X —/FTPH— 3
— /A=Y — R — L DIEEE FEAT

< BB ASRVT, [T RV AR DHTHUSR S/ MR A bR A 3247

TRVAIRDIH || et oG, [7 KL AME] [ R L A5 B S G e 24T
Tr—LUxTT | RN AT T AT RA~BITL, I — AT Ty ST — e
v 7T —k 17

©2019-2020, >+—7 #0241 (Sharp Corp.), all rights reserved.

49




FAU STG EXT.1

RSN T — 21X, FTP_ITC.1 IZH€\W, Syslog 7' 2h=/L 35O TLS1.2 & W TR — 3 —
IZIEEEND, Z2OT —HE, EEDPRINTHET, WA — IS4y 7 7 IR FS
D, ZONy 7 7HEICIE, 4 TR T — 25 RFETHIENTED, BT —FOE(EIL, Hi-
(T — AN RSN T A A T TS,

BEAY— R —~DRENRIM LI E | BE LB L Web ~— T O EIZEE A -8 K
AU, T DETEMNER Y — N —~DEELHRITT D, BEA -0, BEAE T — 1 —
TS QRN ZE L DN R TLIN, BEE ~DOEE L EIE T2,

Py 7 7RI O FHEN 80%LL FICET D& MUAAEHE LISNIRT A TERWIIITHIRE L,
ZOHIBRIX, 7Sy 7 7 FEIR O 203 T0% A Mo T2 RE s CHEBRES D, 237 7 RBIR N AR, DD
N7 7 REIIC 4 TR OBER T — 2 MRS EE T, FiolcE S ER T — 213y 7 718
BWIRFESNT ., HIbRS LD,

PRy T I RFSNZ B 7 —#1%, FDP_DSK_EXT.1 (26 S b LTRSS, £, A
FRENBEDOL T, TR TORHZI Sy 7 7 BIBRIRF SN T — 2T 7 BEATHTENTE
AN

ARBEMIZR 45 TSF A2 27 =—Al%, FAU GEN.1/FAU GEN.2 ® TSF AL X7 = —A|ZHEL D,

7.2 BEEYAR—b
AREITIEEIC, 6.2.2 BiDWMZH FCS B2 23Rk A 5ok 35,

FCS CKM.1(a)

TSF 1%, B 51015 OFERET CHOWDIETFR#EE LT, A2 ST NIST SP 800-56B, Revision 1 @ 6.3.1.1

HilZFL#R O rsakpgl-basic 77T RSA $#A AT 5, £ DB MEEL725E T FCS_RBG_EXT.1 (2

1> THART %, TOE 13K TSF IZBIL, TOE 58 OILIRCRIEUESL OB B U | & HWITFFA S

TR FIEZE TR, ZO8 T, AN — VTR L LTRBE T AR — IR S LD,

ARFIEIZEIF 5 TSF A2 27 2— A1, L FIORTEBYThD,

e TOE X & F3E1% D) [a] ki)

o Web ~— T, [VAT AR E] 2 [EX 2V T 4R E | [REHEOE B - M ZEOE HIZH60
T, (MERZE AT

o Web X— T [VAT AR E| [ EFX 2V T 43 E ]~ REFZEDOE - [REH EE 4 ZR(CSR)DE
BENZISUNT, [MERR & ST

o BERFINDERET—RT, [VAT LR E]>[EX 2T A% E | [EAEH L OARENT — D)
LI BRI b A 529714 . TOE % Ft &)

F72, TSF I%, TOE OEJ ON FFIZ, WA — I IZRAFINT- G 5 b 37 RSA 2wt A L, A

Mo—U8ECHE 5 L7 RSA 8% 51815 TR 95729, TOE OB £ TORM], f#FEMHEAET)—N

\ZIRIFET D0

ARBZBI TS TSF Ao ¥ 72— A, UL FIORTEBYTHA,

e MFD O ON (B ENHDOE IHE A1)

FCS CKM.1(b)

TSF (X, B 5 l{E ORI m—2a B0V lfEH O a $#a A pk 35, a3, TLS i
BEATHE Y — R — 7T 4T VN THE SNDEE DN OIS, T — 2R S b/iE 535
7o D DRRGEEL T —ZZMRRET DT D MAC ##4% Te, TSF 1%, FCS_RBG_EXT.1 IZX£% RBG T4
RS AT ELE A VT, AES-128 DI 5 A — i 35355513 128 B MREOD | AES-256 D54
A=A T 25613 256 B MEOSIFREEL A KL | FERMEATY —NIZRAFT 5, F2,

FCS RBG EXT.1(2X% RBG CTARKSIZELEZE VT, SHA-1 O 5 AA— A 35851
160 £ MR | SHA-256 D5 A — A 4555513 256 B Mz D SHA-384 D5 A —
FEH 325513 384 © Y MRED MAC A4 R L | H#IEMEATY —NIZIRIET 5,
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AFEHIZBE$ % TSF A2 27 =—Al%, FTP_ITC.1 33X FTP_TRP.1(a)/FTP_TRP.1(b) ® TSF A%

T — R ZHEL B,

TSF (%, TOE % {&#% O Y)ElEERF I L O TOE #I#i{b#% O FE BRI, AR — V82t S{b 357

HORFELL T, FCS_RBG_EXT.1 {255 RBG TARSIIZELE A AT 256 £ MR O#ERE 54

ZAER L R AT —1 PICARTET 5,

ARFZEI 5 TSF A2 %7 = — AT, DL IS RT LBV THS,

o TOE R E 1% DO F] Bl H)

o BENRFNVDFEET—R T, [VAT LR E =[x 2T 4% E ]~ [E N H & OAEN T —Z DY)
UL BRI FE4TH4 . TOE % F kB

TSF I%. TOE & &% OFal B35 LU TOE #IHHEE O BT, NEARN — IR 2T

— R ST BT DR S #EE LT, FCS_ RBG _EXT.1 (255 RBG TARS - ELE A VT 256

v hMEDOARN —V#EE AR L, FCS_COP.1(ONIZ L8R B b W CTREERMEAEY — 1 IZRFSH

7o SRR SO B L L TR BB CARIERMEATEY —2 NITERAF T2,

AREAEIZE T TSF AL 27 = — R, L FICRTEBYTHS,

o TOE sX & /F2E1% D) al il &)

o BE RN DR EE—RT, [VAT LR E=[EFX 2T AR E = [E NG H L AN T — 2 DF)
UL BRI F4 T4 . TOE % F ke B

F7=, TSF I, TOE OEJR ON B, RIHFEME AT —2 ITRIFSNTRE BAL ST AN — D 8 Hi A

L. FCS_COP.1(D)IZ L o8 s 5k A - CTREEIEMEATY — 1 ITRFSIUT SIS S8 TR 5 L= Ak

L— Utz 57 /LU X2 AES Rijndael TEM 95728 TOE OB £ TOH, #HIEMEAEY—

MNIZIRAET D,

AFLIEIZE T2 TSF A2 27 2— R, UTIORTEBUTHS,

e MFD O EJR ON (EENHOE A [FZ)

FCS CKM _EXT.4/FCS CKM.4

TSF 2385 LA N O L, RELLIR ST B I FES D,

o JEAE FH DI g
TOE OFEJR ON KfIZ1H 58472 RSA #81% TOE OB CARE L. CTHbi, AT —
FiZdhH D72, TOE OEFRWT CHREL | FEIND,
ARFANZEI T TSF Ao 27 = — AL, L FICRTEBYThS,
« MFD DR OFF

o HIEHDE gt
TLS 1@(E S OIS AU/, REpg b U T, SEMRAFSN TV DEIRE 6 5 7oty MERIZ XD
FELLELEC B EE T DI LIRS D, FTo, HFEMEATY — LICH DT, TOE O EE K Cif
L, FESNLD,
AR TS TSF A2 %7 = — AT, LL ISR T LB THS,
« FTP_ITC.1 33X OV FTP_TRP.1(a)/FTP_TRP.1(b) ® TSF A2 %7 = —AZHEC CRA4AL 7= TLS i#(F

DY

« MFD D&}’ OFF

o ST S
B DME NN M AN T —Z DL (Initialize Private Data / Data in Machine) Z321TL7=
IRF, B BALSIIFIHH 7 — 2 BLOVTSF 7 —# DT R TOEEINDH LG, AR — U IR B
B T, AR — VDI BALAR BT FHL TV D HERE = 88 [RIER ISR B8k e LTl
AL, FCS_RBG_EXT.1 (2% RBG CTHASAVZELET 1 [\ EFEE T 22 LICI0EES D,
ABFRITEIT S TSF A2 47 = — AT, DL FISRT LB THS,
o BESFLDOBRET—RT, [VATLHE] > [EFX 2V T A HE] > [ENEHR L AN T —2D

WSR2 FEAT
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o AR — 4!

B DME NG AN T — 2 D)L (Initialize Private Data / Data in Machine) %#5217L7-

R, B S LSNIFIAE T —ZBELONTSF 7 — 2N T _RTEESNLZE0 D, RERfEEL Tl

FUy RHEREMEATEY —2 (TR TSNS B LS AR — P81 FCS_RBG_EXT.1 (255 RBG T4

RSN ELELCT 1 0] EEE T LI IvikEES D,

A5 TSF A2 27 2—Ad, L TFIORTEBYTHS,

o BRIV DOBREET—RT, [VATLHRE]>[EX 2T 4% E ]~ EAER L ORENT —Z D
LIS b A AT

F7-. TOE OEJR ON K2 5 SN I= AR — V8T TOE OEIFEM CARZE L L THlvbi, fE%

PAEY— EICdH D726, TOE OEJFRKTCHRE L, lEESh5,

ARFEMNZEI T TSF Ao 27 2 — AL, L ISR TEBYThHS,

« MFD OEJR OFF

FCS COP.1(a)

TSF {%, FTP_ITC.1, FTP_TRP.1(a) XL FTP_TRP.1(b) (B LiE(E T —Z K 5bDT=dIZ,
FCS_CKM.1(b)IZXW/ERKLT- 128 By MEF7213 256 B MEDORE S48 FIPS PUB 197 ([ZHEHL 2
AES 5757 /LAY X L% NIST SP 800-38A (ZHEHL % CBC “E—NR, F72(X NIST SP 800-38D (Z#EHL
T5 GCM E— R CEIET2ZLICIVIEET —Z DK 5 LB L OE 21T,

ARFEMHIZBI$ % TSF A2 27 =—Al%, FTP_ITC.1 33X FTP_TRP.1(a)/FTP_TRP.1(b) ® TSF A%
7 —AIZHEL D,

FCS _COP.1(b)
TSF I%, TOE ORI EERIC L AREEAEBIC 1T 54 AR, FTP_ITC.1 (& 58— N —GiEH]
EMRFEB LV FPT_TUD_EXT.1 IZ&57 77 —MEREIZIU T, FIPS PUB 186-4 I[ZHLES L7
Digital Signature Standard Z-iii 7= 3 ##E& 25 2048 £ D RSA 7 VXV EH/ T LAY X LGDSA)ZfE M
95, F72. TOE O FA ZVERIC L AFE EA I BT D B4 A RIC BV T, FCS_CKM.1(a)l2k
DA RREITZ RSA #2435,
AKBEMEIZBI TS TSF Ao %7 = — A, L FICRT LBV ThA,
o TOE Omal i EER:
« TOE R {ENFEZ ORI E)
¢ Web X—UT | [VAT ARE] 2 [EF 2V T4k B~ [REH EOE B - [Has it H 0 & BRIk
W, [TER 25T
o BEASFVDOREET—RT, [VAT LR E][EF 2V T A E > [E NG R AN T —2D
WM DRI b 51 T
o H— N —FEH] ERRGIE:
« FTP_ITC.1 ® TSF A2 ¥ 7 = —AZHEL D
o 7T —MRE:
« FPT TUD EXT.l ® TSF A2 47 = —R|ZHEL D

FCS RBG EXT.1

TSF i%, DRBG 3L ES OIS HL7- RBG %5 2p, DRBG 1%, 384 B b= b —A RO ELEK
> —K (Entropy Input) Z /%75, NIST SP 800-90A %iii7= 3 CTR_DRBG (AES-256) Thb, il
I ZE HBS%L (derivation function) Zf# HL72\» CTR_DRBG THY, L —FE1E} (nonce %) 13/
FL7Z20, ES 1L, HEDAN—RT =7 _X—2D /A X% 5 Le BAEBIR ORI CTHY . DRBG IZAT1T 5
384 B b bt —Z RO ELE — R 2 AT D,

TSF 1%, ES (2t U CELEUVE LE R B LOVELEGHE A H LA #RDIRIATHZE T 384 B L EO = hae
—HEZ, TNEIIT 384 By D e — A FF ORI — RE AR TS, ZivE DRBG ICH- 25
QI REE 2 A 1 b T I g SN e
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ARFEHIZBI$ % TSF A2 27 =—Al%, FCS_CKM.1(a) 3L FCS_CKM.1(b) @ TSF A2 H# 7 x—A
IZHEL D,

7.3 FIHE T — 2R
AETITEIC, 6.2.3 HiD M8 FDP BRI 28 R iR 92,

FDP ACC.1/FDP_ACF.1

TSF X, FIAE T —#BLORIHAE T — 2 OENE~DT 78 AHil %17,

FRABET —2~OT 7R %  FBBIFRES NI EBLEE (UADMIN), BXUORIHE T —XI @3 50T
HHEERELTROTONIRHE T A4 & —E T Dk BERAES VIR HE DO A IFF 452k
T, FAE T =2 ~DOEIEIZOUN T, Table 6.3 X Table 6.4 (ZIESWFIHEBIOYa7 4 —
AT A AR Z F 95,

D.USER.DOC 77 & AHlHIZEH 95 TSF A2 # 7 =—AZL, Table 7.3 |29 LBV THD,

Table 7.3: D.USER.DOC 77 & AHl##IZBd45 TSF AL Z 7 = —A

FERE BE | A T7x—R
Print (Z'VU>h) Create |* 7747 FPCINBHIRTIELRIRL, 7V 2 —RTA /N —DF%
E B A DA FEAT

Read |« B{E/ SRV T, [RX2 A N7 7 AU 7D BCreatetip {EIZ LA — LR
SN 7 7 AVEIRIR L, HIRZ 31T

o BE SV T, [RF 2 A N7 7 AV 7D BCreate B EIZ LD AR— LR
SNTT 7 ANVERINL | (B AT 212 FAT

o BE SRV T [RXa A b7 7 AV 7D BCreate B EIZ DA — /LR
SN T 7ANERINL ., [REEA B L CTHN T 21257

o FRCERMERICHIRIZ AT

Modify | s #/E/ NV T, [FX 2 A N7 7 AU 71D B Create B/ EIZ L DA — LR
SNIE7 7 ANVEBRIRL , [RELZEEL CHIRT 210 bt s FAT

Delete | #AE/ SRV T, [FX a2 AT 7 AU 7B Create B EIZ LD AR — /LR
SNT=T7 7 AVEIRINL ., [HIFR)ZEAT

o BE RV T, [FRX2 A N7 74U T B Createf /EIZ L DA — /LR
ENTZT7 7 ANVETIRL, HIRRICT — 22 HIBRHR A2zl
CHIRZ ST

* CreateB/EZ F T BB SRV DR EE—R T, [V AT LK E]—
[EX2VTARE] [T —FXIHEEXE 2[R 2 A N7 AV 7T —
I EOIHEEFAT FLIASEEE O B E R HE

Scan (A ¥2) Create |* MFDDAF v —a=yMIFFZ LY LT BIE SRV T, [T
NAX NPTV E 2—% 34T (LA T, ABE% Createti2/ESc1 &
I:53)

* MEDD Ay —2=yMIJffaz v LT, [E-Mail], £72i%
[FTP/Desktop]2>H7 L E 2—4%34T (LT, A fFE4 Createtf/FSc2
LIRS

s MFDDAF ¥ ) —a2 =y MIFfZ By LT, SR LT, [T
JVAZ ], [E-Mail], F721X[FTP/Desktop]2>HAF ¥ %34T (LA
T AKEE% CreatefESc3 EIFES)

Read | Createf2{EScl. F7=i3Createt{ESc2% 34T

Modify | « Create#{ESc24 3T, 7LV E o —BED DL FAT

Delete |* Createt®{EScl. F7-I%Createfi2{ESc2% T4, [FLIADALIRE
T FX VY NEET

* Createt#2{EScl, F7-lXCreatefia{ESc2a I/ T4 . [ —LHH R HZ
Z R

s Createt#{ESc1., F7-lXCreateff2{ESc2% F1T1% . T —RFEREBNHTE
—REY0REA5

s Createt{ESc3& /T4 . /E/ RV T, [V R, ElH[Fe A iA F
Wk AT
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XN FITE . BAESFAT, [Da7 RO (AT — [T
FATHRO Va7 AT v AT CIERS Va7 % UE/MIkR

Copy (71E"—)

Create

s MFDD A ¢ —2 =y MIFfaa Y LT, BfE SR LT, [T
N =BT L a—%FT (LLF ., KEEA CreatefR{EC1 LR
&)

s MEDD A% ¥ —a=yMIFfEAZ Ty LT, #8FES%LT, =
=BTV a—2FLT (LT KA Create R {EC2 LIRS

s MFDDAX ¥ —2 =y MIFfRZ Y LT, BfE LT, [T
Jar’—], FE[EE = oa—%%4T (LT, AEEE Createtit
YEC3LRES)

Read

o Create#2{EC1 ., F7~1XCreateB{EC2% 51T
o FROEMEZ I —R ST
» Createf{EC3% 1T

Modify

* Createf2{EC2% FA Ttk 7'V E 2 — A btk 2 FAT

Delete

s Createf2{EC1, F7-13Create B /EC2E FEATIL . [FLIADA LRI T,
[ EAXE BT HFRE T AAA LB T, V'Y NEFAT
. ?reatefﬁéVECI . F721ECreate B EC2E T4 |, [A—LHEE ][R Z %
(e

s Createf2{EC1, F7=13CreateBr/EC2E 1 TI% . E—RE/RENHLE—
RZEIVEZ 5

s CreateB/EC3ZF T4 BE LT, VY], FiF[=—F
1R 54T

o B — ST BE LT, (R IR, EiE [T a7 R
VN[ TRIETH O a7 |mbat’ —ETTERSh iz a7 %
NIV 55

Fax send (7 77 A%
13)

Create

s MEDDAF ¥ —a2 =y MR 22y LT, #81E ST, [T
NI 7 I AN TVE 2a—%FAT (LU AER{E4A Create i {EFs1 £
&)

s MFDD Ay —a =y MIfa Y LT, [Z77A]b 7 L E =
—% T (LT, REFEZ Create i EFs2 & FF.5%)

s MFDD AX ¢ —a2 =y MNZFRZ Y LT, BIE SRV T, [V
NI 7R, FIAL[T 77 AT 77 AEEHFIT (LT AR EE
Createf{EFs3 L IFE.5)

Read

o Createff2{EFs1. £7- 1% Createf2{EFs2% 1T

Modify

* Create 2 {EFs2 4 321714, 7L & a— M) OimE 2 FIT

Delete

« Create?2/FFs1, ¥7-1XCreatet/FFs2% 31714 | [FIAD A LR TS
ERREIE VRSN == <

s Create?{EFs1, F7=dCreatef{EFs2% F1T14 ., [A— LM A Z
o

* Createf2{EFs1. F721%Createt{EFs2% £1714 . B — R ERENHHT
—REY0REA5

* Createfi{EFs3% 1T BE ST, Ve b, Eld (@A 7
o k)& AT

o T I AEGFAT, BB RV T, [VaT K] =7 77 A= [ T
g%ﬁﬁlj0)“/“57]%)%7772%%55??’61/?5}*435%?:“}57\%EFJ}:/E"J

Fax receive (Y 77 A

A7)

Create

o SNERT 7 AREDNST 77 ARG B FEAT

Read

s BE SRV T, 77T ADSAE T — XV ARNE R, Createtipt{E T
BLIeT —2%8IRL, (BB EHERT D)5 FAT

« BE RV T, 77T ADAE T — XV ANE RIS, Createtip{E T
BT — 2% 3R, [FIRI3 555217

Modify

N/A

Delete

o BE SRV T, T 7V ADZAZ T — X UARNEH ), Createf#{E T
BT —2&3R L, [HIBRT D)2 51T
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Storage/retrieval ({#
fEEOHL: RFaX
YT AV

Create

s MEDDAF ¥ —a2 =y MR 22y LT, #1E S0V TC, [T
WA N [RARIT SAZRIF] [AF Y ARAF] FTE[FF= A
N7 7 AV 71> [ARIRHDDIZ AN X ARATE T DD AT v AR AT a5
17

¢ 77 AV TREZONIZEREL T, AF v, abt’— I 7 77 Ak
1BHFAT

« BE NSOV, 77V ADZAG T —HZVANE NSO T — 28R 1L,
(77 AV FEAT

Read

o BE SV T, [RX2 A N7 74U 7 B Createf /E CIRAFS LT
TrANEERL, [5FT<HIR, EEREEZE LU CHIME 5]
O 29T

« BERFVT, [RX2 AN 7 AU 7 D DCreatei/E TR TFSLTZ
T ANEFRL, [EE T D DEEEFT

Modify

o BE SRV T, [RF2 AT 7 AV 7 B Create i E CTIRATS 4L
TrANEEIRL, [REEZE LU CHIMT 21 OfmEE T

o BRE SOV T, [RX2 A N7 74U T ] B Createf /E CIRATFS 1L
Ty ANVEERL, [1E(E T A1 DfmtEE EAT

Delete

o BE PV T, [RF2 AR 7 AV 7 B Create i E CIRATS I
T ANEIEIRL, [HIBR)Z AT

s WebX— T, [Z7ANVEE| =[R2 A N7 7 AU 710 B Create i
VECIRIFENTZ 7 7 ANV E IR L [HIBR])Z 51T

o BE PV T, [RF2 A N7 7 AU 7 ) B Create i E CHRAT-S N
T ANEIEIRL RIS T — 22 HIBR3 2% E &2 A 20 L CEI
% FAT

« BAE SRV DR ETE—R T, [ AT LR E][EF 2V T 15880E]—
[T —HHERE] 2[R AT 7 AV 7T —ZH B BIE EESE
1T (GRHIA BAE R O B4 E Al e

D.USER.JOB 727 A2 9% TSF A Z 7 =—Al%, Table 7.4 |ZRT LBV THS,
Table 7.4: D.USER.JOB 77t 2 HI4#IZ B2 TSF Ao %7 = — A

HE BE | FT72—2R
Print (Z'V/1) Create |* 27747 FPCOBHIRT X EZEIRL, 7V F—RTA /3 —Dk
EEENOHIREZ FTH . BAE VT, [FR2 A NI 7 AU 75
HITAT U RPCIHLDOHIRISEAT CAR— AV REN T 7 7 A VBRI,
FA JEAT
Read |+ BB LT, [Va7 Ri]-[7 VN[ THR/FATH O a7 %%
EiN
Modify | N/A
Delete |« #E/ /LT, [HIBIHIE], F72E [T a7 K] =7V N[5/
FATH DO a7 1 bCreate/ECYERS L Va7 1 IE/HIBR
Scan (A ) Create |* MFDDAF v —a=yMIJFfRz Y LT, #E 3L T, T
LAY ], [E-Mail], F72IZ[FTP/Desktop] > HAN ¥l % 51T
Read |+ #AESRAVT| [Pa7 R -[AF v T —]2 [ PRI/FEITHOVaT]
BN
Modify | N/A
Delete |+ #AE LT [Pa7 R [AF v T —] [ TRIY/FETTOYa7]
M5 Createf/E CIERR S T- a7 & IE/HIBR
Copy (Z1E—) Create |* MFDDAF v —a=yMIJFfRa Y LT, @fE 3L T, T
JLat’—], FiE[mE =] bar —&2 5T
Read |+ BB LT, [Va7 Ri]-[F VN[ THR/FATH O a7 %%
EiN
Modify | N/A
Delete |* 2t —F(T71%, ARt AL FITEME SRV T, 'Y R, F2iE[=

vk 1a 3T
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« BB LT, [HIRIFRE], F203 [P a7 R = [V M= [ TR/
FATH DOV a7 ) BCreate B E CTIERS LIV a~ & H IE/HIBR

Fax send (7 77 A%
%)

Create

s MFDDAX ¥ —a2 =y MNIFfEZ 'y LT, #8E 2L T, [T
NI 7 IR, FIANI[T 77 RS T 77 ARG & FAT

Read

« BAERFOVT [Pad K] [7 77 A [ PRYFETR O a7 Ak
N

Modify

N/A

Delete

o 77V AEBEEFATE . R R A B I E SV T, [V YR,
Fr L[ IAR IR EFAT

« BBV T, [REE R [P a T IR =7 77 A= [T/
FATH DT a7 0 bCreate i/ E CIER SV a7 2 IL/HIBR

Fax receive (7727 % |Create |* BAE/ ST 777 ADZAT T —FUANERI NG, SMBT 727 2B
=A8) MOSZAF LT T — 228N | [FI3 5% E1T
Read |+ #AE LT [Pa7 Ri]-[7 VN[ TRI/FATH O a7 4%
R
Modify | N/A
Delete |N/A
Storage/retrieval ({4 |Create |(PRIFI27)
{EBHL: R o s MFDDAF ¢ —a2 =y MIFERfZ By NUT, #{E LT, [T
PRI FAVD) AKX = [ARIT SAARAF], [AF A ARAF], FTE[FFa A
N7 7 AV T [ARIEHDDIZAF ¥ ARAET DI DAF ¥ AR A S
1T (LAF . A#{E% Createft {ES1 EIFESS)
« T AV T RELZONICREL T, AF v abt’'— 37 77 Ak
B2 9T (LUF . AigEZ Create R {ES2LIF5)
« BE ROV T, 77V AD NG T — XV ANE NS T — X a3 R L,
(77 AV 7 FAT
(HHLYa7)
s FE RV T [ A N7 74U 7 5 B Table 7.3 TRtk L TV %
Storage/retrieval D Create e/ E CIRAFINT= 7 7 ANV ERIRL | [5F<
FIRI. E2IE[REE A FE L CHIRT 210 BRI 31T
o FE RV T [ A N7 7 AU 7 1) B Table 7.3 TRtk L TV %
Storage/retrieval D Create B E CIRAFINT= 7 7 AV E IR L | [1X(5 T
Y% AT
Read |(fR1F¥a7)
« CreatetES2% 34 T14 . #/E/ /LT, [Pa7 RO, 2 —IRp X
[ZUU ] A ARHE[AF v T =], T 77 ARERHE[ 7 77 A5
[FHYFEATH DOV a7 %2R
(HTHLYa7)
o BAE SOV T [TaT RO FIRIERE[ VR, 777 ALS D3
BRI ARy T —], 777 ARBRHI[T 727 A B[ TR FETHO
Va7 | E iR
Modify | N/A
Delete |(fR1F¥a7)

» Createf{ES12 321714 . R At A A A HIZERE/ SRV T [Vt R
& FAT

* Createf{ES2% 1714, A% v IRflXScanv’a~ | 2" — ¢ T Copy’
a”’ | 77 AEENFIZFax send>’ a7 DDeleter E1T

EHL>a7)

o FURISEATI . BRVE SOV CL [HIRI R IE], E2i3 a7 Rk =7V
VRN [ FRIFATHR O Va7 B Create E TIER SV a7 &
1-/HIBR

o 77 I ALAND LG FATH . BRE SRV T, [Pa7 R =A%
— = [ TRIFEATH DT a7 ) DCreate B E TIERSILI=V a7 & H
1E/EI R

o T I AEAEH  BE SRV T, [VaT R = [T 77 A= [ TRIE
ITH DT a7 9 DCreatet/E CIERSI- Va7 % H IE/HIBR
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7.4 G0 ERERE
ARITIZEIC, 6.2.4 HiOLH FIA BT 5 EOHHE R T 5,

FIA AFL.1

BAE LB LD Web _X—U05 TOE Z#E, F72137 747 R PC BT VA —RTAN—% L
T-FIR 2 ST T BRI ER S NDFIHFE S AT — RERGEIZHB W, #ii L C 3 [BIFEREIC R L= 6
PR A AAE 1 T BRI HE AT —REeny 7§75, D/M%mféﬁﬁ%ﬁﬁﬁz)x 5432ETL, B
@jé/j \—B/7%ﬁ¢|3$ j—fibi—) iy DE%H&@;&%?J?LTWLD 1*%7’1”‘_[}:3%71% 7Z7 E@ Fﬁ"j—%) Z'K
FEIINERRREIZ O A S b,

AR TBE 42 TSF A 27 =— A%, L FIORTEBITHD,

o B{E/ N IL/Web _— D 2 —H —FREE I TRy Al E

e MFD D7V A —RTA/R—=RNA L AR—)LEIL TS PC 2>BEIRI A EAT

FIA ATD.1

TSF X, FIHE T A4 MR V—T ORI HE BIEZ EFR L., HEFFT 228N TED,

FLIADKERRZ N—7L LT, BHEFEMEIR (Admin) BION2—F —HER (User) LV\) D7 —7F

ZFiD | % % U.ADMIN 35N UNORMAL (ZFEYY -5, #HIADHERR Y WV — T 2t R - 13HIFR T 52

LITTER,

TNz, EEE LB IMNOMERR Y NV —T %A B [ RE T D, MEIRY N —T BT 285, #liAD

— PR ETILEL T, FOMEBEDOE S EHIRTE, -, T 77/ A% 1;%‘*~5(«@77)zx>5_»ajn

T&%, LIz ->T UFAX ([ZH Y T 2HERR Y LV — 7 ZAERK ] BE TH D,

%\%IFH%%%%BE'&/%—7 HNYCHRZE BIO MR NV—T21Erk. ., £-3HIRTAZE
WX, EEEE TS RETHD,

KRB F‘aﬁ?‘é TSF A2 X7 =— AL, LL FIRTERBYTHS,

o BENRNV DK EE—R/Web _X— T [2—W —EF M- [7 7B ARG E ] [HERZ Vv —710
DHERR Y N— T ZAETE . F137 0 —7 & T I R4

o B{E KL DR EET—R/Web X—T T, [2—V—EFH]|->[2—V —FE]~[2—F—VANNHL
— P —E R ERMEIE

FIA PMG_EXT.1

TSF (3R BRI T AR S AT — R OX Gk, B L OGRS AR HE OFIHE SAT—K
DEREITIEBMRAEZ FFD, ZDOEEX | TV T 7 Xy MDD KILF /INCF 387, BIOWR T (<17,

C@, H, ST, Y, A &, R (Y BT BTl XA —RD B EZ T AND,

ARBICBE$2 TSF A 27 =— A%, UL FIORTERBITHD,

o BE RNV DR EE—R/Web X—TU T, [2— W —FH]|>[2—P —RE] > [ — —UAN»DL
— W EMEIE

B/ ISR —RET MAAEBLE 1230 15 XFLL EICERERRETH D,

ARELEIZEI TS TSF A 27 = — AL, UL FITRTEBVTHS,

o BENR RNV DERET—R/Web X—I T, [VAT AR E>[EF 2V TARE][/ AT — RO H])»
O/ INVIAT—REAA T

FIA UAU.1/FIA UID.1

TSF 1%, B/E RV BI O Web ~X—75 TOE 24 E, F/2137747 0 PC BTV H—RT AR
—Z I UT=HIZ LT3 588, B A & TR & OBIFRGEET T,
TSF 1%, LT D 2 FFEEOHBIFEAE T xR —~ 5,

o WHEBFERE S 7 TOE AR B ERS I TODFI I Tz A 3 058G 7 2 WIS 20,
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[ ] Z‘/}\U 7utu quiJC %J‘B@ LDAP & [ uIE‘]j-"_‘/\"‘ \_”ﬁéﬂ’@ \%ﬁ:‘l )ﬂ%rﬁiﬁ%ﬂzl Hq'j_%)nu_‘ nﬂijj
X, BEF OB EITLY, A2/ 5% 25 5 Al e,

BB SRV EBLD Web ~X—5 TOE ##/ET 5854 . TSF 1% TOE OEAELZFF Rl HR0ICH] &
a7 A4 FIHESAT —RBLORREED A 2 E R 5, FBREIL, Ry NI — 7385 D L)
DEE1X TOE NN\W)J% F "N — BT AR E R DA X TOE AMANFB L TOE (28ekS

AU TS LDAP FRREY— =B8R 5, AN FIHE v A4 B OFIHE SAT —R)3,
BER SN FRRAE IR GRSV CWVA R HF T R EE BT D L2 BIRSNI-7E nﬁﬁ‘aﬂfﬁnm“é Vel
L, AISNIFIHZE 27 A 473 TOE OFLAZE L (admin) THAHGEIT, FBRELIZEDL T,
TOE AR ERSICTODFLIA A E BRE M E A ET H 2% TOE AMEN THREET 5, MREEDRS
By BELSIVCODRIHE R EA BTG D A, TSF 1335k 5I78 .@Eéhh*l FE LRl 2R
BRI HMHER Y V—T 12 H5-5& TOE O#EZFFAI 975, 72721, 78RESEDS LDAP FRAEY— /N —
T, RBRRRES IR A IR B R EIREID Y THRTWORWE AL, —#%F]H%E (UNORMAL)
DOHFIFN T TOE OEAEEFF 75,
ITAT UK PC STV A —RTAN—%Ar LTZHIE AT 2856, TSF X7V 2 —RTA4/3—n5
LET =X TT Vo Z—R T AN —O % E M CA S S -F] ﬁﬁ%‘w A5 BLOFIHE X2
7 — %@fai&zﬁ:x{m?éo ZAELTRRAE T A4 BLOFIHEZ  SAT =R, 1o b — 738G E )7 K
DN DIGETE TOE AENITRERSIL COAFI A HEEETHIE% TOE RIENT, Xy —
4 ﬁﬁtwg NDGENLT 7 ANV MEREICER ESIL TS LDAP FEREY— N — 2B GRS T
FIAEEHREGET DD }:7& LDAP FEREY— N—THGIET 5, 72720, B LTRIHE 0 A 4403
TOE DA AE B (admin) THHEG AT, v T — 7385 KOG 20/ 2 BEH 57, TOE AR
PRSIV CODHGA A E A G E A E09 D 8% TOE AIRN THREET 5, MAEDRE R, BikS
TR HEEREAB LG E DI, TSFIZZE LI LET — X &R GRIES A HE IZ Lo
ASNIRIHFZE T —2 LWL, TOE RAERNITHEANT 5, LIS OGE | TSFITZE L CET —
%% TOE ARRPITHAAE T, EEXIHEICIVEET S,
W IORRBIERGE T R FEIIA X7 2 — ARV TH., ik ES VAR A SNAT 7 a3z
W, 72721, PSTN 6D 7 7 7 ZAZAFIZOW TR, ik BIRBREE AT 91 TOE N7 7 VAT — 2 %% 5T
HZ 2:7‘2#_[37&’(1/ R
ARELEZRETS TSF A #7 = — AL, UL FITRTEBYTHS,
o HYE/ SRV /Web X —3 0D o—H —FREE ] [ T A
e MFD HDO 7V —RIA /=3 A AN—)LSFL TS PC BN EFET
e PSTN Z{li L CHMA 7 77 AR IND T 7 I AT — X %1605

FIA UAU.7

BB RNV CORBRERITIE, A UT2/ SR —RO LT LR DO T AZIVAY (BEF ) TR
R ATIUTESCFAEFRR LR,

Web ~_—TD3H uE‘itﬁﬁ%E I IGAT U NIRRT —RIERD AN EEET 5, Zhit. 7947
~D Web 7 Z7 7% =Tkt L, FIHFE D AN LI LF R CFO L5725 TR 220 Z R 32,
REMIZBE TS TSF A2 47 2— A%, TIOR8 THD,

o F{E/ XL /Web ~_R— D — W —ZREE ] [ T A

FIA USB.1

TSF (3R A FRBIFRREC LD SR HEZFREL, FIHE T A4 MR V—T O HE @ Mx2 Y
7V MBS,
ARENEIZEI TS TSF AL 27 =— AL L FICRT LB ThAD,

o EAE/ L/ Web _R— D —H —FRGEl| [ T A L E

7.5 BX 2T 45 B
AREITIZEIT, 6.2.5 HiD M Z1 FMT BB 2 ERIEAR A LR 972,
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FMT MOF.1

TSF 2L T O BEREIC OV T, BIRBRES N B O A 27 /I 52,

o EANfEH L AN T —2 O (Initialize Private Data / Data in Machine)

AREMEZRE G2 TSF A2 47 = —A%, LUFISRT 2BV THS

o BAENRFNVDRIEET—RT, [VAT LARE] > [EF 2V TARE] > [ENEFR L OAEN T —2 D)
¥ (e poRYSY IR i vy S

FMT MSA.1

TSF 1. HEH OHERR T — T %R\ B o DHRE% | RBFRRES L2 2 COWNERRRGERM H & 1R i3

éo

AREMHIZRI TS TSE A2 Z 7 =— AL, LRI RT LBV THS,

o F{ENNFILDFREET—R/Web X—T T, [2—V—EH] > [2—V —FE]~[2——VANIMHH
HOa—H—EWEibt

TSF 1%, NERRGERIHE ORIHE T A 24 BXOMERR 7 )V —T7 ZAERk. B B L OHI BRI 5H4RE

H & LIS O N RERER B OMHENR Y NV — T %2 BIWE b R % | 38 FRRES VT2 B B D A1l Jm

9%, 725, T’EEE*T%)%’% TEPNERRRRER A 2 i LB Sk DR D AR Sd, HIBR T 2% EE

W‘fiéhh?‘] wu nﬁ*l ﬁﬁ%%ﬁ B?ﬁ‘éﬂ# \—@A?Efﬁléﬂé

ARENEIZEI TS TSF AL ¥ 72— AL L FICRTEBY ThAD,

o BE SRV DR ETE—R/Web _— T, [2—HP —FH]>[2—V —&ZE ][ —F—V AN Db
— W —Z R MEE/ RS /R

FMT MSA.3

TSF (%, WHERGERI HE 2R IR 8k 2E, PrBAERR Y L — 7 OHIHIEA User 37205

UNORMAL 5%,

AKBEMEIZBE TS TSF Ao %7 = — A, L FICRT LBV ThHS,

o BE IV DR EET—R/Web X—T T, [2—F —FH]| > [2—V =R E]~[2—F —VAN»DL=
— a5k

TSF (X, FIHE T — 224 T D0, TN aER LT RHE ORI A#E e A 452 MA#H T —2 DT

AHEIEHROIIMEELL THIV Y TD,

ARFEEIZ 2 TSF A2 27 =—A%, FDP_ACC.1/FDP_ACF.1 ® TSF A2 47 =— AL D,

FMT MTD.1

TSF &i\ E QQ*IJ%%‘/QXU_F%EEj—é%ﬁ%ﬁE Afﬂa%”uu uEéhTyﬂifc@Wn AT nE%IJﬂq% \—Tﬂf

4%,

ARFEZEIF 5 TSF AL 27 = — A%, DL IS RT LBV THS,

o BE KNV DR EE—R/Web X—T T, [2— VP —FH]>[2— —FKE]>[=— P —UANILH
HDa——%EIE

TSF 3. Wnlgnu nﬁﬂ:‘l Hﬂ%ﬁ@*l )ﬂ%/\xy b%{@ﬁkki@ﬁ”ﬁ?#é*& k E E’uﬂ‘O)Wanu nm*ljﬂq

B ORHE AT — R W58 BRREZ B LS O AR5, 7ds | (ER T AR REI TN ERERG

R 2RI B Gk DD g S, HIBR T DFERE I X B SRS 7 NERRRGER] B 2 HIBR 32 F

\ZDO B END,

ARBEAEIZEI 5 TSF Ao 27 = — R, L FICRTEBYTHS,

o BENRFNLDOEETET—R/Web X—V T, [2—V—EFH]>[2—P —FKE]~[2—P—VAN»L
— W — A B GRMEIE/HIBR

TSF 1%, LGRS, LA F D TSF 7 — 2= E I D RE %2 & BE O AR H35,

o fi/INVSAT—RNE () %A E BLE O F T H ik

o FkBIFRRE T (L)

o H /I ()
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o it/ KB (VWA bE/UE)

o HiEhns 7N (VG HE /)
o 7T RL AR (B dak/ U2 /HIBR)

o FURET— N —FRTE R/ HIBR)

o IP TRLARE (&E)
o A— LiEE— " —FRE

(WA OE/E)

o AX X —Hilill7 7 — LT (HEK)

o FULMHEIT 7 — L0 =T ()

® MFD AfK? Boot FillfElZATOAMEKHIE T 7— L0727 (%)

o 77U AT 7 — LU =T (HZE)

® MFD KARD AL HHHAATOAMREIE T 7— L0 =7 ()
AREMZEI D TSF A2 47 = —AL, Table 7.5 lTR T EBOTHD,

Table 7.5: FMT MTD.1 |ZB89% TSF /> # 7 =—A

B HRRE AR T —A

B/ INVSAT =R EDOZ « BUERFILDOBREET—R/WebX—V T, [VATLARE]~[tx=VT
ARE] [/ SAT—ROE RS/ INWIAT— R R H

kB FRRE T DA « BE SRV DR TE T —R/Web2— T, [V AT LR E | [REER E]
SR E ORGSR B A W

A {5/ D% TE RS RLDORE T —R/Web2— T, [V AT LR E ]~ [HL@ iR E]
—[T SARHRTE] [ B A/EEZRRE D B REA7% E

A EE DR E « BE SV DR TE T —R/WebX—U T, [VAT LARE]~[x2T
SRE P[RS [ AN — VR ERE D EE LR E

HEn 7OMNEHORE |« BIE SRV ORE T —R/WebX—U T, [V AT L% E ]~ [FFER E]
— [P E DA TN EEE T

T RU AR « BE ST [T RV AR U S/ /H| b e 1T

s Web2— T, [T RL AR =[7 KL AR )SD B L S SR A /H %

FAT

REY — R — DR E « FAE R FIL DR EE—R/Web—I T, [V AT LR E]>[FRv kT —

I3 [LDAPR 1) S LDAPFREE Y — /N — 2 B Gk ME 1E /1B

IP 7R ADRE

« BE S KL DR TE T —R/WebX— T, [VAT LR E] [y T —
IRE A F—T = — AR E D HIPVAE R E

A= VIRV — R —DBE

« BV LD ETE—R/Web X — T, [V AT AR E]~[Fv T —
VBGE] [V —EABIE]D[SMTPF 7 b3 E

A — T 7 — LT =
7 D

TVMET 7 — LT =T
D HHT

MED AfAD Boot il #1217
AREHNE T 7— 7 =7 D
T

77 AGE T 7 — T =T
D FHT

MED AAED AL il Z1T
AREHNE T 7— L7 =7 D
BT

HAEASRNVINDAT T AT RABATL, 77— =T Ty T
—h&3AT

FMT SMF.1

TSF 1%, LA FOE B RE A etk 375,
o PNURERGER & DB S/ B
o PHERAERI A ORI HEZE SAT—ROE T
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o WHIRBREM A ORI HE T A 2 DIEH
o NHTRBRERM I OHEIRY L —T DI

o Bitin/ MBS DORIE

o /AT —NRDEH
o i BIFRGE T DA
MERRZ N —T DR B

H A /RFZ DR RE
HE77 M O E

7 RL AR DOE PR

o FRREY — N —DFE

o IP TRLADHRTE

o A— JLIL[FH — N—DFHE
o V7 — LU= T DR

TE NG S OAREN T —Z D AU D H)

KRB 2 TSF A2 47 = — A%, Table 7.6 (T LBV THD,
Table 7.6: FMT _SMF.1 (Zf89°% TSF A2 %7 =—A

EERbAE

AHT =—A

PN EBRARIER A8 0 B da/ HII bR

s BE SRV OREE—R/WebX— T, [2—H —FB]>[2—H
— R E] [ U AN S — P — 2 e/ HIBR

NSRRI ORI
U—FOZEH

« FAE R FL DR EE—R/Web2—V T, [2— P —FH]>[2—H
—RE> [ = —UANPDL—F—ZEIE

PNERREBRER] & ORI HFE v
A DERE

s BE SRV ORETE—R/WebX— VT, [2—H —FB]|>[2—H
—RE] [ — P —UANPb 2 — P —ZEIE

PUERRERER] & OMEIR S L—
TOEH

« BE SRV OBREE—F/Web X —V T, [2—F —F ][ —F
—RE [ —IANpLa—F =2 EE

e/ NIRRT —REOEH * FMT MTD.IOTSFA 47 = —A|ZHELD
Ak FRGE T D2 T « FMT MTD.IDTSFA L7 = —AZHEL S

MERR T NV —T DR B

« BUERFILOREET—R/WebX—V T, [2—P—EFH]| [Tk
AR B [MERR Y WV —T I DMERR Y N —T 2 B ME IE, FT-
37— T % TR

B NAE H I AN T —H D
FIH b L

H AR O E * FMT MTD.1DOTSFA X7 = —AZHELD

B n S E DR E « FMT MTD.IDTSFAL 7 =—RIZHEL D

HEha 7 7 MR O E « FMT MTD.IDTSFAL ¥ 7 =—RZHEL D
l

* FMT_MOF.IDOTSFA L Z7 =—A|ZHEL D

7RV ABROE B

* FMT MTD.IOTSFA L Z 7 =— X THELD

U

FRIEY—/ N —DBE

* FMT MTD.IOTSFAL 27 =—AIZHEL S

IP 7RL ZADRE

A= L IEEV— N— DR E

* FMT MTD.IOTSFALZ7 = —AIZHEL S

v
¢
* FMT MTD.IDOTSFA L 27 =—AIZHEL S
¢
‘

* FMT MTD.IOTSFA L 77 =— X THELD

728, TSF IFAR — U AL BT 2 B RE A 42 It L 72U, AR — IS LI E I T D05

Ty —AU =T O
Thd,
FMT SMR.1

TSF 1%, %% (roles) (ZEHL . #[E2 /L —7" (authority groups) DOEREZFRFD, ZOMEREIZEY, LT D

CODOEENEERFTHZENTED,

e U.ADMIN role (& #E# %% #| / administratrative role): & EH L LT, K TOE OtX=2V7 (5% E &
R HRE 1 & RE O E|, HERRY L—7" U ADMIN 132 O ENZBHET T B,
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e UNORMAL role (355”‘?’}@% | / non-administratrative role): —#&F|HFZEL T, H E’ IR B
BERED —FRD A TS itk *@BE& L—=7" UNORMAL H X UFAX T DO BENZ B At )
SR

FRTE B FAER T N —7 1B S THZLIE, FMT _MSA.1 I2X0, BHEE7ZFIC R Th D,

KRB 2 TSF A2 47 = — A%, FMT _MSA.1 O TSF A 47 = —AIZHEL 5,

7.6 TSF Dff-#
AECIEEIC, 6.2.6 MOV ZH FPT B 2 BRI A k5,

FPT SKP EXT.1

TSF 1%, X CHLEERT 584 - SC TR AT — 1 ITRAFT 208, BEE =52 COR A

B DR S A Bt A 9 72O ORSREZARBEL QU Zeuy, F7o, REEFEMEATY — L1322 H

TSN TNBTZ0 BN LIZ AR FTRE CTh D,

TSF 1%, X CThH AN — U HEA gt 588 T 5L U CREER P AEY —2 IZER /7L, TOE O &R

ON R ZZDmF 1l:éwi;<w—/fﬁ€€f io A HH U CHET 58 O 5 LT- S SC D AL — U H A 38 1 A
—IZRATT 20, BHEEZ SR TORHBEICINOAN — U E 5 H T 72O OREREA TR L

TR, FT-, ?i@xw—%ﬁ TR W CHRE L CiEES LD,

TSF 1%, X s L O MAC 8% 5 To e oal A U CHUBMEATY — IR 79203, BEEE S

ETOFHBEIZZO Y a §E AT 72D OBEREERILL T eny, 2, 2ot a :;cﬂ:*/)%i 5

THRL TSNS,

TSF %, TLS $#~7 O 7T A X — Mz AN — U T 5L L TN AR — IR 7L, TOE O &R

ON WFIZZ DR BALS NI T T A R — MiEE FL A H L CAN — U CIE B LI LD 7 T AR — N

FERMEARY — R D0, BHELZ S L2 TCORAF NS T TA_X—MEE AT 72008

REZRMLL T, 72, SE LD T TAR— M T BRI CHER L CiEES D,

FPT STM.1

TSF (%, FAU_GEN.1/FAU_GEN.2 T/RULTCE AR GA N M EEA R LU CRREk T HFE. TOE DT A
T LTI INSEA DAR T T IATT D,
AFHN BT 2 TSF A2 A7 =—A X, FAU GEN.1/FAU_GEN.2 ® TSF A2 %7 = —A|ZHEL D,

FPT TST EXT.1

TSF (%, TOE EBRFICLL T O H &7 AT,

o TR —JHD~LAT Ah: ES INHIFEL TUVRWZEZRIET 5720, SLEAE B R 3 L UL G
L ZMD IR SFATTHZET 4096 B O ELEZ R AESE | LA PTEORFRINIZTE 75
Z& LRy MEORIDFTEDOMIELL T ThoI e, BIOHBLE Y MEDRY ST EDFF
REPHEABZ RN EE TR T D,

e DRBG D~/ A7 A: NIST SP 800-90A [Z45-3% | Instantiate. Generate 33T\ Reseed DFEREIZD
WCBERIfRET ANELTD,

e HBA W SR DT AR BB [EEE M FEL TUOVRWZE A RFET 5728, AES A E:
(http://csrc.nist.gov/archive/aes/katmct/katmct.htm) D BEENf#ET AR E4T9,

® TSF A A—UMRFE: TSF 23245457 7 — Ay = TICBRB N 72 W EARFET D72 v ha—F—7
7 =L TI Ny 2 (SHA-256), DD 77— L7 =7 1% 16bit f20 K A 5 (F =7+ )LD
H CARFEEA T,

PLEDOH T ANDOEEIT—HIC =T = i SuiuE, TOE (& 2 L, B CElfE

i k35,

TSF i%, /»—Rv =7 TSF &7 =7 TSF DoAERSIL TS, /~»—R 77 TSF (= hre—JE

FOVHBA B 5K THY, = bt —J DO~V AT AN LN HBA B 5 B DT ANMIED £ b%

FEERIZEES S TR 21T > TV\D, /7N7:n7 TSF 137 7— 20 =7 FICE®SNTEY,

TSF A A=V RRAEIZEY, TSF EITa—RO 22 MEEL T, F7o, TOE MMENFE#EDH T, NIST
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SP 800-90A N H .7 ARD EHiZZER L T DAY, ZiUE DRBG D~V AT AN i7=& 5, LB
DZEND, TSE NIELLKEIWEL CWAZEAFERET HTOICT AR+ 0Rb D THHES 2D,
ARENEIZEI TS TSF AL 27 2— AL, LLFICRTEBY ThAD,

e MFD O ON (1E OO [HE [F1SF)

FPT TUD EXT.1

TSF I%. TOE O7 7— A0 =7 R_—ar WS bR 5RE 112 & #E 1C . TOE O 77— A0 = 715t

T 57T — N BT DRE I AMIA A E B IR D,

TSF L, ERe77— A0 =77 o7 7 — NeBtGT2R0, 7y 7T — Mt RO 77— LU= 7 OREIEME

FREET D FBEAALALE HE IR T D, 77— LU =T RKIRE T 77— LT =T T 7 AL D—FREL

TREESNDT U HVEL DD FCS_COP.1(b)IZHED RSA BAMRGEIZIVE BSvo vy afie, 7Ty

T TR ROT 7= LT =T HATEEDTIRAEN DS FCS_COP.1(e)IfiED SHA-256 DRF 5/

PRIV EH SNy 2l R R AL, ZOMEN— 8T HILE MR THIEICEY, 77y —LT =

7 EIEMEARRGET D,

ARBEEIZEI TS TSF A 27 = — AL, UL FITRTEBVTHS,

o BERFNLDFREET—R/Web <X—T T, [AT—HA| [T 7—LU=T "= a b7 77— AU xT
N—=2arvziWgbt

o HERINVINOA T F U AHE—R~BAITL, 77— LU= T 77T — N FEAT

7.7 TOE 7 7t&A
AEITILEIC, 6.2.7 EiDMZE FTA EARICEET 288 A SRR 45,

FTA SSL.3

TSF I, B E v crs A (u&%'JmiE) LRI RFZ DWW, B EDZIC A Bins 7o M2
eI T2, TOM PRFIZEHEF TR EINRRTHY, f/NT 10 B, f KT 240 B4 43)

f HD,

TSF I, Web _X—TrZ Ay GRBIFRGE) LIZFIHFIZOWT, B EDORZICA By 7o 21
ezt d°5, ZORTRERFEIZ 300 F0R (5 R EE THD,

ﬁ%ﬁﬁ ZB4 5 TSF AL 47 =— A%, LL FITRTERBVTH D,

o HE L/ Web < — T, — W —FRREI ) O R A L UT R AR TR

7.8 mfEEASA/TF v
AHITIEELZ, 6.2.8 fiDMZH FTP ZAIZEE 9% ZRMI AR A RLik 9%,

FTP_ITC.1
TSF 1%, &fEHE 1T 85 CTHLRGEY — N — | BB — N—_ FTP ' — " —BLOA— L — R —LD
BEERET D20, ZNHEEEEITOBIC, FCS_TLS EXT.1 (ZHI-7- TLS1.2 L7 & 51T
YNV EN L CRIEEBMGT D, ZOW151E. TOE EEEHE 1T SO EHENLTHRMETHZENT
x5,
TSF i%, LA N Oaez R 328312, @EET v L2 0 U CEEHE 1T "G EDEE 2 IG5,
o R "I —7RGEC KA BIERG
o /TS T —HDEE
o 7 AN —R—K[E
o E-mail 1%{8
ARELEIZEI TS TSF Ao # 7 =— AL, UL FITRTEBVTHS,
o & pE‘H“_‘/\‘_‘k@@{g
o BAE SRV IWeb DD — W —FFE I [ T A R
o EEA Y — R —LDE(E:
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« FAU GEN.1/FAU GEN.2 D TSF /> X7 =—A|ZHEL S
o FTP #r—/\—LDif(E:
e MFD D AF v F —a=y M ffaaty g, /e SRV T, [P TP AAF Y], F20T
[FTP/Desktop]75H7 7 A /L — S — B (G AF v % FAT
o BEASTVT, [RX2 AT 7 AV TNDEEE T DT 7 ANV — =R F T
o A— L — —LDjE(E:
* MFD D AX %) —a=yMIFfaE 2y hME ., BE XL T, [ TNV AX Y], F21H[E-Mail]h»
5 E-mail iI5{E A% v 2 ELT
o BEARFLT, [REF2 AT 7 AV ZND[EE T 5155 E-mail X155 FEAT

FTP TRP.1(a)/ FTP_TRP.1(b)

TSF 1%, YL FDEDIZ, TOE EDO{E NEEH D& LD TIT O D ZEERFET A=, mEHDE

G/ RAZHENLT D,

® /7 A7 & TOE @ Web < — LD DIEEIL, 187 —# & HEENLRET D EEHEE /A
ZHEAEd 2726 HTTPS i@ HREA 4 45, HTTPS #1513, VE—MEHE . 213V —MIH
FINITAT R LD Web 77 7% —715 HTTPS #8815 T 352 LT, TOE O Web ~<— LD
BEBWGT 5D, 7747 MrDOBRIRERER LT X TOYE—MEEIX, HTTPS @EZ&HHL T
L85 DR FATEND,

0 IIAT U IDT VB —RFA3—L TOE LD DE 1%, 615 SHAEIRT — 2 & USBiSE7)Df#
T HEEHEIEE S AL AT 5720 | IPP over TLS i@(EREREZ 45, Ve —MEHLE | £/213VE
—MNIHENITAT DT TV r—ar 7l NECBIT AR EZ N LT 294 T DT
VB —RT A=) IPP over TLS 1815 CHific 52 & C, TOE LOBE &G T D, 7747 D
Vo B —RTAR—=INEOFBIFRGERB LT R TOUE—MMEIEIL, IPP over TLS il{E 2 AL T\ %
BB ODHRETIND,

AREHRZBITA TSF A Z 72— AT, UL FICRT 80 THS,

o Web ~—7 5 TOE ZVE— MifE

e MFD HD 7V Z—RIAR—3A L A— /LS TS PC DS A FAT

7.9 B AZHA R EER AN FERMEA RN — U T AR EORME DT —F 1
AHTIEEID, 6.2.9 BiOSMA = BH L BI ST 2E0HERZ TR 5,

FPT KYP EXT.1

A TOE "C FCS_KYC EXT.1 IZ31F 58T = AL ARk T D8 XS 5L AR — Vg Ch D,

TSF (%, S5 5884 bl B2 B AT S AR AT Y —1 IS SCTRAFT 208, AR —
ATIIRAFLIR Y,

TSF 1%, A ATY —2 NICHERE B8 ChRE B{L L7 AR —HE2£R 17 L . TOE OFEJH ON Hf 28
s 58 CIE 5 LT LD AR — VAR M E AT Y — I TRAT T D05, WEBARL — IR L2,

FCS KYC EXT.1

K TOE TH#F =A1281F% BEV (ZAN—VHETH D, AML-—V 8T, FCS_RBG_EXT.1 (255

RBG CARMI NI ELEZE T 256 B MNETAERSHL, FCS_COP. (N2 L A8 5{ka FH T,

FCS RBG_EXT.1 (245 RBG CARKS = EHLEE W TR SV 256 ©y MR DO#ERT 58 CH 51k

BFEND, Lo T, TSF 1, ##EF oA DK BRI T, 256 B hL EDEF 2 U7 582 MR L

TW5,

KBRS TSE A2 47 = — A%, LLFIRTEBYTHS,

e TOE SR BN O MRELH)

o BE SO EE—RT, AT LK E]>[EX 2V TR E] [N BRI AN T —2 D)
B DRI A 1714 . TOE % L sh

e MFD DO FEJ ON (156D IHE [F5F)
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FDP DSK EXT.1

TSF X, CETF—%, a7 ERB IO TSF 7 — % % Bl A f] GE/e R EA N — 2 THDHIN
AR —ATEZIAT B, 47 FCS_COP.1(AIZHEW KT S L L TobEZIA I, WERARL — )b Ei
AT BRE BT 5,

TTAL L ANZHEN, FTEDFNETA TOE AT HZLIZ8D, Bk B BRI A kS,

P AR — X, B bSOV EIR D 0D, BARIIZIE, =T a7 —T NVEDT NARE
HEEL, TOE 77— A0 =7 ZA8 LT 7 — MBI, BN, ALYV AZEMUTZFEI CTh D, I 5bS
MDA E SRR S —T ¢ v a s AL CRBIE I, B B LS RSk ISR B SCE T — 4
BIOMED TSF 7 —XI3 & E720,

KRB 5 TSF A2 %7 =—A|%, FDP_ACC.1/FDP_ACF.l1 33X FMT SMF.1 ® TSF A4~
T —AIZHEL D,

7.10 PSTN 7 7 7 A-F "N — [ D45 B
AETIEFEIT, 6.2.10 B S b= HAEE B2 12 B4 A BHHRRZ TR T 5,

FDP FXS EXT.1

TSF X, 777 A7 abanvz W CHIHE T — 225G 32 E T U CL 77 VA VF 2 h LT

WEZERIET 25, ZHUTEY, TOE D7 727 A I/F 53, TOE 23kl T 5 PSTN &Ry hT—27 LD D

F T =TV P EAE T DIz DITE SN DD ERLL,

TOE D777 AVF 1%, 777 ADFERBIOSAZ DA HSIL, o> B B TIEFEHSL20,

TOE D357 77 AET AOMREIL, 77 7 AEERBL O T 7V AZAEDHTHY, Super G3 7'1h=a

IBIOG3 7abav iR —h 5,

TOE O7 77 A F M CEZENHFTTENTWEDIZT 77 ZBE T — 2D HTHY . FIHE T —2D

VLT 7 I AL ET — 2D IHIEZAETHIENTES, Super G3 7 Hh/LEBLO G3 7L Lgko~

2 h=/L(PPP )& YR — RO T, ORI HE T — 2252 G T 5705283 TEARN,

TOE 237 77 A IF #&H TBIEE1T7008%, 77 7 AEZ B ICET A ED AT v =— a5 50EE

FAIFDHEE SN TCRRWE A ICERA YR 228 T, FIHE T —2DEZE LN HENL D%

Bi<,

ARBZBIF5 TSF Ao 27 =— A%, UL FIORTEBYTHA,

e MFD DAy F —a=yhMIFfad v g 8E SRV T, [ TN T 77 A FE[7 727 A0
77 I ARG EFAT

o BENRFILT, [RX A NI 7 AV | DEET DD T 77 AEEEFAT

o SN T 7 I ARG DIRME ST T 7 VAT — B %% 5

7.11 g EEX
ARHEITIEEIZ, 6.2.11 HioA T Ta B C2 12T 2B HARZFLR 35,

FDP_RIP.1(a)

TSFIE. L FTDOEEY, A AV T —H& FEXHETD,

o Va7 DT DIZNEBARN — AT — WARIFS I A A=V T —F % M a7 58 T EI2idh
IERFIC EEXEET D,

o N2 A RNT 7 AU TREREIC IO NI AN — IRFSINT A A=V T — 2% FIHE OEEICLY
HIRESN DB FEXEETD,

EEXZBWTEZIAL T —ZBLOESATRIEUL, SLEIZES 1R EEEZRT 74 VR L TRES

NTWDN, HLABE BB N B SRV DR E T —R, F720% Web LX—V T, [V AT AR E] =[x

2T AR E| B EINO[T — 2 I T HER B OREEE L THIENARETH D, EXIAT

T =%, ELED 0x00~0xXFF ORNH1 DOEZ BRI T HIENTED, Tz, ESAAEHIT, 1~10

BRI CTRETDIENAHET, 1RISEICEZATL T — X &R ETHILNTED,
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TSF | % LELOBEREZ T E DX A7 T REIL, IEEML T2 FEARUEL 2V, ZHHDOREEE

E HAX L AZBNTC[E Va7 56 THROBENEZ (Auto Clear at Job End)]|EFFIEID,

KBEMRIZEAT 2 TSE A2 47 = — A%, LLFIRTEBYTHS,

e FDP_ACC.1/FDP_ACF.1 ® D.USER.JOB 77 B AHI#HIZ331F 5. Create/Delete #:{ED TSF A%~
T —R|ZHEL B

e FDP_ACC.1/FDP_ACF.1 ® D.USER.DOC 77 EAHl##IZF51F %, Storage/retrieval ™ Delete #{ED
TSF AL Z 7 = —AIZHEL D

712 F—H DN
AEITILEIC, 6.2.12 BiDA T T ar B C3 ICEET 28Kt A LR 45,

FDP_RIP.1(b)

TSF (3, ffE S TEEE O ESRIIEE NEARN —Y BIZHH T~ TOFMHE T —ZBLU

TSF 7 —4% L #EXMETD, 20L&, JRETAN —VHHZ BT DS 548A AR R L, LR s

BRARET 5, ABEREIT. EIC TOE 2Ry BRI A2,

ARERIZBI TS TSF AL 47 2—A%, L ISR T LB TH5,

o Bl SHADRET—FT, [V AT AR [ L 2074 B [ AL AR 7 — 208
WL O L R B

7.13 BUHIAS B T BEZR ANE R NEARL — DT SA R EORBE DT — 4 2
AFITIREIC, 6.2.13 HIOBIRA— 230k DI BT 5 B0 LA BT,

FCS_COP.1(d)
TSF iX, FDP_DSK_EXT.1 IZEWVFIHE 7 — 2 BL W TSF 7 — 2% h5 S b B L OME 5328, RO X
NAT
o [ 5
FCS_CKM.1(b) TSI 256 B MDA X ROl 584 D,
o 5T /LI I
ISO/IEC 18033-3 TRIEZID AES 7/LTYX L BELOY ISO/MEC 10116 THIESND CBC E—F
WD,
AREMHIZBI 2 TSF A2 %7 =—A1%, FDP_DSK_EXT.1 ® TSF A 47 =—AIZHEL D,

FCS_COP.1(f)

TSF I%, FCS_KYC_EXT.1 I[ZEH8ERE St B L OME 5 DFE, EFE FCS_COP.1(d) EFRIERIZAT,

AREMHIZEI T2 TSF A2 27 2 — A%, L PR T LBV THD,

o TOE X E 3% DO YRl &)

o HE KL DR EET—RT, [VAT LR E][EF 2T AR E ]|~ E NG ®B L AN T —Z DY)
UL DRI b2 321714 . TOE % L Eh

e MFD D& ON (fFENHDE 1N [F1%F)

714 RESNT-1EE
AFTIETEIT, 6.2.14 HiOBRAN—2F M D2 12T 2 EHER A TR T 5,

FCS TLS EXT.1

TSF %, TLS i#{5 &L T TLS1.2(RFC 5246)% 7R —h9%,

TSF 75 TLS #{F 2BV TR —I 55 5 A1 —KE TLS_RSA_WITH_AES 128 CBC_SHA,
TLS RSA WITH AES 256 CBC_SHA, TLS RSA WITH AES 128 CBC SHA256,

TLS RSA WITH AES 256 CBC _SHA256, TLS ECDHE RSA WITH_AES 128 CBC SHA256,
TLS ECDHE RSA WITH AES 256 CBC_SHA384,
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TLS ECDHE RSA WITH AES 128 GCM _SHA256 LW

TLS_ECDHE _RSA WITH_AES 256 GCM_SHA384 Ti%,

TSF I%, FCS_RBG_EXT.1 LT FCS_CKM.1(a)lZfEV Y, TLS 185 THWD T — S —RE B LU
g ARk T,

TSF i, FCS_COP.1(a\ZfEV >y, TLS i@ME (2B 5185 T — 2 D 5 b B L OME 55179,

TSF I%, FCS_COP.1(b)IZfEV Y, FTP_ITC.1 (IR 44— N —LD TLS W{E 128\ T, —s3—F
IHERREZAT D,

TSF I&, FCS_COP.1(c)8 LT FCS_COP.1(g)i TV, ST E N U T I DAY B — VG &
(HMAC)% H\ 7= TLS {52179,

ARFEMHIZBE T2 TSF A2 %7 = — A%, FTP_ITC.1 33X FTP_TRP.1(a)/FTP_TRP.1(b) ® TSF A%
T — A UL B,

FCS HTTPS EXT.1

TSF (X, TOE LVE—NMEFEE LOMOBEFEIR LV TOE LVE—MIHHE LD OBEIZHBWT
FTP_TRP.1(a)# XU FTP_TRP.1(b)IZHE T mfE S AL 25728 RFC2818 (2 &L,

FCS TLS EXT.1 (ZH|»7= TLS Z'vhaL%ffi i L7= HTTPS #15 Z1 35,

TSF (%, )—%~Vﬁ¢ﬁ%‘i7z TUE— M| H%% 94:017?47‘/1\ PC E®D Web 7774 —7»5 TOE O
Web ~— N L TR R 0 T =582, TOE &7 747k PC DT TLS I@IE DRI ™
—>arEHeNE L% . HTTPS um%ﬁaﬁﬁ‘*@“é

7747 K PC 250D TOE @ Web ~<X— U2 BT 5 BIFRER LT X TOYE—MEEICXIL T,
HTTPS 13 2% H =5,

ARBMRTBIT S TSF Ao F 72— A%, UL RO RTEBYTHA,

e Web ~X—75 TOE # Y — Mgk

FCS_COP.1(g)

TSF X, FIPS PUB198-1 |ZHES417= The Keyed-Hash Message Authentication Code 35J T8 FIPS
PUB180-3 |ZHLE 4172 Secure Hash Standard Z4iii7= 3, Ay —IF ATV = ANEN 160 B N CHEE
160 £ h> HMAC-SHA-1, Ayt —UF AP = AR 256 E v TR 256 £ o> HMAC-SHA-
256, Ayt—UH AV ANEN 384 B N TR 384 B D HMAC-SHA-384 DWW AU THEw Y,
(&N LTI D A — VR 5 (HMAC) & V2B {E 2179,

N7 ZEE, FCS_COP.1(e)IZHED SHA-1, SHA-256, SHA-384 DWT I DRE 5/ o 7 —E
&L, Ny alEFR T 5,

ARFEHIZBI % TSF A2 %7 =—Al%, FCS_TLS _EXT.1 33X FTP_TRP.1(a)/FTP_TRP.1(b) ® TSF
AHET 2 — R THEL D,

715 &g T 77 —h
AEITIEEIT, 6.2.15 HORIRN— 2T D3 ([T 5 EHRES TR 5,

FCS_COP.1(c)

TSF 1%, L FICZIF B s 2D EH I, ISO/IEC 10118-3:2004 | _J_ 495 SHA-1, SHA-256,
SHA-384 DWT 4y (72712 L B4 AT SHA-256 DR) [ZHE~TlG 5Ny 7 —E 2%
%o

e FPT TUD EXT.1 (28T FCS_COP.1(b) (ZLBE4 MFE

e FCS_TLS EXT.1 {23 T FCS_COP.1(b) (ZLDE4 AR/ Mk

e FCS TLS EXT.1 23\ T FCS_COP.1(g) (ZX% HMAC

ARFEHIZBE T2 TSF A2 ¥ 7 =—A%, FCS_CKM.1(a) @ RSA #4f%, FPT TUD EXT.l1 35X
FCS_TLS EXT.1 ® TSF A2 47 = —A|ZHEL D,
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8 &

AFTIL, BRI L O AR,

8.1 FHFk

AR ST THHSNAHEEDON, 2 ETHAEELTWS CC BLXOPP TEHRSN-HEICHOWTIL,
FDEFRINED, TSN D HFED FEFe% Table 8.1 (-7,

Table 8.1: ST THEHINAHFED EF

=B E
IP7RL A IPIZ B W CHEF FL72 DK an 2 ikl 9 A7 DR HIFF 75,
TOEDWeb~<X— |TOETHHMFDDYE—MEEHI/FEL T, MFDNEWebH— S —3 it 575
/ Web_X—> Web~—2/,
Rii AESIZEHEN TG 57 LT X A, B E 13- F—DJoan Daemen &
ijndael . .
Vincent RijmenfX,
AR—=T T —H ARETITFFIZ, MEDDOEREREN R IRITCEHR DT X VT —H e e,
Tovva=yh | FRREEEE ., BB RE ORI A G A S BRI HIRI BB 2 T k3 Do,
FEIEMEAEY — B AUV REIEN A KT DR &,
HR TV NEMATER S A AT L O E T,
arvhp—F—a= |MFD2AEZHIETHEE, TOED Y 7— LU xT #FEiT4 5720 DCPU, fH3ME
vk AEU— HBA, ES, REBMEAT)—EFE2HT 5,

arvbo—7—77
— AT

MFDO =z ha—F—a=y el 57 7— L0 =7,

FrME

RF 2 AT 7 AV TRERRIC KO IRAELIoAA—T T — 2T L, BRI, 245, 7'
Ea— FFHIBREITIZE,

AFyF—a=vh

R AR v L TA A= T —H 503 E, 28— Ay k5, 777 AR E
BLUOAX X AARFOBIHE T2,

R AT 7 AV T IRRED —, B E B B> CHTAA— D7 — B % P

ARV R SR A, FIRIOREIE AT LA

R A(Ett'.jﬁﬁ%?@f:&)\ DaT DAA—DT —F e —BHICNER AR — IR 5

SRS MFDO EfICh5a—F =57 == A 2=y b, EREX —B L0 T IE
RKOWBET A AT VLA EETe,

RE¥2 AT 74 MEDREARO A A= T — 2 2R FHE D3 THEMETEXAIOZT 570 NED

N AR — VI RAF T DR RE,

PITRERER S | INERRRAERRC B IS VD TOE AR NI B g S L7 Fll FH 3

T7—L0xT 2R D N—RT =T %I D7D BRI LA EN T 7 " =T

77 Al/F MFD% 7 7 7 Alalifig~Fz#e 3~ 57O 128 3 29 R 721/F,

7 77 Alal 770 Ak (5T BT DY BRI AR AR

TRRMEAT— B> Chr BN AE IR T 5 L5 CEHn lhre i,

AE— FOLIEEEE ., FROPEIRE I Ko E,

a2k TV NERIZ A FTREZR AR AE AL O, AT va dna B m L, BhiE Rk REE L7z
BT, Fim BEREEA 5 /0 CEE RTREIR BE L LT BT,

=D ST AT — RN L CA SIS T SR — RO A5 1E U7 IR EE,

8.2 M&RE

K ST T S NDIEEED FE % Table 8.2 [Z/~" 7,

Table 8.2: ST Tfti FH SN AMEFED EF

[ T
AES Advanced Encryption Standard
BEV Border Encryption Value
CC Common Criteria
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[ TEF
CM Configuration Management
CPU Central Processing Unit
DRBG Deterministic Random Bit Generator
ES Entropy Source
FIPS PUB 197 Federal Information Processing Standards Publication 197
HBA Host Bus Adapter
HCD Hardcopy Device
HMAC Hash-based Message Authentication Code
HTTP Hypertext Transfer Protocol
HTTPS HTTP over SSL/TLS
I/F Interface
1P Internet Protocol
IPP Internet Printing Protocol
IPP-SSL IPP over SSL/TLS
IT Information Technology
LAN Local Area Network
LDAP Lightweight Directory Access Protocol
MAC Message Authentication Code
MFD Multifunction Device
MFP Multifunction Printer, Multifunction Peripheral
NIC Network Interface Card, Network Interface Controller
OS Operating System
PC Personal Computer
PP Protection Profile
PSTN Public Switched Telephone Network
RBG Random Bit Generator
ROM Read Only Memory
SAR Security Assurance Requirement
SFR Security Functional Requirement
SSL Secure Socket Layer
ST Security Target
TLS Transport Layer Security
TOE Target of Evaluation
TSF TOE Security Functionality
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