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1.  ST#EER (ST Introduction)
AETIE.STSHE. TOESHR. TOEBIE., $LU TOE G ICOVWTEER T B,

1.1. ST S (ST Reference)

AREITIE ST DA FHELIRT D,

Xerox PrimeLink B9110/B9125/B9136
R4 M- Copier/Printer
t¥aUr13—-45vhk
N—=3v: VvV 1.07
*¥178: 20204 6 A 26 H
ERE EXOVIAMK =1

1.2. TOE £H& (TOE Reference)
AHITIZ TOE OFANEHZECHT S,

TOE % - Xerox PrimeLink B9110/B9125/B9136
' Copier/Printer
TOE ®O)IN\—Y3v: Controller+PS ROM Ver. 1.1.4

A TOE (&, UTOWINODHEIEND MFD KX THD, MFD ARIKIFEMENRIVEZIFERE LiR— b EIC
RIRSNIUTORTRAICLOTEAI NS,

PN 7 RRAM
Xerox PrimeLink B9110 Copier/Printer Xerox PrimeLink B9110
Xerox PrimeLink B9125 Copier/Printer Xerox PrimeLink B9125
Xerox PrimeLink B9136 Copier/Printer Xerox PrimeLink B9136
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1.3. TOE#ZE (TOE Overview)
1.3.1. TOE m#&5| (TOE Type)

A TOE (&, AHERA—-NILIVP %y kD—D (LAN) NS . IE—H#EE. A vUikae. TV Mgge. X
ENRECMDL LEE, £9R— M3 MFD TH3.

1.3.2. TOE OfERELEECLX1UT1HRE
(Usage and Major Security Features of TOE)

——————

S ANy N
\ RYRT=H
SN
1
— i RIAEDSATU !
cFUB— RSN =

-Web 759
—fRFI AE

7

YATLEEE
247

YT -Web 7594
A

[ Mail #—/%

_EEF5-Ai

.

—MRFIAE  VATL
EEE

1 TOE 0B FET I ERIFE

MFD (&, 774704 — UL T, S 8RRy MDD o Bt SNIZERO—DIVIV7 2y D—D (LAN)A
BEMSNIRIETREATNS,
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FIFAEE. MFD ORRENSKIVR— BRI AEIFMT VMO YATLEBEEDS(17 D Web F59507
UUB—FS4NEN LT, MFD O&FEEARNEREEZFIAT 2,
MFD (&, FIAZEOHOXEICH L, AE—, AFvUEE. UV M A XEDRFERMOEL, BEDH
BEEAT D, NODXENKS ., WAVERIET BT, MFD (&, FIREZHAIRILT 5468, 1R
([CENXETHPHEECKHTE 7O ARKIEH, MFD ROA M —JICRTF - BRSNIREFHPX
ET-H0IESIE. LAN EDBET-I0RE, EEECRELLEF1TREMEE. MFD O+
UT1HEREDFIFREREE MFD RERCREFT 5 — 73' ZOF AEREE MFD S EROEEEY —)\hoEZAY
VT3t F1T4EEMEE. TSF E1T1— RE TSF F-ADOZEEMRIE. TSF ETI—- K7y T L—F
FFORITI— FOEEMSRIE. AL —VICEBNCERT A0 LEESHEMREEZETS.
A TOE &8I 8 M., FBEEAXEL T, RARBELESMEREREEEY R — M T B h, &K TOE ERE TIE
AARZBIADOHEERT S,

)

-HRINVDAICE SA, —RFIAEMERTIBEARBRYIAL M EBREMERTILAREN
YDADHBM, K TOE TREAMIVATHAERBRYIADFIRERIELTIVS, L. KX ST ATHEA
SNBTBEBRAVIA IV AR IEABRERRVDAERET .

1.3.3. TOE LS DN\—FI17HEREY T o174 (Required Non-TOE Hardware
and Software)

1 ITRTFARKRICHEVT TOE (3 MFD THY, TEEd TOE USNDN—FIIPHELVYT Mo ?PH
#ET S

(1) —MAEEBEIFMTH
N=FDI73AAD PC TH3,
TVRADFA7 U ReLTRIAT3HEEE. MFD ICH LT ET—ADTUY FERZE1TIH. PCICIET
UB—RIANEA VAT DRENLRDHD,
MFD 0 Web %—/\#ge%F| AT 315 & (3. PCICA VA R=ILENTILVS Web 595 &FEAT 3,
(2) YATLEBEDIATUL
N—=FD173 A AN PC THB.
TOE [CxfLT TOE BET—ANSWPER, J7—LII7DEFHEITHEHIC. Web T3V TFNRNE
i3,
(3) Mail H—/%
AF v UXEEA-INTEIETBICIE. Mail U= BEERS, \—FI17/0S [ZRHAD PC FzldH
—)\THN. TLS TR#ESNZ SMTP JORILEYR— T3 Mail Y—E2ZMVAMILTIRHELRD
Z
(4) EEY-—N
MFD THEAEULETINY MRETIEN. EEY—NHMREELS, \—FI17/0S [FARD PC
FrF—)ITHD. MFD FEEEH—IDERICHEUT, HTTPS JAMILERNT, BEEY—/NICEF
AT EEDT DEEZTI.
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A TOE OFF@iCld. LEON—FII7HLVYIII7ELT, LTEFERT S,

(). Q)O—REFIREIZMT7V PNV ATLEEBEDZM(7 D OS [F Windows 10 &, Web 737
&L T Microsoft Edge #{#HT 3,

(3)? Mail =)\l Postfix version 2.10.1 ZFERT 3,

(4)DEEZEY—)\®D OS [F Windows 10, OV ENDE LOETIREELT PowerShell Version 5.1
BEAT S, Fe. VATLEBENHAAV AT TER T 300 EDHE LA®D PowerShell 20U7 &
HETILENDD,

(DIZBWT. EETZTUUE—ES51)8F Xerox Corporation HMEHET 2% L #IEADLLT K548
ZEMAT S,

"V3 Xerox Global Print Driver PostScript”
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1.4. TOE §&;t (TOE Description)
ARETIE. TOE OFAERE. TOE OimEMEE. SLUYEMEEICOVVTCEERT D,
1.4.1. TOEBAEDFAE®El (User Assumptions)
A STT.TOEICXULTEETSFIAEREIZ Table 1 [CEERT B,
Table 1 FIAHEKE

L] FIRET 55 &
U.NORMAL —HRFIRE BAISN ., FREESNHAET, BEEERE
ERIBVFIAE
U.ADMIN EEE BAISN ., RSN RETEEAREE
HOMME

(TOE M=E# T3, Key Operator £ SA &
LWOREINHD., A ST £ TE U.ADMIN &L
THHIFEND, )

1.4.2. TOE M:iw¥ERIEEE (Logical Scope and Boundary)

2 (C TOE OmBEME R ESL R TS,
MIBMEFEL ORSNHAEDSIS ., THRBLDHEIEAKEE. TROVOKAELR 1T AEE
X
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smIERYEn B
TOE
I ERELE VI
- 114 ~
YATLERE
TSk -
——— — &R A&
F—&5E “—> H54PUL
iT—/3 SOVE S PN
Mail 3=\ L
. Web 759
EES-/ - B = iEtEm X EDRIE i
DU
N—RF12DDLE
=K BEEEE YATLEEE
—> H34 PV b

-Web 7594

i) EE a1 )TMEE

HDD/NVRAM1/NVRAM2/SEEPROM

MEE  x® | E&E | TOE

»xE | T O B

F—A . TH F—54

2 TOE DmIEHIIERK

1.4.2.1. TOE MR IIEAREE (Basic Functions)

(1) FTIok: —RRFBEBIFM7V M oENZBEFXEER(TES, Fe. BIE/ RN HDIERIC
"W, BORSLEFXEEN-FIE-BANE#RT S,

(2) AFvy: BENSRIIDLOIETRICHED, 2AFvF—LEON-FIE-XBZHHAH. EFHAA
EH#I 3,
A TOE TlE, AF v BEEICINEHMENTEFXEICH L. Mail Y—/INEDHkEE. XEOR
FEMOH UHBEICINBE BRI AICREF T AN FET B,

(3) JE—: BESRIDLDIERICHELD, AFvF—LEON-FIE-XEEHT S,

(4) JE—FHE (Store File) :#4E)\RIMHOIETRICHL, AFvF—EON—-FIE-XEEHHA
#. BFHAANERT S, RRSNLEFXER. XEORFEMOH UHEECED ., HERYDA
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(CRTFESND,
(AE—-EEHEER . AF v —LON-FIE-XEEZEFRAAERTIENIRICHENT, HCD
PP TEEINL"AFvUHEE "t EMORETHD, )

(5) XENRFEEMNEL: EFXETHBRRNVIAICREFL. BENRINLDIETR., FE—HEF
REDFATV M ODIERICETE, RESNEEFXECHLT. UTOLIBIREEATEEETD
BEETHD, A TOE Tlk. BB RYI AR FENIEFXENE. AFvUBEEC I TAFrUSh
FEFNE., IE-ERICIHTAFrVENEBEFXEONTNATHD,

ENRI: 2453V, —RFIBEDSM1 7Y b oDFERICED. BERNVDACREFESNEEFXE
OV KR

BDHL: —fRFIBBEDII17Y M oDIERICED, —RFIBEEZED1 7Y MEDHT, IE-F
BICIDTAF Y SNEBEFXER—RFAE D170 MoEDH VIR ERTE R TERLY,
HIBR: BENRIL, —RFIBEDSAT7Y M oDIETRICED, RESNEEFXERHIKRT .
RE: IE-ZRBICIOTAFYVENEEFXECRD. BE/SRIDHDIERICED. BRERYDIA
[CIRBFESNEEFXENR-JHIRKR. XESRBEEITI.

1.4.2.2. TOEWR#ETdF1YUT1H8E (Security Functions)
1.4.2.1 DEKREEEEZIETERH, TOE [F. L TOEF 1T H4EERIRILET S,

(1) FHAIERE
FIFAEDH AR . RUHERT 5. MFD O#EEN ., EE B (LS THERM SSNEFIAEDH(C
PHUATTRECHBEERILT %, FIABEDHBEREEL. PO AGIHEEEERBIORMELTE
FASN., tF1)T7BEBRE MFD OFEAZHENF AECEEM T2 L TOXIRCLED. #
R EEREEE. MFD [C£->TETEND,
REEERATRY . EH L CGRRAIA M LIS & . BRI TR R (HH T3,
AN TOE Z#E R T & M. BRI AR EL T, NRERRIEN SRR 2 R— M 3H . A TOE BRET
[EARIKRBEIDHEERT S,

(2) 7Ot
POEAHEIE, XEPXELEICEETHF]R. TF1)TBEET AN, BUIL 7O AERERH
DHAEDHICTICARRETHDEERIIT .

(3) T-HmES1E
T—AMEE1Eld. TOE AECRET 2T APEBET AL T. REENRIELRS VF3—J1—Ah
PPHEATERVIERREET 3,
- RUD—2EN. T—AREBE N TRt - KB ATREG T ER M AN —IT M ALOXERUBEDY
AT LIESRERELLD, COLSBT M AW MFD hoESNIB S ICCNLIBT—4%R#E Tk
WICFEASND,
- TS EDA M. BEMICERRINLES 7TV LOERICENRIEENS,

(4) SEBEE
RNEBRY DD EICHFEAETIXET A, JaJER. tF1VTBEEODTT-ABLU TOE BET—4H
ELVOTBIET—A%RET D,
— A EEBEBIE 0 RV (TLS/HTTPS, TLS)ICR ST 3,
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(5) tF¥ai)TEHE
VATLEBEBEEVCGHABLURISNERAZEOH D, BESRIVFER VAT LEEEDZ(T U+
Mo, TOE Ot F1UT/HEEICRET 3 ENS BB LUEEEAHEICT B,

(6) tFaI)T(EE
WD, N EDIIBIEERITOENEVDBRPEERAAY MHIASESEPHERER. 1-—1§
ERE)SE, X TAEEOTF—RELTERY — ) INGGEE SNREESND, tF1)TEEDT T4
BRiEFFIE HTTPS 7O0MICE-THERLEN D,
F.BEBOJT-ADEREE TOE AERICEERSN. YVATLEBR BV CGHAIGRIESN R RAED
HNVATLEBEDFATY M) Web F508h oAU V0—RTBENTED,

(7) &EELER
MFD ADT7— L1707y T— M. PoT7T—FOBRAFINCY I MIT 7D EEHERIE T 30K
FEENB, 72 MFD ([, TDEANREAIRE M EF LN T SNLBVIEERII TR, BET
ANEEITTS,

(8) \“—FF1AVDLEEHE
=, TV MBLUAF v EDEBEEOEN R . AEA M —JICERINEFAZHOXET—H
D EEEFHEETI, Fo. MFD (3. RIS EFLIIIZa7IIERT, REEREXEXHIK/RL, £Z
EHE%4TO On Demand Overwrite #4ae%121 93,

1.4.3. TOE 0##EEEE (Physical Scope and Boundary)

TOE 0¥EHBIR AL MFD H@ 24K THS, T1ZIvFNTLF1UTALEEBERDTT ard7 RF
VlE. TOE [C& &L, Table 2 b Table 3 [C TOE Z#&p T 2BV R—R Y MEERHR T .
TOE (F. Table 2 DV\\FNHDAIKE, Table 3 DHAHVATHERIND,

MFD AAK(Z. BN | ARERIVFLFERELVR— P LICRRENSUTORTEBMICLOTHEIASN
%o

FAED, MFD [CEAABIBAN —IT A AGR=BTINITFVVIABIT I %) 2R T 510871~
AlFEIIESND,

Table 2 TOE Zt# ¥ 3 IEHIIVR—FK Y F(MFD & {k)

N=3J3y = BLfmA XISTSEmA FRBT
=
Controller+PS | NMM+UER®D | H—YI | Xerox PrimeLink Xerox PrimeLink
ROM J7—LO17% | BoiE B9110 Copier/Printer | B9110
Ver.1.1.4 A RANTTN—
Fox7
Controller+PS | NMM+UER®D | H—YI | Xerox PrimeLink Xerox PrimeLink
ROM J7—L917% | & B9125 Copier/Printer | B9125
Ver.1.1.4 A ANTEN—
Fox7”
Controller+PS | NMFUER® | D—YI | Xerox PrimeLink Xerox PrimeLink
ROM J7—LI17% | B B9136 Copier/Printer | B9136
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Ver.1.1.4 A ANTEN—
Fox7”
Table 3 TOE Z#E 3 3WEIVR—2 Y MHI1HVR)
N—=33y i BRfmA A HA54V A% (SHA256:)\vYa{E)
Version PDF 774)l | Web Av0O—F | Xerox PrimeLink
1.0 B9100/B9110/B9125/B9136 Copier/Printer
User Guide
(b73777df86d87e7560527c6fc46fe99995d
e1d89e7c702e5f26fba3b46e21fbb)
Version PDF 774)l | Web A>0O—F | Xerox PrimeLink
1.0 B9100/B9110/B9125/B9136 Copier/Printer
System Administrator Guide
(3a5d9500b4c7c7cbaf1f12c64c3bb4732e7
8a025acfec94f015b4a9dc7437bd4)
Version PDF 774)l | Web AJ>0O—F | Xerox PrimeLink
1.0.4 B9100/B9110/B9125/B9136 Copier/Printer

Security Function Supplementary Guide
(4a81d5fceeb5f0a9efb70716bb33dc06418
1455e30f6b56c145e2d0f63b933dc)
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#4& F3k (Conformance Claim)

CC#& X3k (CC Conformance Claim)

A STHLU TOE O CCEE EIRIE, ULTDESNTHD,
STETOE @A EERT S CCDN—-Yay:

Common Criteria for Information Technology Security Evaluation

Part 1: Introduction and general model (April 2017 Version 3.1 Revision 5)
Part 2: Security functional components (April 2017 Version 3.1 Revision 5)
Part 3: Security assurance components (April 2017 Version 3.1 Revision 5)

CC Part2 extended
CC Part3 conformant

PP 3k, /\ws—3JE5R (PP claim, Package Claim)

2.2.1. PP xsk (PP Claim)

AR ST (&, Ti2 HCD-PP AOZLEESEERT D,

"4 bJL: Protection Profile for Hardcopy Devices
NN—33v: 1.0 dated September 10, 2015
Errata: Protection Profile for Hardcopy Devices - v1.0 Errata #1, June 2017

2.2.2. I\wr—JZEsk (Package Claim)

A STHLUVTOE &, /Wr—JBREERLEL,

2.2.3. #EEIRH (Conformance Rational)

A STHLU TOE (&, PP HERTIEHEHELTLVD,

PP A ERTILUTOEHEEEEL. PP DEXRENExact Conformancel Thd, TNz, TOE i
AlE PPE—EBLTLVS,

Required Uses

Printing, Scanning, Copying, Network communications, Administration
Conditionally Mandatory Uses

Storage and retrieval, Field-Replaceable Nonvolatile Storage.
Optional Uses

Internal Audit Log Storage, Image Overwrite

- 10 - Copyright® 2020 by Fuji Xerox Co., Ltd
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tX1UT1EEEESE (Security Problem Definition)

ARETE., BE. ot 1UT1H 8. FHREHIOVTEER TS,
3.1. &R (Threats)
3.1.1. TOE & (Assets Protected by TOE)

A TOE WMRETIEERLUTOERITHS,

Table 4 Assets for User Data

Designation

User Data type

Definition

D.USER.DOC User Document Data Information contained in a User’s
Document, in electronic or hardcopy
form

D.USER.JOB User Job Data Information related to a User’s

Document or Document Processing
Job

Table 5 Assets for TSF Data

Designation

TSF Data type

Definition

D.TSF.PROT

Protected TSF Data

TSF Data for which alteration by a
User who is neither the data owner
nor in an Administrator role might
affect the security of the TOE, but
for which disclosure is acceptable

D.TSF.CONF

Confidential TSF Data

TSF Data for which either disclosure
or alteration by a User who is
neither the data owner nor in an
Administrator role might affect the
security of the TOE

3.1.2. &R (Threats)
A TOE Xt BEB%. Table 6 [CEE#hT B,

Table 6 Threats

Designation

Definition

CESS

T.UNAUTHORIZED_AC

An attacker may access (read, modify, or delete) User
Document Data or change (modify or delete) User Job
Data in the TOE through one of the TOE’s interfaces.

T.TSF_COMPROMISE

An attacker may gain Unauthorized Access to TSF
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Data in the TOE through one of the TOE’s interfaces.

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if
the TOE is permitted to operate.

T.UNAUTHORIZED_U
PDATE

An attacker may cause the installation of unauthorized
software on the TOE.

T.NET_COMPROMISE

An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.

3.2. #AEOTX1UT1A8t (Organizational Security Policies)
A TOE WIESFLEB TN E B o EREDE+1) 715 8% Table 7 [CEE#h T 3,
Table 7 Organizational Security Policies
Designation Definition
P.AUTHORIZATION Users must be authorized before performing
Document Processing and administrative functions.
P.AUDIT Security-relevant activities must be audited and the

log of such actions must be protected and transmitted
to an External IT Entity.

P.COMMS_PROTECTI
ON

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPT
ION

(conditionally
mandatory)

If the TOE stores User Document Data or Confidential
TSF Data on Field-Replaceable Nonvolatile Storage
Devices, it will encrypt such data on those devices.

P.KEY_MATERIAL
(conditionally
mandatory)

Cleartext keys, submasks, random numbers, or any
other values that contribute to the creation of
encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF
Data must be protected from unauthorized access and
must not be stored on that storage device.

P.IMAGE_OVERWRIT
E

Upon completion or cancellation of a Document
Processing job, the TOE shall overwrite residual image

(optional) data from its Field-Replaceable Nonvolatile Storage
Devices.
3.3. HMREMH (Assumptions)

A TOE OEhE. ER. BLUFIRICET daTiRS 4%, Table 8 (CREHh T B,
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Table 8 Assumptions

Designation Definition

A.PHYSICAL Physical security, commensurate with the value of the
TOE and the data it stores or processes, is assumed to
be provided by the environment.

A.NETWORK The Operational Environment is assumed to protect
the TOE from direct, public access to its LAN interface.

A. TRUSTED_ADMIN TOE Administrators are trusted to administer the TOE
according to site security policies.

A.TRAINED_USERS Authorized Users are trained to use the TOE according
to site security policies.
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tFa)T4xEAE (Security Objectives)

AETE. ERREOEF YT RARAHICOVVTERT B,
BERRREOTF1) T x5k A 8% Table 9 (CEET B,

Table 9 ERABEOCF1UT I E L

Designation Definition
OE.PHYSICAL_PROTE | The Operational Environment shall provide physical
CTION security, commensurate with the value of the TOE and

the data it stores or processes.

OE.NETWORK_PROTE | The Operational Environment shall provide network

CTION security to protect the TOE from direct, public access
to its LAN interface.
OE.ADMIN_TRUST The TOE Owner shall establish trust that

Administrators will not use their privileges for
malicious purposes.

OE.USER_TRAINING The TOE Owner shall ensure that Users are aware of
site security policies and have the competence to
follow them.

OE.ADMIN_TRAINING | The TOE Owner shall ensure that Administrators are
aware of site security policies and have the
competence to use manufacturer’s guidance to
correctly configure the TOE and protect passwords and
keys accordingly.
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YRsRIVIR—2V b EZE (Extended Components Definition)
COEDYRIRIVIR—2Y ME, HCD-PP TEERINZLDTH,

TR REEH TR
1. Class FAU: Security Audit

FAU_STG_EXT Extended: External Audit Trail Storage
Family Behavior:
This family defines requirements for the TSF to ensure that secure transmission of

audit data from TOE to an External IT Entity.

Component leveling:

FAU STG EXT.1 Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted
channel implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:
e The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FAU_STG_EXT.1 Protected Audit Trail Storage
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to
an External IT Entity using a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT
Entity which relies on a non-TOE audit server for storage and review of audit
records. The storage of these audit records and the ability to allow the
administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR
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for the transmission of audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in
the FAU class with a single component.

5.1.2. Class FCS: Cryptographic Support
FCS_CKM_EXT Extended: Cryptographic Key Management
Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially,

this extended component is intended for cryptographic key destruction.

Component leveling:

FCS CKM EXT.4 Extended: Cryptographic Key Material 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys
but also key materials that are no longer needed are destroyed by using an
approved method.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_CKM_EXT.4 Cryptographic Key Material Destruction
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security parameters when no longer
needed.

Rationale:
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Cryptographic Key Material Destruction is to ensure the keys and key materials
that are no longer needed are destroyed by using an approved method, and the
Common Criteria does not provide a suitable SFR for the Cryptographic Key
Material Destruction.

This extended component protects the cryptographic key and key materials
against exposure, and it is therefore placed in the FCS class with a single
component.

FCS_HTTPS_EXT Extended: HTTPS selected

Family Behavior:

Components in this family define requirements for protecting remote management
sessions between the TOE and a Security Administrator. This family describes

how HTTPS will be implemented. This is a new family defined for the FCS Class.

Component leveling:

FCS_HTTPS_EXT.1 Extended: HTTPS selected 1

FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented
according to RFC 2818 and supports TLS.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of HTTPS session establishment

FCS_HTTPS_EXT.1 HTTPS selected
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies
with RFC 2818.

FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in
FCS_HTTPS_EXT.1.

Rationale:
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HTTPS is one of the secure communication protocols, and the Common Criteria
does not provide a suitable SFR for the communication protocols using
cryptographic algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.
FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)
Family Behavior:

This family provides the specification to be used for using multiple layers of

encryption keys to ultimately secure the protected data encrypted on the storage.

Component leveling:

FCS KYC EXT.1 Extended: Key Chaining 1

FCS_KYC_EXT.1 Key Chaining, requires the TSF to maintain a key chain and
specifies the characteristics of that chain.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_KYC_EXT.1 Key Chaining
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key
Wrapping),

FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(f) Cryptographic operation (Key
Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using
a submask as the BEVor DEK; intermediate keys originating from one or more

- 18 - Copyright® 2020 by Fuji Xerox Co., Ltd



Xerox PrimelLink B9110/B9125/B9136 tz+a1l)7+4—7"w,

submask(s) to the BEV or DEK using the following method(s): [selection: key
wrapping as specified in FCS_COP.1(e), key combining as specified in
FCS_SMC_EXT.1, key encryption as specified in FCS_COP.1(f), key derivation as
specified in FCS_KDF_EXT.1, key transport as specified in FCS_COP.1(i)]] while
maintaining an effective strength of [selection: 128 bits, 256 bits].

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the
characteristics of that chain. However, the Common Criteria does not provide a
suitable SFR for the management of multiple layers of encryption key to protect
encrypted data.

This extended component protects the TSF data using cryptographic algorithms,
and it is therefore placed in the FCS class with a single component.

FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit
Generation)

Family Behavior:

This family defines requirements for random bit generation to ensure that it is
performed in accordance with selected standards and seeded by an entropy
source.

Component leveling:

FCS RBG EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be
performed in accordance with selected standards and seeded by an entropy
source.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_RBG_EXT.1 Random Bit Generation
Hierarchical to: No other components.
Dependencies: No dependencies.
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FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation
services in accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A]
using [selection: Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source
that accumulates entropy from [selection: [assignment: number of software-
based sources] software-based noise source(s), [assignment: number of
hardware-based sources] hardware-based noise source(s)] with a minimum of
[selection: 128 bits, 256 bits] of entropy at least equal to the greatest security
strength, according to ISO/IEC 18031:2011 Table C.1 “Security strength table for
hash functions”, of the keys and hashes that it will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction,
and the Common Criteria does not provide a suitable SFR for the random bit
generation.

This extended component ensures the strength of encryption keys, and it is
therefore placed in the FCS class with a single component.

FCS_TLS_EXT Extended: TLS selected
Family Behavior:
This family addresses the ability for a server and/or a client to use TLS to protect

data between a client and the server using the TLS protocol.

Component leveling:

FCS TLS EXT.1 Extended: TLS selected 1

FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as
specified.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of TLS session establishment

FCS_TLS_EXT.1 Extended: TLS selected
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Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature

generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash

message authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation

(Random Bit Generation)

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following
protocols [selection: TLS 1.0 (RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC
5246)] supporting the following ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:

[selection:

None

TLS RSA WITH_AES 256 _CBC_SHA

TLS DHE RSA WITH_AES_128 CBC_SHA

TLS DHE RSA WITH_AES_256_CBC_SHA

TLS _RSA WITH_AES 128 CBC_SHA256

TLS RSA _WITH_AES_256_CBC_SHA256

TLS _DHE RSA_WITH_AES_128 CBC_ SHA256
TLS _DHE RSA_WITH_AES_256_CBC_ SHA256
TLS _ECDHE RSA WITH_AES 128 CBC _SHA

TLS _ECDHE_RSA WITH_AES_256_CBC_SHA

TLS ECDHE ECDSA WITH_AES 128 CBC_SHA
TLS ECDHE ECDSA WITH_AES _256_CBC_SHA
TLS _ECDHE _RSA WITH_AES_128 CBC_SHA256
TLS ECDHE RSA WITH_AES 256 CBC _SHA384
TLS _ECDHE RSA WITH_AES_128 GCM_SHA256
TLS _ECDHE RSA WITH_AES_256_GCM_SHA384
TLS ECDHE ECDSA WITH_AES_ 128 GCM_SHA256
TLS _ECDHE _ECDSA_WITH_AES_256_GCM_SHA384
TLS ECDHE ECDSA WITH_AES_ 128 CBC _SHA256
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TLS _ECDHE_ECDSA_WITH_AES 256_CBC_SHA384
1.

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does
not provide a suitable SFR for the communication protocols using cryptographic
algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.

5.1.3. Class FDP: User Data Protection
FDP_DSK_EXT Extended: Protection of Data on Disk
Family Behavior:
This family is to mandate the encryption of all protected data written to the

storage.

Component leveling:

FDP DSK EXT.1 Extended: Protection of Data on Disk 1

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to
encrypt all the Confidential TSF and User Data stored on the Field-Replaceable
Nonvolatile Storage Devices in order to avoid storing these data in plaintext on the
devices.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FDP_DSK_EXT.1 Protection of Data on Disk
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption)

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance
with FCS_COP.1(d), use a self-encrypting Field-Replaceable Nonvolatile Storage
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Device that is separately CC certified to conform to the FDE EE cPP] such that any
Field- Replaceable Nonvolatile Storage Device contains no plaintext User
Document Data and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user
intervention.

Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any
confidential data without user intervention, and the Common Criteria does not
provide a suitable SFR for the Protection of Data on Disk.

This extended component protects the Data on Disk, and it is therefore placed in
the FDP class with a single component.

5.1.4. Class FIA: Identification and Authentication
FIA_PMG_EXT Extended: Password Management
Family Behavior:
This family defines requirements for the attributes of passwords used by

administrative users to ensure that strong passwords and passphrases can be
chosen and maintained.

Component leveling:

FIA PMG EXT.1 Extended: Password Management 1

FIA_PMG _EXT.1 Password management requires the TSF to support passwords
with varying composition requirements, minimum lengths, maximum lifetime, and
similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FIA_PMG _EXT.1 Password management
Hierarchical to: No other components.
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Dependencies: No dependencies.

FIA_PMG _EXT.1.1 The TSF shall provide the following password management
capabilities for User passwords:

Passwords shall be able to be composed of any combination of upper and lower
case letters, numbers, and the following special characters: [selection: "/, "@”,
“#ON$T "%, AN N&”, R NN ") [assignment: other characters]];

Minimum password length shall be settable by an Administrator, and have the
capability to require passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the
endpoints of communication, and the Common Criteria does not provide a suitable
SFR for the Password Management.

This extended component protects the TOE by means of password management,
and it is therefore placed in the FIA class with a single component.

5.1.5. Class FPT: Protection of the TSF

FPT_KYP_EXT Extended: Protection of Key and Key Material
Family Behavior:
This family addresses the requirements for keys and key materials to be protected

if and when written to nonvolatile storage.

Component leveling:

FPT KYP EXT.1 Extended: Protection of key and key material 1

FPT_KYP_EXT.1 Extended: Protection of key and key material, requires the TSF to
ensure that no plaintext key or key materials are written to nonvolatile storage.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_KYP_EXT.1 Protection of Key and Key Material
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Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP_EXT.1.1 The TSF shall not store plaintext keys that are part of the
keychain specified by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage
Device, and not store any such plaintext key on a device that uses the key for its
encryption.

Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key
material are written to nonvolatile storage, and the Common Criteria does not
provide a suitable SFR for the protection of key and key material.

This extended component protects the TSF data, and it is therefore placed in the
FPT class with a single component.

FPT_SKP_EXT Extended: Protection of TSF Data
Family Behavior:
This family addresses the requirements for managing and protecting the TSF data,

such as cryptographic keys. This is a new family modelled as the FPT Class.

Component leveling:

FPT SKP EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys),
requires preventing symmetric keys from being read by any user or subject. It is
the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_SKP_EXT.1 Protection of TSF Data
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys,

- 25 - Copyright® 2020 by Fuji Xerox Co., Ltd



Xerox PrimelLink B9110/B9125/B9136 tz+a1l)7+4—7"w,

symmetric keys, and private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and
private keys are protected securely, and the Common Criteria does not provide a
suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication
using Pre- shared Key, and it is therefore placed in the FPT class with a single
component.

FPT_TST_EXT Extended: TSF testing
Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct

operation.

Component leveling:

FPT TST EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial
start-up in order to demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TST_EXT.1 TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up
(and power on) to demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common
Criteria does not provide a suitable SFR for the TSF testing. In particular, there is
no SFR defined for TSF testing.
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This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.

FPT_TUD_EXT Extended: Trusted Update

Family Behavior:

This family defines requirements for the TSF to ensure that only administrators
can update the TOE firmware/software, and that such firmware/software is

authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1
FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for
updates.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TUD_EXT.1 Trusted Update
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(b) Cryptographic Operation (for signature

generation/verification), or
FCS_COP.1(c) Cryptographic operation (Hash
Algorithm)].

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to
query the current version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to
initiate updates to TOE firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software

updates to the TOE using a digital signature mechanism and [selection: published
hash, no other functions] prior to installing those updates.
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Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not
provide a suitable SFR for the management of firmware/software. In particular,
there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.

t*1)71EH (Security Requirements)

AETE, Fa )T RS, tF1 )T RAEEHS LT T ZEHRIUCONTEERT B,
BH. AETHATIAENERLUTOEENTHS,

KRILiE
iN—JL FEK(IZ, HCD-PP TIERFLIFEFFMIL SN SFR O A ERL, JEVDIATIZN—F 2 DK
k0 SFR EHFZIFHERIVR—2Y FEEICEHEL TS,
=N F18YyoZ 3 HCD-PP TR F($FH b SNz SFR O#5H &, KteFa)T48—-TvHMIH
WOERSN ., MO/ FEFSER SN SFR ADTXAMETRT
PIH=F4A2ER—IV FEEKICEKORD BN F1E)y0& 72— 71> Z#1E . HCD-PP TFEREN
Tz SFR O&f 5 & KEF1UT1 3Ty MIBVWVTE#MIESN Tz SFR ADTHF A ETRT,
1EYyIZMT . KeF1)TA-TYMIBWGERSN . B0/ FER>FTER SN SFR NOTFA MR
R

(E. XEFIUTI3-DYMIBNT, BIRSNGH % SFR ROTFANERT
180 & P2 4= 542 HF . REF1)T18-FyMIEWTEINM (Fon iz SFR AOTFAMERT

##EDRLM(a). (b)ld PP TERSNTL\BED, SHICENRTH I (al). (a2)DLIICLTS,

tra)T1H#BEEH (Security Functional Requirements)
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6.2.1. Class FAU: Security Audit

FAU_GEN.1 Audit data generation
(for O.AUDIT)

Hierarchical to: No other components.
Dependencies: FPT_STM.1 Reliable time stamps
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the

following auditable events:
a) Start-up and shutdown of the audit functions;
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FAU_GEN.1.2

b) All auditable events for the not specified level of
audit; and

c) All auditable events specified in Table 10,
[assignment: no other auditable events].

The TSF shall record within each audit record at least
the following information:

a) Date and time of the event, type of event, subject
identity (if applicable), and the outcome (success or
failure) of the event; and

b) For each audit event type, based on the auditable
event definitions of the functional components included
in the PP/ST, additional information specified in
Table 10, [assignment: no other relevant information].

Table 10 Auditable Events

Auditable Events Relevant SFR Additional
Information

Job completion FDP_ACF.1 Type of job

Unsuccessful User authentication | FIA_UAU.1 None

Unsuccessful User identification FIA_UID.1 None

Use of management functions FMT_SMF.1 None

Modification to the group of Users | FMT_SMR.1 None
that are part of a role

Changes to the time

FPT_STM.1 None

Failure to establish session

FTP_ITC.1, Reason for
FTP_TRP.1(a), failure
FTP_TRP.1(b)

FAU_GEN.2

Hierarchical to:
Dependencies:

FAU_GEN.2.1

User identity association
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

For audit events resulting from actions of identified
users, the TSF shall be able to associate each auditable
event with the identity of the user that caused the
event.
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FAU_SAR.1

Hierarchical to:
Dependencies:

FAU_SAR.1.1

FAU_SAR.1.2

FAU_SAR.2

Hierarchical to:
Dependencies:

FAU_SAR.2.1

FAU_STG.1

Hierarchical to:
Dependencies:

FAU_STG.1.1

FAU_STG.1.2

FAU_STG.4

Hierarchical to:
Dependencies:

FAU_STG.4.1

Audit review
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: U.ADMIN] with the
capability to read all records from the audit records.

The TSF shall provide the audit records in a manner
suitable for the user to interpret the information.

Restricted audit review
(for O.AUDIT)

No other components.
FAU_SAR.1 Audit review

The TSF shall prohibit all users read access to the audit
records, except those users that have been granted
explicit read-access.

Protected audit trail storage
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall protect the stored audit records in the
audit trail from unauthorised deletion.

The TSF shall be able to prevent unauthorised
modifications to the stored audit records in the audit

trail.

Prevention of audit data loss
(for O.AUDIT)

FAU_STG.3 Action in case of possible audit data loss
FAU_STG.1 Protected audit trail storage

Refinement: The TSF shall [selection, choose one of:
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FAU_STG_EXT.1

Hierarchical to:
Dependencies:

FAU_STG_EXT.1.1

“overwrite the oldest stored audit
records’] and [assignment: no other actions to be
taken] if the audit trail is full.

Extended: External Audit Trail Storage
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel.

The TSF shall be able to transmit the generated audit
data to an External IT Entity using a trusted channel
according to FTP_ITC.1.

6.2.2. Class FCS: Cryptographic Support

FCS_CKM.1(a)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(a)

Cryptographic Key Generation (for asymmetric
keys)
(for O.COMMS_PROTECTION)

No other components.

[FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification), or

FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall generate asymmetric
cryptographic keys used for key establishment in
accordance with [selection:

- NIST Special Publication 800-56A,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm
Cryptography” for elliptic curve-based key
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FCS_CKM.1(b)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(b)

establishment schemes and implementing "NIST
curves” P-256, P-384 and [selection: P-521

] (as defined in FIPS PUB 186-4,
“"Digital Signature Standard”)
- NIST Special Publication 800-56B,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Integer
Factorization Cryptography” for RSA-based key
establishment schemes

] and specified cryptographic key sizes equivalent
to, or greater than, a symmetric key strength of
112 bits.

Cryptographic key generation (Symmetric Keys)
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption), or

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption), or

FCS_COP.1(e) Cryptographic Operation (Key Wrapping),
or

FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication), or

FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

Refinement: The TSF shall generate symmetric
cryptographic keys using a Random Bit Generator
as specified in FCS_RBG_EXT.1 and specified
cryptographic key sizes [selection: 128 bit, 256
bit] that meet the following: No Standard.
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FCS_CKM.4

Hierarchical to:
Dependencies:

FCS_CKM.4.1

FCS_CKM_EXT.4

Hierarchical to:
Dependencies:

Cryptographic key destruction
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.

[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

Refinement: The TSF shall destroy cryptographic keys
in accordance with a specified cryptographic key
destruction method [selection:

For volatile memory, the destruction shall be
executed by [selection: powering off a device

11

For nonvolatile storage, the destruction shall be
executed by a [selection: single

] overwrite of key data storage location
consisting of [selection: a pseudo random pattern
using the TSF’s RBG (as specified in
FCS_RBG_EXT.1) ], followed by a
[selection: none]. If read-
verification of the overwritten data fails, the
process shall be repeated again;

] that meets the following: [selection:
no standard].

Cryptographic Key Material Destruction
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.

[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],

FCS_CKM.4 Cryptographic key destruction
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FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security
parameters when no longer needed.

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
(for O.COMMS_PROTECTION)

Hierarchical to: No other components.

Dependencies: FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_COP.1.1(a) Refinement: The TSF shall perform encryption and
decryption in accordance with a specified
cryptographic algorithm AES operating in
[assighment: CBC, GCM] and cryptographic key sizes
128-bits and 256-bits that meets the following:
FIPS PUB 197, “"Advanced Encryption Standard
(AES)"”

[Selection: NIST SP 800-38A,
NIST SP 800-38D]

FCS_COP.1(b1l) Cryptographic Operation (for signature
generation/verification)
(for O.UPDATE VERIFICATION)

Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_COP.1.1(b1) Refinement: The TSF shall perform cryptographic
signhature services in accordance with a [selection:

RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits

1
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FCS_COP.1(b2)

Hierarchical to:
Dependencies:

FCS_COP.1.1(b2)

]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”

Cryptographic Operation (for signature
generation/verification)
(for 0.COMMS_PROTECTION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic
signature services in accordance with a [selection:

/’

RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits, 3072
bits], or

-Elliptic Curve Digital Signature Algorithm
(ECDSA) with key sizes of [assignment: 256 bits,
384bits, 521bits]]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”

Case: Elliptic Curve Digital Signature Algorithm
FIPS PUB 186-4, "Digital Signature Standard”
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FCS_COP.1(c1)

Hierarchical to:
Dependencies:

FCS_COP.1.1(c1)

FCS_COP.1(c2)

Hierarchical to:
Dependencies:

FCS_COP.1.1(c2)

FCS_COP.1(d)

Hierarchical to:

Dependencies:

FCS_COP.1.1(d)

The TSF shall implement "NIST curves” P-256,
P384 and [selection: P521 ] (as
defined in FIPS PUB 186-4, "Digital Signature
Standard”).

1.

Cryptographic operation (Hash Algorithm)
(selected in FPT_TUD_EXT.1.3, or with
FCS_SNI_EXT.1.1)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:

SHA-256 ] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (Hash Algorithm)
(for O.COMMS_PROTECTION)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:
SHA-1, SHA-256, SHA-384, SHA-512] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (AES Data
Encryption/Decryption)
(for O. STORAGE_ENCRYPTION)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

The TSF shall perform data encryption and
decryption in accordance with a specified
cryptographic algorithm AES used in [selection: CBC.
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FCS_COP.1(f)

Hierarchical to:
Dependencies:

FCS_COP.1.1(f)

FCS_COP.1(9g)

Hierarchical to:
Dependencies:

FCS_COP.1.1(g)

] mode and cryptographic key sizes
[selection: 256 bits] that meet the
following: AES as specified in ISO/IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116,

Cryptographic operation (Key Encryption)
(selected from FCS_KYC_EXT.1.1)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform key encryption
and decryption in accordance with a specified
cryptographic algorithm AES used in [[selection:
CBC ] mode] and cryptographic key sizes
[selection: 256 bits] that meet the
following: [AES as specified in ISO /IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116

1.

Cryptographic Operation (for keyed-hash
message authentication)
(selected with FCS_IPSEC_EXT.1.4)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform keyed-hash
message authentication in accordance with a
specified cryptographic algorithm HMAC-[selection:

SHA-1, SHA-256, SHA-384 1,
key size [assignment: 160, 256, 384], and message
digest sizes [selection: 160, 256, 384 ]

bits that meet the following: FIPS PUB 198-1, "The
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FCS_HTTPS_EXT.1

Hierarchical to:

Dependencies:

FCS_HTTPS_EXT.1.1

FCS_HTTPS_EXT.1.2

FCS_KYC_EXT.1

Hierarchical to:
Dependencies:

FCS_KYC_EXT.1.1

FCS_RBG_EXT.1

Keyed-Hash Message Authentication Code, and
FIPS PUB 180-3, “"Secure Hash Standard.”

HTTPS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

No other components.
FCS_TLS_EXT.1 Extended: TLS selected

The TSF shall implement the HTTPS protocol that
complies with RFC 2818.

The TSF shall implement HTTPS using TLS as specified
in FCS_TLS_EXT.1.

Key Chaining
(for O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(e) Cryptographic operation (Key
Wrapping), or

FCS_SMC_EXT.1 Extended: Submask Combining, or
FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(i) Cryptographic operation (Key Transport)]

The TSF shall maintain a key chain of: [selection:

intermediate keys
originating from one or more submask(s) to the BEV or
DEK using the following method(s): [selection:

key encryption as
specified in FCS_COP. 1(f),

1] while maintaining an effective strength
of [selection: 256 bits].

Cryptographic Operation (Random Bit Generation)
(for O.STORAGE_ENCRYPTION and
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Hierarchical to:
Dependencies:

FCS_RBG_EXT.1.1

FCS_RBG_EXT.1.2

FCS_TLS_EXT.1

Hierarchical to:
Dependencies:

FCS_TLS_EXT.1.1

0.COMMS_PROTECTION)

No other components.
No dependencies.

The TSF shall perform all deterministic random bit

generation services in accordance with [selection:
NIST SP 800-90A] using

[selection:

CTR_DRBG (AES)].

The deterministic RBG shall be seeded by at least one
entropy source that accumulates entropy from
[selection: [assignment: 1] software-based noise
source(s)

1 with a
minimum of [selection: 256 bits] of entropy at
least equal to the greatest security strength, according
to ISO/IEC18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that
it will generate.

TLS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)

FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall implement one or more of the following
protocols [selection:

TLS 1.2 (RFC 5246)] supporting the following
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ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128 CBC_SHA

Optional Ciphersuites:
[selection:

TLS_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_AES_128 CBC_SHAZ256
TLS_RSA_WITH_AES_256_CBC_ SHA256

TLS_ECDHE_RSA _WITH_AES_128 CBC_SHA
TLS_ECDHE RSA WITH_AES 256 _CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA

TLS _ECDHE_RSA_WITH_AES_128 CBC_SHA256
TLS_ECDHE_RSA _WITH_AES_256_CBC_SHA384
TLS_ECDHE RSA _WITH_AES_128 GCM_SHA256
TLS_ECDHE RSA WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHAZ256
TLS ECDHE ECDSA _WITH_AES_256_CBC_SHA384

1.

6.2.3. Class FDP: User Data Protection

FDP_ACC.1

Hierarchical to:
Dependencies:

FDP_ACC.1.1

Subset access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACF.1 Security attribute based access control

Refinement: The TSF shall enforce the User Data
Access Control SFP on subjects, objects, and
operations among subjects and objects specified in
Table 11 and Table 12.
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FDP_ACF.1

Hierarchical to:

Dependencies:

FDP_ACF.1.1

FDP_ACF.1.2

FDP_ACF.1.3

FDP_ACF.1.4

Security attribute based access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

Refinement: The TSF shall enforce the User Data
Access Control SFP to objects based on the following:
subjects, objects, and attributes specified in Table 11
and Table 12.

Refinement: The TSF shall enforce the following rules to
determine if an operation among controlled subjects
and controlled objects is allowed: rules governing
access among controlled subjects and controlled
objects using controlled operations on controlled
objects specified in Table 11 and Table 12.

Refinement: The TSF shall explicitly authorise access of
subjects to objects based on the following additional
rules: [assignment: none].

Refinement: The TSF shall explicitly deny access of
subjects to objects based on the following additional
rules: [assignment:_none].

Table 11 D.USER.DOC Access Control SFP

"Create" "Read" "Modify" "Delete"
View image Delete
Submit a g Modify
. or Release stored
. Operation: document to . stored
Print . printed documen
be printed document
output t
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Scan . Submit a View Modify Delete
Operation:
document for | scanned stored stored
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scanning image image image
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Copy View
scanned
Submit a . Modify Delete
) image or
Operation: document for stored stored
copyin Release image image
pying printed copy g o
output
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax send Submit a View Modify Delete
Operation: document to | scanned stored stored
send as a fax | image image image
Job owner denied denied denied denied
U.ADMIN denied denied denied denied
U.NORMAL denied denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax View fax .
. . Modify Delete
receive . image or _ .
. Receive a fax image of | image of
Operation: . Release . .
and store it ) received received
printed fax
fax fax
output
Fax owner denied denied denied denied
U.ADMIN denied denied denied denied
U.NORMAL denied denied denied denied
Unauthenticat | denied denied denied denied
ed
Storage Delete
i ge/ Retrieve Modify
Retrieval i Store stored
Operation: stored stored
document documen
document document ¢
Job owner (note 1) (note 4)
U.ADMIN (note 3) (note 5) | (note 3)
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U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Table 12 D.USER.JOB Access Control SFP
"Create" * "Read" "Modify" "Delete"
) Create print View print | Modify Cancel
Operation: . .. . L.
job queue/log | print job print job
Print Job owner (note 1)
U.ADMIN
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Scan . Create scan View scan | Modify Cancel
Operation: . X .
job status/log | scan job scan job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Copy . Create copy View copy | Modify Cancel
Operation: . . .
job status/log | copy job copy job
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied
Unauthenticat | Denied denied denied denied
ed
Fax send View fax . Cancel
. Create fax . Modify fax
Operation: . job i fax send
send job send job .
status/log job
Job owner denied denied denied denied
U.ADMIN denied denied denied denied
U.NORMAL denied denied denied denied
Unauthenticat | Denied denied denied denied
ed
Fax . . Cancel
. View fax Modify fax
receive . Create fax . . fax
Operation: L receive receive i
receive job . receive
status/log | job .
job
Fax owner denied denied denied denied
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U.ADMIN denied denied denied denied
U.NORMAL denied denied denied denied
Unauthenticat | denied denied denied denied
ed
Storage/ View Modify Cancel
Retrieval . Create storage | storage / storage / | storage /
Operation: . . . . .
/ retrieval job | retrieval retrieval retrieval
log job job
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed

Note 1: Job Owner is identified by a credential or assigned to an authorized User
as part of the process of submitting a print or storage Job.

Note 2: Job Owner is assigned to an authorized User as part of the process of
initiating a scan, copy or retrieval Job.

Note 3: With Mailbox I/F, Key Operator can operate the DOC of all users, while SA
can operate the DOC of his/her own only. But, stored copy files cannot be
retrieved even by owner or Key Operator. With On Demand Overwrite I/F, Key
Operator and SA can delete all the DOC of all users.

Note 4: Job owner can modify the stored copy DOC of his/her own only. On the
other hand, scan DOC cannot be modified by anyone even if its owner.

Note 5: Key Operator can modify the stored copy DOC of all users, while SA can
modify the stored copy DOC of his/her own only. On the other hand, scan DOC
cannot be modified by anyone even if Key Operator or SA.

FDP_DSK_EXT.1 Protection of Data on Disk
(for O.STORAGE_ENCRYPTION)

Hierarchical to: No other components.

Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption).

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in

accordance with FCS_COP.1(d)

1,

such that any Field- Replaceable Nonvolatile Storage
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FDP_DSK_EXT.1.2

FDP_RIP.1(a)

Hierarchical to:
Dependencies:

FDP_RIP.1.1(a)

Device contains no plaintext User Document Data and
no plaintext Confidential TSF Data.

The TSF shall encrypt all protected data without user
intervention.

Subset residual information protection
(for O.IMAGE_OVERWRITE)

No other components.
No dependencies.

Refinement: The TSF shall ensure that any previous
information content of a resource is made unavailable
by overwriting data upon the deallocation of the
resource from the following objects: D.USER.DOC.

6.2.4. Class FIA: Identification and Authentication

FIA_AFL.1

Hierarchical to:
Dependencies:

FIA_AFL.1.1

FIA_AFL.1.2

FIA_ATD.1

Hierarchical to:

Authentication failure handling
(for O.USER_I&A)

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection: [assignment:_5]
] unsuccessful

authentication attempts occur related to [assignment:
User authentication (with local authentication)].

When the defined number of unsuccessful
authentication attempts has been [selection: met

], the TSF shall [assignment: Identification
and authentication of relevant user is inhibited until
TOE is cycled.].

User attribute definition
(for O.USER_AUTHORIZATION)

No other components.
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Dependencies:

FIA_ATD.1.1

FIA_PMG_EXT.1

Hierarchical to:

Dependencies:

FIA_PMG_EXT.1.1

FIA_UAU.1

Hierarchical to:
Dependencies:

FIA_UAU.1.1

FIA_UAU.1.2

FIA_UAU.?7

No dependencies.

The TSF shall maintain the following list of security
attributes belonging to individual users: [assignment:
User Identifier, User Role].

Password Management
(for O.USER_I&A)

No other components.
No dependencies.

The TSF shall provide the following password

management capabilities for User passwords:
Passwords shall be able to be composed of any
combination of upper and lower case letters,
numbers, and the following special characters:
[selection: “!”, "@”, “#”, "$”, "%"”, "N, "&”, "*”
(", )7, [assignment: ” (space)”, """, """, “+”, "7 “-
VYA S-S ST A AV S/ R
AR AV S S/t i I
Minimum password length shall be settable by an
Administrator, and have the capability to
require passwords of 15 characters or greater;

Timing of authentication
(for O.USER_I&A)

No other components.
FIA_UID.1 Timing of identification

Refinement: The TSF shall allow [assignment: none] on
behalf of the user to be performed before the user is
authenticated.

The TSF shall require each user to be successfully
authenticated before allowing any other TSF-mediated
actions on behalf of that user.

Protected authentication feedback

(for O.USER_I&A)
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Hierarchical to:
Dependencies:

FIA_UAU.7.1

FIA_UID.1

Hierarchical to:
Dependencies:

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1

Hierarchical to:
Dependencies:

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: Web UI: @
Local UI: asterisks] to the user while the authentication
is in progress.

Timing of identification
(for O.USER_I&A and O.ADMIN_ROLES)

No other components.
No dependencies.

Refinement: The TSF shall allow [assignment: none] on
behalf of the user to be performed before the user is
identified.

The TSF shall require each user to be successfully
identified before allowing any other TSF-mediated
actions on behalf of that user.

User-subject binding

(for O.USER_I&A)

No other components.

FIA_ATD.1 User attribute definition

The TSF shall associate the following user security
attributes with subjects acting on the behalf of that
user: [assignment:

User Identifier, User Role].

The TSF shall enforce the following rules on the initial
association of user security attributes with subjects
acting on the behalf of users: [assighment:_none].

The TSF shall enforce the following rules governing
changes to the user security attributes associated with
subjects acting on the behalf of users: [assignment:
none].
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6.2.5. Class FMT: Security Management

FMT_MOF.1

Hierarchical to:
Dependencies:

Management of security functions behavior
(for O.ADMIN_ROLES)

No other components.
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MOF.1.1 Refinement: The TSF shall restrict the ability to
[selection: disable, enable,
modify the behaviour of] the functions [assighment:
List of security functions in Table 13] to U.ADMIN.

Table 13 List of Security Functions

Function Operation

User Authentication enable, disable

Auditing enable, disable

Trusted communications enable, disable,
modify the behavior

Storage Data Encryption enable, disable

Overwrite Hard Disk enable, disable,
modify the behavior

Firmware update enable, disable

Self Test enable, disable

FMT_MSA.1 Management of security attributes

Hierarchical to:
Dependencies:

FMT_MSA.1.1

(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.

FDP_ACC.1 Subset access control

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

Refinement: The TSF shall enforce the User Data
Access Control SFP to restrict the ability to [selection:

query, modify, delete, [assignment:
creation]] the security attributes [assignment: the
security attributes listed in Table 14] to [assignment:
the roles listed in Table 14].
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Table 14 Security Attributes and Authorized Roles

Security attributes Operation Role

User identifier (Key Operator modify Key Operator

case)

User identifier (General case) modifi U.ADMIN
delete, creation

User Role (Key Operator case) query Key Operator

User Role (General case)

query, modify U.ADMIN

FMT_MSA.3

Hierarchical to:
Dependencies:

FMT_MSA.3.1

FMT_MSA.3.2

FMT_MTD.1

Hierarchical to:
Dependencies:

FMT_MTD.1.1

Static attribute initialization
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

Refinement: The TSF shall enforce the User Data
Access Control SFP to provide [selection, choose one
of: restrictive ] default
values for security attributes that are used to enforce
the SFP.

Refinement: The TSF shall allow the [selection:

no role] to specify alternative initial values
to override the default values when an object or
information is created.

Management of TSF data
(for O.ACCESS CONTROL)

No other components.
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

Refinement: The TSF shall restrict the ability to

perform the specified operations on the specified
TSF Data to the roles specified in Table 15.
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Table 15 Management of TSF Data

Data Operation Authorised
Role(s)

TSF Data owned by U.NORMAL or associated with documents or
jobs owned by U.NORMAL.

U.NORMAL Password modify U.ADMIN, the
owning
U.NORMAL.

TSF Data not owned by a U.NORMAL

Key operator Password modify U.Admin (Key
Operator)

SA Password modifi U.ADMIN

Data on use of password entered | guery, modify U.ADMIN

from MFD control panel in user

authentication

Data on minimum user password | guery, modify U.ADMIN

length

Data on Store Print query, modify U.ADMIN

Data on Access denial due to query, modify U.ADMIN

authentication failure

Data on Customer Engineer qguery, modify U.ADMIN

Operation Restriction

Data on date and time query, modify U.ADMIN

Data on Autoclear query, modify U.ADMIN

Data on Report Print qguery, modify U.ADMIN

Software, firmware, and related configuration data

Controller+PS ROM modify U.ADMIN

FMT_SMF.1 Specification of Management Functions

(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL,
and O.ADMIN_ROLES)

Hierarchical to: No other components.
Dependencies: No dependencies.
FMT_SMF.1.1 The TSF shall be capable of performing the following

management functions: [assignment: Security
Management Functions listed in Table 16].
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Table 16 Security Management Functions

Management Functions Operation

Registration of U.NORMAL /SA qguery, modify, delete
creation

Data on User Authentication qguery, modify

Key operator identifier modify

Key operator Password modify

Data on use of password entered from | query, modify
MFD control panel in user

authentication
Data on Store Print query, modify
Data on Trusted communications query, modify
Data on date and time qguery, modify
Data on Auditing query, modify
Data on Storage Data Encryption query, modify
Data on Overwrite Hard Disk query, modify
Data on Customer Engineer Operation | query, modify
Restriction
Data on Self Test qguery, modify
Data on Access denial due to query, modify
authentication failure
Data on minimum user password qguery, modify
length
Data on Autoclear qguery, modify
Data on Firmware update query, modify
Data on Report Print query, modify
Controller+PS ROM modify
FMT_SMR.1 Security roles

(for O.ACCESS_CONTROL, O.USER_AUTHORIZATION,
and O.ADMIN_ROLES)

Hierarchical to: No other components.

Dependencies: FIA_UID.1 Timing of identification

FMT_SMR.1.1 Refinement: The TSF shall maintain the roles
U.ADMIN(U.ADMIN, SA, Key Operator),
U.NORMAL.

FMT_SMR.1.2 The TSF shall be able to associate users with roles.
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FPT_KYP_EXT.1

Hierarchical to:

Dependencies:

FPT_KYP_EXT.1.1

FPT_SKP_EXT.1

Hierarchical to:

Dependencies:

FPT_SKP_EXT.1.1

FPT_STM.1

Hierarchical to:
Dependencies:
FPT_STM.1.1
FPT_TST_EXT.1
Hierarchical to:

Dependencies:

FPT_TST_EXT.1.1

FPT_TUD_EXT.1

6.2.6. Class FPT: Protection of the TSF

Protection of Key and Key Material
(for O.KEY_MATERIAL)

No other components.
No dependencies.

Refinement: The TSF shall not store plaintext keys that
are part of the keychain specified by FCS_KYC_EXT.1 in

any Field-Replaceable Nonvolatile Storage Device.

Protection of TSF Data
(for O.COMMS PROTECTION)

No other components.
No dependencies.

The TSF shall prevent reading of all pre-shared keys,
symmetric keys, and private keys.

Reliable time stamps
(for.0.AUDIT)

No other components.
No dependencies.

The TSF shall be able to provide reliable time stamps.

TSF testing
(for O.TSF_SELF_TEST)

No other components.
No dependencies.

The TSF shall run a suite of self-tests during initial
start-up (and power on) to demonstrate the correct

operation of the TSF.

Trusted Update
(for O.UPDATE_VERIFICATION)
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Hierarchical to:
Dependencies:

FPT_TUD_EXT.1.1

FPT_TUD_EXT.1.2

FPT_TUD_EXT.1.3

6.2.7. Class FTA:

FTA_SSL.3

Hierarchical to:
Dependencies:

FTA_SSL.3.1

No other components.

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),

FCS_COP.1(c) Cryptographic operation (Hash
Algorithm).

The TSF shall provide authorized administrators the
ability to query the current version of the TOE
firmware/software.

The TSF shall provide authorized administrators the
ability to initiate updates to TOE firmware/software.

The TSF shall provide a means to verify
firmware/software updates to the TOE using a digital
signature mechanism and [selection:

no other functions] prior to installing those updates.

TOE Access

TSF-initiated termination
(for O.USER_I&A)

No other components.
No dependencies.

The TSF shall terminate an interactive session after a

[assignment:
Auto clear time for the control panel: 10 ~ 900

seconds
Login timeout for the Web UI: 20minutes
There is no inactive time with printer driver

1.

6.2.8. Class FTP: Trusted Paths/Channels

FTP_ITC.1

Hierarchical to:
Dependencies:

Inter-TSF trusted channel
(for O.COMMS_PROTECTION, O.AUDIT)

No other components.
[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
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FTP_ITC.1.1

FTP_ITC.1.2

FTP_ITC.1.3

FTP_TRP.1(a)

Hierarchical to:
Dependencies:

FTP_TRP.1.1(a)

FTP_TRP.1.2(a)

FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection:

TLS, TLS/HTTPS] to provide a trusted
communication channel between itself and authorized
IT entities supporting the following capabilities:
[selection: [assignment:
Audit Log Server, Mail Server]] that is logically distinct
from other communication channels and provides
assured identification of its end points and protection of
the channel data from disclosure and detection of
modification of the channel data.

Refinement: The TSF shall permit the TSF, or the
authorized IT entities, to initiate communication via
the trusted channel

Refinement: The TSF shall initiate communication via
the trusted channel for [assignment:_mail service, and
audit transmission service].

Trusted path (for Administrators)
(for 0.COMMS_PROTECTION)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection, choose at
least one of: TLS/HTTPS] to
provide a trusted communication path between itself
and remote administrators that is logically distinct
from other communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

Refinement: The TSF shall permit remote
administrators to initiate communication via the
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FTP_TRP.1.3(a)

FTP_TRP.1(b)

Hierarchical to:
Dependencies:

FTP_TRP.1.1(b)

FTP_TRP.1.2(b)

FTP_TRP.1.3(b)

trusted path

Refinement: The TSF shall require the use of the
trusted path for initial administrator authentication
and all remote administration actions.

Trusted path (for Non-administrators)
(for 0.COMMS_PROTECTION)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement : The TSF shall use [selection, choose at
least one of: TLS, TLS/HTTPS] to
provide a trusted communication path between itself
and remote users that is logically distinct from other
communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

Refinement: The TSF shall permit [selection: the TSF,
remote users] to initiate communication via the
trusted path

Refinement: The TSF shall require the use of the
trusted path for initial user authentication and all
remote user actions.

6.3. TF1UT(RIIEH (Security Assurance Requirements)
Table 17 (CEF1UTA R EHZFEHRT S,

Table 17 TF¥a)T4{REEEH

Assurance Class Assurance Assurance Components
Components Description
Security Target ASE_CCL.1 Conformance claims
Evaluation ASE_ECD.1 Extended components
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Assurance Class Assurance Assurance Components
Components Description
definition
ASE_INT.1 ST introduction
ASE_OBJ.1 Security objectives for
the operational
environment
ASE_REQ.1 Stated security
requirements
ASE_SPD.1 Security Problem
Definition
ASE_TSS.1 TOE Summary
Specification
Development ADV_FSP.1 Basic functional
specification
Guidance Documents | AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures
Life-cycle support ALC_CMC.1 Labelling of the TOE
ALC_CMS.1 TOE CM coverage
Tests Independent testing -
ATE_IND.1
Conformance
Vulnerability AVA_VAN.1 Vulnerability survey
assessment

NoDEFIVTARIEEHZERT IR, R/NROCFLITAR-AFI VB K BEDEESNDE
BLAINCETNTIVSCE, TOE (CHEITPERRROLF1UTDERSN TS, 12 TOE B H Off
BICREI TV EEZRSNTBETHS,

i) T4+ EHRR (Security Requirement Rationale)

IREFMEDREE (Dependencies of Security Functional Requirements)

TRIVTHREGMEREL VIR SITRFEFREB R LBV ERERELG L. RERRNE

IEENBCTEHREN G MRHLE ., Table 18 (CRET 3.

Table 18 t¥1UF (AT IV H—%> btk

BEEHEIVR—2RVF

EEEOBBEHIIR—FVF

BERbIURGRT

PP THESNTI\SEH

EEEERELTVG
WEHEEZDIE S

R

FAU_GEN.1
BEET %R

FPT_STM.1

OK

- 56 -

Copyright® 2020 by Fuji Xerox Co., Ltd




Xerox PrimelLink B9110/B9125/B9136 tz+a1l)7+4—7"w,

BEEEHIVR—2VE REFEOMEZEHIR—2RV
EKEHEERLTUVG | TR
EUHSLUVEHRAT PP THRESNTI\OEH NE 2O L
FAU_GEN.2 FAU_GEN.1 - OK
FIREHANFROREEMT FIA_UID.1
FAU_STG_EXT.1 FAU_GEN.1 - OK
PiaR : SV ERBE & R B4R FTP_ITC.1
FAU_SAR.1 FAU_GEN.1 - OK
BE&ELE1-
FAU_SAR.2 FAU_SAR.1 - OK
[REEELEI—
FAU_STG.1 FAU_GEN.1 - OK
RESNTZEE B BME K
FAU_STG.4 FAU_STG.1 - OK
BEET-IEXOFLE
FCS_CKM.1(a) [FCS_COP.1(b) Fkid - oK
&2 R (JEXT RS ) FCS_COP.1(i)]
FCS_CKM_EXT.4
FCS_CKM.1(b) [FCS_COP.1(a) F(& - OK
EERER(IFAEEA) FCS_COP.1(d) #F#=l&
FCS_COP.1(e) I3
FCS_COP.1(f) (&
FCS_COP.1(g) F#=l&
FCS_COP.1(h)]
FCS_CKM_EXT.4
FCS_RBG_EXT.1
FCS_CKM.4 [FCS_CKM.1(a) - OK
& BRI $%( FCS_CKM.1(b)]
FCS_CKM_EXT.4 [FCS_CKM.1(a) F(& - OK
YRIE R S R OWE FCS_CKM.1(b)]
FCS_CKM.4
FCS_COP.1(a) FCS_CKM.1(b) - OK
BRI MBSt 8%) | FCS_CKM_EXT.4
FCS_COP.1(b) FCS_CKM.1(a) - OK
BESIRE(BRERREL) FCS_CKM_EXT.4
FCS_COP.1(c) 1L - OK
ESRE(\VWYATITUXL)
FCS_COP.1(d) CS_CKM.1(b) - OK
E5121E (AES T—AmES1E. 18 | FCS_CKM_EXT.4
)
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BEZEHIVR—2RUE

REFEOBBEEEHIVR—R U+

KEEEERRELCVE | TREH
EHBIUEHATH PP THESNTILVEH NE 2O L

FCS_COP.1(f) CS_CKM.1(b) - oK
BB 1Rk (SIS L) FCS_CKM_EXT.4
FCS_COP.1(g) CS_CKM.1(b) - oK
B2 R VE (BT \wYaAvE— UER | FCS_CKM_EXT.4
H13)
FCS_HTTPS_EXT.1 FCS_TLS_EXT.1 - oK
Piak BRSNS HTTPS
FCS_KYC_EXT.1 [FCS_COP.1(e) #f=(3 - oK
YRER RF TV FCS_SMC_EXT.1 (&

FCS_COP.1(i) #(3

FCS_KDF_EXT.1

RV FE=&

FCS_COP.1(f)]
FCS_RBG_EXT.1 iU -
Yok BE SR (BELEEY MR
FCS_TLS_EXT.1 FCS_CKM.1(a) - oK
LER SEIRENE TLS FCS_COP.1(a)

FCS_COP.1(b)

FCS_COP.1(c)

FCS_COP.1(g)

FCS_RBG_EXT.1
FDP_ACC.1 FDP_ACF.1 - oK
BIty b 7ot A
FDP_ACF.1 FDP_ACC.1 - oK
EFITABHICEZPHEASE | FMT_MSA.3
FDP_DSK_EXT.1 FCS_COP.1(d) - oK
Vs . T4 AD LDT—R{REE
FDP_RIP.1(a) kL -
Bty MRTFIERRE
FIA_AFL.1 FIA_UAU.1 - oK
AL R B BFDER DKL
FIA_ATD.1 kL -
FMAERMHER
FIA_PMG_EXT.1 kL -
PYaEk: S\AD— R EE
FIA_UAU.1 FIA_UID.1 - oK
SREIDRAZIVY
FIA_UAU.7 FIA_UAU.1 - oK
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BEZEHIVR—2RUE

REFEOBBEEEHIVR—R U+

EREMEGBRLTVG | TRH
EHBSUEHL PP THESNTILVEH NEHEZOE it

RESNTZT1—FN\WD
FIA_UID.1 iU -
BADRLIVY
FIA_USB.1 FIA_ATD.1 - oK
FRAE-HIIIDMES
FMT_MOF.1 FMT_SMF.1 - oK
LHITAHEREDSZEVDEE | FMT_SMR.1
FMT_MSA.1 FDP_ACC.1 - oK
tF1 T BHOEE FMT_SMF.1

FMT_SMR.1
FMT_MSA.3 FMT_MSA.1 - oK
BB FMT_SMR.1
FMT_MTD.1 FMT_SMF.1 - oK
TSF F—h0&EE FMT_SMR.1
FMT_SMF.1 iU -
BIEHEEDREE
FMT_SMR.1 FIA_UID.1 - oK
tFaUT11&E)
FPT_KYP_EXT.1 iU -
Yk BRUBHMEORE
FPT_SKP_EXT.1 iU -
Y5k : TSF T—H0DRE
FPT_STM.1 iU -
SEEIMLARVT
FPT_TST_EXT.1 iU -
53E:TSF T+
FPT_TUD_EXT.1 FCS_COP.1(b) - oK
YhER S EEETYIT— b FCS_COP.1(c)
FTA_SSL.3 iU -
TSF 2B LZRT
FTP_ITC.1 [FCS_IPSEC_EXT.1. - oK
TSF RIS ST vl F72(4 FCS_TLS_EXT.1.

%724 FCS_SSH_EXT.1.

Zfzld FCS_HTTPS_EXT.1]
FTP_TRP.1(a) [FCS_IPSEC_EXT.1. - oK
SEENA(EEER) F7=1E FCS_TLS_EXT.1.

F724 FCS_SSH_EXT.1.

F1zd FCS_HTTPS_EXT.1]
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HEEHIVR—2RVb EFIEOMBEZEHIVR—2 b
REEEHELTVGE | TR
BEUBIUEHAT PP THESNTI\OEH NEHEZOE it
FTP_TRP.1(b) [FCS_IPSEC_EXT.1. - OK
SIEEACGEEERER) F7zI3 FCS_TLS_EXT.1.
Fzld FCS_SSH_EXT.1,
F7zIF FCS_HTTPS_EXT.1]

6.4.2. tFa1)T IRIIEHIER (Security Assurance Requirements Rationale)

NoDEFIVTARIEEHZERT 3RS R/NMROCFLITAR-AFI VB K BEDEESNDE
BLAVCEINTSCE, TOE [CHITHERRROCF 1) T MERSN TSN, 12 TOE B H0ff
EICRETVREERINTBETHSD, PP DHLPBECAICHBIRIETITAET1 > EF21UT(REE
EHEERT SHNBREGHFEICOVTORENOH A4V AR ETILEHICERSN TS,
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TOE E#{t+#k (TOE Summary Specification)
AE T, TOE MBHT 3 0F 1T (BB MOV TR LTS,
t¥a1UT1#8E (Security Functions)

Table 19 [CTOE t¥1 e X 1) T HBEEEH ORI ETT o
AEICEBATS TOE tXa)T/#EE 6.1 HlCEERSNZ X 1) TR/ ERT LD TH D,

Table 19 TOE t¥al)T1#aet X1 T4 BEE H DXt IS B &R

tFa1UT #EE

3=
G A,

FEIER

—REES1E
{ERERES

f

N=—FTAADDLEEHRE

7Ot A% £
X1 EE

=
5]
T

=
=

SFRs

FAU_GEN.1

FAU_GEN.2

FAU_STG_EXT.1

FAU_SAR.1

FAU_SAR.2

FAU_STG.1

5 A1l
<l 8| EFRIUTHER

FAU_STG.4

FCS_CKM.1(a)

FCS_CKM.1(b)

FCS_CKM.4

FCS_CKM_EXT.4

FCS_COP.1(a)

FCS_COP.1(b1)

FCS_COP.1(b2)

FCS_COP.1(c1)

FCS_COP.1(c2)

FCS_COP.1(d)

AN N N N N N Y N N N

FCS_COP.1(f)
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tFaUT1#EE

SFRs

&8 2B R

EFIITEE

70t AHIE

N=FTAADDELEEHRE

X1 EE
—5EEE1t
12t

FCS_COP.1(g)

FCS_HTTPS_EXT.1

FCS_KYC_EXT.1

FCS_RBG_EXT.1

FCS_TLS_EXT.1

FDP_ACC.1

FDP_ACF.1

FDP_DSK_EXT.1

FDP_RIP.1(a)

FIA_AFL.1

FIA_ATD.1

FIA_PMG_EXT.1

FIA_UAU.1

FIA_UAU.7

FIA_UID.1

FIA_USB.1

N I N N N N N N

FMT_MOF.1

FMT_MSA.1

FMT_MSA.3

FMT_MTD.1

FMT_SMF.1

FMT_SMR.1

NENENENENAN

FPT_KYP_EXT.1

FPT_SKP_EXT.1

\

FPT_STM.1

FPT_TST_EXT.1
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tFaUT ek
1
fu
|
.l_|
Kl B T S
e = o B == o D
~ = ~ . ojp i) X
i Ik HE Ik i Hm ,,J Ay
2 o ~ o . S Hm ik
i [ I [ i ey i L
23 s o i = | = |
SFRs S o ~ ] i ik iz =Z
FPT_TUD_EXT.1 d
FTA_SSL.3 v
FTP_ITC.1 v
FTP_TRP.1(a) v
FTP_TRP.1(b) v
1.1.1. #RIFZ;

R FREERERE(R . BFRI SN EDFIAEBZFIC MFD OREZE AT SR ZHIZEBTWIC, #B1E
NIV RBEBDFA7V D EWS, FUVE— 34 1\ —F—ID £1—H—NAT— F2 A HEE T
AEBEET BHEEECTHD.

MFD [CEH SN TS FIREFHREEAL T, B Z1TI.

(1) FIA_AFL.1 Authentication failure handling (FREE&EXFEDERDRLY)
TOE (3FIFAEN TOE APDEAT BHIIC. FIABEDFRIEZ1TON., FREETHFDFREE K BT i
BEZIRMH LTS,
FAZEOARAKRRILICHTRREA XM ERE L, POEAIEB R TEHESN TS 5 EDEHKEKIC
ETRE, UFIABEOHANRILCALTIE. TOE 0ERUIM/BFIRAF TR THE3,

(BE:&E9 % TSFI]
BENRILDOHRERE
EWS DO AIFEE
TVR—=FF4N
HEREEEY—N

(2) FIA_ATD.1 User attribute definition FIREBH TS
FIA_USB.1 User-subject binding FIR&E-YJ7 YO MES
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TOE BFIAEICH LT, 1-Y—-ID cZFNERMEELTERL., ENOEH AN B LR AZE(CHL
TEIDFT3,

[(FIA_ATD.1 [CEd&E ¥ % TSFI]
BAENRIDEEKEE

EWS OEE#EE

[FIA_USB.1 [CE8:&Y % TSFI]
% 1’Elf*)b0)uﬁkﬂﬂubn

EWS 0zl F8E
NEEEY-N

(3) FIA_PMG_EXT.1 Password Management /{AD—REE
TOE [CHEWT. B EEED\AD— FEBRR, FLEAKRARIOF AEEF -TRFO)IAT—F
(. L TOXFDHAENETIERTEIIENTED,
NAD— RICHEE ATRER X F:
PIWITPRYPDRXFENXF  F . RURDFFHXF
(“17, “@”, “#7, “$7, “%7, N7, &7, kT4, )7, " (space)”, M, N N Y

A\Y \\ AN A/ A\ U / B \ U / 4 \\<II w__#m \\>II \\?II nruw \\¥II A\ /Y I/ \ A/ 2N\ A\Y \\|II A\Y ” II)
’ root / / rT roo ’ ro—

. VAT LEBEEIRLNAD-FEE 0~63 )‘C%@ﬁulﬁ&?ﬁ?‘é&b\f%éo
TOE (FCDEREICLD 15 XFL EICRETZENTES,

(BE:&E9 % TSFI]
BENRIOEEEE
EWS O'EEHEEE

(4) FIA_UAU.1 Timing of authentication ERFEDRIIVY.
FIA_UID.1 Timing of identification EAIDA1IVY

TOE BFIAZEDEARIAXELT. KRR AKX EYR— M3,
AR EERSNBM VATI—AILE AR BRIV, FIREFE D47V MO Web T304, FUUa—F
AN EEBY-)1\D 4 FEENDHD.
BRIV, FIAZEDFA7Y MO Web F50HTIE, MFD #EEDIEIEEEFRI T3 R1(C, ID &/TAD
—REAASET, ADENE ID ENAT—FHY, TOE [CEFSNTVSFIAEFRE—HTI "
ALY 5,
BEEY-NTE. VATLEEZE® ID &/SAT— FZiE#h Lz PowerShell 207 baHoh UhEE &
L. BE&Y—/NETZ0 PowerShell 20)7 232179 %, PowerShell 207 ha3E1793CE(CL
N, BE&Y—)\h5 TOE [C https AL ET ID E/SAT—EHEESN ., TOE (FZELE ID &N
AD—RICEDEHARAEEITT 5.
F DFMT7U R PC DTV TR 5ENS ID E)SAT— RICENEFETUY MFDEFIERE
HThnd.
FRRE(FIA_UAU.1)&ERI(FIA_UID. 1) 3 EBFICEITSN. A - REEDE AN LIZB DA 1
ENEFRI SN D,
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(BH:#9 % TSFI]
BAENRIVDERIERE
EWS oz AIEEE
TV8=FAN
NEEEY N

(5) FIA_UAU.7 Protected authentication feedback {RESNERIIT1—F/\wD
TOE [F1—Y—ZBFERFIC, SAD—REIZTHIC, )IAT—FELTA RSN XFHER DR L
FOSE)EBRIENRILP Web To0HICRRTIHEERIR T,
*F: BENSRIVTE 7 * (asterisk)”, Web 7574 T(E "@ (bullet)” #&RTRT3,

(BHEY% TSFI]
**ﬂE} Y*)L@uﬁk%” fitrE
EWS D AIFEE

(6) FTA_SSL.3 TSF-initiated termination TSF {Z&)(CL3#&T
TOE (& Web 7574hn EWS [C—EFE (20 2 BT ) D70 AN ENMGE S 0T 1V (FRET Yy
V) eV 7 LEBERIEEKRT S,
FRENRIDO—EFFRE(10~900 A TEREFRE) DIRENEMEE (S, BENRIVDEEHND
D7 SNRELEEANRS,
TIVR— R4 NEDTYIaVEREFET. T)V MOERMBREELLICEY I VER T T3,

(RHEY% TSFI]
**ﬂ;/ \*)llo)ngkﬂ” AitAE
EWS D AIFER

1.1.2. £F¥1)T(1EE&

tFIUTIEERER, YATLEBECINVATLEREE - FTRESNEIEEOTRE ICHL.
AT TOE FAEICHLT, L2, HEN EQLIBERETODEVDERPEELBIAY M (HIZE
PEEPEREE. I-YRFBE) &, BIF IR T IHOMAEEIRM TS,

(1) FAU_GEN.1 Audit data generation (BS&ET—%4%R)
FAU_GEN.2 User identity association (F|f&#5EROBEEST(T)

TOE (&, Y370 T PR AE DR RN K. AR SN R AEICLIEEE DT AL
E.Table 20 [CRTEERMROERICOVNT, BEEOVERIKRT D, FLREET L. ERHE
OB, EROER . BERE5IFRLLFAE (ATRETHNG) . BLUEROERNEHSIN
%o
TOE BEBRSINZEBERRIAY MEEDT 771 AT IEFC. TORRAELEFRAEDH
BIEHRICBEE M TEREL TS,

(BH:#E9 % TSFI]
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EENRIOERIZES

EWS DO RIFEE

TVR—E54 N

BRSO EEHEE

EWS OEE#RE

BIRRAY (TOE #2EiRF, TOE #2 T B¥)
BAENRILOIE—HEE, JE-ETEERE. TUV MERE. AFvIBEE. AFv Uy AR FHEE. XE
ERDH LHkRE

BENRINDOIITERE - BREDR RHEEE

EWS O Y37 ke - BEDR RHEEE

EWS OB RRYDANDXET—ERDH Likke
EWS D771 ILEREICLD TV MEEE
SHEREEEH— N

EWS OJ7— L1777 T— Mkse

Table 20 BEENOT DFEH

HNREER EHENIBEEERA EEFREFM

EEEHREDREIEIR T System Status/ Started
normally (cold boot),
System Status/ Started
normally (warm boot),
Shutdown requested

VEPIOL Job Status/ Completed, Print
Job Status/ Canceled by User | Copy [IE—Y37 . dE—-&#&Y
ITD5E T HIICOXFHIN R 8%
Eh3]
Scan

Mailbox [Storage and
Retrieval Job #%& 9]

F A& FRRER K Login/ Failed
F A& BRI KB (Invalid UserID),
(BENSRIVDD) Login/ Failed

(Invalid Password)
FIFAEFERE XK Login/ Failed Web User
F A& K B Interface
(EWS. BEE&EY—)\hb)
FIRE IR Job Status/ Print /Aborted
=PI
(FIVRES1) D)
EEEREDFI A Device Settings/ View
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Security Setting

Device Settings/ Change
Security Setting

Device Settings/ Switch
Authentication Mode

Device Settings/ Edit User

[ZEESNZEHELTID”,
“Password”, “Name”h's2§zsn
3]

Device Settings/ Add User
Device Settings/ Delete User

Device Config/ Software
Audit Policy/ Audit Log/
Enable,
Audit Policy/ Audit Log/
Disable

®EIO—ETHBFAE | Device Settings/ Edit User
DI—-TneRZE
[ZEESNEZEHEELT Role”h 5E 8%

En3]
BZINZEE Device Settings/ Adjust Time
tYavHEIL DK Communication/ Trusted Failed
(TLS) Communication [0V, BIEFE. KDEH

HIRTE]

(2) FAU_SAR.1 Audit review (B5&LEa1—)
VATLEBEEE . EWS (COJM 1% EWS hoMIREICED., 1) T BEEDOT T—ACER RSN
FARTOERETRH H T ENTES,
X THAEEDTT-ARATRUNOTF AN I7MILELTADYO-FENd, EFX1)T(BEEDT T—
SEADY0-RTBHEF. TLS BENAHIEESN TR ENDHD,

(R8:&9 3 TSFI]
EWS OEEHEE

(3) FAU_SAR.2 Restricted audit review ([REEZELE1-)
TFIFABEEDTT-A05EH H U EER . RSNV AT LEBREOHICRESNS.
Fr. X1V TAEEOTT-AANDTOE AL, Web T505DHER A RET. B RIDDT7DEA
FHEIFH KLY,

(R8:&9 3 TSFI]
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EWS OEEHEE

(4) FAU_STG.1 Protected audit trail storage (fREESN=EEE &)
EFXIVTAEBATTANDTIE AL, Fid H UBEDH THD. HIBRE SMEERRERITFELEL,
CNICEN. EFIVTAEEDT T DR ERBIREREN R ESN TS,

(BH:#9 % TSFI]
EWS nEEHAEE

(5) FAU_STG.4 Prevention of audit data loss (B&T—43E%&DMHLL)
EEOTRZDIXY ME, TOE REOA M —JEEBILRTFEND ANL—JEEICF., &K
15,000 IR M RETRENHES, X1V TAEEOTT-ADEMRICB G E . ZRBEL
RERSNLEERT AICLEEEZLT HILLEETANMEXRTE LR HFEND,

(BH:#E9 % TSFI]

BAENRIVDERIRE

EWS oA EEE

TUI8=FAN

BAENRIDEEKEE

EWS DEEiaE

BIRINIY (TOE #E8)8F. TOE #2 T KF)

B RIOIE-HERE. JE-BFEMAE. TUD MR, AFvUEE. AT v RYDARTFHEE. XE
ERDH Uikee
BENRIDOVITER - BROR TR

EWS 0 Va7 iKEE - BENDR Ri#E

EWS OFBRYIANOXE TSI UHaE
EWS 0771 IVETEICLS T MikhE
HEREEEY N

EWS O77—LO177v77— ke

(6) FAU_STG_EXT.1 Extended: External Audit Trail Storage #}&8%E52 SEBRE
tXIT EENTT-AE., S REEY— ) \hbDBERICETE, ATRYNDTFAITI7MILELT.
NEBEEEY —)INEHEND, TOE B EEEEY — )\ o ENT 7T AIBEREZ(T5E. TOE
[CRBESNTVR 20T TN HEEY — ) INEHEND, SN EEEY— ) INEH T IR,
TLS/HTTPS ORI THESEEND,

X TMEEOTT-ADHEHHELE ., RBIAESNZIATLEEREDHRESND,
TOE REIC—HRESNIEEOTARDIAY FORKEHE. RAGHERBBULFOEIEL.
(5) FAU_STG.4 [Z@ikah 3,

(B8:&9 % TSFI]
NEEEY-N
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(7) FPT_STM.1 Reliable time stamps E{S%EAM LAV S
ERNLEERIRIAY MEEDTI71IARET BB, TOE K- TS IOYIHEEC LA
A LAV TERITS DIREEIRIET D,
FFETORELEEE FMT_MTD. 1 ICEDVATLEBEDA N A RETHD,

(B:EY % TSFI]
FAU_GEN.1, FAU_GEN.2 OFS:& TSFI [C#3'%

1.1.3. 7HuAH{H

B FRREN' RN LICFI RE OB W T L DR e AR ReCa %, TSF (L7 DT AT 3/ AT1— AT,

FI AT REICTI B HREN R,

a) AKEEERIVTHIEISN D HERE
OE—-#aE, BB AL, AT vURRE. XEORFEMDL UEE. TV MEgE(TUVA—F
FANTOREE DR FENFEH THIENRIEF(CIRENRIVTRELT D). HHAKEBORR, U3
TIREE - BEDR THEE. 518 TOE [RET-HOSH/HEME (VATLEEREDH)

b) EWS THIHSNSHEAEE
HWHAREORTR, Y3k - BEORTHEE. BRAYIANOXE TS UEE. 771
WIEREICLD TV MRE. TOE BRET NS R/ REMAE (VAT LEBENDH) . 77— LVI7
7Y7TT— MERE (VAT LEEEDGH)

c) FABIIMTUEDTIE— A NEERTH1HEE
FABEBFIREDIA 7Y DT IVEI— FIAN TR EEERTE LIREETTUY METRET BL.
MFD (3331 RN R LB & (COH RIET —REEY My T T—RICE#(TIVR-X)L T
—4—ID CEQRERINY MIICETET B,

(1) FDP_ACC.1 Subset access control %7ty 70t 2%

FDP_ACF.1 Security attribute based access control TF¥iUF1EHICLD 701 A
TOE (3. Table 11, Table 12 (ZfEL), BFEEKRBEED VI TEXET-ADTHEAKIHES )
. LT XERD()ND note Mitik(E Table 11, Table 12 @ note #5 B LTLV3,
ERRERBEETIRONG JaJEXET A3 EHEETEES LR AEET - LRI T 7
—F—FR VAT LEBETZINTOE AT REES D,

TV MEREICBVTIE. 9317V PChoE ASNET)Y M —3RICRIREZHE T $72HD1—
H—ID B'&FENd. TIV MEREICH13B YaTmBEER. TV M —AC&FENE 1T —ID [CL2T
HESNS(note 1),

AFvUtEE. JE—HEEE. DE-BRBBEEICH(T5 Va7, BESRVCOY1 VLD —ID B, 2
O7A—F—ELTEMDFoNS, (note 2)

XENRFERNHEUBEER . AX vy XEFEIE-EBXEORBRYIARFEZORNH LE
AIEEET B, AFvUSEE. BLUIE—BRMEECHVTE ., B IFRICOTI VRENDETHD. 3
BRYDAICAFrUXE (FFIE-EEXE) 2 ER IR BMEEETIATOHRBRNYIA
W, —RFAEFLE SA BEENETIHBRVDAZITHEIRATREEL S, FIREFRAFvUX
E (FRBIE-BRXE) 2REIIHRBRVIATERL, A v i E (FLRIE-BERE) X
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T30 BIRUVEBRBRYIAORMABNAFrUXE (FEEIE-BR/XE)OFMEE(CLS,
(note 1) EERKRVDAICRFEINLT—AOEDEH L, TV METR. BIER. 7YV METRTROE
PRMKOFRIE. TEBFCIEHEBEELTNEITTES, £LL, IE-EBEBEECIOTRES
NET-REMAE. BEEE CHOTEENH UIRETELL, SA TV ATLEBRELN., thAD
HERYDARDT—RIRETERL, F2. On Demand Overwrite ¥8e5FIFHT 31548, 8
BFRFZIEEFZEII27IETRICLD BERRNVIARICRBFSNLZT—IZHIBRT H LN TES,
(note 3)

Fh, AE-ERXEOFREET. BIENRIDODIEECLD, IE-ERBXEEHRE(ERITEHK
BANTR=JHIBR ) TES, EREL, AF VYU XEIZORMABE TCHOCERERIETERL, (note
4)

MW EIEE L, BESRIVDODIBECLD, TATOIE-BEXEEHRETES, SA L. BEHFR
FEETHIAE-BEXELTERETED L. AFvUXER . B EEETHO>TH SATH
THMEIRIETELL (note 5)FUU b, AF vy, AE—DHEEICH LV TE. XET—HERET 51
BEF IR SNALY,

AF vy U3 R E T IHEE RSN,

(BH#E9 % TSFI]

TUI8=FIAN

BESRINOIE-H#eE, JE-BHEMEE. T MERE. AT vUHEE. AFvUINVDARTFHEE. X
ERDH Uiee

BAENRIOYITIRE - BEDR THEAE

EWS 0 Va7 iKEE - BEDR Ri%#E

EWS OFRRYIANODXE T —FENH Ui aE

EWS 071 IVETEICLS T MkhE

1.1.4. tF¥1)T1EHE

(1) FMT_MOF.1 Management of security functions behavior tFaJT(#EEDHZFL\D
&
FMT_MTD.1 Management of TSF data TSF F—20 & &
FMT_SMF.1 Specification of Management Functions EIE#EEDIETE
FMT_MSA.1 Management of security attributes tFi1UT1BHEDEE
FMT_MSA.3 Static attribute initialization F#8IEHE#IHAE
FMT_SMR.1 Security roles t¥a1)71 D& E|
TOE [F3BAIEREESNTE VAT LEEEDH(C, TEE Table 21 [T5RY TOE ¥ 1UT/#4EE(CER R
FRILFITAEEREDSRERTELE R, FLUBHEEDFFMERERE IS 110371~
AziRHT S,
F, BRI EN L —RFIAEIESODNRAT-REREDHAIHETHD,
CNODBEBEICED, BERSNDEFIUT1 EEBEETIRE TS,
TOE (3. Table 11, Table 12 [CHEL), BFEEAREEETRIONDG V3T EXET IO BEH A
BERDT 74 MEEL T, BHEETEB LR AEHANERZHTE S %, 55, [7.1.3. 7oER
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#l#E (1) FDP_ACC.1 Subset access control 7ty 7Dt Afl#H FDP_ACF.1
Security attribute based access control £¥1UF(BHICLZ7DEAFIEIZSBOCE,
TOE (I, M EEE. SA. VATLERE  — KA AEORIZEL LR AECEEMT. TnE
HFI5,

TOE (. #IAERBNCEALELF )T BHEDT 74 MEEL T, — iR FIAEERET S,

(FMT_MOF.1. FMT_MSA.1, FMT_SMR.1 (CR8:&E ¥ % TSFI]
BAENRIDEEKEE
EWS nEEHAE

[FMT_MTD.1, FMT_SMF.1 (CR§#ET % TSFI]
BRI DOEEREE

EWS OEE#AE

EWS 0O77— L1779 7 — MikE

[FMT_MSA.3 [CR8# Y 3 TSFI]

TUI8—=FIAN

BAENRIDEEKEE

EWS OEEHAE

BRI OIE-HEE, JE-BEMEE. AT vUHEE. AV NI RTFHERE
EWS 0771 )UETEICLS T MkhE

Table 21 t*1)F EEHEECIE{ERIAERG Ul

¥ )T EEIER BRI EWS
N=FTAADNLEEHEKRDREESR L. B3/ E. LEEZH v v
HOREEITI
APL-UBESEHREDREESRL. AR/ BIDREEITD v -
RENSRIDLOFBFERF D) \AT— FMERDREESEL. B2/ HEN v -
DREEIT
FAERERRICLD PV AEBRREESHL. A/ E. EEMH v v
HOREETD
HWWEESE ID &)\AD)-RFOREEIT) HMEEEDH IR v v
FAZED ID OFREESEU ID &AAT—-FOREZITI. . FIA v v
BICEDHTREZSRU. SA FZR—EAABEORENEZHRTET
%
1-Y- 1AV RFOR/NCFHHIRESBUREET v v
BIET RS EEEROREESR L. AR/ BEINHLUFRFROD v v
REETD
TLS H4—)\GEBAZE DR EES R L. /ERl/ EH DR EEIT, - v
A FREE A RE DR EES IR U . AMRFEEL/ B DR EZ1TH v v
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ERT)UMEBEDREES R, ETE/HMRIOEREZIT v -
BT, BRIESRUEREZIT v -
BETAMEREDREESRL. A3/ BENOEREEITD v -
T7— L1777V 7T— MEBEDREESRU. B/ EHDOEREZIT v*1 v*1
A= FOU7HERE GRERIV) DS BERTE v -
Lik—FE QDR EESEL, VATLEBRERE/FIAE DR EET v -
p)

NAMY—IVIZPREFIREED S BER ERITO(MRED A 5h/ 8 v v
h/RSFISAD— )

X ITEEREEDREES R LA/ BVNDEEEITD - v
(BB, tFX1UT(BEEOT TR TR DO TEANI7MILT,
BEEY-NSEET LN TEE, )

On Demand Overwrite #8EDEEEZS R L. B/ EHHLUVHI 4 4
REFZIDEEEZ1TD

*1) 77—LOI77y7T— MEREIR. #B4E)IRILE EWS OmAEENELLIZS(C. ARERNE
T, EBoh—ALRITERRELTE, T7—LDIP 7y T — MERERBRNCBNEE A,

(2) FPT_SKP_EXT.1 Protection of TSF Data TSF F—4M{R#&
TOE (3. #1558 (KEK: Key Encryption Key)%¥3X T NVRAM2 [LIR%FETBH ., TATOF
RAEICHLT, COBSRERAHLETLHDIVITI—AFRFELTLEN, Fz. NVRAM2 HlFAET
(FENTLDERIT. ARL—IEBRIELEERTIEGEU,
ArL—YUmEES 8 (DEK: Data Encryption Key)ld. £ifkd KEK T AES-CBC AR THES1EL
T.NVRAM1 RU HDD L& FET 3. HDD IC{&%F 9% DEK OB R IINVD7YyIThHB,
TOE DiEENFF. NVRAML [CRFENEEESESNEA N —URES#(E. NVRAM2 [LHZEIES
BTESILIN. BEPEFEXDIKET DRAM [CRFEND,
UL, IRTOFABECR LT, TOE (&, DRAM [CIRFESNEEXDA N — IS RBESRHETA
VRII-AZREL TGN, Fo. DRAM [(CRFSNTVSEXDA N —JUIESHE. EREEET
CEICENBEFESND,
TLS BIEFICERTMHERTEDIIAEE. 7.1.6 (15)DHIBICLNIEBILEINTIKEET
NVRAML [CRFEN. TATOFAB(CH LT ERESH HTA U371 — AR B LTIVED,
BEICFIASNS TLS tyYvaVvB R U TLS EC Diffie-Hellman BZE(LF X T DRAM (LIR7F
SNBAW, IRATOFAFECK LT, TOE (3, DRAM [CIRFESNEEXD LY YaVBERAETIUE
JI—ATRHEL TG, 2. DRAM [CIRFESN TV EX DYV iRE, EREEL T CEICLD
HEND,

[B83E T3 TSFI]
B L
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1.1.5. SE#ELER

(1) FPT_TST_EXT.1 TSF testing TSF Ak
TSF A A=Y DREE:
TSF (& Controller+PS ROM 77— LJI7ICENEBRENTHD., COI7—LII7DRE M ERELT
BCEICED, TSF OIEEBEMEERIET S,
TOE (Z#Z&h#%(C Controller+PS ROM (& 4byte OF 190 Y LT E LT EDIEE—ET DN EHE
RU. EERFRENRIUCIS— 2R RUEEIZF LTS, /2. DRBG [CBILT [1]11.3 [CEEEk
DAIVATARERITL, TAMKE LSS
BENRRIVCIS-Z2RRUEBZELTS, 5H DRBG OfL#kIE 7.1.6 TR,

(BH:#9 % TSFI]
BIRINIY (TOE #E8)8. TOE #2T KF)

(2) FPT_TUD_EXT.1 Trusted Update &{EtE7vFTF—

FMT_MTD.1 Management of TSF data TSF F—4NDEHE

FMT_SMF.1 Specification of Management Functions EIE#EEDYETE
VATLEBER . BELSRIDODRELCED BIENRIN L TEEBFOI7— LOI7N—J3 %
RIDENTED, T, EEREYANEENIFH A TR EICL THIRB D TOE 2K T35 77—
LoI7DN—930 e ERTHENTES,
Fr BRRINE VAT LEBEDOH N, YATLEBEDSATY MO Web T50Hh b,
Controller+PS ROM &)\ —J Ul NM F)774 )% TOE [GEIET DTN, T7— LI 7%7
VI T— M BRIENTED,
TOE (&, YATLEBEDIMT7V D Web F50Hh 0 N3 77— LII7E2EE )1\ M FUT71)L
EZETRE MMFIIPNNCHRF SN B FERERALL. WRAECKRBR LG &, 7y TT— &
L, BENSRIUCIS—@AMULTELT D, MM FIITPMF EEN TR EFELIE. )1MF)7
74)V%& SHA-256 TN\yoalLle\wyafEZ#E K 2048bit D7 # CThE 51k L7z RSASSA-
PKCS1-v1.5 AXM RSA TIAINEL THD. Lo TREDFIBEEL. 1) N1 FUTPM USRS SN
BFEREI7—LVUIT7ERARIIA RSA 2ABBICTES. 2))\1+)I774)L% SHA-256 T/\vY
1. 3)EERRE\YVAEFLEE L. —BITNESRIER . F—HTHNIERIILBKEL S,

[FPT_TUD_EXT.1 CE83E9 % TSFI)
BENRIVDI7—LOI7N—J3a HER
EWS O77—LD177v7T— MRE

(FMT_MTD.1, FMT_SMF.1 (CB§5#E T % TSFI]
BAENRIOEEKRE

EWS OEE#EE

EWS 07— LVI779v7T— MikE
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1.1.6. T—HEES1E

(1) FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys) RES#4
B GEXFREEF)
TOE (3 TLS rEE-@EnHEFE L (EC Diffie-Hellman) TRV IEXFREEELT, [2]ICEEEDIE
Meh#RBREAND, FEAMBKREBOER A A, [3]5.6.1.2.2 BRU [2]Appendix B.4.2 [
5, TLS EC Diffie-Hellman #Z{E(Z. Linux ®/dev/random hoBEEZY—FETE(14)(C
FCE (D AES-256 CTR DRBG THA R UZELEITHD . B BRFRELT [2]Appendix.D [CEESk
0 P-256, P-384, P-521 #HR—kL, TLS 2TV I—Yav@ETHETZ—DOhiRES,

TOE (3 TLS H4—\FERAE(CRIAT2IEIMHEBEL T, [2]ICEREBDFEMBIRE. L LA, [4]IC
2EHD RSA #EAWS, CNHDIERFHEE EWS hoD1—Y—HERTERSND . FEABRED
ERAEIE [3]5.6.1.2.2 RU [2]Appendix B.4.2 [CH5, RSA #(3 [4]6.3.1.3 fin4%
A EICHD, Z0HRTEONZHFHIE [2]0 B.3.6 [CENERKEND ., FEABRELT
[2]Appendix.D [CEE&M P-256. P-384, P-521 %, RSA ## K& LT 2048bit, 3072bit =4
R—kL. EWS ho1—H—HRWFNH—2&EELTERIETRT %, F. FEUEHOE B ERKICZ
(14)IZ52#0 AES-256 CTR DRBG 2H\3,

EREUEBAERICH VT, TOE HA DR PR BEOREEB L,

(R8:&9 3 TSFI]

EWS oA EEE

TV8= RN

EWS nEEHERE

BAERINDAF v B HE

EWS O Ya7iKEE - BEDR THEAE

EWS OFBRYIANDXET— 2D UiaE
EWS 0771 4EFEICES TV MERE
NEEEY N

EWS O77— L1777 T — Mk

(2) FCS_CKM.1(b) Cryptographic Key Generation (symmetric keys) BS54 L
(R EEF)

TOE AN — VRSB EUSEERENTYYaVEELT. FREOEY MIDEL K ZRA VS, Bk
BIICIE. AFL—UBEES8(DEK: Data Encryption Key)® 256 £y k., DEK &5 19 376D
558 (KEK: Key Encryption Key)® 256 £k, TLS TyYaviBOIAR—ELTRIVI—
DAVTRELVEREBARITEUT 128-256 BV MEENFNERT D, ELEIT(14)ICEEED AES-
256 CTR DRBG TR T 3. b, 20 DRBG HIEUHENZ DI, (12)[CH 8 LERTF A U%
ERTREF R RU. TLS BiEtyyaVFiaERTHS,

(F8:&9 % TSFI]
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EWS oA EEE

TIB—=FS4N

EWS O EEREERE

BEIRNIY (TOE #£&hFs. TOE #£ T §)
BAESRIVDAF v UHEEE

EWS 0 Va7 iKEE - BEDR RH#E

EWS OFRBRYIANDOXET 2D UiaE
EWS 0771 ETEICES T MikaE
HEREEEY—N

EWS O77— L7777 — hRE

(3) FCS_CKM.4 Cryptographic key destruction &5 ##3E
FCS_CKM_EXT.4 Cryptographic Key Material Destruction 55884 DR ZE
TOE BEXRFESNIERUVEMBERBICL LA THETS(*), TOE [CFEXREFESNDHE
BRUBMBEEDIEFEREZ Table 22 ([TRY, T, CNoDRE R UBEM HHIE S LEDEITEIC
RAM EDI—DAEINENIE—SNTHIAEN SN, RAM LDF—43(d TOE OERMELHICFE
EBDEIRENS,

(¥) ArL—UBESE(E NVRAML £ HDD (CREFSNSH, (10)(CEEHDBOEESIESNBH. K
BHORRINET B, T, (1)(CERED TLS Y —/\GEBAEICFIAT S IEX TR, (15)DANZX

LICED NVRAML E(CEESELTIRFSNSTLH . RERDMRNET S, T7— LI T7ERRIEIC
VR ARSI, ER, T5IRX-MESHE., BSIIT( AL EF1)T1/51300 N EL

BOWEHARZHDHRNTHS,

(R8:&9 % TSFI]

BAENRIDEEKEE
BIRINSY (TOE #&B)FF. TOE #£ T K)

Table 22 FXREFNIBREUBMHOBESE

BEFE R RiEFE WERE

BERE S5 NVRAM2 | BENRIDEEEAZ1—-HoT—3—{EHIBRE S
(KEK:Key RUERR. T—3%(14)ICEE 8D DRBG TH R UZEL
Encryption Key) TR LEZT S,

TLS v avig RAM TOE OERECHEET S,

TLS EC Diffie- | (E%)

Hellman MZH{E

(4) FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
B IRE(RI MBS 8’S)
TOE (3 TLS Oxt#rigrg 5 /E5ELT [5]ICEEED CBC £— FR U [6]ICEEHEHD GCM E—FD
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AES(128bit, 256bit)&R— %, AES (3 [7]ERTHS.

(F8:&9 % TSFI]

EWS oz A EEE

TIUB—=FS4N

EWS OEE#EE

BAESRINDAF v B HE

EWS OYa7iREE - BEDR THEAE

EWS OFBRYIANDXET 2D UiaE
EWS 0771 )ViETEICLD T MkhE
NEEEY N

EWS O77—LII77v7T— MEE

(5) FCS_COP.1(b1) Cryptographic Operation (for signature
generation/verification) FEBR{F(E R ERKHRIL)
TOE (77— L0177y 7— FOEIEMRRIECHNT, [2]ICEEED RSA TIURIINEL T R— T
%, B E( 2048bit THhd, BLI+—IYME [2]5.5(F)CEHD RSASSA-PKCS1-v1.5 [C
€3,

(BH:&E9 % TSFI]
EWS O77— L1777 7 — MiHE

(6) FCS_COP.1(b2) Cryptographic Operation (for signature
generation/verification) RES&VE(ZRER1&EL)

TOE (3 TLS OABFFREE. KU, EFERERM/RIEICH VT, [2](CEEHD RSA TIIINEE K
UHEABRT YA EB LIS IG LB R E R UIREEZ1T). BH. RSA B R(E 2048bit Fz(3
3072bit. NIST t5Meh#R(Z P256. P384, P521 #HiR— 9%, RSA T IR ERADER T4—
IyMIE [2]5.5(F)ICEEED RSASSA-PKCS1-v1.5 (LD, . AR T VI B L DE S
A R/HAREER [2]6.4 (C6ED. Chbld TLS BIERICERERFEOXTVI-Yay, EFELLE
BEFICE1-Y—DIEECLD. ENENFEATEER ARNRFES,

(F8:&9 3 TSFI]
EWS O EERERE
BAESRINDAF v B HE

(7) FCS_COP.1(c1) Cryptographic operation (Hash Algorithm) &4 (\v2a7?
WAV L)

TOE (77— L0177y 57— MOEIEEMRIIBFED 77— L1777V T T— M A=IT—=30)\wYait

H(Z SHA256 #FIFT 3, 0 SHA256 /\wYa1{BEEELED RSA EEHERELLEKTIETE
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BRREEEETT D, BB N\vDaPITVALIE [8]ICEMT S,

(BH:&E9 % TSFI]
EWS O77— L1777 7 — MHg

(8) FCS_COP.1(c2) Cryptographic operation (Hash Algorithm) B&E#4E (\va7?
WAV L)

TOE (F(11)ICEEED TLS [CHFHRFEAvE—IFBREA KD\ I1FTEIC
SHA1/SHA256/SHA384 #1h— 3%, BIEICERTZ/\v a7 IV LIFHEFXREDXT I
—VAVICEPTRET B, 2. TOE FBEFE R ER/RIED/\WYaETEIC
SHA256/SHA384/SHAS512 ZHiR— L. BRERFEOI-Y—DIEEICLINERTS/\vYa17
WIVXLHRET B,
TLS [EBF5 8 EAE—IFRRA XD\ V1M BEEBFERER/IRFED)\V Y15t HIFIEIIL
THNBEHICHAENERIENTES,

(B8:&E 3% TSFI]

EWS DOz AIFER

TIVE—FF14N

EWS nEEHERE

BIENRIDAT v UHEE

EWS O UaJ K& - BEDR RHRE

EWS OFERYDANoDXET—ERDH LikaE

EWS Q771 IVEEICLS T MikRE

SHEREEE T —N

EWS O77—Lo177v7T— MEE

(9) FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption) &
S (AES T—HEEH1L/18S)

TOE FAML—IREEDREEAXELT, [9]ICEESINL AES. RU. JOVIREEE—FELT
[10]ICEE&E SNz CBC 2HR— 193, BRIE 256 EYNTHD, IV BAN—JDEHAIBEEL
DEK ZTtIcEH T3,

(B8:&9 % TSFI]

TUI8=FIAN

BAENSRIOIE—HEE, JE—BFEMEE. TUY MERE. AFvUHEE. AT v UMY RTFHEE. XE
RO Uiee

BAENSRIOYITIRE - BEDR THEAE

EWS OFBRYIANOXET 2D UiaE

EWS Q771 IVEEICELS T MikEE

(10) FCS_COP.1(f) Cryptographic operation (Key Encryption) IS 2{ (BES
1t)
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TOE ($(12)ICEEEHMED ., AtL—UBES{E#EED DEK(256bit)% [9]ICRc& SNz AES A
THES 1LY %, BRI(E 256bit THH. TOYDEESE—FE [10](CEEH; SN CBC 2 R— 1+ 5,
BRI 256 EYhTHS, IV (E(14)ICEEHD AES-256 CTR DRBG MMofG il B THS.

(R8:&9 3 TSFI]
BEIRNIY (TOE ¥ &R, TOE #£ 7 )

(11) FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication) RESR/E(BEF\vIaAvz—IEREE)
TOE 3 TLS [CH 128 fF EAVE— IR ARELTUTEYR— T3,
## K (bit): 160, 256, 384
\wY1:SHA-1, SHA-256, SHA-384
*vt—IHS4 I AMR(bit): 160, 256, 384
NoaPITVZLIE [11], BFEN\Y 1 AvE— IR 7ITVXL(HMAC)E [12]IC#EMT D,

(F8:&9 3 TSFI]

EWS oA EEE

TIVR—=FAN

EWS OEEHAE

BAESRIVD AT v UL RE

EWS OYa7iKEE - BEDR THEAE

EWS OFBRYIANLDXET—2ERDH UiaE
EWS 0771 4EFEICES TV MkAE
NEEEY-N

EWS 07— L1777 T — ke

(12) FCS_KYC_EXT.1 Key Chaining #F14Y
TOE (A ML — Y& £42(DEK) R Uf DEK %8E 2L T3 D2es 28 (KEK) ERF 11 0ET 3,
B/RBICIE TOE (A VG BB T I/ VNG VEEIRF(BRAMICIE., TIZAEME., F3. 2
BRI DEEE A= 1—hHT—A—IEEIR % O BIE)IC(14)(C52 80 DRBG T DEK & KEK
&ER L. DEK 13 KEK I2&D(10)(CHE-THEE1EL NVRAM1 R U HDD (C. KEK [F F3IREET
NVRAM2 (2, ZNENRIFT B, 2 BB LD ENESZ . NVRAMI (CESE{E L TR7F LR DEK %
NVRAM2 thoisdH Lk KEK T(10)([CR#->THEE T3, #E(d DEK, KEK £3(2 256 EYRTH
%, DRBG [C(&(14) (& LE@ED+ 2B Iy FAE—DMEFE SN 2B DR E (L 256 EVRTHD.
BFIAODHT 256bit BEH#HIFINS,

(BH:#E9 % TSFI]
EIRNIY (TOE &8k, TOE #& T K)

(13) FPT_KYP_EXT.1 Protection of Key and Key Material XU M ED{RE
TOE (#(12)IC52#LiEN. AL — IS T 1/ UH 11 TOE Q¥ ER B (C#% %0 DRBG T
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DEK & KEK Z4£ /L. DEK (& KEK TS 1SN T NVRAM1 KU HDD (C, KEK [FFEXXIKRET
NVRAM2 [CENENREFT B, DDA —YIC DEK, KEK BMRTFEN S EF LY. NVRAM2
(SRR ATREA L —ITHAEH. (12) DR F 1AV D—E DR R ATRELG A ML — YITFEX
TRESNBELBL,

(BH:#E9 % TSFI]
BIRNIY (TOE # &R, TOE #£T F)

(14) FCS_RBG_EXT.1 Cryptographic Operation (Random Bit Generation) &
R4E (ELBREY MAERK)

TOE [FELE A RKIC [1]10.2.1 [C#E#LLT= AES-256 CTR DRBG %FIH9%. _0O DRBG (&
Derivation Function. Reseed ##t%#& L. Prediction Resistance #ge&iFizial\, Fz.
Linux —xJL®/dev/random Ho1&7zEL. ¥z Y — FET %, /dev/random DIRETTHS
Linux Random Number Generator(LRNG) XU LRNG [SFEATI0O090H00030FH H L
g/ M X2 &HiceAkEIY ME—RET S, D/ XV T MII7ICENERMNICHERDELDEE
FHETILDTHD, DRBG (F/dev/random Mo fitfaEhizo— k& entropy_input & U
nonce ELTHFIATEH, ELEDIV FOF—=(E 256 By b x1.5 #8Z. [1]8.6.7 DE#EHH+
NEEAS,
TOE 320 DRBG ZHWVCA M —VUKEE#E, TLS tyav#EEHT 3,

(BH#E9 % TSFI]

EWS oz 511585

TIVE—=FAN

EWS OEEHEE

BIRNAY (TOE #ZEhRF, TOE #& T §)
BAESRIVDAF v UHERE

EWS O Y37 iKEE - BEDR THAE
EWS OFBRYDANLOXE TSRO UiaE
EWS 0771 iEFEICES TV MERE
HEREEY N

EWS O77—L0177v77— MihE

(15) FDP_DSK_EXT.1 Protection of Data on Disk F4AD LDT—5{R#E
TOE AR —ITNAALDT—RTOVDEGI TS L/ ES LT, BARRICIE, AL —IT )1
ALDIEBAE RN —T1 AV T BT/ IV R UART—A0 Read/Write & LTTF—ADE
Bb/BESEEREL. B3/ —T12avICLTTF—4270yD% Read/Write 3%, lEE{L AR
FCS_COP.1(d)IZHE5, BB LRI I—T1YavEET AN —IT )M AFR A §ERx HDD
& NVRAM1 THN. HDD & NVRAM1 LISHIER AR AT REG A L — T INA A3,
EROAN - JBEFAE(E TOE EENRFHDEIET D, BFEF1L/BBILICFIA TS DEK (3(12)(C52
HULED., BERFIM VN BIOEESRFICERINS,
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ETCHOEXDFAET 2. FEXDOWHEND TSF 7—4(% HDD B U NVRAM1 EDRESExR) -
TAYIVICEEAFNBHIEFLENS, HDD &£ NVRAM1 LDFEREBLRE D) \—T42avIC
(&, TOTSLAA=T | FlfEI5A—2> KEK ZEEL(10)ICEREDBDIES 1SNz DEK OH 14
N, EXORAEXET ARV EXOWED TSF T-REEFE, 3. DEK OEFS1E(E
(12)ICEE&E L7z@) TOE OB S8 F 1/ VA B ULEBIFCITHNS, Tz, X KEK DRFETH
% NVRAM2 (IR ATREGZ A R L—UT )1\ A ATIEBLY,

(F8:&9 3 TSFI]

TUI8—=FIAN

EWS nEERRE

BIRINIY (TOE #E8)F. TOE #2 T )

BAESRIOIE—HEE. JE-BTEMAE. TV MERE. AT vUMEE. AT v INVDARTFHEE. X&E
EROH Uiae

BAENRIOYITIRE - BEDR THAE

EWS OFERYIANLDXET— 2D UiaE

EWS 0771 IViETEICLS T MkhE

1.1.7. SE8&E

(1) FCS_HTTPS_EXT.1 HTTPS selected #EiRSn 7z HTTPS

Web 7505, GoUVICEEY - NeDETHEIE 57190 HTTPS TEF17FvRIUETELIIC
SRHI TSR ENFIRECHS . CORE(L EWS o BEEEDHNITAS, HTTPS [F [13](CHE-TZE
EThd,

D347+ PC O Web F50Uh b EWS AD#EEREZ(1HE. TOE £D54 7V~ PCRETTLS
BIEDRTVI—YaVEHEILL, HTTPS BIEERET S, DF17V+ PC o TOE @ EWS (C
BIIBHAN BB SLUVITATOVE-MEEICH LT, HTTPS BENERASNS, Tz, BEY—/\h
LEEOIT-IIBERERT, BEEAJTAEEEY - NSEXET SR, HTTPS BIENEAS
ns.

(BH:&9 % TSFI]

EWS 0z 5I:85

EWS nEEHERE

EWS 037 iKEE - BEDR RH#E

EWS OFRBRYDANOXE T —SEDH UHaE
EWS 0771 WETEICES TV MERE
HEREEEY—N

EWS OT77— L1777 T — hhE

(2) FCS_TLS_EXT.1 TLS selected #iRSN7Z TLS
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TLS@{EELT [14]0 TLS1.2 #HiR—FT%,

TLS BIETHEATIES A — MDA 7Y =D TLS axHYavHp(CxTVI- NS,

TOE (3 TLS ZFIAT S RIE(CHNTIE, TOE (FHEBEICISUTOIMPY MY - NI B, B

ZEEWS POEATRY -, AFv U XEA-IEERCEDIM P beLTRD D,

TOE 395470 M oIRESNTEES A1 — bOFH Y IR— M 3B B EDZ 1 2:EIRT S, TOE

PHR— I BB S 21— MILLTFTHD,
TLS_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128_CBC_SHA256
TLS_RSA_WITH_AES_256_CBC_ SHA256
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384

(B8:&9 % TSFI]

EWS oz 5IEER

TUU8—=FIAN

EWS OEEREE

BAENRIVD AT v UHEEE

EWS O Y37 iKEE - BEDR THRE

EWS OFRRYIANODXET—RENH Ui AR
EWS 0771 W4EFEICES T MikAE
SEEEY-N

EWS O77—LI17 7977 — MhE

(3) FTP_ITC.1 Inter-TSF trusted channel TSF I&{EEF vl
TOE (3 TOE £BEE Y —/\. Mail H— )OI T, L TOZEBERETO NI ZETR—FFS, IS
D, IV RRI YV POBRIEBIET - IDRBERSWNLDRENRIISND,
BEEY—)\: TLS/HTTPS
Mail H—)\: TLS

(B8:&9 % TSFI]
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BAENRINDAF v B RE
NEEEY-N

(4) FTP_TRP.1(a) Trusted path (for Administrators) SE{E#E/\A(EEEA)
TOE (FEEEDYE—FPCH DB T7HERMVATI—AICK L, UTOSEE&EE 7O EYR
— ;B CNITED. IV RRSI Y M DEBIEBIET ADRBERS AN ODRENMRIISND,
EWS: TLS/HTTPS

(B8:&9 3 TSFI]

EWS oz 71IE25

EWS OEEHAE

EWS 0 Y37 IKEE - BEDR ~ikAE

EWS OFBRRYIANLNDIE TSI UiaE
EWS 0771 IL4ETEICES TV MkRE

EWS O77—LUI77y7T— MkEE

(5) FTP_TRP.1(b) Trusted path (for Non-administrators) =5 /\AGEEEER)
TOE [FEEEED)E— FPCHODETIEAMVE7I—-AICK L. L TOSEEEEETO ML EY
R—FF3%. SNICED. IV RRAY OB BIET —ADRBERS AN DRENRIISNS,

EWS: TLS/HTTPS
TIUB—ES4 1S HOENRI: TLS

(RH&9 % TSFI]

EWS oz AIEEE

TUIE=FAN

EWS 0 Va7 iKEE - BEDR Ri%#E

EWS OFBRYIANOXET—SEDH UHaE
EWS 0771 EFEICES TV MkAE

1.1.8. N—FT4ADDLEEHE

(1) FDP_RIP.1(a) Subset residual information protection %7ty EFIEHRIEE
TOE (. YVATLEBEICINVITRTERDN—-FF1 A0 L EEHEMEENEHELENTISE,
JE—#8E. ) MERE. A v VB EEDE V3T T RICHEN— RT4ADEBICEESNLRRF
HXET-HELEEHEKTS,

XEOREFHEETHRAINEXET A BERRYIZENOOERIZIERERDE UIRE. HIBRIE
{EICL-THIBRSN, 2D, TOE L EEHEEERT 3,

A TOE Tld. YATLEBENRTE UVERZFLRIZ17IERTCHERYIANDEEETEXE
PEFEIY FXERHIBRTS On Demand Overwrite #geh2 SN 30, HIRSNEEEX
EICAETET A N—FTF1ADD L EFHEREEDREICE I EEFHENERIND,

- 82 - Copyright® 2020 by Fuji Xerox Co., Ltd



Xerox PrimelLink B9110/B9125/B9136 tz+a1l)7+4—7"w,

N=FTAAODLEEHEMAERE LEEEE 1 B("0(ER)"[CLHLEE)E. 3 H(0-1-EL&ICK
B LEELIREL) DFERNHEED, 2L, BSIERENEESNTVSEE . MELAILTIR, H
7500, 1, L) BESESNIKETEEAENSG Fe. N\—FT1ADEELIC, £EEEH
EFEDFAZHNETIN—EZHS. TOE EBRKIC—EEFIVILT BERTOFRAEH
XET-INEFETIEEE. LESHELEEZEITIS,

(BH:#E9 % TSFI]

TVIB—=FSAN

BEIRNIY (TOE #£&Fs. TOE #£ T §)

BAENSRILOIE-HEE. TV MERE. 2T vURERE. KB UiaE
BAENRIVOYITIRE - BEDR THEAE

EWS 0 Va7 iRiE - BEDR RHEAE

EWS OFBRYDANLOXE T —SEDH UHAE

EWS 0771 WEFEICES TV MEAE

BN RILDEEEE

EWS nEE#AE
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ST B&&E - F&E (Acronyms And Terminology)

2 (Acronyms)

A ST [CHITBMEEEELLTICEREAT 3,

HE EENE

CcC JEVD3547)7(Common Criteria)

EWS Embedded Web Server

DRAM HA4F39D5 05 L7t AAEY(Dynamic Randam Access Memory)

FIPS PUB KEDEHIEFRLIBIZEDH MM (Federal Information Processing
Standard publication)

IIT B A H3—3F)(Image Input Terminal)

10T B H3—3F)(Image Output Terminal)

MFD FTIRIIEEH#(Multi Function Device)

NVRAM TERMESIVHLT7DEAAEY(Non Volatile Random Access
Memory)

PDL R—Yitah S i&(Page Description Language)

PP J0753a> 70774 )L (Protection Profile)
IVTPINAE TSN EESMICEETHZ ATEER ROM

SEEPROM (Serial Electronically Erasable and Programmable Read Only
Memory)

SFP t¥1)T1#8E S $1(Security Function Policy)

SFR X1 T H#EEE H(Security Functional Requirement)

SMTP BFA—ILEETORIL(Simple Mail Transfer Protocol)

ST tFa1Y713—5y ~(Security Target)

TOE FTifi xf & (Target of Evaluation)

TSF TOE tFa1")7/#8E(TOE Security Function)
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8.2. HEE (Terminology)

A ST [CHITHREELITICEREAT B,

) %A

WESD TPAVIAT L BREEATIDNORIROBEEEUNBVNIIITEETIEEIET . HROD
AR O EEFIEFR,

KEK Key Encryption Key OB, ZETlE, AL — VBB REESILTIHOESED
CEEET

DEK Data Encryption Key OB, KETIE. ANL—JBEEROEEIET,

779V AEY SD F7=(¥ eMMC #3157,

AbL—=Y TERERMEDISYV1XE)RU HDD %1657,

SEEP Serial Electrically Erasable PROM OB&, J bO—5/h— R LT CPU (LN A&z S
NBITERMEATY,

Web UI FIREDZA47Y D Web F595 %4 LT, TOE (LR TR RENTERZH—EATHS,

HRRYIA HERYIAEERAANEAF X EFLRIIE-EREXE R TOE NICRET 5T
nce,
FREFIILTTRERBRYDAICEMSNEXEZRY NI LOTIVE1—AhbE)
HIZENTRETHD.

- wOVAN TV MEREICB VT, ENRIF—2%7 2V R— XU THER LIEEY bRy TF—R% MFD DA

(Store Print)

Fo—IKEC—BEHEL. BEESNF ABENEAERIVENIE TR 2E CHIRIERA
BT AE.

FMAFHFXET—H

MFD DAL —JHECEREN LR, FIANE T L7 LBHIRENEH, AL~
HENICET - SEBEREL T IREOXET 4,

XET—H
(Document data)

— & F A& (U.NORMAL), SA h* MFD OIE—#EERE. ) MEBE. AFvUBERE. XX
ENRFHAEEFIATSMRIC. MFD A#iZ @B T 22 COERFEREELT —HE. #
MRLTXET —REREET D,

AFrUXE

AXvUEREIC LS T, BFRAANEMSNEXET . K TOE [FAF v X EE Mail
Y= IINEELIEN . XEDRFEEDH U REICIDH RNV AICKRTF T S AEER O,

AE-BEXE

AE-ZBREEEECSID EFHAANEBRINEXET -, A TOE FIE-BEXEEL.
XEORFERDH UHREICLNEBRINDACRTFT DHAEES D,

TRIVTAEEDTT WO, R EQLIBEEEIT NV BRPEELGIAY MHIZASESPEKRE
-3 B, 1-Y-BERE) . BIMEHEINZT 4,

MAEERE AR LR AECEINH TONSZE|, A TOE Tld. M EEE®RE. SA &2,
(User Role) —RFIABRBENERIN TS,

HHEEERE W EEEN TOE ZF AT 3RICHELIERZRT , SFR ATIE Key Operator

(Key Operator
role)

role EREIN 3,

SA &E|
(SA role)

SA ' TOE &FI A7 3RICLELERERT

—RFIRERE
(U.NORMAL role)

— & FIAE(U.NORMAL)H TOE ZFI AT 3RICHERBERZRT
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FIREHRIFHR
(User Identifier)

FRAEZHA T hDFER, 1——ID,

MM EEEHAE
#H

(Key Operator
identifier)

MW EEERIERNY TOHNEILI-Y—ID, SFR AT(E Key Operator Identifier
ERBSIND,

MWEESE
(Key Operator)

MFD O EE® TOE tX1UT(HEEDREZITOEEE,

SA

B EEEHHMIBRICER SN SABTPHVY MeERLTHENTE, MFD DR
EEP TOE 1T HREDREETOEES,

VATLERE Key Operator & SA D#%5,
(U.ADMIN)
EWS TOE N® Web H—/I\THD. FIEEDS17V +D) Web 7505 EMH LT, TOE [CXT3

(Embedded Web
Server)

IREEFESR. RELH. XEOHWNH L/RIERNTERZY—EATHS,
Windows D1Z# Web J5OY TERTENTES,

1-9-5%%
(User
Authentication)

TOE Q& #AEEE AT SHI1C, FIAE DAL E1ToC TOE OF| AEEHE CHIREH
(TR DHERETHS
ARREBEEES BRFRRED2DDE— RO BN, A TOE TIIAIFZELE— FTENIET B,

ARAKREEE
(Local
Authentication)

TOE O1—%—385t% MFD [CEH U1 -V —EHeEALGREEEETITE-F,

5V EREEE
(Remote
Authentication)

TOE O1—Y -5 e aREREE Y — NICE L1 — Y — B eE AL CREAL B HET
5:E_ Fo

N=FT4RAODLEE
HE

(Overwrite Hard
Disk)

N RFAADEE L LB X BT —ARHIRT BT, 20T — 4B ET—4
TLEETBMEERT,

AL—-URES

REEED—HERFIDAN - VERESILTIMAEERT.

T AVIR— At RE

N— YLk & 55 (PDL) THEASNICENRI T -2 &MU, EY by TT-RICEBT I8

)
AEo

FAVK-Z

TAVR—ABEREICED R—JFER EEE(PDL) CRERSNTZT— 2L, Ev by T T
—BICEBTIE,

YATLEBEEE-F

—&FIRAED MFD O#EEEFI AT 2 EEE— REAIC, YATLEEEN TOE OfE
RIRBEICEDHE T, TOE #RDBERTE® TOE tX1UT R E DS R/ EHEL
oz REMBOEEETOIBEE-F,

A=) HRE
(Auto Clear)

1246 )32 LU Embedded Web Server hafal 12 4E& UL VK BET— E DBFRS
BEBUEEEE, BEIMICEREENOT 7 FENBHEETHS,

AANR—IVIZ7
(Customer
Engineer)

MFD QORSF/MEBEITIIVIZT,
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nEeH WEBEHLE. TOE FERESNTUVBEECRELFERERELPIERATEIETHD.
(attacker) WEBEICE, RRBSNLIAETEHSN ., ZOERERELTIIERATEIELEFIND,
BERRIL

(Control Panel)

MFD OBEICHERINIY . FVT  BvFRRIVTAAT VA BRE SN/ R,

—RFIREIFATY
S

—RFAESRATEIVIM7 Vb,

YATLEEE
DTV

YATLEBENFATEIVIMT UL, YATLEEEX Web 50U MFD (C
XUC, TOE BRET —HDHERPESHZEITI.

TIVUR—=FFAN
(Printer driver)

—RFIREIFA 7Y b LDT—R%, MFD h'RIR AT e R — 5Lk 555 (PDL) TR
SNTZENRIT—RICERT BV I MIITP T, FIAEDF(MT7VNTERT S,

MFD h'EZReIBEBN— U E5E(PDL) CHEBRENET -4, HIRIT—4(X, TOE B

ENRIT—4 FAVR—ZTHEETEY bV T T—RICE#EN S,
JE—BEICENEEHAENET =5 BLUTUY MERECIDRIBEDFI 7Y M ES
By rIyFT—4 NEMRIF—2%TFIVR— THEETERLET—4, Pyt ITF—aMBE AR TES
EMELTN— RFAADEBICKMENS.
g JE—#EET 1T HBDFEH AH DR REBZ X ELRE, BELEERT,

TOE BE7—%

ZNIE TSF F—H0—ETHY. TOE [CL- TR EN2H TOE (CBL TER ST —
ATHN. TOE DEX1)T(HREICEEES AR REIMEOHIRET — o

RCy

BEAERIND 256 EVEDT—H, AP —IRBEADXET - HORFHRI(C, COET
—SEFERALTESIEEITY,

2ykD—5

NEBRY FI—DERERY M) -DERETI—RMICERTIHEORE,

A NP

TOE 2 &2 I M CIIEENERLB L. RERY FI-DLUNDRY R —DEET,

RERRY D=5

TOE M SR ESNBEBDAERCHD., SHER Ry FI—-DD oD EF1)T1 DB BICK LTR
ESNTLR XY MI—DRAD, MFD & MFD A7DE 2N ER)E- FOSEBLGY—N
POIAPU PCRIDTFvRIVETRT .

SRE ITU-T #1&0 X.509 [CERSNTHN. ANFHR(FTEBR. A4 . BEF). 2FH
B, BDER., ULV, VTrTFrENEENTOSIER,
Data on TOE BRET—ATHN, RIAZERICHTBRAED) AT - FERERDR/INXFHD

minimum user
password length

CE:

Key operator

TOE RET—HTHY. HMEEEZIOTHD) AT — FIEH

Password

SA Password TOE F&RET—HTHN. SA BIEEDT=HD) AT — FIEHR

U.Normal TOE :RET—HATHN. —A&FIFHZE (U.NORMAL)ZRFEDT=H D) N AT — FiEHR
Password

Data on access
denial due to
authentication
failures

TOE BRET—HTHN. FIAE ID FEEXRERICERT AN/ T/ BN DFEERE KK
B34 1E R
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Data on Auditing

TOE BRET—HTHN. LV, M, EDLIBERETNEIWDERPEERGIAV L
(BIZISTEEPEREE., 1I- Y- 1B &, BIF LT SHEEDF D/ EHDIE
o

Data on User
Authentication

TOE FRET—HTHD. MFD OIE—#HE. AT vUHRES LUTUY MEREEFIAT B/
(C. -V —-FREERMICTREL T AN AR/ BB LUK EDIHR

Data on use of
password
entered from
MFD

control panel in
user
authentication

TOE BET—ATHD . KRNI oDFREEFFD) S AT — FfE
RO H /B DIFHR.

Data on Store
Print

TOE BRET—HTHN., TV bF—IZERTTIMAR— UV MIBRSE SN EIRISE
DD TE H

Data on Trusted
communications

TOE BRET—ATHN, RERRYMI—D LICEETHIXET X, YVaJEHR. t+a1U71

BEENTT-ABLU TOE BRET—EVTLBIET—IERETHLHICH G T H— A
BEESLBIETOFINOED/ ENESLUVREDERSLUVAE . FBELA/MESEN
AD—F, #£@EH AT FER,

Data on TOE BRET—ATHN. DAMY—IVIZ 7R EHIRIEEEDE 5/ B DIEHR B TRSF
Customer NAD—FDIER,

Engineer

Operation

Restriction

Data on TOE BRET—ATHN. N—FTAADD L EEHEEHEEICERT SHEEDT R/ EHD

Overwrite Hard
Disk

LB

Data on Storage
Data Encryption

TOE RET—HTHN. AL—IYRESEHEREIC
R 2 EEDH T/ EHDER.

Data on date and
time

TOE RET—HTHI. 81 LY —-V/93—31 LEREFRERERLT -2 THD,

Data on Auto
Clear

TOE SRET—HTHI. BENRIA— MUTHEED B XN/ BB LUD 7R DIESR .
B4LU Embedded Web Server OF4— MUFHEEDA %/ EDDIERP LUDU T
RIDIEER.

Data on Self Test

TOE BRET—HTHN. BCTAMEREDH M/ EINDIFHR.

Data on Report
Print

TOE BRET—ATHN. Lih— M NHEREDRE IFH.

Data on
Firmware update

TOE BRET—HTHN, 77— LOI7 7PV T— MEREDRE 1FH.
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