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1.  ST#EER (ST Introduction)
AETIE.STSHE. TOESHR. TOEBIE., $LU TOE G ICOVWTEER T B,

1.1. ST S (ST Reference)

AREITIE ST DA FHELIRT D,

Xerox PrimeLink B9100 Copier/Printer 77D A%&#E 1+
BARIL: &
ERUSFE D
N—=33v: V 1.07
F17H: 20204 6 A 26 H
ERE EXOVIAMK =1

1.2. TOE £HE (TOE Reference)
AHITIZ TOE OFANEHZECHT S,

TOE 4 : Xerox PrimeLink B9100 Copier/Printer + 77D AtHE
Controller+PS ROM Ver. 1.1.4
Fax ROM Ver. 2.2.1

TOE ON—Y3v:

& TOE (3. 77D ASEEEA ML L LA T OMFED MFD AIATHN. MFD A IAIHRIE/ SRR (358
FLf— LR RENBUTORRE ML THASNS,

KK RNAFR
Xerox PrimeLink B9100 Copier/Printer Xerox PrimeLink B9100
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1.3. TOE#ZE (TOE Overview)
1.3.1. TOE m#&5| (TOE Type)

A TOE (&, HHEA-MILIVP %y kD=0 (LAN) A . DE—H#RE. AFvUikae. TV MERE. D
POARE XEDRFEEL LiRE. 29— +9% MFD TH%,

1.3.2. TOE OfERELEECLX1UT1HRE
(Usage and Major Security Features of TOE)

L mm—_-—

FA € \\,
‘\\ Ry FDJ—=5 7
RS
1
Q —RFAEIATV :
N\ | FUVE=ES N T~
-Web 75794 ! '
—HRFIRE 2
[ it ]

4 )

2 TOE

Q VAT LEEE LT =< =
YATLER R \
A DAPYE U R — j‘
- Qileb 57 00 . -7 !/J
HEE _—

',’K 2
| Mail #—/\
B

:

7

l/ /A%EE \
. B /\ /\
"""" —FEE  YATL
S

1 TOE 0B FET I ERIFE

MFD (&, 774707 — UL T, S 8RRy MO —Oh o Bt SNZBIRO—DIVIV7 2y D—D (LAN)A
BERSNIIIRIECTHEAIND,
Fe. IPDAERERIETHHE . ARBHERRBICHEKRINS,
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FIFAEE. MFD ORRENSKIVR— BRI AEIFMT VMO YATLEBEEDS(17 +D Web F59507
UUB—FS4NEN LT, MFD O&FEEREREEZFIRAT 3,

MFD (&, FIRZEOHFOXEICK U, AE—, AFvUEIE. TV M A, T7DATHORERIE XEORHE
EBDHL, BEDHEEERTS. CNoOXEOHS . RAVERSLLT 3728, MFD (., FIAEEH
FRRET B AR, HEMRICE ICXET A PHEEICHT B PO AKIEH, MFD ADA L —YICRF-BFES
NBHREFRPXET - INESIE. LAN LOBIET-HDORE. EEEHCRELLEFIUTEREH
B&. MFD Ot F1)T1#aEDF|I AEEE MFD RARCIRTFT 5 — 7. EOFIAREEE MFD 5 &R0
BEF-N\DoEIA)VTTEEF VT EERAEE, TSF E1T71—FE TSF TN LM REE. TSF =
73— FPyTTL— FEORTI- FOEIEMREE. 77DAERE LAN O BEtAE. A ML —J(CETES
NZERT-IDEEEHEHEEETS.

A TOE &8 8 M., FBEEAXEL T, RARBELESMEREREEEY R — M T B h, K TOE EBRETIE
RRBEIDHEFERT B,

x)

FRAYDAICE SA, —BFIREMERTIEARBRNYIRE, BB EEENMERTIHEHRRERY
DANHBH, &R TOE TRHMIVATHERBRYIADFIAEE LTS, LR, K ST ATHEAS
NATFEBARYDAIEVIREREARBRNDAEET

1.3.3. TOE LS DN\—FI17HEREY T M1 74K (Required Non-TOE Hardware
and Software)

1 ITRTFARKRICHEVT TOE (3 MFD THY, TEEd TOE USNDN—FIIPHELVYT Mo ?PH
#ET S

(1) —MERIAEDSATYH
N—F9IP>AAD PC TH3,
FUBRH54 7Y beLTHIFAT 31541, MFD (L LTXET—30TYY FER BT, PC 1237
UUB— RS54 NEA VAT BBENHS,
MFD M Web Y% —)\#ae%2F AT 315 & (&, PCICA VAR ILENTIVS Web I35 %E AT 3,
(2) YATLEBEDSATYH
N—ESI7IEAD PC THB.
TOE (3L T TOE ZEF—A0BBPLEE., 77— LII7OBFETIEHIC. Web T5H5HnE
£,
(3) Mail 4%
AFrUXEEA— L TEET BT, Mail Y=/ AR EERS, )\~ k917/0S [FLAG PC F(35
—ATHY. TLS TIRENE SMTP FOMILEY K- 13 Mail Y—ERES VAL T ZBEHS
3.
(4) BBEY—N
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MFD THRAEUVLEEIAV KT Y., BEEY -/ \NBEELS, N\—FI17/0S AR PC
FFET—NTHN. MFD FEET—NOERIEUT, HTTPS JOMILVEANT. BEEY—NICEF
1)T1EEOT DEEZITI.

A TOE OFF@ICld. LEON—FII7HLVYIII7ELT, LT EFERT S,

(). Q)O—EFIREBEIZAT7Y MV ATLEEBEDZMA7V D OS [F Windows 10 &, Web 757
&L T Microsoft Edge ##HT 3,

(3)® Mail #—=/)\IF Postfix version 2.10.1 ##AT 3,

(4)DEEZEY—)\® OS [F Windows 10, OV ERNE LOETIREELT PowerShell Version 5.1
®ERAT?, T VATLEBENHIH VA ->TER T200BNE LA®D PowerShell 207 b
HETILENDD,

(DIZBWT. EETZTUUE—ES51)8F Xerox Corporation HMEHET 254 LA DLLT K518
EATS,

“V3 Xerox Global Print Driver PostScript”
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1.4. TOE §&;t (TOE Description)
ARETIE. TOE OFAERE. TOE OimEMEE. SLUYEMEEICOVVTCEERT D,
1.4.1. TOEBBEDFAE®El (User Assumptions)
A STT.TOEICXULTEETSFIAEREIZ Table 1 [CEERT B,
Table 1 FIAHEKE

B FIRET 55 EE
U.NORMAL —HRFIRE BAISN ., FREESNHAET, BEEERE
ERIBVFIAE
U.ADMIN EEE BAISN ., RSN RETEEAREE
HOMME

(TOE M=E# T3, Key Operator £ SA &
LWOREINHD., A ST £ TE U.ADMIN &L
THHIFEND, )

1.4.2. TOE M:iw¥ERIEEEF (Logical Scope and Boundary)

2 (C TOE OmBEME R ESL R TS,
MIBMEFEL ORSNHAEDSIS ., THRBLDHEIEAKEE. TROVOKAELR 1T AEE
X
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Mail H—/\
BE&EY-—N

1.4.2.1.

— R AE
YATLEEE

— & F RE

947U+
OV SR IA
-Web 7594

I AV 0 FE
TOE
FAIERE POV
ZOCARIE pEISY
T E1k JF—
PSTNZ7DA-%9 b 1E -5
J—DRID 5 Bt
T7DA
SIEELER
NXEDREFE
N—EFAADDLE mOHL
BHE BIsiEEE
1)1 EE tFi1)T1EE

YATLEEE
DIAPU b
-Web 759

HDD/NVRAM1/NVRAM2/SEEPROM

FAE | XE
HXE | TH
F-4

B2 TOE
0 BE
78 | 75

2 TOE O:mIBHIIERK

TOE N2t 9% EAK#EE (Basic Functions)

(1) TIok: —RRFBEBIFM7V M oENZBEFXEER(TES, Fe. BIE/ IR HDIERIC
W, BOBOLEFXEEN-FIE-BANEHRT S,
(2) AFvy: BESRIDOOIETRICREN, AFvF—EON-FIE-XEEHHAH . EFBHAA

(3)

EHT D,

A TOE TlE, AF v BEEICINEHMENTEFXEICH L. Mail Y—/INEDHkEE. XEOR
FERNH U BEICENF BNV AICRTF T RN FET B,

aE—: BAESRILDLDIERICHELD, AFvF—EDON-FIE-XEEHERT D,
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(4) JE—FH& (Store File) :#B4EARILDDDIETRICHEL, AFvF—EDN— FIE-XEEFHFHA
#. BFMAANERT S, EMSNLEFXERD. XEDRFEMOH UREECED, HERYDA
(CRTFND,

(JE-BHEHEER. 2F v —LON-FIE-XEEEFHAANEHRTHEVVDRICBENT, HCD
PP TEZEINL" AXv Ui EFMOHEAETHD, )

(5) PSTN 77D2E(E: BENRIVDODIERICHEN. AFvH— LORTEEFRHAH | 24 PSTN
T7DA7FARVERT PSTN #2HT PSTN 77D ADFEENEIET D,

(6) PSTN J7D2A%{5: PSTN RHTHEMMBFHENOEONLIFIVIIXETHEZEL. XE
DERFERDH U REIC LD FE DB BRYIANEMNT B,

(7) XEORFEROEL: EFXETHRRVIACKREFL. BERIDLODIETR, Fld—A&F
REDFATV M HMIERICEIE, RESNLZEFXECHLT, UTOLIGERFERIEEET S
HEETHS, A TOE Tk, HERNYDARFNSBFXER. AFvUREEICI AT vUEN
cBFXE. PSTN J7DAREHAECL TRIELETPIVIUXET -5, AE-BHEICLOTA
FrVENLEEFXENNINHTHD,

EOm: 24610V, —RFIREBE D17V MoDIERICED BRINVIACREFSNZEFXE
&IV HT B,

mOHL: —BFAEIFM7Y oD RICED, —RFIAEDSI 7V MEDE T, IE-&
BICI ATV SNLEBFXER—RFIRE DM 7Y M oERNH URFEFE R TERL,
HIBR: 124E1 RV —BRFIBFEDSM 7V M oOIERICED . RESNZEFXEZHIRT S,
wE: IE-BHRICLHOTAFvVSNZEFXECRD AR RIVDOOERICED . HERYIA
[(CRTFNLEEFXEON-VHIFR, XEGRBEETI,

1.4.2.2. TOE MRt 3% +1UT1#8E (Security Functions)
1.4.2.1 OEKEAEEXIET B, TOE 3, L TOEF1)T1H#4E512 T3,

(1) :AIEEE
FFAZEDBAEEE . R UHERT 513, MFD OtgEN, EE B (LI THER T SSNIZFIREDHIC
POEATRECHBEEIRIET B, FIREBEDH AL, PO AR EEERIIDRMWELTE
AN, tF1)TEEERE MFD O AZHEOF AEICEEMNTS LTOXEICHIES, #
RIEFREEE . MFD (L& TEITSNS,
SRREEAATRE ., ER L CREER A LEIZ & | FRRESITER (HT 1373<73 %,
A TOE &8I 8 M., A XL T, RRBELESMEREREEEY R — hT B h'. A TOE BRET
[EARAKZEEDHEEAT S,

(2) 7OLAHIE
PHOEAKIENL, XEPXENEICEIET FH. tX1)T(BEET -0, BYR 7Ot AERER
DFABEDHTIEATEECHEEEIRIET D,

(3) TAES1{t
THESEE. TOE RARICRTFT BT —HAPBIET ACHLT KWBENFIELRS VE—TJ1—2h
D7 DEATERVIEZIRIET B,
- RUY—ICED, TR SN R - R B ARG TEREA N - IT )M AL OXERUFBEDY
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AT LIESRERELED. COLE TN AD MFD hofRESNBEE(CCDLIBT—IERETIHL
HICEAINS.
- TR EEOBEHEE . BEMICEBEINLES 7TV LOFERICENRIEENS,

(4) SEEEE
ARV EI—D EICHFEAETIXET . V3R, tF1)T(EEBEOTTABLU TOE BRET—H
EVWOTZBIET—HERET D,
— B RE S BIE /O PV (TLS/HTTPS, TLS)ICH ST %,

(5) EFaUT1EE
VATLEBEFEEVTHEAMNSLURISN R AZOH N, RENSNRVFLRIATLEBEDIATU
ho, TOE DF1UT1#REICRET 3R EDS BB LU L EZAREICT B,

(6) E¥a1UT(EE
WD, D EDLIBIERET NN BRPEZLRAAY MBIZEEEPERERE. 1-F—ig
ERE)E., EFATAEENTTF-RELTERY — ) \NEE SN EFFESNS, TF1)T(EENT T4
L& HTTPS JORIUCL-THESEEN 3,
Fh.BEEOJT-ADEREE TOE ASRICEERSN. VATLEBFEVCGRAIZRIISN R RAED
HFNIATLEBEDSMT7Y D Web J508h e 0— R 32ENTED,

(7) =IE¥ERER
MFD AD 77— L1707y 7T—ME, 797 7— rOBEARICY I MIT 7D EIEHZRET 57HICH%
FESN%, o MFD (3, Z0ERANMRHE A e B EF (CLNPISNB VL ZREATSH. BT
AMEETTS,

(8) PSTN 77DA-2y rI—DREID 5 B
MFD (&, PSTN 779 2-2y ;) —DREID 5 BE(CEAL. PSTN J70AE7 LAY PSTN & LAN fEID7—
BTy IRERTBEDIFEZBNCERRIET S,

(9) N\—FTF1RAODEEEFHEE
JE—. TV MBLUAFT v EDBEEDE R . NEBA ML —JICEBESNZFRAEHOXET—H
DEEEBEETI, T MFD (&, BZIIEEFER Y27 iERT. REERBXEXHIKRL, £LE
FHZE%E1TO On Demand Overwrite #EEHIRHET 3,

1.4.3. TOE 0##EEEE (Physical Scope and Boundary)

TOE 0¥EHBIR AL MFD HR 2K THS. 71 ZIvFNTLF1UTALEEBERDZT avd7 RF
VlE. TOE [C& &), Table 2 b Table 4 [C TOE Z#& T 2B IVR—R Y MEERH T .
TPDAFY e TPD A REERI AR REE T 34 T VaVyiN— FTHD . I7D AMBEZRIAT 3(C1E. 7D
FULEBALEETOLENDS.

MFD AAK(Z. BN | ARERIVFLFERELVR— P LICRRENSUTORTEBIMICLOTHEIASN
%o

FIAED, MFD CEAAMBAN —ITINMAGR=RTINIZ9D1AEYT M AH) R T 5108 T71—
AlFEIIESND,

-8 - Copyright® 2020 by Fuji Xerox Co., Ltd



Xerox PrimelLink B9100 t7¥1!)7r4—7'vf

Table 2 TOE Z# k¥ 3 ¥IEHIVR—2Y F(MFD A{K)

IACEV = [k XY 5 ma FRE
A&
Controller+PS | NMMFURRX | D—YI | Xerox PrimeLink Xerox PrimeLink
ROM Ver.1.1.4 | ®77—Lvx | &£ | B9100 Copier/Printer | B9100
TetldH Ak
EN—F917

Table 3 TOE ## KT3IV R—R Y M IFPDAEYE)

I F N—=Y3ay = Bt A ik g
EC103350 Fax ROM MPIVRRDOT7—LoI7 | H-UIEe&* KIT 1LINE FAX
Ver.2.2.1 A ANTZN-FIIT + IFAX
US/DMO-W

Table 4 TOE Z#8 T 3TV R—R Y M(HIHVA)

N=3y iE Bofh Ak A9 IA%Z (SHA256:/\vY1iE)
Version PDF 774)l | Web Av0O—F | Xerox PrimeLink
1.0 B9100/B9110/B9125/B9136 Copier/Printer
User Guide

(b73777df86d87e7560527c6fc46fe99995d
e1d89e7c702e5f26fba3b46e21fbb)

Version PDF 774)l | Web A5>0O—F | Xerox PrimeLink

1.0 B9100/B9110/B9125/B9136 Copier/Printer
System Administrator Guide
(3a5d9500b4c7c7cbaf1f12c64c3bb4732e7
8a025acfec94f015b4a9dc7437bd4)

Version PDF 774)l | Web Av0O—F | Xerox PrimeLink

1.0.4 B9100/B9110/B9125/B9136 Copier/Printer
Security Function Supplementary Guide
(4a81d5fceeb5f0a9efb70716bb33dc06418
1455e30f6b56c145e2d0f63b933dc)
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#4& F3k (Conformance Claim)

CC#& X3k (CC Conformance Claim)

A STHLU TOE O CCEE EIRIE, ULTDESNTHD,
STETOE @A EERT S CCDN—-Yay:

Common Criteria for Information Technology Security Evaluation

Part 1: Introduction and general model (April 2017 Version 3.1 Revision 5)
Part 2: Security functional components (April 2017 Version 3.1 Revision 5)
Part 3: Security assurance components (April 2017 Version 3.1 Revision 5)

CC Part2 extended
CC Part3 conformant

PP 3k, /\ws—3JE5R (PP claim, Package Claim)

2.2.1. PP xsk (PP Claim)

AR ST (&, Ti2 HCD-PP AOZLEESEERT D,

"4 bJL: Protection Profile for Hardcopy Devices
NN—33v: 1.0 dated September 10, 2015
Errata: Protection Profile for Hardcopy Devices - v1.0 Errata #1, June 2017

2.2.2. I\wr—IZEsk (Package Claim)

A STHLUVTOE &, /Wr—JBREERLEL,

2.2.3. #EEIRH (Conformance Rational)

A STHLU TOE (&, PP HERTIEHEHELTLVD,

PP A ERTILUTOEHEEEEL. PP DEXRENExact Conformancel Thd, TNz, TOE i
AlE PPE—EBLTLVS,

Required Uses

Printing, Scanning, Copying, Network communications, Administration
Conditionally Mandatory Uses

PSTN faxing, Storage and retrieval, Field-Replaceable Nonvolatile Storage.
Optional Uses

Internal Audit Log Storage, Image Overwrite

- 10 - Copyright® 2020 by Fuji Xerox Co., Ltd
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tX1UT1EEEESE (Security Problem Definition)

ARETE., BE. iotF1UT1 58, FHREHIOVTEERT S,
3.1. &R (Threats)
3.1.1. TOE & (Assets Protected by TOE)

A TOE WMRETIEERLUTOERITHS,

Table 5 Assets for User Data

Designation

User Data type

Definition

D.USER.DOC User Document Data Information contained in a User’s
Document, in electronic or hardcopy
form

D.USER.JOB User Job Data Information related to a User’s

Document or Document Processing
Job

Table 6 Assets for TSF Data

Designation

TSF Data type

Definition

D.TSF.PROT

Protected TSF Data

TSF Data for which alteration by a
User who is neither the data owner
nor in an Administrator role might
affect the security of the TOE, but
for which disclosure is acceptable

D.TSF.CONF

Confidential TSF Data

TSF Data for which either disclosure
or alteration by a User who is
neither the data owner nor in an
Administrator role might affect the
security of the TOE

3.1.2. &R (Threats)
A TOE [T BEBE. Table 7 [CEE#h T B,

Table 7 Threats

Designation

Definition

CESS

T.UNAUTHORIZED_AC

An attacker may access (read, modify, or delete) User
Document Data or change (modify or delete) User Job
Data in the TOE through one of the TOE’s interfaces.

T.TSF_COMPROMISE

An attacker may gain Unauthorized Access to TSF
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Data in the TOE through one of the TOE’s interfaces.

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if
the TOE is permitted to operate.

T.UNAUTHORIZED_U
PDATE

An attacker may cause the installation of unauthorized
software on the TOE.

T.NET_COMPROMISE

An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.

3.2. #AEOTX1UT1A%t (Organizational Security Policies)
AR TOE MIESFLIEINIE B VRO E+1Y T4 A8tz Table8 [CEEiR T B,
Table 8 Organizational Security Policies
Designation Definition
P.AUTHORIZATION Users must be authorized before performing
Document Processing and administrative functions.
P.AUDIT Security-relevant activities must be audited and the

log of such actions must be protected and transmitted
to an External IT Entity.

P.COMMS_PROTECTI
ON

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPT
ION

(conditionally
mandatory)

If the TOE stores User Document Data or Confidential
TSF Data on Field-Replaceable Nonvolatile Storage
Devices, it will encrypt such data on those devices.

P.KEY_MATERIAL
(conditionally

Cleartext keys, submasks, random numbers, or any
other values that contribute to the creation of

mandatory) encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF
Data must be protected from unauthorized access and
must not be stored on that storage device.
P.FAX_FLOW If the TOE provides a PSTN fax function, it will ensure
(conditionally separation between the PSTN fax line and the LAN.
mandatory)

P.IMAGE_OVERWRIT
E
(optional)

Upon completion or cancellation of a Document
Processing job, the TOE shall overwrite residual image
data from its Field-Replaceable Nonvolatile Storage
Devices.
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3.3. HIR&EMH (Assumptions)
K TOE OEE. :ER. bLUFIAICET R E 4 Z. Table9 ([CRE T 5,

Table 9 Assumptions

Designation Definition
A.PHYSICAL Physical security, commensurate with the value of the
TOE and the data it stores or processes, is assumed to
be provided by the environment.
A.NETWORK The Operational Environment is assumed to protect
the TOE from direct, public access to its LAN interface.
A.TRUSTED_ADMIN TOE Administrators are trusted to administer the TOE
according to site security policies.
A.TRAINED_USERS Authorized Users are trained to use the TOE according
to site security policies.
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tFa)T4xEAE (Security Objectives)

AETE. ERREOEF YT RARAHICOVVTERT B,
ERBREMEF1)T1x %K E% Table 10 (CEEHT S,

Table 10 :ERREOCF1T KA &

Designation Definition
OE.PHYSICAL_PROTE | The Operational Environment shall provide physical
CTION security, commensurate with the value of the TOE and

the data it stores or processes.

OE.NETWORK_PROTE | The Operational Environment shall provide network

CTION security to protect the TOE from direct, public access
to its LAN interface.
OE.ADMIN_TRUST The TOE Owner shall establish trust that

Administrators will not use their privileges for
malicious purposes.

OE.USER_TRAINING The TOE Owner shall ensure that Users are aware of
site security policies and have the competence to
follow them.

OE.ADMIN_TRAINING | The TOE Owner shall ensure that Administrators are
aware of site security policies and have the
competence to use manufacturer’s guidance to
correctly configure the TOE and protect passwords and
keys accordingly.

- 14 - Copyright® 2020 by Fuji Xerox Co., Ltd



5. 1.

9. 1.

Xerox PrimelLink B9100 t7¥1!)7r4—7'vf

YRsRIVIR—2V b EZE (Extended Components Definition)
COEDYRRIVIR—2RY ME, HCD-PP TEERINZLDTHB,

TR REEH TR
1. Class FAU: Security Audit

FAU_STG_EXT Extended: External Audit Trail Storage
Family Behavior:
This family defines requirements for the TSF to ensure that secure transmission of

audit data from TOE to an External IT Entity.

Component leveling:

FAU STG EXT.1 Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted
channel implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:
e The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FAU_STG_EXT.1 Protected Audit Trail Storage
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to
an External IT Entity using a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT
Entity which relies on a non-TOE audit server for storage and review of audit
records. The storage of these audit records and the ability to allow the
administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR
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for the transmission of audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in
the FAU class with a single component.

5.1.2. Class FCS: Cryptographic Support
FCS_CKM_EXT Extended: Cryptographic Key Management
Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially,

this extended component is intended for cryptographic key destruction.

Component leveling:

FCS CKM EXT.4 Extended: Cryptographic Key Material 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys
but also key materials that are no longer needed are destroyed by using an
approved method.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_CKM_EXT.4 Cryptographic Key Material Destruction
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security parameters when no longer
needed.

Rationale:
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Cryptographic Key Material Destruction is to ensure the keys and key materials
that are no longer needed are destroyed by using an approved method, and the
Common Criteria does not provide a suitable SFR for the Cryptographic Key
Material Destruction.

This extended component protects the cryptographic key and key materials
against exposure, and it is therefore placed in the FCS class with a single
component.

FCS_HTTPS_EXT Extended: HTTPS selected

Family Behavior:

Components in this family define requirements for protecting remote management
sessions between the TOE and a Security Administrator. This family describes

how HTTPS will be implemented. This is a new family defined for the FCS Class.

Component leveling:

FCS_HTTPS_EXT.1 Extended: HTTPS selected 1

FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented
according to RFC 2818 and supports TLS.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of HTTPS session establishment

FCS_HTTPS_EXT.1 HTTPS selected
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies
with RFC 2818.

FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in
FCS_HTTPS_EXT.1.

Rationale:
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HTTPS is one of the secure communication protocols, and the Common Criteria
does not provide a suitable SFR for the communication protocols using
cryptographic algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.
FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)
Family Behavior:

This family provides the specification to be used for using multiple layers of

encryption keys to ultimately secure the protected data encrypted on the storage.

Component leveling:

FCS KYC EXT.1 Extended: Key Chaining 1

FCS_KYC_EXT.1 Key Chaining, requires the TSF to maintain a key chain and
specifies the characteristics of that chain.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_KYC_EXT.1 Key Chaining
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key
Wrapping),

FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(f) Cryptographic operation (Key
Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using
a submask as the BEVor DEK; intermediate keys originating from one or more
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submask(s) to the BEV or DEK using the following method(s): [selection: key
wrapping as specified in FCS_COP.1(e), key combining as specified in
FCS_SMC_EXT.1, key encryption as specified in FCS_COP.1(f), key derivation as
specified in FCS_KDF_EXT.1, key transport as specified in FCS_COP.1(i)]] while
maintaining an effective strength of [selection: 128 bits, 256 bits].

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the
characteristics of that chain. However, the Common Criteria does not provide a
suitable SFR for the management of multiple layers of encryption key to protect
encrypted data.

This extended component protects the TSF data using cryptographic algorithms,
and it is therefore placed in the FCS class with a single component.

FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit
Generation)

Family Behavior:

This family defines requirements for random bit generation to ensure that it is
performed in accordance with selected standards and seeded by an entropy
source.

Component leveling:

FCS RBG EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be
performed in accordance with selected standards and seeded by an entropy
source.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_RBG_EXT.1 Random Bit Generation
Hierarchical to: No other components.
Dependencies: No dependencies.
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FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation
services in accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A]
using [selection: Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source
that accumulates entropy from [selection: [assignment: number of software-
based sources] software-based noise source(s), [assignment: number of
hardware-based sources] hardware-based noise source(s)] with a minimum of
[selection: 128 bits, 256 bits] of entropy at least equal to the greatest security
strength, according to ISO/IEC 18031:2011 Table C.1 “Security strength table for
hash functions”, of the keys and hashes that it will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction,
and the Common Criteria does not provide a suitable SFR for the random bit
generation.

This extended component ensures the strength of encryption keys, and it is
therefore placed in the FCS class with a single component.

FCS_TLS_EXT Extended: TLS selected
Family Behavior:
This family addresses the ability for a server and/or a client to use TLS to protect

data between a client and the server using the TLS protocol.

Component leveling:

FCS TLS EXT.1 Extended: TLS selected 1

FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as
specified.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of TLS session establishment

FCS_TLS_EXT.1 Extended: TLS selected
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Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature

generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash

message authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation

(Random Bit Generation)

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following
protocols [selection: TLS 1.0 (RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC
5246)] supporting the following ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:

[selection:

None

TLS RSA WITH_AES 256 _CBC_SHA

TLS _DHE RSA_WITH_AES_128 CBC _SHA

TLS _DHE RSA_WITH_AES_256_CBC_SHA

TLS _RSA WITH_AES_128 CBC _SHA256

TLS _RSA WITH_AES 256 CBC_SHA256

TLS _DHE RSA WITH_AES_128 CBC_ SHA256
TLS _DHE RSA_WITH_AES_256_CBC_ SHA256
TLS _ECDHE RSA WITH_AES 128 CBC _SHA

TLS _ECDHE_RSA WITH_AES_256_CBC_SHA

TLS ECDHE ECDSA WITH_AES 128 CBC_SHA
TLS ECDHE ECDSA WITH_AES _256_CBC_SHA
TLS _ECDHE RSA WITH_AES_128 CBC_SHA256
TLS _ECDHE RSA WITH_AES 256 CBC _SHA384
TLS _ECDHE RSA WITH_AES_128 GCM_SHA256
TLS _ECDHE RSA WITH_AES_256_GCM_SHA384
TLS_ECDHE ECDSA WITH_AES_128 GCM_SHA256
TLS_ECDHE _ECDSA_WITH_AES_256_GCM_SHA384
TLS _ECDHE ECDSA _WITH_AES_128 CBC _SHA256
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TLS _ECDHE_ECDSA_WITH_AES 256_CBC_SHA384
1.

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does
not provide a suitable SFR for the communication protocols using cryptographic
algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.

5.1.3. Class FDP: User Data Protection
FDP_DSK_EXT Extended: Protection of Data on Disk
Family Behavior:
This family is to mandate the encryption of all protected data written to the

storage.

Component leveling:

FDP DSK EXT.1 Extended: Protection of Data on Disk 1

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to
encrypt all the Confidential TSF and User Data stored on the Field-Replaceable
Nonvolatile Storage Devices in order to avoid storing these data in plaintext on the
devices.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FDP_DSK_EXT.1 Protection of Data on Disk
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption)

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance
with FCS_COP.1(d), use a self-encrypting Field-Replaceable Nonvolatile Storage
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Device that is separately CC certified to conform to the FDE EE cPP] such that any
Field- Replaceable Nonvolatile Storage Device contains no plaintext User
Document Data and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user
intervention.

Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any
confidential data without user intervention, and the Common Criteria does not
provide a suitable SFR for the Protection of Data on Disk.

This extended component protects the Data on Disk, and it is therefore placed in
the FDP class with a single component.

FDP_FXS_EXT Extended: Fax Separation
Family Behavior:
This family addresses the requirements for separation between Fax PSTN line and

the LAN to which TOE is connected.

Component leveling:

FDP_FXS EXT.1 Extended: Fax Separation 1

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to
create a network bridge between a PSTN and a LAN to which TOE is connected.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FDP_FXS_EXT.1 Fax separation
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface,
except transmitting or receiving User Data using fax protocols.
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Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the
Common Criteria does not provide a suitable SFR for the Protection of TSF or User
Data.

This extended component protects the TSF Data or User Data, and it is therefore
placed in the FDP class with a single component.

5.1.4. Class FIA: Identification and Authentication
FIA_ PMG_EXT Extended: Password Management
Family Behavior:
This family defines requirements for the attributes of passwords used by

administrative users to ensure that strong passwords and passphrases can be
chosen and maintained.

Component leveling:

FIA PMG EXT.1 Extended: Password Management 1

FIA_PMG _EXT.1 Password management requires the TSF to support passwords
with varying composition requirements, minimum lengths, maximum lifetime, and
similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FIA_PMG _EXT.1 Password management
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_PMG _EXT.1.1 The TSF shall provide the following password management
capabilities for User passwords:
Passwords shall be able to be composed of any combination of upper and lower

case letters, numbers, and the following special characters: [selection: "/, "@”,
“#”N$T, "%, AT V&7, MR (Y, )", [assignment: other characters]];
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Minimum password length shall be settable by an Administrator, and have the
capability to require passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the
endpoints of communication, and the Common Criteria does not provide a suitable
SFR for the Password Management.

This extended component protects the TOE by means of password management,
and it is therefore placed in the FIA class with a single component.

5.1.5. Class FPT: Protection of the TSF

FPT_KYP_EXT Extended: Protection of Key and Key Material
Family Behavior:
This family addresses the requirements for keys and key materials to be protected

if and when written to nonvolatile storage.

Component leveling:

FPT KYP_EXT.1 Extended: Protection of key and key material 1

FPT_KYP_EXT.1 Extended: Protection of key and key material, requires the TSF to
ensure that no plaintext key or key materials are written to nonvolatile storage.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_KYP_EXT.1 Protection of Key and Key Material
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP_EXT.1.1 The TSF shall not store plaintext keys that are part of the
keychain specified by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage
Device, and not store any such plaintext key on a device that uses the key for its
encryption.
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Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key
material are written to nonvolatile storage, and the Common Criteria does not
provide a suitable SFR for the protection of key and key material.

This extended component protects the TSF data, and it is therefore placed in the
FPT class with a single component.

FPT_SKP_EXT Extended: Protection of TSF Data
Family Behavior:
This family addresses the requirements for managing and protecting the TSF data,

such as cryptographic keys. This is a new family modelled as the FPT Class.

Component leveling:

FPT SKP EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys),
requires preventing symmetric keys from being read by any user or subject. It is
the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_SKP_EXT.1 Protection of TSF Data
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys,
symmetric keys, and private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and
private keys are protected securely, and the Common Criteria does not provide a
suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication
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using Pre- shared Key, and it is therefore placed in the FPT class with a single
component.

FPT_TST_EXT Extended: TSF testing
Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct

operation.

Component leveling:

FPT TST EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial
start-up in order to demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TST_EXT.1 TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up
(and power on) to demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common
Criteria does not provide a suitable SFR for the TSF testing. In particular, there is
no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.

FPT_TUD_EXT Extended: Trusted Update

Family Behavior:
This family defines requirements for the TSF to ensure that only administrators
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can update the TOE firmware/software, and that such firmware/software is
authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1
FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for
updates.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TUD_EXT.1 Trusted Update
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(b) Cryptographic Operation (for signature

generation/verification), or
FCS_COP.1(c) Cryptographic operation (Hash
Algorithm)].

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to
query the current version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to
initiate updates to TOE firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software
updates to the TOE using a digital signature mechanism and [selection: published
hash, no other functions] prior to installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not
provide a suitable SFR for the management of firmware/software. In particular,
there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.
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PX1UT4EH (Security Requirements)
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tX1UTH#EEEH (Security Functional Requirements)
A TOE MR T2 EF1) T/ HEEEHZLUTICEERT D,

6.2.1. Class FAU: Security Audit

FAU_GEN.1 Audit data generation
(for O.AUDIT)

Hierarchical to: No other components.
Dependencies: FPT_STM.1 Reliable time stamps
FAU GEN.1.1 The TSF shall be able to generate an audit record of the

following auditable events:

a) Start-up and shutdown of the audit functions;

b) All auditable events for the not specified level of
audit; and

c) All auditable events specified in Tablell,
[assignment: no other auditable events].

FAU_GEN.1.2 The TSF shall record within each audit record at least
the following information:
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a) Date and time of the event, type of event, subject
identity (if applicable), and the outcome (success or
failure) of the event; and
b) For each audit event type, based on the auditable
event definitions of the functional components included
in the PP/ST, additional information specified in
Tablel1l, [assignment: no other relevant information].

Table 11 Auditable Events

Auditable Events

Relevant SFR

Additional
Information

FTP_TRP.1(b)

Job completion FDP_ACF.1 Type of job
Unsuccessful User authentication | FIA_UAU.1 None
Unsuccessful User identification FIA_UID.1 None

Use of management functions FMT_SMF.1 None
Modification to the group of Users | FMT_SMR.1 None

that are part of a role

Changes to the time FPT_STM.1 None
Failure to establish session FTP_ITC.1, Reason for

FTP_TRP.1(a), failure

FAU_GEN.2
(for O.AUDIT)

Hierarchical to:
Dependencies:

User identity association

No other components.
FAU_GEN.1 Audit data generation

FIA_UID.1 Timing of identification

FAU_GEN.2.1

For audit events resulting from actions of identified

users, the TSF shall be able to associate each auditable
event with the identity of the user that caused the

event.

FAU_SAR.1 Audit review

(for O.AUDIT)

Hierarchical to:
Dependencies:

FAU_SAR.1.1
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No other components.
FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: U.ADMIN] with the
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FAU_SAR.1.2

FAU_SAR.2

Hierarchical to:
Dependencies:

FAU_SAR.2.1

FAU_STG.1

Hierarchical to:
Dependencies:

FAU_STG.1.1

FAU_STG.1.2

FAU_STG.4

Hierarchical to:
Dependencies:

FAU_STG.4.1

FAU_STG_EXT.1

Xerox PrimelLink B9100 t7¥1!)7r4—7'vf

capability to read all records from the audit records.

The TSF shall provide the audit records in a manner
suitable for the user to interpret the information.

Restricted audit review
(for O.AUDIT)

No other components.
FAU_SAR.1 Audit review

The TSF shall prohibit all users read access to the audit
records, except those users that have been granted
explicit read-access.

Protected audit trail storage
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall protect the stored audit records in the
audit trail from unauthorised deletion.

The TSF shall be able to prevent unauthorised
modifications to the stored audit records in the audit
trail.

Prevention of audit data loss
(for O.AUDIT)

FAU_STG.3 Action in case of possible audit data loss
FAU_STG.1 Protected audit trail storage

Refinement: The TSF shall [selection, choose one of:

“overwrite the oldest stored audit

records’] and [assignment: no other actions to be
taken] if the audit trail is full.

Extended: External Audit Trail Storage
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Hierarchical to:
Dependencies:

FAU_STG_EXT.1.1

(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel.

The TSF shall be able to transmit the generated audit
data to an External IT Entity using a trusted channel
according to FTP_ITC.1.

6.2.2. Class FCS: Cryptographic Support

FCS_CKM.1(a)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(a)

Cryptographic Key Generation (for asymmetric
keys)
(for O.COMMS_PROTECTION)

No other components.

[FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification), or

FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall generate asymmetric
cryptographic keys used for key establishment in
accordance with [selection:

- NIST Special Publication 800-56A,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm
Cryptography” for elliptic curve-based key
establishment schemes and implementing "NIST
curves” P-256, P-384 and [selection: P-521

] (as defined in FIPS PUB 186-4,
"Digital Signature Standard”)
- NIST Special Publication 800-56B,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Integer
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FCS_CKM.1(b)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(b)

FCS_CKM.4

Hierarchical to:
Dependencies:

Factorization Cryptography” for RSA-based key
establishment schemes

] and specified cryptographic key sizes equivalent
to, or greater than, a symmetric key strength of
112 bits.

Cryptographic key generation (Symmetric Keys)
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption), or

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption), or

FCS_COP.1(e) Cryptographic Operation (Key Wrapping),
or

FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication), or

FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

Refinement: The TSF shall generate symmetric
cryptographic keys using a Random Bit Generator
as specified in FCS_RBG_EXT.1 and specified
cryptographic key sizes [selection: 128 bit, 256
bit] that meet the following: No Standard.

Cryptographic key destruction
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.
[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
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FCS_CKM.4.1

FCS_CKM_EXT.4

Hierarchical to:
Dependencies:

FCS_CKM_EXT.4.1

FCS_COP.1(a)

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

Refinement: The TSF shall destroy cryptographic keys
in accordance with a specified cryptographic key
destruction method [selection:

For volatile memory, the destruction shall be
executed by [selection: powering off a device

11

For nonvolatile storage, the destruction shall be
executed by a [selection: single

] overwrite of key data storage location
consisting of [selection: a pseudo random pattern
using the TSF’s RBG (as specified in
FCS_RBG_EXT.1) ], followed by a
[selection: none]. If read-
verification of the overwritten data fails, the
process shall be repeated again;

] that meets the following: [selection:
no standard].

Cryptographic Key Material Destruction
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.

[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],

FCS_CKM.4 Cryptographic key destruction

The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security
parameters when no longer needed.

Cryptographic Operation (Symmetric
encryption/decryption)
(for O.COMMS_PROTECTION)
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Hierarchical to:
Dependencies:

FCS_COP.1.1(a)

FCS_COP.1(b1)

Hierarchical to:
Dependencies:

FCS_COP.1.1(b1)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform encryption and
decryption in accordance with a specified
cryptographic algorithm AES operating in
[assignment: CBC, GCM] and cryptographic key sizes
128-bits and 256-bits that meets the following:
FIPS PUB 197, “Advanced Encryption Standard
(AES)”
[Selection: NIST SP 800-38A,

NIST SP 800-38D]

Cryptographic Operation (for signature
generation/verification)
(for O.UPDATE VERIFICATION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic
signature services in accordance with a [selection:

RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits

1

]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”
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FCS_COP.1(b2)

Hierarchical to:

Dependencies:

FCS_COP.1.1(b2)

FCS_COP.1(c1)

Cryptographic Operation (for signature
generation/verification)
(for O.COMMS_PROTECTION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic
signature services in accordance with a [selection:

7

RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits, 3072
bits], or

-Elliptic Curve Digital Signature Algorithm
(ECDSA) with key sizes of [assignment: 256 bits,
384bits, 521bits]]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”

Case: Elliptic Curve Digital Signature Algorithm
FIPS PUB 186-4, "Digital Signature Standard”
The TSF shall implement "NIST curves” P-256,
P384 and [selection: P521 ] (as
defined in FIPS PUB 186-4, "Digital Signature
Standard”).

1-
Cryptographic operation (Hash Algorithm)
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Hierarchical to:
Dependencies:

FCS_COP.1.1(c1)

FCS_COP.1(c2)

Hierarchical to:
Dependencies:

FCS_COP.1.1(c2)

FCS_COP.1(d)

Hierarchical to:

Dependencies:

FCS_COP.1.1(d)

(selected in FPT_TUD_EXT.1.3, or with
FCS_SNI_EXT.1.1)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:

SHA-256 ] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (Hash Algorithm)
(for 0.COMMS_PROTECTION)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:
SHA-1, SHA-256, SHA-384, SHA-512] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (AES Data
Encryption/Decryption)
(for O. STORAGE_ENCRYPTION)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

The TSF shall perform data encryption and
decryption in accordance with a specified
cryptographic algorithm AES used in [selection: CBC
] mode and cryptographic key sizes
[selection: 256 bits] that meet the
following: AES as specified in ISO/IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116,
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FCS_COP.1(f)

Hierarchical to:
Dependencies:

FCS_COP.1.1(f)

FCS_COP.1(g)

Hierarchical to:

Dependencies:

FCS_COP.1.1(g)

FCS_HTTPS_EXT.1

Cryptographic operation (Key Encryption)
(selected from FCS_KYC_EXT.1.1)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform key encryption
and decryption in accordance with a specified
cryptographic algorithm AES used in [[selection:
CBC, ] mode] and cryptographic key sizes
[selection: 256 bits] that meet the
following: [AES as specified in ISO /IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116

1.

Cryptographic Operation (for keyed-hash
message authentication)
(selected with FCS_IPSEC_EXT.1.4)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform keyed-hash
message authentication in accordance with a
specified cryptographic algorithm HMAC-[selection:

SHA-1, SHA-256, SHA-384 1,
key size [assignment: 160, 256, 384], and message
digest sizes [selection: 160, 256, 384 ]

bits that meet the following: FIPS PUB 198-1, "The
Keyed-Hash Message Authentication Code, and
FIPS PUB 180-3, “"Secure Hash Standard.”

HTTPS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

- 38 - Copyright® 2020 by Fuji Xerox Co., Ltd



Xerox PrimelLink B9100 t7¥1!)7r4—7'vf

Hierarchical to:

Dependencies:

FCS_HTTPS_EXT.1.1

FCS_HTTPS_EXT.1.2

FCS_KYC_EXT.1

Hierarchical to:
Dependencies:

FCS_KYC_EXT.1.1

FCS_RBG_EXT.1

Hierarchical to:
Dependencies:

FCS_RBG_EXT.1.1

No other components.
FCS_TLS_EXT.1 Extended: TLS selected

The TSF shall implement the HTTPS protocol that
complies with RFC 2818.

The TSF shall implement HTTPS using TLS as specified
in FCS_TLS_EXT.1.

Key Chaining
(for O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(e) Cryptographic operation (Key
Wrapping), or

FCS_SMC_EXT.1 Extended: Submask Combining, or
FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(i) Cryptographic operation (Key Transport)]

The TSF shall maintain a key chain of: [selection:

intermediate keys
originating from one or more submask(s) to the BEV or
DEK using the following method(s): [selection:

key encryption as
specified in FCS_COP.1(f),

1] while maintaining an effective strength
of [selection: 256 bits].

Cryptographic Operation (Random Bit Generation)
(for O.STORAGE_ENCRYPTION and
0.COMMS_PROTECTION)

No other components.
No dependencies.

The TSF shall perform all deterministic random bit
generation services in accordance with [selection:
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FCS_RBG_EXT.1.2

FCS_TLS_EXT.1

Hierarchical to:
Dependencies:

FCS_TLS_EXT.1.1

NIST SP 800-90A] using
[selection:
CTR_DRBG (AES)].

The deterministic RBG shall be seeded by at least one
entropy source that accumulates entropy from
[selection: [assignment:1] software-based noise
source(s)

] with a
minimum of [selection: 256 bits] of entropy at
least equal to the greatest security strength, according
to ISO/IEC18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that
it will generate.

TLS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)

FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall implement one or more of the following
protocols [selection:

TLS 1.2 (RFC 5246)] supporting the following
ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:
[selection:
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TLS _RSA _WITH_AES_256_CBC_SHA

TLS_RSA_WITH_AES_128 CBC_SHA256
TLS _RSA _WITH_AES_256_CBC_ SHAZ256

TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_RSA _WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES 256_CBC_SHA
TLS_ECDHE_RSA _WITH_AES_128 CBC_SHA256
TLS _ECDHE _RSA_WITH_AES_256_CBC_SHA384
TLS _ECDHE _RSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE_RSA _WITH_AES_256_GCM_SHA384
TLS _ECDHE _ECDSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHAZ256
TLS_ECDHE ECDSA_WITH_AES_256_CBC_SHA384

1.

6.2.3. Class FDP: User Data Protection

FDP_ACC.1

Hierarchical to:
Dependencies:

FDP_ACC.1.1

FDP_ACF.1

Hierarchical to:
Dependencies:

Subset access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACF.1 Security attribute based access control

Refinement: The TSF shall enforce the User Data
Access Control SFP on subjects, objects, and
operations among subjects and objects specified in
Table 12 and Tablel3.

Security attribute based access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACC.1 Subset access control
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FMT_MSA.3 Static attribute initialization

Refinement: The TSF shall enforce the User Data
Access Control SFP to objects based on the following:
subjects, objects, and attributes specified in Table 12
and Tablel3.

Refinement: The TSF shall enforce the following rules to

determine if an operation among controlled subjects
and controlled objects is allowed: rules governing
access among controlled subjects and controlled
objects using controlled operations on controlled
objects specified in Table 12 and Tablel3.

Refinement: The TSF shall explicitly authorise access of
subjects to objects based on the following additional
rules: [assignment: none].

Refinement: The TSF shall explicitly deny access of
subjects to objects based on the following additional
rules: [assignment:_none].

Table 12 D.USER.DOC Access Control SFP

"Create" "Read" "Modify" "Delete"
i View image . Delete
Submit a Modify
. or Release stored
. Operation: document to . stored
Print . printed documen
be printed document
output t
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Scan Submit a View Modify Delete
Operation: document for | scanned stored stored
scanning image image image
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
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Copy View
) scanned .
Submit a . Modify Delete
. image or
Operation: document for stored stored
. Release . .
copying . image image
printed copy
output
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax send Submit a View Modify Delete
Operation: document to | scanned stored stored
send as a fax | image image image
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax View fax
. . Modify Delete
receive . image or . .
. Receive a fax image of | image of
Operation: _ Release f |
and store it . received received
printed fax
fax fax
output
Fax owner (note 3) denied
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied denied
Unauthenticat | (note 4) denied denied denied
ed
Storage/ . . Delete
i Retrieve Modify
Retrieval ) Store stored
Operation: stored stored
document documen
document document ¢
Job owner (note 1) (note 6)
U.ADMIN (note 5) (note 7) | (note 5)
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied

ed
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Table 13 D.USER.JOB Access Control SFP

"Create" * "Read" "Modify" "Delete"
. Create print View print | Modify Cancel
Operation: . L L.
job queue/log | print job print job
Print Job owner (note 1)
U.ADMIN
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Scan . Create scan View scan | Modify Cancel
Operation: . . .
job status/log | scan job scan job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Copy . Create copy View copy | Modify Cancel
Operation: . . i
job status/log | copy job copy job
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied
Unauthenticat | Denied denied denied denied
ed
Fax send View fax . Cancel
) Create fax _ Modify fax
Operation: . job it fax send
send job send job .
status/log job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | Denied denied denied denied
ed
Fax . . Cancel
. View fax Modify fax
receive . Create fax i . fax
Operation: L. receive receive .
receive job . receive
status/log | job .
job
Fax owner (note 3) denied
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied
Unauthenticat | (note 4) denied denied denied

ed
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Storage/ View Modify Cancel
Retrieval . Create storage | storage / storage / | storage /
Operation: . . . . .
/ retrieval job | retrieval retrieval retrieval
log job job
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed

Note 1: Job Owner is identified by a credential or assigned to an authorized User
as part of the process of submitting a print or storage Job.

Note 2: Job Owner is assigned to an authorized User as part of the process of
initiating a scan, copy, fax send, or retrieval Job.

Note 3: Job Owner of received faxes is assigned by configuration. Ownership of
received faxes is assigned to a specific user.

Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by
Users of the TOE.

Note 5: With Mailbox I/F, Key Operator can operate the DOC of all users, while SA
can operate the DOC of his/her own only. But, stored copy files cannot be
retrieved even by owner or Key Operator. With On Demand Overwrite I/F, Key
Operator and SA can delete all the DOC of all users.

Note 6: Job owner can modify the stored copy DOC of his/her own only. On the
other hand, scan DOC and fax DOC cannot be modified by anyone even if its
owner.

Note 7: Key Operator can modify the stored copy DOC of all users, while SA can
modify the stored copy DOC of his/her own only. On the other hand, scan DOC
and fax DOC cannot be modified by anyone even if Key Operator or SA.

FDP_DSK_EXT.1 Protection of Data on Disk
(for O.STORAGE_ENCRYPTION)

Hierarchical to: No other components.

Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption).

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in

accordance with FCS_COP.1(d)

1,
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FDP_DSK_EXT.1.2

FDP_FXS_EXT.1

Hierarchical to:

Dependencies:

FDP_FXS_EXT.1.1

FDP_RIP.1(a)

Hierarchical to:

Dependencies:

FDP_RIP.1.1(a)

such that any Field- Replaceable Nonvolatile Storage
Device contains no plaintext User Document Data and
no plaintext Confidential TSF Data.

The TSF shall encrypt all protected data without user
intervention.

Fax separation
(for O.FAX_NET_SEPARATION)

No other components.
No dependencies.

The TSF shall prohibit communication via the fax
interface, except transmitting or receiving User Data
using fax protocols.

Subset residual information protection
(for O.IMAGE_OVERWRITE)

No other components.
No dependencies.

Refinement: The TSF shall ensure that any previous
information content of a resource is made unavailable
by overwriting data upon the deallocation of the
resource from the following objects: D.USER.DOC.

6.2.4. Class FIA: Identification and Authentication

FIA_AFL.1

Hierarchical to:
Dependencies:

FIA_AFL.1.1

Authentication failure handling
(for O.USER_I&A)

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection: [assignment:_5]
] unsuccessful

authentication attempts occur related to [assignment:
User authentication (with local authentication)].
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FIA_AFL.1.2

FIA_ATD.1

Hierarchical to:
Dependencies:

FIA_ATD.1.1

FIA_PMG_EXT.1

Hierarchical to:

Dependencies:

FIA_PMG_EXT.1.1

FIA_UAU.1

Hierarchical to:
Dependencies:

FIA_UAU.1.1

When the defined number of unsuccessful
authentication attempts has been [selection: met

], the TSF shall [assignment: Identification
and authentication of relevant user is inhibited until
TOE is cycled.].

User attribute definition
(for O.USER_AUTHORIZATION)

No other components.
No dependencies.

The TSF shall maintain the following list of security
attributes belonging to individual users: [assignment:
User Identifier, User Role].

Password Management
(for O.USER_I&A)

No other components.
No dependencies.

The TSF shall provide the following password

management capabilities for User passwords:
Passwords shall be able to be composed of any
combination of upper and lower case letters,
numbers, and the following special characters:
[selection: "7, “"@”, “#”, "$”, "%"”, "N, "&”, "*”,

“(“/ n II/ [assignment: ” (SDace)lll “////, “/II, “+//, “, //, “_

n “/// nw, 7 w,z7 “< o oN_ w7 “> 7 ?// “/'“ “¥// " 7// n 7”
L L LI 4 L L L ——'4 V4 LA 2 L L L L

ny //, “{"’ “l /I, "},,, ||N//7];

Minimum password length shall be settable by an
Administrator, and have the capability to
require passwords of 15 characters or greater;

Timing of authentication
(for O.USER_I&A)

No other components.
FIA_UID.1 Timing of identification

Refinement: The TSF shall allow [assighment: storing
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FIA_UAU.7

Hierarchical to:
Dependencies:

FIA_UAU.7.1

FIA_UID.1

Hierarchical to:
Dependencies:

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1

Hierarchical to:
Dependencies:

FIA_USB.1.1
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the fax data received from public telephone line] on
behalf of the user to be performed before the user is
authenticated.

The TSF shall require each user to be successfully
authenticated before allowing any other TSF-mediated
actions on behalf of that user.

Protected authentication feedback
(for O.USER_I&A)

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: Web UI: @
Local UI: asterisks] to the user while the authentication
is in progress.

Timing of identification
(for O.USER_I&A and O.ADMIN_ROLES)

No other components.
No dependencies.

Refinement: The TSF shall allow [assignment: storing
the fax data received from public telephone line] on
behalf of the user to be performed before the user is
identified.

The TSF shall require each user to be successfully
identified before allowing any other TSF-mediated
actions on behalf of that user.

User-subject binding

(for O.USER_I&A)

No other components.

FIA_ATD.1 User attribute definition

The TSF shall associate the following user security
attributes with subjects acting on the behalf of that
user: [assignment:

User Identifier, User Role].
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FIA_USB.1.2 The TSF shall enforce the following rules on the initial
association of user security attributes with subjects
acting on the behalf of users: [assignment:_none].

FIA_USB.1.3 The TSF shall enforce the following rules governing
changes to the user security attributes associated with
subjects acting on the behalf of users: [assignment:

nonej.
6.2.5. Class FMT: Security Management
FMT_MOF.1 Management of security functions behavior

(for O.ADMIN_ROLES)

Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MOF.1.1 Refinement: The TSF shall restrict the ability to
[selection: disable, enable,
modify the behaviour of] the functions [assighment:
List of security functions in Table14] to U.ADMIN.

Table 14 List of Security Functions

Function Operation

User Authentication enable, disable

Auditing enable, disable

Trusted communications enable, disable,
modify the behavior

Storage Data Encryption enable, disable

Overwrite Hard Disk enable, disable,
modify the behavior

Firmware update enable, disable

Self Test enable, disable

FMT_MSA.1 Management of security attributes

(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control
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FMT_MSA.1.1

FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

Refinement: The TSF shall enforce the User Data
Access Control SFP to restrict the ability to [selection:

query, modify, delete, [assignment:
creation]] the security attributes [assignment: the
security attributes listed in Table15] to [assignment:
the roles listed in Table15].

Table 15 Security Attributes and Authorized Roles

Security attributes Operation Role

User identifier (Key Operator modify Key Operator

case)

User identifier (General case) modifi U.ADMIN

delete, creation

User Role (Key Operator case) query Key Operator

User Role (General case) query, modify U.ADMIN
FMT_MSA.3 Static attribute initialization

Hierarchical to:
Dependencies:

FMT_MSA.3.1

FMT_MSA.3.2

FMT_MTD.1

Hierarchical to:

(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

Refinement: The TSF shall enforce the User Data
Access Control SFP to provide [selection, choose one
of: restrictive ] default
values for security attributes that are used to enforce
the SFP.

Refinement: The TSF shall allow the [selection:
no role] to specify alternative initial values
to override the default values when an object or

information is created.

Management of TSF data
(for O.ACCESS CONTROL)

No other components.
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Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to
perform the specified operations on the specified
TSF Data to the roles specified in Tablel16.

Table 16 Management of TSF Data

Data Operation Authorised
Role(s)

TSF Data owned by U.NORMAL or associated with documents or
jobs owned by U.NORMAL.

U.NORMAL Password modify U.ADMIN, the
owning
U.NORMAL.

TSF Data not owned by a U.NORMAL

Key operator Password modify U.Admin (Key
Operator)

SA Password modifi U.ADMIN

Data on use of password entered | query, modify U.ADMIN

from MFD control panel in user

authentication

Data on minimum user password | query, modify U.ADMIN

length

Data on Store Print query, modify U.ADMIN

Data on Access denial due to query, modify U.ADMIN

authentication failure

Data on Customer Engineer query, modify U.ADMIN

Operation Restriction

Data on date and time query, modify U.ADMIN

Data on Autoclear query, modify U.ADMIN

Data on Report Print query, modify U.ADMIN

Software, firmware, and related configuration data

Controller+PS ROM, modify U.ADMIN

Fax ROM

FMT_SMF.1 Specification of Management Functions

(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL,
and O.ADMIN_ROLES)

Hierarchical to: No other components.
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Dependencies: No dependencies.

The TSF shall be capable of performing the following

management functions: [assignment: Security
Management Functions listed in Tablel17].

Table 17 Security Management Functions

Management Functions Operation
Registration of U.NORMAL /SA query, modify, delete
creation

Data on User Authentication

query, modify

Key operator identifier modify
Key operator Password modify

Data on use of password entered from

MFD control panel in user
authentication

query, modify

Data on Store Print

query, modify

Data on Trusted communications

query, modify

Data on date and time

query, modify

Data on Auditing

query, modify

Data on Storage Data Encryption

query, modify

Data on Overwrite Hard Disk

query, modify

Data on Customer Engineer Operation

query, modify

Restriction

Data on Self Test

query, modify

Data on Access denial due to

authentication failure

query, modify

Data on minimum user password
length

query, modify

Data on Autoclear

query, modify

Data on Firmware update

query, modify

Data on Report Print

query, modify

Controller+PS ROM, Fax ROM

modify

Hierarchical to:
Dependencies:

FMT_SMR.1.1

FMT_SMR.1 Security roles

(for O.ACCESS_CONTROL, O.USER_AUTHORIZATION,
and O.ADMIN_ROLES)
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FMT_SMR.1.2

FPT_KYP_EXT.1

Hierarchical to:

Dependencies:

FPT_KYP_EXT.1.1

FPT_SKP_EXT.1

Hierarchical to:

Dependencies:

FPT_SKP_EXT.1.1

FPT_STM.1

Hierarchical to:

Dependencies:

FPT_STM.1.1

FPT_TST_EXT.1

Hierarchical to:

Dependencies:

FPT_TST_EXT.1.1

U.ADMIN(U.ADMIN, SA, Key Operator),
U.NORMAL.

The TSF shall be able to associate users with roles.

6.2.6. Class FPT: Protection of the TSF

Protection of Key and Key Material
(for O.KEY_MATERIAL)

No other components.
No dependencies.

Refinement: The TSF shall not store plaintext keys that
are part of the keychain specified by FCS_KYC_EXT.1 in

any Field-Replaceable Nonvolatile Storage Device.

Protection of TSF Data
(for 0.COMMS PROTECTION)

No other components.
No dependencies.

The TSF shall prevent reading of all pre-shared keys,
symmetric keys, and private keys.

Reliable time stamps
(for.0.AUDIT)

No other components.
No dependencies.

The TSF shall be able to provide reliable time stamps.

TSF testing
(for O.TSF_SELF_TEST)

No other components.
No dependencies.

The TSF shall run a suite of self-tests during initial
start-up (and power on) to demonstrate the correct
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FPT_TUD_EXT.1

Hierarchical to:

Dependencies:

FPT_TUD_EXT.1.1

FPT_TUD_EXT.1.2

FPT_TUD_EXT.1.3

6.2.7. Class FTA:

FTA_SSL.3

Hierarchical to:
Dependencies:

FTA_SSL.3.1

operation of the TSF.

Trusted Update
(for O.UPDATE_VERIFICATION)

No other components.

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),

FCS_COP.1(c) Cryptographic operation (Hash
Algorithm).

The TSF shall provide authorized administrators the
ability to query the current version of the TOE
firmware/software.

The TSF shall provide authorized administrators the
ability to initiate updates to TOE firmware/software.

The TSF shall provide a means to verify
firmware/software updates to the TOE using a digital
signature mechanism and [selection:

no other functions] prior to installing those updates.

TOE Access

TSF-initiated termination
(for O.USER_I&A)

No other components.
No dependencies.

The TSF shall terminate an interactive session after a
[assignment:
Auto clear time for the control panel: 10 ~ 900

seconds
Login timeout for the Web UI: 20minutes

There is no inactive time with printer driver

1.

6.2.8. Class FTP: Trusted Paths/Channels

FTP_ITC.1

Inter-TSF trusted channel
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(for 0.COMMS_PROTECTION, O.AUDIT)

Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_ITC.1.1 Refinement: The TSF shall use [selection:
TLS, TLS/HTTPS] to provide a trusted

communication channel between itself and authorized
IT entities supporting the following capabilities:
[selection: [assignment:
Audit Log Server, Mail Server]] that is logically distinct
from other communication channels and provides
assured identification of its end points and protection of
the channel data from disclosure and detection of
modification of the channel data.

FTP_ITC.1.2 Refinement: The TSF shall permit the TSF, or the
authorized IT entities, to initiate communication via
the trusted channel

FTP_ITC.1.3 Refinement: The TSF shall initiate communication via
the trusted channel for [assignment:_mail service, and
audit transmission service].

FTP_TRP.1(a) Trusted path (for Administrators)
(for 0.COMMS_PROTECTION)

Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(a) Refinement: The TSF shall use [selection, choose at
least one of: TLS/HTTPS] to
provide a trusted communication path between itself
and remote administrators that is logically distinct
from other communication paths and provides assured
identification of its end points and protection of the
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FTP_TRP.1.3(a)

FTP_TRP.1(b)

Hierarchical to:
Dependencies:

FTP_TRP.1.1(b)

FTP_TRP.1.2(b)

FTP_TRP.1.3(b)
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communicated data from disclosure and detection of
modification of the communicated data.

Refinement: The TSF shall permit remote
administrators to initiate communication via the
trusted path

Refinement: The TSF shall require the use of the
trusted path for initial administrator authentication
and all remote administration actions.

Trusted path (for Non-administrators)
(for 0.COMMS_PROTECTION)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement : The TSF shall use [selection, choose at
least one of: TLS, TLS/HTTPS] to
provide a trusted communication path between itself
and remote users that is logically distinct from other
communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

Refinement: The TSF shall permit [selection: the TSF,
remote users] to initiate communication via the
trusted path

Refinement: The TSF shall require the use of the
trusted path for initial user authentication and all
remote user actions.

6.3. TF1UT(RIEEH (Security Assurance Requirements)

Table18 ([CtFa1VUT1R

AEEMGERRT B,
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Table 18 TF¥a)T/{RIEEH

Assurance Class Assurance Assurance Components
Components Description
ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components
definition
ASE_INT.1 ST introduction
ASE_OBJ.1 Security objectives for
. the operational
Security Target .
Evaluation environment
ASE_REQ.1 Stated security
requirements
ASE_SPD.1 Security Problem
Definition
ASE_TSS.1 TOE Summary
Specification
Development ADV_FSP.1 Basic functional
specification
Guidance Documents | AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures
Life-cycle support ALC_CMC.1 Labelling of the TOE
ALC_CMS.1 TOE CM coverage
Tests Independent testing -
ATE_IND.1
Conformance
Vulnerability AVA_VAN.1 Vulnerability survey
assessment

NoDEFIUVTARIEEHTERT BRI R/NROCFLITAR-AFI VB K BEDEESNDE
BLAINCETNTIVSCE, TOE (CHEITPERRROLF1UTDERSN TSN, 12 TOE B H Off
BICREI TV EEZRSNTBETHS,

6.4. tF1UT 1 EHEI (Security Requirement Rationale)
6.4.1. KEFMHEO#HEE (Dependencies of Security Functional Requirements)

TRIVTHREGMEREL VIR SITRFEFREB R LBV ERERELG L. RERBRNE
EENBCTEHREN G LMRALE ., Tablel9 (LR T 3.
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Table 19 t¥1UT(MAEEH IV k-2 btk

BEEEHEIVR—2VE EREFEOMEZEHIVR—2RV
EKEHEERLTUVG | TEH
BEUHSLUVEHRAT PP THRESNTI\SEH NEHEZOE L

FAU_GEN.1 FPT_STM.1 - OK
BEETHERK
FAU_GEN.2 FAU_GEN.1 - OK
FIREH AN FROREERT FIA_UID.1
FAU_STG_EXT.1 FAU_GEN.1 - OK
YiaR : SV ERBE & R B4R FTP_ITC.1
FAU_SAR.1 FAU_GEN.1 - OK
BE&ELE1-
FAU_SAR.2 FAU_SAR.1 - OK
[REEELEI—
FAU_STG.1 FAU_GEN.1 - OK
RESNTZEE B BIE K
FAU_STG.4 FAU_STG.1 - OK
BEET-IEXOFLE
FCS_CKM.1(a) [FCS_COP.1(b) Fkid - oK
&2 R (JEXT RS ) FCS_COP.1(i)]

FCS_CKM_EXT.4
FCS_CKM.1(b) [FCS_COP.1(a) F(& - OK
EERER(IFAEEA) FCS_COP.1(d) #F#=l&

FCS_COP.1(e) I

FCS_COP.1(f) (&

FCS_COP.1(g) #F#=l&

FCS_COP.1(h)]

FCS_CKM_EXT.4

FCS_RBG_EXT.1
FCS_CKM.4 [FCS_CKM.1(a) - OK
& BRI $%(% FCS_CKM.1(b)]
FCS_CKM_EXT.4 [FCS_CKM.1(a) F(& - OK
YRIE R S R OWE FCS_CKM.1(b)]

FCS_CKM.4
FCS_COP.1(a) FCS_CKM.1(b) - OK
BRI MBERE St 18%) | FCS_CKM_EXT.4
FCS_COP.1(b) FCS_CKM.1(a) - OK
BESIRE(BRERREL) FCS_CKM_EXT.4
FCS_COP.1(c) 1L - OK
ESRE(\VWYATITUXL)
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BEEEHEIVR—2RVE KEHOBEZEHIVR—RV
KEMERELTUVE | TRH
EHBSLUEHRBTH PP THESNTL\SEH NEHEZOE Lt
FCS_COP.1(d) CS_CKM.1(b) : OK
E5121E (AES T—AmES1E 18 | FCS_CKM_EXT.4
)
FCS_COP.1(f) CS_CKM.1(b) - OK
BB 1R1F (B S1k) FCS_CKM_EXT.4
FCS_COP.1(g) CS_CKM.1(b) _ oK
BEEIRE(BMT)N\Y 1 AvE— YRR | FCS_CKM_EXT.4
H13)
FCS_HTTPS_EXT.1 FCS_TLS_EXT.1 - OK
YLk FEIRSNTZ HTTPS
FCS_KYC_EXT.1 [FCS_COP.1(e) F=l& - OK
Vhsk - BFTMY FCS_SMC_EXT.1 =l
FCS_COP.1(i) i3
FCS_KDF_EXT.1
RV F(2
FCS_COP.1(f)]
FCS_RBG_EXT.1 L -
Pk BB 1RE (BLEE Y FERK)
FCS_TLS_EXT.1 FCS_CKM.1(a) - OK
HE3E SEIRENE TLS FCS_COP.1(a)
FCS_COP.1(b)
FCS_COP.1(c)
FCS_COP.1(g)
FCS_RBG_EXT.1
FDP_ACC.1 FDP_ACF.1 - OK
By b 7Ot A%
FDP_ACF.1 FDP_ACC.1 - OK
tFXIUTBHEICED 7O AGIE | FMT_MSA.3
FDP_DSK_EXT.1 FCS_COP.1(d) - OK
iR TAAD LT —H{RE
FDP_FXS_EXT.1 BL -
YE5R: 77D A5 B
FDP_RIP.1(a) 1L -
7ty MAFIERIRE
FIA_AFL.1 FIA_UAU.1 - OK
SRR R BBF DERD IR L
FIA_ATD.1 L -
FRAERMHER
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BEZEHIVR—2RUE

REFEOBBEEHIVR—KD b

KEEEERRELCVE | TR
EHBSUEHL PP THESNTIVEH NEHEZOE L

FIA_PMG_EXT.1 iU -
Yask: \AD— FEE
FIA_UAU.1 FIA_UID.1 - oK
SREIDRAZIVY
FIA_UAU.7 FIA_UAU.1 - oK
RESNTZT71—FN\wD
FIA_UID.1 iU -
BADRLIVY
FIA_USB.1 FIA_ATD.1 - oK
FRAE-HIIIDMES
FMT_MOF.1 FMT_SMF.1 - oK
LHITAHEREDSZEVDEE | FMT_SMR.1
FMT_MSA.1 FDP_ACC.1 - oK
tF1 T BHOEE FMT_SMF.1

FMT_SMR.1
FMT_MSA.3 FMT_MSA.1 - oK
BB FMT_SMR.1
FMT_MTD.1 FMT_SMF.1 - oK
TSF F—h0&EE FMT_SMR.1
FMT_SMF.1 iU -
BIEHEEDRE
FMT_SMR.1 FIA_UID.1 - oK
tFaUT11&E)
FPT_KYP_EXT.1 iU -
Yk BRUBMEORE
FPT_SKP_EXT.1 iU -
Y5k : TSF T—H0RE
FPT_STM.1 iU -
SEEIMLARVT
FPT_TST_EXT.1 iU -
53E:TSF T+
FPT_TUD_EXT.1 FCS_COP.1(b) - oK
YhER S EEETYIT— b FCS_COP.1(c)
FTA_SSL.3 iU -
TSF 2B LZRT
FTP_ITC.1 [FCS_IPSEC_EXT.1. - oK
TSF RIS 8EF vl F72(4 FCS_TLS_EXT.1.

F7zI3 FCS_SSH_EXT.1,
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BEZEHIVR—2RVE

REFEOBBEEHIVR—KD b

=EE/AGFERER)

F7zI3 FCS_TLS_EXT.1.
F7zld FCS_SSH_EXT.1,
F7zIF FCS_HTTPS_EXT.1]

EEEEZHEELTVGE | TR
BEUBIUEHAT PP THESNTI\OEH NEHEZOE St

FzIF FCS_HTTPS_EXT.1]
FTP_TRP.1(a) [FCS_IPSEC_EXT.1, - OK
SEE\A(EEER) F7zI3 FCS_TLS_EXT.1.

F7zI3 FCS_SSH_EXT.1,

F7z[d FCS_HTTPS_EXT.1]
FTP_TRP.1(b) [FCS_IPSEC_EXT.1, - OK

6.4.2. tX1VT(RIEEHIEM (Security Assurance Requirements Rationale)

NoDEFIUVTARIEEHEERT BRI, R/NMROCFLITAR-AFI VB K BEDEESNDE
BLAVCEINTSCE, TOE [CHITERRROCF 1) T HERSN TSN, 12 TOE B H0ff
EICRETVBEERINTBETHSD, PP DHLPBECAICHBIRIETITIET1 > EF21UT/REE
EHEERT SHNBREGHAFEICOVTORENT A4V AR ETIEHICERASN TS,
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TOE E£31t4% (TOE Summary Specification)
AETIL, TOE HMBHT 3 LF1UTSEED BRIV TRRT 3,

1.1. t¥a1Ur1#8E (Security Functions)
Table 20 [CTOE Fa)T 18R X1 )T/ REEH DXL ZETR T,
AETiRBATS TOE tXaUT1848E(L 6.1 Fi(CEEREINZI X 1T HBEZHZRTETEDTHS,
Table 20 TOE t¥al)T1#aEt X1 T4 BEE H DXt G B &R
tFXaUT e
¥
g
m@
= |
I i
D U
*
Ka Mol oE < | &
| g || @ | = | @ | | R
N~ = N~ "% e V) A <
T I~ 4E I~ = Hm it (Y
B | R B 2B | b
= ™ o ™ 1 = 1 - +*
SFRs i N ~ AN il ik g a =
FAU_GEN.1 v
FAU_GEN.2 4
FAU_STG_EXT.1 4
FAU_SAR.1 v
FAU_SAR.2 4
FAU_STG.1 4
FAU_STG.4 4
FCS_CKM.1(a) v
FCS_CKM.1(b) v
FCS_CKM.4 4
FCS_CKM_EXT.4 v
FCS_COP.1(a) v
FCS_COP.1(b1) v
FCS_COP.1(b2) v
FCS_COP.1(c1) v
FCS_COP.1(c2) v
FCS_COP.1(d) v
FCS_COP.1(f) v
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XU T#EE
g
g
S
114
S |
I T
D #o
=~ | o
~ 4
Kl oo o < | S
A —J A "'b I:[IP @ P~ ~
g 13 4E I~ = Hm it (Y
RR3 fa ~< o [ 2y [t > ik
R I o B A S O =
SFRs #f | v | K| o |m || m| &L |
FCS_COP.1(g) v
FCS_HTTPS_EXT.1 v
FCS_KYC_EXT.1 v
FCS_RBG_EXT.1 v v
FCS_TLS_EXT.1 v
FDP_ACC.1 v
FDP_ACF.1 v
FDP_DSK_EXT.1 v
FDP_FXS_EXT.1 v
FDP_RIP.1(a) 4
FIA_AFL.1 v
FIA_ATD.1 v
FIA_PMG_EXT.1 v
FIA_UAU.1 v
FIA_UAU.7 v
FIA_UID.1 v
FIA_USB.1 v
FMT_MOF.1 v
FMT_MSA.1 v
FMT_MSA.3 v
FMT_MTD.1 v v
FMT_SMF.1 v v
FMT_SMR.1 v
FPT_KYP_EXT.1 v
FPT_SKP_EXT.1 v
FPT_STM.1 v
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¥ T HEE
b
Z
N
S
m
N |
I i
D | i
1\}_
s ®om < | €
Blg & 8 5 ®l8 g
i I~ 4E I~ 2 Hm e ™ A
RR3 fa ~< o [ 2y [t > ik
e i P A o = 1o = +*
B I S R S B~ | ol T |
SFRs w0 | K| B | ME | k| | A =
FPT_TST_EXT.1 v
FPT_TUD_EXT.1 v
FTA_SSL.3 v
FTP_ITC.1 v
FTP_TRP.1(a) v
FTP_TRP.1(b) v

1.1.1. @RIEEGE

BRI AR EF R SN2 E DRI AEBTIFC MFD OREREZERT HERZHFZEHIC, #1E
NIV RBAEBDFATV D EWS, FUVE— 34\ —H—ID £1—H—1AT— F2 A HSB T
A EBEET HHEAETH S,

MFD [CESFSNTVSFI AEFEHREEMA LT, #AREET,

(1) FIA_AFL.1 Authentication failure handling (FREE&BEDEDIRLY)
TOE 3FIAEN TOE A7DEAT BHIC, FIAEDRELZ1TON, FRELEA TR D FREE K Bt [
REEIRHLTULVS,
FAEOARRRILCH(TRRA AR EZRE L. PIEAMER R THRESN TS 5 BED:E#TERKIC
ETE. LEFIABEOHERRIICELTIE. TOE OERUIM/BIRAFEF TR I3,

(B8:&9 % TSFI]
BENRRIDERFRE
EWS 0z AIERE
TIVB— R4
SEEEEY N

(2) FIA_ATD.1 User attribute definition FIREBH TS
FIA_USB.1 User-subject binding FIRZE-HJIIHMES
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TOE BFIAEICH LT, 1-Y—-ID cZFNERMEELTERL., ENOEH AN B LR AZE(CHL
TEIDFT3,

[(FIA_ATD.1 [CEd&E ¥ % TSFI]
BAENRIDEEKEE

EWS OEE#EE

[FIA_USB.1 [CE8:&Y % TSFI]
% 1’Elf«‘?~)b0)u‘é‘kﬂ']u..n

EWS 0zl F8E
NEEEY-N

(3) FIA_PMG_EXT.1 Password Management /{AD—REE
TOE [CHEWT. B EEED\AD— FEBRR, FLEAKRARIOF AEEF -TRFO)IAT—F
(. L TOXFDHAENETIERTEIIENTED,
NAD— RICHEE ATRER X F:
PIWITPRYPDRXFENXF  F . RURDFFHXF
(“17,“@”, “#7, “$7, “%7, N7, &7, k7,4, )7, " (space)”, M, YT R Y

A\Y \\ A\ /A \ U/ SR\ U / \\<II w__#@ \\>II \\?II A\ Y \\¥II A\S IV /\ I/ \ NN/ EA\\ A\Y \\|II A\Y /AA\Y II)
’ root / ’ roT root I ro—

. VAT LEBE SRV NAD-FEE 0~63 )‘C%@ﬁul'ﬁﬁi?‘é&h\f%éo
TOE (FCDEREICLD 15 XFL EICRETRENTES,

(B8:#9 % TSFI)
BENRIOEEEE
EWS D' EEHEE

(4) FIA_UAU.1 Timing of authentication ERFEDRIIVY.
FIA_UID.1 Timing of identification EAIDA1IVY

TOE BFIAZEDEARIAXELT. KRR AKX EYR— M3,
BRI EE R SNBM AT — AL B1ENRIV. FIREDFAT72 bD Web T30, FIUA—F
AN EEBY-)1\D 4 FEENDHD.
BAENRIV. FIAEDZM47Y MO Web J59HTld, MFD BEEEDIR(EREFRI T B HIIC, ID &/TAD
—REAASET, ADENE ID ENAT—FHY, TOE [CEFSNTVSFIAEFRE—HTI "
ALY %,
BEET-NTE. VATLEEEZD ID &£/\AT— FZiEik Uiz PowerShell 207 bedHoh U &R
L. BE&Y—/NETZ0 PowerShell 20)7 232179 %, PowerShell 207 ha3E1793CE(CL
N, BE&Y—)\h5 TOE [C https AL ET ID E/SAT—EHEESN ., TOE (FZELE ID &N
AD—RICEDEH AR EEITT 5,
F DFMT7U M PC DTV TR 5ENS ID £)SAT— RICENEFETYY MFDEFIERE
nrhnsd.
FRRE(FIA_UAU.1)&ERI(FIA_UID. 1) I3 EBFICEITSN. A - REEDE AN LIZB DA 1
ENEFRI SN D,
NREFEN LD FAX DZEICDOLTIE, TOE (I, BAIFREIET(C, FAX F—3%%2{ET 3,
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(BS:&E 92 TSFI)
BIENRIOBRIERE
EWS DRI FER
TIUB—=FS4N
NEEEY-N
NREFEEIER

(5) FIA_UAU.7 Protected authentication feedback {RFESNERIIT—F/\wD
TOE (31— —ZBFERFIC, SAD—REIRTHIC, )IAT—FELTA AENTEXFHER DI L
FOE)ERENRILD Web T50HICRRTIHBERIR T,
*E: BENSRIVTIE 7 * (asterisk)”, Web 7595 TE "@ (bullet)” &#XRET3,

(Bd:EY % TSFI]
*?K«E} f*)l/@ngtg” At I:l
EWS 0z 5I:85

(6) FTA_SSL.3 TSF-initiated termination TSF Z&)(CL3#&T
TOE [F Web 750 h b EWS [C—EFRRE (20 2 EE ) D7 ANE NG S EOT1 V(R yY
V)& )7UBRIEERT S,
FARENRIDO—EFFRE(10~900 M TEREFTRE) DIRENEMEE (. BENRIVDEEND
V7 ENREIEEARD,
TIVB—ESA NeDEyYaviFREFET . TV MOBERDBEEEBICEY Y3V ER T T3,

(RHEY% TSFI]
**ﬂ;/ \*)Lo)n&ﬂlj fitrE
EWS oz AIF8E

1.1.2. £F¥1)T(1EZ&

tFIUTIEERER. YATLEBECINVATLEREE - FTRESNLIEEOTRE ICHL.
AT TOE FAFICHLT, L\, HEN EQLIBERETODEVDIERPEELBIAY M (HIZIE
[EELRAERE. I-Y-BELBE) &, BIRERTILHOMEEERIT S,

(1) FAU_GEN.1 Audit data generation (B&ET—34%R)
FAU_GEN.2 User identity association (FI|f#&#71&EHROBEER(T)
TOE (&, Y37 0#& T PF AE DR A ZRIED K. AR SN R AEICLIEEEEOT AL
E.Table2l [CRTEEXMROBRICONT, BEEOV#HTI. FLREET A, FRREL
OB, EROFER ., ERE5IFECVLMAE ATETHNE) | BLUBROERNREHRIND,
TOE BEZRINZEERNRIANY MEENT I7M1IALHET I, ZORRELEFRAEDH
BIEHRICBEE M T TERERLTS,

- 66 - Copyright® 2020 by Fuji Xerox Co., Ltd



Xerox PrimelLink B9100 t7¥1!)7r4—7'vf

(BH:#9 % TSFI]
BAENRIVDERIERE
EWS DRI
TV8=FAN
BAENRIDEEKEE
EWS OEE#EE

BEIRNIY (TOE #£ &k, TOE #£ T §)

BAENRIOIE—#EE, IE—STEHEE. TV MERE. AT vUHEEE. AX v URYD ARTEMEE, J7D

AtkRE, XEHEH UiaE

BENRIIDOIITER - BREORRERE

EWS D Y37 ke - BEDR RHEHEE

EWS OEERYDAbDXET—AEINH Uikge
EWS Q771 ILIEEICLD T MEgE

SEREEEY N
EWS O77— L7177y 7T — MEEE
AREBEFEEIRR
Table 21 EEEOJ DM
HRER RERINIEEERE EEEREFH
BB HBEDIEENEIR T System Status/ Started
normally (cold boot),
System Status/ Started
normally (warm boot),
Shutdown requested
VEVIOL: Job Status/ Completed, Print
Job Status/ Canceled by Copy [AE—vY37 . OE-&
User BY3aJOE T RIECOXF5
hEEERSNS]
Scan
Fax
Mailbox [Storage and
Retrieval Job #%& 7]
FIFAEFRRER K Login/ Failed
FIFAEB R KB (Invalid UserID),
€2 FAEIY) Login/ Failed

(Invalid Password)

A& FRREREK Login/ Failed Web User
FIFAEB A KB Interface

(EWS. BE&EY—)\hn)

FIAE AR Job Status/ Print /Aborted
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FIRE BRI KK
(FVVR R4 )\ 5)

EEEREDF A

Device Settings/ View
Security Setting

Device Settings/ Change
Security Setting

Device Settings/ Switch
Authentication Mode

Device Settings/ Edit User

[(EESNEZEHEELTID”,
“Password”, “Name"h'sE sk
n3]

Device Settings/ Add User

Device Settings/ Delete
User

Device Config/ Software

Audit Policy/ Audit Log/
Enable,
Audit Policy/ Audit Log/
Disable

BREO—ETHIFAEY
W—TDHRE

Device Settings/ Edit User

[ZEESNEEMEEL T Role
FLERSNB]

BZNESE Device Settings/ Adjust
Time
A HEILDRER Communication/ Trusted Failed
(TLS) Communication (ORI, BIEE. KD
Y &RF]

(2) FAU_SAR.1 Audit review (BE&ELE1—)

YATLEEERR, EWS (COTMV#&. EWS DoDEBREICED, tFaUT(BEEDTT-RICREHFSNn

FRTOERESH HT ENTED,

¥ T EENTT- AT ROOTHR TP IVELTIOVA- FENB, t¥1UT(EENTT—

HEHOUO-FTBI5EE. TLS BENAMICEHENTVILENHD,

(R8:&9 3 TSFI]
EWS OEEHEE

(3) FAU_SAR.2 Restricted audit review ([REEZELE1-)
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FIUTAEEOT T-A0FH H UEER ., BBEESNZ VAT LEEEOH CRESNS.
Fe. EFIUTAEBEDNTT-ANDTOE AR, Web T30 DHERTFRET. I&1ERILDDPIER
FBHIEHERLY,

(R8:&9 3 TSFI]
EWS OEEHEE

(4) FAU_STG.1 Protected audit trail storage (fREESN=EEEIIHEH)
EFXIVTAEBATT-ANDTIE AL, 5 H UBEDH THD. HIBRE LMEERBERITFELEL,
CNICEN. EFVTAEEDT T DR ERHIBREREN R ESN TS,

(BH#E9 % TSFI]
EWS nEEHERE

(5) FAU_STG.4 Prevention of audit data loss (BSZ&ET—4i8KNDRHIE)
EENTHZDIRY ME, TOE REDA N —JEBILRFEIND ANL—JEBICR. &K
15,000 DI RY MERFETBENHES X 1UTAEEOTT-INEMRIERIGE . REEL
RBRNEEET A EEZEELT HLLEETANBRTEIELCEREIND,

(BH:&9 % TSFI]

BRI DHRIERR

EWS 0z A EEE

TUI8—=FIAN

BAENRIDEEKEE

EWS OEEHKAE

BIRINIY (TOE #2818, TOE #2T KF)
BRI OIE—HEE, JE—BHEHEE. T MERE. AT vUEE. AXvUINYD ARTFHEEE. T7D
AbHeE. SXERDH UikaE
BESRINOIITER - BEORTHAE

EWS 0 Va7 ik - BENDR Ri%#E

EWS OFRRYIANODXE T —FENH Ui aE
EWS 0771 IUETEICLD T MkhE
NEEEY N

EWS 07— L7777 — ke

DR EBIEMEER

(6) FAU_STG_EXT.1 Extended: External Audit Trail Storage #}&3E5Z SEBRHE
X1 TMEENTT-AE, A BEET— oD ERICETE, STRTNDTFAII7MILELT.
NEREEE Y — ) \INEHSND, TOE INEREEE Y — )\ 0B BN T-IMBEREZ(15E. TOE
[CRBESNTLVR 20T TN HEEY — ) INEHEIND, SN EREEEY— ) INEH TR
TLS/HTTPS ORI THEES1EEND,

XM EEOIT-A0HEHHE LI, RSNV ATLEEREDHIRESIND,
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TOE RERC— B RFSNBIEEOTHRDIRY FOZRKEHE . AU B EEIBULZFRFOE/E .
(5) FAU_STG.4 [CREikEN 3,

(R8:&9 % TSFI]
NEEEY-N

(7) FPT_STM.1 Reliable time stamps =S54 LAY S
EBRNELEERNRIAY MEEEOT 771 AR T B8F(C. TOE MiEF>TL\S IOV EEIC LD
AL2ARVTEFRITT DA ZIR T B,
BETORELEFE L FMT_MTD. 1 [CEN VAT LEBEDH N RETHD .

(BH:E¥ % TSFI]
FAU_GEN.1, FAU_GEN.2 OF8:& TSFI [C#9°%

1.1.3. FPORAHIE

BRI R LIE R AE OB DT seDRe AR AeE3%, TSF (C7DEARAT B/ VRT1—ACZE(C,
FI AT REICTIBHREN R,
a) AKEEESRIVTHIEISN D HERE
OE—-#aE, JE—BEHEE. J7DAEEE(E(E) . AFvUikae, XEORFEMDL LigRE. TV
Y MERE(TUV 8- RIA N TORELEE DR ENF M THOENRIR (CIRVE)SRIVTEREET D). #

WAAREORT., VaK& - BEOR THEE. £18 TOE RET-ANDSR/HEMAE (VATL
EEENDH)

b) EWS THilfEHISN51aE
HWHAREORTR. YaKE - BEORTHEE. BRANYIANOXE TS UikEE. 771
IWEREICLD TV MRE. TOE BRET NS R/ REMAE (VAT LEBENDH) . Jr—LVI7
7YTT— MERE (VAT LEEED)

c) FABIFMTUIDTIIE— A NEERTHHEE
FABEBFREDIA 7Y DT IVEI— FIAN TR EEERTE LIRRETTUY METRET BL.
MFD (3331 RN R LB & (COH RIET —REEY My T T—RICE#(TIVR-X)L T
—H—ID CEQRERIRY NIICETET B,

(1) FDP_ACC.1 Subset access control %7ty b7ht A%

FDP_ACF.1 Security attribute based access control tFaYUr4EHEICLD 70t A%
TOE (3. Table12, Table13 [CHEL). BFEREKRERED VITEXET-IDPHEAFIHESCE I,
LI, XERD()AD note Dititk (L Table12, Tablel3 ® note 8L T3,
ERRERBEETIRONG JaJEXET A EHEETEES LRI AEET—F—ELTEIF T 7
—F—FR VAT LEBEBZINT LA REETS D, LI LIPDARIEREDIATU b PCHoR{E
BHROT-AE. YATLEBREZIN7IO L ARREEL D,

TIVMERECBVTIE, D47V PCHoEASNZT)Y MF—ARNICHI REERETILHO1—
H—ID B'&FEN3d. TIV MEREICH 3B YaTmBEER. TV M —RICEFENS1—T—ID [CL2T
#ESINS(note 1),
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AFvUtgEe, JE—#EE. J7DAEEHEE. JE-BREMEECH(IE V3T’ BENRIUCOTI UL
=1—H—1D i, 20A—7+—ELTEIDDIF5N 3, (note 2)

TPIAZIERDIITE, JPDAEEEEE LR AEMFETERLED. VATLEEEN T —F
—&LTEINDIoN 3, (note 3)

TPDAZEVTRFESND I7DAZET A REITIHRERVDAICEINZ TON TS 1—H—ID
WA —+—ELTEINDIFHN S, (note 3)

TPDAZENY3THT—4% TOE 4tk 378h. TOE DFIAFETHINITho1—HY—%, 77
DAREDIVITELUT—AZERT DL TERL, (note 4)

XENRFEIMNEUBEER . AFvUXE, J77VAREXE. IE-EEXEORRNVIARTFE
FOEDE LEATREET B, AFvUBEE. BLUAE—FBEEEEICH UV TE. LI BRSOV VRN
WETHD BRAVIAAF X E (FERIE-ERXE) 2EF TR BEEEEIIATO
HEMRYD2AN, —FIAEFLE SA BB ENFAETIHREBRNYIAZIIEIRAIGEE S, FIAE
FAFPUXE (FRIE-BEXE) eRFEITIRBERYIATHEIRL, AT UIRE (FLEIE6-F
B 22790, BIRUVEBREBRYIADFRAEBEN AT v X E (FLFBIE-EREXE) OFE
FIZ13%, (note 1) BERRVIACRFSNEZT-AOEDE L., TUU MER. Blkk. VU METRTS
RO PCRAMOERIE. TBEEFLEBMERELITNEITTES, L, AE-EFEHREICSL
TRESNETHRFAEE. BREEETHOTHINE LIRETELL, SA RV ATLEEETL
. th ADFRERYIANDT—RFIEMETELL, F.On Demand Overwrite #aEZFI AT 3
BE. BEERRFREEFLEIZaTIVIERICEN BBV ARICREFESN T —AZEIBRTSC
ENVTES, (note 5)

Fh, AE-ERXEOMEER. BIENRIDODIEECLD, IE-ERBXEERE (ERITEHK
BANR-JHIBR]) TES, L. AXv I XE . TPV AR EXEFZOFMABE CTH TLREIRE
TEILY, (note 6)

BHEEED. BESRIDODIREICED, TATOIC-BERNXELHRETES.SA L. BENFT
EETHIAE-BHRENELHERETED LEL. AFvIUNXE, I7VAZENER. W EESE
TH>TH SA THOCHIREIRMETERLY, (note 7)

TV AFvy, AE—, TPV AEE . TPV AZEOHEEICH UV TE. XET—HEmET HHEEEITIR
HEniLY,

A¥vy . TPHAEE . TPIARENRE VTR E T IR IRESNEL,

(R8:&9 3 TSFI]

TVI8=FAN

BAESRINOIE—H#EE, JE—BEMAEE. T MERE. A vUEE. AXvUINYD ARTFIEEE. T7D
AtkRE. XEEDH LikaE

BAENRIOYITIRE - BEDR THEAE

EWS OY37REE - BEDR THEE

EWS OFBRYIANDXE TSRO UaE

EWS 0771 ILETEICLS T MR

NREEEE R
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1.1.4. tF¥1)T1EHE

(1) FMT_MOF.1 Management of security functions behavior tF¥aUT1#EEDSHZFL\D
=3
FMT_MTD.1 Management of TSF data TSF F—A20D&EE
FMT_SMF.1 Specification of Management Functions &EEH#REDETE
FMT_MSA.1 Management of security attributes tF*iUT1BHEDEE
FMT_MSA.3 Static attribute initialization &rIEE#IEI1E
FMT_SMR.1 Security roles t¥a1)71 D& E|
TOE (Z#AIFREISNZ VAT LEBEDHIC, TiE Table 22 (5RY TOE THa1UT/#8EICE %R
FTRCFI)TAEEREEDSRERTER .. BLURHEEDHMFEREZRE TSI —10871—
AzRHT 3,
Fz, AN — R FIAEIETDNRAT—- FERDOHATHETHD,
CNODBEEEICED ., EREINDZTF1UT1 EEBBEETIRE TS,
TOE (3. Table 12, Table 13 [CfEL). BFEEAREEETRIONDG V3T EXET-IDRBEH
RERDT 74 MEEL T, BREETEB LR AEFANFERZRTE T D, 3FME. [7.1.3. 7HER
#I1& (1) FDP_ACC.1 Subset access control #7ty 7Dt A% FDP_ACF.1
Security attribute based access control t¥aUF/EBHEICLZ7OLAHEH I ESEBOE,
TOE (. BWEEE . SA, VATLERE . — KA AEORINEELLF AECEEMT., Tne
HEFI3,
TOE (Z. FIAERBNCEALELF )T BHEDT 74 MEELT, — R FIREERET S,

[FMT_MOF.1. FMT_MSA.1, FMT_SMR.1 (CB:&Y % TSFI]
BAENRIDEEKEE
EWS nEEAE

[(FMT_MTD.1, FMT_SMF.1 (CB§&EY % TSFI]
BRI DOEEEE

EWS nEEHAE

EWS O77— L1779 7 — MikE

[FMT_MSA.3 [CR8#E ¥ 3 TSFI]

TUU8—=RIAN

BAENRIDEEKEE

EWS OEE#KARE

BAENRIVDIE AR, QE-BFEHEE. AT vUHEE. X v NI ARTFHEEE. T7D ABERE
EWS 0771 )UEEICLS T MkhE

DR EBIEEER
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Table 22 tF¥1UT/1 & Ae1RET 8L UL

t¥1)FEEIER BRI EWS
N=FTAADN LEEHEKRDREESRL. B3/ E. LEEZH v v
HOREETD
APL—VRBSIEHENREESRL. A3/ ENDREEITD v -
RENRIDLDOBEER D) AT— MERDREES L., B2/ ED v -
DREEIT
FAERERRICLD PV AEBRREESHL. A/ E. EEMH v v
HOREETD
HWHMEESE ID &)\AD)-RFOREEIT HMEEEDH AL v v
FAED ID NFZEESHU ID &AATV— FOREETTI, T, FIA v v
BICRINATREESEL. SA FR—BFABEORENERES
%
1-Y—- 1AV RFOR/NCFHHIRESBUREET v v
BIET RS EEREROREESR L. AR/ BEINHLUFREFROD v v
REETD
TLS ¥—/)GEBAZE DR EES R L. /Ep/ EHF DR EEIT, - v
AR REDER EES IR U . AREREL/ BN DR EZ1TO v v
ERTIVMEREDR EES R, BHE/MRIOKEEIT) v -
B, BRIESRUREEITI v -
BETAMEREDREESRL. AN/ EINOREET v -
J7—LOIP7YIT— MEREDRE TSR, AR/ EMDHREEITI v*1 v*1
F—MUT7HERE B84 )IR)V) DS IREERTE v -
Lik—MHADREESEL, VATLEBRERE/FAEDREET v -
P
DA IV IZTRERIREEED S BER EZITO(HRRED A 20/ v v
/RSFIRAT—F)
X IIT EEREORESR LA/ BADREEITI - v

(BB, 1) T EEOT T3 TRYNOTF A7/ LT,

BEEY-NTEET BN ATEE, )

On Demand Overwrite #$8EDEEE SR L. B3/ EHSLUVHI v v

REFZIDEE EZ1TD
*1) I7—LOI77y7T— MERE . B/ \RILE EWS O AEF$ELEIE ST, BohEhDE
T, BN —ARFEREHELTE, 77— L0177y T — MERER B DITBDFEE A,

(2) FPT_SKP_EXT.1 Protection of TSF Data TSF F—4M{R:#&
TOE (3. #2r5 58 (KEK: Key Encryption Key)%#F X T NVRAM2 [CIR7ETBH., TATOF
AEICHULT, COREBSREZRHLTLHDIVITI— AR LTLVEL, Fz. NVRAM2 B
(FENTLBEMRIE. ARL—IZ B RIELTZERTIE,
AML—YUmEE 8 (DEK: Data Encryption Key)ld. £ik?d KEK T AES-CBC AR THES1EL
T.NVRAM1 RU HDD L& FET 3. HDD IC{&F 9% DEK OBZRIEINVD 7Y I ThHB,
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TOE DFEENEF. NVRAML [CRFSNLMEELSNEZA N — IS #(E. NVRAM2 (CHZHIE S
BTEESLIN. BEFEFXDIKET DRAM [LRFSND,

L. TATOF AEICH LT, TOE (&, DRAM [CRBESNEEXDA N — U SRBERH TS
VRII-AZREL TGN, T, DRAM [CRFSNTVSEX DA —UIESHE. EREEET
CEICENBEESND,

TLS BIEFICERTHERTEDIIAEE. 7.1.6 (15)DHIEICLNIEEILSNIREET
NVRAM1 [CRFSN., TATOFIAEFICH L THERZHRH H T2 71— ARREL TG,
BEICFIASNS TLS tyYvavE R U TLS EC Diffie-Hellman BZF{EEF X T DRAM (LIRTF
N3N, IRTOFIAHEICHH LT, TOE (I, DRAM [CRTFESNEEXDEY AV BEZHETAUS
JI—2AEREL TG, 2. DRAM [LRFSNTVSEX DYV iR(E, BREEC T CEICLD
BHEND,

(B8:3& 33 TSFI]
L

1.1.5. SE#ELER

(1) FPT_TST_EXT.1 TSF testing TSF FAk
TSF 4 A=Y DFRELE:
TSF (& Controller+PS ROM & Fax ROM D220 77— LII7ICENERINTHED, Thb2o07
7—LOIT7DEEMERII TS EICLD, TSF DIEESEERIET .
TOE ($#2&hB%(C Controller+PS ROM (& 4byte dF1voH L, Fax ROM (E 2byte OF 1904
L EUMEDEE—HTIN L. BERBIIRME RIS 2R RLESZELTS. F
7=. DRBG [CBALT [1]11.3 [CEBEDAIATAIEZEITL. TAMI KB UIZISE(Z
BENRRIVCIS-Z2RRULESZELT S, 5H DRBG OfE#k(E 7.1.6 TRY,

(R8:&9 3 TSFI]
BEIRNIY (TOE #£ &k, TOE #£ T §)

(2) FPT_TUD_EXT.1 Trusted Update Z{StE7vyFF— b

FMT_MTD.1 Management of TSF data TSF F—3NEE

FMT_SMF.1 Specification of Management Functions EEH#EEDETE
VATLEBER ARENRIDDDBRECLD BENRIL ETHEBPOI7— LI P N— D3V e
RIBIENTED, T, WRERRTEYANENFH AT BEEILE TERERB D TOE ZH T 577—
LOI7PDON—J3V R T HENTED,
F BRRASNEVATLEBEZEOS N, VATLEBREIZM7V D Web 7595 hb,
Controller+PS ROM, Fax ROM %#/)Sybo—JULkI\M 774 )% TOE (SEIETBIEICLD. T7
—LOI7PET7YIT— M BIENTES,
TOE (3. YATLEBEDIM7Y bD Web T30 N0iEEENE 77— L0172 &0 )1\ FH) 774
ERETHE MFIIPANNCHRASNTZEFEREIRELL. REEICKRLIZIH R, 7yTT7— M
U BERRIUCIS—EHULTELT S, MM FIIPMIUAH ESNTWBEFEAIE. /\MF)7
74 )& SHA-256 T)\voalLl)\wialEZ#H K 2048bit D% B2 CHE 51k LTz RSASSA-
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PKCS1-v1.5 AX®D RSA TYRINELTHS . SOTREDFIER ., 1) MFUTPMIUTHF SN
BFERETI7—LVI7ERIRIA RSA ARRICTES. 2))\MF)T71)V& SHA-256 T/\wY
1. 3)ESHRENYVAUMEZ LR L., —BHINTREEY . F—HTHNSIREE LK EL S,

(FPT_TUD_EXT.1 [CE8:# 9% TSFI]
BAENRIVDTP— LOIT7N— T3V FER
EWS O77— L1779 T — MHe

(FMT_MTD.1, FMT_SMF.1 (CB§&ET % TSFI]
BRI EEREEE

EWS O EERERE

EWS O77—LV17797T— MihE

1.1.6. 7T—HEES1E

(1) FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys) FES#4
R(GEXIFREE )
TOE (3 TLS rE S @EnH2HE L (EC Diffie-Hellman) TRV IEXFR#ELT, [2]ICEEEDIE
MehiSREAD, FEAMBREOER A AL, [3]15.6.1.2.2 U [2]Appendix B.4.2 [CH#
5, TLS EC Diffie-Hellman #Z{E(Z. Linux ®/dev/random NoiEkE%EY— KT 3(14)IC
SCEMD AES-256 CTR DRBG TH R ULZELETHD, FABREREELT [2]Appendix.D [CER &,
0 P-256. P-384, P-521 #HiR— L. TLS 2V I—Yav@ETHAT S —DHiRES,

TOE (3 TLS H—/\SEBAZICH AT IR FRELT, [2]CREBOEMER, <3, [4]1C
SLED RSA BEAVD, INLDIEXFREEE EWS hoD1—H—$5RTERHEND . F5ARIRHED
HRAER [3]5.6.1.2.2 BU [2]Appendix B.4.2 [C4¢5. RSA 13 [4]16.3.1.3 §i04E
BAEICHEN, ZFORTEONDIZEIL [2]D B.3.6 [CINEREIND FEABRIEELT
[2]Appendix.D (Z32#iM P-256. P-384. P-521 %, RSA &£ LT 2048bit, 3072bit &4
R—FrU. EWS hod1—H—HRWFNh—D2%EE L TERIERT %, T, REUFHOELEERKICIE
(14)(C52#;0 AES-256 CTR DRBG £H\3.

ERRUVEBRAERICBNT, TOE HADIRPRBEORELGL,

(BH#E9 % TSFI]

EWS DRI

TV8=FAN

EWS DEEHAE

BAESRIVDAF v UHERE

EWS 037 iKEE - BEDR TH#E

EWS OFRBRYDANLOXE T —HSEDH UHaE
EWS 0771 ViETEICLD T MkhE
HEREEEY N
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EWS O77— L1779 7 — MiHE

(2) FCS_CKM.1(b) Cryptographic Key Generation (symmetric keys) KES 84 AL
(RFREEA)

TOE BA ML — VISR EUVESERBRBEENZYYVIVRELT, MENEY MIOELHZRA VS, BF
BIICIE. AL—YUBEE 8 (DEK: Data Encryption Key)® 256 £+, DEK ZEE5 1t 376D
S-S 8 (KEK: Key Encryption Key)® 256 Ewbk, TLS tyYavBOIA—ELTRIVI—
VAV TREUVEREES ARG UT 128-256 EVMEENENERMT B, BELEIE(14)ICEEED AES-
256 CTR DRBG T&E T3, ladH. CO DRBG NIEUHINZDIE., (12)(CER&HLEBFI( V%
AT dF R, RU.TLS BIEEyYaVBEEF R Thd.

(R8:#E9 % TSFI]

EWS oA E8E

TUU8—= RN

EWS OEE#EE

BIRINIY (TOE #8)8F. TOE #2 T )
BAENRIVD AT v UHERE

EWS OYUa7iKEE - BEDR THEAE
EWS OFBRYIANGOIE TSRO Ui aE
EWS 0771 IW4EFEICES TV MAE
NEEEY-N

EWS O77—LI17 7977 — MhE

(3) FCS_CKM.4 Cryptographic key destruction RS #IEE
FCS_CKM_EXT.4 Cryptographic Key Material Destruction FES## ¥ OIHE
TOE FEXBRBEINIBRUVBMHERECB LB A TIHETS(*), TOE [CEXEREEFEIND#
BRUBMBEEOHRER E% Table23 ([TRT, . ThoDHE R U BEM FHIHE 5 L EOEITHFC
RAM EDI—IABUNEHRTIE-SNTHIASN SN, RAM LOT—43(% TOE DERBIECLICTE
EBDHIBREN S,

(¥) ArL—URESE(Z NVRAM1 £ HDD (CRFSNSH, (10)[CEEHDBOEESESNBH. K
BEHORRNET B, Fo, (1)ICEEED TLS Y—/)\GEBAE(CRIAT I MRS, (15)DANZX

LICED NVRAML E(CEESAELTIRTFSNBTH . RERDRRINET S, T7— LVIT7ERRILEC
RAVS ARSI, MER., TIMRX-MESE. BSI)T LX) T/ 5800 Fn(CE AL

BUZHARZHOR RN THS,

(B89 % TSFI]

BIESRINDOEEEE
EIRNIY (TOE #£ &k, TOE #£ T §)
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Table 23 FXRFENIRRUBRHMOWETE

BEFE A ®REFE WEAHE

el SR NVRAM2 | B1ENRILDEEEAZ1—HoT—3—1EHIBREE
(KEK:Key RUERR. T—RZ(1H)ICEEE D DRBG TH R LIZEL
Encryption Key) HT1ELEETD,

TLS ©yoav s RAM TOE OERETHET S,

TLS EC Diffie- | (%)

Hellman #&1E

(4) FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
ESRIEIMRIESI1E1ES)
TOE (& TLS Oxt#r##rg&/E=5LT [5](CEEEHD CBC E— FR U [6]ICEEEHD GCM E—FD
AES(128bit. 256bit)&HR— 3%, AES [ [7]HEMTHD,

(R8:&E9 % TSFI]

EWS oA EEE

TUVR—=FSAN

EWS OEE#EE

BAESRIVDAF v UHEEE

EWS O Ya7iREE - BEDR THAE

EWS OFBRYIANLOXET— 2D UiaE
EWS 0771 IViETEICLD T MkhE
HEREEEY N

EWS 07— L7777 — Mk

(5) FCS_COP.1(b1) Cryptographic Operation (for signature
generation/verification) FEBR{F(E R ERK1REL)
TOE (77— L0177y77— FOEIEMRRIECH T, [2]ICEEED RSA TIURIINELTHR— T
%, BBEK(d 2048bit Thd, ER/I+—IvMI [2]5.5(f)CEEEH D RSASSA-PKCS1-v1.5 [
€3,

(BiEY % TSFI]
EWS 07— LV17797T— MihE

(6) FCS_COP.1(b2) Cryptographic Operation (for signature
generation/verification) RESR{F(BRER . REL)
TOE (3 TLS OAEFFREE. R U, EFERER/MREECHNT, [2]ICEEHD RSA TYINEL R
UHEMBRIRT YAV EB RIS LB R E MR UIREEZTTY. BH . RSA B R(E 2048bit FzIE
3072bit, NIST #5M#ifRld P256., P384. P521 #HR— 9%, RSA TURIEBRDERL T4—
Iy [2]5.5(F)ICEE#E D RSASSA-PKCS1-v1.5 [CH5, T  FEAHRT VI ERDEA
A R/HAREE [2]6.4 (CHE5, Chbld TLS BERICEXRBRERFLOXTVI-Yav, EFELLE
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BT I-—DHEECLD, ENENERTIERARNRIS.

(F8:&9 3 TSFI]
EWS nEEHAE
BAESRIVDAF v UHEEE

(7) FCS_COP.1(c1) Cryptographic operation (Hash Algorithm) &4 (\va7?
WAV L)
TOE (77— L0177y 7 57— FOBEIEMBRIIBED I7— L1777V T T— M A=IT=80D)\wYait
&(Z SHA256 %#F|FHT 3, 0 SHA256 /\WvY1{BEEELED RSA SR ELLEKTIETE
BRIAERITTS. 55 \WwoaFPITUXLIE [8]ICEMT S,

(BH:&E9 % TSFI]
EWS O77— L1777 T — MkE

(8) FCS_COP.1(c2) Cryptographic operation (Hash Algorithm) BEE#/E ()\wYa7?
IVTUZ L)

TOE [F(11)ICE#EHD TLS [CH(FT2MFTEAE— VR A XD\ Y1FHEIC
SHA1/SHA256/SHA384 &HR— %, BIEICERATS/\WI 17 )V TVALBHEFEEORXT VI
—aVILEOTRET B, T2, TOE FEFERER/RIED)\WY1ETEIC
SHA256/SHA384/SHAS512 &HiR— L. BRERBEOI-Y—DIEEICLINERTS/\va17
IWTVZXLHRET B,
TLS [EHFBRFEAVE— IR ARD/N\Y V15t EEBEFER ER/ARIID) \v D15t BIFIRIIL
THNERICHAENERIIENTES,

(B8 ¥ % TSFI]

EWS 0Oz AIZ85

TIVR—RF4N

EWS OEEHEEE

BENRIDAF v Ui EE

EWS 0 Y37 K & - BEDR THEHE

EWS OFREIRYDANbDXE TN LikaE

EWS D771 ILIEFEICLS T Mk

SEEEEY N

EWS OT77— L1777 T— MkkE

(9) FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption) &
=#&E (AES T-amES1L1E&)

TOE (FAML—YUREBORBEESARKELT, [9]ICEEESNE AES. KU, JOYIREEE—RELT
[10]ICEE&E SNz CBC 2HR— 193, BRI 256 EYNTHD, IV EAN—JDEHAIBEELE
DEK ZmICEH T3,
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(BH:#9 % TSFI]

TIB—=FS4N

BRI OIE-H#EE, JE-BHEMEE. T MERE. AT vUEE. AXvUINYD ARTFIEEE. T7D
AtkRE. XEEH LikaE

BAENRINOYITIRE - BEDR THEEE

EWS OFRBRYIANSDXET 2D LaE

EWS 0771 IEFEICES TV MERE

AR BRI

(10) FCS_COP.1(f) Cryptographic operation (Key Encryption) BE&S12/E (SIS
1t)
TOE (Z(12)ICE2&Em@EN. AML— IS S 1E#EED DEK(256bit)%E [9]ICiR&E SN AES AR
THEE1ET %, K& 256bit THD. JOVIREESE—FIE [10]ICEE&H SN CBC £HR—FT 3,
BRI 256 EYNTHD, IV (E(14)ICEEED AES-256 CTR DRBG h'oiFELETHD.

(R8:&9 3 TSFI]
BEIRNIY (TOE #&Fs. TOE #2T §)

(11) FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication) RESR/E(BMT/\vD 1 AvE—IEREE)
TOE (3 TLS [CHFR BT EAVE— IR AREL AT EYR— 1T %,
## & (bit):160. 256, 384
N\vY1:SHA-1, SHA-256, SHA-384
HAvt—IH4 U1 AMR(bit): 160, 256, 384
No2a7)VTUZLE [11]. BFEN\Y Y21 A0 — JEBEE7ITIAL(HMAC)E [12]ICE#MT S,

(R8:&9 3 TSFI]

EWS oz A EEE

TV8= RN

EWS OEE#EE

BAESRINDAF v B HE

EWS O Y37KEE - BEDR THAE

EWS OFBRYIANDXET— 2D UaE
EWS 0771 IUViETEICLS T MikhE
NEEEY N

EWS O77—LUI77v7T— MEE

(12) FCS_KYC_EXT.1 Key Chaining $##F14{Y
TOE (A ~L— Y5 H2(DEK) R U DEK ZRE S 1L T3 DS 5 B (KEK) ZRF 11T 3,
B&RMICIE TOE (AN —IBBERFIM VNG WEEIRF(BAMNICIE., THEEME., FLE. i
ERRIDEEE AZ1—h BT —3— BB % DI ENRE)(C(14)(C52ED DRBG T DEK & KEK
EERL. DEK (& KEK [ZED(10)IC#->THEE1EL NVRAM1 KB U HDD [Z, KEK [ STIREET
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NVRAM2 [C, ENENRET B, 2 BB LB OEENEFIZ. NVRAML [CRESIELTIRELLZ DEK Z
NVRAM2 iriageds Hi L7z KEK T(10)ICHE-TES T %, S KX DEK, KEK £6IC 256 EVRTH
%, DRBG [C(F(14)ICEEHELZRAD+2 B IV MOE -GS 372D E (X 256 Ev R THY,
BFIM4VNDHT 256bit BENHEFIND,

(BH:#E9 % TSFI]
EIRNIY (TOE & &)Fs. TOE #& T K)

(13) FPT_KYP_EXT.1 Protection of Key and Key Material Xk UEMEIDIRE
TOE (F(12)ICEE& L@, ARL—IUREES#F 1M U TOE OF)EIFEEIRE(CZ 80D DRBG T
DEK & KEK Z4 % U. DEK (& KEK THES1EaN T NVRAM1 R U HDD (C, KEK [FFXIREET
NVRAM2 [CENFNRET D, FDMDA L —IUIZ DEK, KEK iMR7FESN D ZEF L, NVRAM2
(FIRMZIBFAIREA ML —ITHBH. (12)DBF 1AV D—ERH IR ATEER A ML — JITFEX
THREFESNDIER L,

(F8:&9 3 TSFI]
EIRNIY (TOE #&£&)Fs. TOE #& T K)

(14) FCS_RBG_EXT.1 Cryptographic Operation (Random Bit Generation) &
1R 1E ELEEY MR

TOE [FELEARKIC [1]10.2.1 [C#E#LT= AES-256 CTR DRBG %FIH7%. _?» DRBG (&
Derivation Function. Reseed ##&E%*#& L. Prediction Resistance #aE&#FEL 0, .
Linux 7—=xJL®/dev/random Ho1&7zEL.#Zz Y — FET %, /dev/random DIRETTHS
Linux Random Number Generator(LRNG)R U LRNG [Z3EAT30O090H00305%H H L
i@/ A XA e&HiceAkEIY MAE—RET S, CD/M1 XFVT M7 ICENERIMICHERDESDEE
FHETILDTHD, DRBG (F/dev/random MiitfaEnizo— k& entropy_input R U
nonce ELTHIATEH, EL#DIV MOE—=(E 256 Evbx1.5 ##8Z. [1]8.6.7 DE#EH L+
NEEAD,
TOE 30 DRBG ZHWTA M —UREEHE., TLS by av#EzEHT 3,

(BH:#9 % TSFI]

EWS 0z A E8E

TVU8—=RIAN

EWS OEEHAE

BIRINIY (TOE #E8)Fs. TOE #2T KF)
BAESRIVD ATV U RE

EWS O Ya7iKEE - BEDR THAE
EWS OFBRYIANDOXET— 2D UiaE
EWS 0771 IWEFEICES T MkAE
NEEEY N

EWS O77—LUI77y7T— ke
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(15) FDP_DSK_EXT.1 Protection of Data on Disk F4AY LDTF—H{R#
TOE AN —IF M ALDT—HATOVD BT E1L/ESILT %, BEEMICIE, A —IT)NA
AL DS R)IS—T412aVICxT B TP/ IR UAIT—R0D Read/Write ZF M LTT—201E
SL/BEEILERL. Hix/\—T12avICxt LTTF—27 09D % Read/Write 3%, BESE AR
FCS_COP.1(d)IZfED, BEEAERMEN—TAaVvEETA N —IT M AL IR R AT EERE HDD
& NVRAM1 THD, HDD & NVRAM1 LISHIERHh AR AT REG A L — YT INA RT3,
EROAN—-UBESLld TOE BN LEIET S, BES1L/ESLICRIATS DEK (2(12)(C5E
B UZED, BERTIMUNBVEBIBRICERIND,
2TOEXOFAET—H, EFXOMEZED TSF 7—4(& HDD XU NVRAM1 LORES xR/ —
FTA4VAVICEEFAFNZHIEES1ESNS, HDD £ NVRAM1 EDFERES LR D) S—T1avIC
(&, TATS LA A=Y, HlfEINSIA—=4% KEK 28EL(10)ICEEE0ENESESh iz DEK O h'4g
SN, EXOFABEXET - ARVEXDWED TSF T—3%EFH 1\, BH. DEK ORES1E(E
(12)ICEEE LZED TOE DRSS F 14 UH G LEERFCITIND, £z, FX KEK ORFLETH
% NVRAM2 [FIRh M ATBEG A L— I TN ATIE L,

(F8:&9 % TSFI]

TUU8—=FIAN

EWS nEE#AE

BIRINIY (TOE #8)8F. TOE #2 T )

BN RIOIE-HERE. JE-BEMAE. TUV MR, AFvUEE. AF v RYDRTFHEEE. T7D
AtkRE. XEHEDH Uikee

BAENRIOYITIRE - BEDR THAE

EWS DOFRRYIANODXE T —RENH Ui aE

EWS OT71IUETEICLS T MkhE

DR EBIEEER

1.1.7. SE8&E

(1) FCS_HTTPS_EXT.1 HTTPS selected #EiRSn 7z HTTPS

Web 7505, GoUVICEEY - NeDETHEIE 57190 HTTPS TEF17FvRIUETBLIIC
SRHI TSR ENFIRECHS. CORE(L EWS o BEEEDHNITAS, HTTPS [F [13](CHE-ZE
EThd,

D347+ PC O Web F50Uh b EWS AD#EEREZ(1HE. TOE £D54 7V~ PCRETTLS
BIEDRTVI—YaVEHELL, HTTPS BIEERET S, DF17VF PC oD TOE @ EWS (C
BIIBHANEBIESLUVITATOVE-MEEICH LT, HTTPS BENERASNS, Tz, BEY—/\h
LEENTT-IIBERERT, BEEAJTAEEEY - NSEXET SR, HTTPS BIENEMAS
ns.

(BH:&9 % TSFI]

EWS 0z 5I:E5

EWS nEEHERE

EWS 037 iKEE - BEDR RHRE
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EWS OFBRYIANDOXE T2 UiaE
EWS 0774 WETEICES T MikaE
NEEEY N

EWS 07— L1777 T — ke

(2) FCS_TLS_EXT.1 TLS selected &iR&nk TLS

TLS @EELT [14]0 TLS1.2 BHik— 3,

TLS BIETHERATIEEAM— MISAT7Y bH=)E0D TLS IRHYavh(cxTVI—- N3,

TOE (3 TLS ZFI AT %:&IE(CHLTIE. TOE (FBEREICIE UTHZM 7Y MY —NICEIENE S, f

ZIEEWS PO ATIIY =N, AFRv I XEA—)LEERCIIDI1 7 FLTIRDED,

TOE (30347 M oI ESNLEE A/ — OB oY R— 2@ HBE0% 1 2:#IRT S, TOE

i R— b3S A —MILL T THD,
TLS_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128 CBC_SHA256
TLS_RSA_WITH_AES_256_CBC_ SHA256
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384

(RH:&9 % TSFI]

EWS oz A1 E8E

TUVR—=FIAN

EWS nEEHEHEE

BAEISRINDAF v B HE

EWS O Ya7iKEE - BEDR THEaE

EWS OFERYIANDXE TN UiaE
EWS 0771 IVETEICLS T MikdE
NEEEY-N

EWS O77—LVI77v7T— ke

(3) FTP_ITC.1 Inter-TSF trusted channel TSF I&{E@ETFv®Il
TOE (& TOE £B &Y —)\. Mail H— Nt T. L TOBEBEEETO ML EYR— M3, ChiC
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&0, IV NIV FOFBIEBIET IR BERS AN O DRENREIESN S,
BE&EY—)\: TLS/HTTPS
Mail #—/\: TLS

(R8:&9 % TSFI]
BAESRINDAF v B HE
NEEEY-N

(4) FTP_TRP.1(a) Trusted path (for Administrators) S{E#E/\A(EEER)
TOE (IBEEEDUE— FPCH DR TZHEAMVATI—AICH L, UTOEEFE&EE IO EYR
— ;% INICED. TV RRI Y OB RIEBET - IDRBERS VDO DRENRIISND,
EWS: TLS/HTTPS

(BH:#E9 % TSFI]

EWS oz A EEE

EWS nEEHERE

EWS O3 iKEE - BEDR RH#E

EWS OFRBRYDANLOXE TSRO UHAE
EWS 0771 )ViETEICL DT MkhE

EWS O77— L7777 — Mike

(5) FTP_TRP.1(b) Trusted path (for Non-administrators) ={E#E/\AGEEEER)
TOE BIEEEEFEDUE—FPCHODETIEAMVATI—AILK L, LTOEEE&EE IO N IILEY
R— b3, TNICED . TV FRAY FOFEREBIET - INDRBERS WD DDRENRIEEND,

EWS: TLS/HTTPS
TVUB— RS54 1\ bDEIRI: TLS

(BH&9 % TSFI]

EWS oA EEE

TV8=RAN

EWS 0 Va7 iKEE - BENDR Ri%#E

EWS OFRBRYIANLOXE T —SEDH UHaE
EWS 0771 WEFEICES T )Y MkAE

1.1.8. PSTN 77DA-2y rI—DRED 5 B

(1) FDP_FXS_EXT.1 Fax separation 77D0A%5 B
TOE (&, 77DAET L REEHS ., AR BEEREN LT, I7IAT - IDEZEHAEZIR LT S,
BiR—r3370RVE [TU-T G3 £E—FOHTHD,
TPD A VR TI—ATEZENHFSNTVRDE. FIRBEDI7DIIINXEDH THD,
TRET LSRRG S DO BT —AEFE IV MI— Y12 FRLED, I7D AR
D TOE [CREICPDEART LI TERL, . TOE ([F. ARBERBRHEERNTRY NI—IETT
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—HERITETHEEELLEVVIY ., ARBERRZENZELCARBIRT —FEREBRY =D
EEISEDILY,

(RH:#E9 % TSFI]

KRB AR

1.1.9. N=FFTARADDLEEZHE

(1) FDP_RIP.1(a) Subset residual information protection %7ty EFIEHRIRE
TOE [F. YATLEBEICINVITTETHDN-FT1ADD L EEFHEBEENEEINTISE,
OE—#ERE. TV MERE. AR v EE. D7D AMEBENR Y3 TR TRICHEN— FTAADEECETR
SNERRFHNETHELETEETD,

XEDRFHEETHASNEXET 4. BRRYIALNOOENRHZERERDE UIR1E. HIRREE
EICE-THIBREN ., 2D, TOE 3 L EEHEEEKT S,

A TOE T, VAT LEBENRE UEBZFEREI_17IME R THRERVIANDREEEXE
PEFEIY FXERHIBRTS On Demand Overwrite #Eeh 2SN 3N, HIRSNEEREX
EICEETETAUUE. N—FT1ADD L EFHEMEEDREICE I LEFHENERIND,
N=FF12ADDLEFHEMEEE EEZESH 1 B(("0(FA)"(CLDH LEEF)E. 3E(0-1-ELEICE
B LEELRET) OBBIRNHES, £EL. BELEENENESNTVSIGE . MELAILTIE., E
=750, 1, ELED) FEELSINRETEERAEND T N\—RFT(AVEBE LI, LEEH
EFEDHAESXET-IN—ERIFS, TOE 2B —EEFIVILT HERTOMAFEH
XET-INGFETIHEER. LEZEELEEETT.

(R8:&9 3 TSFI]

TV8=FAN

BIRINIY (TOE 88, TOE #2 T KF)

BRI DIE-HEE. TUV MERE. AXvUHEE. J7DAMEE. XEMDH UikaE
BAENRIOYITIRE - BEDR THAE

EWS O Y37 IKEE - BEDR TikAE

EWS OFERYIANDXET 2D LaE

EWS 0771 IVETEICLS T Mikde

BAENRILDEEKEE

EWS OEEHKAE
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ST B&&E - F&E (Acronyms And Terminology)

2 (Acronyms)

A ST [CHITBMEEEELLTICEREAT 3,

HE EENE

CcC JEVD3547)7(Common Criteria)

EWS Embedded Web Server

DRAM HA4F39D5 05 L7t AAEY(Dynamic Randam Access Memory)

FIPS PUB KEDEHIEFRLIBIZEDH MM (Federal Information Processing
Standard publication)

IIT B A H3—3F)(Image Input Terminal)

10T B H3—3F)(Image Output Terminal)

MFD FTIRIEEH#(Multi Function Device)
TERMESIVHLT7DEAAEY(Non Volatile Random Access

NVRAM
Memory)

PDL R—Yitah S i&(Page Description Language)

PP J0753a> 70774 )L (Protection Profile)
IVTPINAE TSN EESMICEETHZ ATEER ROM

SEEPROM (Serial Electronically Erasable and Programmable Read Only
Memory)

SFP t¥1)T1#8E S $1(Security Function Policy)

SFR X1 T H#EEE H(Security Functional Requirement)

SMTP BFA—ILEETORIL(Simple Mail Transfer Protocol)

ST tFa1Y713—5y ~(Security Target)

TOE FTifi xf & (Target of Evaluation)

TSF TOE tFa1")7/#8E(TOE Security Function)
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8.2. HEE (Terminology)

A ST [CHITHREELITICEREAT B,

) %A

WESD TPAVIAT L BREEATIDNORIROBEEEUNBVNIIITEETIEEIET . HROD
AR O EEFIEFR,

KEK Key Encryption Key OB, ZETlE, AL — VBB REESILTIHOESED
CEEET

DEK Data Encryption Key OB, KETIE. ANL—JBEEROEEIET,

779V AEY SD F7=(¥ eMMC #3157,

AbL—=Y TERERMEDISYV1XE)RU HDD %1657,

SEEP Serial Electrically Erasable PROM OB&, J bO—5/h— R LT CPU (LN A&z S
NBITERMEATY,

Web UI FIREDZA47Y D Web F595 %4 LT, TOE (LR TR RENTERZH—EATHS,

HRRYIA HERRYIALEERAANEAF YU XEPTPIARIEXE. IE-EFEXEEZ TOE HIC
REITBHDIL,
FREFIILETTHERBRYDAICEMSNEXEZRY NI LOTIVE1—ahbE)
HIZENTRETHD.

- wOVAN TV MEREICB VT, ENRIF—2%7 2V R— XU THER LIEEY bRy TF—R% MFD DA

(Store Print)

Fo—IKEC—BEHEL. BEESNF ABENEAERIVENIE TR 2E CHIRIERA
BT AE.

FMAFHFXET—H

MFD DAL —JHECEREN LR, FIANE T L7 LBHIRENEH, AL~
HENICET - SEBEREL T IREOXET 4,

XET—H
(Document data)

— & FI A& (U.NORMAL). SA h* MFD OOE—#EE. ) MEBE. AF¥vUBEEE. T7
DAkRE. XEDRFHEEEFI AT SMRIC. MFD RAEEBT 22 THERIFEHRES
T, ML TXET-HERELT B,

AFrUXE

AXvUEREIC LS T, BFRAANEMSNEXET . K TOE [FAF v X EE Mail
Y= IINEELIEN . XEDRFEEDH U REICIDH RNV AICKRTF T S AEER O,

AE-BEXE

AE-ZBREEEECSID EFHAANEBRINEXET -, A TOE FIE-BEXEEL.
XEDNRFEEDH U REICINH RNV AICRTF T dHAEEL O,

TPHAREXE TP ABBEIC LS TRIEEN.. A TOE THRONBBEFHADXET—ATHD, A TOE
Tl REFOFREICLD. RIELEIPIATAEHLNUHFRESNEHRBERVDAICLR
FIBIENTES,

TXIVTAEEDNTT WO, HD EDSIBEERIT NV BRPEELGIRY MBI SEETPERE

-3 B, 1-Y—BERE)E. BIMEHEINZT—4,

MAEEE HEAEREE LR AECEINS TONSERE], A TOE Tld. B EEERE. SA ®E,

(User Role) — A AEBRINEZRIN TS,

HmEEERE BWEEEN TOE 2F| AT3RICLELIERER T, SFR NTIE Key Operator

(Key Operator
role)

role ER‘EEND,

SA %

SA ' TOE &FIAT 3RICLELERERT
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(SA role)

—RFIRERE
(U.NORMAL role)

—h&F A& (U.NORMAL)H TOE 2FIAY 3 MEICHELHERZRT

FIAEHAER
(User Identifier)

FIREEHRNTIHOER, 1-F-1ID,

MW EEEHAE
]

(Key Operator
identifier)

BREEE R EENY TOHNE1—Y—ID, SFR ATIE Key Operator Identifier
ERBEND,

MWEESE
(Key Operator)

MFD O E Y TOE EF1UT 1 HEEDEREZITOEEE,

SA

W EEEHSMIBRICER SNz SA B TPHVY MelERT HENTE, MFD DR

EIEP TOE tFaUTHREDR ERITIEESE,

YATLERE Key Operator & SA D#FF,
(U.ADMIN)
EWS TOE N®D Web H—I\THD. FIEEDF17V +D) Web 7595 EMH LT, TOE [CXT3

(Embedded Web
Server)

IREEFESR, REZLH. XEOHWNH L/FRIERNTERZY—EATHS.
Windows D1Z# Web 750 THERTENTES,

1-— -'j-_nl..n
(User
Authentication)

TOE OB AEEE AT $HI1(C, FIAE DR AR Z1ToC TOE OF| AR CHIREH
(FBTHDIEEETHS o
ARARFRREESMERFREED2 0D E— D% B H, K TOE TIIARKEEELE— FTEIMET B,

¥ N7 H
(Local
Authentication)

TOE U):L_‘ij- nL.anZ’@_-’ MFD ('_ fibrl -lj-_'IFI#&EﬁFHLJ_CnLHIEMEE&’?:Ta:E I"

%ﬁﬂnu A
(Remote
Authentication)

TOE 31— - &SV EREREE Y —NCE
2E-F,

fibrl +j- 'IH*EEE%LI_CHLHIEMEE&

N—FT42ADDLEE
HE

(Overwrite Hard
Disk)

N=FTAADEE LICERNIEXET —HEHIFRT BFRIC, EDT—FEEERET 4
CTLEEETTIHAEETT,

AL—-URES

REEED—HERFIDAN - VERESILTIMAEERT.

TAVIR— X aE

R—YREik S35 (PDL) CHERSNICEIRI T — &ML, EVFIvT T —RICEHT HH

Hbo

FAVK-Z

TAVR—AHERECED R—- U EFE
—BICEBRTIE,

(PDL) TR SN T —HERETL. EVhvTT

YATLEBEEE-F

—&FIRED MFD O#EEEFI AT 2 E/EE— REAIC, YATLEEEN TOE OfF
RIREICEDHE T, TOE #RDBERTE® TOE tX1UT R E DS R/ EHEL
oz, REENEEEITOBMEE—F,

#A—MD)T7HRE
(Auto Clear)

124632\ LU Embedded Web Server oAl 612 4% Ui L VR BE T— E DBFRS
BB LEEEE, BEIRICEREENOY 70 FENBHEETHS,
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DAMR—IVIZ7?

(Customer MFD OR=F/MEEZITIIVIZT,

Engineer)

nEeH WEBEHLE. TOE FERESNTUVBEECRELFERERELPIERATEIETHD.
(attacker) WEBEICE, RBSNLIAETEHN ., ZOERERELTIIERATEIELEFIND,
BERRI

(Control Panel)

MFD OBEICHERBINEY . FVT  BvFRRIVTAAT VA BRE SN/ R,

—MRFIREDFATY
S

—RFAESRATEIVIMTP Vb,

YATLEEE
DTV

YATLEBENFATEIVIMTU L, YATLEEEIX Web T50H %L MFD (C
XUC, TOE BRET—HDHERPESHZEITI.

TVR—=FFAN
(Printer driver)

—RFIREIFA 7Y b LDT—R%, MFD h'RIR AT e R — 5Lk 555 (PDL) TR
SNTERIT—RICE#RTZYIMIIT T, MABEDIA PV NCERT S,

MFD W2 eI ge B — Vb E55(PDL) THEEENET -4, HIRIT—4(X, TOE O

ENRIT—4 FAVKR—ZTHEETEY MY T T—RICE#EN S,
JE—BEICENEEHAENET =5 BLUTUY MERECIDRIBEDFM 7Y M ES
By rIyFT—4 NEMRIT—2%FIVR— THEETERLET—4, Pyt ITF—aMBEAXTER
EHELT\— RFA A EB(CEMENS,
B IE—H#EET 1T HBDOEHAH DR RENZ XEDLE ., BELEERT,

TOE BE7—%

CNIE TSF T—AD—&BTHN, TOE [CLo>THERL SN TOE ([CRIL TSN IZT—
5THN. TOE OtF1UT A BE 5 AR RLOBERET 4.

CRcFiH

BEAERINS 256 EVEDT—H, AP —IRBEADXET - HORFHRIC, COET
—NEERALTESIEETI.

2ykDJ—5

NEBRY FI—DERERRY M) -DERETI—RMICERTIHEORE,

SRRy bI—D

TOE 2 &I HM CIEENERLB L RERY FI-DLUNDRY FD—-DEEET,

RERRY FI—D

TOE h'ERE SN2 BBDORERICHD, SAERRY M —Dh oD X1 T1 DE RIS L TR
ESINTLRRYMI—DRD, MFD & MFD A7DE AWM ER)E—- MOSERGY—N
P47V PCRIDTFvRIVETRT .

AREBFEER TPIAELE . TPDAZEDT AN TN S EIREIER SN DM,

AR EBFEEIIRIE

PSTN

(public telephone

line)

ARERT—H TP ANAREREERNSEZEDT—H,

(fax data)

LS ITU-T #1550 X.509 [CEZSNTHD. KAFEM(FTEMER. HAla. L), 26
B, BB, DITIVFUN DTRFYEREENTVRIER.

Data on TOE ET—ATHN., RMARIIFFICH(T2FIRBEBDNAT— R ERFOR/NIFHOD

minimum user
password length

CE:
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Key operator
Password

TOE EQE% Q_C%O *%WMEE%EIL nl—ta)r &)0)/(7\'7 I*'lﬁ*&

SA Password

TOE EQE% Q_C%O SA: s nIEG)T U)G)lﬁj\'j I"'Iﬁ#&

U.Normal
Password

TOE EBET—ATHN. —fH&FIFAE(U.NORMAL)ZEEDZHD/N\AT— FIFHR

Data on access
denial due to
authentication
failures

TOE RET—HTHI. FIAHE ID ZREERKRICEART RN A/ T DIFEHREK K
(B 34 1R ¥

Data on Auditing

TOE BRET—HTHN, L\2, N, EDLIBIERETOIDEVIERPEZERIAV
(BIZIZEEPEREE., 1-Y—1RFBE) &, BIFCERT SHAEDE I/ BHDFE
e

Data on User
Authentication

TOE BRET—ATHN. MFD OIE—#EE. AFvUHERE. J7D AMRES LU TV MiRE
EFIRATBMRIC, 1Y —FREERMICTREA T SR DA R/ BB LUK EDTER,

Data on use of
password
entered from
MFD

control panel in
user
authentication

TOE FJ/ET—HATHN. KIEKNRIVDODDFREERFD)\ AT — R{E
FAREDHE =/ EDDIEER.

Data on Store
Print

TOE BRET—HTHN., TV bF—IZERCTIMR—FTUU MIE
SN DEREFHR

RSEADERISE

Data on Trusted
communications

TOE BRET—ATHN. RExYI—D LEICHEETEIXET A, YaJER. t¥a1UT(
BEEOTT-ABLU TOE RET —RELTLBIET I ERETHLHICH G T H— iR
BEESLRETONINOER/ BB SUREDEFRSSULAE. BEEA/BESEN
AD—F, #£@EH) AT FER,

Data on TOE BET—ATHN. DA —IVIZT7REHIBHEEDE 5/ BNDOFER KR MRSF
Customer N2AD—ROTER

Engineer

Operation

Restriction

Data on TOE BRET—ATHN. N\—FT1ADD L EZFBEERRECRI R T HEED B S/ EHD
Overwrite Hard 8

Disk

Data on Storage  TOE ERET—ATHD. AL —IURESILREIC

Data Encryption

R 2 EEDH D/ EHHDER,

Data on date and
time

TOE RET—HTHI. 81 LY —-V/93—31 LEREFRERERLT -2 THD,
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Data on Auto TOE SRET—HTHI. BRI A— MUTHEED B XN/ ESHBLUD 7R DIESR.
Clear LU Embedded Web Server OF4— MUFHEEDA X/ EDDIERP LUDU T
RIDIEER.

Data on Self Test TOE :RET—HTHN. BCTAMEREDE %/ BESDIEER.

Data on Report TOE F&BET—ATHN. Lik— M D iEEDL EIHER.
Print

Data on TOE BBRET—ATHN. 77— LII77VvTT— MERED R EE R
Firmwareupdate
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