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and has an administrative role
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User Document | Information contained in a User’s Document, in
Data electronic or hardcopy form
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User Job Data Information related to a User’s Document or
Document Processing Job
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Protected TSF
Data TSF Data for which alteration by a User who is
neither the data owner nor in an Administrator
role might affect the security of the TOE, but for
which disclosure is acceptable
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Confidential TSF | TSF Data for which either disclosure or alteration
Data by a User who is neither the data owner nor in an
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An attacker may access (read, modify, or delete) User

Document Data or change (modify or delete) User Job
Data in the TOE through one of the TOE’s interfaces.

T.TSF_COMPROMISE

WEFHI1T TOEDA 27 = —A %@L T, TOEHN
DTSFF—ZICARET 7' 2T 50 LivZely,

An attacker may gain Unauthorized Access to TSF
Data in the TOE through one of the TOE’s interfaces.

T.TSF_FAILURE

TOEDOHANENTF A SN-H4 . TSFOBEEHEIC L -
T, BX 2V T 0 OBEZGI TG LILZR,

A malfunction of the TSF may cause loss of security if
the TOE is permitted to operate.

T.UNAUTHORIZED_UPDATE

WEE 1T TOEICARERY 7 N =T %A VA h—
VT HE LIV,

An attacker may cause the installation of

unauthorized software on the TOE.

T.NET_COMPROMISE

WEHIT, Xy N —JBEZET=X LTV EEL
04T AZ LT, BEFOF—FIZT 7R LD,
TOEDt X = VT 4 ZfEbrfb L7203 2560 L7
AN

An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.
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P.AUTHORIZATION R 1T, SCEALER N OVE B RE 22 ST 2 AN M
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Users must be authorized before performing
Document Processing and administrative functions.

PAUDIT XU T BET T T ITIEBEEINR TR
X759, F0koRTrvaron ViR
S, ANHBIT= T 47 4 ~EFEINRTNER S
VAAN

Security-relevant activities must be audited and the
log of such actions must be protected and transmitted
to an External IT Entity.

P.COMMS_PROTECTION TOEIZ. LAN EODT /A 2 & B & &5 T & /e
FHUER B 70,

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPTION TOENFIHE LET — & FI2I3WEDOTSFT —4 %
B AZ A AT RE /R AN FEME A b L — U T A RITRAF
T 556, TORXZENHDT A A EDiEYST—H
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If the TOE stores User Document Data or
Confidential TSF Data on Field-Replaceable

Nonvolatile Storage Devices, it will encrypt such data
on those devices.

PKEY _MATERIAL FIHE SCET — 2 £ 7213 OTSFT — 4% OBLHIA
BAR[RE/R RNEREME R L=V D72 DR 58D AL
IZHGT DL 97, X0k, 7 ~R7 | EEk F
72IXZFoMOH 5] HHIT. RIERT 7' AL
XN, hOFDOARL—U TN
A A BIRGFEIN TR 5720,

Cleartext keys, submasks, random numbers, or any
other values that contribute to the creation of
encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF
Data must be protected from unauthorized access and
must not be stored on that storage device.

P.FAX_FLOW TOEAPSTN” 7 7 At = 2t 9 5454, PSTN
7 7 27 A[ElfR L LANO B O 5y (RFET 5

If the TOE provides a PSTN fax function, it will
ensure separation between the PSTN fax line and the
LAN.




JISEC-CC-CRP-C0659-01-2019

PIMAGE_OVERWRITE EMMFRY g TOK T E-13PIEOESIC, TOEIZ#
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Upon completion or cancellation of a Document
Processing job, the TOE shall overwrite residual
image data from its Field-Replaceable Nonvolatile
Storage Devices.
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4.1 FRARVIREICERYT SETIREH
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Physical security, commensurate with the value of the
TOE and the data it stores or processes, is assumed
to be provided by the environment.

A.NETWORK YEABRET L. LANA v & 7 = — A~DIELIE D
BT 72 ANSLTOEZRET 5 Z L 2 ET D,

The Operational Environment is assumed to protect
the TOE from direct, public access to its LAN
interface.

A.TRUSTED_ADMIN TOEEHE X, 4 bOEX = U T 4 FEHITHEST
TOEZEBT 5 &, FHINTND,

TOE Administrators are trusted to administer the
TOE according to site security policies.

A.TRAINED_USERS PR SHNIERHEE, A botF =2 U T 4 FFEHT
o> CTOEZMEM T 2 L O AT S LTV D,

Authorized Users are trained to use the TOE
according to site security policies.
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+ OS : Windows 10
+ Web” 7 74 : Microsoft Edge
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EHw VAT NEBEICHIRT 2HEETH
Do T2, —FIHEIEZ, B D/SAY — ROEHERARETH D,
6) &=V T 1 BEARERE

AEEREIT. X =2V T A RBICHET A FREEAEn 7L LTAERL, BE
Y= OFAH L2 AREICT HHRETH 5,

Ak EnTcEEA r 713 TOE WERICIRF S, IRERBZBZ 5561013 D
TR ZHE L T LWER R 7D RFE SN D,

(7) mfFiEE I RE

AKgHe1X. TOE BN 7 7 — AW = 7 OF = v 7 W LG OELEAE RO 1E 5
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User Guide
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Security Function Supplementary Guide

17




7.1

7.2

7.3

JISEC-CC-CRP-C0659-01-2019

IR IS & SRR E KR UHER
Bl 3¢

RN 2 S hE U7 —RAEIEAN IT v =2 U 7 ¢ 2o & — FHliERiE, IT %=V
T A I L ORERERIEE I K 0 KGR E N D & & biT, TLAC ([EFEFBRTEE /18
1) O BEAGIIINGE LTV 2R EMBT OIRSZATBOE NSRS B AR A 58
oy —) ICKVRBEZZTTEY ., Ml EMERF OO~ R VA MRS
HOMUIMEIZHOWTOERFHEAN - LTV D Z ENEYMICHER I TN D,

ERRiipapes

S, @A PP NERT A CC 23— 3 OfRFFEEIZ W T, CEM ICHTE X
NIt T iE R ONE S PP OREET 77 4 © 5 4 Z W T ThiT-,

MR OFEMIT. MRS EICB VTS S, FEHliEREETIX. A< TOE
OWE L, CEMOU—27 2=y N OEE PP OIRFET 77 4 B 7 1 Z & OFMM
WA K OIS 255 5,

FMmERESE

PUF, SRS &0 X 2 M 320 0 B 2 7~ 4,

FEAMIE. SERE 81 4E 4 HIChhE 0. SFoTE 11 A iHlsREE 0 E H - T
T U7z, BHmEEREIE. BEHFEE > O EEmIC B 3 2 5l AR — N oot 2 52 17 |

—E ORI HRELE A Lo, o, SocE S AL 6 KUY AICBHREE
YA R TRHIET A b2 Eh Lz,

AHIESE ISR SR, FTRIREE L L TRITS N, BREICHE S
N, £ b OREMIE, BAFEEICL D RELMTbI, &S, X ToORME
R STV D,

F7o, RS2 RO T RO AL, FERELV Ea—& L TRtk Ean T, &
iR~ S iz,

NGO, FHMmERE K OBIRE PR L0 b, GRS EIC K S 1
776

18



7.4

7.4.1

7.4.2

MEATX b+

HAIEYEN

JISEC-CC-CRP-C0659-01-2019

FEAT O FE TR SNTCRHL A MGE L2/ RS, o F=2 U7 4

PEREDSHEEICFEHR SN TN D Z L 2 RAET 2 12O DFHE ML T A b K O tERE
NS SFHHERAT A &7 LIz,

FEETA b

ARFHMIZ BT, BIRAE T A MIMEFELRICITE 20,

SREEIRILT Rk

EEEREN

P OEFR TR SRR S, B OB X 2 U T o HEEDSHESEITEE
BIhTwsz

L HRFET D7D OFHIE ML T A b (LAF THSZT 2 R &

Do) ZFEM LT, FHmFEEM LIMNLT X B ELLTICHAT 5,

(1) HIITR MRE

MSTTF 2 R OBREIL. X 4-1 127 L= TOE OE AR U -k ch b, Il
ST A S OBREECEH LML 2R 71 1R,

R7-1 WITRAMREOERS
A S
TOE (B A1)
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X—37 3 : Controller ROM Ver. 1.1.14, Fax ROM Ver. 2.2.1
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7 AfRe
X—37 3 : Controller ROM Ver. 1.1.14, Fax ROM Ver. 2.2.1
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RSA (B4R, B4 A RUREE)
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AES-CBC-128, AES-CBC-256, AES-GCM-128, AES-GCM-256

SHA-1. SHA-256, SHA-384
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CTR_DRBG (AES)
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(N—Rabt—F R AOTaTrvarraryA )] #EaORiEENE
IZOWTOHA RZ A [16] FCS_RBG_EXT.1 OF A MM B3 % #
el ANE

X2 UT o HREE: . 3w 94T U7 S— 12 HEE
X T 4 REES, . oI TI9A4T7 Y7 NRX— K3 WWE

B ORISR E LT, @E PP AERT LU T ORGER A R—R 2 MMZHOWT 6
B CHER IR ST,

ASE_INT.1, ASE_CCL.1, ASE_SPD.1, ASE_OBJ.1, ASE_ECD.1,
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KEETHEN SN CCIZHET DIEFEZ LI FIRT,

CC Common Criteria for Information Technology Security
Evaluation (&3 = U 7 ¢ 5l 4E)

CEM Common Methodology for Information Technology Security
Evaluation (&% = U 7 ¢ #Hili 515)

EAL Evaluation Assurance Level (GFEM{RGEL /L)

PP Protection Profile (Ym7 27 a7 w77 A)L)

SFR Security Functional Requirement (&% = U 7 ¢ HEEZE/F)

ST Security Target (Ex=UV 7 4% —%> v |)

TOE Target of Evaluation (FEAfi%}5)

TSF TOE Security Functionality (TOE& = U 7 ¢ #iig

KpEETHEM S TOE (2B HM8EE 2 LL R IORT,

MFD

Multi-Function Device (7 2 % /L #EE515)

PSTN

Public Switched Telephone Network (/A4 75 Z5[RI#1#E)

A & T &7z IT i B4 2 M85 2 UL TSR,

AES Advanced Encryption Standard

CBC Cipher Block Chaining

CTR_DRBG Counter (CTR) mode block cipher algorithm DRBG
DRBG Deterministic Random Bit Generator
ECDSA Elliptic Curve Digital Signature Algorithm
GCM Galois/Counter Mode

HMAC Keyed-Hash Message Authentication Code
HTTP Hypertext Transfer Protocol

IPP Internet Printing Protocol

RSA Rivest Shamir Adleman

SHA Secure Hash Algorithm

SMTP Simple Mail Transfer Protocol

TLS Transport Layer Security

28




JISEC-CC-CRP-C0659-01-2019

A& THEH SN HFEOERZ LU TITRT,

= B —hkRE

MFDOH#AE SR OB TROICGE 2 A % v > L, RS 5 HKRE

A% U RERE

MFDDH#EAE SR OESETRICEZ A% v > L, GiArid A TZR
MEXET =2 %, Mally —NIZHEE 7203 [SCEORF L
D LHRE) THRAFT DHKRE

7 7 7 ARERE
(7727 Ak
&, 777 A%
(B

INREGERISEZ R L C 7 7 7 AEZEEIT HOMRE, 777
AE(E X, MFDO#EE SRV ZBEL THROGEA A% v o L,
MAIANTERIAE SCGET — 2 2O 7 7 7 A7 v 2L Tk
595, 777 A%51%, FIRESET — 22 BEEO7 7 7 A
7'r hanTEEL, [SGEORF LY H LR CRAFT S

AINEN -2

FMMELZ ZA4T7 0 bOTY 2 KT A 3E721ZWeb 7 7 0 Hi
LIXE SNIRELET —Z 225 L. MFDO#HAE/ R0
AR CHIR9~ 2 8% HE

LEOHRAF LB | FIHECET — % #MFDICIRIE L= 0 B0 H L7204 HHEHE,

0 H URRE LEORFIE, TAX v UEE) 7213 177 7 A%[5) Tk
IWATERIRE SCET — 2 2R 5T 5, CEORDY MUK, RF
SNRAECET — 2 % MFDOEIE SR L5 OF/ETH]
M, £721% FIHEZ 747 SOWeb 7 7 7B OEMET
FilE i34y ora— K35

RAET 7 7 ¢ € | PP G O 72 DIZFHANE A3 L 72 1T UL 78 & 7 Wi fEEE,

T4 CEMOMETHY . #APP [14] Tl APPOFICFdR ST

W5

29




12

[10]

[11]

[12]

[13]

W

JISEC-CC-CRP-C0659-01-2019

FAMAY

ITE % = U7 o 54l K& ORRER B O BABIRE, SERRB0ETH, MSZATBUE NEHRAL
e, CCS-01

ITY = VU7 ¢ FGEFIC BT 2 2R SR, 8059, MNAATEIE N IEHALEEHE
HeRAE, CCM-02

ITE¥ =2 U7 ¢ AR ARE S I B9 2 TR 4 IH, SFRk304E9 A, MNTATBUA AT
AL HEERAS, CCM-03

Common Criteria for Information Technology Security Evaluation Partl1:
Introduction and general model Version 3.1 Revision 5, April 2017, CCMB-
2017-04-001

Common Criteria for Information Technology Security Evaluation Part2:
Security functional components Version 3.1 Revision 5, April 2017, CCMB-
2017-04-002

Common Criteria for Information Technology Security Evaluation Part3:
Security assurance components Version 3.1 Revision 5, April 2017, CCMB-
2017-04-003

BN 2 ) T A TEOT-dD T T FA4F YT 23— b1 3L —i%E
T N— = 8.1 WETHBIR, 201744 H, CCMB-2017-04-001

CER294ETH IR 1.0

HHREN X2 VT MO0 7747V T /N—F2 EX2UT ¢
REE= R —x > b =3T3 8.1 WETHBIR, 20174F4 5], CCMB-2017-04-002
CER 2947 A FHFREE 1.0/

Bt 2 ) F 4D aEL 75457V T N—R3 EX2 0T ¢
RAE= R = b =3 8.1 YWETHBIR, 20174F4 5], CCMB-2017-04-003
CEA294 7 IR A5 1.050)

Common Methodology for Information Technology Security Evaluation :
Evaluation methodology Version 3.1 Revision 5, April 2017,
CCMB-2017-04-004

fHaEart = U 7 4 sHilio 7o @ik fHii s S—32 3 3.1 WETHSD
fi, 201744 4, CCMB-2017-04-004 CF-% 2947 A FHAR 45 1.0)

Fuji Xerox ApeosPort-VII C7773/C6673/C5573/C4473/C3373/C3372/C2273
DocuCentre-VII C7773/C6673/C5573/C4473/C3373/C2273 7 — 4 EXIHE,
A¥ xS —, V7 I AMEET N EX2 VT4 X —F v, N—T = V11T,
2019411 A 8H, Bt r v 7 ARalatt

Fuji Xerox ApeosPort-VII C7773/C6673/C5573/C4473/C3373/C2273
DocuCentre-VII C7773/C6673/C5573/C4473/C3373/C2273 A¥FxxF—, 777
AEREIEVEREE 7 L +T — & FEEHEMAE Fuji Xerox ApeosPort-VII
C7773/C6673/C5573/C4473/C3373/C3372/C2273 DocuCentre-VII

30



[14]

[15]
[16]

JISEC-CC-CRP-C0659-01-2019

C7773/C6673/C5573/C4473 A% v —, 7 —# LESIHEMEERERITT v
+7 7 7 AMRE FHIEHEE, 1.6, 2019/F11H 8H, —MAEEEAITE* = Y
74 & Z— FHlES
Protection Profile for Hardcopy Devices 1.0 dated September 10, 2015 GREE%
5l: JISEC-C0553)
Protection Profile for Hardcopy Devices - v1.0 Errata #1, June 2017

[N—Ra b —F A AT aTFraryr a7y A EWEORERIIZON
TOHA FTA4 >, HLOA, 2019424 1 10, IAZATBrE A S B HEE AR

31



