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1.  ST#ER (ST Introduction)
ARETIE. STSEB. TOESHE, TOE#IE., LU TOE sEbICOWVCERHR TS,

1.1. ST = (ST Reference)

AETIE ST OFAEHREFCLT S,

24 b Xerox D136 Copier/Printer EAL2
ESUSEC L]

N—=33v: V21.4

178 20189 A 20 H

ERLE: EXCOVvIAMK &1

1.2. TOE B (TOE Reference)

AE Tl TOE OFAIEHRETZIRT S,
TOE (& Xerox D136 Copier/Printer ELTEET %,

TOE 4 Xerox D136 Copier/Printer
TOE MIN\—33y: Controller+PS ROM Ver. 1.200.15
BFE: ErFOvOAkA St
SERDEFEITEETHD,
Xerox D136:

Controller+PS ROM Ver.1.200.15

1.3. TOE#ZE (TOE Overview)
1.3.1. TOEFABIUVEELF1)T #AE (TOE Type and Major Security Features)
1.3.1.1. TOE ®#&%l (TOE Type)

ATOE R ITHEATHN. E—BERE. TIVA—BEEE. AFv T —BEBE. XY MDD AF v UBRER R T 5T
JRI#E & #E(Multi-Function Device B&¥5 MFD)T#%% Xerox D136 Copier/Printer (LAF%.
HB[CTMFDERET ) THD. TOE ([F. MFD £{KDFlf#H, TOE £JE— MEORE XY FI—D E&ETRNS
XEF—A, JaJER. TOE RET ALV EF1)T(EENT T-HEBENORETILHOES
EBETOMIVCLZBETADRELCHETIHRMTHS, F MFD [CLDUNESh 7z NER)
—FTFAAVRECEEINIXET A FIRFAXET AT EBRBNORETIZHOHAEED
TOE [C&FEN 3,

1.3.1.2. TOE DO#£8EFERI (Function Types)

Tablel [CTOE MR T 3R MOAEERI EREL T B,

-1 - Copyright® 2018 by Fuji Xerox Co., Ltd
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Table 1 TOE 4Rt S AEL HE AEFE R

HERERE R TOE MRt 3 5 18E
SRENRIVHEEE

- JE—#ae

OV

s AF v —HERE

S LI ES LTI

-CWIS HBégE
N=FTAADERT A LEEHERRE
N—=RFTAADER T IS L HRE
- 1Y —FRRERERE

- DATLEBE X 1IUTAE IR
PEIF HEEE HARN—IVIZ PR {EHI PR HE
XU TAEEEOTHEE

RERRY D —DT - {REMEE

‘B2 TAMERE
AV7AA—=av70—-tFa)T1HEE

Nt

- TR HEEEERT31HICIE. TOE ADO—EFIABE DM T LUV ATLEBREDS(T7 Vb
[ZTIVR=RIA NI VA R=IENT VB ZENRBETHD,

- 1Y —EREERREICIE RRFEREC AV ERERELE D) 2 FEEEDFRRE A XA BN, B FEICLD TOE (FEBLHD
LA R TENMET B,
ARSTHTIE. C0 2 FBEDRIA AR THENELSIZEFBAGESNS, . HF(CHRELTEIMGES
(. EBoNFRA AR TLRIVEMER TS EZELKRT D,
S EREREEA ZXCIE LDAP F25EE Kerberos FREENH3

)

- A TOE @ USB 7V N REATaVEMEARETE CIE ICLTWS O EDERKICEFN TV
W\, €2 T[Store to USBJ&[Media Print]@iva V(g4 SRIVICRNEZL,

+ AR TOE TlE. HM4H VAT PostScript FA NDFIFHZZIELTHED., TV MEREICB T,
PostScript (35 xt RICLTULVELY,

- BHERYIALESA, —BFAEMERTIBEARBRYDAE, BHEEEMERTIHFHRER
YIANHBM. K TOE CRAMHVATHBERBRVIADFIAEELELTND,

1.3.1.3. TOE MEREZETELF1T1H8E
(Usage and Major Security Features of TOE)

TOE 0EBFERZEELUTITRT,

- JE-HRECRENNRIVBEREICED BRI O — R FI A E QIR RICHEL, LIT TRIEEHRHA
& 10T LNENRIESTI. R—RBROEHBOIE-—DERSNTIHE . IIT THRIAVEXET R,
—B MFD OREN— RFTAADEECETFSN. IEEMEKE. AEN—- T/ ADEENLHH HIN

-2 - Copyright® 2018 by Fuji Xerox Co., Ltd
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THIRIEN S, FIE—BEE ML LTEE DAT—30 10T AOMRILRFREF. SLUBH DA
REFHNETEETHS.

- A—RROFEHHBOIE-—MERSNZIHEE . [IT THRARANZXET—HE, —B MFD ORER/N\—
FTAADEEICEFEIN, IEEEKE . REN—-FTAADEEDLERH HESNTHRIETN S,

- TUVB—HEEEICED, FIREBEDIMPY M oEESNIZERIT—4E 71V R—XUTHIRI T %,

+ CWIS HEEICED . MFD [Cx L TAF v —1BEICEDAF v LT BRI AICESNEXE T
NeRREDIATY MOEDHT,
SHICVATLEEEE. Web T50F &M MFD (LT, TOE SR ET—ADHERPEE A ZT
Do

+ AF v —HEECIR R IRIVEBEICED., B4 IRV DRI BEDIERICHEL, IIT TRIEZFHHAH .
MFD OREBN— FTAADEE(CEONIERBRYDACERT B,
ERNEXET A, — MR Web 505 ZERALT CWIS HhMoERNH T CEL ATHETH S,

© FYRD—DAF v UMREEIR IR TR IVBEICEND . BAE IR DRI FAE DERICHEL IIT TRIEE

FHRAHBRICMFD [CRESNTVBERICHE ST, FTP B —N—, Mail Y= N-AXET-AD:EEE

o

Y

N\
Y

TOE BT OEF1UT B ZIRIET S,

(1) \=—FTF1ADEBRT I LEEHEHEE
JE—. TAA—BLUAFv T —FEDEHEEDEER. \— FTAADEBICEBINLEFAZH DX
ET D LEEFHEEITOEEETHD,

(2) N—FF1ADERT SRS LhkEE
JE—. T —BLUAF VT —FE DB RO B R O R B BERR E RO\ — FTAADEEICEHES
NBEXET—HDIESILEITIHEETHS,

(3) 1—Y—ZR5LHeE
FFRISNIZAFEDFIRAELFIC TOE O EEEE AT IHEREIFLER DI, BIENRILELE—H
FRAFEDIFM47V D CWIS Hho1—H—ID E1—H—)NAD—FE2 A WS THEAIZEFEL. TOEFERAD
POeAKIHZRRT SHAETHS,

(4) YATLEBECLF1)T1EEHEE
BENRRVFEZBOATLEBEDFATY Mo, BABLURESN VAT LEEREN . TOEDLEF
ATAHBECRAT IR EDSBBLIUVEFEVATLEBRBEDOANITAZLIICTIHEETHS,

(5) HAMNI—IVIZTRIEFIPRHERE
DA —IVIZT7H TOE OEF1 )T HEEICEAT 3R EDSRESLUERETCELTIVATLE
HEDHREHAETHS,

(6) E¥1UT1EEEOTHERE
WD, BN, EDLIBIEEETOENEIVDBRPEZELGAAVMHIAEESPEREER. 118
RE) e, BT ITDDIEETHD.

(7) WERYI—DT—2{REREE
NEBMRYMI—DEICFEETEIXET A, VaJZRH., tF1)T1EEOIT ALV TOE RET—4H
EVWOTEBIET - HZRETIHEETHS,
— R EESEEIE/O L (TLS, IPSec, S/MIME)ICxIET 3,

(8) AVI7AA—Yav7O—tFa)T1HEE
SERA VA=D1 AERERY M —DRICE TR EFRISN B LB S EHIR T 218 THS.
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(9) BCTAMKSE
TOE @ TSF E£471—FHELU TSF T—ADTEE IR T TeHDHBRETH S

1.3.2. TOE F|fEIE#E (Environment Assumptions)

ARTOE [, ITHAELT—RMBERBATM AL, 774704 -V BETHERY I -DDB BN HIRFES
NERERYFI-DELVRAED A7V betEBRSN TRIRASNSEZEEEL S,
TOE 0BETSFAREER 1 (LT B,

- -

’ VAS: 3
‘\ *“JI‘U_IJ ,'
\~_I__"
9 — I RIREDTA P ! — RIS
! L 1
A j@é’b”%t)ﬁ" P, —BFIAEDSATUE
! 1
— e FIE L IPAT SUVLEISEN
o

usB

-
7

- - o

S} YATLER

"ok
\\
=
o
(A ‘

A 7171 NESCEON —
YATL | -Web F59Y el —
EEE —_ .
A
[ Mail H—/{—
R
[ DNS H#—/{— S}
LDAP #—)\—
[ ] A A
[ Kerberos #—/{— ] —BFIAEE HANY—  YATL

IVIZ7 EEE

1 TOE 0B FET 3 AIRE
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1.3.3. TOE LSADN—RII7HEREY T oI 7# K (Required Non-TOE Hardware
and Software)

-1 [SRTFAREOFT TOE (& MFD THYD, TELd TOE USNDN—-FIIPHELVVIT MIIPhiE
"9

(1) —&RAZBEIZMTH
N=FII7IERAED PCTHN., TVVA—FIANDBA VA R=ILENTHN, MFD [CHLTXET—3DT
VY FEREITHIENTES,
Fz. Web 7595 ZEALT MFD OAFvF—HBEICEDAF v LI X ET-ADEDE LEXKREIT,
F—REFIRAEN MFD [CEERUVEZRBAYIADRIDAL TR, NAD— R POERHIR. BLUXE
DEEHIRIEEDHRELEENH KD,
USB TO—DIUEHSNTWBIEE . TUVA— R4 A VA R=ILENTHND. MFD ICx LTXXET—
BDT )V EREZITICENTES,

(2) VATLEEBEDI(MTUL
N—FII7ZAAD PCTHN, Web 7505 ZERLT TOE [CXULT TOE RET—HDSHBPER
EITHENTED,

(3) Mail #—/5—
N—FD17/0S (AR PC F£zdH—)1N—THD. MFD [ZA—)L.7ORILZANT, Mail —)\—-¢&
XET-INEZEEITI.

(4) FTP H—)\—
N—=FH17/0S [FRAD PC £(EH—)1—THN, MFD (& FTP 7O RIIVERWT, FTP H—)\—(C
XET-ADEEEITI.

(5) DNS H#—)\—
N—FD17/0S [ AA®D PC FdH—/—T#HN. MFD (& DNS 7O MILZEAWLT, DNS H—)\—H
b IP 7 RLAEHREERSFT %,

(6) LDAP H—)\—
N—=F917/0S (LAE®D PC £EH—)1N—T&%N. MFD (& LDAP 7O FILEFVT, LDAP H—/\—
W oAl FREEE OIS 21T ). FLFABRIIELTO SA 1BEHRERFT 5,

(7) Kerberos H—/)\—
N—=FD17/0S ([ZRAD PC FFH—/—T#HN. MFD (& Kerberos 7O IJLERLVT. Kerberos
F—N—h oA R EROIEEIT I,

(). Q)D—EFAEDIATY VAT LEEEDS172 b OS (& Windows 7, Windows 8.1
£9%,

(1)IEHBWT. "PCL6 Driver - 64bit, Xerox User Interface - Microsoft Certified”#7')4
—FIANELTHERT %,

(6). (7)d LDAP #—)\—& Kerberos #—/i—I& Windows Active Directory £33,

-5- Copyright® 2018 by Fuji Xerox Co., Ltd
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1.4. TOE &t (TOE Description)
AZETIZ. TOE OF| AEKE]. TOE OREREEHE. BLUMBMEEREICOWTEEHRT S,
1.4.1. TOE E:ENFIAEREE (User Assumptions)
A STT.TOE[CRULTEETSFIAE®REIZ Table 2 [CEEiRT B,
Table 2 TOE W' #EE 33 FIAE&E
Designation PP Definition &
U.USER Any authorized User. FAFEICEZETD,
U.NORMAL A User who is authorized to —RFAECEZETD,
perform User Document Data TOE hR#t 9 %I —HRE.
processing functions of the TOE. | 7UVA—1#8E% D TOE HHE
OFAE,
U.ADMINISTRATOR | A User who has been specifically | YATLERE (KW EEE
granted the authority to manage | & SA)ICE%%T 3,
some portion or all of the TOE and | TOE ®YATLEEHE—F
whose actions may affect the TOE | Tz EBEITOZHD4FHI
security policy (TSP). BHERZHFOFIHAAT. TOE
Administrators may possess DEENRIV, LU Web 7
special privileges that provide Y EFEALT, TOE #3%
capabilities to override portions of | DENMERENDSHR/BH. H
the TSP. LU TOE t¥1)T1H8E5%
EDSH/EHDHZ1THF
A%,

TOE Owner A person or organizational entity | fA#OEEEICZET S,
responsible for protecting TOE TOEZFERAUGERT 2%
assets and establishing related DEFEFIEES,
security policies.

NAMR—IVIZ? - NAMNR—IVIZ7ERDIY

R—J1—-2%FEALT, TOE
DBEMERTEEITOE,

1.4.2. TOE mim¥ErIEEE (Logical Scope and Boundary)

TOE 0w ERIEEE I 70T 5 LDEHEETHS.
2 [CTOE MiwEHIERZECIRT D,

-6 -
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Bl g

—REFRBISATU L (WebT 504, FUVE— R34 1)

- DATLEBEDFMTUL (WebT57)

H—N— (FTPH—)\—_ DNSH—/)\—_ Mailty—/\—, LDAPH—/){—.
Kerberost—/1—)

—RRFAE. VATLEESE

A

TOE BRI RE

-CWIS#HEE

-JE— R

- TR —1RE

| AF v 1R/ RV RO - DA v U RE

N—FF1ADEET A L EEHEWEE
Input = RFARDETET— SRS S e Output
Channel(s) " 1— Y —sREE e Channel(s)
VAT LEBET )T E B

DAY —IVIZ7REHIPRHEE
XTI EEOTHEEE

-RER Ry FD—DT—RIRERRE

A V77 A3y 70—t F1UT1HEE

-BHCTAMERE
User Data TSF Data
User User TSF TSF
Document| | Function Procted || Confidential
REN— RT4 A0 4%E/NVRAM/SEEPROM

2 MFD Q& 1=y & TOE MimIE A B

Channel [ZIZLLTD 4 2051 THH3.

a) Private Medium Interface
BHOFMABELNRFCPILATEEDTERVEE/IRILPO-DILIVE—T1—2,
b) Shared Medium Interface
BHOMAENRFICIILATEENDTEIRY N I—DFEDIVR—TI— A,

c) Original Document Handler

-7 - Copyright® 2018 by Fuji Xerox Co., Ltd
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N\—FIE—® User Document Data % TOE [CEriE T3 AN=X L

d) HardCopy Output Handler

User Document Data %/\— FIE—T TOE DM IERETBANZX L
1.4.2.1. TOE MRt T2EKRHAEE (Basic Functions)

TOE [F—MFIAZE(CH LT, a2 Table 3 MLIICIE—#8E. TUVA—HEEE. A v —HEEE. XV LD
—D2AXvUBERE. BENRIVERES LU CWIS HAEZIRIET D,

Table 3 TOE Q& AR#gE

HRE M=
[l 112 AE—-HEEEE . —R&FIRED MFD O#4E) R oIETRET S E(CED, IIT

CR¥ESH D 10T NoERIEITIMAETHS . FLIE-BEMEELLTE
HART—A0 10T AOHIRIEEF R, SLUEH HRARENATETHS,
FERESNERBRNYIARDIE-XET A X—JHIBR/ & HfiEA/X
ECHOmENTRETHD,

B —RBOEREOIE-—MERESNGE. IIT THRARAVEXET R
(&, —B MFD OREN— FTAADEEICETRSN ., f5ERRHME.. RERN—F
TAADEENOFHH HENTHRISNS,

TVt RE TUUS—HEEE . —RRFIREN—RFBEISFMPVMOTIV METET D
EFNRIT—5D MFD A& &SN MFD REDRIT -3 LEY by T T—43
(CEH(FAVR—X)LT, IOT hoENRIZITIHRETH D,
ENRIF—R3T)R3— 54N\ &5 LT PDLICEH UL TES A iEE CWIS hb
XEV7MIIVEEEEELTESHTEN DS,

FeTIVR—-HREICIE, B IOT hoRIETOEETUY be, EVEIvTT—
HE—BFICREBN— FTFAADEEICERL T, — A RAENMRERILDD
ENRI+ERZLIZER R T IOT W oERIZITOEE TV MBS,

AFvF—HEEE. AF v —HEEEE. —ARFIAEN MFD OIRE IRV DIERET B EICEN.
2YRD=DAFvUBkEE | IIT CREESH I, XET-RELTRAN- RTAAVEE(CEIRT H1ae
Thd.

BENLXET S, —RABED—RFAEIFM7V MeE>TCWIS
HEREICINEDHE T CENTES,

FeRy I —DAF v UHEEIX MFD [CERE SN TL\BIEERICHELT, — AR FIA
EHD MFD O#4E1RIVDoRFEZHRAIDRCEBMIC—RFAEISM17
Vb FTP H—)\— Mail Y —N—AExX T HHAETHS.

#B4E) R ILRE BAENRIVEEER—RFIAE . VATLEEE  DAN-IVIZ7H MFD
DOHEEEEF AT O OBREICBHERI - A UA-TJ1- AR THD.
CWIS #ae CWIS #aEl. —RRFIREBEN—MRFAEIS17 D Web T595 &M LT

RIETDMAETHD. VATLEEER. YVATLEEEDS(7V D Web 7
VYDV ATLEEED ID £)NAAD—F2A A LT MFD [CFRRESNBE, ¥
ATLEBEECX 1T EEMEEECID TOE RET —HTIOEALTT 4%
BT HENH RS,
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1.4.2.2. TOEMR#ET2EF1UT(#8E (Security Functions)
A TOE GRAFICH LT U TFOEF1UTIHEEFIR LTS,

(1) N\—FF1ADEBEBET I LEEFHERKEE
REN— RTAADEBICETREINDIXET A, AR T UTHIBREINZMEICE B IFERZ(IHEI
BrEN. BESNEXETHBRGBHIBRENGD, COLHAEN-FT(AVEE LICFIAZEH X
ET7T-REVTEREFLLIREEICES, CORBEZMAERTBEHIC, AE—HEE. TUUA—1EEE. A¥v)—
BERE. RY M) —DAF v UBBED V3T TRIC. REBN\— RFAADEE(CERB SN RBZI XET
—RIHLT, LEEFBEEET.
LEECHMAT, VATLEEENRTE VB ZFLIII a7 R CERBXERHIBRLTLEESEE
3 5H#HEE(On Demand Overwrite)£1249 3,

(2) N—FTAADERT—HESbikae
RERN— RTAADZEE(CRFERINVIARNDXE T —ADLIICERNA TSN TEREIGR(THT -0 H
%, COMBEZRRRTBIHIC, JE—HHE. TUUR—HEaE. AFvF—HEE. RYMI—DAFvUikaE
ERF PRI AERERCAE N - FT/ AR EBICERINSGXET SO SLET,

(3) 1-F—iTihe
TOE 4. FFATSNEHE ORI FIEEHC MFD ORREE AT BHIRERTEBRMI. 1BIF/ T,
FIREDSAPY IO CWIS, FUYA— k541151~ —ID t1—H—TA0— FEA NEE THAIR
T SMAEERTS.

AN I U=RIEOH N T iC O eeZE AR BEE T3 %,

a) AIKZESRILTHIEISN S M
OE—#EE. AFvUMEE. Ry MI—DAFvoise. BERYD AR EREE. TUV—EE(TY
VR— R4 NTOREEEDFREN MG CTHIENRIBFCIRME) SRV TERELT )

b) CWIS THil{HENH#EE
BIKEOR TR, JaJKEE-BROKR R, BRRYIANOOXET—FEE UEEE. 7711
BEICLD TV MEEE

c) MRABDFATVMDTIVA— R4 NEERTHHEE
FMAZEDFM7V b EDT—H%, MFD W AT gElaR— Uitk 5 58 (PDL) TR SNz EN R
T—RICZEHL TOE LTIV bTF—R%EIE TS (TIARX—FTUUR),
FREBVFIRAEIZAT7 Y MDTIVA— AN TR EBERTELLIRRETTIV METRET D
&.MFD FZ{ETAZEY YT T—RICEMR(FIVR—X)LTA—H—ID CEICHERN—F
TAADICETET D,

TFIUTHREEL OV R AR . MEBENEROFIAECBNTELTHRAN-FT12D
BERNOXETHEFEICHHHTCEMCHEETHD. LERDRECLNFIEHSNIHAETD
KRR RIVDOFREE T BI5E DETET )Y MERE(T A K- MUY MERE) B LUBR RN YD AR
fEtkne
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-CWIS h'oi2iE T 5 R DHERINYIANOD X ET —HEUH U RE CRE R YD AR /EHERE)
CWIS hoDT7MIVETEICESETET )Y MERE(T 1 K- MUY MERE) I e F 1T HBEICEZ S T
%o

TIAR- TV MRE. BRRYDABEDFREEVO—2H 3 (TRY,

FAEDDIATV L

TVUR—RESA4N Web 7574
(A—Y—1ID %#5&% %) (CWIS)
ﬁz : / \ \
£HE -
' i i
T5AR—F - —~
Y Y o i ST BRI
JE—757—4

BENRIDDERE

'
K ET] /

B 3 T5AX-bTVY bEBRBRINYIANEEEE IO~

BT MERE(TI1R— TV MRE

MFD TI 754 R= TV MCRTFIDREELILH S . FIRENMAZEDIM 7Y FOTIVE— RSN
TRILEEERTE LY MERZTHE, MFD (3R 2R (CENRI T —2&EY by T T -3 E

(TAVR=X)LTA—Y—ID CElCTFAR= b TUY beLTRERN— FTARADEEIC—FEIET S,

Fz CWIS ho1—H—ID &SAT—FEA AL, FRERERICRAEI M7V FRD TP IVEEICENTY

VMETRZETIBELRERICI—Y—ID JeDTIMRX— U FeLTREN- RTAADEEIC—KE

B"Ens,

FAFEF—BFERINLTIV M —EHERT3HIC. MFD OEFRENRILHNL1—H—ID &/TAT—

FEAAL, BEEENSED1—F—ID (SR IGLIETUY MFBDUA M ThR RSN, FIAERIDUA
MONCENRIE TR FZI3BIBRDIE RO AI6EEB S,

BRRYD AR EH AR

B 3 CEBRENTVEV IIT AoBBRYIAICAF v 738 LU IE— TR MT BN T BE
THs.

AFvUTRFREIE-T-RERBRYD AT B, FIAEHL MFD 0g4E)/IxLho1—Y
—ID &1—-¥—-)IA7— HE'JUJE"E*'C AN BEIE— RS LU AT v B RED R ANSEIBEICEN,
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BRI IE-BRILE ATy UIERETHIEILLN IIT HRETEZHA B0 REN—FT4RD
RECEEIS.

FFSniz1-Y-ID CtnEABRRRYDAL, FIRBENEENRIVELIZ CWIS ho1—H¥—-ID &
NAT—F&AAT3EMFD @RERICEFSNZI—F—ID &NAT— FR—HT B0 EFIvoL. — ¥
LiEim B DH BRI URYD AR DT - R 5 ehV el AeE 3N, Buth LYENRI, BIRR. #Rsk
DEENFIREETS S,

(4) YATLEBECLF1ITEEEE
A TOE (3. H3FEDFABENFANBEBRERFLEILHIC, VATLEEREE-FADT7IEAEVA
TLEBECOHCHIRLT, BEASNEIATLEBREDHC, #E RN TROTF1UT1HEEE
DSRMEREEATOEREHTT S,

- N—RTAADERT AL EETHEMEDSRBERTE

s N=RFAADERTIESLHREDS BERTE

- N=FFAADERET BB ILX—0RE

s KENRIDODOFEEIFRD)SA)— R A EEDS BERTE

- HWEEE ID EAT-RORTE HHEEEDH AR

- SA. —EFIAE ID DSBERELLVENAT—FERTE  RARIIFDOH
- VATLEBERIAXRICLITICAIEGHEEDSBERTE

- A—Y-NAT—R(—REFIAEE SA)DXFHFIREEENDSBERTE  NMAREIFFDOH
- TLS BIEWEEDSRERTE

- IPSec BIEWREDSREERTE

- S/MIME BEHEEDSRBERTE

- On Demand Overwrite #4EENSBEHRTE

- A-Y-FRAREED SRR T

- ERTVVMEREOSRBEETE

- Bff. BZIOSRBERE

- BAENRIVA—M)THRED S BRERTE

- BETAMEREOSRREETE

- UiR—MHOBEEDS RERTE

FEARTOE ZVATLEEEDSIMTY b Web T30 EEUT CWIS HEEICED, BBEESNTE VAT
LEBENDHIC, CWIS HEECINTROLF1IUT(HEEDS BERTEETOHEREFFRIT 3,
- HMEESE ID &)IADV-FORE EWMEEEDH AR

- SA, —FIAE ID OSRERTES LV ATV FRE  KAZEROH

+ VATLEEEZLMICLIS PV AEBHAENSREERTE

+ 1-Y-NAD-R(—KRFIAEL SA)OXFHHIRIEENDSRERTE AT ARFDOH
- TR TAEBEOTREEOSREERTE

- TLS BIEHAENS RERE

- IPSec BIEHAENSRERTE

+ S/MIME BEHAENSRERTE

- X.509 FEEAEOMER/7y70—F/4Dy0—F
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- On Demand Overwrite #4EEDSBER T
- 1—-Y-RIHRENS BRERTE
« CWIS Z7—MVUTHEENSBERT

(5) HDAMNR—IVIZTEEHIRRIERE
AR TOE [F DA -IVIZPH(4)DVATLEBELFIUTIEEKEEICETIREOSRELY
EEANHELGWELIIC, BBEESNZ VAT LEBEEDH (CEENRIVE CWIS o DA -IVIZY
BRIEFIREEEOE D/ B DS REREETOHEREZFRIT 5,

(6) t¥aUTABEENTHAE
AR TOE (. L2, 3D, EDLIBEREITONELVIBERPEERGAAY MBIZIEEELERERE,
IA-H—BERE)E. BURRTILHOEF1IIT(EEOTHAEZRIETS, COBRERIATLE
BEDHFIFATRETHN. BE PAEHTOHIC Web T530HZRUT CWIS [CEDATREDDTF A+
TPAIVTHAIYO- RS BENTRETHS. YATLEEENCFIUT(BEEOTT-HESIIO-FT
BIHICIE. TLS BENEHICEESNTOEINIEZ LI,

(7) REBRYII—DT—2{REHRE
A TOE (3. MERYMI-DECEETIXET . VaTlER. tF1)TEEOTT-I6LY
TOE BRET LV IBIET —HERETILHO LT O— B SLRIETO MUK ST
CR

- TLS 7Ok

- IPSec 7O0RIL

- S/MIME 7Ok

(8) 1V74A—=2av70—tFa1UT1H8E
A TOE (&, 44 8A U A—TJ1— ALRERY FD—DRICH TR EF I SN VVEEZHIR T EER T
%,

(9) BETAMEEE
A TOE (I, TSFRITI-FBLU TSF T A0 L ZIR T STTHNDE S TAMEREERITIHE
WATEETHSB.

1.4.2.3. ©FaUT/HREZAMCTBzHDERTE (Settings for the Secure Operation)

1.4.2.2 0EFaUTAHEEEARCTBLNICVATLEEEI TOE CUTDREET S ENRBETH
%

o N—FRTAADEBERET I LEEHEMEE
[1[E]HBWR[3 BEICEEE

o N—FTAADERET-IES{bikae
[BR]ICERE

o AEKNSRIDODOFBEERFD/ VAT — FE AR
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[(BEM]ICERE

VAT LEBEZTIIRRICLZ TV AIED AL

[S5]EICERE

TLS B {EHEEE

[B#]ICEEE

IPSec @ {EHHE

[BR]ICRE

S/MIME ;&S #8E
[(B]CEKRE

On Demand Overwrite #%&E
[(B#h]ICEEE

-9 25t R
[ARARRRRE)EII[SMEREREE ICER TE
EHETUU MEEE

[FSAR—= T MCRTFICERTE
ZA— DT HRE

[(B#]ICERE
TX1UTAEENT HEE
[B#h]ICEEE

NANI—TIVIZ 7R EFIBR#EE
[B#N]ICEEE

B2 TAMERE

[BR]ICRE
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1.4.3. TOE m#p¥Em&EE (Physical Scope and Boundary)
A TOE OYEMEFHIIEE KSR THS, B 4 (CMFD ADE 1=y MERE. TOE O IEREE %

<t H

ERUNE RN
IR
+—> [ —RFAE
: P YA Yy
= LERE
g VATLE
| = L N\—RTAR : ] Geatitd
| — hERET-H1 e | | NVRAM | |m —BFIRHEISATV
PNt 3 ||« Mal T/
laxykD— | B TIeT =4I FTP 5—=)\-
T DT Ty Tl RN o i DNS #—/)\—
e et o § R LDAP #—)i—
IIT R NE e T 1’Eﬁ%EEE$§E i SEEP — Kerberos H—/{—
IR ] e U =
B R 15 PN — REEEUEE @
1 A v T D= rorzo-=-- I EE j el q ] —
B — - N Sy | A= (EEITH dl i [—EREEIATIE
SSCOUR B U0— 258 St (e (USB)
1 CWIS | iaUT/#%RE ' ----- -7/ | DRAM [|X
: *%ﬁb ! i 1 ::l-__-lj-_ul.. 1 ||
R
TEEIAR L UASLE T
iagg;; F: EBELFayL | RERRYR
MBI (| e L w9973
: | [1oT =g 4. | A | PRAERRE |
Controller+PS ROM
| CPU N | .
[ TOE &
BEKTD

4 MFD Q& 1=y & TOE QY3 i & B

MFD (Z3Y bO—5R— R, IIT. IOT. ADF LU ENRILDDIER NS,

IV bA—ZiR— FHRENRILOREIE . FIET—3DBEZITOINEAVA—TI—ATHEBTIN TS, F

Jv bAO—ZiR— RE IIT iK— RO, BLUAY FO—FiK— RE IOT K— FORIE . XET—ABLUHIET
—RADBIEZITIEHD. EROAERA V- JT1—ATHEHESIN TS,

JvbO—5R— K&, MFD OJE—#8E. TUUA—HEEE. AF v —HEEOH B LU X1 ) T 8D
HOEIFFEMRTH., 2y MI—D13—TJ1—A(Ethernet), =AM V3—J1—A(USB)&#5, IIT
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R— R IOT iR— kA K SN TS, 70T S5 LIE Controller+PS ROM (L& IN TV,

B A AF—IFIL(IIT)E., 6=, AF v —HEEOFI AL, FREHAAH. BRIEFHREIY MO—
IHR—RENERETRANT M ATHD,

E{&H A5—3FHIL(I0T)F. IV FO—Jh— Fh Bk SN B ERIFHREE 1 TET )M ATHD,
BEIRTEEDEE (ADF)E. REEZBEMIICIIT [CRETET )M ATHB,

BN RIVIE MFD OOE—#8E. TUUA—HEEE. A v —#EE. XY PI—DAF v UBBEDIRIEB LU
BREICKHERRNIV, VT BVFNRINT1ATVI D EREBEENLIRILTHD,

TOE &M NVRAM ERERN— RTA ADEE BN/ LATRETIA B VR REATHD,

4 83470 Channel (X TOE AT TFEHNE LT3,
Private Medium Interface
##1E) %)L, USB
Shared Medium Interface
Ethernet
Original Document Handler
IIT
HardCopy Output Handler
I0T

1.4.4. 45V (Guidance)

A TOE ZHEH I IHMHVAXERUTOEENTHS,
Xerox D95/D110/D125/D136 Copier/Printer User Guide; Version 3.0 September
2013
(SHA256 /\wyaiE:
4524d4c91d5002b543dd1ebe4bc0310c7704db8146b86198d5fefbc8b73ada6be)
Xerox D95/D110/D125/D136 Copier/Printer System Administration Guide;
Version 3.1 January 2014
(SHA256 )\w2afE:
16e971b5953d5fa38676016260cf0aed61a14f291fdbf2543056bad01c0a42b1l)
Xerox D95/D110/D125/D136 Copier/Printer Security Function Supplementary
Guide; Version 1.0 September 2018
(SHA256 /\wyaiE:
0a4b5a995a9b414b354bfde243842f80fff4f89be79b3ebed2734cdealdecce?2)
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#&F3k (Conformance Claim)

CC#E&E5E (CC Conformance Claim)

A STHLUTOED CCHEEERIE, LTOESENTHS,
STETOE H#E&AEERYT S CCDN—Yay:

Common Criteria for Information Technology Security Evaluation

Part 1: Introduction and general model (September 2012 Version 3.1 Revision 4)
Part 2: Security functional components (September 2012 Version 3.1 Revision 4)
Part 3: Security assurance components (September 2012 Version 3.1 Revision 4)

CC Part2 extended [FPT_FDI_EXP.1]
CC Part3 conformant

PP X3k, /Sws—3JE3k (PP claim, Package Claim)
1. PP X3 (PP Claim)

A ST &,
U.S. Government Approved Protection Profile - U.S. Government, Protection Profile
for Hardcopy Device Version 1.0 (IEEE Std. 2600.2 ™ -2009)
ADFREEEZERT B,

2. \wb—3Y=ZE3sk (Package Claim)

EAL2 [Z ALC_FLR.2 ®;BN0(EAL2 augmented by ALC_FLR.2)%#FiET 3,

7= PP SRk ;&R el 8Efs SFR Package WA, D/ \Wwh— %/ \wh— Y& (package
conformant)eLTEET %,

Title: 2600.2-PRT, SFR Package for Hardcopy Device Print Functions, Operational
Environment B
Package Version: 1.0

Title: 2600.2-SCN, SFR Package for Hardcopy Device Scan Functions, Operational
Environment B
Package Version: 1.0

Title: 2600.2-CPY, SFR Package for Hardcopy Device Copy Functions, Operational

Environment B
Package Version: 1.0
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Title: 2600.2-DSR, SFR Package for Hardcopy Device Document Storage and
Retrieval (DSR) Functions, Operational Environment B
Package Version: 1.0

Title: 2600.2-SMI, SFR Package for Hardcopy Device Shared-medium Interface
Functions, Operational Environment B
Package Version: 1.0

2.2.3.

BEEIEH (Conformance Rational)

A ST L. PPIZEER &N TLVv% Common HCD Functions & Print Functions. Scan Functions.
Copy Functions, Document Storage and Retrieval Functions, Shared-medium
Interfaces Functions ##8# L L C— & #aeR B ML TEER SN TS,

K ST [CH% TOE OFERIE. AE—#&aE. TIUA—HERE. AXvF—HERE. RV M) —DAX v UBREE R T
%7 VRV E#(Multi Function Device B&#: MFD)T#&N. PP M 4.1 Typical Products [C52ih
ENTLV% Hardcopy Device ERIZETHNERHEEEZRE LTS,

FETRICRTLIICEF VT REER. 1T KT &, tF2)T1EHE PP EZHFE LTS
ncTusd,

PP THE LTS E B/ OSP/HIRSEHIC. P.CIPHER Z:E/N®MD OSP £LTLV%, P.CIPHER (ZA&B
N=FTAADEEDT -HDMESILTH) . thDFREEZRLEMI LTI EESAB. ATRREY
[FEEGL INLDIENHEE/OSP/RTREHE PP DX 1) TAEREERDAT— XAV FEDHIR
HTHB.

PP TREL TV ERIREDX KA EH DA, OE.AUDIT_STORAGE.PROTECTED &
OE.AUDIT_ACCESS.AUTHORIZED %HIBRL. TOE Ox KA #EL TS, ZDMIERBELEE
BFICEIASNTHI. BMDERREO KA HBBNIENERRED KA, PP OEF2
UTARRAHDAT— AV FERFUTOHIBRTHS,

PP THRELTL'$ TOE OxtK A%+, O.AUDIT_STORAGE.PROTECTED.
O.AUDIT_ACCESS.AUTHORIZED ZEMDx KA EELTIVS, TOE DEF1T 3t KA E .
PP OEF1)TAMERAEHDAT— FAY FEDHIREITHS

PP TiRFELTLVS SFR & ST THEALTLVS SFR DBE{&R%Z Table 14 [CZRLTLVS,

CCTE AN SFR R DEFHME. SFR DEBMABRZEEHRL TS,

Common Access Control SFP OXET—3DEFKIREDEMIE. PO AZHFAISNEFIRAEIC
HIPRLTHN., FDP_ACC.1/FDP_ACF.1 (3 PP XNHIREITHS .

+SMI Dt Fa)T1EHIEEZL LB, FPT_FDI_EXP.1 Q¥5E=HIR T3 DIR{EIITFERE
LIzL\edh PP DERERFTHD,
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D.DOC O7DtEA%|{H SFP T—EDHIFRDALIEE U.USER [CX L THEFSBVERNHBHE.
FDP_ACC.1 (& PP LDHIFREITHSB.

PP TIRE LT\ thd SFR (FERERFTHN, 18D SFR (CLN, TOE ELNFIRAIICL TS,
COZEICED. AR ST M SFR (& PP @ SFR LDHIREITHB

i@, A& ST Tld PP M SFR (S LT, BIRE D EHREH L. TDRIRABEA 29D TEBR LTSN,
TDREIRNAREL PP OERLTVSRABEER LTS,

FLRBRICEMT IR D 2R EH L. ZOEMTAEE PP THEE LTSI L EHTI3UyD TR LT
3o

PP TRELTLS EF1UT X KA EIRMDA ., P.AUDIT.LOGGING DxtK A &t
OE.AUDIT_STORAGE.PROTECTED, OE.AUDIT_ACCESS.AUTHORIZED %
O.AUDIT_STORAGE.PROTECTED. O.AUDIT_ACCESS.AUTHORIZED [CEZF#ZT\3,
&7z P.CIPHER Oxt%k At O.CIPHER ZEMUL T3, EDMIFNBEEEETIC PP OEKRLT
WAARBRZEH L THENMREESN TSR LTS,

1T R E RIS, ERBAE A AREETRB LTS,

EBNEh’z TOE xt5k A #tE SFR (CRALTIZEMDERBAZL TS,

¥ T KA EHE FMT_MSA. 1 O IGEEfRN PP EERSH, CNEI1-Y-T-HDREDH
(CEF)TBHEDORAVPHEANICRHTIREANDEHRZ. TSF T-IRED KA SICELR L SE
B3DTHN, PP BEET I LF1ITHEREEHORNREEEI LD TG,

EDfth(E PP DER LTSRN BER B U THIMRIESN TS EZRER LTS,

PP THRELTL'S SAR BRBRELEEETIC PP DERLTNBIANRER LTV,

BICA ST (3 PP (CEREEEE LTS,
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3. tFaUF1EERETEE (Security Problem Definition)

AETIE. BE. BEOtF1UT A E. AHRFHICOVNTEERT S,

3.1. #&RL (Threats)
3.1.1. TOE &% (Assets Protected by TOE)
& TOE HRH#T 3 & E LU TOLHNTHS.
Table 4 FIRABT-HICEATIREEE

Designation PP Definition BRMGREEE &

D.DOC User Document Data Ja7RBOLHICE | FIAEFEHN MFD 26—, TUU K,
consists of the information | #I33%XE7—4 AF¥vY . XY R)=DAXv U ED
contained in a user’s BHITHI AT HEEGNIEYE
document. This includes the E. EBTVY FDREHICAERN—
original document itself in RFAADEE(C—BMICXET
either hardcopy or —ANEFESND, T2 CWIS £
electronic form, image data, REICLDFIAB D17 Mo
or residually-stored data MFD AOHRBHRYIAICERE SN
created by the hardcopy EXET-0ENE UNEEET
device while processing an Hd,
original document and JaJWBZOFA | FIAFENMFD ZIE—, AFvy,
printed hardcopy output. BFHXET—NH RY D=0 A%V FEDHITH

AT 3CEGLEDLERE. BT
DY rDTBHICRERN— FT1ADE
BIC—BHICXET-ANERES
N, Va0 TPFr oIV
BIRFERZHIBRTINT R 5E
#9%,

D.FUNC User Function Data are the | 1—H¥—Y3J{E#H FAFEFRINSBIOT1T1ICE

information about a user’s
document or job to be
processed by the TOE.

NiERENE YT,
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Table 5 TSF F—AICBAT3{REE =

Designation PP Definition BRMGREEE i R &R EA
D.PROT TSF Protected Data are Table 24, Table | ZFEED TOEEZET—A. t¥a1U7F
assets for which alteration by | 25, Table 26. (BHEICREALTORAEICOWTIEE
a User who is neither an Table 27, Table | RenTbtF1)T1 LOBRELER
Administrator nor the owner | 28, Table 31 & DIELMEER,
of the data would have an Table 32 DTF3&E
effect on the operational D.CONF LISt tE
security of the TOE, but for | &
which disclosure is
acceptable.
D.CONF TSF Confidential Data are FRAFEOSAD—F | YAFLEBERFZVATLEERE
assets for which either & , 1T EEEEICLD TOE D
disclosure or alteration by a -ERAY (Table t¥a)T18EEDER EN. MFD O
User who is neither an 1}5\)_ Ry — BIENRIPRIATLEEBEDIM
Administrator nor the owner g %7.:7_.1t,r§$; PV OEIRETHID. BFRET—H
of the data would have an -HEpRyrD—H5 | & TOE W(:f%??'c"ﬂé
effect on the operational —RREF] — R RE IR RE
security of the TOE. [Z&D. BH®D ID &)SAT—RFDE%
EN, MFD DIEVESRIVD DT EE
THN., F/ET—HE TOE AICR
FEnd,
VATLEBERCFIVT(EE
AT T—8% VAT LEBEDIZI(7
VBN URTEETHN. tFa
UT418EEOJ 7413 TOE WNIZER
FEnd,
Table 6 Z0ithD{REEE
Designation PP Definition BRMGREEE i R &R EA
Functions Functions perform MFD D#8E A SNZHEDF BEZGN
processing, storage, and TOE OOE—#ERE. TIVA—H#%
transmission of data that BE. AFvF—#eE. RV FI—D2A
may be present in HCD Fr R EEEATHIEN T
products. These functions -8
are used by SFR packages.
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—BRIBEITATY ) AT
AT LEBEDISATUE ‘\ 2y k— 1; 1 RESE
- FYR— ES54) e ,
-Web 7594 I L{gg__j%{_f;}g_rf___.
-------------- 1
.W"‘B Br—4 . 1
| il e
! 1
. AT |
mEsry RO -DERNEX |+ A (T
EZ5-45 TOE&ZRET—A. oo XET—H
VIR, ¥VTEE -3 TtER
AYT -4 FIAESXET -4
Xa)r(EEOTT
d-"TTT TS Sa _g
‘/ A& A ‘TOE R ET—4
W%K*\y FU_)J’&ijlkl.n /\\N;f\‘_yf'j__?,//l ——-"é’-—:n-‘;_-‘: ------
ZTOEHET—H | ,oooee. | I @?7_1__@983?1__’9____
— ERY FO— DB
LDAP H#—/i— :_*_L_%f___’iqg‘f%___?
Kerberos H—/\— [
A ETE =g | — D747 b
leq_rf[‘___*_ﬁ_j_'_ 3! ijuj =
IWﬁBEEI$§7_- 9 '

5 REEELRERNRNEE

) RERY I -DAICHFEET I —RIFM7U LU - N-ABOBFET A PRABRY I -DER
N3 —MRT-ERERRNDEETHD,

Table 5 @ TSF 7—4(%. REBN—FT4AVEE, IV FA—FK—F®O NVRAM, SEEPROM [CfR7FS
ncd,
IELEFEt O BEF T =3I INb6CEEENGL,

FLIE5HATD NVRAM & SEEPROM ([, TSF TS DT AL MSNTLBSH, ENODERET —
513 TOE OtF1 T HREICEAR LB LVEDIRER RDEETERL,

X1V TAEEATT—AF. —FHIIC NVRAM [CERIESN S, J71ILELTIERERN— FTA ADEE(C
REFEND,

3.1.2. BEI—-YIVt (Threats agents)

ASTTIRITRA4BHEOBRI-VIVIMREBERETETD WINLELNIVOKERENEFOETH
N TOE OEMEICOVNVT RSN TSR ZHFH>TL\BERERET 2,
a) Persons who are not permitted to use the TOE who may attempt to use the
TOE.
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b) Persons who are authorized to use the TOE who may attempt to use TOE

functions for which they are not authorized.

c) Persons who are authorized to use the TOE who may attempt to access data

in ways for which they are not authorized.

d) Persons who unintentionally cause a software malfunction that may expose
the TOE to unanticipated threats.

3.1.3. &HB (Threats)

A TOE (3928 B %, Table 7 (L5893, unauthorized persons (& 3.1.2 DEFHI—-JIV b
THILEET B,

Table 7 #IAET—3 £ TSF T-RICHTEERL

Threat Affected asset Description

T.DOC.DIS D.DOC User Document Data may be disclosed to
unauthorized persons

T.DOC.ALT D.DOC User Document Data may be altered by
unauthorized persons

T.FUNC.ALT | D.FUNC User Function Data may be altered by
unauthorized persons

T.PROT.ALT D.PROT TSF Protected Data may be altered by
unauthorized persons

T.CONF.DIS | D.CONF TSF Confidential Data may be disclosed to
unauthorized persons

T.CONF.ALT | D.CONF TSF Confidential Data may be altered by
unauthorized persons

3.2. ##OtX1UT1A4Et (Organizational Security Policies)
& TOE HIBSF LB HNE RS EMBRIOEF1)T (75 4% Table 8 (LT3,

Table 8 fAfntF*1)T14Et

Name

Definition

P.USER.AUTHORIZATION

To preserve operational accountability and security,
Users will be authorized to use the TOE only as permitted
by the TOE Owner

P.SOFTWARE.VERIFICATION

To detect corruption of the executable code in the TSF,
procedures will exist to self-verify executable code in the
TSF
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P.AUDIT.LOGGING To preserve operational accountability and security,
records that provide an audit trail of TOE use and
security-relevant events will be created, maintained,
and protected from unauthorized disclosure or
alteration, and will be reviewed by authorized personnel

P.INTERFACE.MANAGEMENT | To prevent unauthorized use of the external interfaces of
the TOE, operation of the interfaces will be controlled by
the TOE and its IT environment.

P.CIPHER To prevent unauthorized reading-out, the document
data in the internal HDD will be encrypted by the TOE.

3.3. HIREMH (Assumptions)
K TOE OEE. ER. BLUFIAICRIT $RT1IR K&, Table 9 (L2 T %,

Table 9 RIREH

Assumption Definition

A.ACCESS.MANAGED | The TOE is located in a restricted or monitored environment
that provides protection from unmanaged access to the
physical components and data interfaces of the TOE.
A.USER.TRAINING TOE Users are aware of the security policies and procedures of
their organization, and are trained and competent to follow
those policies and procedures.

A.ADMIN.TRAINING | Administrators are aware of the security policies and
procedures of their organization, are trained and competent to
follow the manufacturer’s guidance and documentation, and
correctly configure and operate the TOE in accordance with
those policies and procedures.

A.ADMIN.TRUST Administrators do not use their privileged access rights for
malicious purposes.

- 23 - Copyright® 2018 by Fuji Xerox Co., Ltd



4.1.

Xerox D136 Copier/Printer ZF¥zl/714—ovf

T¥a)F1xdEkAEt (Security Objectives)

AETIH, TOE tFaUT kA &t BERRREOCF T4 R A&, LUV EF 1) T4t KA EHRH

[CoWTERiR T3,

TOE OtFa1)71xt5k A& (Security Objectives for the TOE)

TOE Ot F1)T1xt%K A #t% Table 10 (CEE T 3.

Table 10 TOE t¥al)T4xt KA &t

Objective

Definition

O.DOC.NO_DIS

The TOE shall protect User Document Data from
unauthorized disclosure.

O.DOC.NO_ALT

The TOE shall protect User Document Data from
unauthorized alteration.

O.FUNC.NO_ALT

The TOE shall protect User Function Data from
unauthorized alteration.

O.PROT.NO_ALT

The TOE shall protect TSF Protected Data from
unauthorized alteration.

O.CONF.NO_DIS

The TOE shall protect TSF Confidential Data from
unauthorized disclosure.

O.CONF.NO_ALT

The TOE shall protect TSF Confidential Data from
unauthorized alteration.

O.USER.AUTHORIZED

The TOE shall require identification and authentication
of Users, and shall ensure that Users are authorized in
accordance with security policies before allowing them
to use the TOE.

O.INTERFACE.MANAGED

The TOE shall manage the operation of external
interfaces in accordance with security policies.

O.SOFTWARE.VERIFIED

The TOE shall provide procedures to self-verify
executable code in the TSF.

O.AUDIT.LOGGED

The TOE shall create and maintain a log of TOE use and
security-relevant events, and prevent its unauthorized
disclosure or alteration.

O.AUDIT_STORAGE.PRO
TECTED

The TOE shall ensure that audit records are protected
from unauthorized access, deletion and modifications.

O.AUDIT_ACCESS.AUTH
ORIZED

The TOE shall ensure that audit records can be
accessed in order to detect potential security violations,
and only by authorized persons.

O.CIPHER

The TOE shall provide the function to encrypt the
document data in the internal HDD so that they cannot
be read out.
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4.2. ERAREOEX1UT xR AE (Security Objectives for the
Environment)

ERRENEF1) T3 %K T EE Table 11 (CREkT B,

Table 11 ERIEHZEOEFX1)T1 x5 A #t

Objective Definition

OE.PHYSICAL.MANAGED | The TOE shall be placed in a secure or monitored area that
provides protection from unmanaged physical access to the
TOE.

OE.USER.AUTHORIZED The TOE Owner shall grant permission to Users to be
authorized to use the TOE according to the security policies
and procedures of their organization.

OE.USER.TRAINED The TOE Owner shall ensure that Users are aware of the
security policies and procedures of their organization, and
have the training and competence to follow those policies
and procedures.

OE.ADMIN.TRAINED The TOE Owner shall ensure that TOE Administrators are
aware of the security policies and procedures of their
organization, have the training, competence, and time to
follow the manufacturer’s guidance and documentation, and
correctly configure and operate the TOE in accordance with
those policies and procedures.

OE.ADMIN.TRUSTED The TOE Owner shall establish trust that TOE Administrators
will not use their privileged access rights for malicious
purposes.

OE.AUDIT.REVIEWED The TOE Owner shall ensure that audit logs are reviewed at

appropriate intervals for security violations or unusual
patterns of activity.

OE.INTERFACE.MANAGED | The IT environment shall provide protection from
unmanaged access to TOE interfaces.

4.3. TFa)TsxEAEHER (Security Objectives Rationale)

TFITARE, EF VT REERTRE LCAIREGHCH G TIHOED. HBNIBBEICH i

FREHDLD, HRHWNIHBEOLF1ITAHEHERBETIHOEDTH S, TF1)T AR A EHERIET
BREMREM . MMT B BB ERITMEBOCLF1UT( A O GEFRZ Table 12 (SRY ., Fe&t+
WIFREERN T TR A ECEINREAESN TS EE Table 13 (CRER T 3,
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Table 12 tF¥aUT KA SERNTIER. BBOCF1UT(A#H RURTHRSEH

Objectives
agifa)
s
D | &
=|O [a)
|2 < = o D&
QO|wm|Y
EEREREHEEEER
— | X | X Qlwm
ol e|slslel o] 22 828 8= 3|5 |5|5|2
= | = F ) I .| O o | LW ; L a - | << | D] =
ol << T EW @Ol glo|u|d g g
| | | | | HE|D|x FIOQlgl<|O|l<|FH|FH|x
OQlo|o|ol2|<|<|Qn|< %L |g|0|=|=]|F
2i1lz(z|z|z| |22 JIEIIL|0|8&8 gl
ZZ2l|lElelc|lg|GIEIE|IEE|B|U|ZIS|SS Y
. VY Zlo|Z|Z|lu|lw|c|lala|la|SE|E| z|a|la|w|E
Threats, Policies, Q|0 | S| |O0|0|lw|D|l0|D|D2|D2|<|5|Z|a|l<|<|D|~
. QL0022 |V <| yj|lw|=|w|w|w wul®
and Assumptions lolojolo|ololo|o|ololo|olOolO|Oo|O]|O|O|O]O
T.DOC.DIS v v v
T.DOC.ALT v v v
T.FUNC.ALT v v v
T.PROT.ALT 4 v v
T.CONF.DIS v v v
T.CONF.ALT v v v
P.USER.AUTHORIZAT s s
ION
P.SOFTWARE.VERIFI v
CATION
P.AUDIT.LOGGING v v v v
P.INTERFACE.MANAG v v
EMENT
P.CIPHER v
A.ACCESS.MANAGED v
A.ADMIN.TRAINING v
A.ADMIN.TRUST 4
A.USER.TRAINING v

Table 13 LFaUT REEERICHILT I X1 T4 KA EHRM

Threats, policies, and
assumptions

Summary

Objectives and rationale

T.DOC.DIS

User Document
Data may be
disclosed to
unauthorized

- 26 -

0.DOC.NO_DIS protects D.DOC from
unauthorized disclosure.
0O.USER.AUTHORIZED establishes user
identification and authentication as the

Copyright® 2018 by Fuji Xerox Co., Ltd




Xerox D136 Copier/Printer ZF¥zl/714—ovf

Threats, policies, and
assumptions

Summary

Objectives and rationale

T.DOC.ALT

T.FUNC.ALT

T.PROT.ALT

T.CONF.DIS

T.CONF.ALT

persons.

User Document
Data may be altered
by unauthorized
persons.

User Function Data
may be altered by
unauthorized
persons.

TSF Protected Data
may be altered by
unauthorized
persons.

TSF Confidential
Data may be
disclosed to
unauthorized
persons.

TSF Confidential
Data may be altered
by unauthorized

- 27 -

basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization.
O.DOC.NO_ALT protects D.DOC from
unauthorized alteration.
0O.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization.
O.FUNC.NO_ALT protects D.FUNC from
unauthorized alteration.
0O.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization.
O.PROT.NO_ALT protects D.PROT from
unauthorized alteration.
0O.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization.
O.CONF.NO_DIS protects D.CONF from
unauthorized disclosure.
0O.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization
O.CONF.NO_ALT protects D.CONF from
unauthorized alteration.
0O.USER.AUTHORIZED establishes user
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Xerox D136 Copier/Printer ZF¥zl/714—ovf

Threats, policies, and
assumptions

Summary

Objectives and rationale

P.USER.AUTHORIZATI
ON

P.SOFTWARE.VERIFIC
ATION

P.AUDIT.LOGGING

P.INTERFACE.MANAG
EMENT

P.CIPHER

persons.

Users will be
authorized to use
the TOE.

Procedures will
exist to selfverify
executable code in
the TSF.

An audit trail of TOE
use and
security-relevant
events will be
created,
maintained,
protected, and
reviewed.

Operation of
external interfaces
will be controlled by
the TOE and its IT
environment.

User Data stored in
the HDD will be
encrypted by the
TOE.

- 28 -

identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization
0O.USER.AUTHORIZED establishes user
authorization to use the TOE.identification
and authentication as the basis for
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization

O.SOFTWARE.VERIFIED provides
procedures to self-verify executable code in
the TSF.

O.AUDIT.LOGGED creates and maintains a
log of TOE use and security-relevant events
and prevents unauthorized disclosure or
alteration.

OE.AUDIT.REVIEWED establishes
responsibility of the TOE Owner to ensure
that audit logs are appropriately reviewed.
O.AUDIT_STORAGE.PROTECTED protects
audit logs from unauthorized access,
deletion, and alteration for the TOE.
O.AUDIT_ACCESS.AUTHORIZED enables
the analysis of audit logs only by authorized
users to detect potential security violations
for the TOE.

O.INTERFACE.MANAGED manages the
operation of external interfaces in
accordance with security policies.
OE.INTERFACE.MANAGED establishes a
protected environment for TOE external
interfaces.

O.CIPHER encrypts the document data in
the internal HDD to disable unauthorized
reading-out of them.
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Threats, policies, and
assumptions

Summary

Objectives and rationale

A.ACCESS.MANAGED

A.ADMIN.TRAINING

A.ADMIN.TRUST

A.USER.TRAINING

The TOE
environment
provides protection
from unmanaged
access to the
physical
components and
data interfaces of
the TOE.

TOE Users are
aware of and
trained to follow
security policies and
procedures.

Administrators do
not use their
privileged access
rights for malicious
purposes.

Administrators are
aware of and
trained to follow
security policies and
procedures.

- 29 -

OE.PHYSICAL.MANAGED establishes a
protected physical environment for the TOE.

OE.ADMIN.TRAINED establishes
responsibility of the TOE Owner to provide
appropriate Administrator training.

OE.ADMIN.TRUST establishes responsibility
of the TOE Owner to have a trusted
relationship with Administrators.

OE.USER.TRAINED establishes
responsibility of the TOE Owner to provide
appropriate User training.
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YRRV R—% Y FEZE (Extended Components Definition)

This Protection Profile defines components that are extensions to Common Criteria
3.1 Release 2, Part 2. These extended components are defined in the Protection
Profile but are used in SFR Packages, and therefore, are employed only in TOEs
whose STs conform to those SFR Packages.

FPT_FDI_EXP Restricted forwarding of data to external
interfaces

Family behaviour:
This family defines requirements for the TSF to restrict direct forwarding of
information from one external interface to another external interface.

Many products receive information on specific external interfaces and are intended
to transform and process this information before it is transmitted on another
external interface. However, some products may provide the capability for attackers
to misuse external interfaces to violate the security of the TOE or devices that are
connected to the TOE's external interfaces. Therefore, direct forwarding of
unprocessed data between different external interfaces is forbidden unless explicitly
allowed by an authorized administrative role. The family FPT_FDI_EXP has been
defined to specify this kind of functionality.

Component leveling:

FPT FDI EXP.1 Restricted forwarding of data to external 1

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces, provides for the
functionality to require TSF controlled processing of data received over defined
external interfaces before this data is sent out on another external interface. Direct
forwarding of data from one external interface to another one requires explicit
allowance by an authorized administrative role.

Management: FPT_FDI_EXP.1
The following actions could be considered for the management functions in FMT:
a) Definition of the role(s) that are allowed to perform the management activities.
b) Management of the conditions under which direct forwarding can be allowed by
an administrative role.
¢) Revocation of such an allowance.
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Audit: FPT_FDI_EXP.1

The following actions should be auditable if FAU_GEN Security Audit Data Generation
is included in the PP/ST:

There are no auditable events foreseen.

Rationale:

Quite often a TOE is supposed to perform specific checks and process data received
on one external interface before such (processed) data is allowed to be transferred
to another external interface. Examples are firewall systems but also other systems
that require a specific work flow for the incoming data before it can be transferred.
Direct forwarding of such data (i. e. without processing the data first) between
different external interfaces is therefore a function that - if allowed at all - can only
be allowed by an authorized role.

It has been viewed as useful to have this functionality as a single component that
allows specifying the property to disallow direct forwarding and require that only an
authorized role can allow this. Since this is a function that is quite common for a
number of products, it has been viewed as useful to define an extended component.

The Common Criteria defines attribute-based control of user data flow in its FDP
class. However, in this Protection Profile, the authors needed to express the control
of both user data and TSF data flow using administrative control instead of
attribute-based control. It was found that using FDP_IFF and FDP_IFC for this
purpose resulted in SFRs that were either too implementation-specific for a
Protection Profile or too unwieldy for refinement in a Security Target. Therefore, the
authors decided to define an extended component to address this functionality.

This extended component protects both user data and TSF data, and could therefore
be placed in either the FDP or FPT class. Since its purpose is to protect the TOE from
misuse, the authors believed that it was most appropriate to place it in the FPT class.
It did not fit well in any of the existing families in either class, and this lead the
authors to define a new family with just one member.

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces

Hierarchical to: No other components.

Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles.

FPT_FDI_EXP.1.1 The TSF shall provide the capability to restrict data receivedon
[assignment: list of external interfaces] from being forwarded
without further processing by the TSF to [assignment: list of
external interfaces].
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tX1UT1EH (Security Requirements)

AETE., tFa )T aEES. tF1UTREZEHS IV EF 1) T ZEHRIUONTERR T B,
BE. AETHATIRENERLUTOELEITHS,

- $JUIDHH
£ ¥ &
Key Operator BEEEEO LRI LK BB TOERKEE. HE
RYDANDXET—R. BEETVV M T BRE
SA SA N1—H RN R LR EETOE R e, HRRYIA
NDXET-HA BETIVMIITRIRE
U.ADMINISTRATOR Key Operator, SA O1—4%—EREEN DI UK BE THE AR
e BERRYIAROXET -4, EIRET)V MIXT218E
U.NORMAL — & F A& (U.NORMAL)D1—H—EREEN A T LR BE T D)
EAREE HRRAVIANOXET . BRIV M T 518
0z
U.USER U.ADMINISTRATOR, U.NORMAL O1—H—323ENRLINL
TAKREECOEAREE. BRAYIAAOXET A, EFETIV
(CXT T BIRME
- A7Y1Hh
£ ¥ &

Used document data MFD ORENN\— FTAADEE(CERE N, FIENETLI?
stored in the internal 1 IVIZBIBRESNBN, REBN\— FF1AADEBRIZIET 2803 5%

HDD FELTWRREDTET A,
Document data — &% A& (U.NORMAL). SA #* MFD OO —#kgE, 743

—HEEE. AX v —#EE. RV NI —DAF v U EEEFI AT AR
(C. MFD RERZ BB T 52 CHERIFEHRESLT e, #¥L
TXETHERET S,

Security Audit Log WD, EED, EDIOIBIEEEITOENELVNBERPEERIAV
(BIASEEPERER, 1Y —1RELE)E. BHFLHRINE
j_-"_go

- B
&2 EE

send the scanned data | Ay UEXET-SEBEMICFAZEBISATZU M FTP 5=
— A=Y= N—-ABETB L,
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retrieve the document
data

HRINYIDANOXET - HETRAHATHCE

R (RF P XET S, IE-XET-H)
BESRNTOTLEI- AFvUXET—H, IE-XET—H)
-CWIS hoRIREDFAT Y MDIDAR— M AF v I XET—
)

edit

BENYIARDIE-XET-HERET S
-R—JHIBR

-EBHREA

XER

modify the behavior

1Y BRI EE (K. SVER) . BRET)Y MERE (FRAE R K EF
NEFE. BIRR). REBRY F)—DT7 - REMEE(FRII A K. 15
SIEAR). N-RFF1ADERT I LEEHERRE(LEERE
. LEZ1F#. On Demand Overwrite &#R). Lik—MH
HEE(VATLEEEDH . FIAE)DHBFVDOER

modify

TOE RET—HDXEXEHSLUF1UT/BIE(FI AEHAR
&R BERE(CH G T B FIAEHAIER)DEE

Mailbox operation

BRRNYIARNICRESNLEXET-RCHT 5184
ENRl, 7LE3—. RIAEDIM7Y MOIIAR— MgE

- RITEH

AR

—1= =
EFE

General User role

— & FI A& (U.NORMAL)H TOE ZFIFA T 3MRICHEHER
ERY

SA role

SAN TOE &F AT 3R ELERERT

Key Operator role

HHEEEN TOE EFATIRICLEGHERERT

User identifier

General User identifier. SA identifier, Key Operator
identifier DT THD

General User identifier

—h&F A& (U.NORMAL) & AIFREE T 37chD1——1ID

SA identifier

SA & AR A T 372D 1Y —ID

Key Operator identifier

W EEEEMAIRT SN - -1ID

User identifier for each
function

AE—#ae. TUVA—H#RE. AX v — RO IS LEP D AR
Relp1—Y—1EH. EAKIROIER

Owner identifier of
D.DOC

BRINVDIA, TIAR- IV FRAOXET - RSH G LT DT
ARRERR - —1E$R

Owner identifier of
D.FUNC

I3 (CRIE LD AR RER 1Y —1E R

- NEDIVTATA

BATR

D
T

Key Operator

MFD O EE® TOE X1 )T EEDREETIEESE,

- 33 -

Copyright® 2018 by Fuji Xerox Co., Ltd



Xerox D136 Copier/Printer ZF¥zl/714—ovf

SA(System
Administrator Privilege)

HHEEEHIVIBRCIER SN SA WAV MetERT S
CENTE, MFD O#MEEY® TOE tXaUTHEEDRTEE
TIEESE,

U.ADMINISTRATOR
(System Administrator)

Key Operator & SA D#FF,

U.NORMAL (General
User)

MFD DIE—#EgE. AF v —H#RE. RV MI—DAX v UBEEED
SUTIUA—HREEF AT 3E,

- EOMORAGE

B

—==3
=

The Fuji Xerox's standard
method, FXOSENC

ELPOVIAMREOESRAER?ITVILT, EEIFFICEA
Nhd,

AES

FIPS {Z£ R OIS BL 7L TUZXLT, \— RFAADT—A0
B LB ELICERSNS,

Access denial due to
authentication failure of
system administrator ID

VAT LEEH 1D BEEK BN A € [B1 38 (S LR (C, 24 3%F
REDOHAGEEECALTIE, TOE OERUIM/BIRAF TSR
(F+1373<B 2B 1%

Data on use of password
entered from MFD
control panel in user
authentication

TOE BRET—ATHN . RAKNRIVDODFBEERF D) SAT— R
FABEREDH 30/ N DIEER

Data on minimum user
password length

TOE 5RET—ATHD. SA/—MFAED)\AD— FERERD
R/ XFHOER

Data on key operator ID

TOE RET—HTHN. M EEE RN OHOD ID FH.

Data on key operator
Password

TOE RET—HTH. MM EEEZLOHOD) AT FiE
#H

Data on SA ID

TOE ERET—ATHN. SA BAIDHD ID 15K,

Data on SA Password

TOE B2 ET—ATHN. SA BBELDTZH D) AT — FIE#H

Data on General user ID

TOE BRET—HTHN. —M&FI A& (U.NORMAL)H A DIz8h
o 1D 15k,

Data on General user
Password

TOE 5RET—HTHD. —MkFIAE(U.NORMAL)ZEFEDT8H
DINAT— FIE#R

Data on access denial
due to authentication
failures of system
administrator

TOE |RET—HTHD. YATLEESE ID FBAERKICEERT
SHBEDF R/ EDIFIRE KRB FR

Data on Security Audit
Log

TOEERET—HTHN. L2, N EDLIBERET DL
IERPEZERINVMBIZLEEDEREE, 1-Y—1#1E
BE) &, BIELIRT SHMAEDH R/ BEHDIER.
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Data on User TOERET—HTHN. MFD DIE—HERE, AF v —HERE, RV

Authentication FO—=DAF v URRER LU TV A—HRERFI AT HRRIC. 1—F
—REIERICTIREI T D HEEDE X/ BB LUREDER.

Data on Store Print TOE BET—ATHN. TIV T —AZERFCTIAN— TV

MCEFRSEINENRISE DN D E THEHR.

Data on Internal Network | TOE 82 ET—4THN. ARy I—D LICHFEHETIXNET—
Data Protection B, J37ER. t¥1)TMEEODTTABLU TOE RET—4H
EVOBIET—AERETIENICHIGTI— MBS
BEIONILOED/BNHLVERENERSLVRAE. 2
FEA/BESAENAD— R, HEH#NAD— FiE#HR,

Data on Customer TOE FRET—HATHN. DA —IVIZ 72 EHIR#EAEDH
Engineer Operation B/ EDDFERBETRTFNRT— FOFEER.

Restriction-

Data on Hard Disk Data | TOE RET—ATHN. N\—RTAADERT—IMESEBEEIC
Encryption BRI IHEEDE B/ EHDIFREB S L F—1ER,

Data on Hard Disk Data | TOE BET—3THN. N\—RTAAVERBT I LEEHEW
Overwrite BEICBEfR T 2 RED A 3/ B DIFEHRE L EE@EIER. b

Uf On Demand Overwrite #8eDE %)/ B DIEHRE B EF
EEFEHR,

Data on date and time TOE BRET—ATHN. 84 LY —0/HI—31 LEE EHHRER
ERZT—5THD,

Data on Auto Clear TOE BRET—ATHN AR RIA— FOUTHEEDE %h/ 5
MELUDIT7ERDER., LU CWIS DA — MMUT#EEDE
B/ ENDER

Data on Self Test TOE BRET—ATHN. BCTAMEEEDE 3/ EHDIER,

Data on Report Print TOE BRET—ATHN. Lik— M HHBEDEL E1E IR

Store Print/Private Print | 7UVA—#4EEICH VT, ENRIT—4%71VR— XU THER LTEE
vy TT—R%, MFD OREN\— FF4ADEEIC— BEE
L. FREESN— A AEDRENRILEDIE R T 2B THIRI
ZRART TV M AE,

6.1. tFa1UT #EEEH (Security Functional Requirements)

A TOE MRt T3t Fa1 )T EHELITICRER T B,
A STT. ERATIHREEHRHD—E%, Table 14 [CRT,

Table 14 #aEH—E

BEREEHIVR—2U b PP ZE3K SR AARE PP EDE
FAU_GEN.1 Audit data generation Yes TOE (ZHHE T Auditable Event &
BRMICERR, BMLTS,
FAU_GEN.2 User identity association | Yes PP hoZERERGL
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BEREEHIVR—2 Vb PP Z3k FIRARE PP EDE
FAU_SAR.1 Audit review No _® SFR MEMICEN VAT LERED
FAU_SAR.2 Restricted audit review | No HICEEODTT-ADH H U EE R IR
#9323,
FAU_STG.1 Protected audit trail No O SFR MEMICLNEEDTT—4
storage Z. FEBHIBRPHENIRET D,
FAU_STG.4 Prevention of audit data | No _ SFR MEMICLNEEEOT D EIRC
loss OB, RV A VEEAYCH LWL
BEBEAINVIMELEETD,
FCS_CKM.1 Cryptographic key No D SFRMDEMICENAEN—FF12D
generation HEBENT-HEESIETS,
FCS_COP.1 Cryptographic operation | No
FDP_ACC.1(a) Subset access control Yes Attributes. Operations. Access
Control rule (3 PP ®fgi %5 L.
EhICTOEICHNHHET Delete, Modify
DBREDFMILEIREDEMZL T
B
FDP_ACC.1(b) Subset access control Yes Access Control SFP % TOE (C&Hh
BTERLTLVS,
FDP_ACC.1(c) Subset access control Yes Attributes. Operations. Access
(PRT SFR Package) Control rule (3 PP Ofgii %5 L.
FDP_ACC.1(d) EhIC TOE [EHNET Read DIEED
(SCN SFR Package) FHHMIEELTLS,
FDP_ACC.1(e)
(CPY SFR Package)
FDP_ACC.1(f)
(DSR SFR Package)
FDP_ACF.1(a) Security attribute based | Yes Attributes. Operations. Access
access control Control rule (3 PP ®fgi %5 L.
EhICTOE [CHNHET Delete. Modify
DRFEFFHMILEREDEMZELTLY
B
FDP_ACF.1(b) Security attribute based | Yes Attributes. Operations. Access

FDP_ACF.1(c)
(PRT SFR Package)
FDP_ACF.1(d)
(SCN SFR Package)
FDP_ACF.1(e)
(CPY SFR Package)
FDP_ACF.1(f)
(DSR SFR Package)

access control

Control rule (Z PP MEE i &S| AL,
SHIC TOE [CHNHET Read DiZEE
LTS,
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HEEEEHIVR—2R Vb PP ZE3K SLIRAARE PP EDE
FDP_RIP.1 Subset residual Yes TOE [ChhETEFLTLVS,
information protection
FIA_AFL.1 (a) Authentication failure No ZM SFR 0):_7111(;4:01%%#&%“*"@%“.“
FIA_AFL.1 (b) handling FIE. SA FRRIDEFREERBRICLB 7D
ELEHEERIRIET S,
FIA_ATD.1 User attribute definition | Yes TOE [ChhETEIF LTINS,
FIA_SOS.1 Verification of secrets No TOE [ChhETEIFLTLVS,
FIA_UAU.2 User authentication Yes FIA_UAU.1 hp LHIfEETHS
before any action FIA_UAU.2 [CEELTL\S,
FIA_UAU.7 Protected authentication | No _0 SFR MENICEDEREET1— F)NwD
feedback &R¥EITS,
FIA_UID.2 User identification Yes FIA_UID.1 o LHIfEETHD
before any action FIA_UID.2 [CZEEL T3,
FIA_USB.1 User-subject binding Yes TOE [CHHETENFTLTS,
FMT_MOF.1 Management of security | No — SFR MEMICENTEF1)T18EEE
functions behaviour BEE. VATLEBELZFICREY
Z
FMT_MSA.1(a) Management of security | Yes 1) T ERHNEERE|% TOE (CH
FMT_MSA.1(b) attributes HETEMTLTVS,
FMT_MSA.1(c) Management of security | No X1V EBHDEEZ TOE [CHhE
FMT_MSA.1(d) attributes TEHR LTS,
FMT_MSA.1(e)
FMT_MSA.1(f)
FMT_MSA.3(a) Static attribute Yes TOE [CHHETEIF LTS,
FMT_MSA.3(b) initialisation
FMT_MSA.3(c) Static attribute No TOE [CHHETEEHR LTS,
FMT_MSA.3(d) initialisation
FMT_MSA.3(e)
FMT_MSA.3(f)
FMT_MTD.1(a) Management of TSF Yes TSF F—A01gEYAME TOE [CHNE
FMT_MTD.1(b) data TEBLTVS,
f=#2L FMT_MTD.1(b)l& D.Conf ®
&
FMT_SMF.1 Specification of Yes XTI EEHEENDUAME TOE ICH
Management Functions HETERRLTIVS,
FMT_SMR.1 Security roles Yes TOE [ChhETEFLTLVS,
FPT_FDI_EXP.1 Restricted forwarding of | Yes PP oZEEREL

(SMI SFR Package)

data to external

interfaces
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HEEEHIVR—2U b PP Z3k LR E PP EDE

FPT_STM.1 Reliable time stamps Yes PP Mo ZEIL

FPT_TST.1 TSF testing Yes TOE [ChhETEIFLTLVS,
FTA_SSL.3 TSF-initiated Yes TOE [CHNHETEIF LTS,

termination
FTP_ITC.1 Inter-TSF trusted Yes PP hoZEELL
(SMI SFR Package) | channel
6.1.1. Class FAU: Security Audit

FAU_GEN.1
Hierarchical to:
Dependencies:

FAU_GEN.1.1

Audit data generation
No other components.
FPT_STM.1 Reliable time stamps

The TSF shall be able to generate an audit record of the
following auditable events:

- Start-up and shutdown of the audit functions;

- All auditable events for the [selection, choose one of:
minimum, basic, detailed, not specified] level of audit; and
- [assignment: other specifically defined auditable events].

[selection, choose one of: minimum, basic, detailed, not
specified]

- not specified

[assignment: other specifically defined auditable events]

- all Auditable Events as each is defined for its Audit Level (if
one is specified) for the Relevant SFR in Tablel5;

Table 15 Auditable Events of TOE and Individually Defined Auditable Events

Relevant SFR Auditable event Audit level Additional Actions to be audited
information | (defined by CC)
FAU_GEN.1 — — — There are no auditable
events foreseen.
FAU_GEN.2 — — — There are no auditable
events foreseen.
FAU_SAR.1 Successful <Basic> None a) Basic: Reading of
download of audit information from the
log data. audit records.
FAU_SAR.2 Unsuccessful <Basic> None a) Basic: Unsuccessful
download of audit attempts to read
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log data.

information from the
audit records.

FAU_STG.1

There are no auditable
events foreseen.

FAU_STG.4

None

a) Basic: Actions taken
due to the audit storage
failure.

FCS_CKM.1

None

a) Minimal: Success and
failure of the activity.

b) Basic: The object
attribute(s), and object
value(s) excluding any
sensitive information
(e.g. secret or private
keys).

FCS_COP.1

None

a) Minimal: Success and
failure, and the type of
cryptographic
operation.

b) Basic: Any applicable
cryptographic mode(s)
of operation, subject
attributes and object
attributes.

FDP_ACC.1

There are no auditable
events foreseen.

FDP_ACF.1(a)

Job completion
and cancellation
of Print, Copy,
Scan.

FDP_ACF.1(b)

Job completion
and cancellation
of Print, Copy,
Scan.

FDP_ACF.1(c)

User name, job
information, and
success/failure
regarding
execution of Store
Print.

<nhot
specified >

- 39 -

Type of job

a) Minimal: Successful
requests to perform an
operation on an object
covered by the SFP.

b) Basic: All requests to
perform an operation on
an object covered by the
SFP.

c) Detailed: The specific
security attributes used
in making an access
check.
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FDP_ACF.1(d)

User name, job
information, and
success/failure
regarding access
to the document
in Mailbox.

FDP_ACF.1(f)

User name, job
information, and
success/failure
regarding access
to the document
in Mailbox.

FDP_RIP.1

There are no auditable
events foreseen.

FIA_AFL.1(a)
FIA_AFL.1(b)

Authentication
lock of system
administrator

<Minimal >

None
required

a) Minimal: the reaching
of the threshold for the
unsuccessful
authentication attempts
and the actions (e.g.
disabling of a terminal)
taken and the
subsequent, if
appropriate, restoration
to the normal state (e.g.
re-enabling of a
terminal).

FIA_ATD.1

There are no auditable
events foreseen.

FIA_SOS.1

Change in quality
metrics

<nhot
specified >

a) Minimal: Rejection by
the TSF of any tested
secret;

b) Basic: Rejection or
acceptance by the TSF
of any tested secret;

¢) Detailed:
Identification of any
changes to the defined
quality metrics
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FIA_UAU.2

Success/failure of
authentication

<Basic>

None
required

a) Minimal:
Unsuccessful use of the
authentication
mechanism;

b) Basic: All use of the
authentication
mechanism.

FIA_UAU.7

There are no auditable
events foreseen.

FIA_UID.2

Success/failure of
identification and
authentication

<Basic>

Attempted
user identity

a) Minimal:
Unsuccessful use of the
user identification
mechanism, including
the user identity
provided;

b) Basic: All use of the
user identification
mechanism, including
the user identity
provided.

FIA_USB.1

User login failure

<hot
specified >

None

a) Minimal:
Unsuccessful binding of
user security attributes
to a subject (e.q.
creation of a subject).
b) Basic: Success and
failure of binding of user
security attributes to a
subject (e.g. success or
failure to create a
subject).

FMT_MOF.1

Changes in
security function
configuration

<Basic>

None

a) Basic: All
modifications in the
behavior of the
functions in the TSF.

FMT_MSA.1(a)
FMT_MSA.1(b)
FMT_MSA.1(c)
FMT_MSA.1(d)
FMT_MSA.1(e)
FMT_MSA.1(f)

Changes in
security settings

<hot
specified >

None

a) Basic: All
modifications of the
values of security
attributes.
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FMT_MSA.3 (a) | None <Basic> None a) Basic: Modifications

FMT_MSA.3 (b) of the default setting of

FMT_MSA.3 (c) permissive or restrictive

FMT_MSA.3 (d) rules.

FMT_MSA.3 (e) b) Basic: All

FMT_MSA.3 (f) modifications of the

initial values of security
attributes.

FMT_MTD.1(a) | Changes in <not None a) Basic: All
registration data | specified > modifications to the
(ID, password) of values of TSF data.
system
administrator,
and in the setting
of security
functions

FMT_MTD.1(b) [ Changes in
registration data
(ID, password) of
system
administrator

FMT_SMF.1 Access to system | <Minimal> | None a) Minimal: Use of the
administrator required management functions.
mode

FMT_SMR.1 Registration of <Minimal > | None a) Minimal:
system required modifications to the
administrator, group of users that are
changes in user part of a role;
registration b) Detailed: every use
data(role), and of the rights of a role.
deletion of system
administrator

FPT_STM.1 Changes in time <Minimal > | None a) Minimal: changes to
setting required the time;

b) Detailed: providing a
timestamp.

FPT_TST.1 Execution of Self <Basic> None Basic: Execution of the
Test and the test TSF self tests and the
result results of the tests.

FTA_SSL.3 Log-in timeout <Minimal > | None a) Minimal: Termination
from remote. required of an interactive session
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Log-in timeout

by the session locking

from control mechanism.
panel.

FTP_ITC.1 Failure of the <Minimal > | None a)Minimal: Failure of the
trusted required trusted channel
Communication functions.
within a specified b) Minimal:

period of time,
and client host

Identification of the
initiator and target of

failed trusted channel
functions.

c) Basic: All attempted
uses of the trusted

data (host name
or IP address)

channel functions.

d) Basic: Identification
of the initiator and
target of all trusted
channel functions.

FPT_FDI_EXP.1 | — — — There are no auditable

events foreseen.

FAU_GEN.1.2 The TSF shall record within each audit record at least the
following information:

- Date and time of the event, type of event, subject identity (if
applicable), and the outcome (success or failure) of the event;
and

- For each audit event type, based on the auditable event
definitions of the functional components included in the PP/ST,

[assignment: other audit relevant information].

[assignment: other audit relevant information]

- for each Relevant SFR - listed in Tablel5: (1) information as
defined by its Audit Level (if one is specified), and (2) all
Additional Information (if any is required);

FAU_GEN.2
Hierarchical to:

User identity association

No other components.
FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

Dependencies:

FAU_GEN.2.1 For audit events resulting from actions of identified users, the
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FAU_SAR.1:

Hierarchical to:
Dependencies:

FAU_SAR.1.1

FAU_SAR.1.2

FAU_SAR.2

Hierarchical to:

Dependencies:

FAU_SAR.2.1

FAU_STG.1

Hierarchical to:

Dependencies:

FAU_STG.1.1

FAU_STG.1.2

FAU_STG.4

Xerox D136 Copier/Printer ZF¥zl/714—ovf

TSF shall be able to associate each auditable event with the
identity of the user that caused the event.

Audit review
No other components.
FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: authorized users] with the
capability to read [assignment: list of audit information] from
the audit records.

[assignment: authorized users]

- U.ADMINISTRATOR

[assignment: list of audit information]
- all log information

The TSF shall provide the audit records in a manner suitable
for the user to interpret the information.

Restricted audit review
No other components.
FAU_SAR.1 Audit review

The TSF shall prohibit all users read access to the audit records,
except those users that have been granted explicit
read-access.

Protected audit trail storage
No other components.
FAU_GEN.1 Audit data generation

The TSF shall protect the stored audit records in the audit trail
from unauthorized deletion.

The TSF shall be able to [selection, choose one of: prevent,
detect] unauthorized modifications to the stored audit records

in the audit trail.

[selection, choose one of: prevent, detect]
- prevent

Prevention of audit data loss
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Hierarchical to: FAU_STG.3 Action in case of possible audit data loss

Dependencies: FAU_STG.1 Protected audit trail storage

FAU_STG.4.1 The TSF shall [selection, choose one of: “ignore audited
events”, “prevent audited events, except those taken by the

"\

authorized user with special rights”, “overwrite the oldest
stored audit records”] and [assignment: other actions to be
taken in case of audit storage failure] if the audit trail is full.
[selection, choose one of: “ignore audited events”, “prevent
audited events, except those taken by the authorized user
with special rights”, “overwrite the oldest stored audit
records”]

- overwrite the oldest stored audit records

[assignment: other actions to be taken in case of audit storage
failure]

- no other actions to be taken

6.1.2. Class FCS: Cryptographic Support
FCS_CKM.1 Cryptographic key generation
Hierarchical to: No other components
Dependencies: [FCS_CKM.2 Cryptographic key distribution, or

FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.1.1 TSF shall generate cryptographic keys in accordance with a
specified cryptographic key generation algorithm
[assignment: cryptographic key generation algorithm] and
specified cryptographic key sizes [assignment: cryptographic
key sizes] that meet the following: [assignment: list of
standards].

[assignment: list of standards]

- none

[assignment: cryptographic key generation algorithm]
- the Fuji Xerox’s standard method, FXOSENC
[assignment: cryptographic key sizes]

- 256bits

FCS_COP.1 Cryptographic operation
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Hierarchical to: No other components

Dependencies: [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1 The TSF shall perform [assignment: list of cryptographic
operations] in accordance with a specified cryptographic
algorithm [assignment: cryptographic algorithm] and
cryptographic key sizes [assignment: cryptographic key sizes]
that meet the following: [assignment: list of standards].

[assignment: list of standards]

- FIPS PUB 197

[assignment: cryptographic algorithm]

- AES

[assignment: cryptographic key sizes]

- 256bits

[assignment: list of cryptographic operations]

- encryption of the document data to be stored in the internal
HDD and decryption of the document data retrieved from the
internal HDD.

6.1.3. Class FDP: User Data Protection

The Security Function Policy (SFP) described in Tablel6 is referenced by the Class
FDP SFRs in this clause.

Table 16 Common Access Control SFP

Object Attribute Operation(s) Subject *Access
control rule
D.DOC attributes Delete U.USER Denied,
from Table | - Delete the document except for
17 data in Mailbox and his/her own
Private Print documents
-R1
-R2
-R3
- R4
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Object Attribute Operation(s) Subject *Access
control rule
Delete U.USER Denied

- Delete the document
data except for Mailbox
and Private Print.

D.FUNC | attributes Modify; Delete U.NORMAL | Denied
from Table | - Modify and delete the
17 Job data

U.ADMINIS | permitted
TRATOR

*Details of Access control rule

R1: When the owner identifier of D.DOC matches the user identifier, operation to
delete the document in Mailbox is permitted.

R2: When the owner identifier of D.DOC matches the user identifier, operation to
delete the document in Private Print is permitted.

R3: In the Key Operator process, operation to delete the document in Mailbox is
permitted.

R4: In the U.ADMINISTRATOR process, operation to delete the document in Private
Print is permitted.

Table 17 SFR Package attributes

Designation Definition

+PRT Indicates data that is associated with a print job.
- User identifier

- Owner identifier of D.DOC

- Owner identifier of D.FUNC

+SCN Indicates data that is associated with a scan job.

- User identifier

- Owner identifier of D.DOC

- Owner identifier of D.FUNC

+CPY Indicates data that is associated with a copy job.

- User identifier

- Owner identifier of D.DOC

- Owner identifier of D.FUNC

+DSR Indicates data that are associated with a document

storage and retrieval job.

- User identifier

- Owner identifier of D.DOC

- Owner identifier of D.FUNC

+SMI Indicates data that is transmitted or received over a

shared-medium interface.
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‘ - none

FDP_ACC.1 (a)
Hierarchical to:
Dependencies:

FDP_ACC.1.1 (a)

FDP_ACC.1 (b)
Hierarchical to:
Dependencies:

FDP_ACC.1.1 (b)

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- Common Access Control SFP in Tablel6

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of users as subjects, objects, and operations among
subjects and objects covered by the Common Access Control
SFP in Tablel6

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- TOE Function Access Control SFP in Table 18

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- users as subjects, TOE functions as objects, and the right to
use the functions as operations in Table 18.

Table 18 Function Access Control SFP

Object Attribute(s) Operation Subject | Access control
rule
Copy - User identifier - Copy operation from | U.USER | When the user
(F.CPY, F.SCN, - User identifier for | control panel identifier for
F.DSR) each function the function
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Object Attribute(s) Operation Subject | Access control
rule
Scan / Network | - User identifier - Scan operation to U.USER | matches the
Scan - User identifier for | Mailbox from control user identifier,
(F.SCN, F.DSR, | each function panel operation of
F.SMI) - Send the scanned the function is
data from control permitted.

panel to user client,
FTP server, and Mail

server

Print (F.PRT, - User identifier - Print(*) the U.USER
F.SMI) - User identifier for | document data in
each function Private Print from

control panel

Mailbox - User identifier - Mailbox operation U.USER

Operation - User identifier for

(F.DSR, F.SMI) | each function
*Job abort for Print function is restricted to the control panel.

FDP_ACC.1(c) Subset access control
Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1(c) The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- PRT Access Control SFP in Table19

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP]

- the list of subjects, objects, and operations among subjects
and objects covered by the PRT Access Control SFP in Table19.
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Table 19 PRT Access Control SFP

Object

Attribute(s)

Operation

Subject

Access control rule

D.DOC

+PRT

Read

Print the document
data in Private
Print

U.USER

Denied, except for his/her
own documents

- When the owner identifier
of D.DOC matches the user
identifier, print operation is
permitted.

- In the U.ADMINISTRATOR
process, operation to read
all the documents in Private
Print is permitted.

FDP_ACC.1 (d)
Hierarchical to:

Dependencies:

FDP_ACC.1.1 (d)

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- SCN Access Control SFP in Table20
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of subjects, objects, and operations among subjects
and objects covered by the SCN Access Control SFP in Table 20

Table 20 SCN Access Control SFP

Object | Attribute(s) | Operation Subject Access control rule
D.DOC | +SCN Read U.USER Denied, except for his/her
- Send the own documents

document data to

server

FDP_ACC.1 (e)
Hierarchical to:

Dependencies:

FDP_ACC.1.1 (e)

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on

[assignment: list of subjects, objects, and operations among
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subjects and objects covered by the SFP].

[assignment: access control SFP]

- CPY Access Control SFP in Table21

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of subjects, objects, and operations among subjects
and objects covered by the CPY Access Control SFP in Table 21

Table 21 CPY Access Control SFP

Object

Attribute(s)

Operation Subject Access control rule

D.DOC

+CPY

Read This package does not specify any access

control restriction

FDP_ACC.1 (f)
Hierarchical to:

Dependencies:

FDP_ACC.1.1 (f)

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- DSR Access Control SFP in Table 22

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of subjects, objects, and operations among subjects
and objects covered by the DSR Access Control SFP in Table
22
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Table 22 DSR Access Control SFP

Object | Attribute(s) Operation Subject Access control rule
D.DOC | +DSR Read U.USER Denied, except (1) for
- Retrieve and his/her own documents or
edit the (2) if authorized by another

document data in
Mailbox

role or mechanism if such
functions are provided by a
conforming TOE

- When the owner identifier
of D.DOC matches the user
identifier, retrieval and
editing operations are
permitted.

FDP_ACF.1 (a)
Hierarchical to:
Dependencies:

FDP_ACF.1.1 (a)

FDP_ACF.1.2 (a)

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- Common Access Control SFP in Table 16

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of users as subjects and objects controlled under the
Common Access Control SFP in Table 16, and for each, the
indicated security attributes in Table 17

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].
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Hierarchical to:
Dependencies:

FDP_ACF.1.1 (b)
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[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the Common Access Control SFP in
Table 16 governing access among controlled users as
subjects and controlled objects using controlled
operations on controlled objects

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].

- In the U.ADMINISTRATOR process, operation to delete the
documents in all Mailbox and all Private Print is permitted by
On Demand Overwrite function.

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
- none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]
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- TOE Function Access Control SFP in Table 18
[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- users and list of TOE functions and the security attribute(s)
used to determine the TOE Function Access Control SFP in
Table 19

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- [selection: the user is explicitly authorized by
U.ADMINISTRATOR to use a function, a user that is authorized
to use the TOE is automatically authorized to use the functions
[assignment: list of functions], [assignment: other
conditions]]

- [assignment: other conditions]

- rules specified in the TOE Function Access Control SFP in
Table 18

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].

- the user acts in the role U ADMINISTRATOR,
[assignment: other rules, based on security attributes, that
explicitly authorise access of subjects to objects].
[assignment: other rules, based on security attributes, that
explicitly authorise access of subjects to objects]

-none

The TSF shall explicitly deny access of subjects to objects
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based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
-none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- PRT Access Control SFP in Table 19

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of subjects and objects controlled under the PRT
Access Control SFP in Table 19, and for each, the indicated
security attributes in Table 19.

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the PRT Access Control SFP in Table
19 governing access among Users and controlled
objects using controlled operations on controlled
objects.
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Hierarchical to:
Dependencies:
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The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].
-none

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
- none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- SCN Access Control SFP in Table 20

[assighnment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of subjects and objects controlled under the SCN
Access Control SFP in Table 20, and for each, the indicated
security attributes in Table 20.

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is

- 56 - Copyright® 2018 by Fuji Xerox Co., Ltd



FDP_ACF.1.3 (d)

FDP_ACF.1.4 (d)

FDP_ACF.1 (e)
Hierarchical to:
Dependencies:

FDP_ACF.1.1 (e)

Xerox D136 Copier/Printer ZF¥zl/714—ovf

allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the SCN Access Control SFP in Table
20 governing access among Users and controlled
objects using controlled operations on controlled
objects.

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].
- none

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
- none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- 57 - Copyright® 2018 by Fuji Xerox Co., Ltd



FDP_ACF.1.2 (e)

FDP_ACF.1.3 (e)

FDP_ACF.1.4 (e)

FDP_ACF.1 (f)
Hierarchical to:

Xerox D136 Copier/Printer ZF¥zl/714—ovf

- CPY Access Control SFP in Table 21

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of subjects and objects controlled under the CPY
Access Control SFP in Table 21, and for each, the indicated
security attributes in Table 21.

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the CPY Access Control SFP in Table 21
governing access among Users and controlled objects using
controlled operations on controlled objects.

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].
- none

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].

- none

Security attribute based access control
No other components.
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FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- DSR Access Control SFP in Table 22

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of subjects and objects controlled under the DSR
Access Control SFP in Table 22, and for each, the indicated
security attributes in Table 22.

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the DSR Access Control SFP in Table
22 governing access among Users and controlled
objects using controlled operations on controlled
objects.

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that

explicitly authorise access of subjects to objects].
- none

- 59 - Copyright® 2018 by Fuji Xerox Co., Ltd



Xerox D136 Copier/Printer ZF¥zl/714—ovf

FDP_ACF.1.4 (f) The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].

- none

FDP_RIP.1 Subset residual information protection

Hierarchical to: No other components.

Dependencies: No dependencies

FDP_RIP.1.1 The TSF shall ensure that any previous information content of

a resource is made unavailable upon the [selection: allocation
of the resource to, deallocation of the resource from] the
following objects: D.DOC, [assighment: list of objects].

[selection: allocation of the resource to, deallocation of the
resource from]

- deallocation of the resource from

[assignment: list of objects]

- none

6.1.4. Class FIA: Identification and Authentication

FIA_AFL.1(a) Authentication failure handling
Hierarchical to: No other components
Dependencies: FIA_UAU.1 Timing of authentication

FIA_AFL.1.1(a) The TSF shall detect when [selection: [assignment: positive
integer number], an administrator configurable positive
integer within [assignment: range of acceptable values]]
unsuccessful authentication attempts occur related to
[assignment: list of authentication events].

[assignment: list of authentication events]

- key operator authentication

[selection: [assignment: positive integer number] , an
administrator configurable positive integer within
[assignment: range of acceptable values]
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- [assignment: positive integer number]
-5

When the defined number of unsuccessful authentication
attempts has been [selection: met, surpassed], the TSF shall
[assignment: list of actions].

[selection: met, surpassed]

- met

[assignment: list of actions]

- lIdentification and authentication of key operator is inhibited
until the TOE is cycled.

Authentication failure handling
No other components
FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection: [assignment: positive
integer number], an administrator configurable positive
integer within [assignment: range of acceptable values]]
unsuccessful authentication attempts occur related to
[assignment: list of authentication events].

[assignment: list of authentication events]

- SA authentication (with local authentication)
[selection: [assignment: positive integer number] , an
administrator configurable positive integer within
[assignment: range of acceptable values]

- [assignment: positive integer number]

-5

When the defined number of unsuccessful authentication
attempts has been [selection: met, surpassed], the TSF shall
[assignment: list of actions].

[selection: met, surpassed]

- met

[assignment: list of actions]

- ldentification and authentication of relevant user is inhibited
until the TOE is cycled.

User attribute definition
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Hierarchical to:
Dependencies:

FIA_ATD.1.1

FIA_SOS.1

Hierarchical to:
Dependencies:

FIA_SOS.1.1

FIA_UAU.2

Hierarchical to:
Dependencies:

FIA_UAU.2.1

FIA_UAU.7

Hierarchical to:
Dependencies:

FIA_UAU.7.1
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No other components.
No dependencies

The TSF shall maintain the following list of security attributes
belonging to individual users: [assignment: list of security
attributes].

[assignment: list of security attributes].
- Key Operator role

- SA role

- U.NORMAL role

Verification of secrets
No other components.
No dependencies.

The TSF shall provide a mechanism to verify that secrets (SA
password and U.NORMAL password when local authentication
is used) meet [assignment: a defined quality metric].

[assignment: a defined quality metric].
Password length is restricted to 9 or more characters

User authentication before any action
FIA_UAU.1 Timing of authentication
FIA_UID.1 Timing of identification

The TSF shall require each user to be successfully
authenticated before allowing any other TSF-mediated actions
on behalf of that user.

Protected authentication feedback
No other components
FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: list of feedback] to
the user while the authentication is in progress.

[assignment: list of feedback]
- display of asterisks (“*”) to hide the entered password
characters
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FIA_UID.2

Hierarchical to:
Dependencies:

FIA_UID.2.1

FIA_USB.1

Hierarchical to:
Dependencies:

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

6.1.5. Class FMT:

FMT_MOF.1

Hierarchical to:
Dependencies:
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User identification before any action
FIA_UID.1 Timing of identification
No dependencies

The TSF shall require each user to be successfully identified
before allowing any other TSF-mediated actions on behalf of
that user.

User-subject binding
No other components.
FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes
with subjects acting on the behalf of that user: [assignment:
list of user security attributes].

[assignment: list of user security attributes]
- Key Operator role

- SA role

- U.NORMAL role

The TSF shall enforce the following rules on the initial
association of user security attributes with the subjects acting
on behalf of users: [assignment: rules for the initial
association of attributes].

[assignment: rules for the initial association of attributes]
- none

The TSF shall enforce the following rules governing changes to
the user security attributes with the subjects acting on behalf
of users: [assignment: rules for the changing of attributes].

[assignment: rules for the changing of attributes]
- none

Security Management

Management of security functions behavior

No other components

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
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The TSF shall restrict the ability to [selection: determine the
behavior of, disable, enable, modify the behavior of] the
functions [assignment: list of functions] to [assignment: the
authorized identified roles].

[selection: determine the behavior of, disable, enable, modify
the behavior of]

- disable, enable, modify the behavior of

[assignment: list of functions]

-List of security functions in Table 23

[assignment: the authorized identified roles]

-the roles listed in Table 23

Table 23 List of Security Functions

Security Functions Operation Roles

User Authentication enable, disable, modify the | U ADMINISTRATOR
behavior

Security Audit Log enable, disable U.ADMINISTRATOR

Internal Network Data enable, disable, modify the | U.ADMINISTRATOR

Protection behavior

Customer Engineer enable, disable U.ADMINISTRATOR

Operation Restriction

Hard Disk Data Encryption | enable, disable U.ADMINISTRATOR

Hard Disk Data Overwrite | enable, disable, modify the | UUADMINISTRATOR
behavior

Self Test enable, disable U.ADMINISTRATOR

FMT_MSA.1 (a)
Hierarchical to:
Dependencies:

FMT_MSA.1.1 (a)

Management of security attributes

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].
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[assignment: access control SFP(s), information flow control
SFP(s)]

- Common Access Control SFP in Tablel6
[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify, delete, [assignment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]

- the security attributes listed in Table 17

[assignment: the authorized identified roles].

- the roles listed in Table 24

Table 24 Security Attributes and Authorized Roles

Security attributes Operation Roles

Key operator identifier modify Key Operator

SA identifier query U.ADMINISTRATOR
modify
delete, creation

General user identifier query U.ADMINISTRATOR
modify
delete, creation

Owner identifier for D.DOC (own | query U.USER

document data in Mailbox)

Owner identifier of D.DOC (all query, delete Key Operator

document data in Mailbox)

Owner identifier of D.DOC (all delete SA

document data in Mailbox)

Owner identifier of D.DOC (own | query, delete, U.USER

document data in Private Print) | creation

Owner identifier of D.DOC (all query, delete U.ADMINISTRATOR

document data in Private Print)

Owner identifier of D.FUNC query, delete U.ADMINISTRATOR

FMT_MSA.1 (b) Management of security attributes

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
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The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- TOE Function Access Control SFP in Table 18,
[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify ,delete ,[assignment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]

- the security attributes listed in Table 18

[assignment: the authorized identified roles].

- the roles listed in Table 25

Table 25 Security Attributes and Authorized Roles(Function Access)

Security Attributes Operation Roles
Key operator identifier modify Key Operator
SA identifier query, modify U.ADMINISTRATOR

delete, creation

General user identifier

query, modify U.ADMINISTRATOR

delete, creation

User identifier for each

function

query, modify U.ADMINISTRATOR

FMT_MSA.1 (c)
Hierarchical to:
Dependencies:

FMT_MSA.1.1 (c)

Management of security attributes

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
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[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- PRT Access Control SFP in Table 19

[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify, delete,[assignment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]

- the security attributes listed in Table 17
[assignment: the authorized identified roles].

- the roles listed in Table 26

Table 26 Security Attributes and Authorized Roles(PRT)

Security Attributes Operation Roles

Key operator identifier modify Key Operator

SA identifier query, modify U.ADMINISTRATOR
delete, creation

General user identifier query, modify U.ADMINISTRATOR
delete, creation

Owner identifier of D.DOC (own query, delete, U.USER

document data in Private Print) creation

Owner identifier of D.DOC (all query, delete U.ADMINISTRATOR

document data in Private Print)

FMT_MSA.1 (d)
Hierarchical to:
Dependencies:

FMT_MSA.1.1 (d)

Management of security attributes

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the [assighment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
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authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- SCN Access Control SFP in Table 20

[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify,delete,[assignment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]

- the security attributes listed in Table 17
[assignment: the authorized identified roles].

- the roles listed in Table 27

Table 27 Security Attributes and Authorized Roles(SCN)

Security Attributes

Operation Roles

Key operator identifier

modify Key Operator

SA identifier

query, modify U.ADMINISTRATOR

delete, creation

General user identifier

query, modify U.ADMINISTRATOR

delete,creation

Owner identifier of D.DOC (own
document data in Mailbox)

query U.USER

Owner identifier of D.DOC (all
document data in Mailbox)

query, delete Key Operator

FMT_MSA.1 (e)
Hierarchical to:
Dependencies:

FMT_MSA.1.1 (e)

Management of security attributes

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].
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[assignment: access control SFP(s), information flow control
SFP(s)]

- CPY Access Control SFP in Table 21

[selection: change default, query, modify, delete,
[assignment: other operations]]

- none

[assignment: other operations]

- none

[assignment: list of security attributes]

- none

[assignment: the authorized identified roles].

- none

Management of security attributes

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- DSR Access Control SFP in Table 22

[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify ,delete,[assignment: other operations]
[assignment: other operations]

- Creation

[assignment: list of security attributes]

- the security attributes listed in Table 17
[assignment: the authorized identified roles].

- the roles listed in Table 28
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Table 28 Security Attributes and Authorized Roles(DSR)

Security Attributes Operation Roles
Key operator identifier modify Key Operator
SA identifier query, modify U.ADMINISTRATOR

delete, creation

General user identifier

query, modify
delete, creation

U.ADMINISTRATOR

Owner identifier of D.DOC (own
document data in Mailbox)

query

U.USER

Owner identifier of D.DOC (all
document data in Mailbox)

query, delete

Key Operator

FMT_MSA.3 (a)
Hierarchical to:
Dependencies:

FMT_MSA.3.1 (a)

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the, [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- Common Access Control SFP in Tablel6

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- Initialization property in Table 29

Table 29 Initialization property

Object Security Attributes Default
D.DOC Owner identifier of D.DOC Creator’s user identifier and
D.FUNC Owner identifier of D.FUNC | available user identifier

FMT_MSA.3.2 (a)

The TSF shall allow the [assignment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none
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Dependencies:
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Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- TOE Function Access control SFP in Table 18

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- permissive initialization property for basic functions such as
copy, print, and scan as the default of security attribute.

The TSF shall allow the [assighment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- PRT Access Control SFP in Table 19

[selection, choose one of: restrictive, permissive,
[assignment: other property]]
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- [assignment: other property]
- Initialization property in Table 30

Table 30 Initialization property

Object

Security Attributes Default

D.DOC Owner identifier of D.DOC Creator’s user identifier and

available user identifier

FMT_MSA.3.2 (c)

FMT_MSA.3 (d)
Hierarchical to:
Dependencies:

FMT_MSA.3.1 (d)

FMT_MSA.3.2 (d)

FMT_MSA.3 (e)
Hierarchical to:

The TSF shall allow the [assignment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- SCN Access Control SFP in Table 20

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- Initialization property in Table 30

The TSF shall allow the [assignment: the authorized identified
roles] to specify alternative initial values to override the

default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Static attribute initialization
No other components.
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FMT_MSA.3.1 (e)

FMT_MSA.3.2 (e)

FMT_MSA.3 (f)
Hierarchical to:
Dependencies:

FMT_MSA.3.1 (f)

FMT_MSA.3.2 (f)
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FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- CPY Access Control SFP in Table 21

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- permissive

The TSF shall allow the [assignment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- DSR Access Control SFP in Table 22

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- Initialization property in Table 30

The TSF shall allow the [assignment: the authorized identified
roles] to specify alternative initial values to override the
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default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Management of TSF data

No other components.

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall restrict the ability to [selection: change default,

query, modify, delete, clear, [assignment: other operations]]
the [assignment: list of TSF data] to [assignment: the
authorized identified roles].

[selection: change default, query, modify, delete, clear,
[assignment: other operations]]

- query, modify, delete

[assignment: other operations]

- creation

[assignment: list of TSF data]

- TSF data listed in Table 31

[assignment: the authorized identified roles].

- selection, choose one of: Nobody, [selection:
U.ADMINISTRATOR, [assignment: the authorized identified
roles except U.NORMAL]]

- U.ADMINISTRATOR, Key Operator

Table 31 Operation of TSF Data

TSF Data Operation Roles
Data on key operator 1D Modify Key Operator
Data on key operator Password Modify Key Operator
Data on SA ID query, modify, delete, | UUADMINISTRATOR

creation

Data on SA Password modify U.ADMINISTRATOR
Data on User Authentication query, modify U.ADMINISTRATOR
Data on use of password entered | query, modify U.ADMINISTRATOR
from MFD control panel in user
authentication
Data on minimum user password | query, modify U.ADMINISTRATOR

length
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Data on Store Print query, modify U.ADMINISTRATOR

Data on Access denial due to query, modify U.ADMINISTRATOR
authentication failure of system
administrator

Data on Security Audit Log query, modify U.ADMINISTRATOR

Data on Internal Network Data query, modify, delete | UUADMINISTRATOR
Protection

Data on Customer Engineer query, modify U.ADMINISTRATOR
Operation Restriction

Data on Hard Disk Data query, modify U.ADMINISTRATOR
Encryption

Data on Hard Disk Data query, modify U.ADMINISTRATOR
Overwrite

Data on date and time query, modify U.ADMINISTRATOR
Data on Auto Clear query, modify U.ADMINISTRATOR
Data on Self Test query, modify U.ADMINISTRATOR
Data on Report Print query, modify U.ADMINISTRATOR

FMT_MTD.1 (b) Management of TSF data
Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 (b) The TSF shall restrict the ability to [selection: change default,
query, modify, delete, clear, [assignment: other operations]]
the [assighment: list of TSF data] to [assignment: the
authorized identified roles].

[selection: change default, query, modify, delete, clear,
[assignment: other operations]]

- query, modify, delete

[assignment: other operations]

- creation

[assignment: list of TSF data]

- list of TSF data associated with a U.NORMAL or TSF Data
associated with documents or jobs owned by a U.NORMAL in
Table 32

[assignment: the authorized identified roles].

- selection, choose one of: Nobody, [selection:
U.ADMINISTRATOR, U.NORMAL to whom such TSF data is
associated].
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- U.ADMINISTRATOR, U.NORMAL to whom such TSF data is

associated

Table 32 Operation of TSF Data

TSF Data Operation Roles
Data on General user ID query, modify, delete, U.ADMINISTRATOR
creation
Data on General user modify U.ADMINISTRATOR ,
Password U.NORMAL
FMT_SMF.1 Specification of Management Functions

Hierarchical to:
Dependencies:

FMT_SMF.1.1

No other components.
No dependencies.

The TSF shall be capable of performing the following

management functions: [assignment: list of management
functions to be provided by the TSF].

[assignment: list of management functions to be provided by

the TSF]

- Security Management Functions listed in Table 33

Table 33 Security Management Functions Provided by TSF

Relevant SFR

Management Function

Management items defined by
CC

FAU_GEN.1 Management of data on Security There are no management
Audit Log settings activities foreseen.
FAU_GEN.2 - There are no management
activities foreseen.
FAU_SAR.1 Management of data on key a) maintenance (deletion,
operator and SA (ID and password) | modification, addition) of the
group of users with read access
right to the audit records.
FAU_SAR.2 - There are no management
activities foreseen.
FAU_STG.1 - There are no management
activities foreseen.
FAU_STG.4 none a) maintenance (deletion,

Reason: The control parameter of
audit log is fixed and is not
managed

modification, addition) of actions
to be taken in case of audit

storage failure.
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FCS_CKM.1 - There are no management
activities foreseen.
FCS_COP.1 Management of data on Hard Disk | There are ho management

Data Encryption

activities foreseen.

FDP_ACC.1(a)
FDP_ACC.1(b)
FDP_ACC.1(c)
FDP_ACC.1(d)
FDP_ACC.1(e)
FDP_ACC.1(f)

There are no management
activities foreseen.

FDP_ACF.1(a)

- Management of user identifier

- Management of owner identifier of
D.DOC

- Management of owner identifier of
D.FUNC

a)Managing the attributes used
to make explicit access or denial
based decisions.

FDP_ACF.1(b)

- Management of user identifier
- Management of owner identifier of
function

FDP_ACF.1(c)

- Management of user identifier

- Management of owner identifier of
D.DOC

- Management of data on Store
Print

FDP_ACF.1(d)
FDP_ACF.1(f)

- Management of user identifier
- Management of owner identifier of
D.DOC

FDP_ACF.1(e)

None

Reason: there are no additional
security attributes and is not
managed.

FDP_RIP.1

Management of data on Hard Disk
Data Overwrite

a) The choice of when to perform
residual information protection
(i.e. upon allocation or
deallocation) could be made
configurable within the TOE.

FIA_AFL.1(a)
FIA_AFL.1(b)

Management of data on access
denial due to authentication failure
of system administrator

a) Management of the threshold
for unsuccessful authentication
attempts;

b) Management of actions to be
taken in the event of an
authentication failure.
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FIA_ATD.1 none a) If so indicated in the
Reason: there are no additional assignment, the authorized
security attributes and there are no | administrator might be able to
additional security attributes to be | define additional security
managed. attributes for users.

FIA_SOS.1 Management of Data on minimum | a) the management of the metric
user password length used to verify the secrets.

FIA_UAU.2 - Management of data on use of a) Management of the
password entered from MFD control | authentication data by an
panel in user authentication. administrator;

- Management of data on key b) Management of the
operator, SA, and general user authentication data by the user
( password) associated with this data;

- Management of data on user

authentication.

- Management of data on minimum

user password length

FIA_UAU.7 - There are no management

activities foreseen.

FIA_UID.2 - Management of data on key a) The management of the user
operator, SA, and general user (ID) | identities.

- Management of data on user
authentication.

FIA_USB.1 None a) an authorized administrator
Reason: action and security can define default subject
attributes are fixed and are not security attributes.
managed. b) an authorized administrator

can change subject security
attributes.

FMT_MOF.1 Management of data on Customer | a) Managing the group of roles

Engineer Operation Restriction

that can interact with the
functions in the TSF;

FMT_MSA.1(a)
FMT_MSA.1(b)
FMT_MSA.1(c)
FMT_MSA.1(d)
FMT_MSA.1(e)
FMT_MSA.1(f)

None
Reason: The role group is fixed and
is not managed

a) managing the group of roles
that can interact with the
security attributes;

b) management of rules by
which security attributes inherit
specified values.

FMT_MSA.3(a)
FMT_MSA.3(b)
FMT_MSA.3(c)

None
Reason: The role group is only a
system administrator and is not

a) managing the group of roles
that can specify initial values;
b) managing the permissive or
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FMT_MSA.3(d)
FMT_MSA.3(e)
FMT_MSA.3(f)

managed.

restrictive setting of default
values for a given access control
SFP;

¢) management of rules by which
security attributes inherit
specified values.

FMT_MTD.1(a)

- Management of data on Customer
Engineer Operation Restriction

- Management of data on Report
Print

a) Managing the group of roles
that can interact with the TSF
data.

FMT_MTD.1(b)

None
Reason: The role group is fixed and
is not managed

FMT_SMF.1

There are no management
activities foreseen.

FMT_SMR.1

None
Reason: The role group is fixed and
is not managed

a) Managing the group of users
that are part of a role.

FPT_STM.1

- Management of time and data.

a) management of the time.

FPT_TST.1

- Management of data on Self Test.

a) management of the conditions
under which TSF self testing
occurs, such as during initial
start-up, regular interval, or
under specified conditions;

b) management of the time
interval if appropriate.

FTA_SSL.3

- Management of data on Auto
Clear.

a) specification of the time of
user inactivity after which
termination of the interactive
session occurs for an individual
user;

b) specification of the default
time of user inactivity after
which termination of the
interactive session occurs.

FTP_ITC.1

- Management of data on Internal
Network Data Protection.

a) Configuring the actions that
require trusted channel, if
supported.

FPT_FDI_EXP.1

none
Reason: The role and transfer
conditions are fixed and are not

a) Definition of the role(s) that
are allowed to perform the
management activities;
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managed. b) Management of the conditions
under which direct forwarding
can be allowed by an
administrative role;

¢) Revocation of such an

allowance.
FMT_SMR.1 Security roles
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification
FMT_SMR.1.1 The TSF shall maintain the roles [assignment: the authorized

identified roles].

[assignment: the authorized identified roles]
- U.ADMINISTRATOR, U.NORMAL, key operator, SA

FMT_SMR.1.2 The TSF shall be able to associate users with roles, except for
the role "Nobody” to which no user shall be associated.

6.1.6. Class FPT: Protection of the TSF

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces

Hierarchical to: No other components.

Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles.

FPT_FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on
[assignment: list of external interfaces] from being forwarded
without further processing by the TSF to [assignment: list of
external interfaces].

[assignment: list of external interfaces]
- any external interfaces

[assignment: list of external interfaces]
- any Shared-medium interfaces

FPT _STM.1 Reliable time stamps

Hierarchical to: No other components.

Dependencies: No dependencies.

FPT_STM.1.1 The TSF shall be able to provide reliable time stamps.
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FPT_TST.1 TSF testing

Hierarchical to: No other components.

Dependencies: No dependencies.

FPT_TST.1.1 The TSF shall run a suite of self tests [selection: during initial

start-up, periodically during normal operation, at the request
of the authorised user, at the conditions [assignment:
conditions under which self test should occur]] to demonstrate
the correct operation of [selection: [assignment: parts of TSF],
the TSF].

[selection: during initial start-up, periodically during normal
operation, at the request of the authorised user, at the
conditions [assignment: conditions under which self test
should occur]]

- at the conditions [assignment: conditions under which self
test should occur]

[assignment: conditions under which self test should occur]
- at initiation under which self test is set

[selection: [assignment: parts of TSF], the TSF].

- [assignment: parts of TSF]

- TSF executable code

FPT_TST.1.2 The TSF shall provide authorised users with the capability to
verify the integrity of [selection: [assignment: parts of TSF
data], TSF data].

[selection: [assignment: parts of TSF data], TSF data]
- [assignment: parts of TSF data]
- TSF data (excluding audit log data, and present time data)

FPT_TST.1.3 The TSF shall provide authorised users with the capability to
verify the integrity of [selection: [assignment: parts of TSF],
TSF].

[selection: [assignment: parts of TSF], TSF]

- [assignment: parts of TSF]
- TSF executable code
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6.1.7. Class FTA:TOE Access

FTA_SSL.3 TSF-initiated termination

Hierarchical to: No other components.

Dependencies: No dependencies.

FTA_SSL.3.1 The TSF shall terminate an interactive session after a

[assignment: time interval of user inactivity].

[assignment: time interval of user inactivity]

- Auto clear time can be set to 10 to 900 seconds on the
control panel.

- Login timeout from CWIS is fixed to 20 minutes.

- There is no inactive time with printer driver.

6.1.8. Class FTP: Trusted Path/Channels

FTP_ITC.1 Inter-TSF trusted channel

Hierarchical to: No other components.

Dependencies: No dependencies.

FTP_ITC.1.1 The TSF shall provide a communication channel between itself

and another trusted IT product that is logically distinct from
other communication channels and provides assured
identification of its end points and protection of the channel
data from modification or disclosure.

FTP_ITC.1.2 The TSF shall permit [selection: the TSF, another trusted IT
product] to initiate communication via the trusted channel.

[selection: the TSF, another trusted IT product]
- the TSF, another trusted IT product

FTP_ITC.1.3 The TSF shall initiate communication via the trusted channel
for [assignment: list of functions for which a trusted channel is
required].

[assignment: list of functions for which a trusted channel is
required].

- communication of D.DOC, D.FUNC, D.PROT and D.CONF over
any Shared-medium Interface
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tX1)FT(RIEEH (Security Assurance Requirements)
Table 34 (CEF1UT1REEHERLRRT D,
A TOE OFFHEREELNIUE EAL2 THD, EBMUEZEF1UTARIEIVR—RV ME, ALC_FLR.2 T#H
®o
Table 34 tX1)T1{RIEEH
REEDSA RELAVIR—RV b
ADV_ARC.1 Security architecture description
ADV: Security-enforcing functional
ADV_FSP.2 e
Development specification
ADV_TDS.1 Basic design
AGD: AGD_OPE.1 Operational user guidance
Guidance )
AGD_PRE.1 Preparative procedures
documents
ALC: ALC_CMC.2 Use of a CM system
o ALC_CMS.2 Parts of the TOE CM coverage
Life-cycle -
ALC_DEL.1 Delivery procedures
support -
ALC_FLR.2 Flaw reporting procedures
ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components definition
ASE: ASE_INT.1 ST introduction
Security Target | ASE_OBJ.2 Security objectives
evaluation ASE_REQ.2 Derived security requirements
ASE_SPD.1 Security problem definition
ASE_TSS.1 TOE summary specification
ATE: ATE_COV.1 Evidence of coverage
' ATE_FUN.1 Functional testing
Tests -
ATE_IND.2 Independent testing - sample
AVA:
Vulnerability AVA_VAN.2 Vulnerability analysis
assessment
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PrIUT R REEREET YT R R A ORI EE, Table 35(C82it T3, COXRTRTAD, HE+a
UTAHBEE N, D<ED 1 20 TOE tXa1UT R AHICHISL TS . FeF X1 )Tt KA &
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i) T4 EHRR (Security Requirement Rationale)
X1 T HEEEEHIRML (Security Functional Requirements Rationale)

Table 35 tXa1)T(HREEH LX) TR RA HOX ISR

Objectives

SFRs

0.DOC.NO_DIS

0.DOC.NO_ALT

O.FUNC.NO_ALT

O.PROT.NO_ALT

O.CONF.NO_ALT

O.CONF.NO_DIS

O.USER.AUTHORIZED

O.AUDIT_ACCESS.AUTHORIZED

O.AUDIT_STORAGE.PROTECTED

O.INTERFACE.MANAGED
O.SOFTWARE.VERIFIED

O.CIPHER

FAU_GEN.1

FAU_GEN.2

S| < |O.AUDIT.LOGGED

FAU_SAR.1

FAU_SAR.2

FAU_STG.1

FAU_STG.4

FCS_CKM.1

FCS_COP.1

FDP_ACC.1 (a)

FDP_ACC.1 (b)

FDP_ACC.1 (c)

FDP_ACC.1 (d)

FDP_ACC.1 (e)

FDP_ACC.1 (f)

FDP_ACF.1 (a)

AN AN N

FDP_ACF.1 (b)

FDP_ACF.1 (c)

FDP_ACF.1 (d)

FDP_ACF.1 (e)

FDP_ACF.1 (f)

NIRNIENEN
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0.DOC.NO_ALT

O.FUNC.NO_ALT

O.PROT.NO_ALT

O.CONF.NO_DIS

O.CONF.NO_ALT

O.USER.AUTHORIZED

O.AUDIT_ACCESS.AUTHORIZED

O.AUDIT_STORAGE.PROTECTED
O.CIPHER

O.SOFTWARE.VERIFIED

O.INTERFACE.MANAGED
O.AUDIT.LOGGED

FDP_RIP.1

< |0.DOC.NO_DIS

FIA_AFL.1 (a)

\

FIA_AFL.1 (b)

AN

FIA_ATD.1

FIA_SOS.1

FIA_UAU.2

FIA_UAU.7

FIA_UID.2

AN NN B NI BN

FIA_USB.1

AN Y YN Y N AN

FMT_MOF.1

FMT_MSA.1 (a)

FMT_MSA.1 (b)

FMT_MSA.1 (c)

FMT_MSA.1 (d)

FMT_MSA.1 (e)

FMT_MSA.1 (f)

N AN AN ENEN RN

FMT_MSA.3 (a)

AN NN N B NE RN

FMT_MSA.3 (b)

FMT_MSA.3 (c)

FMT_MSA.3 (d)

FMT_MSA.3 (e)

FMT_MSA.3 (f)

NIRNIENEN

FMT_MTD.1 (a)

FMT_MTD.1 (b)

FMT_SMF.1

FMT_SMR.1

NRNENIEN
NIENENIEN

NIRNIENEN

FPT_FDI_EXP.1

FPT_STM.1
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. Qa

Objectives 'GE

W |

E | O

3a| 2|2

Qo a D

NAEIE wi | <

Z |2|86|2]2 |4

w5525 02|38z |u

IIo||||—(_)acol—u

ZZZ<ELI_;.IIQ€

2 Z2ljlelc|e|g | ElE |E |w

VY| z|lo|Z|Z2|w |Elk|ala |a &

Q|05 |xg|O|0|w |5|0|D|D |2 |=

QoL 002 50ng < |< |0

SFRs clololololdlo |dldlolo lo o
FPT_TST.1 v
FTA_SSL.3 v |V

FTP_ITC.1 VIivIivIvIv|vY

Table 36 L1 )Tt KA FHICLE 1T HEEEZ HIEHL

XaT R A&

TFIT R E AR AL

O.AUDIT.LOGGED
(BEANV POEEERE
RAEISNIZTDER)

O.AUDIT.LOGGED (3 TOE Off - ¥ 1UT4ICRDBZA R bOOTEERL -
HEL EROBVFEGRR - RSVEFCH KA EHTHD,
AEF1)TI R RAEHERETHEHICE,

FAU_GEN.1 [CINEERRAAY MR LTEF ) TABEEOT TN E RS
nd.

EEUTREOMEEEH I RTERICINEERIFETHS,

FAU_STG.4: t¥1)T(EEDT T30 HBIZEE THNEM. EHEH
ENRICANIESN D,

FCS_CKM.1:BESRERDKBISESFFICIS LS
FCS_COP.1:BEBLDKEIF YT AT—HAELTERIGEND

FMT_MSA.3: 774V ME., L)L DZ B (I F,

FAU_GEN.2, FIA_UID.2 (CINBEEXRNRERE. TORACLBLFAED
BRI EERICEE (15,

FPT_STM.1 (C&D TOE O OEEBELIOVIZANT, BEERMRIAY bef
(34 LAV T e+ 1) T4 BEEOT(CREFEINS,

L EDEF1) TR BRI R AR ERBTENTES,

O.SOFTWARE.VER
IFIED
(VIMII7 e D
1REL)

O.SOFTWARE.VERIFIED (¥ TOE BE&®MXE{71— FO B 2RIEDFIEELR
HIIRAERAEHTHS.

AEF1)TI R RAEHERETHEHICEI,

FPT_TST.1(CLD TSFRITI-FELU TSF TN L M 2R T 5HDE
ST AMEREERENRCRRE LRITT LN TES,

L EDtF1) TR EH LI R A ERBTENTES,

O.INTERFACE.MA

O.INTERFACE.MANAGED (FtF2)T4RUY—ICHEST, 4HERMVR—T1—2A
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TXaT R &

THIT R E AR AL

NAGED
(S ERA B —=T1—2D
EiE)

THd CWIS, #1E/RI. TUVA—RIANICBE TR EEEET IR AEHT
H%.

AEF21IT R RAHEERTHLNICE,

WEEN VAT LEBENETIHEICINREEENTIEATEIEE[HILTD
Teh(C. FIA_AFL.1(a) kN & 18 & SR 5T 5B 5 5 BB (C.
FIA_AFL.1(b)ICZ&D SA DFREE K BB (AR A FRRERF ) (CEREE K BRICL D 7D ER
ERRH S ORIECKBK LSS . BIR OFF/ON Kb E(CH3,
FIA_UAU.2. FIA_UID.2 [CINELHLG—RFAAFSLIVIVATLEBE LTS
BT BHIC. CWIS EREISRIADTHE AR 18RI RN THND,
Fhz. FIAR= M) OB CE 1 - - BIEREEN T THN S,

FIA_UAU.7 [CED1——EREEICBALTCEREE D1 — RIWWDILIRESND DT, )12
D—FolRBIEEIT3,

FTA_SSL.3 L&D, CWIS &g ENRIVIC—ERBIO 7D AN E NG &0
1DV VERBIIEERT S,

TUUR— R4 NNy aVv B R BT FICERNBEREEB(CEY aVERTT
%o

FIA_SOS.1(C&D. SA t— & FIAEZEDR/INNAT—FREFIET S,
FPT_FDI_EXP.1 [CEDHERA U R—T1—ANDDZET—HRDRAERRY FT—DA
DFAIENLBVEREZHIFRT B,

LU EDCFIUTHBEEHICEDR KA S ER/TENTED,

O.USER.AUTHORI
ZED
(—REFIRELEERE
O TOE fEADEEH)

O.USER.AUTHORIZED (& TOE OfF %I $ 3 R1IC. ERAEN X171
RUY—[CRHOTHERZT EESNTHED., ZORIEHANERHI R KR AEH THS.
A1) TR RAMEERTHEHICE.

FDP_ACC.1(b). FDP_ACF.1(b)Ic&D1—H—#AIFRRI Z#RETH_L T, &F
RSN A EDH ICEREREDIRIEZEF T2,
WEENVATLEBRENETIHEICINREEENTIEATEIEELTD
1zI(Z. FIA_AFL.1(a)ICENHet & 32 H FRAE D FRAE K BRBF(C.
FIA_AFL.1(b)IC&D SA DFREE K BB (A AFRAERF ) ICERAE R BRICLD 7O EA
EERBMODREICKBULEIGE . B8 OFF/ON v E(Ch 3,
FIA_ATD.1. FIA_USB.1 [CIDHWEEEREN. SA &E| —RAAEER
BT BIECED, FRIENEFIRBOH (CHT IO MEEINE TS,
FIA_SOS.1 (2D, SA e— i FIRBEDOR/INAD— FREFIRT 3,
FIA_UAU.2, FIA_UID.2 [CINIEELG—RAAZBSSLVVATLEEE =
BT BIHIC, CWIS HEIENRIVD DT DL AR IC1—H -8RI RN THNh
%, FTIAR— M) M OAREFICH 1 - — A RN TN,
FIA_UAU.7 [CEN1—H—FRREICBIL CRREE 74— FNWD I REESNDZ DT, /1A
7— FOREIEFEITS,

FMT_MSA.1(b)IcEntFa) T BHEMENE LT, RE. HIFR. FREER
33,

FMT_MSA.3 (b)ICEN @G T 74 MEZEET B,
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TXaT R &

THIT R E AR AL

FMT_SMR.1 [CEDHMEEE ., SA, VATLEERE, —RAAZEORESH
RSN T, 20REINEE TN,

FTA_SSL.3 (kD CWIS L& ENRIVC—EREDT7IE AN E MG & 3 ERE
D7 UBRAEEKRT D,

L EDEF1) TR CINM R AR ERBTENTES,

0.DOC.NO_DIS
(FIREXET-530
TERTRE)

O.DOC.NO_DIS & TOE ##ER DI WA IER R ENMD User Document
Data Z=FdX KA TH3.

A1 )T RRAHEERT NI,

FDP_RIP.1 [CEDAEBN— FTFAADEBICEESNZFAEHXET 0. L
AIDEHRONBZFIATELRT S,

FDP_ACC.1(a),FDP_ACC.1(c), FDP_ACC.1(d), FDP_ACC.1(e),
FDP_ACC.1(f), FDP_ACF.1(a),FDP_ACF.1(c), FDP_ACF.1(d),
FDP_ACF.1(e), FDP_ACF.1(f), FIA_UID.2 [C&D1—Y—#AI=EHET
CET. BFaleni=FIAEDHIC. User Document Data DRI T3,
FMT_MSA.1(a),FMT_MSA.1(c),FMT_MSA.1(d). FMT_MSA.1(e).
FMT_MSA.1(F)ICENtFa)T1BHEMEVEDOE ., RE. Bk, EREEET
%o

FMT_MSA.3 (a),FMT_MSA.3 (c),FMT_MSA.3 (d),FMT_MSA.3
(e),FMT_MSA.3 (f)ICEN#E T 74) MEZEET S,

FMT_SMR.1 [CINHMEERE . SA. VATLEEE . —RFIAEOREIH
BT, 20&EDBEHEF ToND,

FMT_SMF.1 [C&D TOE tF1UT1 EEEEEZ VY ATLEEENRH TS,
FTP_ITC.1 [C&D TOE & IT FO4D MEDAERRY FD—H L &N % User
Document Data #ZBh H{RE T 27H(C. BIET—HEELTOFIUTH IS
33,

ULDEFIUT(HEBEEHICENT R A S ERBTENTED,

0.DOC.NO_ALT,
(FIREXET-H20
TEXRShIRE)

O.DOC.NO_ALT (. TOE ##R DB WA ELHRSAHH User Document
Data Z=FdX KA TH3.

AKeF1 )T R RAHEETRT NI,

FDP_ACC.1(a). FDP_ACF.1(a), FIA_UID.2 ([C&D1—H—-#AIEEET S
CET, HA[SN=RAEBEDHIC. User Document Data DiEEEHAT5,
FMT_MSA.1(a)lcENtFaUT(BHEMBWENE ., RE. Bk, EREEE
33,

FMT_MSA.3 (a)lcED#EtI BT I4 I MEZEET B,

FMT_SMR.1 [CENHMEERE . SA. VATLEEE ., —RFIAEORE|IH
Ban T, t0&EINEEM FToND,

FMT_SMF.1 (C&D TOE €1 )T EEEEEZ I ATLEEENRETS,
FTP_ITC.1 (L&D TOE & IT 04D MEIOAE Ry FI—D L &N 3 User
Document Data #ZBihoRET37H(C. BIET—AEELTOMILITT I
33,
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TXaT R &

THIT R E AR AL

U EDEF1) TR B M (CINM R A ERBITENTES,

O.FUNC.NO_ALT
(FIFREHEET 50
REHSNIRE)

O.FUNC.NO_ALT (. TOE ##&BR DI WA IERZHEAh b User Function
Data Z5Fd xR A EH THd.

AeF1UT R RAHERRTHHICE.

FDP_ACC.1(a),FDP_ACF.1(a), FIA_UID.2 [C&N1—HY—ERIEEHET D
CET. BFaleni=FIAEDHIC. User Function Data DIE{/E%E5FAI 5,
FMT_MSA.1(a) [CENtEF1VT BHOBENEDE. ZE. HIkR. EREEE
33,

FMT_MSA.3 (a)lcEN@EtI BT I74) MEZEET B,

FMT_SMR.1 [CIDEMEERE. SA. YVATLEERE ., —RFAIRAEORETH
BN T, t0ZENEEM ToNd,

FMT_SMF.1 (C&D TOE EF1 T4 EBEEEZ VAT LEBENRET S,
FTP_ITC.1 (L&D TOE & IT FOAD MEIOAER Ry FO—D L &N 5 User
Function Data #Z BN bIRET3LNIC. BIET—AB S TON IS BT
%o

L EDEFIUTBBEBEHICEDR R A S ER/IZTENTED,

0.PROT.NO_ALT,
(TSF F—HOFREK
ShiRE)

O.PROT.NO_ALT (¥ TOE ##ER DB VARIER RSN TSF Data &57%xt
KHEHTHD,

AF1UT R RAHEERTREHICE.

FIA_UID.2 [CENA— -8R EERET I LT, BFRAISNLEVATLEEEL(TF
[C. TSF Data O {EZEFaIT 5,

FMT_MOF.1 [C&DEF 1) T HEEDEIEDE L BLUBBEDEREIX. VAT L
BEELZFCEBELTCNSDT, YVATLEEEL(FHIHIPREIND,
FMT_MSA.1(a), FMT_MSA.1(b),FMT_MSA.1(c),FMT_MSA.1(d).
FMT_MSA.1(e). FMT_MSA.1(AlcEDtF1UT(BHDHRZE. BIFR. {ERE
EHEITD,

FMT_MTD.1(a)ICENEF 1T B BEDIERER E (L. VAT LEEELZFICIR
ELTLWBDT,. TOE FHETADHREE. VATLEEBELIFICHIPRSNS,
FMT_MTD.1(b)IC&N—#EFIAE ID 0K EF. VATLEBEERAEEICR
ELTWS,

FMT_SMF.1 (&N TOE 1) T HEEN B EBBEEDRTEE. YATLEEEA
RT3,

FMT_SMR.1 [CENHMEEE. SA. VATLEEE ., — R FIAEORELH
BaEnT. z0REINEEM ToND,

FTP_ITC.1(Z&D TOE L IT 704D MEIORERRY FD—D L &ifih% TOE &{E
TREBENORETILHIC. BIET-ABEEALTONIICHET S,

L EDTX1 )T EEE S ICEDR R A &R/ TENTED,

0.CONF.NO_DIS,
0.CONF.NO_ALT
(TSF F—HOFRE

O.CONF.NO_DIS, O.CONF.NO_ALT (3 TOE Z#R0H\FIERRE®H
& o D.CONF Z5F3 5 5K A E THB.
AEF1)TA R RAEHERETHEHICEI,
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TXaT R & THIT R E AR AL
SHBIUFIERTR | FIA_UID.2 (C&N1—Y—HAERMET LT, SFRISNEFIREBLTIC,
i) D.CONF MiE{EEEF R 9%,

FMT_MOF.1 [CEN 1) TAHEEDEMEDRE L . BLUBBEDEEIX. VAT L
BEHELZFICEELTCNSDT, YVATLEEEL(FICHIREIND,
FMT_MTD.1(a)lCENtF1 )T HEEDHERESRE (L. VAT LEBEEZFICIR
ELTWBNDT, D.CONF OFWVEDE . HER . YATLEBRELIFIHIBIN
%o

FMT_MTD.1(b)ICEN—EFIAZED ID ENAD—FDFZREIL. YATLEEELE
AAEEICRELTNS,

FMT_SMF.1 (C&D TOE EF1T1HEEDEEEREDE EZ. SFal SNEFI A
ENRHETS,

FMT_SMR.1 [CENHMEEE. SA. VATLEEE ., — R FIAE ORI
BEINT. 20REINEEM TN,

FTP_ITC.1(Z&D TOE & IT FO4D MEIORERRY FO—H EE RN EF1UT(
BEENTT-3BLU D.CONF 2BENRETILHIC. BIET—HESETO
FVIEX ST B,

L EDTX1) T BB S ICIDR R A ER/LTENTED,

O.AUDIT_STORAG
E.PROTECTED

O.AUDIT_STORAGE.PROTECTED (&L HEEREDL VDL - HIBR-
EENOFIRNKRAEHTHS,

AEF1UTI R RAHERRTHEHICE.

FAU_STG.1 [CINEERTI7MIVICHEHSN TS X1 T(BEERNT T 4%,
FEBHIBRPHRENLRET S,

FAU_STG.4 [CENEEOTNEMRICIE1ZEFC, REE VM LAY T TR NS
NEEENTE EEEHIRLT HLLWEEIRY M, BEEOT 771 BT
%

L EDEF1 )T BB HCINM R AR ERBT ENTES,

O.AUDIT_ACCESS
.AUTHORIZED

O.AUDIT_ACCESS.AUTHORIZED (3B EFEFNHERDH BB (CL>TD
#. BENBEFIVTERERIMNTIACTTEINILIICTIRMERAEHTH
%

AEF1UTI R RAHERRTHLEHICE.

FAU_SAR.1 [CEDEFRISN TS VAT LEERER. EEOY 771D o0EFa
UT1EENT T -305d tH U EEEIR 1T 5.

FAU_SAR.2 [CINEFRISN TS VAT LEBE LN OEZOTIND7 I A%
Bity3,

U EDEF1)T BB S CIIM R A S EMICT ENTED,

O.CIPHER

O.CIPHER [FREN—FTAADEEICERBIN TSI XETAZINHLTY
AT VLI, REIN-FTAAVKE LICEBSNS T HEESIETS
XEFEHTHS.

AeF1UTARAHERERTHEHICE.

FCS_CKM.1 [CEDEE SN 256 BV MORES B K(CHEST, BSRNERS
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TXaT R &

THIT R E AR AL

ns.
FCS_COP.1(CINRHONEESPITUZALEBSRET, XET—SZRER/
—FFIADEENER T HRICEES SN, 5id HURCESESNS,

L EDtF1) TR EHCIN R A ERBTENTES,

6.3.2. KEFMHOD#HREE (Dependencies of Security Functional Requirements)

TRIVTAHEREEGMRTFLCV SRS LR FRREER UGV HERE S, RFEFRNE
IEENBTHRMEN G VR HLE ., Table 37 (L2 T 3.

Table 37 t¥aUT(HEEEHIVIR—R bOIREFM

WREEHIVR—2V b

REFHEOHEEEHIVR—F Vb

BEHBIUEHAT HRULTVPEHR (KEMZERELCVVELEHLENESME

FAU_GEN.1

Audit data generation FPT_STM.1 B

FAU_GEN.2 FAU GEN.1 FIA_UID.1:

User identity - FIA_UID.2 (¥ FIA_UAU.1 O LGifERB OB EEE 4

association Dz, FIA_UAU.1 A\DIKFFHI} BRSNS,

FAU_SAR.1

Audit review FAU_GEN.1 B

FAU_SAR.2

Restricted audit FAU_SAR.1 —

review

FAU_STG.1

Protected audit trail FAU_GEN.1 —

storage

FAU_STG.4

Prevention of audit FAU_STG.1 —

data loss

FCS_CKM.1 FCS_CKM.4: .

Cry[;cographic key ECS COP.1 E5 8k MFD O#2EIRFICERSN. DR@M(E%T&

generation - AED)CHEIEIND, COREERICHENOTIEART

BFREBVDT, BESREWETILEMENGL,

FCS_COP.1 FCs_CKM.4: .

Cry[:;cographic ECS CKM.1 5 ##(& MFD O#EEIRFICERM SN . DRAMIER 4
_ - AR IMSND . CORFSRICHEBNTIERT

operation

BFREBLOT, ESREBETILEMEDNTL,
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WREEHIVR—2V b

BEHHIVERET

B LTS EM

REFEOMAEZRGHIVR—2 Vb
KEREBRLUCVEGDEHCEDIE L ME

FDP_ACC.1(a)
Subset access control

FDP_ACF.1(a)

FDP_ACC.1(b)
Subset access control

FDP_ACF.1(b)

FDP_ACC.1(c)
Subset access control

FDP_ACF.1(c)

FDP_ACC.1(d)
Subset access control

FDP_ACF.1(d)

FDP_ACC.1(e)
Subset access control

FDP_ACF.1(e)

FDP_ACC.1(f)
Subset access control

FDP_ACF.1(f)

FDP_ACF.1(a)
Security attribute
based access control

FDP_ACC.1(a)
FMT_MSA.3(a)

FDP_ACF.1 (b)
Security attribute
based access control

FDP_ACC.1(b)
FMT_MSA.3(b)

FDP_ACF.1 (c)
Security attribute
based access control

FDP_ACC.1(c)
FMT_MSA.3(c)

FDP_ACF.1 (d)
Security attribute
based access control

FDP_ACC.1(d)
FMT_MSA.3(d)

FDP_ACF.1 (e)
Security attribute
based access control

FDP_ACC.1e)
FMT_MSA.3(e)

FDP_ACF.1 (f)
Security attribute
based access control

FDP_ACC.1(f)
FMT_MSA.3(f)

FDP_RIP.1
Subset residual
information protection

3L

FIA_AFL.1
Authentication failure
handling

FIA_UAU.1:
FIA_UAU.2 (3 FIA_UAU.1 O L& B DR E 4
Oz, FIA_UAU.1 A\OIRF BTSN 5,

FIA_ATD.1
User attribute
definition

=40
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WREEHIVR—2V b

RTFIEOBRER ] V2 S

BEHHIVERET

B LTS EM

ARFEHEBRLTOVEVEREZOE 4%

FIA SOS.1
Verification of secrets

3L

FIA_UAU.2
User authentication
before any action

FIA_UID.1:
FIA_UID.2 (& FIA_UAU.1 O LSO E 4
D8, FIA_UAU.1 ADIRFEEmHTZSN5,

FIA_UAU.7
Protected
authentication
feedback

FIA_UAU.1:
FIA_UAU.2 (3 FIA_UAU.1 O LB DR E 4
D7z, FIA_UAU.1 ADIKF S HERZEND,

FIA_UID.2
User identification
before any action

3L

FIA_USB.1
User-subject binding

FIA_ATD.1

FMT_MOF.1
Management of
security functions
behavior

FMT_SMF.1
FMT_SMR.1

FMT_MSA.1(a)

FDP_ACC.1(a)

Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(b) FDP_ACC.1(b)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(c) FDP_ACC.1(c)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(d) FDP_ACC.1(d)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(e) FDP_ACC.1(e)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(f) FDP_ACC.1(f)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1

FMT_MSA.3(a)
Static attribute
initialization

FMT_MSA.1(a)
FMT_SMR.1
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WREEHIVR—2V b

BEHHIVERET

B LTS EM

REFEOMAEZRGHIVR—2 Vb
KEREBRLUCVEGDEHCEDIE L ME

FMT_MSA.3(b)
Static attribute
initialization

FMT_MSA.1(b)
FMT_SMR.1

FMT_MSA.3(c)
Static attribute
initialization

FMT_MSA.1(c)
FMT_SMR.1

FMT_MSA.3(d)
Static attribute
initialization

FMT_MSA.1(d)
FMT_SMR.1

FMT_MSA.3(e)
Static attribute
initialization

FMT_MSA.1(e)
FMT_SMR.1

FMT_MSA.3(f)
Static attribute

FMT_MSA.1(f)

e FMT_SMR.1
initialization
FMT_MTD.1
FMT_SMF.1
Management of TSF —
FMT_SMR.1
data
FMT_SMF.1
Specification of
UL
management
functions
EMT SMR.1 FIA_UID.1:
S _'t ' | FIA_UID.2 IZ FIA_UAU.1 O EhIifERB O EEE &
ecurity roles
Y OEH. FIA_UAU.1 ADIRTEM SR EN3,
FPT_STM.1
— L
Reliable time stamp
FPT_TST.1
- BUL
TSF testing
FTA_SSL.3
TSF-initiated L
termination
FTP_ITC.1
Inter-TSF trusted L
channel
FPT_FDI_EXP.1
Restricted forwarding | FMT_SMF.1
of data to external FMT_SMR.1

interfaces
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6.3.3. tFaVT/IRIMEHIRM (Security Assurance Requirements Rationale)

This TOE is Hardcopy Device used in restrictive commercial information processing
environments that require a relatively high level of document security, operational
accountability, and information assurance. The TOE environment will be exposed to
only a low level of risk because it is assumed that the TOE will be located in a
restricted or monitored environment that provides almost constant protection from
unauthorized and unmanaged access to the TOE and its data interfaces.

Agents have limited or no means of infiltrating the TOE with code to effect a change,
and the TOE self-verifies its executable code to detect unintentional malfunctions. As
such, the Evaluation Assurance Level 2 is appropriate.

EAL 2 is augmented with ALC_FLR.2, Flaw reporting procedures. ALC_FLR.2 ensures
that instructions and procedures for the reporting and remediation of identified
security flaws are in place, and their inclusion is expected by the consumers of this
TOE.
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TOE Ef4E# (TOE Summary Specification)
AETIE, TOE BB T3 LF 1T (OB HHAR OV TRA T B,
t¥a)T71888E (Security Functions)

Table 38 (2 TOE t#1U5 (et tF17(BAEEHORBERT
AETHITTS TOE tF1UT (AL 6.1 BICRBINZ LFUTAREEREB LT EOTHS,

Table 38 TOE £¥aUT g tF1) T4 HREE H D XIS BIR

¥ UT1HERE

TSF_USER_AUTH

TSF_IOW
TSF_CIPHER
TSF_FMT
TSF_CE_LIMIT
TSF_FAU
TSF_NET_PROT
TSF_INF_FLOW
TSF_S_TEST

)T EEEH
FAU_GEN.1
FAU_GEN.2
FAU_SAR.1
FAU_SAR.2
FAU_STG.1
FAU_STG.4
FCS_CKM.1
FCS_COP.1 v
FDP_ACC.1(a)
FDP_ACC.1(b)
FDP_ACC.1(c)
FDP_ACC.1d)
FDP_ACC.1(e)
FDP_ACC.1(f)
FDP_ACF.1(a)
FDP_ACF.1(b)
FDP_ACF.1(c)
FDP_ACF.1(d)
FDP_ACF.1(e)
FDP_ACF.1(f)
FDP_RIP.1 v
FIA_AFL.1(a)
FIA_AFL.1(b)
FIA_ATD.1
FIA_SOS.1

AN IR N IR NE R N I NE N

AN

NN RN RN N N N NN AN RN

AN NN
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t¥a) 18R

¥ TIHERE RS

TSF_IOW

TSF_CIPHER

TSF_USER_AUTH

TSF_FMT

TSF_NET_PROT

TSF_CE_LIMIT
TSF_INF_FLOW
TSF_S_TEST

TSF_FAU

FIA_UAU.2
FIA_UAU.7
FIA_UID.2
FIA_USB.1

AN NE IR

FMT_MOF.1

FMT_MSA.1(a)
FMT_MSA.1(b)
FMT_MSA.1(c)
FMT_MSA.1(d)
FMT_MSA.1(e)
FMT_MSA.1(f)
FMT_MSA.3(a)
FMT_MSA.3(b)
FMT_MSA.3(c)
FMT_MSA.3(d)
FMT_MSA.3(e)
FMT_MSA.3(f)
FMT_MTD.1(a)
FMT_MTD.1(b)
FMT_SMF.1

FMT_SMR.1

N RGN RN

NNANENENENENANEN ENAN

FTA_SSL.3

FTP_ITC.1

FPT_FDI_EXP.1

FPT_STM.1

FPT_TST.1

v

LT Tld % TOE 2T #RE(CRAL T ZRERM IS T 2 X 1T REE M (COLVTERBAT %,

1.1.1.

N— RFAADETET — 9 L BE B E AL (TSF_IOW)

N=FTAADERT I LEEHEMER. YVATLEBECIINVATLEREE- FTRESNLIN
—FFAADEET A LEETHEMBERE AL, JE—HEE. TV —HEE. AF v —HEE. RYRD
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—D2AF v UBBENR VI TDE T RIS, REBN— FTAADEBICEESN R RAEH XETAIIXL
T.ABN—RFTFAADEBEOXET—HEEZ. 1 BIFEE 3 BOLEEEFCLNEETS. NEFEEED
FERREICKREUT, REBOERZEETIIEEE. LRIV TRAEEEBEITIEETEERLTDLEYD
THd,

WIEBDHEHZERETIHERF. LEFEHEORHE1EEL. EX1)TEAEZEETIHEE. £
THENEHE3EET S, SEOLEEEHEEEHKG. 1EICHEATOLERERET IS, LNREG
LEETHEMBHLERE)THS.

SHIC, VATLEBENRE UEBRIFEZEIZa7IME R CERXEZHIBRLTCLEEZEETS(ON
Demand Overwrite ##E),

(1) FDP_RIP.1 Subset residual information protection (4 7ty NEFIEHR{RE)
TOE BR VTR T RO LEFHEMEEOHHELT, EEEEE 1 [("0(FN)"[CLP LEE)L.
3 EI(EL-ELEL-"0(EN)"CLD LEE)DE RN KD, FEREN—RT(AVEE LI, LESE
BEFEOFAFHNET-IN—E5HES, TOE BHEFIC—EEFIVILT BEERTOF AR
HXET-HHEETIHEE. LESHENEEETTS,

1.1.2. N=FFT4ADEWRT - HIESL#ae(TSF_CIPHER)

N=RTAADERET -FESEHEER. VAT LEBE(CLN VAT LEEBEE-FTHRESNEIN-FT
AADERT AR SEHAERE I(CHEL, JE—#RE. TUVA—1aE. 2F v —HEE. Ry bD—-D2A%v
VHRE PR B E R CRE N - FT(AVEKBICERINSGXET —HOESLETY,

(1) FCS_CKM.1 Cryptographic key generation (RS #4£ k)
TOE 3V AT LEBE(CINFZEINEIN- FTF1ADEET IS —12ERAL. EBFCE
T OV AEZED FXOSENC AR 7 TVXLICEST 256 Ev b ORE BB EMEITI(TN\—FTF12Y
ERTAESIEF—INELTHNE. BUEESRIERSEIND). idH FXOSENC AKX 7TV L
&, TR LBERMEEF X1 7RT7ITVALTHS.

(2) FCS_COP.1 Cryptographic operation (F55121F)
TOE FREN—FTAAVEEICXET—IEEE T HRRIC. EEERFICHE SR A R(FCS_CKM.1)(C
INERLE 256 EYEORESHE FIPS PUB 197 (CR3< AES 7L TUXLECLNXET—40
BEEILZ1T). FLBRUEXET IEHRAHTIHEELEKIC, BBIFICAERLE 256 EYhROD
EHHE AES 7IVTUXLICENESLZIT,

7.1.3. 1—H—5BE#AE(TSF_USER_AUTH)

J1—Y—EREEH AR EF RSN E ORI AALITIC MFD O REZE AT HERERFLESHIC, 13
eIV, FIAZEDSAP2 bD CWIS, FUVR— 34 N\ho1—Y—ID £E1-H—/{ATV-FeAHSET
HAIRET SHEETHS,

MFD FZS B0 —N—([CEHIN TSI -F—1FHwZF AL T, BEEIT,

1—F—IRBMDEERFEICLOT. XD 2 &N HD,

- 98 - Copyright® 2018 by Fuji Xerox Co., Ltd



Xerox D136 Copier/Printer ZF¥zl/714—ovf

a) KIKERE
ARFRELF. TOE RICEF LI FHREFERUCGRAIEEETY,

b) 4}&REEE
SAEBDEREE Y — N —ICxt UCEREEZ4T). TOE MNICA——1EHIE B EFRINTULVELY,
SLEREREEIE . SMEBDEREEY —/\—(LDAP H—)\—, Kerberos #—/)\—) TEEIN TS 1T —1F
H|EMALT, RBEET %,

RN RN LIZFIREOH N T LD REZEE AR 6L 5.
a) AREBEERILTHIESN 2 HEARE

OE—#aE. AFvUHEE. Xy D —DAFvUHEE. RENYDAREMEE, TUVA—HEE(TUVA—F
FANTHREEEDEREN M THOENRIFFCIRIE) SRV TERELT 3)

b) CWIS THlfHSNSH#EAE
HBHIKEBOR TR, Va7 RE-BEORT. HENIANGOXET - UEE. 771IUE5E(C
$37)Y MRE

c) FABIFMTPUIDTIIE—RANeERTHHEE
FREDFM7V b LOT 5%, MFD W'\ ATAeIa R — Uk & 55 (PDL) TR SNIZEN R T—4I(C
ZHL TOE LTIV T —REEBHETH (TIMR-TIVUM) , FIRENFIAEDISM 7V DTV IE—F
FANTRAEEERE LCRETTUY METRET HE. MFD 3RET-REEY v TT-AICKHR
(FAVKR=X)LTA—Y—ID CElCRERN— FTARDICETET B,

FEABBERERNBLU VAT LEBEEDF(7V Mo TOE EX 1T HEREDSREBRTELEE
ITOERZHZEILHICIATLEEE ID E)SAT—FEANSETHABIET LD TLHS,

(1) FIA_AFL.1(a) Authentication failure handling (F2iE&kEXEFDERDIRLY)
TOE ZYATLEBEE- FATHEATRHIC. VATLEBEDRIZ1TO0., RARFORIL R
XGHBEZIR LTS, WM EEE ID BAIRKRZRE L, PO EAERRIHTHRESN TS 5
ElDEFRBKICET B, BIERIVTRERTIET/ZA LS DEIEEZFFHFEED, Web T35
YTt MFD KIAQERD UM/ AF CREHRER Z I 3B<BS.

(2) FIA_AFL.1(b) Authentication failure handling (FREE&EXFEDERD#RLY)
TOE BYATLEBEET—FATIEATIRIC. VATLEBEDRIZITON. FREIRFDFERE KX
I REZIRE LTS,
ARIRZREERFIC SA D ID BRI AR 2R H U7V AE B RIS TERESN TS 5 Bl DEHE R EKITET
B RENRIVTIEIER BT/ 3% A LS DREIF Z (F 41 F13<B0D. Web T59HTH MFD RKADE
RO/ 1% AF CREHRERZ (3 H3B<{E3,

(3) FIA_ATD.1 User attribute definition (FIB&ERBMHESE
TOE (M EEE. SA BLU—BRAAENRBZE R LIEIFTS,

(4) FIA_SOS.1 Verification of secrets (F#ZDRIL)
TOE (& SA. — & FIAED) AT — R ERFICR/NXFHRICELLBIMEGE R ELEETT 5.
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(5) FIA_UAU.2 User authentication before any action(77aVai0OF FH&EFRAE)
FIA_UID.2 User identification before any action(75 avEi0O# A& #H)
TOE 342 1E)1 %IV, FIBEDIM17Y b Web J50H%E LT MFD #EEDIREZEF I I3 R1(C. ID
ENAT—READESEBT, AASNEID ENAD— RN, TOE FB/ET—RCEERSINTLVSNAT—FiE
ME—HMTIEERELT B, FLTFAAR— UV FOIEAREFICE ID &) VAT — FEREEICLD 1 —H -5
B EREENITIOND . FREE(FIA_UAU.2)EEAI(FIA_UID.2)(E. FBFCETSNER - RO A
W LIz DM RENFRISN S,

(6) FIA_UAU.7 Protected authentication feedback({R#&Eh7=714—K){vD)
TOE [F1—H—ZBFERFIC, SAD—FEIZTREHIC, IAT—RELTAASNEXFHER D ** X
FaARENARIL® Web TIVYICRTT DA Z IR TS,

(7) FIA_USB.1 User-subject binding(FIR&-47Y1H MEE
TOE [FFRFESNT ID Mo EEE . SA BLU—RFAEO®RBIZY T ITHMIBINHTS,

(8) FMT_MSA.1(a). FMT_MSA.1(b). FMT_MSA.1(c). FMT_MSA.1(d).
FMT_MSA.1(e). FMT_MSA.1(f) Management of security attributes(t%1Y7
IEBHOEE)

TOE (& Table 39 D&, ¥1 )T/ BHEDEEZI - — R (CLDA A EREE SN =R A&
HIRT B,

Table 39 TFa1)T1BHENEE

t¥ilT1EHE 1B’ %A

HERE(CXT IS T S FI A& R R BUWEHE. KE HREEE.
SA

D.DOC(HREBRYIANDARAXET—H)ICHILT | HULEaht —RFAE.

SFTAEEHAIFHR SA.
HHEEE

D.DOC(HREBRYIARDIRNTOXET —3) (s | FLEHE, Alkk HREEE

THAEE B E®

D.DOC(HEBRYDARDIRTOXET—H)ICHH G | Al SA

I AR E MBI IEHR

D.DOC(FIAR=rIUVFRDRBEXET—AR)C | BLWEDE., BIRR. 5k | —RFIBE.

x9S AT H A A E R HWHREEE.
SA

D.DOC(FFM1R—=rTIVFRDIRTOXET—H) | BLEDE, Al HREEE.

(ST SR A& A IH R SA

D.FUNC(Va71E#®)(CHISTHRTAE#AIER | MULEDHE. BIFR. HWREESE.
SA
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(9)  FTA_SSL.3 TSF-initiated termination (TSF #2&(Ct3#T)
TOE (& Web F5045hn CWIS [C—FEERE (20 73) D70 ANEME S X011V (RiEtyiaY)
ZDUV7UBERIZEKRT S,
FIARERIDo—ERFRE(10~900 F TR EARE) DIRMENEVME S S, BIENRILDEREND
V7ENERAEEARS,
TIVA—RIANREDEYYavEREFET . TUV MOBERDBEREESICEYIaVER T T3,

(10) FDP_ACC.1(a).FDP_ACC.1(b). FDP_ACC.1(c). FDP_ACC.1(d).
FDP_ACC.1(e). FDP_ACC.1(f) Subset access control (3 7ty 7Dt A%I#D),
FDP_ACF.1(a). FDP_ACF.1(b). FDP_ACF.1(c). FDP_ACF.1(d). FDP_ACF.1(e).
FDP_ACF.1(f) Security attribute based access control (C¥a)T1EH(CLBT7D
T A1)

TOE [ Table 40 (SR EHN, 1—F—FREEMAEICED MFD OEAREEETHSIE—. AFvy . TV

VDR EEEAZRIESNEFHAEICHIRT S,
Table 40 EKRBEEREADTH T AHilfEH

HRE RSN 1R ECHRA FRAE

OE—#ae WRECH IS T R AEH A FREF AEHANFHRS —FHL | HREEE
T5E . BE R o0IE- . BHART-2(QE-X | SA

ET 5 OERRE. BLUBHHDARENEFRISNS, —i&FIRE

A%y —HEEE. HREICK IS 3 F AE BRI E T AE MR HHRNS—EL
2YRI=D2FvY | TGE . BESRIDDOBEBRINYIANDAF v RS LU R
HaE ERRIVDODFIREDSA47 b FTP ¥—)\— Mail ¥—/){—
NDAF YT —EENEFRISND,

TUUS—tERe. B | HEEICH ST SR AEHAIFHREF| AEH A EHRN —EL
RiINYDARE Ea . FABIATPU M oDT )Y T —RETIAR—-+T)
VINRTE. TIAR- NIV MT—AROXET AN, &
BRYDARXET SO U/mE(* 1NN,

TOE ($ Table 41 [IRTESN., FIAET - INDREEH B ZREESNTRAECHIRT 5.
Table 41 FBET-3INQ7 D A%

FRET—H RSN BIRECIRA FRE

aE-57-43 Eﬂiﬁéﬁﬁ(lﬁbtlﬂfﬁﬂ'cﬁ?én?‘ AE-YaTNEITSNG., | HREESE
D.DOC(IE—T—43)DHIFRHEREIT L, SA

—RFIRE

AFvUT—H ERHREDP AT T RAISNZAF v UaTNRITSNG | MEEE
& AFvUT A0 FTP Y—)1\— Mail H—)\—ADEENEF | SA

AISN B, —RFIAE
D.DOC(AFvr7—%)DHEIFRHEREIIEEL,
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FMAET—A Rl SN BIRIECHR A MAE
FERAYDAAD | D.DOC(BEEBRYDARDIATOXET—R)ICRIGTIFTE | HEESE
XETH FHAFEREFAEFNFBYE—BUEEE. IXTOHE

YD ANDXET—IOENE U/HmE(FL). BIBRNEFaI SN
%o
D.DOC(HBRYIANDFREXET—R)ICHIETIMEE | —RFIAZE. SA
HAEREM AEBNERN—BLEIHE . BERYIAA
DITEXETAOENHEU/HECKL). BIBRNEFRIEN S,
AR SN VAT LEEE(L,. On Demand Overwrite | #EEE
HEBE(CED D.DOC(HERYIARDTARTOXET—HR)DHEI | SA
BROEFAIEN D,
TAR—=bF)Y | D.DOC(FFAR=F IV FADIATOXET )R LT | EHEEE
FADXET—H | DB EHNFEREFIAEBNFERN—BULEZBEE. 751 | SA
R=FTUVFHDTRTOXET—ZDEIRI. HIBRAEF Al SN
%o
D.DOC(FFAR= IV MDFREXET ) IS DR | —iRFIAE
FEHRANEREAAFRANERN—BLEZE. TIMR—
TV MRDOFREXET—ADENRI., BIBRNEFRI SN,
AR SN Y ATLEEE(L,. On Demand Overwrite | #EEE
BEBEICEND D.DOC(FAR— IV FADTATOXET—H) | SA
DHIBRNEFRIEN D,
ETHh0O Y377 | D.FUNC [CH T 2T E & #HAEREFI AEHAERN— | SREEE
-3 BUiEimE. A6—. A%y, TUVORITHIITDHIRR, K | SA

EDRENFFRISN S,

TOE (3 Table 41 [CRTESN, I—Y—REHEREICLDRBINVI A, TI3A K- b T)Y MEEEERIESN

ZRAECHRT 5.

o EBIETIUMERE(TIMR— TV MRE

MFD Tl 724 R—= /)Y MR TFIDFREETV. FIRABNRAEIZM7V DT )IA— R4 INTRR
LRBETT)Y MERET 35S . MBI (CHRIT—3ZEY by T T —R(CE i
HEETS.
EILLENT )Y
&

FEEEERTE
(TAVKR=X)LTA—Y—ID CENTSA K- TV beLTHREBN- FTAADEREIC—
Tz CWIS B o1—H—ID &SAT—FEA AL, BEHRICFIREI APV MRDOT71 Vi
MERET B ELRZKICI-Y—ID JeDTFMAR— b)Y beLTRERN - FTAAVEEIC—

BEIhd,

FAZEQR—RBEBEINCTVY T —SZHERTS12HIC. MFD OERERIVDH1—H—ID &)IAD—
BEESNBEI—Y—ID [CHIELIETIY MEBDUAMIIH R TENS, FIAFRIDUR

FEAAL. &

MONCENRIE TR FEIXBIBROIE RO AIEE S,

o HERIRVOABIELAE

3 [CRERESNTVEW IIT Mo BRYIAICAF v 7—AEIE—
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3o
BABRRRYDATE ., AARBRYDAEERLIZI—Y—ID £ U ID TEREESN—MRFIAE.
SABSLUHMEEREDH D, RYDART-A0EH U/#RSk (X 1) LEIR, BIFROEENTEETHS,

*1) ARV U XET IR T BIELE DRI, TLE1—. CWIS oI RAEDISM17Y MDIIAR— k.
IE-XETAICHTHRME R, TLE1—. fR&k

7.1.4. YAFLEBELX1UT(EE#EE (TSF_FMT)

YATLEBECXIUTIEEKEEL. DB ENFAENFRGHEREFLEILHIC. VATLER
BE-RADOPIEAEVATLEBEDHICHIRLTC, BFRISNEYATLEBEOH (CEERIELY
YATLEBEDIATY M5 TOE tX1) T NS RERE LR ETOEREFRIT 5.

(1) FMT_MOF.1 Management of security functions behaviour(t¥a1) 718D 55 F)
NEHE)
FMT_MTD.1(a). FMT_MTD.1(b) Management of TSF data (TSF 7—3NDEE)
FMT_SMF.1 Specification of Management Functions (EEH#EEDIETE)
FMT_MSA.1(a). FMT_MSA.1(b). FMT_MSA.1(c). FMT_MSA.1(d).
FMT_MSA.1(e). FMT_MSA.1(f) Management of security attributes(Z¥a1U71/&
HENER)

TOE [FFAN RSN VAT LEERENDH(IC, TELD TOE tH1)THEEICRAR TS TOE BRET—
ANSRERTELE. BLUSHKEEOR N/ BN ERETH 1Y -1 TJ1-2&RHT S,
FEINODHEEICED, BREINZ X1 T EEMAEEIRH TS,

BAENKIDDIITEED TOE tF1)THEREDREES R, RELEZITICENARETHS,

* N—RFAADEBERT A LETHEMREOR TSR, A/ EY. LECEROREE!T

* N—FTAADEET HES L DR EESRL. BN/ EIOREZITO

- N—FTAADEET BB EF—DREETY

© KKK LOZEEERED)SAD - FEADREESRL. BN/ ENOREET

© VATLEBERRRICIZVICAEERREESRL. B3/ EY. EERMOKREEITI

- WHWEESE ID &SAD-FOREEIT) HMEEEDH THE

- SA. —#EFIFAE ID OFRTEESEL ID ENAT—FOFREEITY  AERAFHOH

- A-Y-NRAD-R(—BFAEL SA)DR/NXFRFIRESBUREZITY  AKERFDH

© RERRY D =DT-SREEED TLS BIEDHREESRL. B/ EDBLUHMFROREE!T
© RERYRI=DT-HREWEED IPSec BIENR TSR L. B3/ EMNSLUVFHMIBEROZTE

,— =

17
© RERYRI-DT-HREWMEED S/MIME BIEDRTEES L. B/ EDNHLUFHMITHROERE
11

- On Demand Overwrite #EEDEREZS R L. B/ BIELUVBIFRBFZIDREEZITO
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+ 1Y BRI EEDRE TSR U, RIAFDEE/ S ARG/ BB LUHMIEROREETO
- BRIV IMERROSREES R L. BHE/MRIOREETD

- B BZIESRUEREETD

- BAERRNA-IDUPHEREDREESRL. BY/EDELUDI7RHOREEZITI

- HETAMEREDFREES R, A/ ENOREEITD

- LR—+HADHREESEL. VATLEBRERE/FAEDREETD

FEVATLEBEDIATPY Mo Web F50UEELUT CWIS HEEICLD, TEED TOE EXa1)T(HAE
NREESRU. REEFETOENATRETHD

- BWEEE ID ENAT-ROBREEIT) (HHEEEOHTEE

- SA. —EFRAEDID HREESEL. ID ENAT— ROREEITD

- VATLEBERMRRICLZVICAESRELZSRL. AU/ EMN. EERBOEEZIT

- A—H—)NATV—-R(—RFAEE SA)DR/NMXFHFIRESRBUBREEZITY  AARIIFOH

- EFAUTAEBEOTREEOREES R LA/ BUOREEITY
(BaEEE. X UT4BEEOT T-AEATRUINOTF AN IPMIV T, YATLEBEDI(1T7V b PC
EIZHADYO—- RS BIENTTEE, )

- AERYI—DT-SRERED TLS BRIEEDEREZSRL. BN/ EDHLUHFHBEROZEZIT

- AERYI—DT—RREMEED [PSec BIEDZREESRL. AN/ EMHLUFHHBEROZEZ
o)

- REBRYRI—DTF—RREMEED S/MIME BEDEREZSHRL. B/ BUOHLUFHBHEROEE
LX)

- X.509 FEERERERY/7y7O0—R/AD00—- K93

- On Demand Overwrite H$REDREZS U, B/ BENHE LUVRIREFZIOFZEZ1TO

- A-Y-FREIREEDEREES R L. AAFREL/ S B EREL/ BB LU MIBEROZREEITD

- CWIS #— M) )7HREDREES R L. AR/ BUOEREEITO

(2) FMT_MSA.3(a). FMT_MSA.3(b). FMT_MSA.3(c). FMT_MSA.3(d).
FMT_MSA.3(e). FMT_MSA.3(f) Static attribute initialization (§28B1E#IHA1L)

TOE FEAREEETHDIE— L. TUUA—HEEE. AFvF—#EE. (I LEFI)TABHEOT IV
BELTERBEEFRIZERET D,
F7= D.DOC. D.FUNC ICEALEF1) T/ BHEDT 74 MEEL T, FrE BB A ERIC/ER LRI A
FHHRAEREF A ATREL R AFERANFEREHRET S,
BEABRBRYDATIE, BERARYIAZRERLE SA FRE—RAFAEEACEHEEREON AEH
AR E B ERAHERELTERET S,

(3) FMT_SMR.1 Security roles(t¥1)711&%Zl)

TOE 3t EEZE . SA, YVATLEEERLU—RFIAEDREEHFL. TORENEELLF A
H(CEHEITS,
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71.1.5. AARMI—IVIZTEEHIBEH#EAE (TSF_CE_LIMIT)

DA IV IZTEERIREREL . DA -IVIZTHVATLEBRE LF1UT EEHAE
(TSF_FMT)ICRET 3R EDSBELUVEENHELBVIICHAMN-IVIZPOVATLEEEE-F
NOEFEHIRT SHERETH S,

COMREICED DA —TIVIZPICLB R EE RN KLLS,

(1) FMT_MOF.1 Management of security functions behaviour(£¥1)T/H#8ED 53 FLN
NER)
FMT_MTD.1(a) Management of TSF data (TSF F—ANER)
FMT_SMF.1 Specification of Management Functions (EEH#EEDTE)

TOE [BFBEESNTZY AT LEEEDHIC AREIRIVECWIS DONA M-IV Y Z PR VEHIBRIEREIC
9% TOE BRET DS RERTE L E(HEEDE R/ ED)DIHDI1—Y—(1V3—-J1— &R #
9%,

7.1.6. t¥aUT(EEOT#EE(TSF_FAU)

TRIVTAEEOTREL., VATLEBEBCINVATLEEEE - FCRESNIEEOVREICHR
L, TARTOH TOE FIRFICK LT, L\2, HEW EDLIBERETNEVDIFERPEELBIAVMHIZ
SEFPHEREE. 1I-Y—RELGE)Z, BRI THOTF1)T BEEOTHAEEIRET S,

(1) FAU_GEN.1 Audit data generation(&&T—434% k)
EET-ADERIE. EESNEEERNZAIAY M., BEEOVICEREFSNEEERIET S,
Table 42 [CEEEOT D MERT

Table 42 BE&EOT DT

BEEOTRERAAVME, LTOEERT—AEHICEHIND. :

Date: Bft57—%(yyyy/mm/dd, mm/dd/yyyy, dd/mm/yyyy ®L3hh)
Time: BZl7—4% (hh:mm:ss)

Logged Events: 1 XY bR FR (TR K 32 HIDEEXFSI)

User Name: fI|&E & (&KX 32 HIOEEXF3I)

Description: /XY MIBIT3RE DA (&K 32 HIOEEXFIITHMEI TRSREOIL)
Status: /XY FOMEFERE LALIREE (K 32 HTOEEXFIITHMITESREOIY)

Logged Events Description Status
T I M2ADIREEE L

Started normally (cold boot)
System Status

Started normally (warm -
boot)
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Logged Events

Description

Status

Shutdown requested

Self Test Successful/Failed
1—Y—-52GE
Login | Successful, Failed (Invalid
. UserlID), Failed (Invalid
Login/Logout Logout

Password), Failed

Locked System Administrator
Authentication

BEERY L E

Audit Policy Audit Log ‘ Enable/Disable
J3TAT—H2A
Print Completed, Completed
Copy | with Warnings, Canceled
Job Status Scan by User, Canceled by
] . Shutdown, Aborted,
Mailbox™!
Unknown
TIMABREER
Adjust Time
Add User .
i 1 Successful/Failed
) ) Edit User
Device Settings
Delete User

Switch Authentication Mode
Change Security Setting

Successful
(BEBBLERTE)

T 2T —INDTHOEA

Device Data

Export Audit Log

‘ Successful/Failed

BISHER

Communication

Trusted Communication

Failed
(FAFVEBEXERE)

*1)"Mailbox"(ZHRBRYDANDXET —FiRFERT

(2) FAU_GEN.2 User identity association (¥ & &3l 15 OB &E +F)

TOE BEZBRSNTCEEXRRAAY MEEEOTI7M AR T S, ZOREELFIAE DA

1EHRICEEE M (T TR LTS,

(3) FAU_SAR.1 Audit review (BE&ELE1-)
X TAEBODTTAICRBINETATOERE. HHHEIERRIT S,

FE"TEARTPANELTIRET D" ELIBROINIVN B, COMREICINEF1IT( BEEOT T—3%.
ATRENDTFARTPAIELT AOVA- REBIEN RS, EF1IT( EEDTTF-3ESdo00-
F3BEFIZ. Web T50UEFIATSHIIC, TLS BIEZAE X
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(4) FAU_SAR.2 Restricted audit review([REE&ELE1-)
X TAEBENTT-A0GHH H UE, RSN VATLEBEDHICRET S,
EXIVTFAEBONTT-AINDTOEAR. VAT LEBEEN Web T50F DA ERTIRET. BE/ IR
ho7PHtEAT3EFHEEBN, YATLEEEN Web 750 & ELTTOEADTSA Y LTUWEITNIE.
VAT LEBEORI(OJM1 V) RICERTTEEICES,

(5) FAU_STG.1 Protected audit trail storage({fRFESN =B &S IHEHA)
EFIVTAEENT T—R3EkH H UHEREDH T HlIBRERES EHRELFE LB FEBRSAP
HENIRESN TS,

(6) FAU_STG.4 Prevention of audit data loss(B5&T—4%#8%NDRA1E)
TX1)TAEEOT T AN ERICE1 . RVE VI LAV T CRRERSNEEE T AL EEL
T.HULVEET-INMERTBIELGERSNS,

EBXOTRERDIRY ME B4 LARY FEHIC NVRAM (IR FSN 50 #(SELEES S . NVRAM £
OOJ% 50 HET—20774 V(AT TEEOTI7MILIEFES)ELT, REBN— RTFAADEEA
HREEZLT. &K 15,000 ORIV MeRFTRENH KD, 15,000 428235 EE. —B L
WA LAV T CERRBFSNEEENT 771D DIBREE LT, BDIRLTIAY MR EEN 3,

(7) FPT_STM.1 Reliable time stamps(&{E8E41 LAY T)
EBNLEBERIRINY MEEOT 771 IARET BT, TOE A #E->TWVS V0D EEIC LS54
LRV TeRITT e ZIRIET 2,
BFETOEREZLEEIL TSF_FMT ([CEDVATLEEBEDH D A[BETH D,

1.1.7. RERRYI—=HT7T -5 {RFEHBE(TSF_NET_PROT)

RERRY FD—DT7 -3 REEWEER . YATLEBEBCINVATLEREE-FTHRESNIZTEE 3 207
AFVRENDERICED, AERY I-DT7 —S{REHEENRHINDS,

(1) FTP_ITC.1 Inter-TSF trusted channel (TSF S {EEFv2)l)
TOE & TOE F3EEHE [T AR T 7T @B EMRISNIBELEE IO ML,
XETA, VITER. EF1ITAEENTTAIBLU TOE BRET R ETIHRETIRIETD,
COEEEFrRIUL. hDBEFrRIVEREBRMICE RSN . Z0IH R ORIESNEZHANBLUHRE P
REND BETHZRETIENEFOCD,
TOE hRH T3 SILEEEUTO@ITHS,

Jarai BE% BS7ILIUXL
TLS D347k PC AES/128 Evhk
(Web 759%—, FUvA— R34 )\=) AES/256 £y
LDAP H#—/)\—
IPSec D347~ PC AES/128 Evhk
(Web F39H—_ FUvA— R34 )1-) Triple-DES/168 Ew
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LDAP H#—/)\—

Kerberos #—/\—

SMTP H—)\—

FTP H—\—

DNS H—)\—

S/MIME SMTP H—)\— Triple-DES/168 Ev

AES/128 Evhk
AES/192 Ewhk AES/256 Evi

a) TLS 7Ok
YATLEBELCINVATLEEREE - FTRESNLITLS BIEICHEL. REBRY DD LERN
BXETH. VaTIER. tF1ITAEEDT T AP TOE BRET—I&RETH—DLLT, tFa1”7
BT —SBEMREIESNS. TLS FOPIUSHIELTLVS,
TOE W%t 59 HEREICED . TLS —N—FE TLS D317V beLTEMET BN KD, FIt
TLS AP UCH ST BECED, & TOE EVE— MEDT—HRIER . BEEPRSADEA D HIRE
FRIEN KD, FEENLDREL, TRROMAEICINBIET —FEESILT I LICLO TRET D,
BHESRETIIVDRBRICESSN ., MFD XMAQEREVIMTED, FELIavnik TEMR
FFCHIBT %,

- TLSv1.0/TLSv1.1/TLSv1.2 7ORLELTE RSN EDE S5
BAMICIE, TROBESIERM— bOfRINMADRIRSNS,

TLS OEES{EA1—F HEREsAX/BY1X NyYa1A=H
TLS_RSA_WITH_AES_128_CBC_SHA AES/128 Evhk SHA1
TLS_RSA_WITH_AES_256_CBC_SHA AES/256 Evk SHA1
TLS_RSA_WITH_AES_128_CBC_SHA256 | AES/128 Evhk SHA256
TLS_RSA_WITH_AES_256_CBC_SHA256 | AES/256 Evhk SHA256

FERSANLOREEIR, TLS BB @570 M1)L0) HMAC(Hashed Message Authentication
Code - IETF RFC2104)#ae=ERAT3EICLHTEERT D,

Web D347V b ETTLS BIEEEMICTIE. D47V MbDERIE HTTPS Z&L T, ZIELEI(T
niEinizly, TLS @IE(. IPSec. S/MIME #ty b7y 73381, FLEVATLEBEENEF1UT
1EEOY T8 IY0- RFTRRNICE R ESNTLEINERLEL,

b) IPSec Z7Ohrdil

VATLEBECINVATLEEBEE— RTERESNEIIPSec @IEICHEL. AEBRYII—D L&
NBIXET—H, YaJ1ER. tF1)T1EEOT TP TOE RET—IERETSI—oOLLT. £Fa
PRT—RBEMRIESND. IPSec 7O RIUHIELTIVS,

IPSec 7O0MJLIE. TOE EVE—MEITED LT IPSec BIEEITINEL O, EEPIES7ILTY
ALBEDINGA—REERTIEHD, TX1)TATPVII—VaVDMELET D, 7YII—VavDREL
BIEESNZHED IP 7 FLABOETO@EET—4(E. TOE OEJR OFF FEUty N3 ET
IPSec @ oV AR— ME—RICENIEELEND, LHESRETIIVORMIBREICERSN ., MFD &
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ROERZUIMTHD., R EIIVDR T ERFFICHERT 5.

-IPSec 7O IJL(ESP:Encapsulating Security Payload)eLTA RSN 3 EfE DI S
BARMICIE, TR0 EREESARE\vV1ARDMEAENHEORINIIEIRSND,

HERES AR/ By X NyYa1AR
AES/128 Evhk SHA1
3Key Triple-DES/168 Evt SHA1

c) S/MIME Forail
VATLEBECINVATLEEEE- FCERESNELIS/MIME @5 1ICHEL. AEBRYrI—DH L
UNEBRy b I—D L ERNOXETAZRETSE—DELT. tFa17LA—ILBEENMRIIENS.
S/MIME 70U LTV,
S/MIME BEBA—ILDiEZIEWEEICED. HEEBF AN TEETIIHEDA—IERERFIR L TO
XET-HDEEEE., Tz S/MIME R A DEZEHEECED. XET-IDEEEPHSAHEHLL
EE-R
BEBESREA-IDESLFIREFCER SN, MFD KADEREVIE T30, FLEA-ILOBS
LSE T ERBFISHRKT %,

S/MIME 70O VELTERENSA—ILEE S LDz D B REE S A =X

HBERES AKX/ BIIX
3Key Triple-DES/168 Evw bk
AES/128 Evwhk

AES/192 Ewhk

AES/256 Evhk

S/MIME 7ARINVELTERSNSA—ILERDTHDNYY1 A K

Nyoa AR
SHA1
SHA256

1.1.8. AVI74A—=Y3ay70—tFa)71#8E(TSF_INF_FLOW)
A7 A=3v 70—t F1)T1#4EElL. external interfaces(4M &34 VA—J1—A)E
Shared-medium interfaces(R&R®xY FI—D)REICHITEEFRISNBLVBIEZFIFR T 5HEETHD,

(1) FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces
TOE (&, 481 U A—T1— AN o Z(TER NS T — A NI NERRY M) —DONBRE T B EEHIR T
B TRRRENEIRHT D,
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NERAVR—T1—2A

SMI(R &Ry bD—0) MBS BRI AE

USB(F/$4 )

TV MT—RZERAVE—TI-ATHN, bDM1VF—T1—2AN
DEREFEFRISNGL
CE:TIV R IaTRTIAR-MTIV METEEIND)

Ethernet

TV NTF—AeZEVBERMOM A —TJ1— ANDERIE L EF
AIENBEL,

1Y —F—HEFREIIATY MY —N—hbZIETEC
EFEFRISNTLVEL, B SN EF LY,

CE: TV b IaT T R= )Y MNEFEEIND)
MAEDZM7Y Mo R ERERELLEES. 1Y
SRELHEREN' SN EREREEICER ESN TLVBE. TOE (358 Al ZR AL 1E R
% LDAP H—/)\—F7#(& Kerberos #—/\—~#1EF 3,

BRIV

BIENRIVDDOBEREFE BICE LT HAI RN B ETHD,
FERENSRIUDDDA AT —REHRRELICHDI V-T2
NELIE T BHERER TN,
A—H—EBEEHEREN SN EREREEICER ESN T LV E, TOE (38R
SREIE$R%E LDAP H—/\—F7(3 Kerberos H—/\—AZET
%o

1.1.9. BCTAMERE(TSF_S_TEST)

TOE (§, TSF E4T2— FBLU TSF T-ANFTEEMEREL T HLHDBE S TA MEREERITT 5N

BETHD,

(1) FPT_TST.1 TSF testing (TSF TZF)

TOE (F#2EHFIC NVRAM £ SEEPROM O TSF F—A2 S LMHEBZR & L. EERIEE/IRIVCT

T—ERTT B,

rELEFIVTAEEBOT T4, B0 BB T3 EINLICEEFNELVEHEEDRBEIFLEL.
Ffz TOE (S#2E1B%(C Controller+PS ROM OF 1904 LEETE LR ENEE— T BN EEZELE

ERBRESARIVCIS-ERTT S,
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8. ST B&EE-FHEE (Acronyms And Terminology)

8.1. HB&EE (Acronyms)
A ST [CHIIBREEELIFICHATS,

iE EERNB

ADF BHEREfEEDEE (Auto Document Feeder)

CC JEV9347)7(Common Criteria)

CE NARY—IVYZ7(Customer Engineer)

CWIS tUR—17408—2y MF—EA(CentreWare Internet Services)

DRAM H4F39D5 05 L7t AAEY(Dynamic Randam Access Memory)

EAL SFEREEL NJL(Evaluation Assurance Level)

FIPS PUB K EDEFRIFIRLIBIZLED H MR ¥ (Federal Information Processing
Standard publication)

IIT E& A H3—3F)(Image Input Terminal)

10T E{&H H58—3+I)L(Image Output Terminal)

IT fE#R i fif (Information Technology)

IP 413 —2%yr7A RV (Internet Protocol)

MFD FIRIEE#E(Multi Function Device)

NVRAM TERMESVH LT AAEY(Non Volatile Random Access Memory)

PDL R—JgBk E5&(Page Description Language)

PP 70752370774 )L (Protection Profile)

SAR tF1UT1REEEH(Security Assurance Requirement)
TN ACEFESNZESRMICEEFHZ ATRER ROM

SEEPROM (Serial Electronically Erasable and Programmable Read Only
Memory)

SFP t¥a1YUTs# 858t (Security Function Policy)

SFR t¥a)TH#BEZE 4 (Security Functional Requirement)

SMTP BFA—)LEETFOMIIL(Simple Mail Transfer Protocol)

SOF HEBESSE (Strength of Function)

ST t¥a1)748—5v(Security Target)

TOE ST xf & (Target of Evaluation)

TSF TOE %17 1##E(TOE Security Function)

- 111 - Copyright® 2018 by Fuji Xerox Co., Ltd



Xerox D136 Copier/Printer ZF¥zl/714—ovf

8.2. FHi& (Terminology)
AR STCHBITHAEZLUTICERBATS,

A ST CORE EEARE
yESVIEST AP

TOE 0#&4E) x)LH o TOE ROHMERYIAN, FexybI—D(FTP/SMTP

Fyl
(SC;n/Network JORVVBET. )NVIVOEBFITAIA— FTP == A=l —N—AE
Scan) AR 1B RAET R, S RB(C PDF. TIFF. JPEG $AOZHRIEENATHE,

BRINVDALEFREHANEAF v XEPIE-XEZ TOE NICRETZIERT
HERYIA N,

(Mailbox) FREFETIETTHERBRYIAEMSN X EEZRY I EDIVE L
— A ERNH T CENRIRETH S, MFD @ Ul LIX"Folder"&&RxENd,

— %% A& (U.NORMAL)., SA MEARIICERTEZHRERIDA,
BREBEESIRTOBABRRBRYDALTIEATES,
TRTOFABEN LB LTHEATEIRERIDA,

HERBRYIA CORYDANDX EICIE. FEOFIAEMERLIZEDEH L. TATOFIA
ENFTEEEZED, L. A1V ATHAEZLESN TV,

BIET)Y MEBEEADCRETEETERETUY MIEDICEN, E=HICR
PNV XE . R EHLETE ALEWNSE(CH H7—45% TOE AIC—

BABBRRYDA

BRI BFETEL. BAIERIRICH N ERIR T 1AL, END RFIAV MNEESR D
B BEMHEOZ VD RFFIAY M ANEETES,
sy TOE MO Web #—/{~T#&"., FIAEIFM 7> bO Web F595 & LT
P TOE [Cx 92 IREEMER. SRELEFE. XEOEMDE U/ERIERNTERY— I:
H—E2(CWIS) ATEHS. _ . — .
CWIS (F. Windows DiZ# Web J5 oY TERTEENTES,
1—-H—58% TOE & HEEEE AT 2RI, FIAEDH A E4T->T TOE OF| FAEEH (I
(User FRENTREHDIEEETHD,

Authentication) KIRBELENBREREED2DDE— FABN. ELoNDE— FTENMET B,
¥ N7 H

TOE 0)1—1} it uIE& MFD ('— fibr 1— -Ij-_'lﬁﬂiféﬁm LJ_CuuniEﬁtigﬁ

(Local - .
I &K,

Authentication)

g+nBﬂLD

(Remote TOE a):l._ij- Bits uIEfé%ﬁBnh nIE'Ij. )\ li_ﬁfibrl ﬁ_'lﬁgﬁﬁﬁm lJ_c
I AEEEEITIE—F,

Authentication)

LEFHEE e

(Hard Disk Data REN—FTAAVEE LICERSNZXETIZHIBRTIMEIC. ZDT—5%
. HEEET—ATCLEZTTIEETRT,

Overwrite)

On Demand NEN—FTAADEB LICEBSINZXETAZYI17IET. BFRIEE

Overwrite EITICEDHEIBRL, ShIC EEEHETBHEEE,

TAVR— AHEEE R—JFE E 5B (PDL) CRERBSNERRIT—AZf T L. Ev by T T—AICE
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A ST COREE EEAE
Y SHEHE,
-7 TAVR—XHAEICLD. R— YRRk S5E(PDL) TR SNIZT—9&/E L. E

Y IVTT-RICE#TEE,

VATLEBEE-F
(system
administrator
mode)

—iRFIAEN MFD OReEFIRA T SBEE— FEFAIC, VAT LEBEEN
TOE EAIRKEICENHE T, TOE HRNENMERE® TOE tX1UTHAER
EDSR/EHE L, REMBOEERETIBEE-F,

ZA— M7 HRE
(Auto Clear)

BRI BLY CWIS hiofid BFE LR T—E DR RN EB LI
&, BERICEREEN NI 7D FSNBIEETH S . BAE IR DS ST — DY
TEFRI DR E N AIRE,

DAMR—IVIZ7

(Customer MFD O®R=F/MEBEEITIIVIZT,

Engineer)

tse = WEELF,. TOE é\tfcliﬁ'féﬁéﬂ'd%ﬁﬁé(:’l‘lEzE%Eﬁ’ﬁﬁ LTPOERTS

(attacker) ETHd, WBEICF, RRSNEZRAETEIHIN. ZOERKRZRLTIIEA
I5EFELEFNS,

BENRI MFD DIZR{EICHERIRIY VT AYFNRIVT1 AT VI DREE SN/ 1%

(Control Panel)

o

—RFMAEDIMT U+

—MRFIREDNRATEIIAT UL,

U7 LEEE VAT NEEENFIATAIA T, YAT LEEELE Web T50F &L
DIATIR MFD (LT, TOE BT~ A0REDE SMAEIT.

— BS54 P > '

T 108 ombicB s Liss A P b - )BT,

TVR—=FIAN
(Printer driver)

—MRFAEIIATFLDT %, MFD h'EIRATREGA— YRCih 578
(PDL) TR SN T —R(CE#THYIMIITT, MIAZEDSAPURT
HAT %,

MFD h'EfRe] ReB N — YL E&E(PDL) THERSNET -5, HIRIT—4

FRRI T —% (&, TOE OFIViR—AHRETEY VT T—R(CE#END,
15— MFD Z# I 3N\—FUI71Zy METITONSRIEDDS, IV FEZDLA
RVAELTBIESNS T4,
AE—#EEICENFZRHAENTET 3. BLUTV A HEEEICIDFIRED (7
EvhbevTIT—4 VMO ESNTHRIT -3 T IV R—AHRECERIR LT -8, EvhIvT

TR BEAXTERERLUTRAEN-FT1ADEEICEHINS,

RNERN— RTAADEE
Mo DHIBR

REN—-RFTAADEENLCOHIBREEL B LGS . EEFEROHIFBROEETR
¥o TO5, XETABREN- RFTAAVEENGHIBRSNZIZ S X
THERFERMNAIFRSINSH. HEHMICHIBRSNZXET - RTH LTI
ATBERHELBS, LhULXET-RBEKEDU7ENTOELVRREED
N. XET BRI, HELBT AR UREIICEEAFNIETHRAFH X
ET-RELTHEN-FTAADEE(TTZD,

JE—HEET IIT hoDied AH DR REBEIXEPIRE , EELBEETRT,
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A ST TORE EEAS

(Original

document)
— R FIFAED MFD OOE—#8E. T)UA—HEEE. AFvF—HEBE. RV bD—D
AFvUHREZEFI AT HMRIC. MFD R & RBT 22 CHERIFHREELT—
B BMULIXETAERILT S, XETARUTORBYHEFN
B

" JE—#RERFE AT BMEIC, IIT THMAEN. IOT TEIRISN S AREN— K
TAADEEICERINIEYNYT T4,
TIOR—tEEERIRTIRIC. —RFNABDFM17 Y MhoiR ESNSEIRIT—
LU ENETIVR—A LB RIERESNBEY YT T4,
AT v —HERERIAT BRI, IIT hoif A A ENRAEN— FT1AVEEICE
BEn3Ey v I 74,

IE-XET—H JE—HREICED . BB RYIACREFLEXET 4,

AFVIXETH

AXvUKEEICED BRI AICREFLEXET .

FREFEHXET R

MFD OREN— FTAADEECERSNTER. FIRALKHET LI71IULAEIBRL
et REN—-FTFAADERERICE, T8 EELTVSREOXET -
B,

LFUTBENT—

EEPERLER, -8R TIMARNTREVEEELERE. M)
DT (G L. TES LT L, TEDFER 1EVVO X TR FICEEERLEZL D,

—M_DIMT U EBLVY - N-FB—RFIBED M7V FRICEFESNTY
%. TOE O#EEICHENBI USNDT -4,

RE Ry FI—D&FRNSD TOE DREECHRNDILUNDT—4,

TOE ®EF—4

TOE [CL>THERENTED TOE [CBIL TSN IZT —HTHN ., TOE D F1!)
TAHRREICHEEE XS TR DHEERTET —Ho CNIL TSF T-2D—ERTH
N, BIARICE, FEEDT—ATHD : N\—FTAADEBERT I LEEHH. \—
RTAADERT - SESLER. YVATLEEERFR. DA -IVIZ7HE

YERIRRIEIR . RIANRIDLDIREERFD/ AT — MERAFER. 1—H—)\20—
ROER/INCFEUIER. FIAE ID &)SAT—-FEHR. YATLEEERIRR
(CLBT7IEAERER. RER XY FI—DT—SREFR. tF1)TEHEODY

REFR. 1-Y-REEHER. FETIVMER. 7-MU7ER. BETAL
&, Lih— M AR, B -B2I1ER.
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