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T.DOC.DIS User Document Data may be disclosed to unauthorized
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PUSER.AUTHORIZ | To preserve operational accountability and security,
ATION Users will be authorized to use the TOE only as

permitted by the TOE Owner.

P.SOFTWARE.VERI | To detect corruption of the executable code in the TSF,
FICATION procedures will exist to self-verify executable code in
the TSF.

PAUDIT.LOGGING | To preserve operational accountability and security,
records that provide an audit trail of TOE use and
security-relevant events will be created, maintained,
and protected from unauthorized disclosure or

alteration, and will be reviewed by authorized

personnel.
PINTERFACE.MAN | To prevent unauthorized use of the external interfaces
AGEMENT of the TOE, operation of those interfaces will be
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for malicious purposes.

4.2 B RRIE SR

ARKTOE X, 47 4 ATHRESINT, NER Yy MU —27 28k L, FEEICNE R »
N — 2SN AT R PC BRI EN D, K TOE O—fki) 72 1E M
BREA X 4-1 12T,

BB, 7T7A47 2 FPCIX.USBA— MEHTTOE &8 L. TOE D7) o ¥ —
MEELEAT s TE D,

10



JISEC-CC-CRP-C0619-01-2018

HHHHH

S B O
STV, iL
_1} —MFBEIFATY b , —WFIRE
1
R 2 2 7 A S r (P~
“Web F54 | 1 i RAREIZATE
— AR \ IPATP - TIUB—F3 1
:ﬁrﬁbi
T USB
B
T VAT LERE \ T T == ”"ﬁ’{;
A 22Tk SIS N P v
YATL | -Web 594 _'
TEE §
r /—l
[ Mail =1
B PP =N
[ DNS#-/S A e
[ LbAPH4—/ :F b
[ Kerberos#—/{ | _RHEE PARI-  YAFh
IVJZ7 EEE

X 4-1 TOE MERIRLE

TOE D&M BEEE I T, TOE LSOk & % DL R IR,
1) —BFHEZ AT b

—MFIAFEPMER T 2ILHD PC TH Y\ USB /2Ty hU—27 &4 L
TTOE t#fid %, UTFTDOY 7 MU =T BUETHD,

- OSi%, Windows 7% 72 1ZWindows 8.1
TV BE—RTAN
PCL6 Driver - 64bit, Xerox User Interface - Microsoft Certified
WNERAR Y MU =7 B O5A 123, ERLICIA T, FOY 7 by =7 g
Th s,

11




JISEC-CC-CRP-C0619-01-2018

«- Web 77 7 (OS fHED & D)
Q) VAT LEHE IS4 T b

VAT LEREMERTHHO PC THY Ny hU—2 %4 LT TOE
LT D, UTDY 7 MU =7 RETH L,

+ OS iZ. Windows 7 £7-1% Windows 8.1
«- Web 77 7 (OS gD & D)

(3) LDAP #—-3, Kerberos #—

TOE OF 7]?'( :L“—“ﬁ- nunﬁ%% EL LT rﬂ‘ BERLE ] s /';Ebfx_ . LDAP
#—,3 Kerberos ' —XOWT N DOFERE — RN E LI D, :L““H‘“‘ME
BEEE L L C TARIKERGE] 2R E L5/, Ebh L 0ER N,

72, LDAP —/ 3%, THMRERE] RS, SA &HEI &R 5 72O ORI & &
i%ﬁy Ej‘j‘éf; %)'fiﬁ% éﬁ’béo ﬁE’JT Kerberos _H‘F‘/\ J:éwunft@i‘a/fl\
ThoTh, SAEEEMHEHT 2HEEIZIE, LDAP — "R UETH D,

LDAP % — Kk Kerberos '—3E LT, KFHMETIZLLFDOY 7 v =T %
fEHT 5,

+ Windows Active Directory
(4) Mail #—~x, FTP H—

TOE (X, Mail %—/3, FTP =L XEF—Z 200 & 0§ 2 A 2 £
2, TN HD MFD OEAEEZFIN T 25E8ICLETH D,

(5) DNS #—

TOE 73, &Y — "FEDIP T FL A ZBGT 572032,

B, AR EINTWS, TOE UANDO N~ R 7 =7 K ONEETHY 7 h T«
7 OETEMEIIATHI O Tl (FHICEETE L D LT %),

4.3 ERIREICE T HTOESH
A TOE OFHiliSiztF = U7 4 BEREICIL, LT ORISR S 5,
(1) SHERRRERE DAY

S EREE— ) (LDAP ¥ — 3% 7213 Kerberos H—/%) (2 STV S F
FAFENRAT— RIZk L TiE, SAYU— FE% 9 UF L EICHIBRT 5 TOE ORERE

12



JISEC-CC-CRP-C0619-01-2018

A SR ANTERRRE Y — NI SN TV DRI HE /XA T — RIZ2W\W T,
HERM 2B IET D72 O D+ 70 R S ORERIT, VAT AEHEDOELTH D,

(2) IPv6 ™ IPsec

ARFHETIL, IPsec 7w b 2 /WZHOWT, IPv4 72 28FHli ST %, IPv6
F D TPsec 1T7Hili 4L THE O TRIEDO IRV TH 5,

(3) PostScript HDO 7"V > % — K F A /X

K<L, 7Y v ¥ — KT A4 1220 T, PCL6 Driver 721 235l S L Tuy
%, PostScript HO TV > 2 — KT A NIRFEDOXRINTH D,

13



5.1

7—X T F v T 51EHR
A TIE, A TOE OfEPH L EEAHREHIT 5,

TOEER L aviR—x MER

JISEC-CC-CRP-C0619-01-2018

TOE O#k %X 5-1 1275%, TOE | MFD &/ Th 5.

BRI RV SUT B9FIFAT1RT LA

ADF

ADF ih—H

T

IIT AR—F

10T

10T K=K ||/

JbO—3k—F
[E—HRE | N-FF A ] R
Bocseaadd IDRWT-5 I B &
ey EEEEEIL i
(&RykD—1  BEE | IGREeST
:{77\#‘(’:«‘%: T e o g
1 1= 1 : :
. ey | R |
IEDZ o T T .
i [J?FE | Bl IREET =0y
e |5 T4A—y) | EEOT)
I::::’::?:ﬁ:ﬁr)::I avon-gx | %]
i 1 = |
— Vo2 | REGlIAE |
e ipa N oot o —
B e | |mareay| [REE]
LR O e | 7078
} HEE :|Eﬁﬁﬁ'

___________

Controller+PS ROM

CPU

NVRAM

SEEP
ROM

DRAM

VAT LERE
—FAE
DARI—IVI=TP

[ (xhyrLasn |[ weuega |

ABN—FT1ADEE

-~

5-1 TOE DAL

L J

VAT LEEE
DI4F b

— R EBEEIIAT
Mail H—J1

FTP #—I1

DNS H#—J1

LDAP =)
Kerberos #=J1

—EFAEISMT
(UsB)

-

FTOE %
EHT3

TOE OHEREIX. B = U T ¢ BERE & . 2 LIS O MFD O JEARKRE THERR S D,

LIF. TOE OtX =2V 7  EEICHOW T4 5, MFD O HEAEREIZ DUV T,
11 O HFEHA 22/,

(1) = — Y —GERERRE

14




JISEC-CC-CRP-C0619-01-2018

AHEREIC 1L, FIHE OFRIZLEE, MFD O EABRED EITHIRE, FIHET —#
®77t2ﬂ@®\3@ﬁ®%%ﬂaiﬂfwéo

@© FIHE OfSFERE

AKEREIZ., TOE OFHE %, FIFEZE D ID & /82 T — N CikBlF8GET DS HE
Thbd, WAFERET, LFIORTHRAEA V2 7 = —RHEH S5,

i (A 9%
« 74T FPCWeb 77 0%, FU L Z—KT A7)

PREEHAUTIE, TOE I S - FHE D ID & XA T — R&HT 5 TR
KFHEE] & . TOE #d LDAP $-—/3=%° Kerberos V— "2l 92 440
ﬁ:D‘EiEJ 75)3?)}:30

FRBGRAEAERE 2 AR T B 72T, LT OREZ 2 T\ 5
° xﬁgmuu i}%/ﬁ\\ INAT— K% 9 jC?EU:@Eiké?hé
* ZIK{ZISE:DEEO)iEA\ /XT-ZAVA;E%%ﬁ‘ 5 E@“,ﬁi LT#R FERET 5 L. RGEE
fE1E3 %, —BAIRHE IS LT3 S,
* %%IJHAL‘ uﬁfﬁ QEH#FEﬁ%l%'f/Eﬁ)fcﬁl/\iEAa I, By = /%%T#é
@ MFD D HAKERE D FEATHIFR

AEEREIL, T B —HERE, AX v —#AE. v b U —7 A% v UHRE
/5—%%&wokhWD@%K%%@ﬁ%%ﬁmﬁéwﬁf%éo

MM > MFD O FEARERE 2 M9~ 2 BR213, MFD O SABKRE Rl BUE &
NICFFATRIAFE OBBIE M A S L, SRR D EITORE N RE S5,

OFHET —2 D7 7 & A HH#H

AHEREIZ. MFD OIEAREIC LD ET -2 LVa TIFRICHT 277
A%, WERD B DFME O THIRT HHEEETH 5,

BIRRY 7 AT TAX—= 7 v MNIEBEENELET RV a7
HHMOGEITIE, TNODOFIAEERE — BT DHME OBRIENTFAISND,

Fw hT— 27 2% v UHSRED IR AR SN D TEF — X OLEAITIE, Y
HMSBEA FAT LI RAZIC L A%y N — 2 RENTF AT S5, ORI HEIC
st LR, T —XICRT D57 7B AFEREREE L2 0,

(2) VAT LEBREEX 2 VT 4 EIEERE

15



JISEC-CC-CRP-C0619-01-2018

AR, EF 2 ) 7 HRETH Sh a7 — ¥ ORtE, B8, ZHE, WAl
BILS NV AT NEBE T ICHA T ABETH D, L. —BFIAHIL.
ANDSAT = ROLEHBHRETH S,

(8) WA h~—x =T EEHI IRFEAE

REEREIX, VAT DEBEN A A b~ —T V=T OFEEHIIRT 2T H
Do WARRRE S NIV AT AEHF TN, DA M~y —x2 0 =7 OBAEHIRD
HRNED RS 2RET —F OB EBELENARETH D, WA Pv—2
V=T OEAERIRBE OB G, VAT NEREENRET HAMER D/ S A T —
Ra AN Ladhid, WA b~—2 D=7 I3ETE 220,

(4 Ex=U7 1 BE&w 7 HhE

AHEREIT, EF =2 U T A BRI DA SR elAn 7 & L TRl Hae
T o, TOE (T SRR 713, @ARGES Loy AT NEBATET 28,
Web 77 U TRl 2 LN TE 5, HA R 7 OHIFRSLUWARIT TS 22uy,

BeAr v 703 15,000 DA Xy N ERFTHIENTE D, TNEBZLH5E
IR b WEEEZEEL TH LWER o 7 2388 5,

(5) /N K74 27 BT — 4 W LA AE

AREREIL, W AN— RF 1 A7 BRI T 57 — 5 2 BT D TH 5,
T LAY R AE, 256bit O AES Th D, REEHT, AR U R T LE
HERRET D 1247 OEHET D DR AW FLF— 2T, BLYry s x40
B7 Y RATERT 5, BES8E, IR ON REICEEIR U AR STl
FAEY RIS S, EBIR OFF I X - TR T 5,

(6) N— T 1 27 HRlT — 4 LEE S

AREREIE, ST — 5 2 MR D BRI ST — 4 RN S LTV I —
7 A7 BEOFNE LB XHET SHIETH S, AR, BTFOX A 3>
JCEFEND.

MFD OIABERENE T LILET — X NAEZ /-7 RE, TOE OLEEDOHS
£ CTOE WIZ—FRIZER S T2 T —Z b RICE EN D,

R DR TXET—F ZHIBR LT,

IR ON 1T L7z, fER OFF FRZ EFEZHELBNRIT T OHGIZIE, &
7 ON IRp{ZALBR AN FEBH S v 2

VAT LEHEORE T, fHERINIERINIET —Z ZHIBRT 55
A2 (On Demand Overwrite #§82) % 5347 L 72 HF,

16



JISEC-CC-CRP-C0619-01-2018

FEXTLT—ZONRE—F, VAT AEFRFOHFRETLE (To(Er)) (2
L5 EEX) E033E (ELE - &L - To(E =) | iéii%) EIRTH 2
EMTED, 2120, BEICNEN—FT 4 AV EBBIZEZIAENDG T —X 1T
ENOD EEEXT RS LTET =2 Thbd, 00, L%é‘@“67~&
CEBICEZAENDG T — X ITRAR D,

(1) NESx v b U — 27— 2 {Rafkne
AHgREIE. IT BE2R & OEICHB W T, LT O S5 217 2 BEREThH 2,

- IPsec. TLS (v1.0, v1.1, v1.2). S/MIME

Q) A7t A—var7a—txalTF ki

AEEREIL, AEA X 72— ANBWNETR Y b T —7 ~DRIE 725152 bR
e TH A, TOE O A v 2 72— ANS52E LT —# %, TOE 2343
E L CTHET 5,

(9) BC7T A MiaE
AHEREIL, TOE OEBEIFICLIFOHCT A F&1THOBEETH D,

Controller+PS ROM OF = v 7 % A DKAE
NVRAM & SEEPROM (Z#$HH X 417= TSF 77— % ORIk

5.2 ITIREE

TOE ¥, SMHGRFES ROGAITIE, SHBOTRIES —/3 (LDAP % —/3E 720X
Kerberos —/3) Z{FH LT, FHAZFOWMAEEIEEZIT O, S 612, FMBERGES =
DOEAEITIE, LDAP H— "% H U CTHIAE D SA &EIING 2 535,

17



JISEC-CC-CRP-C0619-01-2018

AT rFa AL

AKTOE O K= X > hOikbl & LL FlZrsd, TOE OFHE X, Attt 2w
T2 TR R¥ = A2 O+ 7 Bifif & B R ER S5,

Xerox D95/D110/D125/D136 Copier/Printer

System Administration Guide; Version 3.1 January 2014

(SHA256/~ v ¥ = i
16e971b5953d5fa38676016260cf0aed61a14f291fdbf2543056bad01c0a42b1)

Xerox D95/D110/D125/D136 Copier/Printer

User Guide; Version 3.0 September 2013

(SHA256/~ > > = fH ;
4524d4c91d5002b543dd1ebe4bc0310c7704db8146b86198d5fefbe8b73adabe)

Xerox D95/D110/D125/D136 Copier/Printer

Security Function Supplementary Guide; Version 1.0 September 2018
(SHA256/~ > & = fH ;
0a4b52995a9b414b354bfde243842f80fff4f89be79b3ebed2734cdealdecce2)

INHO RF o A NI BT SS9, TOE OiEAFE 2 Xerox £ Web
A ErbF v rm— K45, TOEDIEAEIL, #Ura—RL7e7 740D
SHA256 /v ¥ =2 fiZzfti L, Rl d 22L& T, TOE D R¥ = A FD5E
EMEHERT DI ENTE D,

18



7.1

7.2

7.3

JISEC-CC-CRP-C0619-01-2018

IR IS & SRR E KR UHER
B il 4

RN 2 S hE U7 —RAEIEAN IT v =2 U 7 ¢ 2o & — FHliERiE, IT %=V
T A I L ORERERIEE I K 0 KGR E N D & & biT, TLAC ([EFEFBRTEE /18
1) OF EAGRITINE LT 258 EMEE (INZATBUE N RS SR A7 AR B RE
o H—) ICEVREEZZIT TR, fHlEERF OO DR A L N ROESR
HOMUIMEIZHOWTOERFHEAN - LTV D Z ENEYMICHER I TN D,

M\ A

X, CC 73—k 3 DIRFEE(FIZ OV T, CEM IZHUE S 7o i i 7 152 JHW T
oz, FHIEREOFEMIL, Al FH B W THE S, MRS & Tk,
AKTOE DME L . CEM DU —7 2=y | Z & OFHIliNE K OIS R &2 54 %,

MR R
LR, Al &2 & 2 Rl e O @ 2 73

AP, PR 29 2 9 JIChAE D | PRk 30 4F 9 HEHdR G F DM E b > TR T
U7z, RHMBEREIE. BAJEH 2> DRFMICEE S % Ml AR it — ot 2210, —
B OFHIIZ IS 1T % LA AL L7,

FE7o. PR 29 4 10 HICHHSE - BUEBIS A~ E | BREE A Z v T ~De T U
ZIZE Y HERER - i o& Y —7 2=y MIET 5 7t A0 TR ORAE
AT ol —HOELEY A MIOWTIE, Bl COFEITEIE S, WEOFHIER
T OFHENEOFFIHNBFTRE TH D & | FHIHERAIC L - THr st TWnW5, 72,
Rk 29410 H L OVNERL 3046 A IZBAREE A N CTHZEE DT A MREAMA L,
BARET A NV TN Ty 7 ROGHIE T A M & FEE L7,

FRAERERE N o TR O RS L, FRREL B a— & L CRid ST, AHIRES
~NEIN, ZDOfERT., RO R OBEE B BRE L0 b, FHMEHREEIC
R X 7=,

19



JISEC-CC-CRP-C0619-01-2018

7.4 MEATA
SEE L. BAREFOEM L2 T A FOIESM AR L., SO TR SN 7-EF
JLEBIREDT A M ERGE LTSRN, VB LW SN -HE - BT A A
MeBIMHEEEIZ KD BFAT A M EFET LT,
7.4.1 BRETR b

AR, BRFEE 2NN L 7ZBHIEE T A F DR & EEEOT A MR OFELE
FHa ft il U7z, A 25 L72BRZEH 7 X S OWNEZ UL TICHIT 5,

(1) FARETX MR

BRRE N TN L= 7 A N OB A K 7-1 12737,

L ——

// - %ﬁ ~
—BFIAEISAT U 1 o “_7
N L — BRI FRE ST T2
~ TV B—RTAN -- ]- ---
-WebTS54 e ~ T B—RTAN
. IFAT
A=
I _| _____ 1
A S~ UsB
4 hed
1 P‘]n \
SRTLERE o=
531478 | o7 =17
- WebT5o4 H—n

e E R
|

TINYTITIL SATANRE=#

M7-1 FHAEETR FOEAE

PAREHE T A b OMIRER 2R T-1 1TR7,

20



JISEC-CC-CRP-C0619-01-2018

K71 BAFEET A b OWHRRER

Zap

Gl

TOE

Xerox D136 Copier/Printer
(Controller+PS ROM Ver. 1.200.15)

P

AFEY— & LT,

+ Microsoft Windows Server 2008 R2 SP1#4#PC

+ Mail#—~3 : Xmail Version 1.27

« FTP#— 3, DNSH— N : OSIEHEREEH Y 7 b =7

- LDAP#— 3, Kerberos? — 3 : OSIEH#EREH Y 7 v =T

AT NEHE
FAT b

VAT LEME T T4 T e LT, BLUT o 28 FE A4
a) Microsoft Windows 7 Professional SP1{£#PC

Web~ 7 o4 : Microsoft Internet Explorer 11
b) Microsoft Windows 8.1#5#PC

Web~ 7 o4 : Microsoft Internet Explorer 11

—fEFIHE 7 74
!

—FIRE 7 747 b (RExR v b U — 27 B Ok &
U TR, AT o248 2 1
a) Microsoft Windows 7 Professional SP1#5#;PC
Web~ 7 o4 : Microsoft Internet Explorer 11
b) Microsoft Windows 8.1#5#iPC
Web~ 7 o4 : Microsoft Internet Explorer 11
&6l ERownFinb, UToY 7 hr =7 2 H
« 7)) X — K7 A3 : PCL6 Driver — 64bit, Xerox User
Interface — Microsoft Certified Version 5.337.3

—MFIHE T T4
72

—WFHE S FA4 T~ (7Y 2 —HOUSBAR— FMEH D
Befee) & LCHEH

+ Microsoft Windows 8.1#£#{PC

« 7)) X —KZ A3 : PCL6 Driver — 64bit, Xerox User
Interface — Microsoft Certified Version 5.337.3

SATANAE=H

Wi AN— N7 4 A 7 SEE O SNTZSATANA DT — 2 %
E=HTLHY =)L

- LRSS (Catalyst Enterprisesttfi! ST2-31-2-A) % #if¢
L 72Windows 7 Professional SP14£#{PC

- B Y7 M =7 : stx_sata_protocolsuite V4.20

TNy T TV

MFDD 7y 7 ilbik, SARPC)D > ) 7R — Rz, A
EHRE A H LT, MFDDOT Ny 7Ok AR — b & Hafe
* Microsoft Windows 7 Professional SP1#5#PC
c¥mA Y 7 b =7 : Tera Term Pro Version 2.3

21



JISEC-CC-CRP-C0619-01-2018

b E AR MFDE TNy 7o U T NN EEwT D200, 5EtL¥n vy 7 A
LR DL HFAR

BIRE T A N L7= TOE 1%, 2 FED TOE iyl & [F—Ofkh] = Fio,

PHIEE T 2 MIA ST IR W Tilkhll T2 TOE #Rk & [ U TOE 7 2 MEEL
THEE STV,

(2) FRET R MR
BRET A FOWFHIZLLTO LB TH 5,

a) TAMIE
BT A FOEIX, LTO LR TH D,

<BHFET A NFiE>
D TOE OANERA 2 X 7 = — A CHERATHE/ R 52 D F D

MFD O(ESF L, VAT MEEE S T4 T2 b, —RRAE 2 T4 7
v by MFD O EAKRER L = U 7 ¢ ISR A B E L. 7 DI,
MFD © 55 %\, BIEF—4, Bkn 7 2HRT 5.

@ TOE OAEA > X 7 = — A TITHERTEX NS D F U

TOE OAE A > 7 7 = — A TIIHER TE NS D FWVIZHOWVWTE LT
FENHOSNT,

s BHREHA VX 72— A&EH LT, TOE NEOEEL ST 5,

T AMNICEE L7 7= =T 2L T, ¥ ESDOEY 2—L
DEWEZ GRS 2,

BT LI U R AZONWTIE, ERROFIETER LizT — % 2RO 1ET
B LB OT —2 LR L ARk EB Y O 57 L 3 Y X APREIEX
NTWD Z & EfERT 5,

<BAFET ANV —L>
BARET A N TRIH LY — &% 72 1TRT,

22



JISEC-CC-CRP-C0619-01-2018

R7-2 RAETALY—IL

Y — VAL TR M- FIHE®

SATAN R E =X MFDNOWNE ~N— 7 ¢ R 7 258 He5 H O SATA

(PC+ 5 HH#R) Ax@?*&%%*ﬁb WNERN— RT ¢ A7 4k

KIRIIRT- 12 BERAENLD T 2BNT D, £, N
IN=RT 4 RAVIEEICEXIAENTT — X it
9

Ta hanrrF oA | NBRxy NV —7 LOBET—XEE=F L, K

VA TET e A kSR (ZIPsec, TLST

(Wireshark HbHZEEMRT D,

Version 1.10.6)

A—=T— TOE & Mailh— %4 LT, BT A —NVEEZ(E

(Microsoft Windows | L. SIMIMEIZ X 28K 51 b & BLA N IEEEBD T

Live Mail 2011) b LEMRT D,

HTTPT /N v Web”7' 7 UH (2 547 k) & Web¥— 3 (MFD)

(Fiddler 2.4.7.1) MoOBEZMIT L, ZOROBET —X% OB
EEEIT I,

TNy T YT+ | NEAN—RT 4 A7 EEICEXIAENT — 4 %

A 28 At L, %@Wﬁ%ﬁaﬁé

KABRITRT- 12

Nmap Ver.7.31 FIFAARE/R R Yy N —27 R— Nt T 5y —n

<BAZEHE T A b DOFERMNE >
KA ZT7 2= AL 0 MFD OREAERE L % = U 7 ¢ & PHERE 2 B fF
L, BRA IR ATIRT AR LT A SN X 2 U 7 A e MRk E B 0
@Jﬁfﬁ‘é LR LTz, ek, 2 — W —GRFHEREIC O\ TIE, FIHE 0%
. AIRGRGE, AMERRE (LDAP H— %) | AMEERE (Kerberos H—/3)
@%\Jﬁa WZOWT, R EB Y ICEET 5 Z & 2l L,

ANTIRTGAZ DR =—2 9 2%, Web 77 7 & TOE O Di@EET
EOEXBZL, FEXHEERTOEBFR OFF L ON L EFEFNLTWAS,

b) BARET R FDEEEH
BARSHE 7 A MIBBFIC L o CI8HEE Iz, AL —U 0 k- T,
BEREMARICRER SN2 TR TOEF 2 VT A HERELINTA V¥ 7 = — AR T A

hEN=Z ERBRES T,

o #ER

23



JISEC-CC-CRP-C0619-01-2018

P L, BIRET A F ML, FRTEF OE SRR L, 7 A N EhE
FTIOR SN ER Ik & RO ERHES BT 5 2 L AR LT, FMIF I,
BARHE RHIFE LT 2 MR LBRF L > TEBS N T 2 MERR 8L
TWAHZ & aHER LT,

7.4.2 FHEEMRIT X b

FEMEE L, BARET A RSB LT A MEAEZFEAL CRSOEX 2 T 4
HWRENFATEND Z L2 FHMR TV TV /T 2 M &FERiT 5 & & b, 2
DOWBFE TR INTAHLN S, B OEX 2 V7 A ENHERICFATINSZ L& X
DS T 272 DML T A b (BLF TISE7T A b &) ) 2506 Lz, FHEE
INESE LI MSET 2 R &2 LTI 5,

(1) HIZITR MBS

AP 23 SEAE L 72 SZ T A b OREERIE, X T-1 ISR LIZBAREE T A b ORERK & [R]
LThHD,

MSET A M, A STICEBWTHN S T2 TOE OERL & R UBREE THEMi S
i,

¥, MALT A MREORMLT A MY — Ui, BFEET X MWLz
OzEFHALTEY ., FARENMBICHELIZODOLEZENTNDN, TR HDRY
PERERE X OBMERBR 1T, FHIE IS L - THEES TV D,

(2) LT R MEEER
P D FEME L7 ML T A MILL T D LB TH D,

a) MITR DR
FEAME 2N BHIEE T A B R OMRAE S AU AL B DB R LML T X b
DB R Z LLTITRT,

<ISTT A S OBLE >

O BRET A MIBW T, EX 2 U T A HBEEOSD EVITOW TR T A b
MERSITNRNA Y F T 2 — ARTHET DTt T A R ST RN S
HEVEHERT S,

@ Yo7V TARTHEH, LTFOBUSTHEET A FOEE 2 5,

© ITRTOEF 2 U T AHRELIMNIA ¥ T = — R Z R T D,

24



JISEC-CC-CRP-C0619-01-2018

TXTCOFMER &, BRAR Y 7 ARONTTA =17 U  FOFME

HOT 72 Al MRS D,

T RTOFFEST (RIEFERE, Kerberos (2 & 5 7MHE8RE, LDAP (2K 5
HMNERREGE) ZHERR T D,

b) MITR FMEE
FRAmAE 23 L 72 MN2 T A R OMEITUL T O LB TH D,

<MNET A NFE>
MSET A ME, BARET A FERILCT A M FRETEm I,

<HSLT A R —L >
MANLT A RY =L, BARET A FERLETH D,

<JESTT A N DENE >
SEAME 1L N T A FOBLEICEASWT BIHEA DY Y LT TF AR L
6 JHH OBEIMOMSIT A N EFEE LT,

MNLT X P OBR L ZITHIS LI ERT XA FPNEZR T-3 1R T,

R7-3 EMELE-EGHITR

Bl T A MgEE

B0 AR ORI HERERLT v br vy 2 BN AEE B Y TH
5D EEfERT D,

Bl TOEWNIZXLET — & BNIEE L TV DIREE T, AT OF) %
FREHIRT 2BROSDEVD, HEREBY TH D Z L 2R
Do

B TV H—=RITANUTERT Y > NS DOET v a U HRE
LTH, TOERZZER 7V > b & LTI 5 Z L 2B T 5,

Bl —RFAZ T TR BEEE OIDS/ S A T — R ERO
R SHIBRE MR ERY THDH Z L2 HRT 5,

c) #ER

S N E S L 72T R_RTOMNET A MIELLET L. ##fi& 1L TOE 0.5 %
FWAERER LT, FHMEHE L. TRTOTF R MERLHEINASDE TN KL
TWBHZ ExRR LT,

25



JISEC-CC-CRP-C0619-01-2018

7.4.3 FMEERATR b

AL, R OB TR SNZFHL S . FRE S A HBREE & WL ~ULC
BOTRESNDMETIMEE 7R D ATEEMEN S D b DIZHOWT, B L b 57l
RAT AL UUF MBAT AL EWo,) 2#BRUFEM L7, FMHH I L7z
RAT A M &L TICEHPT 5,

(1) BAFR MES
A I LI BAT A OB T O 59 Th b,

a) BRINDHRBMH
A 1T, PRk S AU REMLE BN OB IR E D . ER 2R et 2 PRIR L
RAT A b # &9 5T Ofasatt s Lz,

DO Fy NU—2 A2 FT7=—RIT, DEOWEERFET DIEENH 5,
@ HIRLBIC, AR OWEERHENEET DIRERH 5.

@ BIESFMTRBESNDO AT 24T 5 & TOE 23 FHI L7220 EfEZ 4 2 00&E0
b5,

@ USBAR— MIXDRIET 7 EADKEDNH 5,

® WHHLEEFORETY 7 BRI Lo TEX 2 U7 A e > mEfEZ T
DIBEN DD,

b) BATA FOE
A L, IR R METIEN A S D AREME A T A -0z, LT A
T A NEFEM LT,

<fBRAT A NEREE >
RAT A M, M7 A FOBREIZ, BAT A MHO PC B LT728RET
Fhe Uiz, BATANTHEHALEZY —LE2ERK T-4 T T,

£7-4 BATRRY—IL

Y — VAR WL - FHBE®

Nmap FIAATREZ2 1y R U — 7 R— b &4 25> —
Version 6.47

netcat F v T =2 R— b ~DF — Z G I

Version 1.11

Fiddler Web”7 Z U (7747 k) LWebt—,3 (TOE) D
4.6.20173.34691 | WE &AL, ZOMOBET —2 OBREET 2179

26



JISEC-CC-CRP-C0619-01-2018

Version 4.6.2 KX
4.13.0

OWASP ZAP Web7 7'V r—3 a3 COMggtt a2 2k 5> —v
Version 2.6.0

SSLScan SSLITLSDM 5 A A —Y OV R — N FHEEZHERT 5 Y —
Version 1.8.2 Jb

Metasploit PDFDag5: & A4 5 7= O O T — Z OVERA AT

PRET
Version 0.36

FIRIALER DO 2 72 ffgsath & i 5 > — b

<URAT A FDOFEBNE >
RSN D HEsITE L xPn T DIRAT A NNEER T-5 177,

K75 RATAMEE

g5t

7 A M

fasattE®

* NmapZ#TOEIZx L CE L, A—7 I TWnHHR— k
NERTE RN L AR LR,

- OWASP ZAP, Web~” 7 7 J U'Fiddler 21 f L T, Web
H—/3 (TOE) IZHFEASZATV, ANFHOWEGIMHEN /2N &
R L7,

- SSLScan#TOEZxf L THEMi L, FHWKF 5 A A — |k
LTCWRWNWT a2 fd L,

gt

c RIERB 2GRS a 7 a~ s RO 7 7 A4 V&
TOEIZAFILTH, RIERUBNFEITINRNT & 2R L
77

fasattE®

c BEARFUIZ, HEANDO TR, XFa— R, Fkdr—»n
AITEpWZ Lo LT,

Jfaga @

- TOE7ZMiii 2 5 4 fUSBA— MMIxt LT, AT A FHPC
ZHft L CTOEILT 7 B A& A TH, 7 v 7 —FDEK
SN HERRLUAORIIITE 202 & 2 fifEd L7,

fasatt®

- BIRRAZ OTOEDWIHHEABE T, BIEE2Z T AT 7200
T L aHERB L,

o) #ER

FEA 73 S0 L 7= AT A b Gl ARGE S B IR AE ) A K50 38 5 73 P T
fdfﬁfjliss iﬁﬁu éﬂfézﬁ)oﬁ_o

27




7.5

JISEC-CC-CRP-C0619-01-2018

SEERERLIZDULNT

KREHOFTHE & 72 D TOE OGRS, 6 FEITR LIc A X v AR & 4T
WHEBYTHDH, KTOE DEX= U7 4 EEZAICL, BRIHERTL70
IZ. TOE ® v A7 AEHF X, YA X ADFBRD &0 IZ TOE #5¢E L72
FIUER B2, ZNHOBREME A X AL B HMICER LGAEICIE, R
R X D IRFED XS Tl

TOE DOAERLSEANTIZIE, TOE O L T DR 2 EMZEIIC T 2R EDH D |
BT, DLFO L) RREME S ZENLTVD,

s AR —x V=T EERIRO AL

- SNMP#H§RE D HE2h1L,

- USB7'V > hMMETFHERE D B2k

- SOAPDOEEZNE (7 : ARREICLY Va7 7u—] HETHEHTE 2
- HOBRAR v 7 ZADIEREE I

EFED X 57 TOE O L TV 2 HERE A 2R IR IC 9 55 E%EWTﬁmEm
WM CTHLIRTEME T A X AL B HEICEE LT-EAIZIE. A
%ﬁ@ﬁ%fi&<&émfﬂmevXTAﬁﬁ%iEE#M%T%&

28



JISEC-CC-CRP-C0619-01-2018

7.6 FMMmEER

WAL, AR FEA S > TARTOE 28 CEM OV — 27 2=y M _RT A1z
LTWo & L7,

S CIELL Rl W CRESR ST,

- PP S :
U.S. Government Approved Protection Profile - U.S. Government Protection

Profile for Hardcopy Devices Version 1.0 (IEEE Std. 2600.2T™-2009)

F7o. B PP TERSNZLLTD SFR /Ny 7 —PIHET 5,

- 2600.2-PRT, SFR Package for Hardcopy Device Print Functions,
Operational Environment B

- 2600.2-SCN, SFR Package for Hardcopy Device Scan Functions,
Operational Environment B

- 2600.2-CPY, SFR Package for Hardcopy Device Copy Functions,
Operational Environment B

- 2600.2-DSR, SFR Package for Hardcopy Device Document Storage and
Retrieval (DSR) Functions, Operational Environment B

- 2600.2-SMI, SFR Package for Hardcopy Device Shared-medium Interface

Functions, Operational Environment B

X VT RSN a7 TIAT YT R—1 2 JLE
XL VT REFEL . aEL U I5A4F YT R—F3 WA

Ml OFE R L LT L FORFEa VAR —FR > MTOWT AR HIEN R ST,

« EAL2 RNy r—VOFT RTORFET R —FR b
BIMORFE= AR —> > b ALC_FLR.2

FHMORERIT, 5 2 EICFEER I NN —ET 5 TOE 2 L » Tk S vz b
DDA ZN 5,

7.7 SEE O A YV MENS
THEEE T N X P BN 1L, FRIS U,

29



8.1

8.2

JISEC-CC-CRP-C0619-01-2018

ﬂlb\ IJIE % ﬁﬁ

%@?ﬁ%%@i nq:'fﬂﬁa) *I/qu:'fﬂﬁ&%&ﬁi D TEH:'J éﬂé %\(é*’,'i—f%) k JQLT@HLD
Z e L7z,

O PFrAREE TR INHEHRNERZSTHDH Z L,

@ PrilsE TR INTERNENRR I TS Z &,

@ B ENZERZY TV 7L, TORNEEREL, B30 —27 2
=y FRFHEHEECT RSN LIS TS Z &,

@ FEAL S IR ST E OFHIHIBT ORI Z L THDH Z L,

® Pl FH IR SNTFHEE OFNAGIED CEM IZHA L TWDH Z &,

x_ﬂﬁ_)@nuu j;sll\—(%\éﬁéﬂflﬁﬁﬁ %IE\% nunEl/t a—k LVC{/’EEJZL nqzﬁﬁ
*%%Eg — 32'{# L/f:o [ nﬂi*&é%g i 2': ST &Un$ﬂﬁ$& kb\f o pE[/E JF‘VC:J:EI
il SRR R SN TWD Z & ARl L Zﬁuunftiiii EEIAT LT,

ARRLAE R

et SN Al S F . A RS E M OB % R AL R 2 BRGIE L 7ot R
POREHERIZ, A TOE 28 CC 73—k 3 ® EAL2 K ONEBIIDORGFE= R —R > b
ALC_FLR.2 1259 & PRaE EAE A 726 D &l %,

IEER

AR TOE \[ZHIBRD & HfEa 1L, [1.1.3 %EHH], [4.3 EHREIZH T 5 TOE
#PH) KON 175 FEMAERIC DWW T OFEENAEEZ S L, A TOE OFElixt S
PHCIEA EOBRFHED, FHOMET D2EAFMHFITEE L TWDENE I DEER
VETH D,

Frlo, REFIEEEZEH L7856, ERLBEOEHTOARTOE OtX =V 7 1 #
%~®%@kowfiﬁﬁﬁwﬁﬂ@ﬂl%&ﬁék@\%ﬂ@ifﬁﬂ_owf
ITEHEOELIZBWTCHB Sz,

ARTOE OFY) ¥ —HRETIX, 7 747 > ks PC 5 OHIRIT —# 1% TOE NIZ
B S AL RREIRIEE ) 2 2 7o DITIT B E SR 6 OBMER LB TH D, L L
TOE OBUERR v 7 ARG SN LET —HXIEX, 7 747> b PC o OEETH
FIRIEE SN AIiECH D, HASNTMO X2 U T 4 2RI 57201, HEIRIH
N BAERFN DD OEMEIZHIIRT 5 2 & 2 HfF T 2FER I & - TE, =— X
ABLRVWAREERH DO T, BERLETHD,

30



10

JISEC-CC-CRP-C0619-01-2018

MRS

RrliZ7a L,

tXa)Ta42—45v bk

AKTOE DXV 7 4 #Z—4 v M12lid, AREZ L IIHICEEL LU TFD L
Btz s,

Xerox D136 Copier/Printer EAL2 &% = U 7 4 #—% > I, Version 2.1.4, 2018
F9H 2 H, BtPuy s 2R EH

31



11 FA:E

JISEC-CC-CRP-C0619-01-2018

KEETHEN SN CCIZHET DMEFEZ LI FITRT,

CC

CEM

EAL
PP
ST
TOE
TSF

Common Criteria for Information Technology Security
Evaluation (&% = U 7 ¢ FEAA%E)

Common Methodology for Information Technology Security
Evaluation (&&= U 7 ¢ §Hli %)

Evaluation Assurance Level (GFHifRFEL L)
Protection Profile (¥m7 27 v a > 7m>7 7 A)L)
Security Target (Z¥= U7 4 Z—4% v b)

Target of Evaluation (FFfixf5)

TOE Security Functionality (TOE% ¥ = U 7 ¢ k#E

KpEETHEM Sz TOE (2B HMEEE 2 LL R IOR T,

ADF
CWIS

IIT

10T

MFD
NVRAM
SA
SEEPROM

Auto Document Feeder (H&hFREED HE)

CentreWare Internet Services (Lo X —0U =7 A L H—F% v k
H—ER)

Image Input Terminal (HE{AJ) % — I F /1)

Image Output Terminal (E[{&H /)% — 3 F 1)
Multi-Function Device (7 3 # VA1)

Non Volatile Random Access Memory (fEFEIHERAM)
System Administrator privilege (SA%E()

Serial Electronically Erasable and Programmable Read Only
Memory (U 7L N A THHE S VT BRI E S i 2 FIHEZR
ROM)

AEEEHTHEA SO ERZ UL TITRT,

CWISHErE

SA

HAR~—x
=7

ke B

= B —pkHE

— RO 2T LEHE R Web~ 7 724 LT, TOEDR
RERERR, RXEAE, CEORY H L/FIRIERNS T 59— R

—EOE PR T X 5 VAT AEHE, SAOEENX, FIH
HELA DB CTHRAE BEA N EE T 5

MFDOERR5FEATO 0 V=T

T COF AR TR A T N

— RN HE DMFD O E X VN BIaRET 52 L2k, IIT
TFAE % e A E D IOT) S EI 217 9 #6E, 7= HH I HO T —
HEBRR Y 7 ARG THZEHLTESD

32



AT LNEHE

YalTa—

BERy 7 A
A3 F—HERE
TITANR=T
Jyk

Sy hT—27 A
X ¥ U EE

7 & —HEHE

JISEC-CC-CRP-C0619-01-2018

TOEDt 2 U 7 4 BEREDRRER. € OMARERRE 21T 9 72
D, Rt ER A FF OB B, Bl B & SA (System
Administrator privilege) D#FR

A F ¥ F—BRRE TR IA E NI LET — Z 15k LT, SR —
SORECHIM O Z | & 57> UOMIRICRIE LTz LB 0I5
179 D RkRE, ARl OAERL T TE 220

A% ¥ R T BRI L D BAA TN E T — 4 &
HAE % RN

—RFIHE DA MEFDOEAE SN BfRZE 5 2 &2k 0 | IIT
THfZ TR0 BER v 7 2 TEET HI6E

MMEZ ZA4 T 2 M BIRE SNIEIRIT — & 2 & F6 9 2 68

— AN HEDLMEDDEAE RV BIaRETH Z gk, IIT
TIFRE & A %, MFDOFREN HIZHE > CTHBERIZFTP
P 3, MailV— NI EE T HHERE

—MRFIFAENR, FIREZ FA T FOT Y X — T A &R
L CHIRT — & ZMFDIZ 2615 L, IOT»> 5 247 5 #%6E, MFD
NG LTEART — 213774 _X— 7V v MZEE I, — %
FIRZE DREE D GEIRFE R 2 U2 RRICHIR A 1T 5

33



12
[1]

(2]

(3]

[4]

(5]

6]

[7]

(8]

(9l

[10]

[11]

[12]

[13]

[14]

[15]

W

JISEC-CC-CRP-C0619-01-2018

FAMAY

ITE % =2 U7 o 54l K% ORRERBE O BABIRE, SERR30ETH, MSZATBUE NEHRAL
e, CCS-01

ITE = U7 ¢ RBAEFIZBT 2 ZRFIH, L3099 H , MNAATEUE NG MALEEHE
HeRAE, CCM-02

ITE =2 U T ¢ FPAMEE RS ARE S I B3 2 TR 4 IH, SFRk304E9 A, MNTATBUA AT
WAL RS, CCM-03

Common Criteria for Information Technology Security Evaluation Part 1:
Introduction and general model, Version 3.1 Revision 4, September 2012,
CCMB-2012-09-001

Common Criteria for Information Technology Security Evaluation Part 2:
Security functional components, Version 3.1 Revision 4, September 2012,
CCMB-2012-09-002

Common Criteria for Information Technology Security Evaluation Part 3:
Security assurance components, Version 3.1 Revision 4, September 2012,
CCMB-2012-09-003

BN 2 ) T A TEOT-dD T T FA4F YT 23— b1 3L —i%E
TV, N— 3 3.1 KRTH4AR, 2012429 H, CCMB-2012-09-001, (CFR%244-11 4,
FHEREE1.0/R)

BNt 2V 7 Ml 7-DDaET L 75457V T N—F2 EX2 T ¢
e AN —x b, =3 3.1 HGETH4R, 20124F97 , CCMB-2012-09-002,
CER244E11 1, B 1.0/

RN X2V T A FMBDTDDaETL 754 F VT A= 13 £Fa T4
RAE= R = b, /N—=2 3 3.1 WETH4hR, 20124-9H, CCMB-2012-09-003,
CER24F11H, BIEREE1.0/0)

Common Methodology for Information Technology Security Evaluation :
Evaluation methodology, Version 3.1 Revision 4, September 2012,
CCMB-2012-09-004

TEMmEIT % =V 7« FHlio 7o D@ ik i 7k, N—P a 8.1 BETH4
fit, 20124£9 4, CCMB-2012-09-004, (CF-ak24411 H, FHARE51.0/K)

Xerox D136 Copier/Printer EAL2 % = U7 1 #—7% > I, Version 2.1.4, 2018
F9A20H, BELEr v ARASH

Xerox D136 Copier/Printer #HliiREE, 1.8k, 2018F-9H 21 H, —rtHiEA
ITE¥= T o 2— Gl

U.S. Government Approved Protection Profile - U.S. Government Protection
Profile for Hardcopy Devices Version 1.0 IEEE Std. 2600.2 ™-2009)

CCEVS Policy Letter #20, 15 November 2010, National Information Assurance

Partnership

34



