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it nftéﬂﬁ_ /XTA”A;E%%‘ﬁ_ _gq:ﬁﬁ"é%%ﬁ'éfﬁpéo =77 L. *ﬁ%%”ﬂq%‘ﬁi
ARANDO/SNAY — ROEFENARETH 5,

(3) B A h~—x V=7 EEHIREERE

AHEBEIL., AT LAEHENH A b~—x2 P =7 OFER IR 5 K

5. WBRRRE S T2 v AT NEBRE TS M ﬁXFV~I/y:7@@¢ﬁ@@
HNEN 2GS D% ET —F DBRERELENARETH L, WA h~v—T
=T OEERIRN G DOEE . VAT AEBE PR IET DAMERET DN T —
REASILRTE, DA ~—Z U V=TI TRETE 220,
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(4 X2V 7 1 Ehw IR

AEEREIT, BF =2 U T BRI DA TR e A n 7 & U TRl D pkRe
THh %, TOE MM S IR m 73, @BRRRES Lo v AT LE BB T2 AN,
Web 77 U TR 2 LN TE 5, Hhm 7 OHIFRSLWEITTE 22uy,

ey v 7713 15,000 DA R NERGFTDHZENTEX S, TNEBZILH%E
WIS WA E L TH LWER o V23504887 5,

(6) 77 v a A Y HRT — 4 Wi H{LikhE

AHgREIX, TOE WD eMMC A E VIR FT 5T — X k5 5k T H8EThH
%, W57 =) XL, 256bit D AES Th 5, Biadtid, TOE 2ER LT
B Nl TEIT SHA-256 7L = U XA E AV TCART 5, 24t TOE 06
MBI IC BB AR S L, B LV AR L720T5Z LiL T/
v,

(6) NEB* v U — 27— 2 (il
AREREIT, IT Bes & OBEIZRBW T, BIT O HALEBEZITOMETH 5,

- IPsec, TLS (v1.0, v1.1, v1.2), S/MIME

(7) BT % e
ARgEEIX, TOE OEBFRHCLL TOHCT A M E{THEETH D,

Controller ROM OF = v 7 ¥ A DRFE
NVRAM ¢ SEEPROM (Z#&# & 417 TSF 7 — % OFaGEE

ITIZE

TOE (Z, AMHBREREST XDH AT, SMBORGEY—/% (LDAP ¥—/ 3 F 7213
Kerberos #—/%) i LT, FIMEOMMHEEIEZAT O, S 5T, SMEBRRGES X
DYEITIE, LDAP — "% U CRIHE DY SA &EI G 02 4B 5,
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AT rFa AL

AKTOE @ R = A Ol & Ll FIZRd, TOE OFIMF L, BigSREAT-
T TR FX 2 A2 bOF43 7B L BT NEREN D,

Xerox VersaLink Series Multifunction and Single Function Printers
System Administrator Guide; Version 2.0 October 2017

(SHA256/~ v v = f ;
55ec10501077ecf5434d2663b080caa91d3ad8b30b612d008afb7e3f79545b50)

Xerox Versaliink C505 Color Multifunction Printer

User Guide; Version 2.0 January 2018

(SHA256/~ > o = fH ;
1aa645e5355730c38fa3b3adb3ffea7702dac46fa4bd668ee061230d92fc310c)

Xerox Versalink C505/C605/B605/B615 Multifunction Printer

Security Function Supplementary Guide; Version 1.0 July 2018

(SHA256/~ > & = fH ;
7cTcTbe3e548b404cd5672861fe75eb6213a183elecd088e408122630ed92464)

INHD RF o Ay M BBIZIERA S TOE Ol A& 73 Xerox #1:0> Web
A "o F T ru— R 5, TOE DAFIZ, ¥Urue—RKL7e77A4LD
SHA256 Ny v affizdti L, LFte i+ 25 2L T, TOE @ K% 2 A hD5E
MEEMERT HZ LN TED,
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P, CC /<— b 8 DERFEEHZ ST, CEM ITHUE SRl 5%
oz, FRfFEEORMIL, FAREECHTRE Shiz, FEREETH,
ATOE DS L CEMO U —7 2= b = & OFFNE R OB RA BT 5.
MR R

BIF, BRI BT & 2 PRI 2 755,

BRI, T 20 4F 2 KRS 0 | Tk 30 4F 8 AR A O 5ERL A b o T T

U7z, RHMBEREIE. BAJEH 2> DRFMICEE S % Ml AR it — ot 2210, —
B OFHIIZ IS 1T % LA AL L7,

Fo. FR294FE 4 A, 7TAKCS AICEN - BGEBISEE . SURE AL v
TADeT VIR MEER - oK Y —r 2=y MIET LT n RO
FATIRIOREE T 72, F7o. ik 30 4 7 AICBRE VA FCTHEE DT A k
BREAZHEHAL, HRET ANV TV 7T v 7 RUOGHEET A b &3 L7z,

ORI S LT T A O M ESIE, FRREL B = — & L CREd ST, RHMImH%ES
~NEINTE, L OfERIE, FHIRER K OBREE BHRE L0, RS EIC
S X7,
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7.4 MEATA
SEE L. BAREFOEM L2 T A FOIESM AR L., SO TR SN 7-EF
JLEBIREDT A M ERGE LTSRN, VB LW SN -HE - BT A A
MeBIMHEEEIZ KD BFAT A M EFET LT,
7.4.1 BRETR b

AR, BRFEE 2NN L 7ZBHIEE T A F DR & EEEOT A MR OFELE
FHa ft il U7z, A 25 L72BRZEH 7 X S OWNEZ UL TICHIT 5,

(1) FARETX MR

BRRE N TN L= 7 A N OB A K 7-1 12737,

L ——

//’ %ﬁ ~
—RFIAEEISAT UMM 1 s h“ ,
N — R RIERE S TA T2
S E—kSN | T=r==T
~WebT S5+ .—-—I ---- ~ UV B—RSA N
. IFAT
i A —b )
____| _____ 1
AT TN TOE usg
I A \
SRTLERE o= E
57k | 7 =T
. N
- Web7594 H—N
¥ B 2T
TINYTIYT I

M7-1 FHAEETR FOEAE

PAREHE T A b OMIRER 2R T-1 1TR7,
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K71 BAFEET A b OWHRRER

Zap

Gl

TOE

Xerox Versalink C505S
F A AT VAET IV
(Controller ROM Ver. 1.12.32)

WA

KR — & LT,

+ Microsoft Windows Server 2008 R2 SP1#4#;PC

+ Mail?—~" : Xmail Version 1.27

« FTPH— 3, DNSY—/ 3 : OSIEMERH Y 7 b =T

- LDAP#— 3, Kerberos? — 3 : OSEE#EREH Y 7 o =T

AT NEHE
FA Tk

VAT LEME T T AT e LT, LLUT o 28 FE A4
a) Microsoft Windows 7 Professional SP1#5#;PC

Web~ 7 o4 : Microsoft Internet Explorer 11
b) Microsoft Windows 8.1#5#PC

Web~ 7 % : Microsoft Internet Explorer 11

—fRFIHHE 7 A
!

—FIRE 7 747 b (RExR v b U — 27 B O$Eke) &
U CREM, BT o247 2 15 1)
a) Microsoft Windows 7 Professional SP1#5#PC
Web~ 7 o4 : Microsoft Internet Explorer 11
b) Microsoft Windows 8.1#5#PC
Web~ 7 o4 : Microsoft Internet Explorer 11
&bz, ERowndnb, LFoY 7 by =7 2
- 7Y % — RZ A3 PCL6 Driver - Xerox User Interface
- Microsoft Certified Version 5.511.8

—MRIHE T T4
72

—MWFHE S FA4 T~ (7Y 2 —HOUSBAR— FMEH D
Pefe) & LTHEA

+ Microsoft Windows 8.1#£5#PC

- 7Y % — RZ A3 PCL6 Driver - Xerox User Interface
- Microsoft Certified Version 5.511.8

TN )TV

MFDO7 /8w 7 iR, SARPCD Y 7R — k&, A
R A LT, MFDOT /Ny 7 HOMARR— b & H2f
+ Microsoft Windows 7 Professional SP1#£#PC
< WA Y 7 b7 =7 : Tera Term Pro Version 2.3

M H AR

MFDET NNy 7 U T NN EwT D200, 5tL¥n vy A
R B OZEHFAR

PAZEE 7237 A b L7z TOE (X, 2 #D TOE @l & [7— D]z 5o,
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BFFET 2 FMIA STIZB W T STV 5 TOE #% & [F U TOE 7 % FEREE
THEMINTWD,

(2) FRET R MR
BRET A NOWFIILLTO LB TH 5,

a) TRAMIE
BRET A FPOMEIZ, LT LB TH D,

<BHFET A N FE>
D TOE OANERA 2 X 7 = — A CHERATRE/ R 52 5 F D

MFD O#E ST, VAT LERE Y T4 T b, —MFAE 2 T4 T
v by MFD O EAKRERC L = U 7 ¢ ISR A B E L. 7 DI,
MFD ©5% %\ WE7T—#, Ehn 7 28T 5,

@ TOE OANERA 2 7 = — A TIIHERTE R NS EN

TOE DG A 2 7 = — A TR TELRWNS DB EVITOWTIE LT D
FEMHNLNT-,

s BREHA VX 7 =—A&EH LT, TOE NEOBEEL T 5,

T AMNICEE L7 7 — LU =T 2L T, ¥ ESDOEY 2—/L
DENEZ R T 2,

BT LT U R AZONWTIE, ERROFIETERG LizT — % 2RO 1ET
FHLUEBEOT —& L L Ak ER Y O 57 /L3 R ANREES
NTWD Z & EfERT 5,

<BHRET A NV —L>
BREET A N TR LY — Va3 7-2 1051,

R7-2 FRAETRAERY—IL

Y — VAL TR B - R EHY

Ja hanr oA | NERy NI —27 EOBGET—XE=E=F L, I
VA FEfET m s, RSB Y IZIPsec, TLST
(Wireshark bDZ L EMERT D,

Version 1.10.6)
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A—T— TOE & Mail ¥ — %/ LT, EBFA—ILEEZE
(Microsoft ~Windows | L. S/MIMEIZ X 5K 54k & B4 ™ISR0 T
Live Mail 2011) bDHZ L EMRT D,

HTTPF /R v 4 Web”7' 7 7% (7 547 k) &WebH¥— 3 (MFD)
(Fiddler 2.4.7.1) MoOBEZMIT L, ZOROBET —2 OB L

EHEEITI,

TNy 7Y T+ | eMMCAEVICEZIAEINTZT — X EatHAHL
A 2 M T, TONEEHERT

KIEARIERT- 12

Nmap Ver.7.31 FIHFREZ2 Ry N — 2 R— M ERitT 5y —v

<BRFEE T A b DOERNE >
KRiA X 72— AKX, MFD OFEAKIEL = U 7 ¢ EHERE & B fE
L, a2 AT A X LT A SN DX 2 U7 ¢ eIk 80
@Wﬁé EERER LT, B, 22— —38GERRIC oWk, FIAFE 0%
o ARIERFEEE, ANEEEEE (LDAP H—3) | SMHEEGEE (Kerberos $—3)
@%ﬁa_owf\ﬁ%&kw CENMET D Z L AR LT,

A8 A B D) 2= 3 21 Web 7 F 79 & TOE OROiEE7—
FOBEHIBEEN TS,

b) FAREET R FDEMEEH
BARE T A MIFBEIC L > T2 B EI Tz, WAL —I 0 k- T,
BEREARICFER SN TR TOEX 2 VT R L AN A > ¥ 7 = — AR+
T A RSN Z ERREES N,

o R
PG X, BAFEE T A S OEfEITIE, FEHEE OEY AR L. T A MEHE
TR ST E N 71k & FEROFMHEN—8T 2 Z & &R Uiz, #HiEIE
%%%#@ﬁbk7xFﬁ%k%%%;iofﬁm%ﬂka%ﬁ%ﬂ*ﬁb
TWAHZ & atfad Lz,

7.4.2 FEMEEIRII TR b

AL, BARE T A P LT XA MEAZEHL TRGOEXR 2V 7
BERENFATIND Z L 2 HMR T2V 7V VT A NEFET 5 & &b, 7
DR TR SN S WEOEF 2 U T A BEPHEICFITSNDZ L X
DHEET DI2DOMNT A~ (IR THSET R b &) 2% L7z, sHl#E
NSRS LTS T A S &2 LU TIZEAT %,
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(1) WITR FEE

A A AN TR LI ASET A b ORERIE, X T-1 1R L7CBHZEE T A~ OREER & [F]
CThD,

WNLT A ME, AR STIZEBWTHE ST 5 TOE Ok & A U Bkl C 5k S
nic,

B MSLT A FREOREEMOT A MY —UE, BEET A MWL
OEFIFALTEY, BRENHBEICEBLIZLDOLEENTWDMN, FHD%Y
PEREE L OEMERBRI T, T IC K> CEBESN TV S,

(2) WL TR MEEER
M OFERE LML T A MILTFD LB TH D,

a) MITFR OB
R Y BATEE T A I RO & I BEAAERLEERL 2 b B R LI T 2
DR E LTI,

<INET A N OB >

O BARET A MIBWT EX 2 U7 A RO S D EWVITOWTEE LT A b
MERESNTOVRNA U H T 2= ARET 5720 .7 A &R TS
HEVEHERT S,

@ Yo7V T ARNTIE, LFOBLETHEET A MoEE 24 5,

- TRTOEX2 VT AHEREEINA ¥ T = — R EERT D,
TRTOFAERERNOT 7 & A% R T 5,
j—/\—(@nunﬂzﬁﬁ (RIRFRFE, Kerberos |2 & 24MAREAE, LDAP 12X D
RRERE) AR T D,

b) TR MMEE
FEAMAE A3 FEHE L7227 A R OBEIILL T O LB Th D,

<JSET A N FiE>
MNLT A M, BIRET A MEFEILCT A FFIETHEMBSI N,

<IMSTT A Y —)L>
MSET A MY — X, BREET A NERILTH S,

<JENTT A N DOFENE >
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S VL N T A FOBLEIZHE AW T ATHBA DY FY U I TF A R L
4 THH OBINOIMNET A b % Fhi LT=,

MNLT A FOBLE EF KIS LT=ER2T A MNEEFE T-3 187”7,

R7-3 EMLEELHITRE

Bl T A MEE

B0 AR ORI HERERLT v br vy 2 BN AR E B Y TH
DI L ERERT D,

B0 TOEWIZLET — & BEE L TWHIRBE T, ATA & OF &%
FREHIBRT DBEDS D VN, fIHEEBY THD Z & 2R
Do

BLEO TV H—=RITANUTER TV NSO T v a U EFRE
T % &, TOEIZZ T onan & 2+ 5,

c) R
S 23 L72 T _TCOMNT A MIIELLZET L, #Hi&E L TOE .55
FVAERER LT, FHMEF L. TRTOT R MERLHHEINASDE TR —EKL
TWBZ L afER LT,

7.4.3 FHMEERATR b

AN L. A O TR SRR S | FRE SN DMHEREE & BB L~ L
BWTEE SN DMt & 72 D rREMEDN B 2 b DITHOWNWT, KB & b 2 7
RAT A (LUF MRAT AN EWnd,) 2FRUENM L, FHME 2330 L7
RAT A MUY 5,

(1) BATR MR
PTG E 3G L7 R AT A R OBEIZLL T O & B0 Th b,

a) BRINDHMRBMH
FEAGA IR, PR S T RELVE RO A OE IR K D | ITER 2 MEssE A PRR L
RAT A &L HLUT OMagart 2w L7z,

O Xy NIT—=T A2 HTx2—RZ, NAOWEIHENTFET DB END D,
© FIRIALERIC . AROWETIESIEES 2N 5 5.,

@ EAE SR ESND AT Z4TH L. TOE BT LAWEIELZ T 2% a0
H5H,
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@ USBAR—RMIEDOIRNET 7 EADBRENRH 5,

® WL ORETY 7 B AIZ L > TEX 2 U7 A e G- - @fEZ T

LIEDN D D,

b) BATR FOHE

A IR R MESS AN S o ARt AT 5 72 0is, LITORA

T A N &S LT,

<fBAT A FEREE>

BAT A NI, M7 A FROBREEIZ, RAT A NHO PC 28N L72E8REET
Ehi L7z, BATANTHEHA LY — V%3 7T-4 1TRT,

R7-4 BATARY—=)L

Y — VAR B - FIHEH

Nmap PRy NU—7 R — hefmh+ 25>y —1
Version 7.60

netcat Xy NI =T R — h~DOFT — X2 EFITHEM

Version 1.11

Fiddler Web7 7 U (7747 k) LWebt—s3 (TOE) [HD
Version 4.4.9.0 WEZMI L. TOMOBIRET =X OBMEALE 1T D
OWASP ZAP Web7 7'V r— 3 OMaggtt 22k 5> — v

Version 2.6.0

SSLScan SSL/TLSDOI; 5 AA —Y OV R — N FEAHERT 5 —
Version 1.8.2 JL

Metasploit PDFOMagath: 2 &3 2 7= O OMAT — % OVERIZfEH
Version 4.6.2 &K

4.13.0

PRET FIRIALEL DRR 2 7 ffegs k2 A4~ 5 > — b

Version 0.36

<RAT A b DERENE >

g A

AN

SN DWETNE & IS DRAT A FNEEE T-5 1ITRT,
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KT-5 RAT A MEE

fga

T A MM

fasattE®

* NmapZTOEIZxt L CEmBL, A—7 >SN TWnAHAR—F
DERTE 2N &R L,

- OWASP ZAP, Web~” 7 7 ¥ Kk UFiddlerZ i/ L T, Web
H—/N (TOE) IZHIEASEATV, BNFOWEFER 2N T &
ZhER LTz,

+ SSLScan & TOEIZxt L TS L, 99 5 H A& AR — K
LTWeWZ & AR LT,

fagatt:@

c RIERBE 2GR a 7 a~ v RO 7 7 A4 V&
TOEIZAJI LT, RIERMENFEITINZRNT L 2R L
7=

fasattE®

c BEARFVIZ, HENDO TR, XFa— R, Fk—Nn
ASITTERNWZ LR LT,
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- TOE2Mig 2. 5 & FUSBAR — Mokt LT, B AT A NHPC
PG L CTORIC T 7 v AZHATEH, 7V v Z—5DEIX
SNTMEEELA DR IT TE RN & 2R LT,
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- BIFRRAZOTOEDOWIH{LALEE X, BMEEZ T MHT 7220
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o R

A D3 FE M L 7ZARAT A b T ARE T 2 WA /) & R o SR 3 A RE
IR WESSPE RS S 7R o T2,
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* WA b V=T EERIROA
+ SNMPFERE D 21k
- USB7' U MRAFHERE D B2 (b

EFLO & 97 TOE Ok L T2 aE 2SIk 3 2R0E & o T, TOE O
ARSI Ch DREME A X2 A L R DEICEE LIEE I, ARHHIC LD
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7.6 FMMmEER

WAL, AR FEA S > TARTOE 28 CEM OV — 27 2=y M _RT A1z
LTWo & L7,

AW TIELL FIC DWW CRERR ST,

s X VT A BEREEE . oL T4 T YT =12 A
X VT 4RSS a4 T YT R—F 3 EwA
FHIOREFR L LT A FOMRGET R —F 2 MZOWT G586 HIENR 2 ST,
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P ORE RIT, B 2 ISR &N AN —ET 5 TOE (2 L » T S = b
DO Z N5,

7.7 SR O A YV MENS
TR EEE AL N X PRI, RRIS R,
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@ PR S F R SR DR 1LY CEM IZHEA L TVWD Z &,
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FupH) KO 175 FHERERIZ OV T OFREENAELZ SR L, A TOE OFHfhixf 54
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RrliZ7a L,

tXa)Ta42—45v bk

AKTOE DXV 7 4 #Z—4 v M12lid, AREZ L IIHICEEL LU TFD L
Btz s,

Xerox VersaLink C505 Color Multifunction Printer 5 4 A7 LV AET /)L ¥ =
V7 4 #—/%"> b, Version 1.1.8, 2018 4E 8 A 6 H, E+t¥ v 7 k&t
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KEETHEN SN CCIZHET DMEFEZ LI FITRT,

CC

CEM

EAL
PP
ST
TOE
TSF

Common Criteria for Information Technology Security
Evaluation (&% = U 7 ¢ FEAA%E)

Common Methodology for Information Technology Security
Evaluation (&&= U 7 ¢ §Hli %)

Evaluation Assurance Level (GFHifRFEL L)
Protection Profile (¥m7 27 v a v 7m>7 7 A)L)
Security Target (Z¥= U7 4 Z—4% v b)

Target of Evaluation (FFfixf5)

TOE Security Functionality (TOE% ¥ = U 7 ¢ k#E

KpEETHEM Sz TOE (2B HMEEE 2 LL R IOR T,

ADF
eMMC

IIT

10T

MFD
NVRAM
SA
SEEPROM

Auto Document Feeder (H&hFREED HE)

Embedded Multi-Media Card (HZAZH~/VF AT 4 7 J1—
K)

Image Input Terminal (B AJ) % — I F /1)

Image Output Terminal (E[{&H /)% — 3 F 1)

Multi-Function Device (7 ¥ % VA5 5H)
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System Administrator privilege (SA%E()

Serial Electronically Erasable and Programmable Read Only
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AEEEHTHEA SO ERZ UL TITRT,

Embedded Web
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SA
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— RO 2T LEHE R Web~ 7 724 LT, TOEDR
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MFDOERR5FEATO 0 V=T
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