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1. ST Introduction
AE(X.STSHE. TOESHE,. TOE#IE. XU TOE &2k E:iE 9,

1.1. ST Reference

ST & #5: LX-10000F/LX-7000F/WF-C20590/WF-C17590 ¥ T« 42—4whk
ST /N\—P3v: Rev.10

ER A : 2018/05/15

ERLE: AT TVoKA SR

1.2. TOE Reference

TOE & #: LX-10000F/LX-7000F/WF-C20590/WF-C17590

TOE /A—3>:  2.00

SEE: A a—ITTV oA &K

R LX-10000F/LX-7000F/WF-C20590/WF-C17590/WF-C20590a/WF-C17590a

CCHRIERELTERTSHIGES. TNE*REBEFLITEEELEFICKETHLE

1.3. TOE Overview
AE(L, TOE OFEH|. TOE DFERAAE. R TOE DX EH X T#EEXEET

1.3.1.TOE D&
ASTICTEHET S TOE L. LAN BETHERIN ., T MEEE R-vo e, OF —#EE. R FAX #Ee2E 9
BTCHAINEEH LT MFP EBET) DI ETH S,

1.3.2.TOE OERAAE
A TOE DHFAREFH 1-1I127FY,
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LDAPH—){— DNSH—){— SMBY—/{— 129wk
NTPH—){— (AEBFPELAIR)  SMTPH—/(— FTPY—)(—

TPATIA—N
LAN
PC PC
MFP(TOE)
I_E_I | I_E_I B % -Web Config
/o — 2o
SNSRI I K51~ = -
T = :
LT T !
® P 4NRIBlR

E 1-1. TOE QOFAEE

TOE [ LAN EABRIFRICESRLTHERT S, FIAEL TOE NMEABIEE/NRILELIZLANZNLTRIET AL
[Z&kY., TOE ZiEETHIENTES . K 1-1 DFERICELT, LLTFIZEBET S,

1)

(2)

©)

(4)

(5)

(6)

MFP

MFP (Multi Function Peripheral) &%, #8380 R58EE (T 4— AFxvF—,aE— FAX )68
DavEa—4REDHERED L,

LAN

LAN(Local Area Network)&ld, 7—T JLOEBRLGELXFERALT. ALEYMODIZH DI E1—20EER
|V —REFEGL. T—REPYRYTHRIET—ID L,

ARER

AREREF, —BOMABFERBRD L, FAX DEREICERT S,

T7AT 04—

T7ATIA—ILEE. HBDAVE1—FORYET—VENBBRIYNT—VDERICHESN. AN DEEZD
H-EHHL. NSO RBA LR ERETHODY IR T O, DATLREDIE,

PC

PC (Personal Computer) &I, EARIFTO/NE  AEJEHERDOARAIVEL—2REDI L,

NTP H—/\—

NTP (Network Time Protocol) [ICTHRERZID T —2EEETHH—/\—VIrIzT7DIL,
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(7)

(8)

(9)

LDAP H—/— (57 R L R R)

LDAP H#—/3—& (&, LDAP (Light Directory Access Protocol) ZF|IFAL T, /22— yrEED TCP/IP v
PO —ICBWTERENICEREINSTAL VNI B —ERICTIELRTEHDY—N—YIT 0T DL &
f=. TD &% LDAP Y —/I\—YTb Iz 7HEIEL TS Y —/\—H{A% 15T . LDAP H—/\—[ZTF7FL Rk
ZEBL . FAX T—EDBEEREICHERAT 5,

DNS H—/\— | SMTP H—/\—

DNS H—/3—&(d. DNS(Domain Name System)Z#ALT. AR YT —ORNDEH—/N—8&% IP 7K
LRIZEMT BI=ODH—/N—VTrIIT DL, Ff=, TN LI DNS H—/N\—VYITrI7HABEL TV
H—N\—H#KEHE T, SMTP H—/\—&(d. SMTP(Simple Mail Transfer Protocol) #FIAL T, 12 4—Xy
MEED TCPIP 2 ybT—IZENWTIREMIZEASN S A—ILELEET =HD Y —/N\—YT DI T DL,
Ft=. TD L% SMTP H—N\—Y TR 7 NEEL TV Y — /N —BAREIE T AX v T—EDA—ILEE
RIZERT %, DNS H—/3\—& SMTP H—/\—[& M L THRELTERLY,

SMB H#—/\— | FTP H—/\—

SMB H—/\—<&Id. SMB(Server Message Block)ZFFALT. #2vbT—% (LAN) L DEH D Windows O
E1—2BICTI7AINHEBOT)UA—RELBEETIRODY—IN—Y T IzTDIE, 2. TD&5% SM
B H—/N\—YIrIT7NEEL TS Y —/\—HREIET , FTP Y—/\—£&I[&, FTP(File Transfer Protocol)
ZHALT. 77MILDEZEETIODY—N—VITrIIT DL, T, TD LS4 FTP H—/3—Y T+
IT7HEMELTWAS Y —N—EZEIE T B —/N\—E3 XX v T—2RUY FAX ZIEET—2DEEMAICfHEA
%,

(10) TV B—KZ1/\—

TYoB—RSAN—=¢(F, aAVEa—4anST) U A— R LTRET B HITBRERY I I 7D E, OS
[ZAN—R 7§ DHEEEE BINT BT NARARSAN—D—FETHY . BEIIT)2—DHEE, R 0S
DEFECLIZEAEDLDONBESLLD,

(11) 75 4—

TP —LIE T—EOEREFLF M THETH-HDYIRIITDIE,

(12) Web Config

TAA—ITYUEMFP [CABESNTI-HEED &, TV 3—F-ITEEHD IP7RLRIZHLT, T30
HIZCT7OtERTBIEICKY, EBERE (TIVIEE. AT —ORTE. FIAEFIRERE. BEE/XRT—F
BEE)EITOICENTREE D,

1.3.3.TOE DX ELFa T
ATOE DFEELEXUTAHEEZXLITIZRT .

1)

()

®3)

2 —H A - FREE AR RE

TOE [Zxt9 2 FIAEZH BRI T D HaE
MAZET—27 VR H e
FAET—RIKT HIRELHIET DHEEE
TOE HEET & A il it RE
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TOE #REZHIl{HI S D HERE
(4) EF1)T1EEREE
XU THRET EET HIRE
(5) BET—HHEMEE
HIBREN =X ERUV—FMICRFEINT-XEZ HDD XU Flash ROM hoFEL£ITHEEL. BRIAFRAIET S
HaE
(6) BT AMHEE
TSF O—EKR Y TSF ZITA—FNEETHAHEE MFP KRR BIFF I THREE T S8 AE
(7) BEEDTHEEE
TOE OERARUVEFIT(EAEEREEENT ELTEREL. SR DM
(8) TUbT—UREMEE
LAN FIFEF, RybT—IDEBICLDEHRRAVRUVHREZ LT HHHE

1.4. TOE Description
AEX FIAEEE. REESE. TOE OMIEMEF. H/4 4 X, TOE ORIEBAIEEFE. R TOE [TWHEA TOE KL
NDIN—F T I DT IT7— LI T7HET,

1417 AEES
A TOE DFFEEFEZR 1-1I1ZR7

® 1-1. FAEER
E2xa E&
U.USER Any authorized User.
FRAE
U.NORMAL A User who is authorized to perform User Document Data processi
— R AE ng functions of the TOE.
U.ADMINISTRATOR A User who has been specifically granted the authority to manage
EEE some portion or all of the TOE and whose actions may affect the T
OE security policy (TSP). Administrators may possess special privile
ges that provide capabilities to override portions of the TSP.
142 {REEE

R & E LI, User Data, TSF Data, & U Functions DZ&TH 5.

(1) User Data
User Data &l&. A—HICK>THER SN S TOE DX 1) TAHEEICITEEEZ SR LT —2DILETHY. LITF 2
BEICHEEND,

% 1-2. User Data

e PP TOEZ
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D.DOC User Document Data consist of the information contained in a user’'s document. This inclu
des the original document itself in either hardcopy or electronic form, image data, or resid
ually stored data created by the hardcopy device while processing an original document a

nd printed hardcopy output.

D.FUNC User Function Data are the information about a user’s document or job to be processed
by the TOE.

(2) TSF Data
TSF Data &(%, TOE QX o) TA¥EEICEEEE5Z 5T —2NDETHY., LT 2 BEICHFESNDS,
#* 1-3. TSF Data

AR PP TOEZR

D.PROT TSF Protected Data are assets for which alteration by a User who is neither an Administr
ator nor the owner of the data would have an effect on the operational security of the T

OE, but for which disclosure is acceptable.

D.CONF TSF Confidential Data are assets for which either disclosure or alteration by a User who i

s neither an Administrator nor the owner of the data would have an effect on the operati

onal security of the TOE.

K TOE W& ET S TSF T—42%K 141257,
£ 1-4. KATOE NN HZLET B TSFT—4

22y A STTHTSF 7—4 NE
D.PROT | —f&FIFAZ#& User ID U.NORMAL D517 #R
EH#E User ID U.ADMINISTRATOR M 5I1& ¥R
31 FAdministrator At S5&h B
RAEXVYUIFAXIBFA—ILDE | TRLRIR
EERVRNERZIETRFLRT VY
D3JRT—RZAQY TadBERE
IRRT—RRYS— NRAT—RDXFE, RUHBIZET 5 EHER
BIZESAT—RTE BRSNS OOT Ay arEBEMICR T I SR RHER
EEEDIMRT (REARIL) | BESRILOEEER AN L/EMN LT DR TEER
FIAEHIRERE Web Config M 55X TE I B3 &2 SR E 1H R (FIAEEE A ET)
IPsec ME&XTE IPsec IZB89 HERE1FR
FFZIE% E Bl D&% E 1R #R
FYRT—IRE TR =Y DR TEFER
T7—LITT7DTEEMREL | 77— LDIT7DI7AILLEESNIz/ W a(E
Df=bD Ny 2lE TOE RIZ#&#END
D.CONF | —f&FIRAE/SRT—F U.NORMAL D EREFESR
EWEE/NNRT—K U.ADMINISTRATOR D EREEIF#R
8
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A=Y —NN—PTF7 LY —
N—REDNEREEIZT I+
AT BF=HDINRAT—F

A= WP —IN—ATHIERTB=HD/INRAT—K
T7AIWNYG—IN—A~ATIERTE-ODI/INAT—K

BEEny EEOJHEEIZKYERSIN DO R
IPsec DERTE AR IPsec IZE VLTIV ELESHE

(3) Functions

Functions &l & 2-1 IZRIHREDCETH S,

1.4.3.TOE DY H &
A TOE OWEBMEEREE 1-2 (27T,
X E HEXXE NREHR
I A A
A —E T B—ER FAXER

!

AU ER (T DUHIE, 2V A—3)

{ !

FIW
SoC (FO+wv¥) RAM Flash ROM
ESV Ry o
HDD A AB—TTAR BRIV
\1, |
LAN MAE

1-2. TOE O¥EEMIEEE

TOE [FAMER, TV 2—E REvF—E0.

FAX &8, YR T—0A4 23— A X $EE/\R )L, U HDD Hi5

BREN MFP TH5. B 1-2 DFEZRICEALT, LUTFIZHBAT S,

(1) A2EMR

A BERET, BFE R PEERE(IC).

2) FW

ENoEERT HAERERLEEZEEEICREL-IBRDIL,
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3)

(4)

(5)

(6)

(7)

(8)

(9)

F/W (Firmware) &ld, AV E1—8GEICRBENDY I T D—BTHY . KANBOEBROEELZED
EXMEHEZER SHEEZFHDOLODIL,

SoC(Fatv#)

SoC(FatyH) Lid. FEBDHIEOT—2DFHE - MIZTIEBEDNI L, ARVICRESA-TAT S LE
EITL. ANEECREEENST —HERITIY . EE-MIL-LT HAZECEREEICHNT S,
RAM

RAM(Random Access Memory) &I, T—2DHEE-EEFMANABELATVEBEDI L EBRNOECICER
BENn=T—ATHOTELELVBRTRAZE (SUFT LTIER) TEHIENTESN ., BRENUINDIEAEY
EDOTF—EHMEZD,

Flash ROM

Flash ROM(Read Only Memory) &l&, T—2DEE - EFMANARGATVEBED L, BESUINTHA
T EDOT—EIEHZLELY,

T)oH—

T A—EREIE. T MEBEDHIHERELIZRD L,
AxvF+—HB

AFvF—EElE AFv U HEEDHIEZEEEL-BEDIL,
FAX &3

FAX E&(. FAX #EREDFIHZEZEL-EB RN &,
FYRNT—=DALB—DIA(R
FTYRT—HALB—DTALREIE. MFP % LAN (2T AT-DDEBD L,

(10) B4/ 2RI

BAEIRRILEITMFP 22595 -0D1—H A A—TJ1(REBD L,

(11) HDD

HDD(Hard Disk Drive) &l&, T—2%ERIETHEED &,

1LA4A4HFAFVR
A TOE #HEHTHIHAFVRER 1-5I12FF,

% 15 TOEZBHTIHMFR—8&

& Ver.
A—H—XHAK NPD5875-00 JA
AT LEBEAAR NPD5680-01 JA
X )T —HEEEHEA AR NPD5895-00 JA
CEADRIC 4135818-00
User’s Guide NPD5875-00 EN
Administrator’s Guide NPD5680-01 EN
Supplemental Security Guide NPD5895-00 EN
Before Use 4135818-00
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1.4.5.TOE O &E
A TOE OHREBMEREZE 1-3 (277,
FIFASE HETE NEEEE
A A A
TOE v i U7 (e
v
=
1)Lk aE pUMIN S FAX#EAE MRS
HED ks
N
ey ks
———=]
A
v ¥ —
1B - R HpEET—Y BT — Y%
88 U R Hs2 i g =Er-) -
5 i3
TOE#E&E
{abi i 3 = e | . j ﬂ rl ~
Eu I:I [ [ W ™ = Y -
O/ REEE E— ez 4 ?E {I 2 _ 0@
b 77 TREPC
1T SRR AE RE
= g
$ c——o
FFEEPC
HDD

® 1-3. TOE OREBHHE
1-3 DEEFRICELT, UTIZERERAT 5,

& TOE MR HEKRMHAE
(1) T EE

D747 UG LAN ZBEHLTRIELI-T ORIV X ELHIRIT HH#8E
(2) RFrHEE

FAFICEDBRENRUDLDEREICLY, MXEEHRARY . TORIIVXELTERT DAL
(3) aF—HkgE

FAFICEDBRENRUDOLDEBREIZEY, MXELHRARY . TOEBEESERIT 5146
(4) FAX #gE

SR FAX IST DRIV ETRIET DAL (FAX EEHER) RUSE FAX DS TORIIVNELZIET DR (F

AX Z{EHHEE)

- FAX E{EMEE

ARERENLTT ORILXEENERD FAX FEITEIET DHERE
- FAX 258t
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(5) XEDRFLEMYELEEE
TOE REIZTORANNEZREL. TORFLTOAILXELRY HTH#EE
- FAX Ry R HHE
FAX #EEICR BT ORI X ELRTFTT HHEE
(6) HEATATAVEI—TTARHEE
TOE OFIAZBENISAT 2k PC his TOE #E—MEIET BT DHHE
(7) #BRYE/ARILBERE
BAE AR ILEHIET D8R

€ TOE MR HtFalT1HAE
(1) —H#ER- R AL
TOE [Zxt9 2 FIAEZH BRI T S HaE
(2) FAFBT—ET7 U RGIEHEE
FRET RIS DRELHIE T SRR
(3) TOE HERET Ut Al fHIHLRE
TOE #REZHIl{HI S DHERE
(4) EF1)T1EEREE
X THRRET EIET HIRE
(5) BET—HHEMEE
BIBRSN-XERUV—BHICHRFESNI-XEZ HDD RU Flash ROM hoE2ITHEL. BFIATAIET S
HaE
(6) BT AMHEE
TSF O—E KRV TSF EITA—RBNEETH A EE MFP RIKEENBF IR LT S 8E
(7) EBEEOJHEEE
TOE OERARUEFIT(EEEREEENT ELTRHEL. SR DM
(8) TUbT—UREMEE
LAN FIFEF, RybT—IDEBICLDEHRMRAVRUVHREZHLE T SRS

1.4.6.TOE [ZWAEL TOE LIS DIN—KT TP/ I T I T7—LHTTF
TOE #FAT2=HIZIE. LTDYVIL Iz T RUVFNONEMET BN—FITHULETHD,
& 1-6. TOE [ZHEX TOE LS DYIRI7

VYIkoxT FHf I TERAL/\—23y

NTP H—/\— Microsoft Windows Server 2012 R2 Standard
LDAP H—/\— Microsoft Windows Server 2012 R2 Standard
DNS H#—/\— Microsoft Windows Server 2012 R2 Standard
SMTP H—/\— hMailServer 5.6.6-B2383

SMB H#—/\— Microsoft Windows Server 2012 R2 Standard
FTP H—/\— Microsoft Windows Server 2012 R2 Standard
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T B—KSA /13—

Microsoft Windows Fd
B A&k : Epson Printing System(J) Version 2.67.00
BEERR : Epson Printing System(A) Version 2.67.00

IS5 —

Internet Explorer 11

KEERT )V F—RS41N—D, () ADXFERSAN\—& A Rb—)LLT= PC DRA LY —2ERT,
AT % PC DALY —UALRBRUNDIBE. ( )RIZZ"WHARTENEH, A—DTIVE8—FF51/3—

THdo

1.5. AE-1R:E

R L7I2BVT A STICEITAHEDAERVBENEREEERT 5.

*x 1-7. HE-IREE

Pz

ik

—fi&F| & User ID

U.NORMAL, D.DOC XU D.FUNC [Zff5EShBEH
U.NORMAL IZ—ED#EFIFHhfFE5EEIND

FIRAERE

U.USER IZft5E2nbEHE
—RFAERVEBRENHD
U.NORMAL IZ—f&FIFH#& . U ADMINISTRATOR [ZEEEMN{TEEINS

F ABERE) A+

U.NORMAL IZft5EEhdEH

U.NORMAL 2L T, FIRZHFRISN-HBEED XD T 5EEND

T MERE (PRT) . ¥ v #8E (SCAN) . JE—#EE (CPY) . FAX 2{S#8E (FAXI
N) . FAX X {EH8E (FAXOUT) . RUXEDRF LY H LEEE (DSR) M\H 5

MFP ##E TOE HMMRHET BT MMEEE. REvU#EE. JE—H#RE. FAX #EE. RUXEDORE
EERY H U RE D FAFR
HERETE B MFP #8EICfF 5SS EMN
TUUREH. REr B JE—BHE. FAX B RUXEDREFLRYELEMD
Hd
XEFHREM D.DOC R U D.FUNC IZft5&h B E M
T REvrr, OE— FAX Z{E. FAX £E. RUXEDORFLRYHLAH D
>ad D.DOC [Z%9 % MFP HEEIC KD NEDRHIEMN ST TETOUNEBEFDI L

ISR —RFEERICaT

—RFAE User ID RU—EFIAEZE/NRT—FRME NS -ERIZaTDIE
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2. Conformance Claims
REL, BEEREELT

2.1. CC Conformance Claim
ASTDCCHEAEFRELUTIZERT .
Common Criteria version: Version 3.1 Release 4

Common Criteria conformance: Part 2 extended and Part 3 conformant

2.2. PP Conformance Claim
A STDPPEREREUTIZEY,
PP identification: U.S. Government Approved Protection Profile — U.S. Government
Protection Profile for Hardcopy Devices Version 1.0
(IEEE Std 2600.2 TM-2009)
PP version: 1.0
¥ KPP I[XCommon Criteria Portal IZ#5&&LTLVSIIEEE Standard Protection Profile for Hardcopy De
vices in IEEE Std 2600-2008, Operational Environment BJIZ@# &L . M 2DICCEVS Policy Letter #20]
BiE-LTL%,

2.3. Package Conformance Claim

A ST O Package #& E3RF LU TIZEET .

This ST conforms to Common Criteria Evaluation Assurance Level (EAL) 2 augmented by ALC_FLR.2.

SFR Packages conform to PP are as follows.

- 2600.2-PRT, SFR Package for Hardcopy Device Print Functions, Operational Environment B (Pack
age Version 1.0, dated March 2009)

- 2600.2-SCN, SFR Package for Hardcopy Device Scan Functions, Operational Environment B (Pack
age Version 1.0, dated March 2009)

- 2600.2-CPY, SFR Package for Hardcopy Device Copy Functions, Operational Environment B (Pack
age Version 1.0, dated March 2009)

- 2600.2-FAX, SFR Package for Hardcopy Device FAX Functions, Operational Environment B (Packa
ge Version 1.0, dated March 2009)

- 2600.2-DSR, SFR Package for Hardcopy Device Document Storage and Retrieval (DSR) Functions,
Operational Environment B (Package Version 1.0, dated March 2009)

- 2600.2-SMI, SFR Package for Hardcopy Device Shared-medium Interface Functions, Operational E
nvironment B (Package Version 1.0, dated March 2009)

2.4. SFR Package functions
Functions perform processing, storage, and transmission of data that may be present in HCD products.

The functions that are allowed, but not required in any particular conforming Security Target or Protec

14
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tion Profile, are listed in & 2-1.

%+ 2-1. SFR Package functions

A FR E&E

F.PRT Printing: a function in which electronic document input is converted to physical document
output

F.SCN Scanning: a function in which physical document input is converted to electronic document
output

F.CPY Copying: a function in which physical document input is duplicated to physical document o
utput

F.FAX Faxing: a function in which physical document input is converted to a telephone-based do
cument facsimile (fax) transmission, and a function in which a telephone-based document
facsimile (fax) reception is converted to physical document output

F.DSR Document storage and retrieval: a function in which a document is stored during one job
and retrieved during one or more subsequent jobs

F.SMI Shared-medium interface: a function that transmits or receives User Data or TSF Data ov
er a communications medium which, in conventional practice, is or can be simultaneously
accessed by multiple users, such as wired network media and most radio-frequency wirele
ss media

2.5. SFR Package attributes

When a function is performing processing, storage, or transmission of data, the identity of the function

is associated with that particular data as a security attribute. This attribute in the TOE model makes i

t possible to distinguish differences in Security Functional Requirements that depend on the function b

eing performed. The attributes that are allowed, but not required in any particular conforming Security

Target or Protection Profile, are listed in & 2-2.

#F 2-2. SFR Package attributes

& ER
+PRT Indicates data that are associated with a print job.
+SCN Indicates data that are associated with a scan job.
+CPY Indicates data that are associated with a copy job.
+FAXIN Indicates data that are associated with an inbound (received) fax job.
+FAXOUT | Indicates data that are associated with an outbound (sent) fax job.
+DSR Indicates data that are associated with a document storage and retrieval job.
+SMI Indicates data that are transmitted or received over a shared-medium interface.

2.6. PP Conformance Rationale
AE[X. PP O TOE #ERlED—EMEIR. PP DX T REE X TAERAHED—EMH TR, RU PP
DEX )T EHED—BEMHEREZTT .
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2.6.1.PP @ TOE &Rl LD —E IR

A TOE (&, T MEEE. RFvUHEE. OE —HEEE. FAX #8E. XEDRFLMY B LEEE. RUKBFATATAU4
— A R¥EEEF TS MFP THAHZEMB, [2600.2, Protection Profile for Hardcopy Devices, Operational
Environment BIEEE D/ \—FIE—%EE (LLF, HCD &B8Y) EFERIIF—EBL TV A, F1=. K TOE (&, BRYSL A
BE’X HDD D REF MR AT LZERF-EL =8 . [2600.2, Protection Profile for Hardcopy Devices, O
perational Environment BJIZEZEIMNT= 7 DD SFR /Xvr—IM5%, [2600.2-NVS, SFR Package for Hard
copy Device Nonvolatile Storage Functions, Operational Environment B1%E&<6 DM SFR /Ny —2I#E
LTWL%,

2.6.2.PP DX )T/ RBELEX L) T4 /KA LEDO—EMEEIR
X)) T4REITEALT. K ST T PP ICTTEREINLGLETOEFX1) T RELLLE—THY. —ELTLS,
Frz X2 ToARAHICEALTOIT BEO X2 Toxi 5K At H 5 OE.AUDIT_STORAGE.PROTECTED &
OE.AUDIT_ACCESS.AUTHORIZED #%Hl&L. TOE O tFa!)ToxtK A E &L T O.AUDIT_STORAGE.PROTE
CTED & O.AUDIT_ACCESS.AUTHORIZED #:&/1LTL\%, O.AUDIT_STORAGE.PROTECTED & O.AUDIT_
ACCESS.AUTHORIZED #5179 N8 #%4EI%. OE.AUDIT_STORAGE.PROTECTED & OE.AUDIT_ACCESS.
AUTHORIZED IZTERSN TSI LLRFTH D,

2.6.3.PP DtEFa)T,EHLD—EMER
PP IZTEREND SFR EARSTIZCTHET S SFREE 2-312FY,
# 2-3. SFR OBE®

PP [CTEREN S SFR AR STICTHET S SFR
FAU_GEN.1 FAU_GEN.1
FAU_GEN.2 FAU_GEN.2
FAU_SAR.1
FAU_SAR.2
FAU_STG.1
FAU_STG.4
FDP_ACC.1(a) FDP_ACC.1(a)
FDP_ACC.1(b) FDP_ACC.1(b)
FDP_ACF.1(a) FDP_ACF.1(a)
FDP_ACF.1(b) FDP_ACF.1(b)
FDP_RIP.1 FDP_RIP.1
FIA_AFL.1
FIA_ATD.1 FIA_ATD.1
FIA_SOS.1
FIA_UAU.1 FIA_UAU.1
FIA_UAU.7
16
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FIA_UID.1

FIA_UID.1

FIA_USB.1

FIA_USB.1

FMT_MSA.1(a)

FMT_MSA.1(a)

FMT_MSA.1(b)

FMT_MSA.1(b)

FMT_MSA.3(a)

FMT_MSA.3(a)

FMT_MSA.3(b)

FMT_MSA.3(b)

FMT_MTD.1 FMT_MTD.1
FMT_SMF.1 FMT_SMF.1
FMT_SMR.1 FMT_SMR.1
FPT_FDI_EXP.1 FPT_FDI_EXP.1
FPT_STM.1 FPT_STM.1
FPT_TST.1 FPT_TST.1
FTA_SSL.3 FTA_SSL.3
FTP_ITC.1 FTP_ITC.1

A ST TlE. PP [CTEREINDETH SFR ZEALE=L T, L\2HMD SFR ZEBML TS, £ PP IZHIFTS S
FR M>%., FDP_ACF.1.3(b)Zk<. £TD SFR &A ST [CTHRET S SFR [E2<FA—TH 5, PP [ZH1T5 FDP_
ACF.1.3(b)l&. BEEERICTIRIET 51— ICTOEMEEDIRMEE LTI T 52 LLHH>TLBDDITRHLT. A S
T TIEFT) U MERED —EB (ENRI) ZHIFRL TULVS, > T. & ST T® FDP_ACF.1.3(b)(X. PP IZ#(+% FDP_ACF.
1.3(b)LYLHIRHITHS,

Ff=. PP Tl&. Common Access Control SFPI[ZULVNT, D.FUNC [Z® L TIE{EMModify | £1EElDelete I1ZE &L
T3, LML, A TOE Tl&. D.FUNC IZx 9 B2 /ETModify 1ZEFRTLAE LY, CZhld PP KLY HIBRAIZE 7 0t R Hl 1]
THbd,

WOT. A ST X PP ITHLTHEF. £, JYFIRKTHESEM G, PP ITHLTERIBESL TL S,
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3. Security Problem Definition
AEX BH. BBOEX1)T4HE. RURHREH%ET .

3.1. Threats agents

This security problem definition addresses threats posed by four categories of threat agents:

a) Persons who are not permitted to use the TOE who may attempt to use the TOE.

b) Persons who are authorized to use the TOE who may attempt to use TOE functions for which th
ey are not authorized.

c) Persons who are authorized to use the TOE who may attempt to access data in ways for which t
hey are not authorized.

d) Persons who unintentionally cause a software malfunction that may expose the TOE to unanticipat
ed threats.

The threats and policies defined in this Security Target address the threats posed by these threat age

nts.

3.2. Threats to TOE Assets
This section describes threats to assets described in 1.4.2.
#& 3-1. Threats to User Data for the TOE

Threat Affected asset Description
T.DOC.DIS D.DOC User Document Data may be disclosed to unauthorized persons
T.DOC.ALT D.DOC User Document Data may be altered by unauthorized persons
T.FUNC.ALT D.FUNC User Function Data may be altered by unauthorized persons

% 3-2. Threats to TSF Data for the TOE

Threat Affected asset Description
T.PROT.ALT D.PROT TSF Protected Data may be altered by unauthorized persons
T.CONF.DIS D.CONF TSF Confidential Data may be disclosed to unauthorized persons
T.CONF.ALT D.CONF TSF Confidential Data may be altered by unauthorized persons

3.3. Organizational Security Policies for the TOE
This section describes the Organizational Security Policies (OSPs) that apply to the TOE. OSPs are us
ed to provide a basis for Security Objectives that are commonly desired by TOE Owners in this operat
ional environment but for which it is not practical to universally define the assets being protected or th
e threats to those assets.

# 3-3. Organizational Security Policies for the TOE

Name Definition

P.USER.AUTHORIZATION To preserve operational accountability and security, Users will be aut

horized to use the TOE only as permitted by the TOE Owner.

18
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P.SOFTWARE.VERIFICATION To detect corruption of the executable code in the TSF, procedures

will exist to self-verify executable code in the TSF.

P.AUDT.LOGGING

To preserve operational accountability and security, records that provi
de an audit trail of TOE use and security-relevant events will be cre
ated, maintained, and protected from unauthorized disclosure or alter

ation, and will be reviewed by authorized personnel.

P.INTERFACE.MANAGEMENT To prevent unauthorized use of the external interfaces of the TOE, o

peration of those interfaces will be controlled by the TOE and its IT

environment.

3.4. Assumptions

The Security Objectives and Security Functional Requirements defined in subsequent sections of this S

ecurity Target are based on the condition that all of the assumptions described in this section are sati

sfied.

# 3-4. Assumptions for the TOE

Assumption

Definition

A.ACCESS.MANAGED

The TOE is located in a restricted or monitored environment that provides p
rotection from unmanaged access to the physical components and data inter
faces of the TOE.

A.USER.TRAINING

TOE Users are aware of the security policies and procedures of their organi
zation and are trained and competent to follow those policies and procedure

S.

A.ADMIN.TRAINING

Administrators are aware of the security policies and procedures of their org
anization, are trained and competent to follow the manufacturer’s guidance a
nd documentation, and correctly configure and operate the TOE in accordan

ce with those policies and procedures.

A.ADMIN.TRUST

Administrators do not use their privileged access rights for malicious purpos

es.
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4. Security Objectives

AEL TOE tFa T+ KA, ERREDEX 1T 3KAH . RUtEFa) T RAEHIBUER T,

4.1. Security Objectives for the TOE

This section describes the Security Objectives that the TOE shall fulfill.
& 4-1. Security Objectives for the TOE

Objective

Definition

0.DOC.NO_DIS

The TOE shall protect User Document Data from unauthorized d

isclosure.

0.DOC.NO_ALT

The TOE shall protect User Document Data from unauthorized a

lteration.

O.FUNC.NO_ALT

The TOE shall protect User Function Data from unauthorized alt

eration.

O.PROT.NO_ALT

The TOE shall protect TSF Protected Data from unauthorized alt

eration.

O.CONF.NO_DIS

The TOE shall protect TSF Confidential Data from unauthorized

disclosure.

O.CONF.NO_ALT

The TOE shall protect TSF Confidential Data from unauthorized

alteration.

O.USER.AUTHORIZED

The TOE shall require identification and authentication of Users
and shall ensure that Users are authorized in accordance with s

ecurity policies before allowing them to use the TOE.

O.INTERFACE.MANAGED

The TOE shall manage the operation of external interfaces in ac

cordance with security policies.

O.SOFTWARE.VERIFIED

The TOE shall provide procedures to self-verify executable code
in the TSF.

O.AUDIT.LOGGED

The TOE shall create and maintain a log of TOE use and secur
ity-relevant events and prevent its unauthorized disclosure or alt

eration.

O.AUDIT_STORAGE.PROTECTED

The TOE shall ensure that audit records are protected from una

uthorized access, deletion and modifications.

O.AUDIT_ACCESS.AUTHORIZED

The TOE shall ensure that audit records can be accessed in or
der to detect potential security violations, and only by authorized

persons.

4.2. Security Objectives for the IT environment

This section describes the Security Objectives that must be fulfiled by IT methods in the IT environme

nt of the TOE.

20
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& 4-2. Security Objectives for the IT environment

Objective Definition

OE.INTERFACE.MANAGED The IT environment shall provide protection from unmanaged acc

ess to TOE external interfaces.

4.3. Security Objectives for the non-IT environment
This section describes the Security Objectives that must be fulfilled by non-IT methods in the non-IT e
nvironment of the TOE.

#& 4-3. Security Objectives for the non-IT environment

Objective Definition

OE.PHISICAL.MANAGED The TOE shall be placed in a secure or monitored area that provides pr

otection from unmanaged physical access to the TOE.

OE.USER.AUTHORIZED The TOE Owner shall grant permission to Users to be authorized to use
the TOE according to the security policies and procedures of their organi

zation.

OE.USER.TRAINED The TOE Owner shall ensure that Users are aware of the security policie
s and procedures of their organization and have the training and compete

nce to follow those policies and procedures.

OE.ADMIN.TRAINED The TOE Owner shall ensure that TOE Administrators are aware of the s
ecurity policies and procedures of their organization; have the training, co
mpetence, and time to follow the manufacturer’'s guidance and documenta
tion; and correctly configure and operate the TOE in accordance with tho

se policies and procedures.

OE.ADMIN.TRUSTED The TOE Owner shall establish trust that TOE Administrators will not use

their privileged access rights for malicious purposes.

OE.AUDIT.REVIEWED The TOE Owner shall ensure that audit logs are reviewed at appropriate

intervals for security violations or unusual patterns of activity.

4.4. Security Objectives rationale
This section demonstrates that each threat, organizational security policy, and assumption are mitigated
by at least one security objective for the TOE, and that those Security Objectives counter the threats,

enforce the policies, and uphold the assumptions.

21
©SEIKO EPSON CORPORATION 2017-2018. All rights reserved.



LX-10000F/LX-7000F/WF-C20590/WF-C17590 +¥a!)T7142—%4" vk Rev.10

%+ 4-4. Completeness of Security Objectives

9o
|
o|N
g
fa Ol T|a
w| 0 lElo|lm|lo
alo|W L2212 0|w
EIINEIP I E I
SEANEIPEEEEEEE
nl-l3l525|c|l=2|> ¥ 8L T2%9|Y
21Tz |z|alz T w|w|Qlel8laldlEl<|glzlS
DI S eS| 521222 EE W
SAEEIEIEI I E HEE IR IR IR EE
Z.Z.Q'l—'u.'u.'n:'fIE':'EE'-Ugﬁﬁiiﬁ
Qlo|z|lo|Z|Z|lu|Yin|a|s|5|E|lT|lw|n|alalD
o|0|S|x|O|0|lw|E|l0|D Zla|D|lDd|<|<|<
= | < - - ) ) ) S
QoL a|0OI2/=|90|<| | | |w|lw|w|w|w|w]|w
o|0|O0O|O0O|O|O|O|O|O|O|O|O|O|O|O|0O|0O|0O]|O
T.DOC.DIS v v v
T.DOC.ALT v v v
T.FUNC.ALT v v v
T.PROT.ALT v v v
T.CONF.DIS v v v
T.CONFALT Va4 v
P.USER.AUTHORIZATION v v
P.SOFTWARE.VERIFICATION v
P.AUDIT.LOGGING VA4 R4 v
P.INTERFACE.MANAGEMENT v v
A.ACCESS.MANAGED v
A.USER.TRAINING v
A.ADMIN.TRAINING v
A.ADMIN.TRUST v

%+ 4-5. Sufficiency of Security Objectives

Threats. policies, and assum

ptions

Summary

Objectives and rationale

T.DOC.DIS

User Document Data may be
disclosed to unauthorized p

ersons.

0O.DOC.NO_DIS protects D.DOC from u

nauthorized disclosure.

O.USER.AUTHORIZED establishes user
identification and authentication as the

basis for authorization.

OE.USER.AUTHORIZED establishes res
ponsibility of the TOE Owner to approp

riately grant authorization.
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T.DOC.ALT

User Document Data may be
altered by unauthorized per

sons.

O.DOC.NO_ALT protects D.DOC from u

nauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the

basis for authorization.

OE.USER.AUTHORIZED establishes res
ponsibility of the TOE Owner to approp

riately grant authorization.

T.FUNC.ALT

User Function Data may be
altered by unauthorized pers

ons.

O.FUNC.NO_ALT protects D.FUNC from

unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the

basis for authorization.

OE.USER.AUTHORIZED establishes res
ponsibility of the TOE Owner to approp

riately grant authorization.

T.PROT.ALT

TSF Protected Data may be
altered by unauthorized pers

ons.

O.PROT.NO_ALT protects D.PROT from

unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the

basis for authorization.

OE.USER.AUTHORIZED establishes res
ponsibility of the TOE Owner to approp

riately grant authorization.

T.CONF.DIS

TSF Confidential Data may b
e disclosed to unauthorized

persons.

O.CONF.NO_DIS protects D.CONF from

unauthorized disclosure.

O.USER.AUTHORIZED establishes user
identification and authentication as the

basis for authorization.

OE.USER.AUTHORIZED establishes res
ponsibility of the TOE Owner to approp

riately grant authorization.

T.CONFALT

TSF Confidential Data may b
e altered by unauthorized pe

rsons.

O.CONF.NO_ALT protects D.CONF from

unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the

basis for authorization.

OE.USER.AUTHORIZED establishes res

23

©SEIKO EPSON CORPORATION 2017-2018. All rights reserved.




LX-10000F/LX-7000F/WF-C20590/WF-C17590 +¥a!)T7142—%4" vk Rev.10

ponsibility of the TOE Owner to approp

riately grant authorization.

P.USER.AUTHORIZATION

Users will be authorized to u
se the TOE.

O.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization to use the TO
E.

OE.USER.AUTHORIZED establishes res
ponsibility of the TOE Owner to approp

riately grant authorization.

P.SOFTWARE.VERIFICATION

Procedures will exist to selfv
erify executable code in the
TSF.

O.SOFTWARE.VERIFIED provides proc
edures to self-verify executable code in
the TSF.

P.AUDIT.LOGGING

An audit trail of TOE use an
d security-relevant events will
be created, maintained, prot

ected, and reviewed.

O.AUDIT.LOGGED creates and maintain
s a log of TOE use and security-releva
nt events and prevents unauthorized di

sclosure or alteration.

O.AUDIT_STORAGE.PROTECTED prote
cts audit records from unauthorized acc

ess, deletion and modifications.

O.AUDIT_ACCESS.AUTHORIZED provid
es appropriate access to audit records

only by authorized persons.

OE.AUDIT.REVIEWED establishes respo
nsibility of the TOE Owner to ensure th
at audit logs are appropriately reviewe
d.

P.INTERFACE.MANAGEMEN
T

Operation of external interfac
es will be controlled by the

TOE and its IT environment.

O.INTERFACE.MANAGED manages the
operation of external interfaces in acc

ordance with security policies.

OE.INTERFACE.MANAGED establishes
a protected environment for TOE extern

al interfaces.

A.ACCESS.MANAGED

The TOE environment provid
es protection from unmanage
d access to the physical co
mponents and data interface
s of the TOE.

OE.PHYSICAL.MANAGED establishes a
protected physical environment for the
TOE.

A.USER.TRAINING

Administrators are aware of

OE.USER.TRAINED establishes respons
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and trained to follow security

policies and procedures.

ibility of the TOE Owner to provide app

ropriate User training.

A.ADMIN.TRAINING

TOE Users are aware of an
d trained to follow security p

olicies and procedures.

OE.ADMIN.TRAINED establishes respon
sibility of the TOE Owner to provide ap

propriate Administrator training.

A.ADMIN.TRUST

Administrators do not use th

eir privileged access rights fo

r malicious purposes.

OE.ADMIN.TRUSTED establishes respo
nsibility of the TOE Owner to have a tr

usted relationship with Administrators.
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5. Extended components definition
This Security Target defines components that are extensions to Common Criteria 3.1 Revision 2, Part
2. These extended components are defined in the Security Target but are used in SFR Packages and,

therefore, are employed only in TOEs whose STs conform to those SFR Packages.

5.1. FPT_FDI_EXP Restricted forwarding of data to external interfaces
Family behavior:
This family defines requirements for the TSF to restrict direct forwarding of information from one extern

al interface to another external interface.

Many products receive information on specific external interfaces and are intended to transform and pr
ocess this information before it is transmitted on another external interface. However, some products m
ay provide the capability for attackers to misuse external interfaces to violate the security of the TOE
or devices that are connected to the TOE's external interfaces. Therefore, direct forwarding of unproce
ssed data between different external interfaces is forbidden unless explicitly allowed by an authorized a

dministrative role. The family FPT_FDI_EXP has been defined to specify this kind of functionality.

Component leveling:

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces 1

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces provides for the functionality to req
uire TSF controlled processing of data received over defined external interfaces before these data are
sent out on another external interface. Direct forwarding of data from one external interface to another

one requires explicit allowance by an authorized administrative role.

Management: FPT_FDI_EXP.1

The following actions could be considered for the management functions in FMT:

a) Definition of the role(s) that are allowed to perform the management activities

b) Management of the conditions under which direct forwarding can be allowed by an administrative r
ole

¢) Revocation of such an allowance

Audit: FPT_FDI_EXP.1
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in th
e PP/ST:

There are no auditable events foreseen.

Rationale:

26
©SEIKO EPSON CORPORATION 2017-2018. All rights reserved.



LX-10000F/LX-7000F/WF-C20590/WF-C17590 +¥a!)T7142—%4" vk Rev.10

Quite often, a TOE is supposed to perform specific checks and process data received on one external
interface before such (processed) data are allowed to be transferred to another external interface. Ex
amples are firewall systems but also other systems that require a specific work flow for the incoming
data before it can be transferred. Direct forwarding of such data (i.e., without processing the data first)
between different external interfaces is therefore a function that—if allowed at all—can only be allowe

d by an authorized role.

It has been viewed as useful to have this functionality as a single component that allows specifying th
e property to disallow direct forwarding and require that only an authorized role can allow this. Since t
his is a function that is quite common for a number of products, it has been viewed as useful to defin

e an extended component.

The Common Criteria defines attribute-based control of user data flow in its FDP class. However, in thi
s Security Target, the authors needed to express the control of both user data and TSF data flow usi
ng administrative control instead of attribute-based control. It was found that using FDP_IFF and FDP_
IFC for this purpose resulted in SFRs that were either too implementation-specific for a Security Target
or too unwieldy for refinement in a Security Target. Therefore, the authors decided to define an exten

ded component to address this functionality.

This extended component protects both user data and TSF data, and it could therefore be placed in e
ither the FDP or the FPT class. Since its purpose is to protect the TOE from misuse, the authors beli
eved that it was most appropriate to place it in the FPT class. It did not fit well in any of the existing

families in either class, and this led the authors to define a new family with just one member.

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces
Hierarchical to: No other components
Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles
FPT_FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on [assignment; list of
external interfaces] from being forwarded without further processing by the TSF to

[assignment: list of external interfaces].
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6. Security Requirements
AREF, EF)TAHEEERN. X T REEEHS. RUtEF T EHRRZRL T,

6.1. Security Functional Requirements
AER EEX 1) T HEEGHDORIERRERT.

6.1.1.Class FAU: Security audit
FAU_GEN.1 Audit data generation
Hierarchical to:  No other components

Dependencies: FPT_STM.1 Reliable time stamps

FAU GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:

- Start-up and shutdown of the audit functions;

- All auditable events for the [selection, choose one of: minimum, basic, detailed, not specified]

level of audit; and

- all Auditable Events as each is defined for its Audit Level (if one is specified) for the

Relevant SFR in & 6-1; [assignment: other specifically defined auditable events]

[selection, choose one of: minimum, basic, detailed, not specified]
- not specified

[assignment: other specifically defined auditable events]

- 7L
® 61 BEENZRER
EENRER FE:& SFR EELANL BANER 2

REIAN=XLDOFEAICKE | FIA_UAU.1 VN FL AT A RED KK
AN X LDFEAIZHED AT A AREDRTH
BAAN=XLOFEAICKE | FIA_UID.1 K FAERNORT | AT AU BEEDOKRK(FIA
BRI AN X LDOERIZHE (BT 5155) EHHAEBREED)

AT A AREDRTH
EEREREDFERA FMT_SMF.1 =/ 7L EEHEE(R 6-113B)D

EiEz S
BREDO—BELIFMAEY | FMT_SMR.1 | &/ 7L REIFR U EEEREL
=T DHRE
BROLTE FPT_STM.1 =/ 7L BFZRIDER
BIEFEFYRILEEEDXRK | FTP_ITC.1 =/ BIEX IP PRLR | IPsec BIEDRHK

FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:

- Date and time of the event, type of event, subject identity (if applicable), and the outcome

28
©SEIKO EPSON CORPORATION 2017-2018. All rights reserved.




LX-10000F/LX-7000F/WF-C20590/WF-C17590 +¥a!)T7142—%4" vk Rev.10

FAU_GEN.2

FAU_GEN.2.1

FAU_SAR.1

FAU_SAR.1.1

FAU_SAR.1.2

FAU_SAR.2

FAU_SAR.2.1

FAU_STG.1

(success or failure) of the event; and

- For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, for each Relevant SFR listed in & 6-1: (1) the
information as defined by its Audit Level (if one is specified), and (2) all Additional

Information (if any is required); [assignment: other audit relevant information]

[assignment: other audit relevant information]
- L

User identity association
Hierarchical to:  No other components
Dependencies: FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification
For audit events resulting from actions of identified users, the TSF shall be able to associate each

auditable event with the identity of the user that caused the event.

Audit review

Hierarchical to:  No other components

Dependencies: FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: authorised users] with the capability to read [assignment: list of

audit information] from the audit records.

[assignment: authorised users]
- EHEE
[assignment: list of audit information]

- R ELICTRIEEXNRER

The TSF shall provide the audit records in a manner suitable for the user to interpret the

information.

Restricted audit review

Hierarchical to: No other components
Dependencies: FAU_SAR.1 Audit review

The TSF shall prohibit all users read access to the audit records, except those users that have been

granted explicit read-access.

Protected audit trail storage

Hierarchical to: No other components
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Dependencies: FAU_GEN.1 Audit data generation
FAU STG.1.1 The TSF shall protect the stored audit records in the audit trail from unauthorized deletion.

FAU STG.1.2 The TSF shall be able to [selection, choose one of: prevent, detect] unauthorized modifications to

the stored audit records in the audit trail.

[selection, choose one of: prevent, detect]

- prevent

FAU STG.4 Prevention of audit data loss
Hierarchical to: FAU_STG.3 Action in case of possible audit data loss
Dependencies: FAU_STG.1 Protected audit trail storage

FAU STG.4.1 The TSF shall [selection, choose one of: “ignore audited events™, “prevent audited events, except
those taken by the authorised user with special rights”, ““overwrite the oldest stored audit records™]

and [assignment: other actions to be taken in case of audit storage failure] if the audit trail is full.

[selection, choose one of: “ignore audited events™, “prevent audited events, except those taken by
the authorised user with special rights™, “overwrite the oldest stored audit records™]

- overwrite the oldest stored audit records

[assignment: other actions to be taken in case of audit storage failure]

- L

6.1.2.Class FDP: User data protection

FDP_ACC.1(a) Subset access control
Hierarchical to: No other components
Dependencies: FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1(a) The TSF shall enforce the Common Access Control SFP in & 6-2 on the list of users as
subjects, objects, and operations among subjects and objects covered by the Common Access
Control SFPin & 6-2.

FDP_ACC.1(b) Subset access control
Hierarchical to: No other components
Dependencies: FDP_ACF.1 Security attribute based access control
FDP_ACC.1.1(b) The TSF shall enforce the TOE Function Access Control SFP in & 6-3 on users as subjects,

TOE functions as objects, and the right to use the functions as operations.

FDP_ACF.1(a) Security attribute based access control

Hierarchical to: No other components
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FDP_ACF.1.1(a)

FDP_ACF.1.2(a)

Dependencies:

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialisation

The TSF shall enforce the Common Access Control SFP in 3 6-2 to objects based on the

following: the list of users as subjects and objects controlled under the Common Access

Control SFPin & 6-2, and for each, the indicated security attributes in & 6-2.

The TSF shall enforce the following rules to determine if an operation among controlled subjects

and controlled objects is allowed: rules specified in the Common Access Control SFP in & 6-2

governing access among controlled users as subjects and controlled objects using controlled

operations on controlled objects.

& 6-2. §lESNI=HT O IMEAT O HMEDBREEFITET SRR

AI70zo0 | EXF2UTAEHE 1B1E HITIHk Xa)TsEMH BIELHIET SR8

D.DOC — & F A& User | Read U.NORMAL | —fi&FI A& User | FIAH#EEYRRZTT YR
ID Delete ID eeE (PRT) 1D HEEN D
XEFHREMNE P FAHEEE) X+ IO HMIRL T, XE
(FUh) (PRT) BERBEEMNT TR IMD
IO —RFIAE
UserID &E—H954Tox
ML TOAEEEES

G Rs)
— &I A& User | Read UNORMAL | —#&FIFHE User | FIA#EEY AT RF ¥
ID Delete ID HEE (SCN) INfT 5EEN D
XEFHREMNE P AR AR X+ IO HMIRL T, XE
(RFvY) (SCN) ERBENTRF v 1HD
IO —RFIAE
UserID &E—H954Tox
IMCRHLTOAREEEEH

G )
— & FA#E User | Read U.NORMAL | —fi&FI A& User | FIA#EE) AMZTaE —#
ID Delete ID BE(CPY) INNFEEN S Y
XEFHREMNE F AR EE) X+ TPz Il T, XEF
(ar—-) (CPY) HEEMNAE—1HDHYT
DO D—REFIFRE User
ID&E—ET HA TP IR
HLTDAHREEHFAT D
XEFREM Read U.NORMAL | FiFA#&E) R+ FIFA#EE) XMZTFAX &2
(FAX 2{8) Delete (FAXIN) {E# 8 (FAXIN) 1R UT X
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(XEDREFELER
YHL)

(DSR)

EDRHFELMYH LIS
(DSR) IMMF5EENBHHT
DIUMIRLT. XEHER
BHATFAX Z{EIRUTX
ENRHFELRYELIOAT
DIYMIHLTOAEEE
FFRIY B

XERFHREN
(FAX %48)
(XEDREFELR
YHL)

Read

Delete

U.NORMAL

FIFABEREY R
(FAXOUT)
(DSR)

I FAHEEEY RRIZTFAX 3%
{E#8E (FAXOUT) 1 R U
[XEORFLMYE L
B (DSR) UMMt 5 ah b4
TOYMIRLT. XER
HEMATFAX EEIRY
IXEDORFLMYHLIO
FITOzOMITLTDOIHE
I )

D.FUNC

— &R AE User
ID

XEFHRENE
(FUh)

Delete

U.NORMAL

— R AE User
ID

FFAteE R
(PRT)

FIRAMEE)RRZTT b
BEE(PRT) DT 5 SN B
Iz HIMIFLT,. XE
ERBEEN TR 1D
IO —RFAE
UserID &—¥T 54T
DRz LTOHEEEET
G )

Modify

U.NORMAL

BRAEZEFRILLY

— &R AE User
ID

XEFHRESE
(REvY)

Delete

U.NORMAL

— MR AE User
ID

FFAHRE A+
(SCN)

M A#EE) AMITREvY
#HEE (SCN) 1INt 5EEh B
Iz IR LT, XE
FERBEMENTRF v 15D
IOz OO — A AE
UserID &—HT 54T
IR LTOAEETEH
AlY %

Modify

U.NORMAL

BIEESFAILAEL

— &R A#E User
ID

XEFHRELE
(aE—)

Delete

U.NORMAL

— R AE User
ID

T FAHEE A+
(CPY)

M FAHEEY R ZTOE—#
BE (CPY) I EEN B
TozIMIRLT. XERE
HEUNTOE—1HDYT

©SEIKO EPSON CORPORATION 2017-2018. All rights reserved.

32




LX-10000F/LX-7000F/WF-C20590/WF-C17590 +¥a!)T7142—%4" vk Rev.10

O D—HRFIAE User
IDE—HTBHFTPxIhC
L TDAHREEEHFATT S
Modify | U.NORMAL BEEFAILGL
XEFREME Delete | UNORMAL | FIf#AEE) A+ FIFAMEEE ARIZTFAX 32
(FAX 2{8) (FAXIN) {E#8E (FAXIN) 1R UTXC
(XEDRFELR (DSR) E0RFLRYE LM EE
YHIL) (DSR) 1Mt 5Eh 45T
CIUMIRLT, XEER
BHEMNTFAX 2E I RUTX
EDREFEERVELIOAT
CIUMIRLTOHEEE
BEIE

Modify | U.NORMAL BEEFAILGL
XEFREM Delete | UNORMAL | FIF#&4E) X+ P FR#EEEY ARZTFAX 3%
(FAX #%15) (FAXOUT) 1€ # 82 (FAXOUT) 1 R U
(XEDRFELW (DSR) I[XEORFLMYE LK
YHL) B (DSR) IMMfF5EEN B
TPz Il T, XEF
HEMATFAX EEIRV
IXEDQRFLERMYHLIO
ATz IR LTDHE
e AT %

Modify | U.NORMAL BEZEFALAGL

FDP_ACF.1.3(a) The TSF shall explicitly authorise access of subjects to objects based on the following additional
rules: [assignment: rules, based on security attributes, that explicitly authorize access of subjects to

objects].

[assignment: rules, based on security attributes, that explicitly authorize access of subjects to

objects]
- U.ADMINISTRATOR [Z® L T. XEREHREEMNT T MID D.DOC 23t SR 1E
[Delete IZEFRI T %,

- U.ADMINISTRATOR [T LT, XEFEHREMEMTRFr> ) [OE—1D D.DOC IZx4T S
##1ETRead | R UTDelete JZEFRI T 5

- U.ADMINISTRATOR IZ® LT, XERIHMEMENTFAX ZIEEIRUVIXEDORFERYHL.
TFAX FE IRV XEZEDREFEERYHLIO D.DOC (233 H#EETRead 1 R UTDelete |%
BELIE RS
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FDP_ACF.1.4(a)

FDP_ACF.1(b)

FDP_ACF.1.1(b)

FDP_ACF.1.2(b)

- U.ADMINISTRATOR S LT, XEFHRBENT TV TRFYy | T3E— 1D
D.FUNC [Zxf9 %1 {ElDelete 1ZE5RI %

- U.ADMINISTRATOR IZL T, XEFEHRBEMENTFAX ZEIRVIXEORFLIRYELI.
TFAX EEIRUVIXEDREFLRYELID D.FUNC IZxd 51E{EDelete 1Z 55 RIS 5

The TSF shall explicitly deny access of subjects to objects based on the [assignment: rules, based on

security attributes, that explicitly deny access of subjects to objects].

[assignment: rules, based on security attributes, that explicitly deny access of subjects to objects]

- U.ADMINISTRATOR [ZHL T, XEFHREHEATT VM TR v2 ) TaE—) TFAX
REIRVIXEOREFERYEHLL, TFAX EEIRVIXEOREFERYLELIO D.FUNC
(2% 9 %1 EM Modify JZEFRT L 75Uy

Security attribute based access control
Hierarchical to:  No other components
Dependencies: FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation
The TSF shall enforce the TOE Function Access Control SFP to objects based on the following:
users and [assignment: list of TOE functions and the security attribute(s) used to determine the
TOE Function Access Control SFP].

[assignment: list of TOE functions and the security attribute(s) used to determine the TOE
Function Access Control SFP]
- % 6-3ZH

The TSF shall enforce the following rules to determine if an operation among controlled subjects
and controlled objects is allowed: [selection: the user is explicitly authorized by
U.ADMINISTATOR to use a function, a user that is authorized to use the TOE is automatically

authorized to use the functions [assignment: list of functions], [assignment: other conditions]].

[selection: the user is explicitly authorized by U ADMINISTATOR to use a function, a user that is
authorized to use the TOE is automatically authorized to use the functions [assignment: list of
functions], [assignment: other conditions]]

- [assignment: other conditions]

[assignment: other conditions]

- % 6-3ZH
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& 6-3. KlHSNI=HT O IMEAT O HMEIDBREEFIET SRR

FITOzHoh | X2 TABH 1B1E I ok txalT<EH 1BELHlES SR8
MFP HEE | HEEEFERI 237 MEFT | UNORMAL | FIFE#ARE) R~ FI AR RMZTT)
(FUUREM) 237 DHIk (PRT) UM EE (PRT) 1AV
=8y (% i 27 N bt
LT, BIEEHAT
%
HERETE A CaJMNEIT | UNORMAL | FIF#EEY R+ AR RMIT R+
(REYUBEMH) | D37 DHIK (SCN) v HEEE (SCN) 1AM
=Ry (-5 i 27 N bt
LT, BIEEHFAT
%
HRETE R 237 MEFT | UNORMAL | FIFE#ARE) R~ FIAKEEY RMZTOE
(E—EM) 237 DHIk (CPY) —HERE (CPY) 1AM &
INBYT IR
LT EEFRIT %
HEREFE R 2aJMEIT | UNORMAL | FIF#EEY X+ FIFARERE) RRZIFAX
(FAX B1%) 2aJ DHIk (FAXIN, FAXOUT) | {58 (FAXIN) 1 &
U T FAX 3£ 15 # &t
(FAXOUT) I1hMT 5 &
N3H9ITSTHMIHL
T.RELZHTTD
HRerE R 2aJMEIT | UNORMAL | FIF#EEY R+ FIFAEE)RMIIXE
(XEDREFEL | PadnHIk (DSR) DRFEIYH LHEE
BRYHLEM) (DSR) 1hMFTEEN B
BT HMIHLT,
BRIEEHATD

FDP_ACF.1.3(b)

The TSF shall explicitly authorise access of subjects to objects based on the following additional

rules: [assignment: rules, based on security attributes, that explicitly authorize access of subjects to

objects].

[assignment: rules, based on security attributes, that explicitly authorise access of subjects to

objects]

- U.ADMINISTRATOR IZ®L T, #EEFERI AT T NEME 1D MFP BEEICx 3 51R1ET U3
TOHBIBRIZHTT S
- U.ADMINISTRATOR [ZxIL T, #aefERIN T R ¥ B L. TOE—E 1. TFAX Bkl
FLRIEITXEOREFEERYVELEME IO MFP #EEICH T HIEEIDITOETIRUVUIDIT
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FDP_ACF.1.4(b)

FDP_RIP.1

FDP_RIP.1.1

DHIFRIZFFATT S

The TSF shall explicitly deny access of subjects to objects based on the [assignment: rules, based on

security attributes, that explicitly deny access of subjects to objects].

[assignment: rules, based on security attributes, that explicitly deny access of subjects to objects]
- L

Subset residual information protection

Hierarchical to:  No other components

Dependencies: No dependencies

The TSF shall ensure that any previous information content of a resource is made unavailable upon
the [selection: allocation of the resource to, deallocation of the resource from] the following objects:

D.DOC, [assignment: list of objects].

[selection: allocation of the resource to, deallocation of the resource from]
- deallocation of the resource from

[assignment: list of objects]

- #L

6.1.3.Class FIA: Identification and authentication

FIA_AFL.1

FIA_AFL.1.1

Authentication failure handling

Hierarchical to:  No other components

Dependencies: FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection: [assignment: positive integer number], an administrator
configurable positive integer within [assignment: range of acceptable values]] unsuccessful

authentication attempts occur related to [assignment: list of authentication events].

[selection: [assignment: positive integer number], an administrator configurable positive integer
within [assignment: range of acceptable values]]

- [assignment: positive integer number]

[assignment: positive integer number]

-1

[assignment: list of authentication events]

- BEFICLHEEAARILLOLOOTFY

- —RABBICLDIBREARILOOATAY

-  EBEHE(ZEKD Web Config hohOd 74>

- NRD—RFZFERIC 3T ZFEOREE

36
©SEIKO EPSON CORPORATION 2017-2018. All rights reserved.



LX-10000F/LX-7000F/WF-C20590/WF-C17590 +¥a!)T7142—%4" vk Rev.10

FIA AFL.1.2 When the defined number of unsuccessful authentication attempts has been [selection: met,

surpassed], the TSF shall [assignment: list of actions].

[selection: met, surpassed]
- met

[assignment: list of actions]
- X 64388

£ 6-4. 7Hav D)Xk

AJgANE— PRI DT 73>

ERECIDEE RN OOTHY 0.6 ¥, HZREEZEZAVIT VN D

— A ABCLDBEEARILOMLOOTAY | 0.6 B, BR—RFAFELOVITIN D

EE(Z&D Web Config oD 05 74> 1FRE. YEBEFOYITINTS

IRRAT—RRHERRICaT Z A48 DFEER 1 M. S RIAEEZOVIT IS

FIA_ATD.1 User attribute definition
Hierarchical to:  No other components
Dependencies: No dependencies
FIA ATD.1.1 The TSF shall maintain the following list of security attributes belonging to individual users:

[assignment: list of security attributes].

[assignment: list of security attributes]
- X 6538

£ 6-5. EXaTRHEDIRF

MAE t¥aT1 B
U.NORMAL — A& %I & User ID
FRAERS
FIFAEE) R+
U.ADMINISTRATOR FRAERE
FIA_SOS.1 Verification of secrets

Hierarchical to:  No other components
Dependencies: No dependencies
FIA SOS.1.1 The TSF shall provide a mechanism to verify that secrets(— iR FIF &/ SXA 7 —K, EEE /KX T—

) meet [assignment: a defined quality metric].
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FIA_UAU.1

FIA_UAU.1.1

FIA_UAU.1.2

FIA_UAU.7

FIA_UAU.7.1

[assignment: a defined quality metric]

- M8 MIULE(RK 20 HTET)ETBHL

- XFEWMT . UTOXFE1IXFLULEETLIE
XX
INX

R OB
4
4 4

05 ("#S%& ()*+,-.[:;<=>?@¥]*_{|}~ )

Timing of authentication

Hierarchical to:  No other components

Dependencies: FIA_UID.1 Timing of identification

The TSF shall allow [assignment: list of TSF-mediated actions that do not conflict with
access-controlled Functions of the TOE] on behalf of the user to be performed before the user is

authenticated.

[assignment: list of TSF-mediated actions that do not conflict with access-controlled Functions of
the TOE]

- BAEARLTOT) U A—EROFRTR

- BERRLHEDOT)E—IEROER

- BEARLTORYNI—IBHROERTR

- BAERRUIEDFRYET—VIEROENR

- BEARLTODIT-EORT

- BERRLTONLTORT

- Web Config TOT 2o 2—EHRODEKT

- Web Config TORYLT—VIEHRD R

- BERFILTO FAX RO FRT

- BRI LD FAX TEEROENRI

- BERRADLDT)B—AT U AEEEDET
- TNURA—RSAN—TDT) U E—RAT—ERADEK T

The TSF shall require each user to be successfully authenticated before allowing any other

TSF-mediated actions on behalf of that user.

Protected authentication feedback

Hierarchical to:  No other components

Dependencies: FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: list of feedback] to the user while the authentication is in

progress.
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[assignment: list of feedback]
- %X 6638

R 6-6. F4—F1\vHDYR+

Toay T4—KR\vH

EEEIZKDBENARILOOAT LY ANEEHDD * XF

—FAEBICEDREAARINODOOTFY | ANERS D * XF

EE(Z&D Web Config oD 05 74> AHEHSDIRILF
YRV TDXFREIET S0 —IIKETS

FIA_UID.1 Timing of identification
Hierarchical to:  No other components
Dependencies: No dependencies
FIA_UID.1.1 The TSF shall allow [assignment: list of TSF-mediated actions that do not conflict with

access-controlled Functions of the TOE] on behalf of the user to be performed before the user is
identified.

[assignment: list of TSF-mediated actions that do not conflict with access-controlled Functions of
the TOE]

- BEARLTOT)4—EROERT

- BEARILHLDOT)A2—EROENR]

- BEARILTORYNIT—VEBROEKT

- BEARLNSDFRYRT—TERDENR

- BEARLTODIT—EORTR

- BERRLTONLTORT

- Web Config TO T A—ERD KT

- Web Config TOHRYET—1FHRDF =

- BEARILTO FAX EBRORT

- BEARRDED FAX EHROENRI

- BEARILDHLDT) A=A T ABEEDET
- TNIR—RFAN—TDT)UE—XT—ERDEK T

FIA UID.1.2 The TSF shall require each user to be successfully identified before allowing any other

TSF-mediated actions on behalf of that user.
FIA_USB.1 User-subject binding
Hierarchical to:  No other components
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FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

Dependencies: FIA_ATD.1 User attribute definition
The TSF shall associate the following user security attributes with subjects acting on the behalf of

that user: [assignment: list of user security attributes].

[assignment: list of user security attributes]
- %X 653E

The TSF shall enforce the following rules on the initial association of user security attributes with

the subjects acting on behalf of users: [assignment: rules for the initial association of attributes].

[assignment: rules for the initial association of attributes]
- L

The TSF shall enforce the following rules governing changes to the user security attributes with the

subjects acting on behalf of users: [assignment: rules for the changing of attributes].

[assignment: rules for the changing of attributes]
- #L

6.1.4.Class FMT: Security management

FMT_MSA.1(a)

FMT_MSA.1.1(a)

Management of security attributes
Hierarchical to:  No other components
Dependencies: [FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
The TSF shall enforce the Common Access Control SFP in & 6-2, [assignment: access control
SFP(s), information flow control SFP(s)] to restrict the ability to [selection: change_default, query,
modify, delete, [assignment: other operations]] the security attributes [assignment: list of security

attributes] to [assignment: the authorized identified roles].

[assignment: access control SFP(s), information flow control SFP(s)]

- mL

[selection: change_default, query, modify, delete, [assignment: other operations]]
- R 678H

- [assignment: other operations]

[assignment: other operations]

- R 678H
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[assignment: list of security attributes]

- R 678H

[assignment: the authorized identified roles]
- R 678H

R 6-7. EXa)T R B RUBFZHFATHFAERE

tXalT<EHE

2313

BRIEZF Y SR AERE

—R&FIAE User ID | [E4RLI=#21E]query, delete

GEMUARE IR E R

EEE

FIRAERE

GERLZBEIGL

GEmL=#4E1L

F ABERE) A+

[Z#IRL =& 4E1query, modify

GEmL=#4E1L

XERHEL

GEIRUEEIZL

EML=#84E1EL

FMT_MSA.1(b)

FMT_MSA.1.1(b)

Management of security attributes

Hierarchical to:  No other components

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
The TSF shall enforce the TOE Function Access Control SFP in % 6-3, [assignment: access

control SFP(s), information flow control SFP(s)] to restrict the ability to [selection: change_default,

query, modify, delete, [assignment: other operations]] the security attributes [assignment: list of

security attributes] to [assignment: the authorised identified roles].

[assignment: access control SFP(s), information flow control SFP(s)]

- gL

[selection: change_default, query, modify, delete, [assignment: other operations]]

- % 6-8%H

- [assignment: other operations]
[assignment: other operations]

- % 6-8%H

[assignment: list of security attributes]

- % 6-8%H

[assignment: the authorised identified roles]
- % 6-8ZH
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R 6-8. XTI, RE. RUBFZHFATIFAERE

TXa)TA4EHE 1BRE BRI AR AERE
FMAEEE GEIRLI-1RE) L 7L
GEML=#E1ZL
FIFA#EE) X+ [ERL =12 4E 1query, modify EIRE
(B4l
e aErE R GERU-BE)EL 7L
(B4l

FMT_MSA.3(a)

FMT_MSA.3.1(a)

FMT_MSA.3.2(a)

FMT_MSA.3(b)

FMT_MSA.3.1(b)

Static attribute initialisation
Hierarchical to:  No other components
Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles
The TSF shall enforce the Common Access Control SFP in & 6-2, [assignment: access control
SFP, information flow control SFP] to provide [selection, choose one of: restrictive, permissive,

[assignment: other property]] default values for security attributes that are used to enforce the SFP.

[assignment: access control SFP, information flow control SFP]
- L
[selection, choose one of: restrictive, permissive, [assignment: other property]]

- restrictive

The TSF shall allow the [assignment: the authorized identified roles] to specify alternative initial

values to override the default values when an object or information is created.

[assignment: the authorized identified roles]

- nobody

Static attribute initialisation
Hierarchical to:  No other components
Dependencies: FMT_MSA.1 Management of security attributes

FMT_SMR.1 Security roles
The TSF shall enforce the TOE Function Access Control Policy in & 6-3, [assignment: access
control SFP, information flow control SFP] to provide [selection, choose one of: restrictive,
permissive, [assignment: other property]] default values for security attributes that are used to
enforce the SFP.
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FMT_MSA.3.2(b)

FMT_MTD.1

FMT_MTD.1.1(a)

[assignment: access control SFP, information flow control SFP]
- L
[selection, choose one of: restrictive, permissive, [assignment: other property]]

- restrictive

The TSF shall allow the [assignment: the authorized identified roles] to specify alternative initial

values to override the default values when an object or information is created.

[assignment: the authorized identified roles]

- nobody

Management of TSF Data
Hierarchical to:  No other components
Dependencies: FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
The TSF shall restrict the ability to [selection: change default, query, modify, delete, clear,
[assignment: other operations]] the [assignment: list of TSF Data] to [selection, choose one of:
Nobody, [selection: U.ADMINISTRATOR, [assignment: the authorized identified roles except
U.NORMALI]].

[selection: change_default, query, modify, delete, clear, [assignment: other operations]]

- R 6928

- [assignment: other operations]

[assignment: other operations]

- X 6928

[assignment: list of TSF Data]

- X 6928

[selection, choose one of: Nobody, [selection: U.ADMINISTRATOR, [assignment: the authorized
identified roles except UUNORMAL]]]

- R 692

&R 6-9. TSFTF—ENEHE

48 TSF 7—%4 e BEEH T AR AERE
D.PROT & User ID (EIRLF-B4E)GL 7L
(EMLT-#{E)EL
INRT—FR)S— [#IRLF-#&4E]1query, modify EEE
EMLT-#E)aL
EIRERAY—ERE [ERL =24 lquery, modify TEE
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GEML=#4E1GL

EIRE IR E (8E | GERL-EE]query, modify EEE
INHRIL) [:EmLf-#E)HL

F FHEHIRERE [ERL1=#E4E lquery, modify EEE
EMLT-#E)ZL

IPsec MDE&TE [ERL=#84E Iquery, modify EEE
EMLT=#4E)HL

BFZIER5E [G#iRL71-121F 1query, modify SR
GEML=#EE)ZL

FyRT—DRE [GEiRL71-121F 1query, modify EEE
EML=#EE)EL

I27—Loz7D5EHE | BRUEEIGL Izl
BREEDI=HD /Ny a | BIMLEEIEL
B

D.CONF

EEEFENAT—F (ERL1=#24E Imodify EEE
GEML=#E1ZL

A=Y —N\—0T74 | ERLF=EE]Imodify EBE
IWH—N—REDNE | GEMUIREIFTRER
HEIZ7IERT B8
DINRT—FK

BEENS EIRLI-#E4E]lquery EEE
[EML-#E)LZL

IPsec DERTH AR [EIRL1-1E4E Imodify EEE
[EML-#E)LZL

FMT_MTD.1.1(b) The TSF shall restrict the ability to [selection: change default, query, modify, delete, clear,

[assignment: other operations]] the [assignment: list of TSF Data associated with a U.NORMAL or
TSF Data associated with documents or jobs owned by a U.NORMAL] to [selection, choose one
of: Nobody, [selection: U ADMINISTRATOR, the UINORMAL to whom such TSF Data are

associated]].

[selection: change_default, query, modify, delete, clear, [assignment: other operations]]

- & 6-108H8R

[assignment: list of TSF Data associated with a U.NORMAL or TSF Data associated with
documents or jobs owned by a UNORMAL]

- & 61088

[selection, choose one of: Nobody, [selection: U ADMINISTRATOR, the U.NORMAL to whom

such TSF Data are associated]]
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- X 6-103H

& 6-10. TSFF—4N &R

o8 TSF 7—%4 1R BEEH TSR AERE
D.PROT —f&FI A& User ID [EIRLT-124E]delete, query EEE
(EMUT=4EE 1R IERL
AX v /FAXIEF A— | EIRLI-##E])delete, query EEE
IWDREERVANEIT | EMUIIRE)FRERK
TRLRT VY (RIRU 1245 1query — BRI A
(EmL7-#g4E)aL
3T RT—RAROY [EIRLI=1E4E]lquery EEE
(EmL7-#g4ElaEL
[ZEIRL =4 ]1query — A AE
(EmL7-#&4E)%EL
D.CONF —MFIAENART—F | [ERLI=EE]delete EEE

GEMUT=RIE1HIRE R

FMT_SMF.1 Specification of Management Functions
Hierarchical to:  No other components

Dependencies: No dependencies

FMT_SMF.1.1 The TSF shall be capable of performing the following management functions: [assignment: list of

management functions to be provided by the TSF].

[assignment: list of management functions to be provided by the TSF]
- X 61138

= 6-11. EE#RED) X+

EIEREAE

U.ADMINISTRATOR (2 & BT —#i&F|F& User ID D& k- Bk - S8

U.ADMINISTRATOR [Z&BI RV U [FAXIBFA—ILDEEX)AMERIETRLRAT v | DZ6% - Bl - S8

U.NORMAL [Z&BTAEvw U IFAXIEFA—ILDEEXYANEIETRLRT v 105 B

U.ADMINISTRATOR I2&4 230X T—42A07 |IOS R

U.NORMAL IZ&BICadxT—422045 1 OS5 R

U.ADMINISTRATOR [Z&BI /ISR —KRYS— | DESRB-£H

U.ADMINISTRATOR [C&k B ERERAT—REINSHR-TH

U.ADMINISTRATOR [Z kAT EBH IR TE RIE/ARIL) IOSHE-EF

U.ADMINISTRATOR [Z&AT R AEFIREZEIDSHE-EF

U.ADMINISTRATOR [2& 5T IPsec MEREINDSE-ZTH
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U.ADMINISTRATOR [Z&ATBZIREINSHE-EE

U.ADMINISTRATOR [Z&BT R YT —IXEIDSR-LTH

U.ADMINISTRATOR (2 & BT — & FIFHE /AR T —F 1D & 5% HI B

U.ADMINISTRATOR [Z KBTI EBE/NRT—F | OEE

U.ADMINISTRATOR [Z& BT A= )L —/R—0T7 ALY —N—REDHNEEREITT VRS HHD/IRT—F ]
DEF-KE

U.ADMINISTRATOR [Z&ATEEEOY |IOS R

U.ADMINISTRATOR [Z &5l IPsec DERILEERIOEE

FMT_SMR.1 Security roles
Hierarchical to:  No other components
Dependencies: FIA_UID.1 Timing of identification
FMT_SMR.1.1 The TSF shall maintain the roles U ADMINISTRATOR, U.NORMAL, [selection: Nobody,

[assignment: the authorised identified roles]].

[selection: Nobody, [assignment: the authorised identified roles]]
- Nobody

FMT_SMR.1.2 The TSF shall be able to associate users with roles, except for the role “Nobody” to which no user

shall be associated.

6.1.5.Class FPT: Protection of the TSF
FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces
Hierarchical to:  No other components
Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles
FPT_FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on any external Interface from being
forwarded without further processing by the TSF to the TSF to any Shared-medium Interface.

FPT _STM.1 Reliable time stamps
Hierarchical to:  No other components
Dependencies: No dependencies

FPT STM.1.1 The TSF shall be able to provide reliable time stamps.

FPT TST.1 TSF testing
Hierarchical to:  No other components
Dependencies: No dependencies
FPT TST.1.1 The TSF shall run a suite of self tests [selection: during initial start-up, periodically during normal
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operation, at the request of the authorised user, at the conditions [assignment: conditions under
which self test should occur]] to demonstrate the correct operation of [selection: [assignment: parts
of TSF], the TSF].

[selection: during initial start-up, periodically during normal operation, at the request of the
authorised user, at the conditions [assignment: conditions under which self test should occur]]

- during initial start-up

[selection: [assignment: parts of TSF], the TSF]

- [assignment: parts of TSF]

[assignment: parts of TSF]

-  HBHETAMEEE

FPT TST.1.2 The TSF shall provide authorised users with the capability to verify the integrity of [selection:
[assignment: parts of TSF], TSF Data].

[selection: [assignment: parts of TSF], TSF Data]

- [assignment: parts of TSF]

[assignment: parts of TSF]

- I7—LIITOEEMRIADI=HD /Ny B

FPT TST.1.3 The TSF shall provide authorised users with the capability to verify the integrity of stored TSF

executable code.

6.1.6.Class FTA: TOE access

FTA_SSL.3 TSF-initiated termination
Hierarchical to:  No other components
Dependencies: No dependencies

FTA SSL.3.1 The TSF shall terminate an interactive session after a [assignment: time interval of user inactivity].

[assignment: time interval of user inactivity]
- X 61288

% 6-12. FIAENFETIT17 THAHHMRE

Toay FABENFETIT147 TH DR

EHE(CLDBEARILOSOATAY MER{ERA T —EX5E 135 E BE R
(BEHIZLY., 10 A5 240 SO E B THEEAIRE)

—BFAEICEDRE AN DOTFY | THREESAT—RE IHEERRH
(BEEFIZKY, 10 55 240 5 OEHE THEERTEE)
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EIEE(ZLD Web Config ho>DASTFH> 20 9

6.1.7.Class FTP: Trusted paths/channels

FTP_ITC.1 Inter-TSF trusted channel
Hierarchical to:  No other components
Dependencies: No dependencies

FTP_ITC.1.1 The TSF shall provide a communication channel between itself and another trusted IT product that
is logically distinct from other communication channels and provides assured identification of its

end points and protection of the channel data from modification or disclosure.

FTP_ITC.1.2 The TSF shall permit the TSF, another trusted IT product to initiate communication via the

trusted channel.

FTP_ITC.1.3 The TSF shall initiate communication via the trusted channel for communication of D.DOC,
D.FUNC, D.PROT, and D.CONF over any Shared-medium Interface.

6.2. Security Assurance Requirements
% 6-13 lists the security assurance requirements for 2600.2-PP, Protection Profile for Hardcopy Device
s, Operational Environment B, and related SFR packages, EAL 2 augmented by ALC FLR.2.
#F 6-13. IEEE 2600.2 Security Assurance Requirements

Assurance class Assurance components

ADV: Development ADV_ARC.1 Security architecture description

ADV_FSP.2 Security-enforcing functional specification

ADV_TDS.1 Basic design

AGD: Guidance documents AGD_OPE.1 Operational user guidance

AGD_PRE.1 Preparative procedures

ALC: Life-cycle support ALC_CMC.2 Use of a CM system

ALC_CMS.2 Parts of the TOE CM coverage

ALC DEL.1 Delivery procedures

ALC FLR.2 Flaw reporting procedures (augmentation of EAL 2)

ASE: Security Target evaluatio | ASE_CCL.1 Conformance claims

n ASE_ECD.1 Extended components definition

ASE_INT.1 ST introduction

ASE_OBJ.2 Security objectives

ASE_REQ.2 Derived security requirements

ASE_SPD.1 Security problem definition

ASE_TSS.1 TOE summary specification

ATE: Tests ATE_COV.1 Evidence of coverage
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ATE_FUN.1 Functional testing

ATE_IND.2 Independent testing — sample

AVA: Vulnerability assessment | AVA VAN.2 Vulnerability analysis

6.3. Security Requirements Rationale
FEL, LXaUTASEEREL., X1 T RIEBEHER. ROKEEMTERT .

6.3.1.Security Functional Requirements rationale
# 6-14 demonstrate the completeness of SFRs that fulfill the objectives of the TOE. Bold typeface ite
ms provide principal (P) fulfilment of the objectives, and normal typeface items provide supporting (S)
fulfillment.

#+& 6-14. Completeness of security requirements

O. AUDIT_STORAGE.PROTECTED

O. AUDIT_ACCESS.AUTHORIZED

O.DOC.NO_DIS
O.DOC.NO_ALT
O.FUNC.NO_ALT
O.PROT.NO_ALT
O.CONE.NO_DIS
O.CONF.NO_ALT
O.USER.AUTHORIZED
O.INTERFACE.MANAGED
O.SOFTWARE.VERIFIED

FAU_GEN.1

T | T | O.AUDIT.LOGGED

FAU_GEN.2

FAU_SAR.1

T

FAU_SAR.2

FAU_STG.1

FAU_STG.4 P

FDP_ACC.1(a) P P P

FDP_ACC.1(b) P

FDP_ACF.1(a) S S s

FDP_ACF.1(b) S

FDP_RIP.1 P

FIA_AFL.1

FIA_ATD.1

FIA_SOS.1

FIA_UAU.1

Wi olnlnin

FIA_UAU.7
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FIA_UID.1 S S

FIA_USB.1

FMT_MSA.1(a) S S

FMT_MSA.1(b)

FMT_MSA.3(a) S s

FMT_MSA.3(b)

FMT_MTD.1

FMT_SMF.1

FMT_SMR.1

FPT_FDI_EXP.1

FPT_STM.1

FPT_TST.1

FTA_SSL.3

FTP_ITC.1 P P

TOE OXtEAEHEEIRT S SFR D+ 212K 6-15127FRT .

% 6-15. Sufficiency of security requirements

xR 77 &t

SFR

E[:)

0.DOC.NO_DIS
(RIEXGFTMSD D.DOC DIREE)

FDP_ACC.1(a)

TORAHEAHEEILILTREEERT S

FDP_ACF.1(a)

TOE AT EEEEEREL TV RAGIEH G EHZE
XETS

FDP_RIP.1

BRETSERNATHRICLTREEZEET S

FIA_UID.1

FREHANZEZRLTY VAT EELF )T
DERENEXETS

FMT_MSA.1(a)

XAV TARMEEEEREL T7 V£ RAHEH

BEEXIET D

FMT_MSA.3(a) T2 EDEFa) T BHEEBEERELTT Y
T RAFIEEREE IR T D

FMT_SMF.1 BHEEETOIRETERLCEX L) T(BM
EBEXIETD

FMT_SMR.1 tXa) T/ DFRBZERLTEFX )T BHE
BEXIETD

FTP_ITC.1 HEATFATAVE—DIA AL TRIETIE. &

EEFYRILOEREERLTREZRET S

O.DOC.NO_ALT
(REHRHZENSD D.DOC DIFE)

FDP_ACC.1(a)

TOEAMEHHERIL TREEEET S

FDP_ACF.1(a)

TR EEEEREL TV RAGIH G EHE
XETS
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FIA_UID.1

FRABEHNEERLTT VERGEEEF2YTA
DEREZEZETS

FMT_MSA.1(a)

X aT/ABHEEBEERLTT VX H i
REEXETS

FMT_MSA.3(a)

TIHIEDEFX 1T BHEEEBEERLTTY
ARG EEEEE BT 5

FMT_SMF.1 BHEEETIRETERLTEXT/BH
EBEXIETD

FMT_SMR.1 tXa) T O/RBEZERLTEF LT BHE
BEXIETD

FTP_ITC.1 HBATATAVB—DIA(RALCRIETIE. &

EEFrRILDEREERLTREZRRT D

O.FUNC.NO_ALT
(FIELREASD D.FUNC DIR:E)

FDP_ACC.1(a)

TORAHEAHEEILILTREEERT S

FDP_ACF.1(b)

TR EEREERELTT VR HHGTEHE
XETS

FIA_UID.1

FREHANZEZRL T VA THEELF2) T
DERENEXETS

FMT_MSA.1(a)

XAV TARMEEEERREL T7 7 RAHEH
REEXIET D

FMT_MSA.3(a)

TIHIEDEF )T/ BHEEBEERLTTY
T RHEEEEZIET D

FMT_SMF.1 BHEEETIMETERLCEX L) T(BM
EBEXIETD
FMT_SMR.1 tTXa) T/ DFRBEZERLTEFX )T BHE
BEXIETD
FTP_ITC.1 HEATATAVB—TI(ALTEETIE. &
BEEFrRIILOEREZERLTREEZERTS
O.PROT.NO_ALT FIA_UID.1 MAFEHENEERLTTVERF#HEEF2) T
(REHRHZEMNSD D.PROT DF:E) DEBNEXIETD
FMT_MTD.1 TOREZHBLTREEZEET D
FMT_SMF.1 BHEEETIMETERLTEX2T/BH
EBEXIETD
FMT_SMR.1 tXa) T O/RBEZERLTEF LT BHE
BEXIETD
FTP_ITC.1 HEATATAUVB—ITIARALTCRIETIE. &
BEFyRILOEREZERLTREZERET S
O.CONF.NO_DIS FIA_UID.1 MAFEFNEERLTT VR G#HEEF2)To
(FELBITRM 5D D.CONF D) DEBNEXIETD
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FMT_MTD.1 FOEAZHBLTREEZRETS
FMT_SMF.1 BHEEETIRETERLTEXT/BH
EBEEXIETD
FMT_SMR.1 tXa) T/ DFRBEZERLTEFL)TBHEE
BEXIETD
FTP_ITC.1 HEATATAVB—TI(ALTEETIE. &
BEEFrRIILOEREZERLTREEZERTS
O.CONF.NO_ALT FIA_UID.1 MAEFHNEERLTT VR F#EEEF2) T
(FEBHREMNSD D.CONF DFi#) DEBNEXIETD
FMT_MTD.1 TOERZHBLTREEZEET S
FMT_SMF.1 BHEEEITIMETERLTEXT/BH
EBEXIETD
FMT_SMR.1 tXa) T/ O/REEERLTCEF LT EHRE
BEXIETD
FTP_ITC.1 REATATAVB—D(ALCEETIE. &

EETYRILOEREERLTREZRET D

O.USER.AUTHORIZED
(—fEFIRAEELEBREIZNT S TOEEE
B9 5RO 5)

FDP_ACC.1(b)

TORAGHAHZHILTHERGSEZRET
3

FDP_ACF.1(b)

TR EEEEREL T Ve RAGIHG EHE
XETS

FIA_AFL.1 TOAHHEZERLTHERMN 5EZEKET S
FIA_ATD.1 X T BHUEFIRECEEMR T TERM S
EXIETD

FIA_SOS.1 MEDOLEHREERLTERMGEEXIETS
FIA_UAU.1 FIREZIEZERLTHERMN EEZEET S
FIA_UAU.7 FAERMETERLTERGT EEEKT S
FIA_UID.1 FIRBEFANEERLTIHERMT EEZEET S
FIA_USB.1 FAZEORECEEMTOA-HIOIFDE

Fa T REZRFLTHERF5ZRET S

FMT_MSA.1(b)

X TABRUEEEEREL TT7 V2 AH
BEXETS

FMT_MSA.3(b)

TI2HNEDEF )T BIEERERBELTT Y
T RAFNHEREEZIET S,

FMT_SMR.1 LX) T DJREEERLTHERGEEZXIET
%
FTA_SSL.3 RIEPDEY IV ERTLTERMN EZERT
%
O.INTERFACE.MANAGED FIA_UAU.1 FIAFRMEERLTHBI VA—IT(RAEH
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(S EAB—TTAADETR)

ERETD

FIA_UID.1

MAERNZERLTHEBI V2 —TJ(REH
ERETS

FPT_FDI_EXP.1

(BEIZHELT ) NMBAUE—TA RS EF A
TATAVE—TIARNDT— R A= EHE
NEBTEHLEERLT ABIUF—T(R
DEBEEET D

FTA_SSL.3 KIEFDEYaVERTLTHEAVS—TA
ADEEEEHT S
O.SOFTWARE.VERIFIED FPT_TST.1 BETAMERLTYIMNI I 7RIEEZEET S
(VIR 7L M DREE)
O.AUDIT.LOGGED FAU_GEN.1 BEBEROAX VI EERLTEEAHERE
(BEEXNRERDILHR) EE)
FAU_GEN.2 EXNKEBERICEEMTOAEEROOXVS
FERLTEEAHEEKETD
FIA_UID.1 FRAEHNZERICEEF T TEEAHEXE
EXG)
FPT_STM.1 BRICEEMTONAA LRIV TEERLT
BEEAHEXIETD
O. AUDIT_STORAGE.PROTECTED | FAU_STG.1 ERMFEINTOEDHIBRORENSHRELT
(REGT VLR BIR. RUBRENSD BEEAHEERT D
BEET—2DRE) FAU_STG.4 EET DB REHLELTEEAHEERRET
%
O. AUDIT_ACCESS.AUTHORIZED FAU_SAR.1 X T/ EERREARHLTEEAHEZERE
(EF2)TAEERFOEE) EE)
FAU_SAR.2 XA T/ EERRORAHLEZHFBLTEE

FatERmT S

6.3.2.Security Assurance Requirements rationale

This Security Target has been developed for Hardcopy Devices used in restrictive commercial informati

on processing environments that require a relatively high level of document security, operational accoun

tability, and information assurance. The TOE environment will be exposed to only a low level of risk b

ecause it is assumed that the TOE will be located in a restricted or monitored environment that provid

es almost constant protection from unauthorized and unmanaged access to the TOE and its data interf

aces. Agents cannot physically access any nonvolatile storage without disassembling the TOE except f

or removable nonvolatile storage devices, where protection of User and TSF Data are provided when

such devices are removed from the TOE environment. Agents have limited or no means of infiltrating t

he TOE with code to effect a change, and the TOE self-verifies its executable code to detect unintenti
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onal malfunctions. As such, the Evaluation Assurance Level 2 is appropriate.

EAL 2 is augmented with ALC_FLR.2, Flaw reporting procedures. ALC_FLR.2 ensures that instructions

and procedures for the reporting and remediation of identified security flaws are in place, and their in

clusion is expected by the consumers of this TOE.

6.3.3.KE DT

TOE ¥ TR EHIZEAL T, R ST IZBITAIREFHEDO N EERER 6-16 ITRT,
# 6-16. TOE 2Xa)TsBEEHDRFESITER

WHEEH CC ISTERINHIKEFMH A ST IZEIT5iKkERR
FAU_GEN.1 - FPT_STM.1 - FPT_STM.1
FAU_GEN.2 - FAU_GEN.1 - FAU_GEN.1

- FIA_UID.1 - FIA_UID.1
FAU_SAR.1 - FAU_GEN.1 - FAU_GEN.1
FAU_SAR.2 - FAU_SAR.1 - FAU_SAR.1
FAU_STG.1 - FAU_GEN.1 - FAU_GEN.1
FAU_STG.4 - FAU_STG.1 - FAU_STG.1
FDP_ACC.1(a) - FDP_ACF.1 - FDP_ACF.1(a)
FDP_ACC.1(b) - FDP_ACF.1 - FDP_ACF.1(b)
FDP_ACF.1(a) - FDP_ACC.1 - FDP_ACC.1(a)

- FMT_MSA.3 - FMT_MSA.3(a)
FDP_ACF.1(b) - FDP_ACC.1 - FDP_ACC.1(b)

- FMT_MSA.3 - FMT_MSA.3(b)
FDP_RIP.1 - 7L - 7EL
FIA_AFL.1 - FIA_UAU.1 - FIA_UAU.1
FIA_ATD.1 - 7L - 7L
FIA_SOS.1 - 7L - 7L
FIA_UAU.1 - FIA_UID.1 - FIA_UID.1
FIA_UAU.7 - FIA_UAU.1 - FIA_UAU.1
FIA_UID.1 - 1L - fEL
FIA_USB.1 - FIA_ATD.1 - FIA_ATD.1
FMT_MSA.1(a) - [FDP_ACC.1 or FDP_IFC.1] |- FDP_ACC.1(a)

- FMT_SMR.1 - FMT_SMR.1

- FMT_SMF.1 - FMT_SMF.1
FMT_MSA.1(b) - [FDP_ACC.1 or FDP_IFC.1] |- FDP_ACC.1(b)

- FMT_SMR.1 - FMT_SMR.1

- FMT_SMF.1 - FMT_SMF.1
FMT_MSA.3(a) - FMT_MSA.1 - FMT_MSA.1(a)

- FMT_SMR.1 - FMT_SMR.1

©SEIKO EPSON CORPORATION 2017-2018. All rights reserved.




LX-10000F/LX-7000F/WF-C20590/WF-C17590 +¥a!)T7142—%4" vk Rev.10

FMT_MSA.3(b) - FMT_MSA.1 - FMT_MSA.1(b)
- FMT_SMR.1 - FMT_SMR.1
FMT_MTD.1 - FMT_SMR.1 - FMT_SMR.1
- FMT_SMF.1 - FMT_SMF.1
FMT_SMF.1 - 1L - 1L
FMT_SMR.1 - FIA_UID.1 - FIA_UID.1
FPT_FDI_EXP.1 |- FMT_SMF.1 - FMT_SMF.1
- FMT_SMR.1 - FMT_SMR.1
FPT_STM.1 - L - L
FPT_TST.1 - L - L
FTA_SSL.3 - HL - HL
FTP_ITC.1 - HL - HL

LERY, 2 ToEEFRZRBLLTLS,
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7. TOE Summary Specification
AREIX. TOE EfLHRZEET .

7.1. l-"fﬁﬁtfnu nl..n #E

:L_-U:E&EIJ fits n].—t*% &[i TOE l»ﬁ?é*“ﬁ%éuﬁkg“nunﬁa—é*}% 0):&—6&)%)0 :L_-U-E&Eu Aits nl—t% f»""]LVET\?'
X ) TAHEEEHFLTDREY,
- FIA_AFL.1. FIA_ATD.1. FIA_SOS.1. FIA_UAU.1. FIA_UAU.7. FIA_UID.1. FIA_USB.1. FTA_SSL.3

(1) FIA_AFL.1
TOE (X, AT AU FXBEEICKRBLIZIGE. R 7-1 [TRTEY. BT HhOUNEOVIREIZT S, £, &
AvI7 oK, :I-—*fﬁ{u’c*Iiﬁ(%/’;‘l—?:frxﬁml:iﬁéhéo

FRRER R D ELHR LY

& 7-1. BIEEEMEFTIavDIAE

D77J'/$T_(iwnIEO)/\9—/ s uETHZUJﬁ@?O/HJ

ERECIDEE RN OOTHY 0.6 ¥, HZREEZEZAVIT VN D

—FABICEDREARILNMGOOTAY | 0.6 ., HE—RIAEEZOVITIN D

EHEEIZLD Web Config hodRT A 1. SREEEZOVITIN D

IR —FFEERID a7 2R DRE 1. - RFAEZOVITINT S

(2) FIA_ATD.1
TOE [F. & 7-2 129 @Y. FIHERHEERL. #FT 5.

FIRERMEESR

x® 7-2. 2Xa )T/ BH¥DIVXL

FRE

tXalT<EH

U.NORMAL

—f%FI A& User ID
FIRAE®RE
F FAtEE) X+

U.ADMINISTRATOR

FIRAE®RE

(3) FIA_SOsS.1
TOE &, /$RT—K (—RRIRE/ SR T —FELEEBE RT—F) AEBSN - BEREICSRT ZHEL
ERIT 5. RERELE. LTFOEY.

- M8 HTLLE (BK 20 HET) LT HIE

- XFHE: ST UTOXTE L XFUEEGIE
- ERXF
- BINKF
. YT

G

(4) FIA_UAU.1

HAEE DIREE

H$%&' ()*+,-.[;<=>?@M¥"_{}~ )

DAY
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(5)

FIA_UID.1 BADRAZT

TOE (&, —MFABELNOTAUEICANTH—MKRFIAZE User ID RU—&FIAE/ART—FIZEALT, TOE
RNEICEFIN-— A AE User ID RU—EFIAE/ SR —FIZ—T S LRSS, TOE [, — i F
BEARITUI/ AR T —RHEZENRICaT 2418, TOE NERIZZFEh-—iRFIAH User ID RU—#EFI A
BINRD—RIZ—HT HEERELT %, TOE (&, EEENOTFURICANTHEEE User ID RUEESE
ISAT—FRIZEAL T, TOE AERIZ & kSN - BEEE User ID RUBEBE/NRT—FIZ—HT I ELERITT 5,
TOE (&, —fFIABE RV BEEE(CKDHBARMNERINDFINZ. UTOT7IavEHAT 5,

- BERRLTOTIA—EFHROEKRT

- BEARLHSDT) U E—IEROENR

- BEARILTORYNT—VEROERTR

- BEARILHLDRYET—IERDENRI

- BEARILTODIT—EORTE

- BEARARILTONLVTDORT

- Web Config TOF)2—IEHD R

- Web Config TORYrT—IEHRD KT

- BESRILTO FAX EHRO IR

- BERRILDLD FAX [EHROENR]

- BERRLHLLDT)UR—ATF U RABEREDRLT

- JUE—RSAN—TDT) VA=A T—RAD R T

FIA_UAU.7 RESNRBEET1—R /N7
TOE (&, 45/ X)L FEI=[EWeb Config MoDATAVICKEL, /SRAT—FANEF, K 7-3I2RTFI—XFE
AT E@EICRTY B,

£ 7-3. RRAT—FANBOFTS—XF

TOavERK FI—XF

EEEICKDBENARILOLOAT Y ANEEHDD * XF

—FAEBICEDREAARLNODOOTFY | ANES D * XF

EEE(ZLD Web Config honOs 7> AHNEHSDIRILF

KIRVS DX FRIITIVF—IERET D

(6)

FIA_USB.1 FMAE-YICIIMES
TOE (. MIABEMEARELICHIILIZGE . & 7-41TRI @Y., —ARFIAHE User ID, FIAERE. RUFA
BEEVACDOFIAEREZEY IO OMIEE TS,

x 7-4. REOEHORE:ERTRAI

FRE $ITzUh MAEEFL)T(BH

— R R AE U.NORMAL —f&F| A& User ID

FIRAERE
F ABERE) A+
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EEE

U.ADMINISTRATOR

FRAEEE

(7) FTA_SSL.3

TSF &I KD T
TOE L. K 7-5IZRI®Y. #46/XRILE=IEWeb Config hDDIZVEIZKEL ., — EBFRIEIR R EEAHEFIL
=EE. BEMNICOV A0 5,
& 7-5. FIAENETIT+T THLERHER

T3y

FRENET VT4 THARRRR

SIBE(ZLBBENARILOSDOOLT A

MER{ERA T —EX5E 135 E BE R
(BEHIZLY., 10 B H 5 240 SO EBE THEERIE)

— A AEICKDBEE/ RO LOOTFY

MR 2 A < —ERTE 135 EFE
(EHEE(ZKY. 10 A5 240 DD EFE TIEEAIAL)

EIE(ZLD Web Config honOs 74> 20 93

7.2. FIREBT 37 VA FIl{EHEEE
FAET 277 XGIEEEEE L. RIRET 2R T HIREEHIE T SHEEDCETH D, FIRET 2701
RFIEHEREI SR IS T B X ) TAHREE ST LI TOREY,
- FDP_ACC.1(a). FDP_ACF.1(a). FMT_MSA.3(a)

(1) FDP_ACC.1(a)
FDP_ACF.1(a)

YT Vb7 IR HI{H

XA TARBEICKET IR HIH

TOE IZ. % 7-6 ITRTEA#EEIZ LY AR ENS D.DOC R D.FUNC IZxL. EFIHEEZIHTB7 R4

ERAN<AIY

HASNE=RABOHT —EI~NDTIERZEHTT 5.

£ 7-6. FIREBET 27 0eR§HEEO 7R HERA

T—43 1B2E FRE T AR Al

D.DOC FIRI — R AE FIRAHEEY RMZT T Mg EE (PRT) 1A
(FUUh) HIlBR TS5 —RBFAFIILT, XEFER
BHEMNTT)UR I D—RFIAED %
FIAFE User ID &E—Ed 5T —2IxLT

DHREZEHRIT S
HIlBR EEE EBREICHLT,. XERTEBRNT T

MOT—RICRLTOHREEHFATT S

D.DOC A—URATEE —RRFAE FIFAREE) AT RF U HEBE (SCN) 1A
(RFry) BEI4HILVE EIE T 5EIN5—RFIAFIHLT, XEBR
AIlRR BHEMSTRFv 10 D—BFIHEDO—#%
FFAZE User ID &E—E 95T —2IxLT

DHREEHAT S
- A—)LiRfTiEfE &I, D.DOC T A—ILIC
AMTLTEETHMEETHY . Rx vk
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D—BDREICTRETTS

- {BEIHIFEFELIE. D.DOC FHRyb
T—Y L DHREIAIFITEIET SHEE
ThHY. AFX v ED—BDERFEIZTSE
T9%

A—ILRAHEE EEE EBEFIHLT. XERMBHRMINTRFv
BEIHIVEEIE IDT—EITHLTOHREEHTT D
HIlBR
D.DOC aE—ERI — e FIRE I AHEEY RAMZTaE—#EE (CPY) 1AMT
(aE-) HIlBR 53— RAAFICHLT. XEERE
HAMAE— 1 D>—RFIREDO—AEFIA
# User ID &E—ET 5T —2IZHLTOH
BT D
- AE—HRlEX, RFEYPEN—FOE—
HALD—EDREICTET TS
aE—ERI EEE EEFICHLT. XERMEFHRMNIE—)
HIlBR DT —RHLTOAHRELHAT S
D.DOC FAX SZ{EENRI — R RE FIFAMEAEY) RMZTFAX Z{EHAE (FAXI
(FAX 218) A= )Lt EE N) IR UOTXED R LY H LR (DS
(XEDREFERY | BEITHILFEE RIIDMTEENH—FAEZICHLT. X
HL) FAX 8ni% EFRMEENTFAX ZEIRVITXEDR
BIENSRILTODT FERYELIOT—RIHLTOHEEE
LEa—%R HEY S
HIlER - A—)LfHEE LXK, D.DOC #A—)LIZ
ATLTEET DHEETHY . FAX 215
LO—EDREIZTETTS
- BEITAHILFTEELIL. D.DOC EHRyb
D=0 EDHEBEIHILTITEET AR
THY.FAX ZIELDO—EDEEIZTSE
T95
- FAX Bxik &, D.DOC 5| FAX 7K
LRICERE T HHERETHY . FAX ZIEL&
D—EDREICTETTS
- BENRARILTOTLE 2 —RREX.D.
DOC #iZ{E/\RILIZKRTT DHRETH
Y, FAX ZIEED—EDREIZTRETT
%
FAX SZ{EENRI EBE EREIIHLT. XERMEEMATFAX Z
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A—IUiRfHEE

FEIRVIXEORELRYELIOT—4

IEIHIVEEIE [CHLCDAHRELHTT D
FAX Bgi%
BENRRILTOT
LEai—RT
HIlBR
D.DOC FAX {5 —RRFARE FIFA#EREY) RAMZTFAX 3%{EH#4E (FAXOU
(FAX £15) BENRRILTODT MIRVIXEORFLRY H LHEE (DS
(XEDORFLRY | LE2—KTF R)INft5EShH—MRAAEICKHLT, X
HL) HIlBR EFMBEENTFAX EEIRVIXEDR
FEMYHLIOT—RITRLTOHEEE
BEIE R
RN RIILTOTILE 2—KRFEF.D.
DOC ZBE/SRIVIZRTT HHEETH
Y. FAX ZEED—EDREIZTRTT
%
FAX %18 EBE EREIIHLT. XERMIFEWAFAX &=
BENRRIILTDT EIRVIXEOREFELRYVELIOT—4
LE1—% [T LCDAHEELHTT D
HIlBR
D.FUNC HIlRR —RRFAE FIFAHEEE) AT T 2 M HEEE (PRT) 1A
(Fuoh) 55— RFIAFICHLT, XEER
BHMAT TR I D—BFIAEDO—#
FIFAZE User ID &E—HT 5T —RITHLT
DHEEEHFRIT D
All B EEE ERFICHLT. XERMHEHBRATTY
MOT—RICRLTOHREEHFAT S
151 — R FIRE BAEESFAILAL
EEE
D.FUNC AIlBx — R RE FIFABERE) AMIT R F v U #EBE (SCN) 1A
(RFvY) ft5Shd—RFIAFICHLT. XEER
BHNTRFr2 1D D—RFIAED—HE
F A& User ID E—H3 5T —2IZHLT
DHEEEHRIT S
HIlBR EEE EEEIIHLT. XERHEHRMNTRFY
IDTF—=RITHLTOHREEHTT S
1B — e FIRE BAEESFAILALY
EEE
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D.FUNC
(aE—)

CUIES

—RFIAE

FIFA#EE ANZIaE—#EE(CPY) 1AMT
B33 —RABEICKLT, XEEHRE
HAMOE— 1M D>—EFIRAED—&FIA
# User ID &E—HT 5T —2ITHLTOH
BIEEHTTD

EEE

EEEICRLT, XEBHEHRIATOE—]
DT—RIZHLTHHEEEHRT S

—RFIRE
EEE

BRAEZEFRILAGLY

D.FUNC

(FAX %21{8)
(XEDHRFLRY
HL)

—RFIAE

FIAH#EE) AMZTFAX Z{E#EE (FAXI
N) IRUTXEDRTF LY EL#EE (DS
R)INMFTHEEINEH—RFAFIIHLT. X
EFEHMBEENTFAX ZEIRVIXEDOR
FEMYHELIOT—RITHLTOAHEESE
B R)

HIBR

EEE

EFEECHLT. XERMEFBMNTFAX Z
FIRVIXEDORFELERYHELIOT—4
S L TDAHHEEZEEFRIT D

— R FRE
EEE

BRAFESFAILEL

D.FUNC
(FAX 3448)
(XEDRFELRY
HL)

— M FRE

FIFAEEY) RAMZITFAX £ {EH#AE (FAXOU
MRV XEDORELRYHLEEE (DS
R)INMFTESN D —RFIAEICHLT. X
EFEMBEUENTFAX ZEIRVIXEDR
FERYHLIOT—2ICRLTOAIREE
BELIERS)

HIBR

EEE

FEEIIHLT. XERHHFEHRATFAX &
BIRVIXEOREERYHLIOT—4
(2L TCHHREEHRT S

— A AE
EEE

BRAEEFFAILAEL

(2) FMT_MSA.3(a)

BHrEMEE
TOE (%, £17&N 5 MFP #EE(CIECTHBICERESN S D.DOC BV D.FUNC [ZxfL. & 7-7 ITRIEHE

MEAELLTHRET S,
® 7-7. XU T/BHEOMHIE
HaE T4 X T4 BHEDOMEAE
MFP #8E D.DOC T—EERL-—RFIREDOI—HFIAE User IDJ
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(FUh) D.FUNC XEFBRBEE(TIUM)

MFP #8E D.DOC T—REERL-—&FIAEDO—EFIAZE User ID

(R¥vy) D.FUNC XAEL ., EEEDIHE (LA FT Administrator |
XEFHREME (RFrY)

MFP ##8E D.DOC T—REERL-—&FIAEDO—EFIAZE User ID

(3E—) D.FUNC XIEL. EEE OB EXHAF Administrator |
XEFHEME(QE-)

MFP ##E D.DOC XEFREM (FAX 2{3)

(FAX 32{8) D.FUNC XEFRHRENE (XEORFLMYLL)

MFP ##E D.DOC XEFHEM (FAX £18)

(FAX #1E) D.FUNC XEFHESE (XEORFEMYLEL)

iw . FAX Z{EI2B T 5 XED owner (&, BEIEHEICLYFI AL RN FAX Z{EHEE (FAXIN) 12T 5ENh-—
RRFAETHY. FAXEEICETHXED owner (&, BEEICKYFIFAREE RMFAX X {EH#EE (FAXOUT) |
R ESNE—BABAETHD, T=. K 7-7 I[SRT X2V T(BHEONEHEXT 7+ L METHLH Y. D€
Fa)TABEICEYT VAL GIRENDZEMNSHIRMTHY . TIHILMEL R DM EAELTERT DAL
[FFEELELY,

7.3. TOE #8e7 U X Hll{EHAE
TOE #EE7 VA HllfHiEREL (L. TOE #EEZHITE T DHBED L TH D, TOE WEET VR HI M REICRE T 51
FUTAHEEEHRIIUTDEY,
- FDP_ACC.1(b). FDP_ACF.1(b). FMT_MSA.3(b)

(1) FDP_ACC.1(b) YTy T IR
FDP_ACF.1(b) tXa)FABHEIZEDT IR HH
TOE [&. & 7-8 ITRT ERBEREIIHL, FRABICHTH7 7R GIEHBRAZENY, FrISnF=FIFAZEDAIC
DT ETEHAT S,
& 7-8. TOE #eE7 VX HIEHBEED 7 VX HIfEFR R
HaE 1BR1E FAE TR HEE A
MFP 8t 2ad MET — R AE FIABEEY AT T U R EE (PRT) |
(FUUh) 237 DAk T EEINLS—MFIAFEICHLT, B1E
AT S
237 DAk EEE EBEICHLT, BEEERINTTUUNE
PEIDMREICH L TDOHREEHT TS
MFP gt 3T DET —EFIRE FIFABERE) RANCT R ¥ #EE (SCN) |
(RFyY) 237 OHIk MM EEINLH—RFIAFICHLT, B1E
ZEHAT S
DaTDET EEE EREICHL T, BEEFEAINT R T Vv B
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237 DHIR

DRI L TOAREZHT T D

a7 DHEIE

MFP ##g CaTdOET — e FIRE FI AR R MZTaE — #4482 (CPY) 1A
(aE—) TaJ DHIk ft5Eshd—BFIAEICKLT, EE%E
Had B
2aTDET EEE EEEFICHLT, WEEEANNTIE—R
DEWINLI]A3 HEIDHEEICH L TOAHREEHT TS
MFP ##E C3aTDET —RFARE FIFR#EE) ARZTFAX 2{E#4E (FAXI
(FAX) 237 DAk N) IR UTFAX 3£{EHEE (FAXOUT) A
ft5Eshd—BFIAEICKHLT, BE%E
Had B
2adDET EBE EEEITHLT, AR TFAX BT
DEWINL]=3 DHEEISH L TOAHREELHAT S
MFP tgE 2aJDET — R FIRE FIAKEE)RMIITXEDRFEERYEL
(XEDORELERY | 3T D4k #HE (DSR) IDMH 5 Sh 52— EFIAEIC
HL) LT, BIEEHFATH
TadDET A EREICHLT. BEEAINTXEOR

FERMYHLEMEIDOHEEICHLTOHA
BRIEZEFRIT D

(2) FMT_MSA.3(b)

BB EMEE
TOE (&, $FFRIZEHFEN S UNORMAL [T L. TFIAREEY AN ZEX 1) T BHEELTRET 5. FIHE
T2 EEEFERRAET S, X1 T BEDPEXT I4ILMETEHY . COEF1UTABHEIZEYT S
E AW EIRENDENSFIRITHY . TIHIMELRLEZHHEE EE T HHEEIFTFELEL,

7.4, EX 2T+ EIEHERE

XA TAEEHERLL, EX ) TR EE T DA

TABEZHIILUTOEY,
- FMT_MSA.1(a). FMT_MSA.1(b). FMT_MTD.1, FMT_SMF.1, FMT_SMR.1

(1) FMT_MSA.1(a)
TOE (. EEEIZH LT, UTICERTIEELHRIT5H,
- —fRFIFEZE User ID DREALVEHE . BIFR. FHIRIERK

EXLVTAREDEE

- FIRA#EEUVALOBEWEDLE . HE
FRERIRUXERRBEEIRETESRAITEL,

(2) FMT_MSA.1(b)

SETHD, X2 TAEEBRICHIET H5EFY

XLV TAREDEE

TOE (. EEEICH LT, UTICERTIEELHRIT 5,
- FIRHEEURDOEWNEDLE . RE
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FIRAZREI RUBAERER ZRE TS HRANTALY,

(3) FMT_MTD.1

TSF T—52NDEE

TOE [F.TSF T—2ITHL. K 7-9 [CRYBEEZHFASNI-REIDHIZHREZTATT 5,

R 7-9. TSFF—42nEHE

TSF 7—4 1R1E BEEH TR AERE
—fi%FIFA#& User ID HIBR. #TRRERL. FLVEt EEE
&1E User ID 7L 7L
AEX Y UIFAXIBFA—ILDEE S | HIRR., FRER. MOEhHE EBE
YRMERIETELRT VY EIAY=F oXcy — e FIRE
DaJRT—HRRAY ELEhe EBE

EIAY=F oXcy — R FIRE
IRRT—RRYS— FLEht. ’E EEE
EIREAAT—RTE FLEht. ’E EEE
EIRHRARTE (BRIE/RIL) FLEht. ’E EEE
F A& IR ERE BWaEht. BE. EEE
IPsec MEXTE FWEbhE. ’E EEE
FFZIERE FWEbhE. ’E EEE
FYRD—DERTE FUEhE. ’E EEE
TJ7— LT OEEMERIADT - | %L 7L
HDINYaE
—REFIRAENRT—F HIBR . #FTRRIERK EEE
EEE/NZAT—F RE EBE
A= —N—T7A )L —/\— | FRIER. RE EBE
BREDNEEBIZTIVERT S
HDISRAT—K
BEENY IS[AY=¥okca EEE
IPsec DERTHHH nE EEE
(4) FMT_SMF.1 EEMEDRE

TOE (X, UATFICERT X T EEMAEEZRMET S,

£ 7-10. EE#MEEDYR+

TR

U.ADMINISTRATOR (2 & BT —fi&F| & User IDJDEEk-HIfR SR

U.ADMINISTRATOR [Z&BT RAF v IFAXIEFA—ILDEEFLYRANERITTRLRT v 1D &% -Hlk-SE8

U.NORMAL IZ&k BT RF v U IFAXIBFA—ILDEFEXVALEZIETRLRAT VI 1D SR

U.ADMINISTRATOR [2&4T 230X T—42207 |IOS R

64

©SEIKO EPSON CORPORATION 2017-2018. All rights reserved.




LX-10000F/LX-7000F/WF-C20590/WF-C17590 +¥a!)T7142—%4" vk Rev.10

U.NORMAL IZ2&BIP3dRF—42Z2045 1OS R

U.ADMINISTRATOR [Z& B /SR —RRYS — | DS B- &

U.ADMINISTRATOR [C kB EREAAT—EREIDSHE-TF

U.ADMINISTRATOR [Z& AT BEEEFRRHRE RENRIL) IOSR-EF

U.ADMINISTRATOR [Z&AT R AEFHIREZEIDSE-ZTE

U.ADMINISTRATOR [Z& 5l Psec DRTEINSE-EEH

U.ADMINISTRATOR [Z&AIBZIBEINSR-TH

U.ADMINISTRATOR [Z&AIRybT—Y%TEINOSHB- LR

U.ADMINISTRATOR [Z4&ATU.NORMAL O — 8 FIFAE /SR T —F 1D & 5% HIf

U.ADMINISTRATOR [Z&%TU.ADMINISTRATOR DEBE/AXRT—FIDZEHE

U.ADMINISTRATOR IZ&BI A= )L —/\—0T7 A )L — N\ EDNEE BT IR T B-HD/INRT—FK]
DEFLER

U.ADMINISTRATOR [Z&ATEEEOS | DS R

U.ADMINISTRATOR [Z& AT IPsec DERILEEREIOLTE

(5) FMT_SMR.1 tXa) T DEE
TOE [F. LFICR I HEZHFL. AIAEERIICEER TS,
- —AAE
- EEE

7.5. BRET —HEME
BETHHEREELEL. BIRSN-XERU—FMIZRESI2XEZEHDD R U Flash ROMMBEEITHEEL.
BHRATELYT SREDILETH D, BET —HHERBICHIST 5 X T HERHEUTOREY,
- FDP_RIP.1

(1) FDP_RIP.1 YTy MERIRE
TOE I&. EAMEEICKDEP3T5E T . HDD 40 Flash ROM [Z&7F&h 1= D.DOC #i8%$ %, D.DOC [ZfE
RSN TV FEIEIE., FFEDIE (0X00) IZ&YIER EEEZHET S, HDD O L EEZHEICRAL T, TOE &2818F.
RUBEHRIOERIZKY. BET—2ERELIIGE. LEEHET S, T, TOE [E BEARLNSOFE
BEICKY ., EEEHEELTRELT B,

7.6. BT AMERE
B TAMMEREEIX. TSF O— N EEIETBE.TSF T—ANO—ERU TSF ETa—KFAZELTHL L%,
MFP RN IR T DHEBED & TH D, BT AMEREIZHIG T 2 X 1) T H4EEEHIXLLTDEY,
-  FPT_TST1

(1) FPT_TST1 TSF 7Rk
TOE I¥. MFP RKEBIRFIZ, LTICEET B2 TAMNEITT 5,
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- I7—LIITDITFAILDNYL A {EEETEL, TOE RITEMShI-E(I7—LI 7 DEEMRIID
DNy AE) E— BT HILEHERTHIEICKY.TSF T—2D—8(T7—LIzT7D/\va{E) R
U TSF 27— FDEEMERIIT HEHIC, TSF O— O EFEEERII T Dk RIS
AECTANMTEENRDONI-IGE . TOE L. MFP DE/XRILICTS—Avt—C%RRL. FDEDLY
MEHIRELEFRILALY,

7.7. BEEOTHEE
BEEOJHEELE. TOE DERRUVEF )T BAESREEBTOJTELTRBEL. SBIIMEDILTHD BEE
AJHEEICRE T X1 TAHEEER EUTDREY,
- FAU_GEN.1.FAU_GEN.2, FAU_SAR.1. FAU_SAR.2, FAU_STG.1. FAU_STG.4, FPT_STM.1

(1) FAU_GEN.1 BEET—HERK
TOE . & 7-1L ISRYEERNRERINRELBR. EET —FZ4ERL. EBEOJ ELTRET S,
= 7-11. EEXRER

EANRER BEET—4 BANER
ESE O HEREDBISA (RLDh) - BEANZEZORE AR - HL
BB O HEEDR T (B - BEANEEZOER - HL
PEE AN =X LD (T8 - BEERKRBROYISIIMER |- L
BRI AN =X LD (R %) &R - HL
EIRMRED A (R ER) - BEENREROMBR - HL
BRI DZEE (DK ER) - HL
IPsec @1E D KB - BIEXIPPRLR

B AN X LERANZXLE—ARTHHEMN D, FRIRIEICKBLIBE . [EADAD KK IZIEET
BWEFGEN, oT BEBERRERIARNAN=XLOERA (FI/ER) I0BMEREL T, IFIAEHBIO
AT HIEHBLEL,

(2) FAU_GEN.2 FI A& B RO BEES
EENREEZNFABEDT I IVICE-TE0ENT=2DTHHESE, TOE (. FDORERELST=-FIAED
HAEREEENRBRICEEMNTS,

(3) FAU_SAR.1 ERXLEa—
TOE (X, EEO0J DA HLEZEEEIZHT 5, -, TOE . BEENEROIZRIRTEIRRITH
LTRSS, BIEEIL Web Config [CAT AL, BEEDOY (CSVERI7Z7AMIV)ZAFT S,

(4) FAU_SAR.2 BEEELE1—
TOE [F. BEEOY DA HLEEEEDHIZHRT 5,
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(5) FAU_STG.1 REIN-EEEX MR
TOE (. £ THOFAEICHLTEERY OREEHFALEL, £f- TOE (FTEBEFLUNDOFIBAEICHLTESR
AJ I F BETODEREEFHFALEL,

(6) FAU_STG.4 BEET—ABEDOMIE
TOE [Z. BEEAS N E RIS . RO AEICERMEhEETOSIcxLTLEEET S,

(7) FPT_STM.1 BIEEAM LREVT
TOE [&. TOE RERICI R T LB EER T 5. EEXNREBRNRLELGEE. COVXT LN OHRERRE
EEENY(Z082T 5, VAT LEEE NTP H—N\—ASERGBEBEZIEL. BS54 A4,

7.8. rYRT—UREREE
FyRD—OREMEEE (T, LAN FIAER, RybT—ODEBREIZLHERFAVRUVREZMH LT HWEDLETH S,
FYRD—HREBEEI RIS T DX 1) TAHEEE S IXLUTOEY,
- FPT_FDI_EXP.1,FTP_ITC.1

(1) FPT_FDI_EXP.1 NERA 2 B—T A AN DFHIR SN = 1R ERE
TOE [F. LT D&Y H#R LAN L EFFEEROIFEHMETEZEERIZHIRT 5,
- TOE [&. H#R LAN Bb A NEN - 1EHREBFERIRA TSF [ZXRHEBMDNEBLICE HEERELLL
- TOE (&, BEEEN DA NSNI-EIREF R LAN ~ TSF (X DBMONEBLLICEEERE LA

(2) FTP_ITC.1 TSF EEEEFvrRIL
TOE [&. MFP KA LE Y —/IN—DOUSATUMPC LBIET SIE. SEEFYRILENLTEIET 5. TOE [£,
BIEEFYRILELT, IPsec IBELBEEEIRMT D, IPsec BESLBIEICET HEHER 7-12 [TFRT,
& 7-12. IPsec 4%

HE S

E57IILTY)X L AES(128bits,192bits,256bits)
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