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Table 1-1 FAfikERR
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IIS 7.5.76
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= ERBIGRAEEERE

=T 7RI RE

» R R A B

X UT A ERERE

s Ty T T — SRR RE
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o R hT—ZiE{E R

R OURRE

= ANL—URE BLRERE

IS SRR GEREE

1.4. TOE description

AFECIE TOE Ol s i o W ik 5,

1.4.1. TOE O #¥pIRr &5 E

1.4.1.1. TOE OIRRIFERL
TOE OWERREFEIEUL FORIZRT LI, BE 3L AX v —a=yh, TV —a=yh IR,
HDD-SSD. USB I/F. Network I/F 2B S5 MFP Cihd,
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Table 1-2 gk
No. Function Definition
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3 | FVH—a2=vh A EAR DS DFRIZEY | FIRI RIS E S 7 g 7 — 2 & FIRI H 7
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6 | SDRAM TSI E L CTRIHESN A EFRMEATEY,
7 | ASIC B 7 — & D B RE 2 F2RE LT R E R A B B4R FEIR] S
8 | NVRAM MFP OEWEZRET LR ET —F#X° TSF 7 —FDBRAFIND AR
PEAEY,
9 | EEPROM i 588 (KEK) O B MR 7SIV 8RGO IR G i, Tl s R
Tl e, AREEE IR EICEMATSNTRBYER T AL TE20,
10 | HDD-SSD RGOSR L LT, B T — 2o — BRI T — X DRI, BROEE
IR S IR S A,
11 | RS-232C I/F SUTNVEERET DT EM A REIR A Z—T = — A, INREIRR S D
T AEEERFL CEEZ Wi HE(CS Remote Care) [IZF]FH TE 543,
TOE IZBWCIIfE B IEShb,
12 | Network I/F 10BASE-T, 100BASE-TX, Gigabit Ethernet ¥R —r 351 X —
T —A,
13 | USBI/F F—R—RRVTRENSTHET A Z KO USB AEV 2 L7 77—
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No. Function

Definition

AT OEZMEZ CWEIGE T — X ORAF - B HLE1T) USB A4 —7
=—2A, 7277L., TOE 2B\ T USB T A ADOFE T2 s s (7
7= AU =T T T —MEREIZ TS USB AEV D 2R,

1412 A4 F R

PLTFIZAR TOE OHAX v AD—EERT,

Table 1-3 HAZ L Z—&

£ FR Ver.
bizhub PRO 1100 ==—H#—XA A 1.00
bizhub PRO 1100 =—#—XHAK EX=V7 +—HiEMR(EEE) 1.00
bizhub PRO 1100 =—H#—XAAK ¥ 27— e (= —5—) 1.00

1.4.1.3. TOE OERAEFR DA
TOE Ok EHE AL TR,

TOE %4#/k 95 MFP A KL TOE —2a OfRIELL T DY Tho,

Table 1-4 TOE DOERRER

BRER 3%
MFP A& bizhub PRO 1100
TOE R—Yg2 G00-30

1.4.2. TOE DRI EEH

LIFIZ TOE OtF a7 4HERE LA REL TR D,
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I1-9-—
A
TOE
IZ:I - T T T T T T T T 'i
LRSS Y [ TosrEE ] |
|
|
_____________________________ |
| L [ xFvomE | |
v [ melmamee | [ o7 ovRmmE | | |
: L[ oEme ]
! | FIEERREEE | | tFauToEIEEeE | | !
| | -
I — Ry I\DA—E’J@{E |
|| 7yIF—rr—omar | [ BETbmEe | 0 Hete !
, e . ,
| [ Empreene | | | [ x@omgemo | |
| b i Uiege |
__________________________ S
|
|
I I V[ EEme ]
|
|

I ' | Ry N DEEREE
m A A

1.4.2.1. EAR MR
TOE 1ZLL F AR H 95,

S
B0 ShERITHESS T3A7> hPC
(R T S EHSEAESE)

Figure 1-3 TOE DO &iH

Table 1-5 TOE D i AKEE

No. Function Definition

1 | 7V MERE 7747 b LAN 2 LU TZE LIRS 2 AT — 2% HI, HH0 0%
HDD 2R 173 DHERE,

2 | A%vHHE FIAE LA BAE S A NDDEIEIZE > T, SCE (R 235 2 B> TRF A b
TR E AT DIRE,

3 | = —Hkae FIAF LA BAE S A NSDBIEIZE T, 3CE (R 235 B> TRF 2 A b
T2 %A ARG, 325\ \E HDD (173 D 8E,

4 | FyRT—7IEHERE F¥=2AbF—F%, LAN 2% LT SMB ¥ — " —72 81235 T DHERE,

5 | EHREHE TOE 1%, BAFSHIEFE I D SN ET AT LN T RER S P E R E
BB W TR EDOE L ORRE A 1R A5, E A 1L, F A e
AL T, TOE 23F 7 2HBEOIER EE1T), BEREHRRIZLY 7V 288K
OEH TN a—T 47 RN —DEER LY TG A EOERIC
b Ma s 35,

6 | CEORFEEMOH LIS | HDD ICRF 2 A T — 22117 HDOVNTE LI RF a2 A T — &0 4
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A,

1422

XU T e

LLFIZ, TOE Ot U7 (#REE ik 42,

Table 1-6 TOE D& =215 (H#EEE

Function

Definition

R R RIERE RE

TOE ZAIFLLHIET 2 TOE OFF e[ FIAH ThHIENEIDE2—H—4 L
SRAT =R R THRFEL, TOE OFFAIFIH Tha T AR TE B A I
TOE OFI %75 A1 DAL, RAEN B A RRBIED 243 A AT HE

T =BT 7 AR ERE

e RRRIEMEBE TREGESAL7Z TOE OFF A ICH LT, £ ORI E ORENC
KU TERHNT-HERR E TR E 05 2 DT AMERRICEE DUV CEERE S~
DAz A4 DHERE,

I P ) R A RE

PR FR AR RE TRRAES L2 TOE OFF A AF 16 LT, Z DR HE D&REN
KU TEH AL BRAEMERRIZEE SN T, FIRIBGRE . A% v BERE, =& — Bk HE.
LEORAFLIHLFEOKRE, BLO, EITHOYa7 I8 ENHERCEL
HNOICE~DEIEO K Z T DR,

X2V T B EEE

W FR A RE CREAES L2 TOE OFF Al FIH IS/ LT, £ ORI HE ORRENC
KL THRDIVAMERE TR E BT DN MERIZIE-SWT TSF 7 —4
(X DIRAEICBI T Dl & B TAROMERE, B2V T LT —ROBRE~
— WP —DIER AT —RER | AR — N —ORE, HRFOE R IR LG
49D,

Ty T T — SRR

s
HE

TOE O77—A0=7 DT v 77— ERiTHHC, 77— A7 =T DEIEME
BAET H7=0 7 V4L B4 R A T DR A

H O 7 AM&RE

TSF #4777 —2 0 =7 R OT RAANIE R ThHIE%E TOE OB HEE
T HEEHE,

Ry T — 2@ 1E IR E

LAN FIHBHZRY N —7 OB L DEHIRZ &R L3 2868, 2747
YR PC & MFP OROEET —#, RO E O/ Y — N —080 58 IT Hias (2%
NSRBI Lo TAERSNIZE T X EOEF LU TRHENTEDLY — 3 —,
WebDAV #—/3—_ SMB ¥ —/3—_ FTP ¥— 3—® 4 fif) & MFP O
B — 2% 5t 5,

Fidrm/ FERE

TOE OEMFBLUEF2UT (4555 (LT, EEFLRLD) OrT %2
HEHERELLLICHE A LU CREEL | iRk An s 2l A TEo AT
TRt oHRE, AR/ RIIRFOTDINE A/ — =% 27T
FESND,

AR — Ul LIS RE

HDD-SSD (ZFSNTWDT — X &R DIRE T L7010, TNHEk 5
b3 DH%RE,

10

i SRR R AR AE

AR — Vi SR RE T BB 2 DR 3 D FE RE,

1.5. A

ER
=]=]

AR ST TIELL T DO FE-

R D,
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Table 1-7 H7E&

Designation Definition
Ko A hF—H RE 2 AT =21, PR REDIEREE LTz T — 2 Thd,
MESCE HOCEFT, CFP IR E DI AR DM R D L ETH D,
BE v BB/ SR UIE, bizhub PRO 1100 SV —RXDERIZAE T AR F NIRRT 42T

VAR OB ER 2 DA T D,

S ESAN A

Wl h7 —21%, bizhub PRO 1100 %3&E A F 251D LAN Th s, 7747~ PC
RS — =W 2 1E FTP 9 — =L 08 Sh T\ 5,

SR T —2

SRy bT—21E, ERTERSNIZITNE Ry NI —27 | S DR N7 — 27 (il 2 13 A
Y E—FyNRE) Tl D,

SMB

SMB &3, Microsoft 52 OS IZBW TRy b —7 ECavta—X—[RLENEEEZTTY
720D T TV r—ar7aba/LTha,

e —

BEEFIZIDa— =L eu s AL AT — R TOE (28RS I-—FI i, v/ A
AN X DR RBIEREFHERE AL T2 XY User ID ST IFHL5,

E

BELE AT =R BB R, EHEEFSRER A R E R SN OB RS e AR B 1T
J£Y Admin ID C#fHTHILD,

P—b2E—F

TOE DRE «R5F RSB LTI EME Tho Y —e 2z v=7 (LT, CE
EIERR) F OSFER E T, LB AT v TV N2 E DT SAADOFHFE S D
BREA EMTED, Y —E AT —RIE, BAE A NRNADOD LR LR ETIENTE
Do 22 LY —E AR S A R Al % TE S AE (B BEF A% 8 AT RE) DR B IS L0 A BE AR 1T I
b TcED,

SC=a—F

FERARY T 2T RO N—Ry =7 B NFEAUTRFIC, BE S VIcRRENHTT
—a—F, SCa—RDFREHIZ TOE IZEEZE IE | BEEZ T M7V IR BB AT
T, ZOT—RNERINIZRFL, BEF IV A V=T 2SI A X A
ICTENSN TS,

CSRC

CSRC /%, CS Remote Care #iE4EHL 957 7V r— a3 Thd, MFP ThF7 /L
TREMRFELIBRIC, B —EAWEIFTET D822 —3IF /0 PC ~@HMT5&E
(2, B AZ—3IF )L PC DOOBERIZIGU THY 2L Zi@mamd 5, RS232C A
B =T x—A E-Mail A2 & —Tx—Z, £2d HITP A4 —72—AT{Tbh5
B, X 2T 8T — R E IS TV DA 1T S b D,

Ry NI — 7 PR RE

Ay N7 — 7 8% CE BLE ORI H TRe L 7 Dbk eE (U —MEFEERE) Th
0, A2 =%y NISWBRE (1o 7 —Ro M FWT, M — S —nh | TOE OFE X
ZEITH%HE) . Web Connection (Web 770 # 2 L T TOE D% &4 TR EfE
PBET DI OBEEE) . ) JEIEFL SRR (Network I/F #H1 T, B /=4ME PC
(2, 71 JOB BIEA 179 28588) BIFTET D, BX 207 4 {bE—RBEMIN
TWAA 1L Web Connection D7 7— A7 =7 /N—a U flEEBERE D 3R T,
ZOMOBEREITFIATE72\,

FTP %3

A¥ XL LT — 2% 2B a— R —TCRZ DT 7 ANMTERL T, FTP ——|27
v —R9 HHEEE,

SMB #(&

AX L LIeT —H %, A a—F—TWR DT 7 AVIZERHL T, 2L Ea—F—W
— =D IF T NV E — K T DHERE,

WebDAV (5

2F Y LT —F &, A a— 2 —THRZ 57 7 AR L T, WebDAV H—/3—
W7y —R4 AR,

F—Ft

0y AN FORESNIA =N By MERTT 78 AN R0 > 72581 A BRI
077y N o EE,

F—hU o MR

EEEDNBE T DR, ZOR AR T 5L A BT T TN D, B SR
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Designation

Definition

DOBIED R E,

Yars

N—Ra— BRSNS CEUE I A, B—OWBBE A% 1 R EOCEE
WL TED,

X 2VT LT

X2V TAEHED SDEVCBIR T DR EE X 27 R EIC—IERR ELF DR E A HE
Fro BRERE, ZOMBER B LN R> TWBZEIC KD Ry NI — 2% LT TOE o ¥ 5k
e BEFXF 2T AL L ORI Ry b — I 3% ERRE . CSRC ICE AR EA AL OF) A
DAVERIESHU, FIITAH OB IS [ A F RSN DIED, FREEDZE HOBRICh
EEHE DA ERIN, REEOEF FHETITINEITAEE) 27O 2T bk
ETEENC 2D, 728, BX 2T (3L — R HNIeo T DkED A TOE &
L TR THD,

PAINA P EWE PN ¥ TOE #7747k PC HikEENiza—F —4, vl (L R0 —K HIRT —4%%
ZIFANDERE, o — W —4 0l L RAT —RIC LA BERAE N I LT D 7
FIR 7 — 225 AL,

User ID — R FEZHT 2 DIV TOBEREI T, TOE 2% OB I LRI HE 5 E T 5,

Admin ID EHEICHZ 5N TODEAF-, TOE (3% 0Okn] I X0 AE 255815,

a——E e

S F— DBk HIR MERO 5 B 5 B 2 FORRE,

Z— P —RREAEE

TOE OOFI il # % 8T HHERE, ARTRAEL  IRGE. SMBRAED 3 FRMbH L,
2D T AR — R A R FRAED 2 T2 D,

ay Ay TOE 2B\ T, —P—4 a s (L AT — R k> TR 4T 528,

5T —FK HDD-SSD D= AkiZdsW\ Tl A 21580 ERIC W TER 57 —%, TOE
I BT —R 2L Oy 582 A mlc 32,

Bt/ SR B A AR OB ED R E 21 TORERE,

R B/ S D RE,

BT v LB RE LAN Z&H L TOVB T 57 — 2 &1 5L L CIR#E 3 DR

BRI %/ B

EE T v R VESRED EATDIFD>, SSLITLS Y — N —EE &G B RO G BAE1T
IFEHE,

W11 REA OFER, BRI R ELRPRAELIGE | ZORZIE AR A R/ IZ5iRIN D,

ISW A2y b= MH L USB ARV DO AFLET v T — T —Z &AL 77 —4
U T DEFEITOMERE, B 27 08T —RRHE USB AEVAME AL EHT DA%
METED,

Tr—=hyxT TOE KD EDER (7 1=y —) OEARNZ2HEHZ 5 D8R E Fio7e Y 7Ry =
7THY, TOE IO 77— L7 =7 THRERS I TUD, TSF HERED ZBUII AL
W7y —20x7 ROarta—777— =T ZHERAL TS,

PRFE& 7V M fE AR =7 LD Ea—F—0bEESN iz ——4 | AT —RES LEETY

(AUTH PRINT) VMRS UL L TR T DR EE,
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2. Conformance claims

2.1. CC Conformance claims

A ST 1%, LLF® Common Criteria (LLE, CC L384) I AT 5,

CC version : Version 3.1 Release 4
CC conformance : Part 2 (CCMB-2012-09-002) Extended,
and Part 3 (CCMB-2012-09-003) Conformant

2.2. PP claim

A ST 1, LT PP IZEA T 5,

PP identification

PP Title : Protection Profile for Hardcopy Devices

PP registration

PP version : 1.0 dated September 10, 2015

Date :  September 10, 2015

Errata :  Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

2.3. PP Conformance rationale

Required Uses

AR TOE X7V b, AF Yy ab’—HREICINZ , o N —2i@(5 | EESAEL £ — ot —3 & (LU, HCD
EED) ThHD, ZOZENDL PP HROHMEHRET R —FL T, FINoOMEMREB#E A EA/ 2T
DVWTHGZERT LD THD,

Conditionally Mandatory Uses

A ST % HCD-PP ®11.3.1.2 Conditionally Mandatory Uses|it#& D3 {:D5E | [Storage and retrieval
[ Field-Replaceable Nonvolatile Storage | % % 4~ — ML TF v . B.1.1 FPT_KYP_EXT.1 . B.1.2
FCS_KYC_EXT.1, B.1.3 FDP_DSK_EXT.1 L DiE &% ERTHLDTHD,

Communications protocol
A ST T AN IT =0T 47 4LDOMIC, BEF 2T 2BE 7 vh=aL LT IPsec & E2EL THY, D.2.1
FCS_IPSEC_EXT.1, D.2.5 FCS_COP.1(g), D.2.6 FIA_PSK_EXT.1 LD &% KT 5L D ThHD,

Optional Uses
A ST Tix HCD-PP @ [1.3.1.3 Optional Uses e DA 7L ar AREZ RN,

Exact Conformance
A ST DEF2VT 4 BEIE, PP OvF a7 1 E L CEMEAL TRY., BERLL WA EFTG 53, PP &
IF—EBLTWA,
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3. Security Problem Definition

AREETIE, M A LR

3.1. Users

FEXT R PEDTE R, AR B MO BF 2T RISV TR T7%,

TOE OHMMAH L, UL FOINT/3HEND,

Table 3-1 User Categories

Designation Asset category Definition
U.NORMAL Normal User A User who has been identified and authenticated and does not
have an administrative role
U.ADMIN Administrator A User who has been identified and authenticated and has an
administrative role
3.2. Assets

{R#EPEIT. User Data, TSF Data Tihd, FEEIILL TOIHITERZEND,

Table 3-2 Asset categories

Designation Asset category Definition
D.USER User Data Data created by and for Users that do not affect the operation of
the TSF
D.TSF TSF Data Data created by and for the TOE that might affect the operation
of the TSF

3.2.1. User Data

User Data 1% Fit 2 DOFEBINORER SIS,

Table 3-3 User Data Type

Designation User Data Type Definition
D.USER.DOC | User Document Information contained in a User’s Document, in electronic or
Data hardcopy form
D.USER.JOB | User Job Data Information related to a User’s Document or Document
Processing Job

3.2.2. TSF Data

TSF Data X T2 2 SOFERINSHER SIS,

Table 3-4 TSF Data

Designation TSF Data type Definition
D.TSF.PROT | Protected TSF TSF Data for which alteration by a User who is neither the data
Data owner nor in an Administrator role might affect the security of

Copyright ©2018 KONICA MINOLTA, INC., All Rights Reserved
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the TOE, but for which disclosure is acceptable
D.TSF.CONF | Confidential TSF TSF Data for which either disclosure or alteration by a User who
Data is neither the data owner nor in an Administrator role might
affect the security of the TOE
3.3. Threats

This section describes threats to assets described in clause in 3.2.

Table 3-5 Threats for the TOE

Designation Definition
T.UNAUTHORIZED_ | An attacker may access (read, modify, or delete) User Document Data or change
ACCESS (modify or delete) User Job Data in the TOE through one of the TOE’s

interfaces.

T.TSF_COMPROMIS
E

An attacker may gain Unauthorized Access to TSF Data in the TOE through

one of the TOE’s interfaces.

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if the TOE is permitted to

operate.

T.UNAUTHORIZED_
UPDATE

An attacker may cause the installation of unauthorized software on the TOE.

T.NET_COMPROMIS
E

An attacker may access data in transit or otherwise compromise the security of

the TOE by monitoring or manipulating network communication.

3.4. Organizational Security Policies

This section describes the Organizational Security Policies (OSPs) that apply to the TOE. OSPs are used
to provide a basis for Security Objectives that are commonly desired by TOE Owners in this operational
environment but for which it is not practical to universally define the assets being protected or the
threats to those assets.

Table 3-6 Organizational Security Policies for the TOE

Designation Definition

PAUTHORIZATION Users must be authorized before performing Document Processing and
administrative functions.

PAUDIT Security-relevant activities must be audited and the log of such actions must be

protected and transmitted to an External IT Entity.

P.COMMS_PROTECT
ION

The TOE must be able to identify itself to other devices on the LAN.

P.STORAGE_ENCRY
PTION

If the TOE stores User Document Data or Confidential TSF Data on Field-
Replaceable Nonvolatile Storage Devices, it will encrypt such data on those

devices.

PKEY_MATERIAL

Cleartext keys, submasks, random numbers, or any other values that
contribute to the creation of encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF Data must be protected

from unauthorized access and must not be stored on that storage device.

Copyright ©2018 KONICA MINOLTA, INC., All Rights Reserved
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3.5. Assumptions

The Security Objectives and Security Functional Requirements defined in subsequent sections of this
Protection Profile are based on the condition that all of the assumptions described in this section are

satisfied.
Table 3-7 Assumptions for the TOE
Designation Definition
A.PHYSICAL Physical security, commensurate with the value of the TOE and the data it stores
or processes, is assumed to be provided by the environment.
ANETWORK The Operational Environment is assumed to protect the TOE from direct, public

access to its LAN interface.

A.TRUSTED_ADMIN [ TOE Administrators are trusted to administer the TOE according to site security

policies.

A.TRAINED_USERS Authorized Users are trained to use the TOE according to site security policies.

Copyright ©2018 KONICA MINOLTA, INC., All Rights Reserved
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4. Security Objectives

4.1. Security Objectives for the Operational environment

This section describes the Security Objectives that must be fulfilled in the operational environment of
the TOE.

Table 4-1 Security Objectives for the Operational environment

Designation Definition

OE.PHYSICAL_PROT | The Operational Environment shall provide physical security, commensurate

ECTION with the value of the TOE and the data it stores or processes.
OE.NETWORK_PRO The Operational Environment shall provide network security to protect the
TECTION TOE from direct, public access to its LAN interface.

OE.ADMIN TRUST The TOE Owner shall establish trust that Administrators will not use their
privileges for malicious purposes.

OE.USER_TRAININ The TOE Owner shall ensure that Users are aware of site security policies and

G have the competence to follow them.
OE.ADMIN_TRAINI The TOE Owner shall ensure that Administrators are aware of site security
NG policies and have the competence to use manufacturer’s guidance to correctly

configure the TOE and protect passwords and keys accordingly.

Copyright ©2018 KONICA MINOLTA, INC., All Rights Reserved
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5. Extended components definition

ARETIT, JREL v 2V T A RE B2 B T 5, 7B, JEEE 134 C HCD-PP TERINTWDHLDEZD
FEEHL TS,

5.1. FAU_STG_EXT Extended: External Audit Trail Storage

Family Behavior:
This family defines requirements for the T'SF to ensure that secure transmission of audit data from TOE
to an External IT Entity.

Component leveling:

FAU_STG_EXT.1: Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel

implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:

=  The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

= There are no auditable events foreseen.

FAU_STG_EXT.1 Extended: Protected Audit Trail Storage

Hierarchical to : No other components
Dependencies : FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel
FAU_STG_EXT.1.1  The TSF shall be able to transmit the generated audit data to an External IT Entity using
a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity which relies
on a non-TOE audit server for storage and review of audit records. The storage of these audit records and
the ability to allow the administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR for the transmission of
audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class with a

single component.
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5.2. FAU_CKM_EXT Extended: Cryptographic Key Management

Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially, this extended
component is intended for cryptographic key destruction.

Component leveling:

FCS_CKM_EXT.4: Extended: Cryptographic Key Material Destruction 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key materials

that are no longer needed are destroyed by using an approved method.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

=  There are no auditable events foreseen.

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

Hierarchical to : No other components
Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction
FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and

cryptographic critical security parameters when no longer needed.

Rationale:
Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer
needed are destroyed by using an approved method, and the Common Criteria does not provide a suitable

SFR for the Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure, and it is

therefore placed in the FCS class with a single component.

5.3. FCS_IPSEC_EXT Extended: IPsec selected

Family Behavior:

This family addresses requirements for protecting communications using IPsec.
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Component leveling:

FCS_IPSEC_EXT.1 Extended: IPsec selected 1

FCS_IPSEC_EXT.1 IPsec requires that IPsec be implemented as specified.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

= Failure to establish an IPsec SA

FCS_IPSEC_EXT.1 Extended: IPsec selected

Hierarchical to : No other components

Dependencies : FIA_PSK_EXT.1 Extended:Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit

FCS_IPSEC_EXT.1.1 The TSF shall implement the IPsec architecture as specified in RFC 4301.

FCS_IPSEC_EXT.1.2 The TSF shall implement [selection: tunnel mode, transport model.

FCS_IPSEC_EXT.1.3  The TSF shall have a nominal, final entry in the SPD that matches anything that is
otherwise unmatched, and discards it.

FCS_IPSEC_EXT.1.4  The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using
[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602)
together with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified
by RFC 3602) together with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-
128 as specified in RFC 4106, AES-GCM-256 as specified in RFC 4106).

FCS_IPSEC_EXT.1.5  The TSF shall implement the protocol: [selection: IKEvI, using Main Mode for Phase 1
exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no other RFCs
for extended sequence numbers, RFC 4304 for extended sequence numbers], and
[selection: no other RFCs for hash functions, RFC 4868 for hash functionsl; IKEv2 as
defined in RFCs 5996, [selection: with no support for NAT traversal, with mandatory
support for NAT traversal as specified in section 2.23), and [selection: no other RFCs for
hash functions, RFC 4868 for hash functionsl].
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FCS_IPSEC_EXT.1.6  The TSF shall ensure the encrypted payload in the [selection: IKEvI, IKEv2 protocol
uses the cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC
3602 and [selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other
algorithml).

FCS_IPSEC_EXT.1.7 The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

FCS_IPSEC_EXT.1.8  The TSF shall ensure that [selection: IKEv2 SA lifetimes can be established based on
[selection: number of packets/number of bytes; length of time, where the time values can
be limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs]; IKEv1 SA lifetimes
can be established based on [selection: number of packets/number of bytes ; length of
time, where the time values can be limited to: 24 hours for Phase 1 SAs and 8 hours for
Phase 2 SAs]].

FCS_IPSEC_EXT.1.9  The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit MODP),
and [selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20 (384-
bit Random ECE 5 (1536-bit MODP)), |assignment: other DH groups that are
implemented by the TOE], no other DH groups).

FCS_IPSEC_EXT.1.10 The TSF shall ensure that all IKE protocols perform Peer Authentication using the
[selection: RSA, ECDSA] algorithm and Pre-shared Keys.

Rationale:
IPsec is one of the secure communication protocols, and the Common Criteria does not provide a suitable

SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

5.4. FCS_KDF_EXT Extended: Cryptographic Key Derivation

Family Behavior:

This family specifies the means by which an intermediate key is derived from a specified set of submasks.

Component leveling:

FCS_KDF_EXT:Cryptographic Key Derivation 1

FCS_KDF_EXT.1 Cryptographic Key Derivation requires the TSF to derive intermediate keys from
submasks using the specified hash functions.

Management;:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

- There are no auditable events foreseen.
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FCS KDF EXT Extended: Cryptographic Key Derivation
Hierarchical to : No other components
Dependencies : FCS_COP.1(h) Cryptographic Operation (for keyed-hash

message authentication),
[if selected: FCS_RBG_EXT.1 Extended: Cryptographic
Operation (Random Bit Generation)]

FCS_KDF_EXT.1.1 The TSF shall accept [selection: a RNG generated submask as specified in
FCS RBG_EXT1, a conditioned password submask, imported submaskl to derive an
intermediate key, as defined in [selection: NIST SP 800-108 [selection: KDF in Counter
Mode, KDF in Feedback Mode, KDF in Double-Pipeline Iteration Mode], NIST SP 800-
134, using the keyed-hash functions specified in FCS_COP.1(h), such that the output is at
least of equivalent security strength (in number of bits) to the BEV.

Rationale:

The TSF is required to specify the means by which an intermediate key is derived from a specified set of
submasks using the specified hash functions.

This extended component protects the Data Encryption Keys using cryptographic algorithms in the

maintained key chains, and it is therefore placed in the FCS class with a single component.

5.5. FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)

Family Behavior:
This family provides the specification to be used for using multiple layers of encryption keys to ultimately

secure the protected data encrypted on the storage.

Component leveling:

FCS_KYC_EXT Key Chaining 1

FCS_KYC_EXT Key Chaining, requires the TSF to maintain a key chain and specifies the characteristics
of that chain.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

= There are no auditable events foreseen.

FCS KYC EXT1 Extended: Key Chaining

Hierarchical to : No other components.

Dependencies : [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
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FCS_SMC_EXT.1 Extended: Submask Combining,

FCS_COP.1(f) Cryptographic operation (Key Encryption),

FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),

and/or
FCS_COP.1() Cryptographic operation (Key Transport)]
FCS_KYC_EXT.1.1  The TSF shall maintain a key chain of: [selection: one, using a submask as the BEV or

DEK; intermediate keys originating from one or more submask(s) to the BEV or DEK using
the following method(s): [selection: key wrapping as specified in FCS COPI1(e), key
combining as specified in FOS_SMC_EXT 1, key encryption as specified in FCS_COPR1(®),
key derivation as specified in FCS KDF EXT 1, key transport as specified In
FCS_COP1(@G)l] while maintaining an effective strength of [selection: 128 bits, 256 bits].

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the characteristics of
that chain.However, the Common Criteria does not provide a suitable SFR for the management of
multiple layers of encryption key to protect encrypted data.

This extended component protects the TSF data using cryptographic algorithms, and it is therefore

placed in the FCS class with a single component.

5.6. FCS_PCC_EXT Extended: Cryptographic Password Construction and
Conditioning

Family Behavior:
This family ensures that passwords used to produce the BEV are robust (in terms of their composition)

and are conditioned to provide an appropriate-length bit string.

Component leveling:

FCS_PCC_EXT Extended: Cryptographic Password

Construction and Conditioning

FCS_PCC_EXT.1 Cryptographic Password Construction and Conditioning, requires the TSF to accept

passwords of a certain composition and condition them appropriately.

Management:

No specific management functions are identified

Audit:

There are no auditable events foreseen.

FCS PCC EXT'1 Extended: Cryptographic Password Construct and Conditioning
Hierarchical to : No other components
Dependencies : FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)

FCS_PCC_EXT.1.1 A password used to generate a password authorization factor shall enable up to
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[assignment: positive integer of 64 or more] characters in the set of {upper case characters,
lower case characters, numbers, and [assignment: other supported special characters]} and
shall perform Password-based Key Derivation Functions in accordance with a specified
cryptographic algorithm [HMAC-[selection: SHA-256, SHA-384, SHA-514], with
[assignment: positive integer of 1000 or morel iterations, and output cryptographic key
sizes [selection: 128, 256] that meet the following: [assignment: PBKDF recommendation

or specification).

Rationale:

The TSF is required to ensure that passwords used to produce the BEV are robust (in terms of their
composition) and are conditioned to provide an appropriate-length bit string.

This extended component protects the Data Encryption Keys using cryptographic algorithms and Robust
BEV in the maintained key chains, and it is therefore placed in the FCS class with a single component.

5.7. FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit Generation)

Family Behavior:
This family defines requirements for random bit generation to ensure that it is performed in accordance

with selected standards and seeded by an entropy source.

Component leveling:

FCS_RBG_EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in accordance

with selected standards and seeded by an entropy source.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

=  There are no auditable events foreseen.

FCS RBG _EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

Hierarchical to : No other components.
Dependencies : No dependencies.

FCS_RBG_EXT.1.1  The TSF shall perform all deterministic random bit generation services in accordance with
[selection: ISOAEC 18031:2011, NIST SP 800-90A] using [selection: Hash_ DRBG (any),
HMAC_DRBG (any), CTR_DRBG (AES)\.

FCS_RBG_EXT.1.2  The deterministic RBG shall be seeded by at least one entropy source that accumulates
entropy from [selection: [assignment: number of software-based sourcesl software-based
noise source(s), [assignment: number of hardware-based sources] hardware-based noise

source(s)] with a minimum of [selection: 128 bits, 256 bits] of entropy at least equal to the

Copyright ©2018 KONICA MINOLTA, INC., All Rights Reserved
26/76



bizhub PRO 1100 Security Target

greatest security strength, according to ISO/IEC 18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that it will generate.

Rationale:
Random bits/number will be used by the SFRs for key generation and destruction, and the Common

Criteria does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in the FCS

class with a single component.

5.8. FCS_SNI_EXT Extended: Cryptographic Operation (Salt, Nonce, and
Initialization Vector Generation

Family Behavior:

This family ensures that salts, nonces, and IVs are well formed.

Component leveling:

FCS_SNI_EXT Extended: Cryptographic Operation

(Salt, Nonce, and Initialization Vector Generation)

FCS_SNI_EXT.1 Cryptographic Operation (Salt, Nonce, and Initialization Vector Generation), requires
the generation of salts, nonces, and IVs to be used by the cryptographic components of the TOE to be

performed in the specified manner.

Management:
No specific management functions are identified

Audit:
There are no auditable events foreseen.

FCS SNI EXT1 Extended: Cryptographic Operation (Salt, Nonce, and Initialization Vector

Generation)
Hierarchical to : No other components
Dependencies : FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random

Bit Generation)

FCS_SNI_EXT.1.1 The TSF shall only use salts that are generated by a RNG as specified in FCS_RBG_EXT.1.
FCS_SNI_EXT.1.2 The TSF shall only use unique nonces with a minimum size of [64] bits.
FCS_SNI_EXT.1.3 The TSF shall create IVs in the following manner: [

+ CBC: IVs shall be non-repeating,

+ CCM: Nonce shall be non-repeating.

+ XTS: No IV. Tweak values shall be non-negative integers, assigned consecutively, and

starting at an arbitrary non-negative integer,

+ GCM: IV shall be non-repeating. The number of invocations of GCM shall not exceed

2732 for a given secret key.

1.
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Rationale:

The TSF is required to ensure that the generation of salts, nonces, and I'Vs to be used by the cryptographic
components of the TOE to be performed in the specified manner.

This extended component protects the communication data and storage data using cryptographic
algorithms with specified Salt, Nonce and Initialization Vector Generation, and it is therefore placed in

the FCS class with a single component.

5.9. FDP_DSK_EXT Extended: Protection of Data on Disk

Family Behavior:

This family is to mandate the encryption of all protected data written to the storage.

Component leveling:

FDP DSK_EXT.1 Extended: Protection of Data on Disk 1

FDP_DSK_EXT.1 Extended:Protection of Data on Disk, requires the TSF to encrypt all the Confidential
TSF and User Data stored on the Field-Replaceable Nonvolatile Storage Devices in order to avoid storing

these data in plaintext on the devices.

Management:
The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FDP_DSK_EXT.1 Extended: Protection of Data on Disk

Hierarchical to : No other components
Dependencies : FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption).

FDP_DSK_EXT.1.1  The TSF shall [selection: perform encryption in accordance with FCS_COP.1(d), use a
self-encrypting Field-Replaceable Nonvolatile Storage Device that is separately CC
certified to conform to the FDE EE cPPl, such that any Field-Replaceable Nonvolatile
Storage Device contains no plaintext User Document Data and no plaintext Confidential
TSF Data.

FDP_DSK_EXT.1.2  The TSF shall encrypt all protected data without user intervention.

Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any confidential data without user
intervention, and the Common Criteria does not provide a suitable SFR for the Protection of Data on
Disk.
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This extended component protects the Data on Disk, and it is therefore placed in the FDP class with a

single component.

5.10. FIA_PMG_EXT Extended: Password Management

Family Behavior:
This family defines requirements for the attributes of passwords used by administrative users to ensure

that strong passwords and passphrases can be chosen and maintained.

Component leveling:

FIA_PMG_EXT.1 Extended: Password Management 1

FIA_PMG_EXT.1 Password management requires the TSF to support passwords with varying

composition requirements, minimum lengths, maximum lifetime, and similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FIA_PMG_EXT.1 Extended: Password Management

Hierarchical to : No other components
Dependencies : No dependencies

FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:
- Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [selection: “!”, “@”, “#”, “$”, “%”, “*”,
“&”, 7 «« ) [assignment: other charactersll;
+ Minimum password length shall be settable by an Administrator, and have the capability

to require passwords of 15 characters or greater;

Rationale:
Password Management is to ensure the strong authentication between the endpoints of communication,

and the Common Criteria does not provide a suitable SFR for the Password Management.

This extended component protects the TOE by means of password management, and it is therefore placed
in the FIA class with a single component.
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5.11. FIA_PSK_EXT Extended: Pre-Shared Key Composition

Family Behavior:
This family defines requirements for the TSF to ensure the ability to use pre-shared keys for IPsec.

Component leveling:

FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition 1

FIA_PSK_EXT.1 Pre-Shared Key Composition, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FIA PSK EXT 1 Extended: Pre-Shared Key Composition
Hierarchical to : No other components
Dependencies : FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random

Bit Generation)

FIA_PSK_EXT.1.1 The TSF shall be able to use pre-shared keys for IPsec.

FIA_PSK_EXT.1.2 The TSF shall be able to accept text-based pre-shared keys that are:
+22 characters in length and [selection: [assignment: other supported lengthsl, no other
lengthsl;
-composed of any combination of upper and lower case letters, numbers, and special
characters (that include: “”, “@”, “#”, “$”, “%”, “»”, “&”, “*”, “(“, and “)").

FIA_PSK_EXT.1.3 The TSF shall condition the text-based pre-shared keys by using [selection: SHA-1, SHA-
256, SHA-512, lassignment: method of conditioning text stringl] and be able to [selection:
use no other pre-shared keyss accept bit-based pre-shared keys; generate bit-based pre-
shared keys using the random bit generator specified in FCS_RBG_EXT 1].

Rationale:
Pre-shared Key Composition is to ensure the strong authentication between the endpoints of
communications, and the Common Criteria does not provide a suitable SFR for the Pre-shared Key

Composition.

This extended component protects the TOE by means of strong authentication, and it is therefore placed
in the FIA class with a single component.
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5.12. FPT_KYP_EXT Extended: Protection of Key and Key Material

Family Behavior:
This family addresses the requirements for keys and key materials to be protected if and when written

to nonvolatile storage.

Component leveling:

FPT_KYP _EXT.1 Protection of key and key material 1

FPT_ KYP _EXT.1 Extended: Protection of key and key material, requires the TSF to ensure that no

plaintext key or key materials are written to nonvolatile storage.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FPT_KYP_EXT.1 Extended: Protection of Key and Key Material

Hierarchical to : No other components.
Dependencies : No dependencies.

FPT_KYP_EXT.1.1 The TSF shall not store plaintext keys that are part of the keychain specified by
FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage Device.

Rationale:
Protection of Key and Key Material is to ensure that no plaintext key or key material are written to
nonvolatile storage, and the Common Criteria does not provide a suitable SFR for the protection of key

and key material.

This extended component protects the TSF data, and it is therefore placed in the FPT class with a single

component.

5.13. FPT_SKP_EXT Extended: Protection of TSF Data

Family Behavior:
This family addresses the requirements for managing and protecting the TSF data, such as cryptographic
keys.This is a new family modelled as the FPT Class.

Component leveling:

FPT SKP_EXT.1 Extended: Protection of TSF Data 1
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FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires preventing symmetric

keys from being read by any user or subject.It is the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FPT SKP_EXT.1 Extended: Protection of TSF Data
Hierarchical to : No other components.
Dependencies : No dependencies.
FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private keys.

Rationale:
Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are protected

securely, and the Common Criteria does not provide a suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication using Preshared Key, and

it is therefore placed in the FPT class with a single component.

5.14. FPT_TST_EXT Extended: TSF testing

Family Behavior:

This family addresses the requirements for self-testing the TSF for selected correct operation.

Component leveling:

FPT_TST_EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up in order to

demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.
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FPT_TST_EXT.1  Extended: TSF testing
Hierarchical to : No other components
Dependencies : No dependencies

FPT_TST EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to demonstrate
the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not provide a
suitable SFR for the TSF testing.In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single

component.

5.15. FPT_TUD_EXT Extended: Trusted Update

Family Behavior:
This family defines requirements for the TSF to ensure that only administrators can update the TOE

firmware/software, and that such firmware/software is authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1

FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FPT TUD_EXT.1 Extended: Trusted Update
Hierarchical to : No other components
Dependencies : FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).
FPT TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current version
of the TOE firmware/software.
FPT _TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to TOE

firmware/software.
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FPT _TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE using a
digital signature mechanism and [selection: published hash, no other functions] prior to

installing those updates.

Rationale:
Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable SFR for
the management of firmware/software.In particular, there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single

component.
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6. Security Requirements
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6.1.1. Class FAU: Security audit

FAU_GEN.1 Audit data generation
(for 0.AUDIT)
Hierarchical to : No other components
Dependencies : FPT_STM.1 Reliable time stamps
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:

a) Start-up and shutdown of the audit functions;
b) All auditable events for the not specified level of audit; and
¢) All auditable events specified in
Table 6-1, [assignment: other specifically defined auditable events].
[assignment: other specifically defined auditable events]
*  none
FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:
a) Date and time of the event, type of event, subject identity Gf applicable), and the
outcome (success or failure) of the event; and
b) For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, additional information specified in
Table 6-1, [assignment: other audit relevant information].

[assignment: other audit relevant information]

*  none
Table 6-1 Audit data requirements
Auditable event Relevant SFR Additional Details
information
Job completion FDP_ACF.1 Type of job TV aT DET
OB —D5ET
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AX YL DFET
Ot —Va 7 ORLE
TV a7 ORAT
ARfFVaT OFHHL
ARAFY a7 OHIRI
ARIFa T 0T AT
ARAFTaT OHIER
Unsuccessful User authentication | FIA_UAU.1 None ‘BT A DR
BT AL DKL
Unsuccessful User identification FIA_UID.1 None 1T AL DY)
BT AL DKL
Use of management functions FMT_SMF.1 None e ol
Modification to the group of Users | FMT_SMR.1 None 2 —YP— RO TR FEL
that are part of a role TR FLERITAT D72
Changes to the time FPT_STM.1 None - HEEDA T
Failure to establish session FTP_ITC.1, Reason for | *i@{5HENLD IH N ONMRARD B
FTP_TRP.1(a), failure
FTP_TRP.1(b)
FAU_GEN.2 User identity association
(for 0.AUDIT)
Hierarchical to : No other components
Dependencies : FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification
FAU_GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able to

FAU_STG_EXT.1

FAU_STG_EXT.1.1

associate each auditable event with the identity of the user that caused the event.

Extended: External Audit Trail Storage

(for 0.AUDIT)
Hierarchical to : No other components
Dependencies : FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel
The TSF shall be able to transmit the generated audit data to an External IT Entity using
a trusted channel according to FTP_ITC.1.

6.1.2. Class FCS: Cryptographic support

FCS_CKM.1(a)

Cryptographic Key Generation (for asymmetric keys)

(for 0.COMMS_PROTECTION)

Hierarchical to : No other components.

Dependencies : [ECS_CKM-2 Cryptographiekey-distribution,or
FCS_COP.1(b) Cryptographic Operation (for signature
generation/ verification),

FCS_COP.1G) Cryptographic operation (Key Transport)]
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FCS_CKM.1.1(a)

Refinement:

FCS_CKM.1(b)

FCS_CKM.1.1(b)

Refinement

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

The TSF shall generate asymmetric cryptographic keys used for key establishment in

accordance with [selection:

L] NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for finite field-
based key establishment schemes;

] NIST Special Publication 800-564, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for elliptic curve-
based key establishment schemes and implementing “NIST curves” P-256, P-384 and
[selection: P-521, no other curves] (as defined in FIPS PUB 186-4, “Digital Signature
Standard”)

L] NIST Special Publication 800-56B, “Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography” for RSA-based
key establishment schemes

] and specified cryptographic key sizes equivalent to, or greater than, a symmetric key

strength of 112 bits.

[selection: NIST Special ..]

] NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for finite field-

based key establishment schemes

Cryptographic key generation (Symmetric Keys)
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION)

Hierarchical to : No other components.

Dependencies : [ECS_CKM-2 Cryptographiekey-distribution,or
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption)
FCS_COP.1(e) Cryptographic Operation (Key Wrapping)
FCS_COP.1(f) Cryptographic operation (Key Encryption)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit Generation)

The TSF shall generate symmetric cryptographic keys using a Random Bit Generator as

specified in FCS_RBG_EXT.1 and specified cryptographic key sizes [selection: 128 bit, 256

bit] that meet the following: No Standard.

[selection: 128 bit, 256 bit]

= 128bit

. 256 bit
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FCS_CKM_EXT.4

FCS_CKM_EXT.4.1

FCS_CKM.4

FCS_CKM.4.1

Refinement:

Extended: Cryptographic Key Material Destruction
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)

Hierarchical to : No other components.
Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)],
FCS_CKM.4 Cryptographic key destruction

The TSF shall destroy all plaintext secret and private cryptographic keys and

cryptographic critical security parameters when no longer needed.

Cryptographic key destruction
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)

Hierarchical to : No other components.
Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]

The TSF shall destroy cryptographic keys in accordance with a specified cryptographic key

destruction method [selection:

] For volatile memory; the destruction shall be executed by [selection’ powering off a
device, [assignment: other mechanism that ensures keys are destroyed]].

. For nonvolatile storage, the destruction shall be executed by a [selection’ single, three
or more times] overwrite of key data storage location consisting of [selection: a pseudo
random pattern using the TSFs RBG (as specified in FCS_RBG_EXT.1), a static
pattern], followed by a [selection: read-verify, nonel. If read-verification of the
overwritten data fails, the process shall be repeated again;

] that meets the following: [selection: NIST SP800-88, no standard).

[selection: For volatile memory, ...]

] For volatile memory, the destruction shall be executed by [selection: powering off a
device, [assignment: other mechanism that ensures keys are destroyed]].

] For nonvolatile storage, the destruction shall be executed by a [selection’ single, three
or more times] overwrite of key data storage location consisting of [selection: a pseudo
random pattern using the TSF’s RBG (as specified in FCS RBG EXT1), a static
pattern], followed by a [selection: read-verify, nonel. If read-verification of the
overwritten data fails, the process shall be repeated again;

[selection: powering off a device, assignment: other mechanism that ensures keys are

destroyed]|

L] powering off a device

[selection: single, three or more times]

] single

[selection: a pseudo random pattern using the TSFs RBG (as specified in

FCS_RBG _EXT 1), a static pattern]

. a static pattern

[selection: read-verify, none]

*  none

[selection: NIST SP800-88, no standard]
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FCS_COP.1(a)

FCS_COP.1.1(a)

Refinement

FCS_COP.1(b)

FCS_COP.1.1(b)

Refinement

] no standard

Cryptographic Operation (Symmetric encryption/decryption)

(for 0.COMMS_PROTECTION)

Hierarchical to : No other components

Dependencies : [EDP_ITC 1 Import-of user data—without-seeurityattributes or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

The TSF shall perform encryption and decryption in accordance with a specified

cryptographic algorithm AES operating in [assignment: ome or more modes] and

cryptographic key sizes 128-bits and 256-bits that meets the following:

=  FIPS PUB 197, “Advanced Encryption Standard (AES)”

. [Selection: NIST SP 800-384, NIST SP 800-38B, NIST SP 800-38C, NIST SP 800-

38D
[assignment: one or more modes]
. CBC

[Selection: NIST SP 800-38A, NIST SP 800-38B, NIST SP 800-38C, NIST SP 800-38D)
= NIST SP800-38A

Cryptographic Operation (for signature generation/verification)
(for O.UPDATE_VERIFICATION, O.COMMS_PROTECTION)

Hierarchical to : No other components
Dependencies : [EDP_ITC 1 Import-ofuser-datawithout-seeurityattributes;or
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
The TSF shall perform cryptographic signature services in accordance with a [selection:
»  Digital Signature Algorithm (DSA) with key sizes (modulus) of [assignment: 2048 bits
or greater,
»  RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greatenl, or
= Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of [assignment:
256 bits or greater]]
that meets the following [selection:
Case: Digital Signature Algorithm
L] FIPS PUB 186-4, “Digital Signature Standard”
Case’ RSA Digital Signature Algorithm
] FIPS PUB 186-4, “Digital Signature Standard”
Case’ Elliptic Curve Digital Signature Algorithm
] The TSF shall implement “NIST curves” P-256, P384 and [selection’ P521, no other
curves/ (as defined in FIPS PUB 186-4, “Digital Signature Standard”).
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FCS_RBG_EXT.1

FCS_RBG_EXT.1.1

FCS_RBG_EXT.1.2

[selection: Digital Signature ...]

»  RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater]

[assignment: 2048 bits or greater/

= 2048bits

[Selection’ Case: Digital ...]

] FIPS PUB 186-4, “Digital Signature Standard”

Extended: Cryptographic Operation (Random Bit Generation)
(for O.STORAGE_ENCRYPTION and O.COMMS_PROTECTION)

Hierarchical to : No other components.

Dependencies : No dependencies.

The TSF shall perform all deterministic random bit generation services in accordance with
[selection: ISOAEC 18031:2011, NIST SP 800-90A] using [selection: Hash_ DRBG (any),
HMAC_DRBG (any), CTR_DRBG (AES)\.

[selection: ISO/IEC 18031:2011, NIST SP 800-90A]

] Refer to Table 6-2

[selection: Hash DRBG (any), HUAC_DRBG (any), CTR_DRBG (AES)

] Refer to Table 6-2

The deterministic RBG shall be seeded by at least one entropy source that accumulates
entropy from [selection: [assignment: number of software-based sources| software-based
noise source(s), [assignment: number of hardware-based sources| hardware-based noise
source(s)] with a minimum of [selection: 128 bits, 256 bits| of entropy at least equal to the
greatest security strength, according to ISO/TEC 18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that it will generate.

[selection: [assignment: number of software-based sources] software-based noise source(s),
[assignment: number of hardware-based sources] hardware-based noise source(s)] with a
minimum of [selection: 128 bits, 256 bits]

] Refer to Table 6-2

[assignment: number of hardware-based sources]

] Refer to Table 6-2

[selection: 128 bits, 256 bits]

. 256 bits

Table 6-2 Cryptographic Operation (Random Bit Generation)

Hi& ALY —E R 7MY TR—RAD | "N—FyzTX—2D
J A4 xR J A X
TART EDOT —H HMAC_DRBG (SHA-256) | 0 1
SP800-90A
S T —Zi@{E0R 5t | HMAC_DRBG (SHA-256) | 0 1
SP800-90A

6.1.3. Class FDP: User data protection

FDP_ACC.1

Subset access control
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FDP_ACC.1.1

Refinement

FDP_ACF.1

FDP_ACF.1.1
Refinement
FDP_ACF.1.2

Refinement

FDP_ACF.1.3

Refinement

FDP_ACF.1.4

Refinement

(for 0. ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to No other components
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the User Data Access Control SFP on subjects, objects, and

Dependencies

operations among subjects and objects specified in Table 6-3 and Table 6-4.

Security attribute based access control

(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to No other components

FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation

The TSF shall enforce the User Data Access Control SFP to objects based on the following:

subjects, objects, and attributes specified in Table 6-3 and Table 6-4.

Dependencies

The TSF shall enforce the following rules to determine if an operation among controlled
subjects and controlled objects is allowed: rules governing access among controlled
subjects and controlled objects using controlled operations on controlled objects specified
in Table 6-3 and Table 6-4.

The TSF shall explicitly authorise access of subjects to objects based on the following
additional rules: [assignment: rules that do not conflict with the User Data Access Control
SFP based on security attributes, that explicitly authorise access of subjects to objects].
[assignment: rules that do not conflict with the User Data Access Control SFB based on
security attributes, that explicitly authorise access of subjects to objects]

=  U.ADMIN [Z7~T» D.USER.DOC, D.USER.JOB DO HIERAN A RE

The TSF shall explicitly deny access of subjects to objects based on the following additional
rules: [assignment: rules that do not conflict with the User Data Access Control SFE based
on security attributes, that explicitly deny access of subjects to objects].

[assignment: rules that do not conflict with the User Data Access Control SFE based on
security attributes, that explicitly deny access of subjects to objects]

. L

Table 6-3 D.USER.DOC Access Control SFP

"Create" "Read" "Modify" "Delete"

Print

Operation :

Submit a
document to be

printed

View image or
Release printed

output

Modify stored

document

Delete  stored

document

Job owner

(note 1)

denied

denied

U.ADMIN

Denied

denied

denied

U.NORMAL

denied

denied

denied

Unauthenticated

denied

denied

denied

denied

Scan

Operation :

Submit a
document  for

scanning

View scanned

Image

Modify stored

Iimage

Delete stored

Image

Job owner

(note 2)

denied

denied

U.ADMIN

denied

denied

denied

U.NORMAL

denied

denied

denied

Unauthenticated

denied

denied

denied

denied

Copyright ©2018 KONICA MINOLTA, INC., All Rights Reserved

41/76




bizhub PRO 1100 Security Target

Copy Operation : Submit a | View scanned | Modify stored Delete stored
document  for | image or | image Iimage
copying Release printed

copy output

Job owner (note 2) denied denied

U.ADMIN denied denied denied

U.NORMAL denied denied denied

Unauthenticated | denied denied denied denied
Storage / | Operation : Store document | Retrieve stored | Modify stored Delete stored
retrieval document document document

Job owner (note 1)

U.ADMIN denied denied

U.NORMAL denied denied denied

Unauthenticated | denied denied denied denied

[#2] Table6-3 1%, FrLdRPLTO SFP ZFiikL T\ 5,
FIRZED, ZVAERTAROM N %, TV D8 ERT T8 -7-R2, HCD WIC—RBIIRRRES LD HIRIT —
HZHkt9 B SFP, 7V M BRI, TV ZRTANRNDLEE TV N HEEOM, HilT —4%% HDD f#1F
L. HDD R fFEN=F —F &7V M )¢ A ENTTRE TH B,
FIRB D, AR v SNTER T — 5% | A% v B E(E eI 0EE T D8 EE 1T o7 kEIC, HCD WIC—RF9IC
REFSNDEET — XK T2 SFP, A% v HBEFBRIEIL, A% v UG RAEBEEE T8 EOM, BT
—%% HDD f&17L. HDD R fFSNT2T — 2% M5 T8 ENR IR TH D,
FIREN, AR Y SNl T — 5%, TV 28 EER1T 72072kl HCD PIZ— RIS FRES LD {5
T —RICKkIT D SFP, AX v BT VMRS AF v U REBEHE VN T OREOM, Big T — 2%
HDD ##1FL., HDD {RIF&NTT — 4% 7V b BHEERFTHE TH B,
L] Storage / retrieval :
FIRER, TV HRTANOM T FlTAF v SN HiR T —%% HDD {R1FT28EEAT oo T2 RRIZ,
HDD (RS NIZFIRT —4% E7213, BT —#I2%f 95 SFP,
¥THDD A7 11T ARIFB AT RAF FIE DN L T, — I RIFOE B RTINS A b5 5,

] Print :

] Scan :

L] Copy :

XA TOE 1% FAX #REZE# L QU 7= [Fax send | [Fax receive | BEDERVE K VT 72 AN IFE LR

Table 6-4 D.USER.JOB Access Control SFP

"Create" "Read" "Modify" "Delete"
Print Operation : Create print job View print Modify print job | Cancel print job
queue / log
Job owner (note 1) denied
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated | denied denied denied
Scan Operation : Create scan job | View scan | Modify scan job | Cancel scan job
status / log
Job owner (note 2) denied
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated | denied denied denied
Copy Operation : Create copy job | View copy | Modify copy job | Cancel copy job
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status / log

Job owner (note 2) denied

U.ADMIN denied denied

U.NORMAL denied denied

Unauthenticated | denied denied denied
Storage / | Operation : Create storage /| View storage /| Modify storage/ | Cancel storage/
retrieval retrieval job retrieval log retrieval job retrieval job

Job owner (note 1)

U.ADMIN denied denied

U.NORMAL denied denied denied

Unauthenticated | denied denied denied denied

[#/2] Table6-4 (X, FRRIRHTH SFP ZFEik LT D,
MBS, TVAERTANOH D% TV b D8 E 21T/ 72Rfi, HCD PRI —RiIciRFisngya7 7
—2Zxt9 5 SFP, 7V MU I, TV ZRTANINLEET VN D8 EOM, HlklT—4% HDD £

7L, HDD (RIFSNI=T — 2%V M 1T D8 EA FIRETH D,

7 —2% HDD {#(FL, HDD fR{FSINIT —H &k (5 2D WTRETH D,

] Print :
] Scan :
L] Copy :

HDD {#fFL, HDD fR{FSN/eT —F &7V M D8 ER AT ThH D,

L] Storage / retrieval :

FIFAEZENR, TV ERTAROH T, F21d, AF v SN T —42% HDD R1FTD8EETTR->T-HFIZ,

HDD (R AFS I T — % $7213, a7 7 —2IZx % SFP,

THDD £RAF 1T RAFBETCIRAF T IEDE NI I > T, — R RO E RTINS 505D,

R 3 A Y SIICE T — 5% | A% BGE(E Jel TR (E T D EZAT o 72 FIC, HCD PWIZ I
RFFENL Va7 7 —=2ITx T % SFP, A%v 2 BHEEEHAEIL, A% v R EHEEE T 2HEOM, #ifg

RN, AR v SN lig T —2 %, 7V b D8 ER T2 REZ, HCD NI —FFICR RISV aT
F—21zxt B SFP, AX v U H{E U MEEIZ. A v Ui RAEE SV N AREOM ., BigT —2%

XA TOE 1% FAX #REZ5# L QU 7= [Fax send | [Fax receive | BEDERVE i VT 7 AN I FAE LR

Note 1: Job Owner is identified by a credential or assigned to an authorized User as part of the process

of submitting a print or storage Job.

Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a scan, copy or

retrieval Job.

6.1.4. Class FIA: Identification and authentication

FIA_AFL.1

FIA_AFL.1.1

Authentication failure handling
(for O.USER_I&A)

Hierarchical to

Dependencies

No other components
FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection: /assignment: positive integer number/, an

administrator configurable positive integer withinlassignment: range of acceptable

values]] unsuccessful authentication attempts occur related to [assignment: list of

authentication events].

[selection: [assignment: positive integer number/, an administrator configurable positive

Integer within[assignment: range of acceptable values]

[assignment: positive integer number],

Copyright ©2018 KONICA MINOLTA, INC., All Rights Reserved

431176




bizhub PRO 1100 Security Target

FIA_AFL.1.2

. 1

[assignment: list of authentication events]

= Refer to Table 6-5

When the defined number of unsuccessful authentication attempts has been [selection:
met, surpassed, the TSF shall [assignment: /ist of actions].

[selection: met, surpassed]

- Refer to Table 6-5

[assignment: list of actions]

- Refer to Table 6-5

Table 6-5 Authentication failure handling

authentication events met, surpassed list of actions|

BRI B I DE B /2 — Y —F8GE met b O] DFEFEST 1k

Web-connection (2351} 2% B 785 met 5 B OFRREE 1k

FIRIAR— hCOFER

met L

FIA_ATD.1

FIA_ATD.1.1

FIA_PMG_EXT.1

FIA_PMG_EXT.1.1

FIA_UAU.1

User attribute definition
(for O.USER_AUTHORIZATION)

Hierarchical to : No other components

Dependencies : No dependencies

The TSF shall maintain the following list of security attributes belonging to individual
users: [assignment: /ist of security attributes].

[assignment: list of security attributes].
] # A 7 @& (User ID, Admin ID)

Extended: Password Management
(for 0.USER_I&A)

Hierarchical to : No other components
Dependencies : No dependencies
The TSF shall provide the following password management capabilities for User
passwords:

+ Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [selection: “!”, “@”, “#”, “$”, “%”, “*”,
“&”, ¥ “« ) [assignment: other charactersll;

+ Minimum password length shall be settable by an Administrator, and have the capability

to require passwords of 15 characters or greater;

[selection: “I”, “@”, “#”, “$”, “%”, “r”, “&”, “*” “(“, ), [assignment: other characters]]

] W@, W, P, U, N, “&P, 7 (¢ “) and [assignment: other characters)

[assignment: other characters]

LI T " [ e AT R AL T G Tt R SO T el P Yo s |
“«r (EHEE)

LT A N e A Tl i ) i S PR oYs |
(R AR

Timing of authentication
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FIA_UAU.1.1

Refinement

FIA_UAU.1.2

FIA_UAU.7

FIA_UAU.7.1

FIA_UID.1

FIA_UID.1.1

Refinement

FIA_UID.1.2

FIA_USB.1

FIA_USB.1.1

FIA_USB.1.2

(for O.USER_I&A)

Hierarchical to : No other components

Dependencies : FIA_UID.1 Timing of identification

The TSF shall allow [assignment: list of TSF mediated actions that do not conflict with
the User Data Access Control SFE and do not provide access to D.TSF. CONEF, and do not
change any TSF data] on behalf of the user to be performed before the user is
authenticated.

[assignment: list of TSF mediated actions that do not conflict with the User Data Access
Control SFP and do not provide access to D.TSF. CONE, and do not change any TSF datal
=  TOE DOIREEMERER L URTRFEDORE

The TSF shall require each user to be successfully authenticated before allowing any other
TSF-mediated actions on behalf of that user.

Protected authentication feedback

(for 0.USER_I&A)

Hierarchical to : No other components

Dependencies : FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: ist of feedback] to the user while the
authentication is in progress.

[assignment: list of feedback]
. ANENTZLFT —F 1 LFEICWE ST OER R

Timing of identification

(for O.USER_I&A and O.ADMIN_ROLES)

Hierarchical to : No other components

Dependencies : No dependencies

The TSF shall allow [assignment: list of TSF-mediated actions that do not conflict with
the User Data Access Control SFE and do not provide access to D.TSF. CONEF, and do not
change any TSF data) on behalf of the user to be performed before the user is identified.
lassignment: list of TSF-mediated actions that do not conflict with the User Data Access
Control SFP,. and do not provide access to D.TSF.CONE, and do not change any TSF data)
= TOE DIREERERRF L ORI RFEOBRE

The TSF shall require each user to be successfully identified before allowing any other

TSF-mediated actions on behalf of that user.

User-subject binding

(for O.USER_I&A)

Hierarchical to : No other components

Dependencies : FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting on the
behalf of that user: [assignment: ist of user security attributesl.

[assignment: list of user security attributesl.

. & 2 7 @t (User ID, Admin ID)

. #%E(U.NORMAL, U.ADMIN)

The TSF shall enforce the following rules on the initial association of user security

attributes with the subjects acting on behalf of users: [assignment: rules for the initial
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FIA_USB.1.3

association of attributes.

[assignment: rules for the initial association of attributes|

*  Admin ID(1 DO AEE) TFRIE S L6, %% UADMIN % &) %

- Z Oftod ID THRAE S 7256 % % UNORMAL % BEfH T 5,

The TSF shall enforce the following rules governing changes to the user security attributes
with the subjects acting on behalf of users: [assignment: rules for the changing of
attributes).

[assignment: rules for the changing of attributes]
= L

6.1.5. Class FMT: Security management

FMT_MOF.1

FMT_MOF.1.1

Refinement

FMT_MSA.1

FMT_MSA.1.1

Refinement

Management of security functions behaviour
(for 0.ADMIN_ROLES)
Hierarchical to : No other components
Dependencies : FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
The TSF shall restrict the ability to [selection: determine the behaviour of disable,
enable, modify the behaviour ofl the functions [assignment: Jist of functions] to
U.ADMIN.
[selection: determine the behaviour of. disable, enable, modify the behaviour of]
= modify the behaviour of
[assignment: list of functions]
. X2 U7 48T — RORE
L T = VG L =t T
. o= T
» EEET v VR
= o E R

Management of security attributes
(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical to : No other components
Dependencies : [FDP_ACC.1 Subset access control, ex
EDP_IEC 1 Subsetinformationflow-control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
The TSF shall enforce the User Data Access Control SFP to restrict the ability to
[selection: change default, query, modify, delete, [assignment: other operations]] the
security attributes [assignment: Iist of security attributes] to [assignment: the authorised
identified roles).
[selection: change default, query, modify, delete, [assignment: other operations]|
= Refer to Table 6-6
[assignment: list of security attributes]
= Refer to Table 6-6

[assignment: the authorized identified roles]
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L] Refer to Table 6-6

Table 6-6 Management of Object Security Attribute

Security Attribute Authorized Identified Roles Operations
User ID U.ADMIN query, modify, create
FMT MSA.3 Static attribute initialisation

FMT_MSA.3.1

Refinement

FMT_MSA.3.2

Refinement

FMT_MTD.1

FMT_MTD.1.1

Refinement

(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to : No other components
Dependencies : FMT_MSA.1 Management of security attributes

FMT_SMR.1 Security roles
The TSF shall enforce the User Data Access Control SFP to provide [selection, choose one
of: restrictive, permissive, [assignment: other property/l default values for security
attributes that are used to enforce the SFP.
[selection, choose one of: restrictive, permissive, [assignment: other property/| default
values for security attributes that are used to enforce the SFP.
Ll restrictive
The TSF shall allow the [selection: U.ADMIN, no rolel to specify alternative initial
values to override the default values when an object or information is created.
[selection: U.ADMIN, no rolel

. no role

Management of TSF data
(for 0. ACCESS_CONTROL)

Hierarchical to : No other components
Dependencies : FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
The TSF shall restrict the ability to perform the specified operations on the specified TSF
Data to the roles specified in Table 6-7, Table 6-8 and Table 6-9.

Table 6-7 Operation of TSF Data (1)

TSF Data owned by a U NORMAL or associated with Documents or jobs owned by a U NORMAL

TSF Data Operations Authorized Roles
UNORMAL ®uZ A2 /NAT—R Modify U.ADMIN, the owning
U.NORMAL.
U.NORMAL O—H—4 Modify U.ADMIN

Table 6-8 Operation of TSF Data (2)
TSF Data not owned by a U NORMAL

TSF Data Operations Authorized Roles

U. ADMIN OuZ A /32T —K Modify the owning U. ADMIN

Table 6-9 Operation of TSF Data (3)

TSF Data: software, firmware, and related configuration data

TSF Data Operations | Authorized Roles
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H IRE (s query, modify U.ADMIN
Ly —NR modify U.ADMIN
IRAT— R query, modify U.ADMIN
TPy NI — TR IE query, modify U.ADMIN
a7 — N —FE query, modify U.ADMIN
FMT _SMF.1 Specification of Management Functions
(for 0.USER_AUTHORIZATION, O.ACCESS_CONTROL, and O.ADMIN_ROLES)
Hierarchical to : No other components
Dependencies : No dependencies
FMT_SMF.1.1 The TSF shall be capable of performing the following management functions: [assignment:
Refinement list of management functions provided by the TSH.

[assignment: list of management functions provided by the TSF]
] refer to Table 6-10

Table 6-10 list of management functions

management functions

U.ADMIN
U.ADMIN
U.ADMIN
U.ADMIN

U.ADMIN
U.ADMIN
U.ADMIN
U.ADMIN

UADMIN (2 X 2 &% =2 U T ¢ 3% E OB EIERE
U.ADMIN |2 & 2 o /8 PREERE
U.ADMIN |2 & % = —F —F Hlpe ™
UNORMAL [C L2 HEDO R T A /82T — RO F R
UADMINIC X 2 HH DB 7 A 82T — KOZEFEHERE
12K 2 B RO 2 E AR
\Z & BRAT — R T RERE
IZE DRy b T — 7 RIE DR - 25 HHERE
Ik AR VRIS
U.ADMIN (2 L BB LT — RORE - ZHRE
LD 77— =TT v 7T — MR
WZE 277 —2U =7 2WiEkGE D FNE
2K 2T 31 AZLWiHRE O E i
WX BV —v R 7 A U FF R ERRE

Ko — P —FHMAEEIZIZ. UADMIN (2L % UNORMAL Or 2V A L /AU — ROEH, 72 hotF
2T 4 BEOERNEEND,

FMT_SMR.1

FMT_SMR.1.1
Refinement

FMT_SMR.1.2

Security roles

(for 0.ACCESS_CONTROL, O.USER_AUTHORIZATION, and O.ADMIN_ROLES)
Hierarchical to : No other components

Dependencies : FIA_UID.1 Timing of identification

The TSF shall maintain the roles U. ADMIN, UNORMAL.

The TSF shall be able to associate users with roles.
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6.1.6. Class FPT: Protection of the TSF

FPT_SKP_EXT.1

FPT_SKP_EXT.1.1

FPT_STM.1

FPT_STM.1.1

FPT_TST_EXT.1

FPT_TST_EXT.1.1

FPT_TUD_EXT.1

FPT_TUD_EXT.1.1

FPT_TUD_EXT.1.2

FPT_TUD_EXT.1.3

Extended: Protection of TSF Data
(for 0.COMMS_PROTECTION)

Hierarchical to : No other components.
Dependencies : No dependencies.

The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private keys.

Reliable time stamps

(for O.AUDIT)
Hierarchical to : No other components
Dependencies : No dependencies

TSF shall be able to provide reliable time stamps.

Extended: TSF testing
(for O.TSF_SELF_TEST)

Hierarchical to : No other components
Dependencies : No dependencies
The TSF shall run a suite of self-tests during initial start-up (and power on) to demonstrate

the correct operation of the TSF.

Extended: Trusted Update
(for O.UPDATE_VERIFICATION)

Hierarchical to : No other components
Dependencies : FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).
The TSF shall provide authorized administrators the ability to query the current version
of the TOE firmware/software.
The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.
The TSF shall provide a means to verify firmware/software updates to the TOE using a
digital signature mechanism and [selection: published hash, no other functions] prior to
installing those updates.
[selection: published hash, no other functions)

] no other functions

6.1.7. Class FTA: TOE access

FTA_SSL.3

FTA_SSL.3.1

TSF-initiated termination

(for O.USER_I&A)

Hierarchical to No other components
Dependencies No dependencies

The TSF shall terminate an interactive session after a [assignment: ¢time interval of user
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Inactivityl.
[assignment: time interval of user inactivityl]
BRIV OEE
> —RFIRE RS L OERREBIEIC L DR ET LT bA— kY b
FRFIC & o THIE S 2 IRef]
> IR IR EREIC L AAERNRE T LT D 830 4fH
= TV FRTANRDOEE, MEEE Y v 3w

*  web Connection ®E&, Xiht v a siden

6.1.8. Class FTP: Trusted path/channels

FTP_ITC.1 Inter-TSF trusted channel
(for 0.COMMS_PROTECTION, O.AUDIT)

Hierarchical to : No other components
Dependencies : [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
FTP_ITC.1.1 The TSF shall use [selection: IPsec, SSH, TLS, TLS/HTTPS] to provide a trusted
Refinement communication channel between itself and authorized IT entities supporting the following
capabilities: [selection: authentication server, [assignment: other capabilities/l that is
logically distinct from other communication channels and provides assured identification
of its end points and protection of the channel data from disclosure and detection of
modification of the channel data.
[selection: IPsec, SSH, TLS, TLS/HTTPS|
] IPsec
[selection: authentication server, [assignment: other capabilities/]
- [assignment: other capabilities]
[assignment: other capabilities]
» 774 ¥ —s3—(WebDAV, FTP, smb)
= EAn 7Y —/3—(WebDAV)

FTP_ITC.1.2 The TSF shall permit the TSF, or the authorized IT entities, to initiate communication via
Refinement the trusted channel.

FTP_ITC.1.3 The TSF shall initiate communication via the trusted channel for [assignment: list of
Refinement services for which the TSF is able to initiate communications).

[assignment: list of services for which the TSF is able to initiate communications|
. A x v G EE AR
. BEfim 7 O — N — 6 E R

FTP_TRP.1(a) Trusted path (for Administrators)
(for 0.COMMS_PROTECTION)

Hierarchical to : No other components

Dependencies : [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
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FTP_TRP.1.1(a)

Refinement

FTP_TRP.1.2(a)
Refinement
FTP_TRP.1.3(a)

Refinement

FTP_TRP.1(b)

FTP_TRP.1.1(0)

Refinement

FTP_TRP.1.2(b)

Refinement

FTP_TRP.1.3(b)

Refinement

FCS_HTTPS_EXT.1 Extended: HTTPS selected].
The TSF shall use [selection, choose at least one of: IPsec, SSH, TLS, TLS/HTTPS] to
provide a trusted communication path between itself and remote administrators that is
logically distinct from other communication paths and provides assured identification of
its end points and protection of the communicated data from disclosure and detection of
modification of the communicated data.
[selection, choose at least one of: IPsec, SSH, TLS, TLS/HTTPS]
] IPsec
The TSF shall permit remote administrators to initiate communication via the trusted
path.
The TSF shall require the use of the trusted path for initial administrator authentication

and all remote administration actions.

Trusted path (for Non-administrators)

(for 0.COMMS_PROTECTION)
Hierarchical to No other components

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or

FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

The TSF shall use [selection, choose at least one of: IPsec, SSH, TLS, TLS/HTTPS] to

provide a trusted communication path between itself and remote users that is logically

Dependencies

distinct from other communication paths and provides assured identification of its end
points and protection of the communicated data from disclosure and detection of
modification of the communicated data.

[selection, choose at least one of: IPsec, SSH, TLS, TLS/HTTPS]

] IPsec

The TSF shall permit [selection: the TSF, remote users] to initiate communication via the
trusted path.

[selection: the TSF, remote users]

" remote users

The TSF shall require the use of the trusted path for initial user authentication and all

remote user actions.

< Appendix B: Conditionally Mandatory Requirements (Confidential Data on Field-Replaceable

Nonvolatile Storage Devices) >

6.1.9. Class FPT: Protection of the TSF

FPT KYP_EXT.1 Extended: Protection of Key and Key Material

(for O.KEY_MATERIAL)
Hierarchical to No other components.
Dependencies No dependencies.
FPT_KYP_EXT.1.1

Refinement

The TSF shall not store plaintext keys that are part of the keychain specified by
FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage Device.
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6.1.10. Class FCS: Cryptographic support

FCS_KYC_EXT.1

FCS_KYC_EXT.1.1

Extended: Key Chaining

(for 0.STORAGE_ENCRYPTION)

Hierarchical to : No other components.

Dependencies : [FCS_COP.1(e) Cryptographic operation (Key Wrapping),

FCS_SMC_EXT.1 Extended: Submask Combining,

FCS_COP.1(f) Cryptographic operation (Key Encryption),

FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),
and/or

FCS_COP.1(G) Cryptographic operation (Key Transport)]

The TSF shall maintain a key chain of: [selection: one, using a submask as the BEV or

DEK; intermediate keys originating from one or more submask(s) to the BEV or DEK using

the following method(s): [selection: key wrapping as specified in FCS COPI1(e), key

combining as specified in FOS_SMC_EXT. 1, key encryption as specified in FCS_COR1(®),
key derivation as specified in FCS KDF EXT1, key transport as specified in

FCS_COP1@G)] while maintaining an effective strength of [selection: 128 bits, 256 bits].

[selection: one, using a submask as the BEV or DEK; intermediate ...]

] intermediate keys originating from one or more submask(s) to the BEV or DEK using
the following method(s): [selection: key wrapping as specified in FCS_COP.1(e), key
combining as specified in FCS_SMC_EXT.1, key encryption as specified in
FCS_COP.1(f), key derivation as specified in FCS_KDF_EXT.1, key transport as
specified in FCS_COP.1()]

[selection: key wrapping as specified in FCS CORI1(e), key combining as specified in

FCS SMC EXT. 1, key encryption as specified in FCS_COP 1(), key derivation as specified

in FCS_KDF EXT. 1, key transport as specified in FCS COP1()]

] key encryption as specified in FCS_COP.1(f)

] key derivation as specified in FCS_KDF_EXT.1

[selection: 128 bits, 256 bits]

. 256bit

6.1.11. Class FDP: User data protection

FDP_DSK _EXT.1

FDP_DSK _EXT.1.1

Extended: Protection of Data on Disk
(for 0.STORAGE_ENCRYPTION)

Hierarchical to : No other components

Dependencies : FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption).

The TSF shall [selection: perform encryption in accordance with FCS_COP.1(d), use a

self-encrypting Field-Replaceable Nonvolatile Storage Device that is separately CC

certified to conform to the FDE EE cPP, such that any Field-Replaceable Nonvolatile

Storage Device contains no plaintext User Document Data and no plaintext Confidential

TSF Data.

[selection: perform encryption in accordance with FCS_COP.1(d), use a self-encrypting
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FDP_DSK_EXT.1.2

Flield-Replaceable Nonvolatile Storage Device that is separately CC certified to conform
to the FDE EE cPP

] perform encryption in accordance with FCS_COP.1(d)

The TSF shall encrypt all protected data without user intervention.

< Appendix D: Selection-based Requirements (Confidential Data on Field-Replaceable Nonvolatile

Storage Devices) >

6.1.12. Class FCS: Cryptographic support

FCS_COP.1(d)

FCS_COP.1.1(d)

FCS_COP.1(®

FCS_COP.1.1(®)

Refinement

Cryptographic operation (AES Data Encryption/Decryption)

(for 0.STORAGE_ENCRYPTION)

Hierarchical to : No other components

Dependencies : [EDP_ITC 1 Import-of user-datawithout-seeurityattributes;or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

The TSF shall perform data encryption and decryption in accordance with a specified

cryptographic algorithm AES used in [selection: CBC, GCM, XT'S] mode and cryptographic

key sizes [selection: 128 bits, 256 bitsl that meet the following: AES as specified in ISO/IEC

18033-3, [selection: CBC as specified in ISO/AEC 10116, GCM as specified in ISO/IEC

19772, and XTS as specified in IEEE 1619I.

[selection: CBC, GCM, XTS|

. CBC

[selection: 128 bits, 256 bits]
= 128bits

= 256bits

[selection: CBC as specified in ISO/IEC 10116, GCM as specified in ISO/IEC 19772, and
XTS as specified in IEEE 1619
] CBC as specified in ISO/IEC 10116

Cryptographic operation (Key Encryption)

(selected from FCS_KYC_EXT.1.1)

Hierarchical to : No other components

Dependencies : [EDPITC 1 Import-ofuser-data-without-seeurity-attributes,or
EDP_ITC.21 ¢ 1 ”» . . ’
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

The TSF shall perform key encryption and decryption in accordance with a specified

cryptographic algorithm AES used in [[selection: CBC, GCM] mode] and cryptographic key

sizes [selection: 128 bits, 256 bits] that meet the following: [AES as specified in ISO /IEC

18033-3, [selection: CBC as specified in ISO/IEC 10116, GCM as specified in ISO/IEC

19774.

[selection: CBC, GCMI
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=  CBC
[selection: 128 bits, 256 bits]
*  256bits

[selection: CBC as specified in ISO/IEC 10116, GCM as specified in ISO/IEC 19772
] CBC as specified in ISO/IEC 10116

< Appendix D: Selection-based Requirements (Protected Communications) >

6.1.13. Class FCS: Cryptographic support

FCS_IPSEC_EXT.1

FCS_IPSEC_EXT.1.1
FCS_IPSEC_EXT.1.2

FCS_IPSEC_EXT.1.3

FCS_IPSEC_EXT.1.4

FCS_TPSEC_EXT.1.5

Extended: IPsec selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

Hierarchical to : No other components
Dependencies : FIA_PSK_EXT.1 Extended:Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit
The TSF shall implement the IPsec architecture as specified in RFC 4301.
The TSF shall implement [selection: tunnel mode, transport model.
[selection: tunnel mode, transport model
] transport mode
The TSF shall have a nominal, final entry in the SPD that matches anything that is
otherwise unmatched, and discards it.
The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using
[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602)
together with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified
by RFC 3602) together with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-
128 as specified in RFC 4106, AES-GCM-256 as specified in RFC 4106).
[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602)
together with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified
by RFC 3602) together with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-
128 as specified in RFC 4106, AES-GCM-256 as specified in RFC 4106)
L] the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together
with a Secure Hash Algorithm (SHA)-based HMAC
= AES-CBC-256 (as specified by RFC 3602) together with a Secure Hash Algorithm
(SHA)-based HMAC
The TSF shall implement the protocol: [selection: IKEv1, using Main Mode for Phase 1
exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no other RFCs
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FCS_IPSEC_EXT.1.6

FCS_IPSEC_EXT.1.7
FCS_TPSEC_EXT.1.8

FCS_TPSEC_EXT.1.9

for extended sequence numbers, RFC 4304 for extended sequence numbersl, and

[selection: no other RFCs for hash functions, RFC 4868 for hash functionsl; IKEvZ2 as

defined in RFCs 5996 {with-mandatory-supporttorNAT traversal as-specifiedin seetion

2-23)—4307 [selection’ with no support for NAT traversal, with mandatory support for

NAT traversal as specified in section 2.23], and [selection: no other RFCs for hash

functions, RFC 4868 for hash functionsl].

[selection: IKEVI as defined ...; IKEVZ as defined]

. IKEv1 as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no other RFCs
for extended sequence numbers, RFC 4304 for extended sequence numbers|, and
[selection: no other RFCs for hash functions, RFC 4868 for hash functionsl

[selection: no other RFCs for extended sequence numbers, RFC 4304 for extended

sequence numbers]

L] RFC 4304 for extended sequence numbers

[selection: with no support for NAT traversal, with mandatory support for NAT traversal

as specified in section 2.25

] with no support for NAT traversal

[selection: no other RFCs for hash functions, RFC 4868 for hash functions]

. RFC 4868 for hash functions

The TSF shall ensure the encrypted payload in the [selection: IKEv1, IKEvZ protocol

uses the cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC

3602 and [selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other

algorithml).

[selection: IKEv1, IKEvZ

. IKEv1

[selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other algorithm)

) no other algorithm

The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

The TSF shall ensure that [selection: IKEv2 SA lifetimes can be established based on

[selection: number of packets/number of bytes; length of time, where the time values can

be limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAsl; IKEv1 SA lifetimes

can be established based on [selection: number of packets/number of bytes ; length of
time, where the time values can be limited to- 24 hours for Phase 1 SAs and 8 hours for

Phase 2 SAs]].

[selection: IKEvZ2 SA lifetimes can be established based on [selection: number of

packets/number of bytes; length of time, where the time values can be limited to: 24

hours for Phase 1 SAs and 8 hours for Phase 2 SAs); IKEvl SA lifetimes can be

established based on [selection: number of packets/number of bytes ; length of time,
where the time values can be limited to’ 24 hours for Phase 1 SAs and 8 hours for Phase

2 845l

L] IKEv1 SA lifetimes can be ...

[selection: number of packets/number of bytes; length of time, where the time values can

be limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs]

] length of time, where the time values can be limited to: 24 hours for Phase 1 SAs
and 8 hours for Phase 2 SAs

The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit MODP),

and [selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20 (3584-

bit Random ECE 5 (1536-bit MODP)), lassignment: other DH groups that are
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implemented by the TOE), no other DH groups).
[selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20 (384-bit
Random ECP), 5 (1536-bit MODP), [assignment: other DH groups that are implemented
by the TOE), no other DH groups]
] no other DH groups
[assignment: other DH groups that are implemented by the TOE]
. none
FCS_IPSEC_EXT.1.10 The TSF shall ensure that all IKE protocols perform Peer Authentication using the
[selection: RSA, ECDSA] algorithm and Pre-shared Keys.
[selection: RSA, ECDSA]
L] RSA

6.1.14. Class FCS: Cryptographic support

FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
(selected with FCS_IPSEC_EXT.1.4)
Hierarchical to : No other components
Dependencies : [(EDPITC-1 Import-of user-data-without-seeurity-attributes;or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material

Destruction
FCS_COP.1.1(g) The TSF shall perform keyed-hash message authentication in accordance with a specified
Refinement cryptographic algorithm HMAC-[selection: SHA-1, SHA-224, SHA-256, SHA-384, SHA-

512\, key size [assignment: key size (in bits) used in HMAC], and message digest sizes
[selection: 160, 224, 256, 384, 514 bits that meet the following: FIPS PUB 198-1, “The
Keyed-Hash Message Authentication Code, and FIPS PUB 180-3, “Secure Hash

Standard.”

[selection: SHA-1, SHA-224, SHA-256, SHA-384, SHA-512)
" SHA-1

] SHA-256

. SHA-384

. SHA-512

[assignment: key size (in bits) used in HMAC]
= 160~512bits
[selection: 160, 224, 256, 3584, 514

. 160
. 256
. 384
. 512

6.1.15. Class FIA: Identification and authentication

FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition
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(selected with FCS_IPSEC_EXT.1.4)
Hierarchical to : No other components
Dependencies : FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit Generation)
FIA_PSK_EXT.1.1 The TSF shall be able to use pre-shared keys for IPsec.
FIA_PSK_EXT.1.2 The TSF shall be able to accept text-based pre-shared keys that are:
] 22 characters in length and [selection: [assignment: other supported lengths], no
other lengthsl;
] composed of any combination of upper and lower case letters, numbers, and special
characters (that include: “I”, “@”, “#”, “$”, “%”, “*”, “&”, “*”, “(*, and “)”).
[selection: [assignment: other supported lengthsl, no other lengths)
= no other lengths
FIA_PSK_EXT.1.3 The TSF shall condition the text-based pre-shared keys by using [selection: SHA-1, SHA-
256, SHA-512, [assignment: method of conditioning text stringl] and be able to [selection:
use no other pre-shared keyss accept bit-based pre-shared keys; generate bit-based pre-
shared keys using the random bit generator specified in FCS_RBG_EXT 1].
[selection: SHA-1, SHA-256, SHA-512, lassignment: method of conditioning text stringl]

. SHA-1
. SHA-256
. SHA-512

- [assignment: method of conditioning text string]

[assignment: method of conditioning text stringl

. SHA-384

[selection: use no other pre-shared keys; accept bit-based pre-shared keys; generate bit-
based pre-shared keys using the random bit generator specified in FCS RBG_EXT 1|

. use no other pre-shared keys

< Appendix D: Selection-based Requirements (Trusted Update) >

6.1.16. Class FCS: Cryptographic support

FCS_COP.1(c) Cryptographic operation (Hash Algorithm)

(selected in FPT_TUD_EXT.1.3, or with FCS_SNI_EXT.1.1)

Hierarchical to : No other components

Dependencies : No dependencies.
FCS_COP.1.1(c) The TSF shall perform cryptographic hashing services in accordance with [selection: SHA-
Refinement 1, SHA-256, SHA-384, SHA-512] that meet the following: [ISO/IEC 10118-3:2004].

[selection: SHA-1, SHA-256, SHA-384, SHA-512
= Refar to Table 6-11

Table 6-11 cryptographic hashing services

& AN R e S
IPsec IKEv1 fRFE7 /LAY R L SHA-1, SHA-256, SHA-384, SHA-512
S BIBUTAE A% PREF DR SHA-256
FUAN B N7 77— =27 7 7 A )L ORRFE SHA-256
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< Appendix D: Selection-based Requirements (Passphrase-based Key Entry) >

6.1.17. Class FCS: Cryptographic support

FCS_PCC_EXT.1

FCS_PCC_EXT.1.1

FCS_KDF_EXT.1

FCS_KDF_EXT.1.1

Extended: Cryptographic Password Construct and Conditioning

(for O. STORAGE_ENCRYPTION)

Hierarchical to : No other components

Dependencies : FCS_COP.1(h) Cryptographic Operation (for keyed-hash

message authentication)

A password used to generate a password authorization factor shall enable up to

[assignment: positive integer of 64 or more] characters in the set of {upper case

characters, lower case characters, numbers, and [assignment: other supported special

charactersl} and shall perform Password-based Key Derivation Functions in accordance

with a specified cryptographic algorithm [HMAC-[selection: SHA-256, SHA384, SHA-

512, with [assignment: positive integer of 1000 or morel iterations, and output

cryptographic key sizes [selection: 128, 256] that meet the following: [NIST SP 800-132].

[assignment: positive integer of 64 or more)

. 64

lassignment: other supported special characters]

R i A R S A (U I SR ] K R A
R G R T R S S G LR APV Vs

[selection: SHA-256, SHA384, SHA-512

. SHA-256

[assignment: positive integer of 1000 or morel

= 1000

[selection: 128, 256]

. 256

bl

Extended: Cryptographic Key Derivation
(for O. STORAGE_ENCRYPTION)

Hierarchical to : No other components

Dependencies : FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication), [if selected: FCS_RBG_EXT.1
Extended: Cryptographic Operation (Random Bit Generation)]

The TSF shall accept [selection: a ENG generated submask as specified in

FCS RBG_EXT 1, a conditioned password submask, imported submask] to derive an

intermediate key, as defined in [selection: NIST SP 800-108 [selection: KDF in Counter

Mode, KDF in Feedback Mode, KDF in Double-Pipeline Iteration Mode], NIST SP 800-

154, using the keyed-hash functions specified in FCS_COP.1(h), such that the output is

at least of equivalent security strength (in number of bits) to the BEV.

[selection: a RNG generated submask as specified in FOS_RBG_EXT.1, a conditioned

password submask, imported submask]

] a RNG generated submask as specified in FCS_RBG_EXT.1

] a conditioned password submask

[selection: NIST SP 800-108 [selection: KDF in Counter Mode, KDF in Feedback Mode,

KDF in Double-Pipeline Iteration Mode], NIST SP 800-132]
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FCS_COP.1(h)

FCS_COP.1.1(h)

Refinement

FCS_SNI_EXT.1

FCS_SNI_EXT.1.1
FCS_SNI_EXT.1.2
FCS_SNI_EXT.1.3

= NIST SP 800-132

Cryptographic Operation (for keyed-hash message authentication)
(selected with FCS_PCC_EXT.1, FCS_KDF_EXT.1.1)

Hierarchical to : No other components

Dependencies : [EDP_ITC 1 Import-of user data—without-seeurityattributes or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_COP.1(c) Cryptographic operation (Hash Algorithm),
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

The TSF shall perform [keyed-hash message authentication] in accordance with [selection:

HMAC-SHA-1, HMAC-SHA-256, HMAC-SHA-512] and cryptographic key sizes

[assignment: key size (in bits) used in HMAC)] that meet the following: [ISO/IEC 9797-

2:2011, Section 7 “MAC Algorithm 2”; ISO/IEC 10118].

[selection: HMAC-SHA-1, HMAC-SHA-256, HMAC-SHA-512)

. HMAC-SHA-256

[assignment: key size (in bits) used in HMAC]

. 384bit

Extended: Cryptographic Operation (Salt, Nonce, and Initialization Vector

Generation)

(selected with FCS_PCC_EXT.1, FCS_KDF_EXT.1.1)

Hierarchical to : No other components

Dependencies : FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random

Bit Generation)

The TSF shall only use salts that are generated by a RNG as specified in FCS_RBG_EXT.1.
The TSF shall only use unique nonces with a minimum size of [64] bits.
The TSF shall create IVs in the following manner: [

+ CBC: IVs shall be non-repeating,

+ CCM: Nonce shall be non-repeating.

+ XTS: No IV. Tweak values shall be non-negative integers, assigned consecutively, and
starting at an arbitrary non-negative integer,

+ GCM: IV shall be non-repeating. The number of invocations of GCM shall not exceed
2732 for a given secret key.
1.

[

+ CBC: IVs shall be non-repeating,

+ CCM: Nonce shall be non-repeating.

+ XTS: No IV. Tweak values shall be non-negative integers, assigned consecutively, and
starting at an arbitrary non-negative integer,

+ GCM: IV shall be non-repeating. The number of invocations of GCM shall not exceed
2732 for a given secret key.
]

] CBC: IVs shall be non-repeating
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6.2. Security assurance requirements

This section describes Security Assurance Requirements (SARs) for the TOE.

Table 6-12 TOE Security Assurance Requirements

Assurance Class Assurance Assurance Components Description
Components
Security ASE_CCL.1 Conformance claims
Target ASE_ECD.1 Extended components definition
Evaluation ASE_INT.1 ST introduction
ASE_OBJ.1 Security objectives for the operational environment
ASE_REQ.1 Stated security requirements
ASE_SPD.1 Security Problem Definition
ASE_TSS.1 TOE Summary Specification
Development ADV _FSP1 Basic functional specification
Guidance AGD_OPE.1 Operational user guidance
Documents AGD_PRE.1 Preparative procedures
Life-cycle support ALC_CMC.1 Labelling of the TOE
ALC_CMS.1 TOE CM coverage
Tests ATE IND.1 Independent testing — Conformance
Vulnerability AVA_VAN.1 Vulnerability survey
assessment

6.3. Security requirements rationale

6.3.1. The dependencies of security requirements

TOE & 2V 7 A HERE B M DIKAFRIfRZ T RITR T,

Table 6-13 The dependencies of security requirements

FCS_COP.1(d)
FCS_COP.1(f)
FCS_COP.1(g)
FCS_COP.1(h)
FCS_CKM_EXT.4

FCS_COP.1(d)
FCS_COP.1(f)
FCS_COP.1(g)
FCS_COP.1(h)
FCS_CKM_EXT.4

R T IRAEBILR ST Tz IHEAARAR | IRAFEBIRA TR L T B
FAU_GEN.1 FPT_STM.1 FPT_STM.1 N/A
FAU_GEN.2 FPT_STM.1 FAU_GEN.1 N/A
FIA_UID.1 FIA_UID.1
FAU_STG_EXT.1 | FPT_STM.1 FAU_GEN.1 N/A
FTP_ITC.1 FTP_ITC.1
FCS_CKM.1(a) [FCS_COP.1(b), FCS_COP.1(b) N/A
or FCS_COP.1(3)] FCS_CKM_EXT.4
FCS_CKM_EXT.4
FCS_CKM.1(b) FCS_COP.1(a) FCS_COP.1(a) N/A
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PEREZE (HEESLER ST Tili7= THIKAFBIR | IAFRIRZ R /- L TR
FCS_RBG_EXT.1 FCS_RBG_EXT.1
FCS_CKM_EXT.4 | [FCS_CKM.1(a), FCS_CKM.1(a) N/A
or FCS_CKM.1(b)] FCS_CKM.1(b)
FCS_CKM.4 FCS_CKM.4
FCS_CKM.4 [FCS_CKM.1(a), FCS_CKM.1(a) N/A
or FCS_CKM.1(b)] FCS_CKM.1(b)
FCS_COP.1(a) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_COP.1(b) FCS_CKM.1(a) FCS_CKM.1(a) N/A
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_RBG_EXT.1 No dependencies. No dependencies. N/A
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 N/A
FDP_ACF.1 FDP_ACC.1 FDP_ACC.1 N/A
FMT_MSA.3 FMT_MSA.3
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 N/A
FIA_ATD.1 No dependencies. No dependencies. N/A
FIA_PMG_EXT.1 No dependencies. No dependencies. N/A
FIA_UAU.1 FIA_UID.1 FIA_UID.1 N/A
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 N/A
FIA_UID.1 No dependencies. No dependencies. N/A
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 N/A
FMT_MOF.1 FMT_SMF.1 FMT_SMF.1 N/A
FMT_SMR.1 FMT_SMR.1
FMT_MSA.1 [FDP_ACC.1 FDP_ACC.1 N/A
FMT_SMR.1 FMT_SMR.1
FMT_SMF.1 FMT_SMF.1
FMT_MSA.3 FMT_MSA.1 FMT_MSA.1 N/A
FMT_SMR.1 FMT_SMR.1
FMT_MTD.1 FMT_SMR.1 FMT_SMR.1 N/A
FMT_SMF.1 FMT_SMF.1
FMT_SMF.1 No dependencies. No dependencies. N/A
FMT_SMR.1 FIA_UID.1 FIA_UID.1 N/A
FPT_SKP_EXT.1 No dependencies. No dependencies. N/A
FPT_STM.1 No dependencies. No dependencies. N/A
FPT TST EXT.1 No dependencies. No dependencies. N/A
FPT_TUD_EXT.1 | FCS_COP.1(b) FCS_COP.1(b) N/A
FCS_COP.1(c) FCS_COP.1(c)
FTA_SSL.3 No dependencies. No dependencies. N/A
FTP_ITC.1 [FCS_IPSEC_EXT.1, | FCS_IPSEC_EXT.1 | N/A
or FCS_TLS_EXT.1,
or FCS_SSH_EXT.1,
or
FCS_HTTPS_EXT.1]
FTP_TRP.1(a) [FCS_IPSEC_EXT.1, | FCS_IPSEC_EXT.1 | N/A
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PRREZL(:

A7 RIS

ST Cii7= 3 ZRIR

IRAFBEMRZN 72 L TV VRO BE A

or FCS_TLS_EXT.1,
or FCS_SSH_EXT.1,
or

FCS_HTTPS_EXT.1]

FTP_TRP.1(b) [FCS_IPSEC_EXT.1, | FCS_IPSEC_EXT.1 | N/A
or FCS_TLS_EXT.1,
or FCS_SSH_EXT.1,
or
FCS_HTTPS_EXT.1]
FPT_KYP_EXT.1 No dependencies. No dependencies. N/A
FCS_KYC_EXT.1 | [FCS_COP.1(e), FCS_COP.1(f) N/A
FCS_SMC_EXT.1,
FCS_COP.1(),
FCS_KDF_EXT.1,
and/or
FCS_COP.1()]
FDP_DSK_EXT.1 | FCS_COP.1(d) FCS_COP.1(d) N/A
FCS_COP.1(d) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_COP.1(f) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_IPSEC_EXT. | FIA_PSK_EXT.1 FIA_PSK_EXT.1 N/A
1 FCS_CKM.1(a) FCS_CKM.1(a)
FCS_COP.1(a) FCS_COP.1(a)
FCS_COP.1(b) FCS_COP.1(b)
FCS_COP.1(c) FCS_COP.1(c)
FCS_COP.1(g) FCS_COP.1(g)
FCS_RBG_EXT.1 FCS_RBG_EXT.1
FCS_COP.1(g) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FIA_PSK_EXT.1 | FCS_RBG_EXT.1 FCS_RBG_EXT.1 N/A
FCS_COP.1(c) No dependencies. No dependencies. N/A
FCS_PCC_EXT.1 | FCS_COP.1(h) FCS_COP.1(h) N/A
FCS_KDF_EXT.1 | FCS_COP.1(h) FCS_COP.1(h) N/A
FCS_RBG_EXT.1 FCS_RBG_EXT.1
FCS_COP.1(h) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_COP.1(c) FCS_COP.1(c)
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_SNI_EXT.1 | FCS_RBG_EXT.1 FCS_RBG_EXT.1 N/A
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7. TOE Summary specification

TOE O&x =T (HREELVE) NS TOE DXV T (#FED— % Table 7-1 12589, ZEANIZ AR OIEIC
T2,

Table 7-1 X275 4#kE—&
X2 U T 4 BEEA

4
©

Ak I FR R BE

T =27 7 AR

A1 FH 2 T BRI 1R B e
X2 VT R

Ty T — T —Z R R
H O 7 AM&RE

v N — 7l E R RE
R = T

AR — Vg AL EE
5 S B R b e

Ol |a|lo ok |w| o |~

—_
o

7.1. BRI AT BE

FIA_UAU.1, FIA_UID.1

< A OB FRRE >

TOE 1T, FIHFE NS 2— —4 L SAT — R &2 RS L CARRGERE T U LD BIRRREZ 1TV, FRRED S 7 Al F]

HFLHW SN =72 TOE ORIREFF Al 5, FIHE ITEIE S HHWE TV ZRTA N T —H

— 4 L3270 —R% TOE (ZAJ}179 % (webConnection TEfE TEADITEHMEED L THLI-OARERI| 2*%11/

fotb\) TOE 1388 INma—Y —4 "R —RLe—E T 5 L2 MR T 5, kB FRREE TN CXHEMET
WZERHID

B REORERR (TSI Y a7 DR EE - IR A N O A ARG 872 L)

» R UTREEEICBIR LRV ERE O RERR - A8 B (HMRGER E « G RTE - 7 = v v — (LB REE A & OFIIZ B
DHRTE)

725 FRAEN—FIHELL T TOE OFHZFF o] S CWDIRIE TE BLE O BIFRERIEE I T 725 AT,

—FIHELL TO TOE OFIHBARATRE (m27 7R IRAEE 720 | BIOFIHFE LU CTE BB REZ T ISV o &7 D,

EHERSRE ORI TREZTTO— R FH#E ELC TOE 23R TE D L0175 B30,

< EFLE OB FREE

BHEF ORI ni@&w’ﬁ?f R 3 OFRBIREREE ¥ 70D,

BE LR web 777 (webConnection i HRF) (238 C, FIIHE 2VE BLREREO I CE A M I 2EE 35
BX. TOE 13RI HEIEHE AT —RD AN 2R D, HHE NAT =R R ME BT RbLEHE LD E
ZCHY, EFEE R E W E (BT ORER REZRBI SR X 5720 22 TiE—Y =4 D ATNFRD 22 (— %
ﬂﬁﬁ% ITE BRI E DO TR O8I TEA2), TOE 1%, FIHBENDEHE SAT — R & S U CRIRFERE S
KUCLDFRBIFEREZATV N, MEEORE BB LHIB S 7-4 7210 TOE OB BESRE DT HZFF Al 95, FHE 1345
ﬁE/\Z\/V\ HDHNE web 777 (webConnection i HKE) # W TEHE SAY —K% TOE A N1§5, 7V
HRTANDSEHETRIEEZITOZ LI TERWY, TOE (38 GFINT-EHE SAY —Re— T 2252 /MRT D, i
BIFRREZ A TANC — UV BB RE 21 TH 2 LILTEAR N,

2%, MR DN EEEEREOR A Z R Al S CODIRRE Tl — A LU CRBIGRREREA T ST TE W0 (F
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BeDMFAELZRWY),

FIA_AFL.1
RAFRAED A TOEEIZR T, FREEN R [E) L7284, TOE 13RI AF I L CTROEGERITE 5 B EST
LW (VU HR T AR E OEHIIAR =N COFEFETRRL) .

FIA_PMG_EXT.1
TOE 1%, FRROFHE/SAT—=RIZT VT 7 Xy "D K ILFENCT BT RO T OR R SC T a ML BT
LFHNEREE TED,
Table 7-2 /XAU —RIZfE i CEDRFBRCF (32 3XF)
B SAT— R (i CEDEEERSCFH(32 L)
! @ # $ % A & * ( ) - ¥
[ ] : ; : : / « ‘ = ~ |

— MR RAT — R T ED AR SCTH(32 3UF)
! @ # $ % " & * ( ) - ¥
[ ] : ; , ) / AN ‘ = ~ |

F7- TOE 1 ZRIHE D TRt ORI HE RAT—REERE. BOVIIEFEEITHGA . FillR EIND/RAT — R 1R
AT —R /s jc?ih;&ﬁﬁuh@jc%%m%u %ﬁﬁ(/\xv R/ 00T, EEEICE ST 8 F~64 X
FOHPA TR EIND), FUEWT-SRWIGEITREL RS, HRELERTHA E—VEFIRT D,

n EHEORRT—R

o 2T—F

FIA_USB.1

TOE (3FH# OfBIFRRE% . FIRAFEZRITT DX A7 12 —Y —i#5+(User ID) K O%%E UNORMAL 73
HOTOID, Fo, FHE OBAFRIEZ X, FIHEZRIT T 222212 Admin ID K U%E U.ADMIN 7B
SITbN5, RBFRIHEERITTAZAZIFA 2 —T7 = —AEIC BT 5N 5% . web connection 12 LAYE—k
B PR AR I SRS — R 2 O B OREBERGER FE T 52 & AT BE T D (7235, web connection
IZC TOE % EDOMERBIL TEONETILTERY),

FIA_UAU.7
TOE 1%, FIHAZE D ENE S RADSDFREED T/ SAT —R & A ST 588 AN LT-CFDR0IZ AT STFH 5y
R *)THRIRT D,

FTA_SSL.3
TOE ITHAE SRV web Connection HAVNIT VU ZRTASTHBIGRAES R HZE B LL F OS2
B EDRyarER T 5,

. T‘s&f’ﬁ/\%wﬁ)zﬁn\*%UH%%H%%@%%VF CRDABNTE T L TG 14314 (A —h) ey MERE D RN | &
HWNERRESN 24— N2y MNERQ 73~9 OB T E RN B L5/ s TN, Fi-EHE
A EIC LD MR N 58 T LTS 30 4 ?5;% Iar T URSH, FRRREAERE NS,

» FULERTANOEA . kEEEY a3, TV AR IA NS BRSNS T S lc e
AL, ZDORBDSE T ERIZH T T I MNAT),

= web Connection DA #BIGRRENKEIL, 7TV T 7— L0 =T N —V a2 RoR L EZICeZ TR
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— 327Vt AHHERE

FDP_ACC.1, FDP_ACF.1

TOE % Table 6-3, Table 6-4 |Zi#iSNI=FIfHE T — &7 7 B AR IS & FHAH I TR A LET —

BZERIAEZE Va7 T —H~OEEERIRT D, KT —Z~DOT 7B ATEIE SN R OT VA RTA % FHNTD

HETXD,

(1) BAE SR AEEOR| HE LET —4, LORIHE Y a7 T — 2 ~OHAEH R

o BRERSFLTTVUR, AF v, abt— RAF T UBSRER 21T 2 2B T 5 B2 TOE ~0f%
BIFRFENERE I, RRGECHEREL R T2 81T TER, FIDOLIXFEHE AT —RTClins (45
ZEIFTERW (BHEREA R R T 22813 kA,

o FFEVaT T2 R OFIHE CET =X OIERIZBW T, %7 —XICHrAETE#HEL T User ID 23FkS
b,

» FIHEZE AT F A ROFIHE CET — DT I RIE T — AR E SN A B R — BT b2 27
JEMEERFOFIHZE (T725 Job owner) 72VHIZHIFEEND, RIFSNT=Va7 O—E R RIIFIHE D User ID
EHTAEBEBRN BT D27 ORNFEREN, Va7 ~OE/E (R, W2, HI) bus A LR HE O
User ID EFTAEIGEMA —ET5a7 I3 L COAREITTED (MMOFNHEFT AT a7 ~OEAEFEAAUE
e,

. CEELEIIARDIERAEL . BEERTCEEICB W T, —RAHEICIVRESNEYa T o~ B (PaT 1 =Y
HOWLRANVEE, 77 A4, B HEH ARl 22 B TED) DFR, MUK Va7 OHIREFEITTED,

Q) PV HRTARFRAREOF A CET —%, M OFIHE Va7 T — 2 ~OEEH| R

TV aT ORI ORTE Va7 OVERR B ED BB FEAT AR, TV AR TA N T — W —4 L AT—R
EANSIITHIEICED, F—=HEEXAIZIZ TOE (S TRBIGRIEN FE SN D, #kBIERAER TR I 7 V&
RIA ST RSB ENFEITIID M, R BIFRGE R I IR EN T v VSN FE TSR0,

» FIHEVaT T 2R ORIHE SCET — X OERICBWT, 7 — XA E1E#HREL T User ID 23F0ERS
nb,

o TVERTANRNTOBBRIECB W TEHE XA =R TlERs AT 5Z 813 TERW (B fEr v v b
I

7.3. F| I35 ) PR il {1 b RE

FIA_ATD.1

FIAE L., RBIFRFER Sh R IC FIA_USB.1 (ZE0FHE T34 20 D& A7 )@ (User ID. Admin ID) 73E
HAFTOND, BhEfHT N A7 EMEIa S 7O NECHERF 972, iBIRRRE IR IZIZ A A7 @ e D B ) %
170,

FDP_ACC.1, FDP_ACF.1

TOE 17V b, Ay, ot — R1E B HUAERE D EEEITHOR A E I Uik BIREREE R D 5, MFED it R
FFARI A S LM SN -ET720F ., Table 6-3, Table 6-4 ([Zit#iSH=FIHE T —% 7 72 AHIEICIESX
HEREDEEAFF AL, TOE OFIHZFT 35, 72k, THRSNIZVa7 ORE—E R OV 7 JBIE— B O 8 lE
(DWW TEFRBIFRREZ RO 2,
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74. €% 71« EEHEE

FMT_MOF.1, FMT_SMF.1, FIA_UID.1, FMT SMR.1, FMT MSA.1, FMT MSA.3, FMT MTD.1

TOE 1 3FIAHF AL T TR0 B BEEEZ Rt 5, TN E OB B RITRREIN A F —T = —2ANED #
BEFRECH D, BIE ST T RO B HRSAE S F4T T D I ZIBR T D BRICIL TOE ~O#BIRRFENE RS 1,
RESAE CEHEMEEZFI A T2 L3 TE0, KOFIHBE RSSO WV E B REZ R 352813 T&
720, WARRERSIRFZIE FIA_USB.1 2L FIHE 1% EI(U.ADMIN, UNORMAL)Z BE#ESHT, 2o
BRI RPN AHEREDOFIHZ T r 5, BT OB NL, o/ TUNETHERF T 5,

Table 7-3 U.ADMIN |c#tEh A& #igkse

B AR W PRI ShTc B | BERTREZR A4
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X 20T 4T —F | BX 20T im0 AL T bE1TD, vAEd (s V%
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RIE) EATD.
o—— R TOE ~DOX A7 @M UserlD Zfoo—W—0% | 25 | HlIkk, | BiE L
Fk, HIBR, BYE (HERR) O X8k - B - HIBREATI, = | 1ERK
— P —DEFRIZI\T Table 6-3, Table 6-4 (ZFEHL
SNERMAE T — 27 72 ZHIENC SN T, B
B2 I HME DR ES D,
UNORMAL ®wz A | UNORMAL Or 2 AL AT — RO EEITD, Bk, AH BE L
IRAT—R DR EREE
U.ADMIN ®wz' (275 | U.ADMIN 7% UADMIN O/ 82T —R%2EH 5, | ZF BB 3L
AU — NS R
A R 28 H kAR A RS AR ET 5, v BE S
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e DFRE - EHELT,
KT — 7B E DB | Fy b —27#%E (TOE @ IP 7RL-A, DNS #—/% | 55 (A %
AL —®D IP TRV A, R —hE 5%, NetBIOS 4. IPsec
L) O E B HEEAT,
A u/ FEIHIMSEE | EEOXAI T CEREr FERe s — =ik | B (A %
EERN
B 5L —R DR E -2 | AN —URF S LS RE CE M 3 2HF S #(KER b | B F (A %
HRE LLp DT —H THLE ALY —RERE - LT D,
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DT CERT D,
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Table 7-4 UNORMAL [Z#4t &5 B EHEE
BRI AE M FFAI SN | BAERTRE A A
1 —J=—A
U.NORMAL ®ouZ' 1> | UNORMAL B H DO/ AL /RAT—K DR E% Bek, AR BE L
NAT—ROBREBRE | 179,
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TOE (& HH DA LL T ORERED E i &7t 7 Do
" Ty— AU T AN —Ua R EE
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FCS_COP.1(b), FCS_COP.1(c)
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%56 TOE 13 HAE S5 (SC = —R) &2 FoR L, BIEZAE 1L, 8 EEZ T 72 WIRREICRBAT T 5, ERtbidh
D7 7—L7 =T IZONWTCE TSF 5 =Xkt T 57 7 B AFE K X2 ) 7S EEEITRE 12> T L, TSF
T =T DT IR ATE A FF S QRN END, 77— AT = T RRAERED DRI L T D,

RS T WV TT ANARD H T AL TARIKHIE 7 7 — A0 = T 3K T A ZZ ik LT 2 A
TICBNWT BT AR LD ET —Z122\ T Read/write/verify Z 3L T — % D5e M2 #iZE9 % (Table
7-5 2/,
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Table 7-5 & T /NAAD H BT AMBREDRRIENE

7R | BN

HDD a7 RAEHE S (Table 7-16 2 R)IZ 4Kbytes 43 DT — X% Read/write/verify D Effi%179,
SSD SSD EDOKFETFAND Ny afliZ it B L, 77— =T IS TR L TOBIE GE Y 7 7 AL Dy =

EETFOFHRELIZLO) LT 52 L TRAEE T,
NVRAM | HEEFH O8Ik % Sbytes /oy fEfr L. ERCfEIRIC Read/write/verify O FEfii #1795

W HOBEREIZ OV THIRREN RN L 72556 TOE (TSR B (SC a—R)aFoRL  BifEatF 1k #fF%
AT AT IRV ARBBIZAT T2,

EROLEITIY, TSF DSLENERET HETOEK(TSF 23§ 2577 —bV=7 D7EM, KO TSF

T —2%A%A7 9% SSD / HDD / NVRAM 7 /A ADEME) Zfifgid TE L7280 TSF MNELSENEL TWHI L4 FEiE
‘é—éfu L+§7\f£%}o)‘(&)é&b\2_50

7.7. 32y b — BEREHEE

FPT_SKP_EXT.1

TOE O3y hT — 7 {5 REMAE TSNS T X COFRIIAHE, S8k, KO T4 X—MEX SDRAM &
O HDD Oz ba—Z 88 R FES, HDD Oz ha—Z 88k 3 5L 7 7 A VU AT ALV R#ES LTS
GEMNIARL — VB S{LEEBED TSS 25 M), £7-. SDRAM K " HDD |[ZIRFESNT-RF S8 T 7 AT H A
M7 == R TFLELTRN,

YL EDZ Lo S8 RESN TV DHEB R HND,

FCS_CKM.1(b), FCS_RBG_EXT, FCS_COP.1(a)

TOE I35 5t 7 LU X LT 128bit & Of 256bit D AES-CBC ZA4# I L7=3@(E DK 51k 2179,

TOE I 128bit % (Y 256bit O il 58D 4= sk iic HMAC_DRBG % U= SLE AL R AVER 2 21 7975,

ZotE, b —fEHEL T intel CPU @ RDRAND @5 %& 7 2 7 ZBBNBE-OMH L TATFLTZ 768bit @
By hEAERL, 77— AT TNDOTA 75727 (RSA BSAFE Crypto-C) 0 EL %4 ik B % (HMAC-
DRBGOIZ AN THZETEEARK T 5, GEMIE 7.9 # FCS_RBG_EXT.1 /)

FCS_CKM.4, FCS_CKM_EXT.4
TOE (23T, Fv b7 — 7l {5 tRiEFRE I S o ms B8 & OV o gtk BHd HDD @:‘/m%?ﬁﬂ%u
X SDRAM (Z{RIFEAL, PRAEERE NI IF OSEAZHR, FRAE, HDVNTEIE ORF BALICHHE D, SEAHCRRREL
i ASNDHEE L HDD (ZRTFESIL, REL/RDX A0 7% TOE ZBEIET DI, R ORS8O H A RIS BEiE
&b, TOE OFEERHICITEIE T — X RIEIEE T 222 TA X LV ATRERNSN TN, “‘—&%{%%
ETIZ, HDD ORI EE(0)T 1 [ EEXWUILAIT), IPSec 7oL T ISy v a g (— R 72mE 5
N OW Ty ar & THRICRELR D728, SDRAM _EICRFESN TOE &R OFF L3057 —# 3R
nod,

FTP_TRP.1(a), FTP_TRP. 1(b)

TOE (IS E 8 IT BgR L OME 2B W TR SALIBIE 2179, W S LIl fE DR RELDMAEIZLL T D LB TH

Do
Table 7-6 EHEHE H3FIH T 2HE#E/SA(FTP_TRP.1(2))
5 B ALt R L7250 15 A - B AR wA=IN=Y2
2747~ PC 777 %12X% web Connection DOF IPsec
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Table 7-7 —#F|H#E 23F B TEAEEHE/ SAFETP_TRP.1(h))

BfE5%E WALt D8 e A - FhE A=IN=Y”
7947k PC TVHRTANZE S TER - AR RSN =BT 3LED | IPsec
A5
FTP_ITC.1

TOE 1% IT 48 L DM EIC BV TR BLIB{E 2175, TOE M2 T AR 2Ll (E XL FO@ th b, (BFXalF
A TRALER EDE NG H)
Table 7-8 TOE 23243 285 5L @13

55 PAEIN=Y” BT LR A

774N —3—(FTP) IPsec AES(128bits. 256bits)

77 AN —,3—(WebDAV) IPsec AES(128bits. 256bits)

77 ANY—s3—(smb) IPsec AES(128bits. 256bits)
FCS_CKM.1(a)

TOE (XX Frlg B8t A a8 T NIST SP800-56A Revision 2 O EA: T A LT-FEA1T 5T D, Table
7-9 287 arORGEHEMN K NEEOHF HEZRT, IKE SA ORI v=—Ta R fERINS

Table 7-9 SP800-56A Revision 2 &7 gL D%t B

NIST ~ SP800-56A  Section | SEAEDA 4 Rationale for deviation

Reference

5.4 yes

5.5 yes

5.6 yes

5.6.2 yes

5.6.2.1.2 yes

5.6.2.2.1 yes

5.6.2.2.2 yes

5.6.2.1.5 yes

5.6.2.2.3 yes

5.6.3.1 yes

5.6.3.2 yes

5.6.3.3 yes

5.8 no Not needed for TOE operation, therefore not implemented.
6 yes

7 no Not needed for TOE operation, therefore not implemented.
9 no Not needed for TOE operation, therefore not implemented.

FCS_IPSEC_EXT.1, FIA_PSK_EXT.1, FCS_COP.1(g), FCS_COP.1(b), FCS_COP.1(c)
TOE 2MEH 725 IPsec 7' h=/LCliX FRLOBEDFIH I RE THUM O E TR T/, HEGLE A H DD
DI EFEDRIRCTELHEE THY, ORI EHEDOALNKE LB ETED,
»  IPsec ¥ 7 B/WALERE: FT AR —FE—FK
. ¥V 47 abaL: KESP
-  ESPmfE(L7 /LT L:AES CBC-128, AES CBC-256
- ESPFGET7 aU XA HMAC-SHA-1, HMAC-SHA-256, HMAC-SHA-384, HMAC-SHA-512
SESP ClIIEiEy — 7 A& B (ESN)AHEHL TS
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#2770 TKEv

<IKEv1 ff I F D% >

F7-.

7.8.

- IKEvl B 54k 7 /L2 X2 AES_CBC-128, AES_CBC-256

- IOy xT—3I32%F—K:Main Mode

- T7x=—X 1A — R 2hEEf : 600~86,400 £

- Tx=—X 20 Av7E—R)EA R : 600~28,800

- Diffie-Hellman Group: 7 /\—7 14

ETRRE R T U XV EZ (RSA), FRTI A

SRR A F R A

- ERELAECSCTA] 22 SCFOSCFHI(ASCI TS, F721k HEX fiH)

- FRFET/LFUAL:SHA-1, SHA-256, SHA-384, SHA-512 #¢FCS_COP.1(IZHEIKEZ /Ny v 7

—ERzfE

TOE 1% IPsec EX 2T (R —F —Z~_—Z (SPD) #EHEL THY, HHE IV FORENTES,

IP RV —:IP 7y hDOEMEEFEEL T, ZNENDRMICEE LT IP 27y MO AR # - il - A 3 - 45
BOIHLEDIEELATINEIRTED, IP X7y hOFMALLTIEL TCP X° UDP 07 mh=/b AR—h, G
IP 7RV A IBEH IP TRUVRENE ETED, IP RV —F 74— 1~10 D 10 VY V—TETHRETDHZ
EMTE, BB/ NENWT I —F O E MBS IS S D,

FIFNNT I ar: IPsec R —IZHBBTIRENRDSTZIGEDOENER FhDIBIRTES, (ZORTE
ICOWTEBEE TR L, A RN DA X ATRNL TN, )

- BYEE: IPsec R —DOHTEICHE B LW IP Sy MIEETS

- @i IPsec RV —DERTIZEE LW IP Xy MIEmS S

EEXEnJife

TOE (3FAn 7 2 G 3 5L EbICIG LI A n s ) — =2 B 21T,

FAU_GEN.1, FAU_GEN.2
TOE (I T OFEREEAGRHERLL | AR 7Lk T D,

Table 7-10 BEEXNRER—E

B R ER ID (B 7 V=7 B # *1) (S
EIE R D £ Admin ID OK/NG
EHLE RAY— R OZE 55 bk Admin ID OK
— W — LD F it User ID / A&%4% ID OK/NG
BHE LD —Y —DIERL Admin ID OK
B LD —F— SRV —ROEH ek Admin ID OK
EHFILLH2— P —DHIBR Admin ID OK
BHMFILLD— P —DEMER Admin ID OK
=P =L —F—DBHEEE (2—P — 2T —F
D) User ID OK
X 2T — LT —ROBRE L HE Admin ID OK/NG
HDD 17 /S AT —R D% H Admin ID OK
IR — R EDE T Admin ID OK
F R — IR EDE T Admin ID OK
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AR ER ID (W7 Y =7 MNlAIE#HR *1) (S
Y= AT AR R IEDE T Admin ID OK
Edns o)) (Fi/ B Bhdk) Admin ID OKJ/errNo
EEfn R E AR EDET Admin ID OK
HDD W5 b RE DB ARk ID OK
HDD i 5l dE DA & Admin ID OK
HDD Hs Bt/ "AT —R DA H Admin ID OK
ISW D57 Admin ID OK/NG
A Ny EV a1 ESN ] Admin ID / #&%% ID OK/NG
S AR F N Admin ID / A% ID OK/NG
A IRFaR & Admin ID OK
BE A RE O R E) Admin ID / #Xgk ID OK
MO T Admin ID / User ID / AX%4% OK

ID

PRAFY a7 DEIER User ID / Admin ID OK
at’—a7 O User ID OK/NG
av—Va 7 ORAF User ID OK/NG
ZV b a7 OHIR User ID OK/NG
TV a7 ORAT User ID OK/NG
Ay Va7 DET User ID OK/NG
BAFV a7 DHI User ID OK/NG
PRAFT a7 OB E - FRAF (Bl - 1Y) User ID OK/NG
RAFV a7 OFEHIL User ID OK/NG
RfFra7 o7 7V ) User ID OK/NG
IPsec & al MeSt DI Admin ID/ UISSY 1D/ AR OK/errNo(*2)

CDFRIFRRERTIC S A L BRI R RITY 7V =/ Nl e U TR B SR ID EW) E EEA 7T 5

A

(*2) TR IPsec By a RIE R 2R [FH A Rk T

W=7 —

AN F = riglL

X2V aba T —

~=a 7 Vit E SPI(ZAE) EE =T —
~=a 7 Vit E SPI(ZAE) EE =T —

IPsec K5 b7 VTR LT T —

IPsec $RFE7 /LAY A LT —

~=a 7 VR TE IPsec B 5{L#E=T— (%18)

~ =2 T VR IE IPsec Wi (b EE T — (GX15)
~=a T ViR E IPsec B 5{b#E— T — (3218)
~=a7 ViR E IPsec b EME T — (Z1(3)
~=a T ViR TE IPsec sl T 7 — (5(8)

~ =27 ViR E IPsec iR EH =T — (3518)
~=a TV TE IPsec sl 7— (3218)
v =27 VR E [Psec R EE =7 — (%1
DH/ V—FxF—

IPsec SA Lifetime =7 —

PR KT —

i

)

ulll

= V=aTVERGE SPL =T — (E(F)
» V=T VRRGE SPL =7 — (5213)
= ReplayDetection =7 —

= AES_CBC#E=7—

= AES_CTR#FEx7—

= AES_GCM #f~7—

= AES_GCM_64 =7 —

= AES_GMAC #E=7—

. SHA2 k75—

»  ESN G056 VL AN ESIITT—

= WfESERE OK
»  IKEREAANF=vi2L

» IKE W57 a3V hxT—
» IKE FRRE7 VIR ATT—

. IKEDH /1 —7=x5—

= IKE 9474 A LT —

= IKE AES_CBC #tE—=7—
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- IKE @itHtm— " IKESHAZ @R=e7—

BT ERITHIE T DB DT A= (a7 TE OB LIC R DT =2 ED YO LLbiz, FRRE AR
(A BEESRD), 7 V=7 NERIER, FROM RIS D,

FAU_STG_EXT.1

LRSI A T T — 41X TOE W CIRERS -, BEE PR E LN A Y — N —(webDAV)IZHE &2
T 7 7ANDEEET), B Oa—DNARFFFA X a ZRIFEIR 7 VOIS a7 8 (G2 A7 721X Table
711 #BROZL,

Table 7-11 BB w5 — 2D HAE
By 5 — 2 OROH i

07 & WO FER AR —UHE SRS REIC T Bk &= HDD fEisk(*1)
1 77470 11KB (K 200 ) | #x K 100 7 7L (IMB, #J 20000 )% TOE

SRR . sk
a7 fEROREFAZ (11:55) T

TIEROLRFF AR
LA BREFL TR 77 AV DO —FHWHD 1 774/ & HIBR

R BB R O ALER
EZALE SSEPE O 60 73, b LT E B ERE B 0y O — S —5 R NI (FEIk1E)

TOE MIZIRFENTWS 11KB fi#kF Ou s 7 7 ANV 2R E x4 e 15, [EEda s
DY — R —EE I RZ AR TR IESN TV A ETOREREZ EE R RETD
FEIEFE D 11KB itdkiEF ey 7 7 AV OHIER

EERGR LR

S (E RO ALE
e B R () Ao M R

Rl (2 T—) A~ MR 2
R R a7 %G (7 —) AU N a7 SR sk

(FEEEDOR) BRI TT— Ayt — D% FoR
(*1) Table 7-16 (Z/rS4L72 HDD OAREHIEGEIIZRAFS D, IRAFSNIZE BT 7 AV AT ALK 1k
THZLICKORET 7 A0SR #4175, ##i% FDP_DSK_EXT.1 ® TSS #&MD =L, £/~ TOE (Zu 7/ 15H
DOEREFEIRAT 7B AT DL — W — A H—T = — A IR TV E | a /R E A7 T FEIIFELR D,

FTP_ITC.1
TOE ($EE T — R —LOBEEIZBWTH BL@EETT), TOE PRI 2 5{LiEEIZLL FTO@mutho,
(BX 2T A58 LR ENH 2R GE)

Table 7-12 TOE 2324t 28; 5{LEIE

SE R A=l =92 BB 7 LY R A
By — S —(WebDAV) IPsec AES(128bits, 256bits)
FPT_STM.1

TOE [37uy iz AL, EHE DA TOE ORZZ & E I DIREL TR 5, B n /TR DRI 15 #
37 my ZEREED DIt E D,

7.9. R F L—UREEE#EE - ISR HEAREE

AN —T T A ARG RN TOE BBtk . AKHIEH T 7— A0 =TI AIA FNTRE BAL T4 7 IV L~ T
HMbESi, b DZAIL T TIER T A ADBEBAL R REIRIC T 7B AT AT TER, TS AITEXIA
LRNCT —H &R 5 b L, T A AP AT LRI T — X5 E T 5, ZOLBRIL, KT A AITEZIA R Gt A
HLT AR TOREbt ST — 2Tk LTI d, 22 TlER Bk ae 106l 3 215 -0 b BH ER B & OF
BT, TRLICCREMAZR 5,
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FCS_COP.1(d), FCS_KYC_EXT.1, FCS_COP.1(f), FCS_CKM.1(b), FPT_SKP_EXT.1, FCS_PCC_EXT.1,
FCS_KDF_EXT.1, FCS_COP.1(h), FPT_KYP_EXT.1,FCS_SNI_EXT.1,FCS_COP.1(c)

TOE XL FOBMNHEA T AL T VY XL ZEEL TD, 728 HMAC_DRBG % FV 7= SLECAE AL EE 52
ITORIZIE, = e —fEEL T intel CPU @ RDRAND #6547 o 7 I BESFEO L TAF L7 768bit
OEyIEAKRLGEMIL 7.9 % FCS_RBG_EXT.1 £ /), 77 —2U=TNOTA7 7V 7+ =7 (RSABSAFE
Crypto-C) OELI ARSI A T) T HZ & TR AR T 5,

Table 7-13 EARE ST VTV A

Algorithm Standard SFR Reference

HMAC_DRBG SP 800-90A FCS_RBG_EXT.1

AES-CBC 128bits/256bits ISO/IEC 10116 FCS_COP.1(d)
FCS_COP.1(f)

TOE IZAR —Y DI 5z FE BT 57 Table 7-14 [ZFEHSIVZHE S 8EA A L TUVD,

Table 7-14 AbL—V RS SLIZME 350 58

iz ML

DEKD(128bit) AR =TT A A LDOT —ZIEBAb
DEK®)(256bit) AR =TT A A LDOT —HIEBAb
KEK(256bit) DEK® K ' DEK@RAFIF DS 51k

BHF T TOE OFHFE, TH5(bT — R EMRE ) 2179725281280 4T KEK O%k-ERE1THED, HAH
VAIZTENEND, ZOERETIE KEK OFERLITIZENTED, ZOMREIZBW CEIERR 5LV — R & H
RETHZLICEY TR DOUBENEITEND,

(1) EEPROM |ZfRfFS VT sbA B O 888 HH BI%kIC L KEK 1B 35,

(2) EEPROM 20685 B{b&iiz 2 Fi¥HD DEK #itiA A, ERRogEIcTE 51k, SDRAM IZJEBHT 5,

(B) 22—V —REELT/SAT—RZICIZ, RIEHIEH T 7 — 20 =TI AIAENT MG AT AT T3 D /32D
—R_—20 8 H B (PBKDF2) 12 L > T 256bit O KEK #7212 5, 2B E O£ /T A—2 %
Tt

=  PRF:HMAC-SHA-256 3&CS_COP.1(c)iZfitH SHA-256 A1
n NRU—R AL =P = RNRELER LU —F (64 3CF)
% —P— ANMED 64 LFITHIZ2WIGAITAEFED L null padding &35
= Salt: FCS_RBG_EXT.1 ® TSS ft# o> fLELE plds T4 Rk L7 L% (384bit)
3% Entropy input ff(768bit)iX RDRAND 2Lt faSzb 0%,
» ijterationCount: 1000 [=]
(4) #H-lzApEN 7= KEK T, 2 >? DEK #i 5195,
(5) EEPROM = KEK #HEEOHMEHSZT —R-Salt)&, i =1k L7= 2 5® DEK #1%175 3%,

B B EALT —RIZH K 64 LT, T/VT7 7y hDRILFE/NLT #F, KO SCT (Table 7-15 2 18) 241
BRI XTI R ETED,
Table 7-15 B 5{LU —Rizff H T80+ (82 XF)
5T —Riofi &R 0 F(32 XCF)
v e [ # [ s e |~ ] e |« ] ] | -] ¥
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[ ] : ; , . / “ ¢ = ~ |

> ?

FREOFBIZL > TERIN R 5 #X TOE E#) R ICZ O HHIEAIRO HFTLL T OISR S L,

(1

(2)

(3
(4)

TOE OEJR ON IZE T —ha—Z 3EEL ., SSD O 77— A7 =7 KA D4 7 7 — AT = T A FEA TR F
1775,

TOE 77— 27 =7 % EEPROM M H8E8 8 (2 SAT — R K TR Salt) Z 35 IA T, /S AT — R — 20D it H
% (PBKDF2) | LA 8E H 4179,

EEPROM 7»blig 5tz 2 FifHO DEK ZtiAA4, FEH L7 KEK IZTE 51k, SDRAM (ZERH 3%,
TOE ©77—2v =713, #E5kEh7= DEK T SSD & T NVRAM (Z{RAFES - E B A1 51k
L. TOE O&Xx =7 1Hfes &1 2 CTOMREDO YL ZI0, 56 T k(B SR I AR H A 2R, FH
FH M TOE OREZFIF ATRE/IRAEE 75,

FREITRULTZARIC

KEK #3X NVRAM X° EEPROM, AI#§GEIEMEARIZEE S 3 2RI I3 R FS T SDRAM D A IZRTFST
%o SEFPEHI IR > EEPROM EICIRIESIDAN, AIHRGEIS BRI C 3% Y I BRI RS 20,

DEK @ 2 FE O34T TOE D4 > EEPROM (2 BL S AU HE THANS D AN, wl il ae i A
(235 ST DRI TR AE SR, 86 EHT SDRAM TR EENDHZE13H 5. NVRAM = EEPROM, 7]
=y RN R Y U Nl e ) ET E3V AN

KEK/DEK D8, S B L I NS T 78 AT DA 2 —T7 = — A TTFAELIRV,

LLEDZ Lipbi ST RESN TV D EEZ BN,

FDP_DSK_EXT.1

TOE X, Table 7-14 fL#OK; S #EA2EHL 7 — X OKE 5L E21T9,

TOE (23T, BB bxtgebresd TSF G HAREF Al RE/e T A A X AMGLIR AR L7205 SSD/HDD K OVAT it
SUREIEARIZEZ S L7220y NVRAM/EEPROM Téh4(SDRAM o TSF 7 —#13 &R OFF Ld:icigE&Ens), =
ZICHTF T2 T A A LIS TSF e bran, b LLILEIR OFF B TSF 7 — X &3 E4 DHE 1 & -T2
WA SO REL TRV, BT SAADKE FALDO G L7257 — 222\ T Table 7-16, Table 7-17 127”7,

Table 7-16 47 /A X(FHRFE LK) DRE TN R L70DT —F

Storage | PNZ - fEIN s LTI 5 1 g TATYRA | Wb SM:
SSD T =T OIS = kL — — —
TOE % & 17 s ek (ML | BBk 7 12 | DEKO AES(CBC) I
) F I
F T4 AEGERE T — X HEME | BB b7 7 AL A | DEKO AES(CBC) R
(BT TVREHEROERFE) | T4
HDD Vad REERCa T EHT — | £T — 477 V% | DEK®@ AES(CBC) R
Va7 ORIk iR R ) 1k
Ca R EE(E G T — 5 ) | £T —4 774 % | DEK@ AES(CBC) HDD I 5
BRAIN) 551t {ba%E:ON
SWAP ik (A H) R E (AP — — —
arhe—J#E (R T — 2% | B B{L7 7L A | DEKO AES(CBC) R
ZAFT —H D—HHRAFE) AT
ARG HEE (EErs T —4% | B5{k77 AL X | DEKO AES(CBC) I
S a—W—FEIET—4 web B | T
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Storage PN - il = P SRS i e TNIYRL | BEEAL SR
WERTE ALY T )

[
Qm

Table 7-17 &7 AR (AIHRGEEIREEALISL) ORF Bt R L0 T —F

Storage PN - IR B bxtic ik | WS THAAYRL | B b SAt
NVRAM | TOE &M (2 —F | N 2T —R 1§ #H % | DEK® AES(CBC) HRE
—RBAEE PR SAT =N - IP | B b L TR AT
AX v UG ET) (ERICEEYS LA
WU TEESD)
EEPROM | DEKD-DEK® W= U TIRAF KEK AES(CBC) HRE
KEK ##44 £} X OEE — —

Table 7-16, Table 7-17 [ZFEfliS N/ H B IZOW T T2,

= W EERHS T EINC TR AL T 7 AL AT A LRSIV T D REIKIT T 7 AV AT ML DR Bb - 5k
NEEIND, BT 7 ANV AT LT E LT HDD/SSD O/ 8—F (v ay (JHI) D &THT7 741D
Read/Write ZE L . ZDEEKE FAL 18 SALIVERZ VT LT D7 7 ANV AT LY 7 =27 THY ., B4k -
BB Z B CEAA L H — T 2 —ATEELR N, BB T 7 AV 2T WL DS B L, o= H3
IIVEDTHZEBWT TOE Ol TROZR)NTHIM LSS (DEKO#OIEREN 5L 7 7 AV AT AT
ORI ELITOND) , D &EHE PR 5L REE A 3 D EIX L B (B L 32 FEOLAFIEL
720N,

=  HDD OIPa 7 {jFEBECCa 7 EHT —% - Va7 MOk EEn ) 13Va 7 BT — 2 A &7 54
— 72— A LB AL BN EEIND, VaT EET — 2T LA X —T = — A TE TP Read/Write
AT, Z OB Ak - 18 BAL AL EL A M R 95720 K5k 18 AL ALEL A A8 CE DA H—T = — Al
FAELRW, Va7 BT — 2 A A B —T 2 — R ZX DR SR IL, a=h3I V2D THIZE W T
TOE O#iE TROLICTHNMbSILS (DEKQEOER L a7 EHT —2 AN ) A 2 —7 = — X TOF|
R EBITOND) , £ 05 EHE DB S LR E AN T 2B EIX L E W (2 (L35 FELFIEL 7
V),

*  HDD O Va7 {RIFMHEEEE T — & - 21 A V) [T EE T — X A &2 F] DA X —7 = — AL D0 Bk
BEAL N EESND, BT —2 13 FFRA X —T 2 —ATETOD Read/Write 17\, ZDREHEBA{L -1 5
{LALERZ T F N T D728, B b - 18 5L LR Z [Bl58E CEX DAL X — T = — A IIFELR W, BT —% A
A2 =T == AL DM UALE L, B B DA~ 2 L K0k E CTE A THDD W= bk & 15> ON (2
RESNDZ LI IR SLERE NG o ban D, 12720 BF 2T 458kt —FK ON WX HDD K S1ba%iE
ON (Z[EESA, I BbSihd,

= SSD DI 77 —L0 =T O/MNTER ) 1ERE S L2 TH2R W EIE TH D, 7% T D5EIkIT OS HEHET 7 A LT AT
AZL > T Read/Write #1795, FIAFIZK L CEBETZ 7 ANT 7 EAZATIA L H—7 = — AT Sz,
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= K TOE Tl 4583 K 256bit THDH-8 . 256bit LU DT hot =24 572512, RDRAND &
WO EL B E R Ay S 2 B 2 intel @ CPU(Intel® Pentium® Processor G3420 . Part number:
CM8064601482522 SRINB)A1{£ 4%,

=  RDRAND 4 Clid, 1 [BIOEERE Y MDY 7 2 ANMIXFL ., 64bit OELEZ H /195, 22T, RDRAND 4
1% SP800-90A ([Tt~ T-ALBZA T TERY,, ZDELH ST OVT, 1bit &72Y 0.5bit UL EOf/h=r et
—EETIEN, BEER DO EDD > TD, £/2 RDRAND 451320 1 2O —KRn5 511 f#
Z FERELT 128bit OELE A LRSS, (DFD, FLY—RE2H 511%2=1022 ELL EOEKET 5
DRNG {ELEAERSNDZ EIT22,)

=  ZZTTOE &, ALY —RDSAERSNIAEOF] 2T 54, RDRAND (2% L CELEE v RI|% 1022 X 12
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[V 7 AR, ¥ —REA R CELEE BRI TEDNZ 12 {0 64bit DELEE v RIZ 5L C 768bit DB
’lET 5, ZOE Y IINZIZ D7t 384(=768%0.5)bit DT bt —NE FNHEMET D,

»  ZOtwhiIZ HMAC_DRBG (3 —RfEEEL TA 1T %, HMAC_DRBG &L ClE7 77— L0 =T NDOTAT7F
VY7 h0 =7 (RSABSAFE Crypto-C) D ELE A sl Bk A L T30, SP00-90A 129t~ 7- HMAC_DRBG
(SHA-256) TihD,

(*1) Mike Hamburg, Paul Kocher, Mark E. Marson: ANALYSIS OF INTEL'S IVY BRIDGE DIGITAL

RANDOM NUMBER GENERATOR. Technical Report. Cryptography Research, Inc. (March 2012)
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