JISEC-CC-CRP-C0601-01-2018

&~
Jisec
Ak W & &

R SR ABIAL T ARG
A STAT B A i E e
R B OER

E=q
=

IT# 5 (TOE)

HEEZAH (%) FR294E 3H30H (IT#RFE7635)

BRI JISEC-C0601

B AL PR bizhub PRO 1100

N=Pa FY) Y—2FS | GO0-30

B R a=7 3 ) VRS

PERE AT & FuFriarraz A NEe, CC— LR

Protection Profile for Hardcopy Devices
Tursvarrarly AL 1.0 dated September 10, 2015
GEGER%B: JISEC-C0553)
ASE_INT.1, ASE_CCL.1, ASE_SPD.1, ASE_OBJ.1,
(R3S o e ASE_ECD.1, ASE_REQ.1, ASE_TSS.1, ADV_FSP.1,

i AGD_OPE.1, AGD_PRE.1, ALC_CMC.1, ALC_CMS.1,
ATE_IND.1, AVA_VAN.1

ITEF= U7 ¢ iHliggE 04 | iNatECSEC Laboratory #fAfit > % —

FFDOTOEIZ W TOFIE, UTFTDOLEBY THDHZ EEZFBIELIZOTHREL ET,
FRk304FE 6H 15 H
Bl A
X2V T2 — flEXa )T 0 REE=E
HAEEE =i L

FHMEENES . [ITEx =) 7 ¢ fHli R OSBREREOEAHR] TED D TREOFBITE S
TRHi S iz,

(D Common Criteria for Information Technology Security Evaluation Version 3.1 Release 4

@ Common Methodology for Information Technology Security Evaluation Version 3.1 Release 4

RS R« AR
lbizhub PRO 1100 G00-30) 1. JSAATEGE N RALEEHEEREDN ED DITEX 2 U 7 132
BT 2 ERFIHIZHE, B LN BRICE S FHMEE 2, FTEDIRFEEM; 2w 7- L

7"4
—o



JISEC-CC-CRP-C0601-01-2018

B R
T R ettt ettt ettt ettt et ettt et et ae et et aeeaeaes 1
L1 AR R E T oottt 1
111 BRAEZN S 7m0 ettt ettt ettt 1
1.1.2  TOEE T X 2 U T A BEEEME oot 1
L1201 BB oottt 2
1.1.2.2 BB B e 2
11,3 BEETHIH oottt ettt ettt aae 2
1.2 BEAMODTZH coovieieeeeeeeeeeece ettt ettt 2
1.8 BHAI DD RERIE oottt ettt ettt ettt ettt ettt et et e ettt et te et e nreenee s 3
2 TOETEB vttt ettt 4
e SR R G 5 2 LSOO SRRSO 5
3.1 FUFHFE DBEE oottt ettt ettt enens 5
B.2  EFEIE L oottt ettt ettt 6
Be8 I oottt ettt ettt ettt 7
3.4 FHRRD B 2 U T 4 TR e e 7
4 ATHRERE & RTAMBEIH DO BATEAL (oo 9
4.1 R OB BT D IR oo 9
4.2 TEFBRBE LA oottt ettt ens 9
4.3  EHBRBEICEIT DTOEBRIIH .....cocooeeeeeeeeeeeeeeeeeeeeee ettt 10
5 T T T T R T B T D I oo 11
5.1 TOEBEFE T2 TR =L B o 11
5.1 1 R AEEE oottt ettt ettt eas 11
5.1.2 B U T £ R ot 12
5.2 TTERBE oottt ettt ettt 13
6 BUTLISAT R 30 m A 2 B ettt ettt en 14
ST RN & 2 FTAI FEHE B UG TR ettt 15
TL BB oottt ettt enens 15
T.2 R A TTE ettt ettt ettt ettt enens 15
7.8 B FEHEAEED oottt 15
Tod BELT A ettt ettt aeas 16
TA L BAFEFET A D ettt 16
7.4.2  FHEETHILT A B oottt ettt 16
T.4.3  FHEFEIR AT A B ettt 18
7.5 BB IZ DU N T oottt et s et n e aeaeas 19
T8 AT T ettt ettt ettt 20

O - e B SN N = | USROS OO PRUSRUPRUSR 20



JISEC-CC-CRP-C0601-01-2018

8 RRRIETENL vttt 21
8.1 FRFIEAE IR e 21
8.2 TE I ittt 21

O R B bbbttt 22

10 BF DU T A F 7T 0 B o 22

IL R ettt 23

12 B ettt et ae et e et e ree e 24



11

111

1.1.2

JISEC-CC-CRP-C0601-01-2018

EREN

DORRGEREFIL, 2= I 7 V223583 L7z Thizhub PRO 1100 /3—
Y= G00-30) (LLF [RTOE] £ 9H,) 220 THH &+ ECSEC Laboratory
Az 2 — (LAUF TREMEERE) & 90) PR30 4E 5 HIZSE T L2 IT B =
U7 4 fHiIs L. £ ORNBEORBGER R Z HFEE TH DL a2 =0 I/ V2 RS
WET L EEHIZ, ATOE IZBELEFFOREEOHEELICH LEX 2 U 7 ¢
2T b0TH D,

ZIKM.:IE%J( 6i %105@%%1)74’& b‘/]\ (HT |—S'I‘J kl/\j )
%HFaméﬁ“Lf:b\o fFv*f IRKTOE Ot¥= U7  HEREEA:, PRFEEA: K O O+
OARLE, STICBWTEEREINTWS,

2':,1‘,_‘ uE?& i 2': TOE %Eﬁ)\ﬁ‘égﬂiﬁ;&mh%k *Eﬂi L/fl/\%) ZIKW,_‘ nft%&ﬂ:
L, RTOE AT HRAEEFICESDWREERE R E R T O THY | @50
ITHRLZEDOLDERIET DD TIERNZ LITHE S NZW,

ATl a R R AR
A TOE OF&RE, M RO 2 LU TR, #ElEEE 2 MU LS RO Z &,

REE/ Ny r—o
AR TOE OGS 77— 1%, CC /83— h 3DLL TG Fa v R—%2 FTh D,

ASE_INT.1, ASE_CCL.1, ASE_SPD.1, ASE_OBJ.1, ASE_ECD.1,
ASE_REQ.1, ASE_TSS.1, ADV_FSP.1,

AGD_OPE.1, AGD_PRE.1, ALC_CMC.1, ALC_CMS.1, ATE_IND.1,
AVA_VAN.1

TOEE X T« e

ATOEIXITH®#GETHY, 2 —HiE. 7V ¥ —HiE. A% v —iiE, (&
DIRAFE B H UBSRES 2l 2 -7 2 VEAH CLT TMFP) &9, ) Th 5,

A TOE (X, MFP 23k 5 7 — % ORBHBSLU S A& BhIET 572012, MFP O~
a7 v ar7u”y AV Th% Protection Profile for Hardcopy Devices 1.0
dated September 10, 2015 [14][15] (BL'F T#E& PP) L5 ,) BERT Lt F =
UT A HEREA R 5,



JISEC-CC-CRP-C0601-01-2018

INbDEF 2T A HEREMEICOWT, £ ORBGEHT#F D% 41 & EIED IEREMEZ
DWTLRGE N > 7 — Y O#iPH T CEM 2D < GHil & & PP OIRGET 7 7 1 &
T A NZEED S RHI AT,

A TOE DNEET DB OHHEIZOWTIREDO L BY TH D,
1.1.2.1 Zr
ATOE X, YAFOEBAEIEELTWD,

TOE OR#EEETHH 2T D LET =X KOt X2 U T ¢ EREICHET D
T —%1%, TOE O#ERL, TOE BER SN TWD Ry NT—7 ~DT 7B AICL
D, REICEBRBSCUSASINDEBR 5,

*7-. TOE BEHOHESRS, RERY 7 72T DA A M=k, TOE
FotXxal T A BENERDNAEB N D,

1.1.2.2 BREH RSN
FHmRH SRR, RO L9 7ok X OVt CEM T 5 Z L2 ET D,

TOE I&. RIEARWERT 7 B ZARHIB S A Z—% v o big#E S 7~ LAN
W SNABRE CEHIND Z L2 EEL TN,

HEA T O TOE OHMRFEEIT, HEEDOEFEIN TWDIEHENTA X AL
P> CEUN TR ER 580, £7-. TOE OFIH&EIX. 2412 TOE %
ERT 5 & 9z T T 2T e 572200,

1.1.3 REEIR

A TIE, LSRR TIERIIRGEDO SR TH D,

o 4.3 HEHEREIZHIT S TOE #iH] CT/r~d9 TOE OEHEREN X 27 Tl
VVIRRE T OOIEH

o 7.5 FHHERICOWT) TR EMELSTD TOE OEM

1.2 Bk

ORISR E R 2 IT B = U 7 o 3l - SRAERIEIC S &, ARIGE 1T &
¥ 2 U T o il K& OGRRERIEE O EASIR) (1], TT ¥ =V 7 4 BIEHICHT 0%
k) (2] MIT & = U 7 o AR AGRZ 2B ¥ 2 2ok ) [BlIcklE Shiz
WRIZHEV Y, FHIHERE I X - TA TOE (2B A HEREZF I OMRREEA/FIZ ST
ITE¥x=2V 7 ¢ sl FEhE S, Ak 30 45 AIZ5E T Lz,



1.3

JISEC-CC-CRP-C0601-01-2018

_:F1ﬁ 0) A IJ

RRERERIIE, FHGHEREMERL L 7o Sl S H (18], FrR &, K OBEd 23
ﬁﬂ%gﬂéﬁﬁb A TOE OFHM ST E D FHe & I2ih > TIT DT Z & 2R
L7z, FEEOBRRICH VTR R ENRMBEICOWTIT, #BEEL B2 —%2ER LT,
FRRERERA N FERE L 7o RIBERIE, 9T S 4, 22>, TOE OFHiAs CC ([4][5][6]
F721x[718][9]) % U* CEM ([10][11]m\a“‘2mb>) RS L Clbnic e ST

D LR LT, PRGBS IR R E S D S AGEREAR S E A ER L. FRREEE
ERET LT,



2

JISEC-CC-CRP-C0601-01-2018
TOEZ A
ATOE 1%, LLTFD LB 0S5,

TOE4 5 : bizhub PRO 1100
N—3v 0 G00-30
BHFEE - a=h 2 ) VAR EH

B3R - FRAE A Z T T2AR TOE Th 5 Z L&, FIFEIZUL T OFIEIC L - T
WTHZLEINTE D,

B DH A X ADTRITHE ST, LLFD & 512 TOE OBk & el S xoic s
RINT R A HERT D,

- TOE 474 : TOE OERDFEREL . TOE #knld TOE 4k & —£d

HZ &

s TOE "—T 3 BAERRNVICEIREND T 7 — LT =T DL E N—

Tarvin, HAX L ADREE T L L



3 txal) T4 A

A TOE 1Z, = v"—H&HE,

JISEC-CC-CRP-C0601-01-2018

U Z—ERE. A% ¥ T —RKRE. SCEOMRF LY

H LBRRE & W o 72 MFP O JEARRE 2 1R L TRV | FIMH OXET — 4 % TOE
WEBIZIRIEL T2 . 2y P U —27 %200 L TR O RROA TR — /3 — LD L 1

L7- 03 DiREZ Ffo,

TOE /%, JE& PP OERZN LT HUT O X2V T ( HMEEL RIS 5,

(1) R RE

() T—=&7 7 & AHIEEE - R HIREEIERE

(3 Tx=V7 ¢ HHRE

4 7y TT— T —FIRGERE

(6) HCT A MisE

6) v hU—7BERERRE

(1) Ediw 7 HERE

(8) A b L —UWFSALFERE - WS- BHR R RE

ATOE ODEAMREL B2V 7 4 EEOFEMIL, 5.1 HiloRT,

TOE " RE DM ERE, REEE, FHE. MO F =V 7 1 HEOFEMEZ

3.1 86 3.4 €T,

3.1 FEEOERE

TOE OB WT, K 3-1ITRITHMMAELZBET D,

= 3-1 FIREDERE

2

FEH

U.NORMAL
(—f%F| % | a normal user)
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A User who has been identified and authenticated
and does not have an administrative role

U.ADMIN
(‘&4 |/ an administrator)

PRl S A, RRESNRIHAE T, BHEKR 2R
FIHE

A User who has been identified and authenticated
and has an administrative role
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TSF Data for which alteration by a User who is
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role might affect the security of the TOE, but for
which disclosure is acceptable
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Confidential
TSF Data

T—=FOFAEFETHR L, FEHEREGFZ20F
FABICL > T BBE RIS SAESNZTSF 5 —%
2, TOE O X = U7 ¢ |ZELE KIFTnd Ltk
WX 97 TSF 5 —4

TSF Data for which either disclosure or alteration
by a User who is neither the data owner nor in an

Administrator role might affect the security of the
TOE

3.3 EB

AKTOE X, £ 35 IT-THBAEHET D,

x 35 BMETLEH

220

&

T.UNAUTHORIZED_ACCESS

An attacker may access (read, modify, or delete)
User Document Data or change (modify or delete)
User Job Data in the TOE through one of the
TOE'’s interfaces.

T.TSF_COMPROMISE

An attacker may gain Unauthorized Access to TSF
Data in the TOE through one of the TOE’s
interfaces.

T.TSF_FAILURE

A malfunction of the TSF may cause loss of
security if the TOE is permitted to operate.

T.UNAUTHORIZED_UPDATE

An attacker may cause the installation of
unauthorized software on the TOE.

T.NET_COMPROMISE

An attacker may access data in transit or
otherwise compromise the security of the TOE by
monitoring or manipulating network
communication.
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A

FE&R

PAUTHORIZATION

Users must be authorized before performing
Document  Processing and  administrative
functions.

P.AUDIT

Security-relevant activities must be audited and
the log of such actions must be protected and
transmitted to an External IT Entity.

P.COMMS_PROTECTION

The TOE must be able to identify itself to other
devices on the LAN.
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P.STORAGE_ENCRYPTION

If the TOE stores User Document Data or
Confidential TSF Data on Field-Replaceable
Nonvolatile Storage Devices, it will encrypt such
data on those devices.

PKEY_MATERIAL

Cleartext keys, submasks, random numbers, or
any other values that contribute to the creation of
encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential
TSF Data must be protected from unauthorized
access and must not be stored on that storage
device.
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A B
A PHYSICAL Physical security, commensurate with the value of
the TOE and the data it stores or processes, is
assumed to be provided by the environment.
A NETWORK The Operational Environment is assumed to

protect the TOE from direct, public access to its
LAN interface.

A.TRUSTED_ADMIN

TOE Administrators are trusted to administer the
TOE according to site security policies.

A.TRAINED_USERS

Authorized Users are trained to use the TOE
according to site security policies.
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AES Advanced Encryption Standard

CBC Cipher Block Chaining

DRBG Deterministic Random Bit Generator

FTP File Transfer Protocol

HCD Hardcopy Device

HMAC Keyed-Hash Message Authentication Code
MFP Multifunction Printer, Multifunction Peripheral
SHA Secure Hash Algorithm

SMB Server Message Block
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Field PR BB 5 7o OB CRM AR e i/ N7 TR T T
Replaceable The smallest subassembly that can be swapped in the field to
(Unit) repair a fault.
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A system producing or utilizing a physical embodiment of an
electronic document or image. These systems include printers,
scanners, fax machines, digital copiers, MFPs (multifunction
peripherals), MFDs (multifunction devices), “all-in-ones” and
other similar products.
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