JISEC-CC-CRP-C0598-01-2018

V4
JISEC

.
o
T

ST AT B A AL
HEE EH gk
IT#L%, (TOE)

e H (%S SR%294FE12H11H (TEREET657)
TR JISEC-C0598
LU MX-B455W / B355W with MX-FR59U

N—= g KR U —RAFE 0210mc00

L s v — 7R

PEREE AT & rarraryuzy A NEE, CCN— F2fLk
Protection Profile for Hardcopy Devices
JTarrvaryrazyAN 1.0 dated September 10, 2015

(nun nﬁ)ch}ujlj: JISEC'CO553)

ASE_INT.1, ASE_CCL.1, ASE_SPD.1, ASE_OBJ.1,
ASE_ECD.1, ASE_REQ.1, ASE_TSS.1, ADV_FSP.1,

AGD_OPE.1, AGD_PRE.1, ALC_CMC.1, ALC_CMS.1,
ATE_IND.1, AVA_VAN.1

ITE ¥ = U7 ¢ dHERE DA PR | —fRAEETEAN ITEF =2V 7 1 o ¥ — FHlES

PRAE/ S r—2

FFDOTOEIZ W TOFIE, UTFTDOLEBY THDHZ EEZFBIELIZOTHREL ET,

PRk 3045 H 22 H
Bl A
X2V T2 — flEXa )T 0 REE=E
HAEEE =i L

FHMEENES . [ITEx =) 7 ¢ fHli R OSBREREOEAHR] TED D TREOFBITE S
TRHi S iz,

(D Common Criteria for Information Technology Security Evaluation Version 3.1 Release 4

@ Common Methodology for Information Technology Security Evaluation Version 3.1 Release 4

ARG R « B4

MX-B455W / B355W with MX-FR59U 0210mc00] 1%, AMN7ATEE NG AL PEHEERERE S &
DLHITEF =2 V7 ¢ FBFEFICT 2 BRFEIHITIEW, ED BRI Tl ., 7
TE DURGEEH 2 7 LT,



JISEC-CC-CRP-C0598-01-2018

B R
T R ettt ettt ettt ettt et ettt et et ae et et aeeaeaes 1
L1 AR R E T oottt 1
111 BRAEZN S 7m0 ettt ettt ettt 1
1.1.2  TOEE T X 2 U T A BEEEME oot 1
L1201 BB oottt 2
1.1.2.2 BB B e 2
11,3 BEETHIH oottt ettt ettt aae 2
1.2 BEAMODTZH coovieieeeeeeeeeeece ettt ettt 2
1.8 BHAI DD RERIE oottt ettt ettt ettt ettt ettt et et e ettt et te et e nreenee s 3
2 TOETEB vttt ettt 4
e SR R G 5 2 LSOO SRRSO 5
3.1 FUFHFE DBEE oottt ettt ettt enens 5
B.2  EFEIE L oottt ettt ettt 6
Be8 I oottt ettt ettt ettt 7
3.4 FHRRD B 2 U T 4 TR e e 7
4 ATHRERE & RTAMBEIH DO BATEAL (oo 9
4.1 R OB BT D IR oo 9
4.2 TEFBRBE LA oottt ettt ens 9
4.3  EHBRBEICEIT DTOEBRIIH .....c.cooeveeeeieeeeeee et 11
5 T AT T T R T B T D I oot 12
5.1 TOEBEFRE T2 TR =L PE oo 12
511 B AEAE Lottt 12
5.1.2 B U T £ R ot 13
5.2 TTERBE oottt ettt ettt 15
6 BUTLISAT R 30 m A 2 B ettt ettt en 15
ST RN & 2 FTAI FEHE B UG TR ettt 17
TL BB oottt ettt enens 17
T.2 R A TTE ettt ettt ettt ettt enens 17
7.8 B FEHEAEED oottt 17
Tod BELT A ettt ettt aeas 18
TA L BAFEFET A D ettt 18
7.4.2  FHEETHILT A B oottt ettt 18
T.4.3  FHEFEIR AT A B ettt 20
7.5 BB IZ DU N T oottt et s et n e aeaeas 22
T8 AT T ettt ettt ettt 22

O - e B SN N = | USROS OO PRUSRUPRUSR 23



JISEC-CC-CRP-C0598-01-2018

8 BB RIETEN vttt ettt ettt ettt et e ete et e te et e teeteeteeteereeteeaeenns 24
8.1 BERIAE I oottt bbbttt 24
8.2 TEEETTH oottt bbbttt 24

O B T ettt ettt ettt ettt ettt te et et et et ae et et ete et eaeete s eaeereas 24

10 B U T £ Z 0 B ettt 25

L1 Rttt ettt tans 26

12 B ettt et ae et e et e ree e 28



11

111

1.1.2

JISEC-CC-CRP-C0598-01-2018

EREN

DORFEREFEIL, ¥ — 7 RSB Lz TMX-B455W / B355W with
MX-FR59U /3— = > 0210mc00] (LAF TATOE] &vv9,) (220 T—fxfhH
ENIT X2V T ko2 — FHlE (BLF TEHlEERE) & o5,) 23Fak 30 4 4
AT LEITBX2 VT o dHlicH L, TONKORGEERE HiEE Th D
¥ —THASHICERET D & L b, ATOE ICBL AR OMEE W E A 1T
Lexa V7 ERERET 260 TH D,

ZIKM.:IE%J( ﬂj: %105@%%1)74’& b‘/]\ (HT |—S'I‘J kl/\j )
%HFaméﬁ“Lf:b\o fFv*f IRKTOE Ot¥= U7  HEREEA:, PRFEEA: K O O+
OARLE, STICBWTEEREINTWS,

2':,1‘,_‘ uE?& i 2': TOE %Eﬁ)\ﬁ‘égﬂiﬁ;&mh%k *Eﬂi L/fl/\%) ZIKW,_‘ nft%&ﬂ:
L, RTOE AT HRAEEFICESDWREERE R E R T O THY | @50
ITHRLZEDOLDERIET DD TIERNZ LITHE S NZW,

ST R B R E

A TOE OHRE, EM S OME A UL FIRT, 33 2 MUK A S RO Z L,
REEN Y r—2

AR TOE ORFE S > 7r—21%, CC/3— bk 3 DLLFORFEa VAR —3 > b Th D,

ASE_INT.1, ASE_CCL.1, ASE_SPD.1, ASE_OBJ.1, ASE_ECD.1,
ASE_REQ.1, ASE_TSS.1, ADV_FSP.1, AGD_OPE.1, AGD_PRE.1,
ALC_CMC.1, ALC_CMS.1, ATE_IND.1, AVA_VAN.1

TOEE X T« e

ATOE ZIT#THY, a e —#aE, 7'V 7 —tRE. A v —HMiE, 77
7 AtkRe. CEZIRAFMY IR (KTOE Tld, [F¥a A 774007
aEl LW D) FERMATT VAN ESHK CLT TMFD) L5, ) Tho,

A TOE X, MFD 23l 5 7 —# O ZBESLK S AZPIET 572912, MFD Ho~
a7 v ar7u’yA/)NThs Protection Profile for Hardcopy Devices 1.0
dated September 10, 2015 [14][15] (LLF [#E& PPl &W9H,) BERTHEF =
U7 4 REZ R 5,



JISEC-CC-CRP-C0598-01-2018

InbDEF 2T A HEEEMEICOWT, £ ORGEHT#F D% 41 & RIED IEREMEZ
DWTLRGE N > 7 — Y O#iPH T CEM 2D < §Hil & # & PP OIRGET 7 7 1 &
T A NZED S RHI AT,

A TOE DNEET DB OHHEIZOWTIREDO L BY TH D,
1.1.2.1 Zr
ATOE X, YAFOEBAEIEELTWD,

TOE OR#EEETH L2 —VF DO LET —Z KONt F 2 U T (eI ET 5
T —%1%, TOE O#ERL, TOE B SINTWD Ry NT—7 ~DT 7B ARITL
D, REICEBRCUSASINDIEBRRH 5,

*72. TOE BEOffEe, RIERY 7 v =T DA A =ik, TOE 2
FotXxa T N EBRbnsBENG 5,
1.1.2.2 BREH RSN
AR IR, RO LD R L ORIE CIERT 5 Z & 2HET 5,

TOE I&. RIEARWERT 7 B ZARHIB S A Z—% v s big#E S - LAN
W SNABRE CEHIND Z L2 EEL TN,

HEA T O TOE OHMRFEEIT, HEEDOEFEIN TWDIEHENT A X AL
Pt TEUN TR T IE R 5780, £7-. TOE OFIH&EIX. 2412 TOE %
ERT 2 & 9 Al Z ST T 2T uidZe 5720,

1.1.3 REEH
A TIE, LRI RTIERIIRGEDO SR TH D,

o (4.3 EMEREEICHIT 5 TOE &il] T~9 TOE OEMBREN ¥ F 27 Tldlk
VVIRRE T OOIEH

o [7.5 AR SWT) TRTFRMELIANTD TOE DiEH
1.2 S Et

ORI NEE 5 IT B = U 7 ¢ 3l - FEREHIEICEE D X /Ai‘%jti T &
F 2 U7 o Gl K& ORBRERIE O AR (1], T X2V 7 4 BAEHICHT %
kfmE) (2] TIT B = U 7 o AR AR Z 2B ¥ 2 2ok [BlIcklE Shiz
WRIZHEV, FEMREEIIC & - TR TOE (2B 2 HRe 2 J OMRREEAFIZ HE ST
IT &%= U7 ¢ -2 320 S v, Pk 80 4F 4 A58 T Liz,



1.3

JISEC-CC-CRP-C0598-01-2018
FHE D ERE

RRERERIIE, FHmEEBEMERL U 7o Sl S (18], K OBSE T 2 eHlRE I K A
WFE L. A TOE Ol AFTE D Ffet X 1TIR » TITbILT- 2 L 2R L1=, TOE ®
M2y CC ([4l[5][6] F 721 [71(81[9]) & O CEM ([10][11]oownd 42y I2HES LT
WUNCEME SN TND Z & AR LT, RiEHERRIL R F I 3D & ARG S &
AR L, REREEEA KT L,



2 TOEZ Al

JISEC-CC-CRP-C0598-01-2018

AKTOE L, LT EBY@EII S D,

TOE4 5 : MX-B455W / B355W with MX-FR59U
N— 32 0210me00
PR - Uy — T HASH

TOE 4 #1Z. MFD ORI L AT > a TS LD, TOE ORI 3R

9-1 TRk,
= 2-1 TOEDHERL &
N7
WEZ S a v
Pl AR 57 Hiisk
MX-B455W HA | HARLIA: MX-FR59U
MX-B355W H A LIS MX-FR59U

R SFHAM - FRREZ Z T T2A TOE Th 5 2 & & FIHEIILL T O EIZ K- Thk

WETDIENTE D,

LD A L ADFEHUZNE - T, TOE DER & HfE SRR ENT LT O

TRz MRS %,
* AR

s WEA TS a v

«TOE RX"—Y 3 v

ERICFE RIS TOVDORERFEN, £ 2-1 0 [HIF] I
GENDEMTHDHZ L

BAE SRR NVICETRENDI T T a 40, # 2-1 0 [H
Tl oot s WEF > ar) ICEENL40mE —
Hiorz L

BAERXNVCEREND TOE R—2 3 M, TOE #%5!
DNR—=Tare—HTsr2 L




3 txal) T4 A

AKTOE X, = &' —HRE,

JISEC-CC-CRP-C0598-01-2018

TV A —HkRE. A% v —HERE. 7 7 7 ABRE. R

X2 AR T A Y U TREREL o 72 MFD O EARSREA AL L Th Y . FIFED
LET—H % TOE NEBICERF L2 . Ry b T —7 &40 L CHRIHAFE DR 0%
P R= LD L L0 T HHREA Fio,

TOE /%, JE& PP OZRZME T HUT O =V T 1 HMEEL RIS 5,

- R 2 RRAE S 5 HhE

- FIME T —2 %27 7 & AT Hik6e

s FIE T — 2 F e b LRI DR

- LAN R el lfE 8 E L ORI & T — 7 2R3 % BtaE

s bR VT o B A RRIRERE S R IS HIR 9 S B R
X2 VT 4 BEEFROn T E Rl D HAE

T VT T= T =AU =T BREELA A BT D HRE
CEEIRFICE 2 U T o REDS IEF ICENMET D 2 & A MEET D HEE
< AREFHRIFRASHAHE & LAN O] % 73t 2 B

© I E—RREF QLT OF —Z 258 T TP UL EE AT HKAE
- FIRE T — 2 e e =T D RE

3]

A TOE ORAMAE L X2 U T 4 BEEEOFEMNIL, 5.1 HilZRd,

TOE 2 HET 2 FHARE], REEPE, HE. MOt X =17 ¢ HEOFM &

3.1 86 3.4 Bilord,

3.1 FEEOERE

TOE OFEHIZBWT, # 3 1ITRTHIHEZEET 5,

* 3-1 FIREDRE

G2Yis EH
U.NORMAL ARl Z A, FERES I FIRE T, EEEEBI LR
(—f%F)HZE / a normal user) 7R WFI
U.FAX A E A, FRRESNIFIRHFE T, 77 7 AZET—
(7 7 7 2F# | a fax user) DT 7 AERE A5 S iz — R &,
U.ADMIN ARl S A, FRESNIZFIRFE T, EFEHEEBI L
(F#¥ / an administrator) R,




3.2 REEEE

JISEC-CC-CRP-C0598-01-2018

TOE OREEEL, LITOR 3-2 D 2IHICHTE 5, 2 WHOKEZED
b, FPET—2I1FFE 3-3, TSF 7 —Z 3K 34 DL HIZ, ThEThIHIZ2

M DOIREE PE THRERL S 1L D,

* 3-2TOEDREZE

Z2 i) | EE
D.USER MMET—5 TSFOEIEIC B L KIES 2, FIHZE DD
WCRIAF I K > TRk ST — %,
D.TSF TSF 57— % TSFO#EIC B A2 5.2 5 b L2 WTOE
D= DOTOERIZ L » THER Shi-F— 4,
* 33 REEEPAET—H)
Cx R EH
D.USER.DOC | fIH#F CET —# EBFHEII— Rar—oEX T, FfAED
XEIZEENDEHR
D.USER.JOB |FfIf#H Y a 75 —% | FAEOXLEE I CELIY 3 7I2EET 5
15
® 34 REZETSFT—4)
G el B
D.TSF.PROT RSN T2 OHAEETHLRL, FRITEHEREL R
TSF 5 —% ROFIAFICE > T, S SN TSF 5 —4 2
TOE Ot ¥ = U7 ¢ 8% KITThH LIV,
BEICOWTIARRTEDLIRTSF 7 —4,
D.TSF.CONF | ft% ® TSF T—HOHAEHETH L, BHEEE G W
T4 MAEICL > T RBELIIUESALENZ TSF 5 —X
2, TOE ODtFx oV 7 4 ITEEKIFTNE Ll
W57 TSF 7 —4#,




3.3 EZ/

JISEC-CC-CRP-C0598-01-2018

ARTOE 1%, £ 3-5 T THBEBET D,

& 35 BETHER

22

EH

T.UNAUTHORIZED_ACCESS

An attacker may access (read, modify, or delete)
User Document Data or change (modify or delete)
User Job Data in the TOE through one of the
TOE'’s interfaces.

T.TSF_COMPROMISE

An attacker may gain Unauthorized Access to TSF
Data in the TOE through one of the TOFE’s
interfaces.

T.TSF_FAILURE

A malfunction of the TSF may cause loss of
security if the TOE is permitted to operate.

T.UNAUTHORIZED_UPDATE

An attacker may cause the installation of
unauthorized software on the TOE.

T.NET_COMPROMISE

An attacker may access data in transit or
otherwise compromise the security of the TOE by
monitoring or manipulating network
communication.
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B2y B
PAUTHORIZATION Users must be authorized before performing

Document  Processing and  administrative
functions.

P.AUDIT

Security-relevant activities must be audited and
the log of such actions must be protected and
transmitted to an External IT Entity.

P.COMMS_PROTECTION

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPTION

If the TOE stores User Document Data or
Confidential TSF Data on Field-Replaceable
Nonvolatile Storage Devices, it will encrypt such
data on those devices.

PKEY_MATERIAL

Cleartext keys, submasks, random numbers, or
any other values that contribute to the creation of
encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential
TSF Data must be protected from unauthorized
access and must not be stored on that storage
device.
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P.FAX FLOW

If the TOE provides a PSTN fax function, it will
ensure separation between the PSTN fax line and
the LAN.

PIMAGE_OVERWRITE

Upon completion or cancellation of a Document
Processing job, the TOE shall overwrite residual
image data from its Field-Replaceable Nonvolatile
Storage Devices.

P.PURGE_DATA

The TOE shall provide a function that an
authorized administrator can invoke to make all
customer-supplied User Data and TSF Data
permanently irretrievable from Nonvolatile
Storage Devices.
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A.PHYSICAL Physical security, commensurate with the value of
the TOE and the data it stores or processes, is
assumed to be provided by the environment.

A NETWORK The Operational Environment is assumed to
protect the TOE from direct, public access to its
LAN interface.

A TRUSTED ADMIN TOE Administrators are trusted to administer the
TOE according to site security policies.

A.TRAINED USERS Authorized Users are trained to use the TOE

according to site security policies.
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Field B A BT 5 7o DI CRI ATRE el / N7 7 T Y
Replaceable The smallest subassembly that can be swapped in the field to
(Unit) repair a fault.

Hardcopy T AISCE E 7 X O EERIBEAR 2 A plc F 7 1T ER D D v A&
Device Thy TOXRIBRVATAFTTV U H— AFXyF—, 77T A

WE, T VAN T VINVEEHK, (A=A T
B O O DRk 2B 2 5 e,

A system producing or utilizing a physical embodiment of an
electronic document or image. These systems include printers,
scanners, fax machines, digital copiers, MFPs (multifunction
peripherals), MFDs (multifunction devices), “all-in-ones” and
other similar products.
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