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LLITIZ TOE O 27 e L FATERE 2 FL ik 372,
TOE
________________ MXAUTAMEE . Ll EEBREL
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L T o RbERE Ba o 2% v A |
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Table 1-4 TOE OEAHEEE
No. Function Definition
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74T PC OFVHRTAR—=HLLE WC b, A& 7V MRy 7 AL
FBTFLEL—HRETED, £72. WC 15/ 2U—Ri; 5k PDF Ry 7 A~
T EE —WRTFTED, FIRE DB 06— R A7 LT - SCE O]
MEFEITLEE . 7% 4B &1L TOE oAk hD,

2 | AFyiHhE R LD BB SR DLOBIEIC LT LEE A v THARD, &
T LML T, %15 (E-mail. WebDAV, SMB) -2 HHE,

3 | ot —kfE F LD EAE S RIS DERIEIC L > T, ICEEAF ¥ T THARH T,
Pt B 7o B A TR R 2 B RE.

4 | 77U AMRE 1T 77T abhaVE VT, AR EFEEFR A (PSTN) 2 L CarE
ZIEZAE T DR,

T 7 I AL HERE

BIE SR DDER AT L, MICEE AR v T TRt Y, B 7 3UEIC L
LT, 5B LI T 77 A~EE T DM RE, BB S0 bl AR Y7 AR
TFENTOBE LT LEET 7V AEETHIELTES,

<77 I A AGHERE

AT 77 2D BREERE N L CE T ICEE %5 T HHE,

5 | XEORFEEWHULELRE | ARy A BEHIAEVZERY A SAT—REE 5k PDF Ay ZAICE T X
EARIF BUITRTE LB 7 SCE A B H 3 h6E,

TR Y7 AR LT, OCEEAF v THARD, BT CEICEHRL TRIT.
IFAT R PCOTVHRTAN—HE LT WC DOEFLEERG, 777 A%
BEICES> TZELIZ Fa— N &7 7/ AEERTTED, W ATVZIER Y2
KL T, 777 AEREIC K> TR B LT T 7 VAL E R R A7 TED, /RAT—R
K51t PDF Ry 7 22K T, 7947 PC O WC 5B 7 UEARIETE
D

TE AR 7 AN ARAF ST B A SCEIE, B E SR hBHIRL, SMTP 3 —/ 38—
/WebDAV H#—/3—/SMB % — —~DT77ANV%lG, 777 23%(E, WC 25
SMTP #—/3—/WebDAV #—/X—/SMB #—/X—~DT 7 A/LiEE, X7
B—RBRTED, BHIATYZER I ARSI E T SCEL, BB SR
HER, WC MnbF T a—RNTED, SRV —RE5{L PDF Ry 7 AR AFS
NIZBFICET, BB SRS ENR Y I A~DIRIENTED,
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1.4.2.2. ¥ 2 T 1 #HE
PLIFIZ, TOE O 207 1#kE% 5l 35,
AN =TT A A ORI 28 RE1X. TOE Mt 22X 27 (GRS & e,
Table 1-5 TOE O vF =0T 1H#5E
No. Function Definition
1 | #5IGRGERERE TOE ZHHALLET2E N AIFAZE ChHILZFIHE LRS- 57

RETE WA S TIREEL . 37 IR A LIS I E 721718 TOE OFI A5l
THRERE, ATV ZER I AT VAT HBE (T 77 255Kk . FlH
HOFBIRFEITINZ . BRI ATV ZFR Y7 A SAT — NI X DFFED Ehi 95,
FREA RUTIL TOE B & ASAIFEREA T AR & FERE 5 LM OFFEY —
N—Z T BN — NGB T 3B D, AEEEIITLL T OREREN & £
b,

BB T By e | N G E 2 =3 I [0 Wl N e 7 el N o L s Y - A1
T AR, ASIUT SR —R B X — 0T CHRNT D16

RAT—R DB AT A DICERE RN FOREL R/ SAT—RED
MBI LT SAT — R0 4k DRk RE
RBIFRRES NIz — W — O EN — B R 22\ (B ERE D3RR E LT RefiZ2v)
Bh. F Oy ar Bk T HMEE

2 | TUeREIfERE TOE ANOREE KL, RSN FIHE OBRNT 7 BATfEELHLIIZ,
TR PE~DT 7 2% HI R4 DHERE,

3 | WA bikne LAN ECoO@EPIC, F—FEE~T 7 EATERWISIIR LT HHkE, 7
— 2L OB, EERAIRRBSNRE 57 LTV RAOME I LV RGE
&ha,

4 | WIEEEERE LAN F R Ry b —2 OB XA Wi 2 O & 15 13 A1, TPsec (2

FoTHIEKER#ETD, 7947 PC, SMTP H—/X— S EFRFEY—
—.DNS #—/— s 4 —,3— WebDAV #—/X— SMB #—,3—% TOE
DEDBET — 2% 5T 5, 3. E5{LHEREIC L > TRy N —7 E&ifiD
PRGN B LT DL CTIR#ET S,
WEABEMOKRE DRI TIThN D L ERFET HIEEE,

5 | X aUT o EEAE PR DIERIEMEBE CRGES N7 B (U ADMIN),, —#%F| % (U NORMAL)
N, TNENOHENIRIEENTZ TOE OEX=aT I 2% E. 2R
MATRETH DI LHRFET DHEEE,

6 | EBEARERE TOE OfEHBIOEX 27 1 ICB# T 52H G (LI T, EEFGL)) Ons %
HEFE RS LEBICE RS T — 2L Ciisk T D8R8, 07 77 A%, &5
BEMEEE AV Ca s —N"—ZRFEN, /==l BT AZENT
%%, 7ubalix WebDAV % 5, WEHE AR/ PRI R —L722
VY,

7 | EiEEAE R RE TOE O77—AU =77 7T —reBtaT AR, 77T — b RO7 7 — A
U7 ODEEMERIEL, TN EROL DO THLZ 2R TIHET v 7T
—MERE), TOE OB R I B 2 I LB EZ S T 2 IR BB I T 75
LTy — AU =T OSEEMEE LT DR (H 7 AMERR).

8 | FAX Sy HiEtne TOE ©7 77 A UF #, PSTN & LAN D7 —% 7V % A p 57212 fi
RIRNZ ARG DI RE,
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1.4.3. A

AR ST THEMATLHFHEOEREERT D,

Table 1-6 G

Designation Definition

BT E BFLET, LFOHERE DG REE LI ET —2Thod,

MESCHE HOCEFT, U E DI AR DM AR D L HETHD,

ErECE PRAEET L DOx5: 727 (Storage and retrieval IZEDIEDxEE72%) B

T 7Y AN E 777 ABEREIC KV ARFEIRRE N L TINB T 7 7 ALREZAE T 50 H,

vars N—Rat— B EICEHSNA SCERBIA RS B— DX A3 1 R EDO3E
AP TED,

WC Web Connection, 7 7 A 7> k PC ® Web 7' J U %@ L T TOE Z#/E+ %
BRE, 12 72—,

B v TOE ##/ET A7 O0HEAa Y ha— LT, A, X v FRRFEET 4 AT

LA THERR S LB,

2FpFr=y b

TOE THRIXENOKE, BEZHAMY , BT —ZIIEBRT H72DDT A
2,

T Ha=y k

TOE CHIRIRICZ S - Filg 7 — & & IR )T 57 34 X,

flfi=> tr—Fa2=y}

TOE % fill i 9~ % 4 &,

Tr—=LUxT TOE #HliHl45Y 7 b =7,

CPU HH o R LB R

RAM TEZEMEE L CRIA SN DB AEY,

SPI Flash TOE O#EMEALIET 2 TSF 7 — & BMRAF S 412 BUMAHA AR A 22 A HfiFE A £ V)

SSD 256GB OBUMIZHA A 2GR IR, 77 — 20 =7 | BE R ARy R T —
TINHDT IV RACKTH VARV AECRKRTDOOEKESTET — X
TOE OREMET —%, B LENT7 7 AV E LTRIFEN D,

Ethernet I/F TOE & LAN % #ifi 4 27~ DA % 7 = —Z, 10BASE-T, 100BASE-TX,
Gigabit Ethernet # ¥~ — b7 %,

USBI/F TOE & USB 7 /NAf R&Hfi T D7 DA F T = — A,

RS-232C I/F D-sub9 B> &M LT, TOE ~L U TR TH N TEAH, VT2 — K,
TOE #fEREIZ h— B R VR A T F v ZABERE T 5,

SMB %15 AF ¥ L7eT =4 TOE NWIZRFSINTWEIETFLEREE, 2 Pa—
B—TWAA T 7 ANMIEBRL T, 2 Ea—F—W—R_—DF 7 4+ L4
—~IHET D HERE,

WebDAV {5 AF¥x LT —4#% TOE WILREFEENTWOIEFLEHEREE, 2 Ba—
2 —TWZ DT 7 A IWITEEH L T, WebDAV ——27 v 71— R4 HHHE,
07— N—n SRET SIS LERT S,

RyJA TV MERE, 7 7 7 ARERE, SCEORMFE LI W LEERRIZI W T, FIAE
EBF—ZOMHE Y g 77— & % TOE \ZERT 28488, EHFIT, FRRE& 7Y
YRRy A RAT— R B PDF Ry 7 A @l A TV ZIER Y 7 Al
ARy 7 ARFHTE 5,

PRE& TV MRy 7 A —WFRIHEN, 27A4T L RPCOTV L Z T4 — L LI WE LT

U MERER FAT Lcke, B XEN—RRFSN D, —BRFIAE L, BIEAS
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Designation

Definition

N R RF S NTCE T LEOHMEZFITT LI LN TE D,

AT —Rig 51k PDF Ry
A

—fRFIAFER. 2 T4 T >k PCOWC ipb3AY — RTH AL S vz PDF ©
FTRIS U < IEPRAF 2 AT L7, B SCER R RF SN D, — A HE I,
BB SV B RAF SN B T CEOHS L IERFEZFITT 5 2 L0
TE D,

SRAIATYZER Y7 A

T7 I AEICLVZE LI F a— R EESNTHRNT 7 7 ALEE R
T 5, BEFEE AT Y ZEHE THGI AT Y ZEEEDRE LIZEEI
FATEL2GERTIZAEMEREINTWND), £, BHEENHRE ATV ZER
ECTHELEMBATZERY 7 AR T — R CHR#EIND, AT 2
FEARY I ANRAT = REM> TWAH—FIHEIX. BESxLveé s 7470 b
PCOWCH, 77 7 ALEERYHTIENTE S,

AR A

—BRIRER, HEBFET HEAR Y 7 AT L, BERRA, 2T, T
RPCOF YL 4 RIA -~ b LI WCHhLETFLERZRETES, 77
U ABREIZ LD ZIE LTV a FIC F a— FABE STV S5, BEans
AR Y 7 2T 7 7 ALEEARET B, —RFRIED, BHBHET B
Ry AT L, BAEAFA, 2547 F PC O WC 5 bEFCEZRY H
5,

T7 7 AERICEVZE L F a— B EESNET 7 7 AXLEL@AR v 7
ANRIFS DHERE, AR v 7 ZOFHEE Th 5 —FIfHE L EBER, EA
Ry 7 AE AN L BRZAEM SAY — N2 ETE 5,

Fa—fF

SUB 7RV ALX(E ID THERRS D, BURZE DR HDICHE STV D EAR
v P ANT 7 7 AEETHERITIE, BEUEAR v 7 A DR S LBERSZE
NAY—R%F a2— RO SUB7RLAEEFID & LTANT S,

&l

v 7o FEATRE, R AFICEERM T SN DX 2 VT 4 BEEOHE], TOE 11X,
— %R 2 (U NORMAL), & #H#E (U ADMIN)OEE N H 2,

— R AE
(U.NORMAL)

—EFIF#E (U.NORMAL) & L CTOEDF| A A& FIHE, FIHEZ 22—
Y=g, =P = SRT—R | EHEEMERR L Tas AR LI FE, — %
(UNORMAL)LL CikBlansd, =—H —Mlim Tt A4 F H c& 5,

B
(U.ADMIN)

EHE(U.ADMIN) & L C TOE OF|HEFF & -Fl 3, TOE OEEE T,
0y A JFEOEWCEY, 22— —EHEHFH (U.USER_ADMIN)EE L B HE
(U.BUILTIN_ADMIN) 3% %, BHEEE Wm CietSn s 2% 27 B HRE 2]
FAT&5,

PR
(U.USER_ADMIN)

FRAER 22— —4, 2— P — 2T —F BHEHERDHY TrI AR IILE
i o —F— & E (U USER_ADMIN) &L kRIS NS,

BV
(U.BUILTIN_ADMIN)

BHENRRAYU— RE2mFHE, FHAENEHEE AT —RTrI AL AR LT
B, B LIS B (U BUILTIN_ADMIN) &L CikBllE N5,

P—bE AT

P —ERARRT— REHBFIHE, FIHENRY —EA R T —RTr s A iZ
D Lol — A EmE TR SN HMEEEFIH T 5, TOE ORES N7
TR E T R— 15,

User ID

TOEFI M a3 5mkB 1+, FIHEZ R LA LIZ5E FIHE BI%EE
LTINS, —FIHFE, 22— —EFHE DL, = — P —EF AR D%
S NEN G TOND, BV T, EHOEEE 5 2E YL THd,

=27

FAZE LIV T % v BASL CRBEEREZ FHAT L, ik BIRRRRIC R S L7254
TOEZFIH ATHEZRBIC T2 8, BE/ b, WC, TV FRTAN—=DBELTT
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Designation Definition

&2,

a—H—4 —RFAE, 22—V —EHE N, oA BRI LT UL ELTA ST Bk
T RREEBRIEOS S TORIZ2— —4 12k > TRIAFE NS ER 2 —F =D
DEHANT B, 2—F — ISR T — IR A 2 B3 ABRCER E L, LA
TEAR,

0y AL IRAT—R RN, a7 AL T o3l ELTA ST 2/820 — R, RIEEFEZRIEOE
A TOEXRT AL AT —RIZL > TR H#E 2 RIET 5, 22—V — 2T —F HH
FZRAT— R P —E 2T — "R3B 5,

AP SR —R —RFIHE DR A RAT =R, REEERIAEOSLE | BHE T2 — —E R
REC—RFAAZEICE—Y — SR —RERETED, —RFAZIL. A FD2—
P — /AT —REE B TXD,

BEE SAT—R EILNEHE DTS AL RAT — R, TORH T, FTE OB B /RAT —R 2
RESNTEY, TOERERHIIE VM U EBEDYIHIENOET 35, DI, &
FHINEHETED,

P—E ZSRAT—R PR DOus AL IRAT—R,

— R s 1 BN AE OTOEDF| A 1L AHHE, FHiE L, = —F —FFkktE

IR W TSN - User IDEIZ—IEF S IO ELMEBR N TE 5, —IEF
AR ESN=User IDEFR;F > —fZFIHE B0 A 2 FITLIZEE . TOEILBE
7RI AE BEEMET DD, YR AR TS (kL , TOEZRA T
R0,

B MR EHE N R B RS B TOTOEDH AT+ 5k, gL, =
— P ERERE I B W TR RSN User IDAICE FLE HEIRDO R T LIERN T
%, IFHERANGR E SN 7=User IDZ > — R 3G B MR HY T s A
IR LT85 EHE R B CTOEAF I T& 5, FHF MR R EI N T
User IDZFfo— i FHE WEBLHFHERDHY Trr A 2 LITLIZ A TOEIZR
AT TR AE BRI T 5720 4FIAE LT A1k L, TOEZF| A
TER,

BEREI R B S — R OF A ATREZR R RE A I IR T DRk RE, EEEH X, 2 — Y —EE
PRREIC ISV TRk S User IDFG:(ZHEREMI RO B E LIRFRAI TE D, BEREHIFR S
RESNT-User IDAZFFO—EKFIHAE R0 AL 2 LT LI25E . TOEITFRIHZHI
IRENTABEDOUTZ IR RS LITBEAR FHREE THRIR 57200 | il IR R OBKRE
R TER,
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2. Conformance Claims

2.1. CC Conformance Claims

A ST 1%, LLF® Common Criteria (LL&, CC L384) I &1 5,

CC version : Version 3.1 Release 5
CC Part 2 (CCMB-2017-04-002) extended, CC Part 3 (CCMB-2017-04-

CC conformance
003) conformant

2.2. PP Claim

A ST X, LL T PP, Errata [Z#& 7 5,

PP Name ¢ Protection Profile for Hardcopy Devices
PP Version : 1.0 dated September 10, 2015
Errata ¢ Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

2.3. PP Conformance Rationale

PP NERTHLLTFOSMEN R L, PP 0E ki@ Exact Conformance | Tho, D=, TOE FfER1X PP &
—HLTW.,
+ Required Uses
Printing, Scanning, Copying, Network communications, Administration
+ Conditionally Mandatory Uses
PSTN faxing, Storage and retrieval

+ Optional Uses
L
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3. Security Problem Definition

3.1. Users

TOE OHMMAH L, LLF OIS,

Table 3-1 User Categories

£ TR Y4 B

— R — R & Z— B 2— W — RRT — R BRI L F
(U.NORMAL) (U.NORMAL) %, —FI A E (UNORAML) D& £ 24—,

. (=gt BEHFIZL o CEEFHERE M SSh, 2 —V -4, =2—
a— P . I
(UUSER ADMIN) (U.ADMIN) P—= 2T —F | EEEHERSY CHEBIFRIES L= F] A

- # ., B (U ADMIN) D&E| 2>,

BV E B B B SRAT R Lo CTRBIFRRES LA &, B
(U.BUILTIN_ADMIN) (U.ADMIN) (U ADMIN) D& £ 24,

3.2, Assets

TOE [ZB T DR G EILLL T D@y ThHD,

Table 3-2 Asset categories

Designation Asset category Definition
Data created by and for Users that do not affect the operation of the
D.USER User Data
TSF
Data created by and for the TOE that might affect the operation of
D.TSF TSF Data the TSF
e

3.2.1. User Data

User Data 3. LLFD 2 SOFERDDRERR S NS,

Table 3-3 User Data types

Designation User Data type Definition
User Document Information contained in a User’s Document, in electronic or
D.USER.DOC
Data hardcopy form
Information related to a User’s Document or Document Processing
D.USER.JOB | User Job Data Job
0

3.2.2. TSF Data

TSF Data i%, LLT®D 2 >OERSEE SIS,

Table 3-4 TSF Data types

Designation User Data type Definition
TSF Data for which alteration by a User who is neither the data
Protected TSF . o . .
D.TSF.PROT Dat owner nor in an Administrator role might affect the security of the
ata
TOE, but for which disclosure is acceptable
. . TSF Data for which either disclosure or alteration by a User who is
Confidential TSF ) ) o )
D.TSF.CONF Dat neither the data owner nor in an Administrator role might affect
ata
the security of the TOE
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3.3. Threat Definitions

Threats are defined by a threat agent that performs an action resulting in an outcome that has the

potential to violate TOE security policies.

Table 3-5 Threats

Designation

Definition

T.UNAUTHORIZED_ACCESS

An attacker may access (read, modify, or delete) User Document
Data or change (modify or delete) User Job Data in the TOE
through one of the TOE’s interfaces.

T.TSF_COMPROMISE

An attacker may gain Unauthorized Access to TSF Data in the TOE
through one of the TOE’s interfaces.

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if the TOE is

permitted to operate.

T.UNAUTHORIZED_UPDATE

An attacker may cause the installation of unauthorized software on
the TOE.

T.NET_COMPROMISE

An attacker may access data in transit or otherwise compromise the
security of the TOE by monitoring or manipulating network

communication.

3.4. Organizational Security Policy Definitions

TOE 7332819 <& OSP LA PR,

Table 3-6 Organizational Security Policies

Designation

Definition

P.AUTHORIZATION

Users must be authorized before performing Document Processing

and administrative functions.

P.AUDIT

Security-relevant activities must be audited and the log of such

actions must be protected and transmitted to an External IT Entity.

P.COMMS_PROTECTION

The TOE must be able to identify itself to other devices on the LAN.

P.FAX FLOW

If the TOE provides a PSTN fax function, it will ensure separation
between the PSTN fax line and the LAN.

3.5. Assumption Definitions

Assumptions are conditions that must be satisfied in order for the Security Objectives and functional

requirements to be effective.

Table 3-7 Assumptions

Designation

Definition

A.PHYSICAL

Physical security, commensurate with the value of the TOE and the
data it stores or processes, is assumed to be provided by the

environment.

ANETWORK

The Operational Environment is assumed to protect the TOE from

direct, public access to its LAN interface.

A.TRUSTED_ADMIN

TOE Administrators are trusted to administer the TOE according to

site security policies.
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Designation

Definition

A.TRAINED_USERS

security policies.

Authorized Users are trained to use the TOE according to site
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4. Security Objectives

4.1. Definitions of Security Objectives for the Operational Environment

Table 4-1 Security Objectives for the Operational Environment

Designation Definition

The Operational Environment shall provide physical security,
OE.PHYSICAL_PROTECTION commensurate with the value of the TOE and the data it stores

Or processes.

The Operational Environment shall provide network security to
OE.NETWORK_PROTECTION . . . .
protect the TOE from direct, public access to its LAN interface.

The TOE Owner shall establish trust that Administrators will
OE.ADMIN_TRUST

not use their privileges for malicious purposes.

The TOE Owner shall ensure that Users are aware of site
OE.USER_TRAINING . o
security policies and have the competence to follow them.

The TOE Owner shall ensure that Administrators are aware of

site security policies and have the competence to use
OE.ADMIN_TRAINING ) )
manufacturer’s guidance to correctly configure the TOE and

protect passwords and keys accordingly.

Copyright ©2024 KONICA MINOLTA, INC., All Rights Reserved
22/ 81



KONICA MINOLTA bizhub 7511 with FK-514,
DEVELOP ineo 7511 with FK-514
Security Target

5. Extended components definition

AFETIE JREL X 2V T AR B2 T E R T D, 728, JEIRE/ 1342 T HCD-PP TERSNTWDHLDEZED
FEFEHAL TS,

5.1. FAU_STG_EXT Extended: External Audit Trail Storage

Family Behavior:
This family defines requirements for the TSF to ensure that secure transmission of audit data from TOE
to an External IT Entity.

Component leveling:

FAU_STG_EXT.1: Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel

implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:

=  The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

= There are no auditable events foreseen.

FAU_STG_EXT.1 Extended: Protected Audit Trail Storage

Hierarchical to : No other components
Dependencies : FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel
FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External IT Entity using
a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity which relies
on a non-TOE audit server for storage and review of audit records. The storage of these audit records and
the ability to allow the administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR for the transmission of
audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class with a

single component.
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5.2. FCS_CKM_EXT Extended: Cryptographic Key Management

Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially, this extended
component is intended for cryptographic key destruction.

Component leveling:

FCS_CKM_EXT.4: Extended: Cryptographic Key Material Destruction 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key materials

that are no longer needed are destroyed by using an approved method.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

=  There are no auditable events foreseen.

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

Hierarchical to : No other components
Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction
FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and

cryptographic critical security parameters when no longer needed.

Rationale:

Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer
needed are destroyed by using an approved method, and the Common Criteria does not provide a suitable
SFR for the Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure, and it is

therefore placed in the FCS class with a single component.
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5.3. FCS_IPSEC_EXT Extended: [Psec selected

Family Behavior:

This family addresses requirements for protecting communications using IPsec.

Component leveling:

FCS_IPSEC_EXT.1 Extended: IPsec selected 1

FCS_IPSEC_EXT.1 IPsec requires that IPsec be implemented as specified.

Management:

The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in

the PP/ST:

. Failure to establish an IPsec SA

FCS_TPSEC_EXT.1

FCS_IPSEC_EXT.1.1
FCS_IPSEC_EXT.1.2
FCS_IPSEC_EXT.1.3

FCS_IPSEC_EXT.1.4

FCS_IPSEC_EXT.1.5

Extended: IPsec selected

Hierarchical to : No other components
Dependencies : FIA_PSK_EXT.1 Extended:Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit
The TSF shall implement the IPsec architecture as specified in RFC 4301.
The TSF shall implement [selection: tunnel mode, transport model.
The TSF shall have a nominal, final entry in the SPD that matches anything that is
otherwise unmatched, and discards it.
The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using
[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602)
together with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified
by RFC 3602) together with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-
128 as specified in RFC 4106, AES-GCM-256 as specified in RFC 4106).
The TSF shall implement the protocol: [selection: IKEvVI, using Main Mode for Phase 1
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FCS_IPSEC_EXT.1.6

FCS_IPSEC_EXT.1.7
FCS_IPSEC_EXT.1.8

FCS_IPSEC_EXT.1.9

FCS_IPSEC_EXT.1.10

Rationale:

exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no other RFCs
for extended sequence numbers, RFC 4304 for extended sequence numbersl, and
[selection: no other RFCs for hash functions, RFC 4868 for hash functions); IKEv2 as
defined in RFCs 5996, [selection: with no support for NAT traversal, with mandatory
support for NAT traversal as specified in section 2.23), and [selection: no other RFCs for
hash functions, RFC 4868 for hash functionsl].

The TSF shall ensure the encrypted payload in the [selection: IKEv1, IKEvZ] protocol
uses the cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC
3602 and [selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other
algorithml).

The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

The TSF shall ensure that [selection: IKEv2 SA lifetimes can be established based on
[selection: number of packets/number of bytes: length of time, where the time values can
be limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs|; IKEv1 SA lifetimes
can be established based on [selection: number of packets/number of bytes ; length of
time, where the time values can be limited to’ 24 hours for Phase 1 SAs and 8 hours for
Phase 2 SAs].

The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit MODP),
and [selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20 (384-
bit Random ECE 5 (1536-bit MODP)), lassignment: other DH groups that are
implemented by the TOE), no other DH groups].

The TSF shall ensure that all IKE protocols perform Peer Authentication using the
[selection: RSA, ECDSA] algorithm and Pre-shared Keys.

IPsec is one of the secure communication protocols, and the Common Criteria does not provide a suitable

SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is

therefore placed in the FCS class with a single component.
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5.4. FGS_RBG_EXT Extended: GCryptographic Operation (Random Bit Generation)

Family Behavior:
This family defines requirements for random bit generation to ensure that it is performed in accordance

with selected standards and seeded by an entropy source.

Component leveling:

FCS_RBG_EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in accordance

with selected standards and seeded by an entropy source.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FCS RBG EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

Hierarchical to : No other components.
Dependencies : No dependencies.

FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in accordance with
[selection: ISO/IEC 18031:2011, NIST SP 800-90A] using [selection: Hash DRBG (any),
HMAC DRBG (any), CTR_DRBG (AES).

FCS_RBG_EXT.1.2  The deterministic RBG shall be seeded by at least one entropy source that accumulates
entropy from [selection: [assignment: number of software-based sources| software-based
noise source(s), [assignment: number of hardware-based sourcesl hardware-based noise
source(s)] with a minimum of [selection: 128 bits, 256 bits| of entropy at least equal to the
greatest security strength, according to ISO/ITEC 18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that it will generate.

Rationale:
Random bits/number will be used by the SFRs for key generation and destruction, and the Common

Criteria does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in the FCS

class with a single component.
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5.5. FDP_FXS_EXT Extended: Fax Separation

Family Behavior:
This family addresses the requirements for separation between Fax PSTN line and the LAN to which TOE is connected.

Component leveling:

FDP_FXS_EXT.1 Extended: Fax Separation 1

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to create a network bridge
between a PSTN and a LAN to which TOE is connected.

Management:
The following actions could be considered for the management functions in FMT:
= There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the PP/ST:
= There are no auditable events foreseen.

FDP_FXS_EXT.1 Extended: Fax separation
Hierarchical to : No other components
Dependencies : No dependencies
FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface, except transmitting

or receiving User Data using fax protocols.

Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the Common Criteria does not provide a suitable
SFR for the Protection of TSF or User Data.

This extended component protects the TSF Data or User Data, and it is therefore placed in the FDP class with a single
component.
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5.6. FIA_PMG_EXT Extended: Password Management

Family Behavior:
This family defines requirements for the attributes of passwords used by administrative users to ensure

that strong passwords and passphrases can be chosen and maintained.

Component leveling:

FIA_PMG_EXT.1 Extended: Password Management 1

FIA_PMG_EXT.1 Password management requires the TSF to support passwords with varying

composition requirements, minimum lengths, maximum lifetime, and similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FIA_PMG_EXT.1 Extended: Password Management
Hierarchical to : No other components
Dependencies : No dependencies

FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:
- Passwords shall be able to be composed of any combination of upper and lower case letters,
numbers, and the following special characters: [selection: “I”, “@”, “#”, “$”, “%”, “A”, “&”, “*”,
“(“, <y, lassignment: other characters]];
*Minimum password length shall be settable by an Administrator, and have the capability

to require passwords of 15 characters or greater;

Rationale:
Password Management is to ensure the strong authentication between the endpoints of communication,

and the Common Criteria does not provide a suitable SFR for the Password Management.

This extended component protects the TOE by means of password management, and it is therefore placed
in the FIA class with a single component.
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5.7. FIA_PSK_EXT Extended: Pre-Shared Key Composition

Family Behavior:
This family defines requirements for the TSF to ensure the ability to use pre-shared keys for IPsec.

Component leveling:

FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition 1

FIA_PSK_EXT.1 Pre-Shared Key Composition, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FIA PSK EXT1 Extended: Pre-Shared Key Composition
Hierarchical to : No other components
Dependencies : FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit Generation)
FIA_PSK_EXT.1.1 The TSF shall be able to use pre-shared keys for IPsec.
FIA_PSK_EXT.1.2 The TSF shall be able to accept text-based pre-shared keys that are:
+22 characters in length and [selection: [assignment: other supported lengthsl, no other
lengthsl;
-composed of any combination of upper and lower case letters, numbers, and special
characters (that include: “”, “@”, “#”, “$”, “%”, “*”, “&”, “*”, “(, and )").
FIA_PSK_EXT.1.3 The TSF shall condition the text-based pre-shared keys by using [selection: SHA-1, SHA-
256, SHA-512, [assignment: method of conditioning text stringl] and be able to [selection:
use no other pre-shared keyss accept bit-based pre-shared keys; generate bit-based pre-

shared keys using the random bit generator specified in FCS_RBG_EXT 1].

Rationale:
Pre-shared Key Composition is to ensure the strong authentication between the endpoints of
communications, and the Common Criteria does not provide a suitable SFR for the Pre-shared Key

Composition.

This extended component protects the TOE by means of strong authentication, and it is therefore placed

in the FIA class with a single component.
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5.8. FPT_SKP_EXT Extended: Protection of TSF Data

Family Behavior:
This family addresses the requirements for managing and protecting the T'SF data, such as cryptographic
keys.This is a new family modelled as the FPT Class.

Component leveling:

FPT SKP_EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires preventing symmetric

keys from being read by any user or subject.It is the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FPT SKP EXT.1 Extended: Protection of TSF Data

Hierarchical to : No other components.
Dependencies : No dependencies.

FPT _SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private keys.

Rationale:
Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are protected

securely, and the Common Criteria does not provide a suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication using Preshared Key, and

it is therefore placed in the FPT class with a single component.
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5.9. FPT_TST_EXT Extended: TSF testing

Family Behavior:
This family addresses the requirements for self-testing the T'SF for selected correct operation.

Component leveling:

FPT _TST_EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up in order to

demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

=  There are no auditable events foreseen.

FPT _TST EXT.1 Extended: TSF testing
Hierarchical to : No other components
Dependencies : No dependencies

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to demonstrate
the correct operation of the TSF.

Rationale:
TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not provide a
suitable SFR for the TSF testing.In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single

component.
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5.10. FPT_TUD_EXT Extended: Trusted Update

Family Behavior:
This family defines requirements for the TSF to ensure that only administrators can update the TOE

firmware/software, and that such firmware/software is authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1

FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FPT TUD_EXT.1 Extended: Trusted Update

Hierarchical to : No other components
Dependencies : FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).
FPT TUD_EXT.1.1  The TSF shall provide authorized administrators the ability to query the current version
of the TOE firmware/software.
FPT TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.
FPT_TUD_EXT.1.3  The TSF shall provide a means to verify firmware/software updates to the TOE using a
digital signature mechanism and [selection: published hash, no other functions) prior to

installing those updates.

Rationale:
Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable SFR for

the management of firmware/software.In particular, there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single

component.
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6. Security Requirements

6.1. Security Functional Requirements
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6.1.1. Mandatory Requirements
6.1.1.1. Class FAU: Security Audit

FAU_GEN.1

FAU_GEN.1.1

FAU_GEN.1.2

Audit data generation

(for O.AUDIT)
Hierarchical to : No other components.
Dependencies ¢ FPT_STM.1 Reliable time stamps

The TSF shall be able to generate an audit record of the following auditable events:
a) Start-up and shutdown of the audit functions;

b) All auditable events for the not specified level of audit; and

¢) All auditable events specified in Table 6-1,[722L].

The TSF shall record within each audit record at least the following information:
a) Date and time of the event, type of event, subject identity (if applicable), and
the outcome (success or failure) of the event; and

b) For each audit event type, based on the auditable event definitions of the

functional components included in the PP/ST, additional information specified in
Table 6-1, [2L].

Table 6-1 Auditable Events

Auditable event Relevant SFR Additional information
Job completion FDP_ACF.1 Type of job
Unsuccessful User authentication FIA_UAU.1 None
Unsuccessful User identification FIA_UID.1 None
Use of management functions FMT_SMF.1 None
Modification to the group of Users that are | FMT_SMR.1 None
part of a role
Changes to the time FPT_STM.1 None
Failure to establish session FTP_ITC.1, Reason for failure
FTP_TRP.1(a),
FTP_TRP.1(b)

FAU_GEN.2

FAU_GEN.2.1

FAU_STG_EXT.1

FAU_STG_EXT.1.1

User identity association

(for 0.AUDIT)
Hierarchical to : No other components.
Dependencies : FAU_GEN.1 Audit data generation

FTA_UID.1 Timing of identification
For audit events resulting from actions of identified users, the TSF shall be able to

associate each auditable event with the identity of the user that caused the event.

Extended: External Audit Trail Storage

(for 0.AUDIT)
Hierarchical to : No other components.
Dependencies ¢ FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel.
The TSF shall be able to transmit the generated audit data to an External IT Entity using a
trusted channel according to FTP_ITC.1.
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6.1.1.2. Class FCS: Cryptographic Support

FCS_CKM.1(a)

FCS_CKM.1.1(a)

FCS_CKM.1(b)

FCS CKM.1.1(0)

FCS_CKM_EXT.4

Cryptographic Key Generation (for asymmetric keys)
(for 0.COMMS_PROTECTION)

Hierarchical to : No other components.

Dependencies 1 [ECS—_CKM-2 Cryptographic key-distributionor
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification) 1
FCS_COP.1() Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall generate asymmetric cryptographic keys used for key

establishment in accordance with [

+ NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for finite
field-based key establishment schemes;

« NIST Special Publication 800-56B, “Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography” for RSA-
based key establishment schemes

] and specified cryptographic key sizes equivalent to, or greater than, a symmetric
key strength of 112 bits.

Cryptographic Key Generation (Symmetric Keys)
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION)

Hierarchicalto : No other components.

Dependencies 1 [ECS_CKM.2 Cryptographic keydistribution;or
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption)

FCS_COP.1(e) Cryptographic Operation (Key Wrapping)
FCS_COP.1(f) Cryptographic operation (Key Encryption) }
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)

FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

Refinement: The TSF shall generate symmetric cryptographic keys using a

Random Bit Generator as specified in FCS_RBG_EXT.1 and specified

cryptographic key sizes [128 bit, 256 bitl that meet the following: No Standard.

Extended: Cryptographic Key Material Destruction
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)

Hierarchicalto : No other components.
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FCS_CKM_EXT.4.1

FCS_CKM.4

FCS_CKM.4.1

FCS_COP.1(a)

FCS _COP.1.1(a)

FCS_COP.1(b)

Dependencies :  [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)],
FCS_CKM.4 Cryptographic key destruction

The TSF shall destroy all plaintext secret and private cryptographic keys and

cryptographic critical security parameters when no longer needed.

Cryptographic key destruction
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)

Hierarchical to ¢ No other components.
Dependencies :  [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)],
Refinement: The TSF shall destroy cryptographic keys in
accordance with a specified cryptographic key destruction method [
For volatile memory, the destruction shall be executed by | powering off a devicel.
For nonvolatile storage, the destruction shall be executed by a [singlel overwrite of
key data storage location consisting of |a static pattern), followed by a [nonel. If
read-verification of the overwritten data fails, the process shall be repeated again;

] that meets the following: [no standard).

Cryptographic Operation (Symmetric encryption/decryption)
(for 0.COMMS_PROTECTION)

Hierarchicalto @ No other components.
Dependencies ! [EDPITC 3 Import-of user-datawithout-seeurity-attributes-
or—

FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
Refinement: The TSF shall perform encryption and decryption in accordance with
a specified cryptographic algorithm AES operating in [CBC mode] and
cryptographic key sizes 128-bits and 256-bits that meets the following:
« FIPS PUB 197, “Advanced Encryption Standard (AES)”
- [NIST SP 800-38A]

Cryptographic Operation (for signature generation/verification)
(for O.UPDATE_VERIFICATION, O.COMMS_PROTECTION)

Hierarchical to : No other components.
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FCS_COP.1.1(b)

FCS_RBG_EXT.1

FCS_RBG_EXT.1.1

FCS_RBG_EXT.1.2

Dependencies : [EDPITC 1 Import-ofuserdatawithout-seeurityattributes—
or
FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
Refinement: The TSF shall perform cryptographic signature services in
accordance with a [RSA Digital Signature Algorithm (rDSA) with key sizes
(modulus) of [2048 bits, 3072 bits] that meets the following [FIPS PUB 186-4,
“Digital Signature Standard.

Extended: Cryptographic Operation (Random Bit Generation)

(for 0.STORAGE_ENCRYPTION and O.COMMS_PROTECTION)
Hierarchical to : No other components.

Dependencies ¢ No dependencies.

The TSF shall perform all deterministic random bit generation services in
accordance with [NIST SP 800-90A] using | CTE_DRBG (AES).

The deterministic RBG shall be seeded by at least one entropy source that
accumulates entropy from [[onel software-based noise sourcel with a minimum of
[256 bits] of entropy at least equal to the greatest security strength, according to
ISO/TEC 18031:2011 Table C.1 “Security Strength Table for Hash Functions”, of
the keys and hashes that it will generate.

6.1.1.3. Class FDP: User Data Protection

FDP_ACC.1

FDP_ACC.1.1

FDP_ACF.1

FDP_ACF.1.1

FDP_ACF.1.2

Subset access control

(for 0. ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to : No other components.

Dependencies ¢ FDP_ACF.1 Security attribute based access control
Refinement: The TSF shall enforce the User Data Access Control SFP on subjects,
objects, and operations among subjects and objects specified in Table 6-2 and
Table 6-3.

Security attribute based access control
(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchicalto : No other components.
Dependencies ¢ FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialization
Refinement: The TSF shall enforce the User Data Access Control SFP to objects
based on the following: subjects, objects, and attributes specified in Table 6-2 and
Table 6-3.
Refinement: The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules governing access
among controlled subjects and controlled objects using controlled operations on
controlled objects specified in Table 6-2 and Table 6-3.
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FDP_ACF.1.3 Refinement: The TSF shall explicitly authorise access of subjects to objects based
on the following additional rules: [Z(].
FDP_ACF.1.4 Refinement: The TSF shall explicitly deny access of subjects to objects based on
the following additional rules: [#EFEHIRICEE VT, X REEFE~DFIHE DT 27X
7.
Table 6-2 D.USER.DOC Access Control SFP
"Create" "Read" "Modify" "Delete"
. View image or
. Submit a Release Modify stored | Delete stored
Operation: | document to .
. printed document document
be printed
Print output
Job owner (note 1)
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
. Submit a View scanned | Modify stored | Delete stored
Operation: | document for . . .
. Image Iimage Iimage
scanning
Scan Job owner (note 2) denied
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
View scanned
Submit a Iimage or )
Operation: | document for Release MOd.J& ST De]e-'te stz
. ) Iimage image
copying printed copy
Copy output
Job owner (note 2)
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
. Submit a View scanned | Modify stored | Delete stored
Operation: | document to . . .
send as a fax Image Image Iimage
Fax send | Job owner (note 2) denied
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
View fax
.| Receive a fax Image or Modify image Delete image
Operation: . Release of received of received
and store it .
printed fax fax fax
Fax
. output
TeCeVe I pax owner (note 3)
U.ADMIN (note 4) denied denied
U.NORMAL (note 4) denied denied denied
Unauthenticated (note 4) denied denied denied
. Store el Modify stored | Delete stored
Operation: stored
document document document
Storage/ document
retrieval | Job owner (note 5)
U.ADMIN denied denied denied
U.NORMAL denied denied denied
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Unauthenticated denied denied denied denied
Table 6-3 D.USER.JOB Access Control SFP
"Create" "Read" "Modify" "Delete"
) Create print View print Modify print Cancel print
Operation: . ) .
Jjob queue / log job Job
i Job owner (note 1) denied
Print " .
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
) Create scan View scan Modify scan Cancel scan
Operation: . ) .
Jjob status /log job job
Job owner (note 2) denied
Scan : 3
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
) Create copy View copy Modify copy Cancel copy
Operation: ) . .
Job status / log Job Job
Job owner (note 2) denied
Copy . :
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
) Create fax View fax job Modify fax Cancel fax
Operation: . . .
send job queue /log send job send job
Job owner (note 2) denied
Fax send - -
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
View £z
. Create fax 1.e wiax Modify fax Cancel fax
Operation: .. receive status . ..
receive job i receive job receive job
og
F
a'x Fax owner (note 3) denied
receive -
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied
Unauthenticated (note 4) denied denied
Create Modli
. View storage / ity Cancel storage
Operation: storage / . storage / . .
. . retrieval log . . / retrieval job
St ; retrieval job retrieval job
or'age Job owner (note 6) denied
retrieval . -
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied

+ Note 1: Job Owner is identified by a credential or assigned to an authorized User as part of the

process of submitting a print or storage Job.

+ Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a scan,
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copy, fax send, or retrieval Job.

+ Note 3: Job Owner of received faxes is assigned by default or configuration. Minimally, ownership
of received faxes is assigned to a specific user or U ADMIN role.

+ Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by Users of the
TOE.

+ Note 5: Fax receive 259 create X172 CED Job owner (X Note 3, 7747 >k PC InHk[E 37 3CGE
® Job owner % Note 1, A&7 % W CTAERMSILZCED Job owner X Note 2, /SAV—FR 5k PDF
RO T ANBDERTFIZLY create 372 CED Job owner |3 Notel &35,

+ Note 6: Create storage job |23\ T, Fax receive |24V create 172227 d Job owner |Z Note 3, 77
AT PCHIEEESITZT a7 D Job owner 1 Note 1, A% v & H W TAEKESN=Ta~7 @ Job owner
I% Note 2, 7XAT —RF5{t PDF 7R o7 ZINBORIFIZEY create Zi722a~7 D Job owner (% Notel &9
5, Create retrieval job @ Job owner |Z Note 2 295,

.1.4. Class FIA: Identification and Authentication

FIA AFL.1 Authentication failure handling
(for O.USER_I&A)
Hierarchical to : No other components.
Dependencies ¢ FIA_UAU.1 Timing of authentication
FIA_AFL.1.1 The TSF shall detect when [an administrator configurable positive integer

within [ 1~3]] unsuccessful authentication attempts occur related to [ =27
SR — N IZL B AL, FEIAT YNGR 2 RNRD — N Ba8E, E P B D7

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has
been [met, surpassed], the TSF shall [fzsr##1E &5 E T FfHE DR
AR = FICLSFBAT I, HFBRIRIFS FEI 1S F CHRBIATYRZIG 2R NRY
—NICLBFRALFFE I, TOE DEBYRE OFF/ON L TEEBND SR IERE I FESRIF ] 2 E 125 S
T BIFEFEE T3 E TEN M HE DZRAFF L),

FIA_ATD.1 User attribute definition
(for 0.USER_AUTHORIZATION)
Hierarchical to : No other components.
Dependencies ¢ No dependencies

FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to
individual users: [User ID, EFEZHEIR HEFEFIIR, FHHIATIZ(ER I XNDT 2EX
#.

FIA_PMG_EXT.1 Extended: Password Management
(for O.USER_I&A)
Hierarchical to : No other components.
Dependencies : No dependencies
FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:
- Passwords shall be able to be composed of any combination of upper and
lower case letters, numbers, and the following special characters: [, ‘@’
A A el G Al I S A A A
| S R, e Y (RAEYE (A 22
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FIA_UAU.1

FIA_UAU.1.1

FIA_UAU.1.2

FIA_UAU.7

FIA_UAU.7.1

FIA_UID.1

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

ANRT—FOE ) )
*Minimum password length shall be settable by an Administrator, and have

the capability to require passwords of 15 characters or greater;

Timing of authentication
(for O.USER_I&A)
Hierarchical to No other components.

Dependencies FIA_UID.1 Timing of identification

Refinement: The TSF shall allow [ 772 X215, TOED I MR I L NFKRFEDZRE]
on behalf of the user to be performed before the user is authenticated.

The TSF shall require each user to be successfully authenticated before allowing

any other TSF-mediated actions on behalf of that user.

Protected authentication feedback
(for O.USER_I&A)
Hierarchical to No other components.

Dependencies FIA_UAU.1 Timing of authentication

The TSF shall provide only [ A/ &7#172 X 57 —4 1 XFHEIZ % "F/=(17 @ DZ A

to the user while the authentication is in progress.

Timing of identification

(for O.USER_I&A and O.ADMIN_ROLES)

Hierarchical to No other components.

Dependencies No dependencies

Refinement: The TSF shall allow [ 772 X5215, TOED K BEMER IS OV F 7R FEDHE]
on behalf of the user to be performed before the user is identified.

The TSF shall require each user to be successfully identified before allowing any

other TSF-mediated actions on behalf of that user.

User-subject binding
(for O.USER_I&A)
Hierarchical to No other components.

FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting
on the behalf of that user: [User ID, ZELEHEIR, HEGEFIR, FHHIXTYZISH 2 X~
DT IR

The TSF shall enforce the following rules on the initial association of user security
attributes with subjects acting on the behalf of users: [ User ID/Z—H#FF/H 1 1 7372
FESIV T B B FHZNZ 177 EF =2 T B TR T 5, B PEEHE IR
G TR FHE P EPEZHEIRD ) T > & E{TLIES 5 %2 P 11
e tF2 VT [FIEFRFET D).

The TSF shall enforce the following rules governing changes to the user security
attributes associated with subjects acting on the behalf of users: [ ##/XE V254>
IRNZD —FOGRALIZ L EI LI G i R DIRFIATYRNG N ZZANDT 7R
FHINET D, HHIATYZAGH I RNRT — N DORFAFIZ R L 72555, 7% R D
AFYZGIRIRNDT 2 X5 N T ).

Dependencies
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6.1.1.5. Class FMT: Security Management

FMT _MOF.1 Management of security functions behavior
(for 0.ADMIN_ROLES)
Hierarchical to : No other components.
Dependencies : FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MOF.1.1 Refinement: The TSF shall restrict the ability to [disable, enable, modify the
behavior off the functions [refer to Table 6-4] to U.ADMIN.
Table 6-4 Management of Security Functions behavior
Security Functions Operations
X2 VT R E disable, enable
a2 —F—FEEH K modify the behavior
s A RE modify the behavior
S IEE(E e modify the behavior
EHIATYZAE modify the behavior
FMT MSA.1 Management of security attributes
(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to : No other components.
Dependencies :  [FDP_ACC.1 Subset access control, ex
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MSA.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to restrict
the ability to [modify, delete, [create, —HFFI/HFELE~—FEFIHFF1E DREER, 1145, &
/Z1] the security attributes [7Table 6-560Security Attributes| to [Table 6-57
Authorised Identified Roles).
Table 6-5 Management of Subject Security Attribute
Authorized Identified
Security Attributes Operations
Roles
Create
U.ADMIN Delete
—WRER S 1R — IR A 1 D fRBR
User ID U-ADMIN AR 7 ADFTHE DR E
U.NORMAL
U.ADMIN
LRV I AD owner TH | HARY I AOFTHH DEH
% U.NORMAL
. Delete
B HEIR U.ADMIN o5
FEREHIBR U.ADMIN Delete
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. . Authorized Identified )
Security Attributes Operations
Roles
FRE
FMT_MSA.3 Static attribute initialization
(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical t : No other components.
Dependencies ¢ FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles
FMT_MSA.3.1 Refinement: The TSF shall enforce the User Data Access Control SFP to provide
[restrictivel default values for security attributes that are used to enforce the SFP.
FMT _MSA.3.2 Refinement: The TSF shall allow the [no rolel to specify alternative initial values
to override the default values when an object or information is created.
FMT MTD.1 Management of TSF data
(for 0.ACCESS CONTROL)
Hierarchical to : No other components.
Dependencies ' FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to perform the specified operations
on the specified TSF Data to the roles specified in Table 6-6.
Table 6-6 Management of TSF Data
Data Operation Authorised role(s)
[assignment: list of TSF Data [selection: change default, query,
owned by a U NORMAL or modify, delete, clear, U.ADMIN, the owning
associated with Documents or [assignment: U.NORMAL.
Jjobs owned by a U NORMAL) other operations]]
[assignment: other operations]
) U.ADMIN
Z— = N —
. U.ADMIN, the owning
modify
U.NORMAL
FEHIAREYZGA > ZRANZT — [assignment: other operations]
BR U.ADMIN
modify
[selection: change default, query,
assignment: /ist of TSF Data modify, delete, clear,
. U.ADMIN
not owned by a UNORMAL] [assignment:
other operationsl]
BHZNRT—N modify
H I 5 # modify
SR TG — R M modify
) N U.ADMIN
H Bz 7 Mg modify
AR AR e modify
ARAERRL I clear
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Data Operation Authorised role(s)
(U.BUILTIN_ADMIN L{#})
INRID—RNHR modify
modify
I EBGRAF Y — N —ZTE [assignment: other operations]
BREE 78 AE DR IFERL L AEERIF I modify
modify
T NI — 2 ZE [assignment: other operations]
B
. . [selection: change default, query,
[assignment: list of software, )
modify, delete, clear,
firmware, and related . U.ADMIN
i [assignment:
configuration data) .
other operationsl]
ATz modify U.ADMIN
FMT _SMF.1 Specification of Management Functions
(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL, and
O0.ADMIN_ROLES)
Hierarchical to No other components.
Dependencies: No dependencies
FMT_SMF.1.1 The TSF shall be capable of performing the following management functions: [refer

to Table 6-7].

Table 6-7 list of management functions

management functions

tX 2 U7 5 R ER R

2— P —FHEHE (— W — SR — R OG- A AR & O, User 1D, FELEHERR, HEREHIIRA & B 920k fE
&)

o— Y —FRGERR E R R

AN ubufww\;&@%%

{5 A 13 R A

Ko N — IR TE DB, 7 HRERE

H R D28 T RE

Bafv o R PR RE

VAT LA — RNy MR OZE FE R

B8 7 MR O 28 S RE

B A TRRE DR EEE (iR bR A 0O 25 TR RE

ISR — N IR 2 SR RE

FRRIE IR R[] H B flE oD 2 BE B e

FREF S Hlnl % (U.BUILTIN_ADMIN LISt) D7) 7 Hkfe

R ZEPREHE ([ AR v 7 A0 G%, T & = — W — 2 E T HHRER 5 T0)
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management functions

RHIATVZER YT A
Tr—Db =TT v 7T —MERE
BHE ST — N R ERRE

FEMRE ORAT—RDOBRGR, BHEEET)

FMT_SMR.1

FMT_SMR.1.1
FMT_SMR.1.2

Security roles

(for 0. ACCESS_CONTROL, O.USER_AUTHORIZATION, and
0.ADMIN_ROLES)

Hierarchical to : No other components.

Dependencies ¢ FIA_UID.1 Timing of identification

Refinement: The TSF shall maintain the roles U ADMIN, UNORMAL.

The TSF shall be able to associate users with roles.

6.1.1.6. Class FPT: Protection of the TSF

FPT_SKP_EXT.1

FPT_SKP_EXT.1.1

FPT_STM.1

FPT_STM.1.1

FPT_TST _EXT.1

FPT_TST_EXT.1.1

FPT_TUD_EXT.1

FPT_TUD_EXT.1.1

FPT _TUD_EXT.1.2

FPT _TUD_EXT.1.3

Extended: Protection of TSF Data

(for 0.COMMS_PROTECTION)

Hierarchical to : No other components.

Dependencies ¢ No dependencies

The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private
keys.

Reliable time stamps

(for 0.AUDIT)
Hierarchical to : No other components.
Dependencies ¢ No dependencies

TSF shall be able to provide reliable time stamps.

Extended: TSF testing

(for O.TSF_SELF_TEST)

Hierarchicalto : No other components.

Dependencies ¢ No dependencies

The TSF shall run a suite of self-tests during initial start-up (and power on) to

demonstrate the correct operation of the TSF.

Extended: Trusted Update
(for O.UPDATE_VERIFICATION)
Hierarchical to : No other components.
Dependencies :  FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.
The TSF shall provide authorized administrators the ability to initiate updates to
TOE firmware/software.

The TSF shall provide a means to verify firmware/software updates to the TOE
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using a digital signature mechanism and [no other functions] prior to installing

those updates.

6.1.1.7. Class FTA: TOE Access

FTA_SSL.3 TSF-initiated termination
(for O.USER_I&A)
Hierarchical to : No other components.
Dependencies ¢ No dependencies
FTA_SSL.3.1 The TSF shall terminate an interactive session after a [#2/E N R/ DHEE, > X 74

=Rt MFERIIZ o TRIESSHFRE], WC DHE, HEImZ 70 MERJIZL > THRES
S, Y ZRFAN—DEEE, SfaEt s a2 4700 ).

6.1.1.8. Class FTP: Trusted Path/Cannels
FTP_ITC.1 Inter-TSF trusted channel
(for 0.COMMS_PROTECTION, O.AUDIT)
Hierarchical to : No other components.
Dependencies : [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
FTP_ITC.1.1 Refinement: The TSF shall use [IPsed to provide a trusted communication
channel between itself and authorized IT entities supporting the following
capabilities: [authentication server, [SMTP —/N—, DNSH—/3N—, 2% — N —,
WebDAVH— Y—, SMB%—-Y—]] that is logically distinct from other
communication channels and provides assured identification of its end points and
protection of the channel data from disclosure and detection of modification of the

channel data.

FTP_ITC.1.2 Refinement: The TSF shall permit the TSF, or the authorized IT entities, to
initiate communication via the trusted channel
FTP_ITC.1.3 Refinement: The TSF shall initiate communication via the trusted channel for

lauthentication service, mail service, DNS service, log transmission service,
WebDAV service, SMB servicel.

FTP_TRP.1(a) Trusted path (for Administrators)
(for 0.COMMS_PROTECTION)
Hierarchicalto : No other components.
Dependencies ¢ [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
FTP_TRP.1.1(a) Refinement: The TSF shall use [IPsed to provide a trusted communication path
between itself and remote administrators that is logically distinct from other
communication paths and provides assured identification of its end points and
protection of the communicated data from disclosure and detection of modification

of the communicated data.
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FTP_TRP.1.2(a)

FTP_TRP.1.3(a)

FTP_TRP.1(b)

FTP_TRP.1.1(b)

FTP_TRP.1.2(b)

FTP_TRP.1.3(b)

Refinement: The TSF shall permit remote administrators to initiate
communication via the trusted path
Refinement: The TSF shall require the use of the trusted path for initial

administrator authentication and all remote administration actions.

Trusted path (for Non-administrators)

(for 0.COMMS_PROTECTION)

Hierarchical to @ No other components.

Dependencies . [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement : The TSF shall use [IPsed] to provide a trusted communication path

between itself and remote users that is logically distinct from other

communication paths and provides assured identification of its end points and

protection of the communicated data from disclosure and detection of modification

of the communicated data.

Refinement: The TSF shall permit [remote users] to initiate communication via

the trusted path

Refinement: The TSF shall require the use of the trusted path for initial user

authentication and all remote user actions.

6.1.2. Conditional ly Mandatory Requirements

6.1.2.1. PSTN Fax-Network Separation

FDP_FXS_EXT.1

FDP_FXS_EXT.1.1

Extended: Fax separation

(for 0.FAX_NET_SEPARATION)

Hierarchical to : No other components.

Dependencies ¢ No dependencies

The TSF shall prohibit communication via the fax interface, except transmitting or

receiving User Data using fax protocols.

6.1.3. Selection-based Requirements

6.1.3.1. Protected Communications

FCS_IPSEC_EXT.1

Extended: IPsec selected

(selected in FTP_ITC.1.1, FTP_TRP.1.1)

Hierarchical to : No other components.

Dependencies ¢ FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature

generation/verification)
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FCS_IPSEC_EXT.1
.1
FCS_IPSEC_EXT.1
2
FCS_IPSEC_EXT.1
3
FCS_IPSEC_EXT.1
4

FCS_IPSEC_EXT.1
5

FCS_TPSEC_EXT.1
.6

FCS_IPSEC_EXT.1
7
FCS_IPSEC_EXT.1
.8
FCS_TPSEC_EXT.1
.9
FCS_TPSEC_EXT.1
.10

FCS_COP.1(g)

FCS_COP.1.1(g)

FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall implement the IPsec architecture as specified in RFC 4301.

The TSF shall implement [£ransport model.

The TSF shall have a nominal, final entry in the SPD that matches anything that
1s otherwise unmatched, and discards it.

The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using
[the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together
with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified by
RFC 3602) together with a Secure Hash Algorithm (SHA)-based HMAC.

The TSF shall implement the protocol: [IKEv1, using Main Mode for Phase 1
exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, |[RFC 4504 for
extended sequence numbers), and [RFC 4868 for hash functionsl].

The TSF shall ensure the encrypted payload in the [ZKEvI] protocol uses the
cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC 3602
and [no other algorithm).

The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

The TSF shall ensure that [IKEvI SA lifetimes can be established based on [length
of time, where the time values can be Iimited to’ 24 hours for Phase 1 SAs and 8
hours for Phase 2 SAs]].

The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit
MODP), and [no other DH groups].

The TSF shall ensure that all IKE protocols perform Peer Authentication using
the [/2SA] algorithm and Pre-shared Keys.

Cryptographic Operation (for keyed-hash message authentication)
(selected with FCS_IPSEC_EXT.1.4)

Hierarchicalto : No other components.
Dependencies : [EDPITC 1 Import-ofuserdatawithout-securityattributes—
or

FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
Refinement: The TSF shall perform keyed-hash message authentication in
accordance with a specified cryptographic algorithm HMAC-[SHA-256, SHA-354,
SHA-512, key size (256, 384, 512 bitsl, and message digest sizes [256, 384, 512]
bits that meet the following:
"FIPS PUB 198-1, "The Keyed-Hash Message Authentication Code, and FIPS PUB
180-3, “Secure Hash Standard.”
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FIA_PSK_EXT.1

FIA_PSK_EXT.1.1
FIA_PSK_EXT.1.2

FIA_PSK_EXT.1.3

Extended: Pre-Shared Key Composition

(selected with FCS_IPSEC_EXT.1.4)

Hierarchicalto : No other components.

Dependencies : FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall be able to use pre-shared keys for IPsec.

The TSF shall be able to accept text-based pre-shared keys that are:

22 characters in length and [no other lengthsl;

composed of any combination of upper and lower case letters, numbers, and special

characters (that include: “!”, “@”, “#”, “$”, “%”, “*”, “&”, “*”, “(“, and )").

The TSF shall condition the text-based pre-shared keys by using [SHA-256, SHA-

512, [SHA-384]] and be able to [use no other pre-shared keys).

6.1.3.2. Trusted Update

FCS_COP.1(c)

FCS COP.1.1(c)

Cryptographic operation (Hash Algorithm)

(selected in FPT TUD EXT.1.3, or with FCS_SNI EXT.1.1)

Hierarchical to : No other components.

Dependencies ¢ No dependencies.

Refinement: The TSF shall perform cryptographic hashing services in accordance
with [SHA-256, SHA-384, SHA-512] that meet the following: [ISO/IEC 10118-
3:2004].

6.2. Security Assurance Requirements

The TOE security assurance requirements specified in Table 6-8 provides evaluative activities
required to address the threats identified in 3.3 of this ST.

Table 6-8 TOE Security Assurance Requirements

Assurance Class

Assurance ..
Assurance Components Description
Components

Security Target Evaluation | ASE_OBJ.1 Security objectives for the operational environment

ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components definition
ASE_INT.1 ST introduction

ASE_REQ.1 Stated security requirements
ASE_SPD.1 Security Problem Definition
ASE_TSS.1 TOE Summary Specification

Development

ADV_FSP.1 Basic functional specification

Guidance Documents

AGD_OPE.1 | Operational user guidance
AGD_PRE.1 | Preparative procedures

Life-cycle support

ALC_CMC.1 | Labelling of the TOE
ALC_CMS.1 | TOE CM coverage

Tests

ATE_IND.1 Independent testing — Conformance
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Assurance ..
Assurance Class Assurance Components Description

Components
AVA_VAN.1

Vulnerability assessment Vulnerability survey

6. 3. Security Requirements Rationale

6.3.1. The dependencies of security requirements

TOE &=V 7 (R 2 OIRAFBIfR 2 T RITR T,

Table 6-9 The dependencies of security requirements

HEREZL(L: K17 B ST-Cii7= A7 B L% RAFBERZTE L QRN B
FAU_GEN.1 FPT_STM.1 FPT_STM.1 N/A
FAU_GEN.2 FAU_GEN.1 FAU_GEN.1 N/A
FIA_UID.1 FIA_UID.1 N/A
FAU_STG_EXT.1 FAU_GEN.1 FAU_GEN.1 N/A
FTP_ITC.1 FTP_ITC.1 N/A
FCS_CKM.1(a) FCS_COP.1(b) FCS_COP.1(b) N/A
FCS_COP.13)
FCS_CKM_EXT4 | FCS_CKM_EXT.4 N/A
FCS_CKM.1(b) FCS_COP.1(a) FCS_COP.1(a) N/A
FCS_COP.1(d) FCS_COP.1(g)
FCS_COP.1(e)
FCS_COP.1()
FCS_COP.1(g)
FCS_COP.1(h)
FCS_CKM_EXT4 | FCS_CKM_EXT.4 N/A
FCS_RBG_EXT.1 FCS_RBG_EXT.1 N/A
FCS_CKM.4 FCS_CKM.1(a) FCS_CKM.1(a) N/A
or FCS_CKM.1(b)
FCS_CKM.1(b)
FCS_CKM_EXT.4 FCS_CKM.1(a) FCS_CKM.1(a) N/A
or FCS_CKM.1(b)
FCS_CKM.1(b)
FCS_CKM.4 FCS_CKM.4 N/A
FCS_COP.1(a) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_CKM_EXT4 | FCS_CKM_EXT.4 N/A
FCS_COP.1(b) FCS_CKM.1(a) FCS_CKM.1(a) IPseciifi{Z (FCS_IPSEC_EXT.1) ®
Wb, 77T — MRE
(FPT_TUD_EXT.1) D¥&13.
FCS_CKM.1(a),
FCS_CRM_EXT4 | FCS_CRM_EXT4 | pog oM EXT.4idifii- 5700 28,
[ A Ee SN SVt oY VAN
W,
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PEREZA: RAFRILR ST T/ K AFRIfR IRAEBIER A T2 L TR B
FCS_COP.1(c) No dependencies No dependencies N/A
FCS_COP.1(g) FCS_CKM.1(b) FCS_CKM.1(b) N/A

FCS_CKM_EXT.4 FCS_CKM_EXT.4 N/A
FCS_IPSEC_EXT.1 FIA_PSK_EXT.1 FIA_PSK_EXT.1 N/A
FCS_CKM.1(a) FCS_CKM.1(a) N/A
FCS_COP.1(a) FCS_COP.1(a) N/A
FCS_COP.1(b) FCS_COP.1(b) N/A
FCS_COP.1(c) FCS_COP.1(c) N/A
FCS_COP.1(g) FCS_COP.1(g) N/A
FCS_RBG_EXT.1 FCS_RBG_EXT.1 N/A
FCS_RBG_EXT.1 No dependencies No dependencies N/A
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 N/A
FDP_ACF.1 FDP_ACC.1 FDP_ACC.1 N/A
FMT_MSA.3 FMT_MSA.3 N/A
FDP_FXS_EXT.1 No dependencies No dependencies N/A
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 N/A
FIA_ATD.1 No dependencies No dependencies N/A
FIA_PMG_EXT.1 No dependencies No dependencies N/A

FIA_PSK_EXT.1

FCS_RBG_EXT.1

fLEe v MERESE W ZE v b —
ADHFTIAE A R E BRINL TR

W,
FIA_UAU.1 FIA_UID.1 FIA_UID.1 N/A
FIA_UAU.7 FIA UAU.1 FIA_UAU.1 N/A
FIA_UID.1 No dependencies No dependencies N/A
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 N/A
FMT_MOF.1 FMT_SMR.1 FMT_SMR.1 N/A
FMT_SMF.1 FMT_SMF.1 N/A
FMT_MSA.1 FDP_ACC.1 FDP_ACC.1 N/A
FMT_SMR.1 FMT_SMR.1 N/A
FMT_SMF.1 FMT_SMF.1 N/A
FMT_MSA.3 FMT_MSA.1 FMT_MSA.1 N/A
FMT_SMR.1 FMT_SMR.1 N/A
FMT_MTD.1 FMT_SMR.1 FMT_SMR.1 N/A
FMT_SMF.1 FMT_SMF.1 N/A
FMT_SMF.1 No dependencies No dependencies N/A
FMT_SMR.1 FIA_UID.1 FTIA_UID.1 N/A
FPT SKP_EXT.1 No dependencies No dependencies N/A
FPT_STM.1 No dependencies No dependencies N/A
FPT_TST_EXT.1 No dependencies No dependencies N/A
FPT_TUD_EXT.1 FCS_COP.1(b) FCS_COP.1(b) N/A
FCS_COP.1(c) FCS_COP.1(c) N/A
FTA_SSL.3 No dependencies No dependencies N/A
FTP_ITC.1 FCS_IPSEC_EXT.1 | FCS_IPSEC_EXT.1 | N/A
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PRREZE I

A7 LR

ST Tt 7= A7 BIAR

IRAFBEMRZN 72 L CU R BE A

or
FCS_TLS_EXT.1

or

FCS_SSH_EXT.1

or
FCS_HTTPS_EXT.1

FTP_TRP.1(a) FCS_IPSEC_EXT.1 | FCS_IPSEC_EXT.1 | N/A
or
FCS_TLS_EXT.1
or
FCS_SSH_EXT.1
or
FCS_HTTPS_EXT.1
FTP_TRP.1(b) FCS_IPSEC_EXT.1 | FCS_IPSEC_EXT.1 | N/A

or
FCS_TLS_EXT.1

or

FCS_SSH_EXT.1

or
FCS_HTTPS_EXT.1
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7. TOE Summary specification

TOE N3 2% VT A HRE D BERIEARZ R T,
Table 7-1 X2V 7 ite—&
X 2T AR R

4
©

Rk 1) R A E

T 7 e A RE

I LB RE

{5 BB EHERE
tX VT B AR
B ARk RE

5 HE 7 E TR RE
FAX 45 Bfitdne

RN "N IS T I NI ST T NG Y G g

7.1, A GREEHRE

TOE 1%, FIFZEINHIL T oo x V2 TG L CGRBIGEREZA TV, BEEDRE R, 7FrlFHE SRS = F 72171
TOE ORIz vl 3 Ll it RE A 12 it -2,

FIA_UAU.1, FIA_UID.1

TOE (%, Table7-2 {2793 ODFGE S XAV R —hL ., BHEE N 12— —FRFER CHEHE TR ETE D,

BAE 2B LLIEL WC 225 TOE R34, 20— —4, 22— — U —R  EFHIHERE AT 5,

EVRUEHLE LU TERIE S RLL LT WC 205 TOE 2RI 4586 E VMU ERE Hon s A EE)s s
BHE SR —REANTD, TVHRTA3=00 TOE ZRHATIHE, 21—V —4, 22—V —R2AU—F& A
175,

TOE X, ASNTIL T ooV a st Zil e e L . sEILT=85 6074 TOE OFIHEFF a5, M50
P R—FBREH ANRESN TODEHA, FIAH T2 — — z.&:w#w\xv RIZMZ T, AMRRREY — N
—ID #AJ13%, TOE X, =— W =A% B ESNIANBRRGEY — S —12360 | IRE SN B ERICH LT, =—
P AT — "B A L — Y — I LD E SR fﬁoffﬁﬁ#ﬁklﬁbt LA CRBRERL S, H S 3 R L7
LB I CRERE R ST T2, BV B BLE OFBIFERREIT FBRE S ROFEICRE DL T WA MR &R T
THEESND,

TOE I3, S AT ZA5 5 EREEIC IV T BEE DR AT VZER Yy 7 AR — R 3% E T DR A f ik
L. EH IR H ATV ZER v 7 A SR — R RNR ESN TND, BE S E LT WC Sk BIERGEIC B L7
*ﬂﬁﬂﬁﬁ%ﬂ BRI ATV ZIZR Y I AT 78 AT 5L BREIATYZER Y 7 AR —RIC ARG E RSN,
PRREZR BN LT B DI T 7B ANFF A S5, Lo T, il ARV ZFHR v 7 A SAY — R & F B2\ — R #
& BHIAEYZAE R I ANRAFES NI T 7V AL F L AET DL TERU, BEIATVZAER Y 7 A/ SAT —R D
FREE, RAEA ROR EICEADO T, FICAREEE RIS X CEmIND,

FRBIRRREIX EReA &7 = — AR ERET D70, BELE D WC 25U T — M BB RE I HE 12, — A&
IR DOHAFEREZ FEREL | AL G TOE 28 ET 2283 TED, 12720, HEHEAD T AL, ot
A ORBPRGENE L ENAT=0, 2 ALL EOBEBENFEEHIZ TOE 258 H 35813 TE20,

TV BERTANN=5 TOE 2RI 425854, ittty aridiad, TOE W& L EEZZE LM, B CEIC
EENDILT XN (2 — =4 22— — AT — ) ICLFB R A 15, BRI LT A FIRE 0%
F LT FIHE (UNORMAL) ZE0 Y T Y — A AE NI A #H T5E L CEEL T TOE ITRIFT 5, K
WLT%E . ZELIZEFEE TOE ITRFETITEIET 2, TV Z R T4 —%, EHEN TOE 2FH T2 F
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BRI L 700,
kBRI SEAT 9 AR AT/ BB, TREDi@y
« TP I AZAE,
« TOE ORIEMER B L OERFOREEL T T e lEN Al6E,

> BE ARSI DDOREBIERFR(T 77— LU= T ON—a FKoRipy)

' NSV NNDPEWE TN

> BB SRV D DI R FERFETE

Table 7-2 = —¥ —FBFLX EHERE
A iR
TOE 2kRIRAE AT, 2 — P — S L —HF— AT — R WHF 2T —F iR
AP R AE HIAEYZIER Y7 A/ AT =R 13, TOE I ESN T e — BT 52 L%

AT 5,

TOE MM FRGFEY —/3—(Active Directory) Z#F L CikBFRiEZ1T5, TOE
¥, 22— —4% Kerberos version 5 7 ahLEH| L CHIAHE BN EELTI4
HFRGE T — N — B L IE SN TRISH L C— P — AT — RIS A L
Lo —Y =BT LDE B 2TV BB R F2 k32,
ARIEETZRE, SRV — S —FRREDW TN THBIRREE T, FIRERrs A
FEAT R ZFRRE ST N B IR T 5,

I — N — 3

AARLEE + S — N —FRGE

<PBEG DAL AT = — ALHERE >
*WebConnection: &HEICLD/ AT —RE
— R & LD AT — R 3G
SR AEVZAZTR Y 7 AD/SAT —RERE
BRE L BHE (BN UEHE) ICLD AT — R G
BHE (22— —F ) ICLD/ AT —RERG
— R 28D/ AT — RREGE
BRI ATV SZER Y 7 AD/SAT —RE8G
cTVBRTAN— —IRFIHE LD/ AT — R

FIA_ATD.1
TOE 1%, =— % —&#ne TR I — R HE I, FIHE BIEEL T User ID, B EEHEIR . HRETHI R
DT VEAMRERT D, o, FIAFRIELL T, MEI ATV ZER I ANDT VB AMEG EFRT D, il AT =
BRI ANDT 72 ML, SREIAT ) ZAZ R E AR ICLDTREI AT ZAER v 7 ANAT =R DR EIC L > TEBS
b, o, ENVMUEEFEOR M EMEEL T, User ID 2 E#£ 7 5.
<PBHE#ETHALHT x— ALHERE >
*WebConnection: EHHIZLHZ—F —EFREERE
EHHICIDRHATY ZAZAR Y 7 AT — NEEGER E R RE
BRE L BELEIC LD — Y — B GREHE
BELEICLDTREIATYZER Y7 A/ AT — R GIERR E RS RE

FIA USB.1
— AV == BB ORI P75 6 . TOE (3R B (User 1D, & BEEHERR | FEREH
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R, SR ATVSZAZR Y7 A~DT 7B AME) BB T D, VR A S BLE DGR ZR AR S LT=34& . TOE 137
A% B (User ID) Z BT 5,

ZDOWE, User ID (C—ReF AT LR ESILTWDY6 . TOE (354 4 F & IS BIEAHT 7R 2 8 M2t
T 5, T, 22— —FEELL Tl AU B FTURHF I BB HE IR S C0Ze WG B4 FIHE I
B AT 7= A I3 R A A T 5,

—WF D3RR ’EEIJJLJ:T& 9@%’]7‘%Uﬁ%ﬂf‘y71f\77‘{27@“5|§’%\ R ATV ZER Y7 A/RAT —
NIZEDRBREDN B R &G, 78 uﬁk%b?ﬁ TOE YR AZOFHE BETHLREN ATV ZFR T A
DT I EAMEERZR T D, i %E&Lt . TOE 133 4RI H#FE ORI AE B ThH LM AT ZE Ry 7 A
DT TR AR TN T D,
<BAHS DAL HT =— AL ERE >

*WebConnection: EFHEEHICLD AT —RE

—fRF LD RAT — R R

SR ATV ZER Y 7 AD/SAT — R 38
BRE L BHEIZ LD/ AT — R

— A 28D/ AT — R R

SR ATV ZER Y I AD/SAT — R 38
cTVBERTAN— —fRFIAFIZLD /AT —REEE

FIA_AFL.1

TOE 1%, FI & OMABIZRGEICBW T, BHENHLNUDRELT-F oy 7m0 (1~3 [\]) DL o 5Bz f
HILTZRE 32 SR OFRREAAE 1L T D8 G R FAE I RS RE 2 F2 372, R B BB HEIR M B3 TV 55
= *ﬂxﬂﬁﬁ%‘kbf@m&ﬁiﬂ&lﬁliﬁtn%#wﬁfﬁe%kbf@mpmﬁeﬂ&lﬁliﬁ IFHER SN,

BV E B OFRG 75)1~Jt?§2n7" . TOE ®&EJR% OFF/ON L. EEh) S BV EEE IE M FRIF R % E 5% E
SN TWDIREE A R % I3 qu:THﬂ:%ﬁﬁFfSﬂ“Té —BEFHEL LT — T —F HE OFBFENME LS N5 A
AIEAE IR AE CeWVE B DSFRRE R IR BB D TH B RE R FEAT T HZ & CRBAIHE (LA fif bR T 5,

TOE 1%, SN — S —38GEH UL D5k BIFERAE TH AR IZ, _EREOFRAERIIF OB EZ S35,

SR ATV ZAZ AR Y 7 ARAT —ROFEBIFRFEZ BN, EEENHONUORE LT =y 7R A~3 B E
@@mﬁeﬁﬁz%@ﬂw_ﬁ FREIATYZAZ AR I ANAT — R OFEREEAE L35, M| ATV Z(ER Y7 A/ SAT —RD
FRREAME LS5 FRGEE LR BE Tl VE B S ER AR AL R R O 1Y E R RE A 4T 9752 & CRBGEE 1L & fif bR
T2,
<P DAL HT = — ALIEHE >

+WebConnection: EFHE D/ AT —REE

— R E D/SAT — R

SR ATV ZAZR Y 7 AD/RAT — R85
EE L EHERH O/AY —RFRGE (22— — B

BHERH O/AY —RFRGE (B VA E )

— R HE D/SAT — R

éﬁﬁ%ﬂ%%)x{aT/77\0>/\;<17—F‘§?&§E

cTVBRTGAN— — BRI D/ AT — 8

- EEJR OFF/ON

FIA_UAU.7

TOE i, xt&htyarOFBFELEE (B E SR AE LT WC HDuT L) 12BN T AL /AT —R | B A
FVZERY I ANAT —RE AT DB ANSNTXTFT —F 1 LTI %" E @R~ T 5,
<HEE DAL HT 2 — ALHERE >

*WebConnection: EHHIZLD/ AT —RiRE
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— MR LD/ R AT — R 3R GE

TR ATV ZIER I AD/RAT —Ri8E
HRE L FHE (22— —FHE) 252U —RiRE

FHHE (BN E ) 128D/ SR — R

— R HE LD AT — NG

SR ATV ZIER 7 AD/SAT —R 38

FIA_PMG_EXT.1
TOE THIFA# /AT —REL T A A REZR ST 1T, 7/v77/\“~ymjtjc$&/ NNCF BT L (7, ‘@, @,
B R e () R~ ] e T R i A A S et
@ COBIOANRSR) THD, ATV ZIER I ARRT—ROGA | EFRICMZ S F T NI —T—a)b
FIHTED, BHEEX, /N SAV —REL 8~64 LFOFRPHTRETHIENTED, Lo T, /AU —RNEL
LT 15 LFEU EORESERETED,
<PBEG DAL AT = ALHERE >
+WebConnection: EFHEIZID2— —HERMEGE
EEF LB ATV ZAE R Y7 A SAT — R RGE% E R BE
BPE LD AT — R BRI O E
— R E LA AT — R R B GE
LA VI EEFICL D — W — B
FEEIZLDREIATYZAE AR Y 7 A/ NAY — R GiERR & RE
BHEIZIDEHE SAT—ROHRTE
RSP C LA AT — R DR E
— R LD AT — R R R RE

FTA_SSL.3
TOE &, #1F/xL WC THOGRAES NI FIRHE DL T OSRMEEWMT- LTS G . 202y a &/ 735,
BRE L TR B IR B EIC LD BN T LTS, VAT 24—y  MER (1~9 O TR E
AR B L6, vy T U NSNS,
-WC: IR iﬂzf&ﬁsf’ﬁ ZEDMEEMNFE T LoD, HEIRZ 7T MER(1~60 43 D[ TR E Al
BERRIBLT5E ., ul T U RENA,
TVHRTANR—TIIXaEEy v asil if£<\ TV BRTAN—DOLERSINTZAE R Z T T =BRica s A
L. ZOREDTE T HAZ T TUNAT,
<PBHE#ETHALHT x— ALHERE >
*WebConnection: —f&FIHEICELZ07 1
BEEIC LD T A
HE L o)t E e Y= B
BHE LD T A
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1.2. 79 & A HlEBERE

FDP_ACC.1, FDP_ACF.1

TOE (I, Table 6-2, Table 6-3 OF|HH 7 —47 7L AN H-S%, Table 7-3~Table 7-14 (ZFEH DY |
MMRESLET =2 ERHE Va7 T =2 ~OBIEZ IR 5, 7F I SHRWEBRIEIZOW T, A 27 =— 2% Ik
AB LITEIEAR ARRRE THR, FI2lE, BAEESRISG U THEIRD 22N BE TERN B DAY B —V 2 FOR LR
TEEiES 2,

FRBIFRGEIZ X EF T = — A A #E (U.NORAML) 73, Table 7-3~Table 7-14 @ Create H{EZ EITL7-
IKF, a7 A # (Job owner)L72h) | TOE (330EL LIV a7 OFT A #F FE#HEL T User ID #iték 75, TOE
1%, BHE (U ADMIN) 2 Create #{ELZ EI T DAL H 72— A% RHE L2V, 777 2% (514 HE(Fax receive)
1%, TOE O#AEZRUIZ, SN T 77 AHD T 77 A% AZ1250 Create #ENFEITENDTZ0 ., 77V AZZ5E T %
TOXELLIIVa7 Ova7FraE T BEEICEV Y TONH(*D), F a—RREESI TN 77 AZ{FD
B, 777 ASCEITEHI AT ZER I ANMRIESNDTD, 77V AZAZ 58 T HOY a7 A # I, s8flAT) 3%
BRI ARAT —REMD—EFIAE L725(52), F a—R M EESN QWD T 77 AZEDLEE ., 777 AL E(TE
TESIIAB AR Y7 ANMEAESNDT-0D . T 77 ZZAZ5H O a7 A F L, BAR Y7 ZADFTH E ThH—F A E
Noad EH 75 (*43), 7SR —RiE 54k PDF R 7 2H DA% (Storage/retrival) (%, # AL 77V NEFT
RF I BRAED R E SN2 LR E SR — R 26 PDF ARy 7 2B H0 H L, B EE OME AR v 7 AT HZE
12D Create BENEITEIND, REFEITHOLEL LIV a7 Ovard irAE L AR I ADFTAE THDH
— BRI L7225,

TOE 1%, = —H —FERHERE IV T B ELE S — I F 3 (SR T RE 7 K RE 4 1l PR 3~ 2 BE RE il BR % & 2 i
ZTC%, TOE &, FIAEBMEOMREHIIRICEN T, HIRISERE DA 2T = — 2% IR IR LT EA AR
R CRIRT D, Lo T, BEBEHI IR G, E STz — I 1L, Table 7-3~Table 7-14 D5 G| [R5 Geidnez
TBEEERI 22813 TER D,

TOE I, 58| ATV Z (55 EREEIZ BT BHLE D — BRI HE OREI ATV ZAZ R I A~DT 7B A%l R
T LB AT ZERELMH A THY, EHFITRHIATVZER I ANAT —RIZLoTT 7 EARH| RS T
%, TOE 1%, FIAH BIEORBIATVZAZR Y7 ANDT 78 AMETEN T, AR07e854 . 5% 4 H A O A=Y
ZAGRY I ANDT VR AZFFAIL, 2356 | i S A R E ORI ATV ZER Y I A~DT 78 AZHE T 5, X
ST, W ATV ZIER Y I ANAT =R & b2V —i%FI| FH# 1L, Table 7-3~Table 7-14 D) LR ATV ZFHR Y
JANDT AN EERI T HZ LT TER0,

TOE (Z, Ay /7 AFBREREIC W T FHE B LI —FIAHE D AR Y7 20T (User ID) 7% ET %
he, BHELLUIBAR YV ADOFAE ThHL—FIAE D, BAR 7 ZAOA % (User 1D) %2 5§ HHEHE
ZEZTEYAANR 7 AL NR 7 ANIRIES NI SCEA~OT 72 2% IR 5, TOE X, 8 ARy 7 ZADFF
4 (User IDNZFWT, —FIHE LT User ID ZEFOEAITIE, i 4 H AR I ADA L BT 22— A% HRf L
TS NN I ANDT 7 AET /T 5, —J, —FIHF DR ER725 User ID #Fi>%5121%, TOE 133% 4
ENR I ADA LR T 2— A% IR RITTHT20 ., Table 7-3~Table 7-14 Ti% 4 {H AR VI A~DT 78 AN EE
RBEERI T 2283 TER D,

<Table 7-3~Table 7-14 O 2>
TOE M T 514027 = — XX T rtdEy,
PN: #/E/ %L, WC:Web Connection, PD: 7Y 2R T A /X —

FHOTHEHIT FRLOEY,

Copyright ©2024 KONICA MINOLTA, INC., All Rights Reserved
58 / 81



KONICA MINOLTA bizhub 7511 with FK-514,

DEVELOP ineo 7511 with FK-514
Security Target

O:TOE R HR—r25b0D, -:TOE 2 HHR—hLRNED

HERCIX FREOD,
*1:U.ADMIN
*2 A AEYZAZR Y7 ZNAT —R 2% UNORMAL

*3:F a—R TRESNE ARy 7 AD T A4 CTéhsd U.NORMAL

Table 7-3 D.USER.DOC(Print) D7 7t A

BIE | RAFFTRELRFIAE A BT z—2R Py,
PN | WC | PD
Create Job owner O | Flz 31T,
U.NORMAL O HAV TV N FEAT,
O NAT =R 5k PDF (CRL T, FIRIZFEEL THAL2b
TV bR FELT,
Read Job owner O RAE& TV MRy I AINGCEARIRL T, XHET L 2—
R,
O RAE& TV MRy I ANE LEE R | FIRIZE 1T,
(FIRZE TIZED CEIT RSN D, )
O RAT—REE Bt PDF Ry 7 A5 30EARINL | HIRE
FT,
(FIRNZIF SAT —R A S e, FITRISE TSR0 SCETTHI
FrEinD, )
Modify Job owner O FRE& TV MRy 7 ADBDOHIBINZ BT, FIRIE &2 5
17,
Delete Job owner O FRE& TV MRy I AN B EHI R,
O /AT —R 5k PDF Ry 7 205 CE IR,
Job owner O O Tav HIBRICED SCEHIBR,
U.ADMIN
Table 7-4 D.USER.DOC(Scan)®7 7 A4
HiE BAERTREZ A & ABT—A Sl i
PN | WC | PD
Create Job owner O AF¥ ¥ F 2=y MIRfRZ Y LT, 77V A AF Y A=
U.NORMAL — W55 5 (7 7 7 256 52 BR<) #REL T, BE 2%
17,
Read 2L,
Modify | Job owner O Create #/FCIS HFR EE FEAT,
Delete Job owner O O Tav BIBRIC D SCEHIBR,
U.ADMIN

Table 7-5 D.USER.DOC(Copy) D 7 7 AHI#
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BAE | BRAERTRELRAIRE AL BT 2= Py,
PN | WC | PD
Create Job owner O AF¥yF 2=y MR EZ Yy LT, 2 — A= 2 —HEAD
U.NORMAL I —&FEAT,
Read Job owner O Create #{FZELT,
Modify Job owner O Create #/ECIH 3R E % FAT,
Delete Job owner O O Ta7 BRI SCERIBR,
U.ADMIN
Table 7-6 D.USER.DOC(Fax send)?7 2 A
N HAERTREZ A & AHT z—A I
PN | WC | PD
Create Job owner O Ax vy =y MIEMZEY LT, V77 R AF Y A=a
U.NORMAL — W77 77 A0 e R L TR 2 FAT,
Read 2L,
Modify | Job owner O Create #/FE Tl 3R E % FEAT,
Delete Job owner O O a7 BB SCEAITBR,
U.ADMIN
Table 7-7 D.USER.DOC(Fax receive) D7 7= Al {H
A BRAE W R A A BT 2 —A R
PN | WC | PD
Create Job owner(*1) TOE O#AERL, SMB7 77236 F a—RE2FEL TV
W7 I A% AR,
TOE O#EAFERL, SMBT7 77 A00 F a—R&EEELIT 7
I 2A%ZAR,
Read Job owner O O R ATV ZAE R I ANDT 7 7 AL E L RIRL, IET
Ea—% &R,
O | O AR I 2ANDT 7 7 ALEZERL, LET Ve 2—2 R
o
O R AEVZAER Y I AL T 77 AL EE RN, HIR AT
& FAT,
(FIRIZE TIZED 7 77 2 3CEITHIBRES D, )
O BN Y I AT 7 7 ASCEA BRI | FIRFEAT & FAT,
(FIRZE TIZ &0 777 ZCE T HIBRS D, )
Modify | Job owner O ARy 7 ZINST 7 7 Z3CE AT DB ISR E L
FAT,
O O ARy 7 ANST 77 ACEEIEIRL | sk,
Delete Job owner O O ATV ZAZ R Y I AN T 7 7 ASLEEHIBR,
U.ADMIN
Job owner O O TENAR Y I AW T 7 7 AL E A HIBR,
Job owner O O T 7Y AL EBOHIR a7 BIBRIZED 7 7 7 ASCEOHIRR,
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HE BRVE R REZRF A BTz —R I
PN | WC | PD
U.ADMIN O O - i AR 7 ZADHIBRIZAED 7 727 ASLEOHIBR,
Table 7-8 D.USER.DOC(Storage/retrieval) ® 7 7 & A
BfE | BAERTEERRI A ABT x—A p—
PN | WC | PD
Create Job owner - - O | RyIARAFEFET,
U.NORMAL - @) - NI ARAFEFREL THE AL TV M FEAT,
O - - | A v oy MR EEY LT, Ry I/ AA= 2 — B E D
SEANR Y7 AEFRE LT, Ry AMRAF4 FEAT,
O - | ZNAU—=FIE AL PDF (SR LT, Ny 7 ARAFEFREL TH
AV I RNT VN ST,
O /SR =R 5l PDF ARy 7 25 SCEEIRIRL | fRfFa 5
1T (BIRSNIZSCENEAEE O ARy 7 2% E))
Job owner(*2) - - - | TOE O#fERL, SMBT7 77200 F a—REEEL TV Ve
W 7 I AZAZ % BRI ATV ZAER Y VAT 7 VAL FH %
PRffo
Job owner(*3) - - - | TOE O#ERL, A7 77205 F a—R&EREL-7 7
I A FRESNTANR v I AT 7 ASEEARAT,
Read Job owner O O - AR I ADL L EEFINL, XET L E2—2 KR,

(T I ALEERL, 77 7ALEOLET L 2 — 1T,
Table 7-7 @ Read #AEIZIVHIEISS, )

O - - | ARy ZNLICEERRIRL HIR, #E, 7727 R1282
HEBH#), A —DW T InEET,

(77 AL EOEIRZEERL, 7727 ALEOHIFNL, Table
7-7 O Read BAEIZIVFIEISND, )

O - | AR 7 ANLICGEERINL ., (5., ¥ vrn—R, B,
SE—OWTNPEFET,

O - | BEIATYZER I ADL L EERIRL, Fyra—REE
17.

o | - - | SRR =KL PDF Ry 7 205 CEARIR L, (£174
FE17,

(BRAFIIZSRT =R A DS, 1758 TSR0 SCEITHI
prEis, )

Modify Job owner O O - AR 7 AN CEE RN, Rk,

(T 7/ AL EEERL, 777 AL EORENL, Table 7-7 ©
Modify #/EIC I HIHE 1D, )

O O - | Read #EGE(E. FIRDIZHW T, SR E R FT,

(T 77 ALEOHIRNE L, 77 7 ASLEOHIRNC BT )6
R @lx. Table 7-7 ® Modify #{EIC L0l ND, )

O - - | BRTIATYZER I ANLT 77 ASCEETRIRL , R4
MET),
Delete Job owner O O - 8 AR 7 A5 3 E A HIBR,

(777 2LEOEIRE RS, 7727 ZA3LEOHIERIE, Table
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BafE BRAERTREZFI A BT z—A
* RIEEE AR I
PN | WC | PD
7-7 @ Delete #EICLOHIEIE NS, )
O - - IRAT— KRG 54t PDF R 7 2055 30 =2 HIER,
Job owner O O - 8 AR 7 ADHIFRIZEED SCEDOHIFR,
U.ADMIN (777 2L EZOHIGRERLS, 777 AXEZOH|KIL, Table
7-7 @ Delete EEICIDHIHISND, )
Table 7-9 D.USER.JOB(Print)D 7 7 2 H4]
i BRVETT e A A AHT —A
= BE 71
PN | WC | PD
Create Job owner - - O | 74TV FPCOBILELREIRL, TSV HRTA—"THIk
U.NORMAL ZFITHR BE SR TRIE& TV MR 7 AN — R RAF

SN CEETERINL, FIRIZELT,

(FIRIZE TIZ R0 CEIEHIBRE NS, )

O - | 247N PC O WC DBILEEBINL, ¥ AL IRT Vb
EFEITH . BE STV TRIAE& TV MRy 7 A — 1T
SNSRI, FHIRIZ AT,

(FIRIZE TIZ R0 CEIEHIBRE D, )

O - | 2947 F PC ® WC 235320 —FHif 51t PDF X#E%
BIRL ., FIRIEE ELTH ALY e F21T4% B
FIVT/SAT — R 2t PDF Ry 7 20 b— B ES -
CEEERL ., FIRIZET,
(EIRNZIZ AT — R A 10808, ENRISE T2l Sl

FrED, )
Read Job Owner O O
U.ADMIN Vad RnERR,
U.NORMAL (V3AT =R 5t PDF 05 a7 %<, )
Unauthenticated O
Modify | - : : - | L
Delete Job owner O O - | arRENLYaT EHIBR,
U.ADMIN (RIE& TV MRy 7 2B OHIRY a7 D4 Va7 i

BRICLOSCELHIERS D, )

Table 7-10 D.USER.JOB(Scan)®7 7t A&

HiE BAERTREZ R & AR T x— A

BAES A
PN | WC | PD
Create Job owner O - - AXx vyl a=yMIFEREEYNLT, 777 A AF v A=a
U.NORAML —HENDIE T (77 7 A5 e w BR) R EL T, BEEE
1To
Read Job owner O O
U.ADMIN S
PEVE -2t 2
U.NORMAL

Unauthenticated | O
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B BRVERTREZRF A BTz —R I
PN | WC | PD
Modify - - - - AJOR
Delete Job owner O - - | AFy o=y MT RV RFR R A B T, SRR A ) Hh i
i CIE L FITHLUIA MY TR —5 B L EIEFYar
DHIERE FEAT,
(a7 HIBRIZEZY CEDHIBRS D, )
Job owner O O - | arRELLY a7 HHIER,
U.ADMIN (TaZ HIBRIZEZ SCES HIBRS LD, )
Table 7-11 D.USER.JOB(Copy) D7 7 AH|#H
N BRIERTREZR AR AHT 2 —A p—
PN | WC | PD
Create Job owner O - - | ATy MIEMEZEY LT At —Am o —HE DD
U.NORAML It —&FELT,
Read Job owner @) O
U.ADMIN o
U NORMAL VaT RN KR,
Unauthenticated O
Modify - - - - 2L,
Delete Job owner O - - | AR ¥ S oy NIV ERE AT I, R I
T EEEITHLUIANY 7R —2 L E1Lh Vs
T DHIBRE FAT,
(TaZ HIRIZEZ SCEL HIBRS LD, )
Job owner O O - | varRmENbTaT ZHIER,
U.ADMIN (a7 HIBRIC I SCELHIBREND, )
Table 7-12 D.USER.JOB(Fax send)D7 27 & AR
#R{E HAE AT REZ I AT = —A R
PN | WC | PD
Create Job owner O - - | A sy MIEREEY LT, I 7 A ATy A=
U.NORMAL —EENGT 77 A5 2 B TEEEFEAT,
Read Job owner @) O
U.ADMIN o e .
U.NORMAL AR
Unauthenticated O
Modify - - - - 2L,
Delete Job owner O - - | AR S oy NI EREBE AT I, R fEp A B
B T A EITHLUIARY 7 —2 M FL AZ 1k Ya
T DHIBRE FEAT,
(FaZHIBRIZEY SCED HIBRS LD, )
Job owner O O - | varvRENLTYaT EHIR,
U.ADMIN (Fa7 HIFRIC I SCELHIBRS D, )
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Table 7-13 D.USER.JOB(Fax receive) D7 7 & A #i

(S HAE T RE7R R 3 AL BT x—A iy
PN | WC | PD
Create | Job owner(*1) TOE D#fERL, ST 727 A5 F a—REHEL TV
WT 7 AR,
TOE O#EAERL, T 77 A0 F a—RERELEZT 7
I 2%%ZAR,
Job owner(*2) O ATV ZIER Y I AINST 77 ZALE LRI, HIRFAT
= FAT,
(EIRIZE TIZZD 7 77 ASCEITHIRS LD, )
Job owner(*3) O TBNR Y 7 ANST 77 AL EAEIRL | HIREITZ FEAT,
(FIRIZE TIZED 7 77 23T HIBRS LS, )
Read Job owner @) O
U.ADMIN NN .
U NORMAL PEPE Gt
Unauthenticated O
Modify 2L,
Job owner O O TaTd RRNbHY a7 wHIER,
U.ADMIN (Rl a7 D6 a7 BIFRICED 7 77 23CED Bl
s, )
Table 7-14 D.USER.JOB(Storage/retrieval) 7 7 & A
e HAERTREZ A & AHT 2—A I
PN | WC | PD
Create Job owner O | RyIARAFEET,
U.NORAML O Ry I AMRFEAREL T AL IV b FT,
O AF ¥ o=y MIRRREEY LT, Ry AA= 2 — i )
SDEAANR Y I AZAREL T, Ry AMREFEFELT,
O NI ARAFERREL TRV =R =1k PDF O AL2h
TV N FAT,
Job owner(*2) TOE DO#AERL, ST 727200 F 2 —REHEEL T2
WI 7 I RZAE R T 7 I ALE LRI AT Z AR R 7 A~
AT
Job owner(*3) TOE O#{E/R L, AT 77 A0S F a—R&ERELT- 777
ARG 7 7 Y AL E LR ESWIAANR v 7 ARAF
Job owner O TEANR Y 7 AN EERIRL , BRI, #15, 7771285
U.NORMAL HE, BE), 28— 00T e F4T,
(T 77 2LEOHNZ RS, 7727 23 EHOHlL Table
7-13 @ Create #/EIZLVHIEIESND, )
O ENR Y 7 AL LEZEIRL  KME X vrr—R B#), =
E—DW TR FET,
Job owner O BEIAEYZAER Y I ANST 7 7 AL E LRI, FUrm—
U.NORMAL R&FAT,
Job owner O AT —RiE St PDF Ry 2B XEEZRINL, RTFE2E
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A BRAE R RE7e R AL BT 2—A I
PN | WC | PD
U.NORMAL 7o
(BRAFITIZ AN AT —R A SR BE, R AF5E TIZE0 SCEITH|
bR, )
Read Job owner O O
U.ADMIN VaTZ FRERIR,
U.NORMAL (IRAT—KIE 4L PDF OZ (5 H a7 %2K<),
Unauthenticated | O
Modify AJOR
Delete Job owner O AFpF =y MV FERERHEA IR F1Z | RS P T 0
HCEIEEZFETHLLIFANY T =2 L E I yaT
DHIERZFAT,
(a7 HIBRIZE CELHIBREND, )
O E ARy 7 2 DO Z T L2k Aby 7% —%2 T
L. E Ik Y a7 OFIkRE F4T,
(Ta7 HilkRtE S SCEITHIBRES V20, )
Job owner 01 © Va7 F b7 R,
U.ADMIN

Copyright ©2024 KONICA MINOLTA, INC., All Rights Reserved

65 / 81




KONICA MINOLTA bizhub 7511 with FK-514,
DEVELOP ineo 7511 with FK-514
Security Target

1.3. lEE{ctne

FCS_CKM.1(a)

TOE 1%, IPsec @12 O#EME ST TH VS IPsec sEBHED A iz T, NIST SP800-56B, Revision 2 @ 6.3.1.3
HZEE#H D rsakpgl-crt FEUTEEHEL D TIE T, 8 2048bit D RSA JExIFrEAE L5, F7=. [Psec @5 D8
fESTIZEB W T, NIST SP800-56A, Revision 3 @ 5.6.1.1.1 HilZit# ® Using the Approved Safe-Prime
Groups (ZFC#iD 1£ T, Diffie-Hellman 7 /v —7 14 (2K A FERFREEE A ik 45,
<G DA HT 2 — ALKERE >
-WebConnection: IPsec iB{Ei% T

WebConnection D% FRE R ERBEDFI| H

WebConnection ®—fi%F|HEHEREDOF]H
Fo LA VI [Table 7—19 BEAXNRELR 5 |IIRRSNI, AR ZE RS EL8BIE
TVHERTA = (7. 2. T RARERERE | CT VAR TA N = AL BT 2— AL T D EEFEAT

FCS_CKM.1(b)
TOE 1%, IPsec /5 O BAMAK:, £ LT SA T4 74 A L% O 12T, DRBG BI%(CTR
DRBG(AES-256)) % M- L C DRBG THLELAZ L . 128bit HL<IX 256bit O X%} FRkT 584 A pk 35,
<PBEG DA AT = ALHERE >
*WebConnection: WebConnection O HE % EMFEDOF] FH
WebConnection & —fi%Fl| FAEHEBEDF]
PR ORIV [Table 7—19 BEEfktGHG—E | ICRE#Shs, BERE/ 24 RS EH8E
VARG AN— 7, 2. T RAKIERERE ) TT VAR TA N = A L BT 2 — AT HENEE FAT

FCS_RBG_EXT.1

TOE /%, NIST SP 800-90A |Z#E#L 9% CTR DRBG(AES-256)&, 1 DY 7 hy =7 = b — MDA LS
n5 RBG #%£¥#:4 5, Li¢ CTR DRBG i, Derivation Function & Reseed %#|H 9 57%, Prediction
Resistance #EEIZENEL 72\, V7 Ry =7 = b’ —JiI%, CPU ONERIRIEICEEE 5.2 D502 —RED
FALLay s I o B — RSB E L — T RLBR N S EE L TR | L — I ST R O IX D D& &R I ay s 1y
VH— R THREL, raw T —%%&%55, V7MNEREE XOR ZAWVWT raw 7T —ZIIEGENSHT et —%E v b4
RICHLRE, JEME T D0 T ava=r 7 2L By b REDO bt —H e Bif7et, = hre—fEEL T
75,

TOE 1%, 20 RBG #FIH L TEEA LKL, EEHEIEEHIEOR S8R 256bit & 128bit) A RkIZFIH T
%, TOE W ELEA K355, CTR DRBG T —R~7 U7 /L (Entropy Input & Nonce) 3L E(Z7e>T254, =
feE—JRELU TR 32y 7 =7 2 RE L, MBS A XD ha—EZ G L TR T 5, 2O bt —{E
%, NIST SP800-90A ™ 10.2.1 |Z/~x&45 Instantiate & Reseed (24 E i/ bt —E(TOE 04, &
F2UT R EELRIT 256bit) &L CEY, +o7em hae —n3 g T,
<BIE T DA HT = — ALKRE >
*WebConnection: IPsec i@/E7%/E

WebConnection D% FRE 3% EHEREDF H

WebConnection O—i%F| & HEEEDF] H
LA Vi [Table 7—19 EEAIRFSR T | ITiHishz, Bl n/ 2SO HE
cTVBRGAN— 17, 2. T RARIHBERE ) TTVERTAN =" A BT = — AT DB R FAT

FIA PSK_EXT.1
TOE %, IPsec AOHERIHLAHLL T, FETFIF AN — RO HFHGHNFHTXS, TFAM—AOH{IE
FHEL, Tty ra7 LTV LEFHOWTE v I ~EHIND,
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© TR A=A FH R HAT
> F&:22 307 (ASCII 3¢741)
> FIIH ATRESCF : ASCIL SCFHI(T V7 7 Xy KO KILFE/NLF . BT, ROEESCTE (9, @, @,
P, w0, wan “&2w s« ) Tl B R T2 SUFES)
> SAEfHF 0 J7 1 SHA-256, SHA-384, SHA-512
<BHEGBHAL AT 2 — ALEERE >
-WebConnection: WebConnection O%& L& 3% EHEEEDOF]
WebConnection O — %%l Fi & #EHE D F| H
HE L [Table 7—19 BES&xtG R4 —% | ICfdicz, B/ &2 /E S E
cTVHRTA R = (7.2, T RAHIERERE ] TV ERTAN = A L BT = — AT D e AT

FCS_COP.1(a)

TOE X, IPsec iti{g ® ESP B 5k 7 /LT VALEL T, FIPS PUB 197 & NIST SP 800-38A (Zi & L7-#EE
128bit & 256bit ™ AES-CBC Z#F|H 35, F7=, TOE X, IPsec #{§ D IKEv1 K 5L 7 VIV LEL T, FIPS
PUB 197 & NIST SP 800-38A |Zi# & L7-#E & 128bit & 256bit > AES-CBC 4|72,
<BIEF DAL HT = — AHRE >
*WebConnection: WebConnection M % ¥ & 7% EHEREDOF] H

WebConnection ®—fixF|HEHREDOF]H
HRAE SRV [Table 7—19 BEAXIGHEL 5 | ICiifisniz, Bl n s 2 A RSO HIE
TVHRTANR— 7. 2. T RARIEBERE | CTVHRTAN—F A 2T 2 — AT HEER FEAT

FCS_COP.1(b)

TOE (%, 7w 77 —MEBED 77— LU =7 HFEIZEB W T, FIPS PUB 186-4 (23 A L7-#K 2048bit ® RSA
TUHNELT NAVALEFRI AT 5, 72, [Psec {5 OETFRAEIZE VT, FIPS PUB 186-4 (i & L7~ #E R
2048bit O RSA T VX NEL T VAVA L (BLAR) &, T P HVELRRGEZEBW T, FIPS PUB 186-4 (i &
L7-88 5 2048bit & 3072bit O RSA F VXV BT NTY RN (B4 MG 8 15,
<PHHGT DAL AT = — ALKERE >
*WebConnection: WebConnection O% F& 3% EHEGEDOF

WebConnection & —fi%FI| FAEHEBEDF]
BERRL T =T O FELT

[Table 7—19 B kS H4—E | |CidiSh-, BB/ 24 RS A8 E
cTVHRTGAN—: 7. 2. T BAGRERE ) CT VAR TAN =" A L H T 2= AT D8R AT

FCS_COP.1(c)

TOE %, 7.7.1 BIIFREDOT v T —MEREIZEB W T, LFOIIIIL CT VALV EARGEE AW -7 77— AT =
T T A DORFEEIT), DT, ISO/MEC 10118-3:2004 (ZHEHL+5 SHA-256 (LD vy 2 EOF %3274
%o
(1) TOE 73#F> RSA ABH#EHE 2048bit) TF VANV EBX T — 2% 5T 5,

(2) SHA-256 C77—LU =7 T —HD v afzF 5,
3y DE@QDEET S, —HTIIET 7 — L0 =T T —FPIEH THHEHIWT 5,

F7- TOE I, 7.4 FIZFL# D IPsec BE 123\ T, LL FO&AEE 12 ISO/MEC 10118-3:2004 (ZHEHL 5Ny
2fEOHHEFEITT 5,
(1) IKEv1 §8FE7 /LY AXAELT, SHA-256, SHA-384, SHA-512 (kD v 2 BEOH HAEFEITT5,
(2) ESPFERET VAV LEL THAT Ny 2 Ay — URBREE (T T DR, /a7 /LT X AEL T SHA-256,
SHA-384. SHA-512 ZF| 4%,
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(3) RSA L&D TV HNELZFM LI T RAEFH O, SHA-256 (285 vy 2BEOH % F4TT 2,
<PBHHG DAL BT = — ALEERE >
-WebConnection: WebConnection % H& 7% EHEEDOF]H
WebConnection O —f%F] Fi & #EEEDF|
BER L PUSaINVEVE:FPF X5}
[Table 7—19 BEAISRFLR T ITREHiShz, B n 7 2SO E
cTVERTAN— (7. 2. T RAGIFEREEE | TV HRTAN—" AL BT 2 — AT DM EE FAT

FCS_COP.1(g)

TOE 1%, IPsec i#8/5128 T, FIPS PUB 198-1 TE#=415 The Keyed-Hash Message Authentication
Code. FIPS PUB 180-3 TE## 3415 Secure Hash Standard (Z¥EHLT 2 FREgEff Ny 2 Ay —UFRGEIC K
% ESP #4425,

c Ay —UH AT AR 1256, 384, 512
- #5256, 384, 512
c B E T AU XL HMAC-SHA-256, HMAC-SHA-384, HMAC-SHA-512

Xy a 7 LAY XML SHA-256, SHA-384, SHA-512 #FH$5%
<PHE S DAL H T = — A LHEHE >
-WebConnection: WebConnection O % ¥ & 7% EHEREDOF] H

WebConnection ®—fixF|HEHREDOF]H
¥ VA VIR [Table 7—19 EEAXRFER T IR NI, AR 2/ RS EO8AE
cTVBRTAN— (7. 2. T RAGIBEREEE | TV HRTAN— " AL BT 2 — AT D EE AT

FCS_CKM.4, FCS_CKM_EXT.4

TOE i3, IPsec ila{g CTHIHA 928k, S BRI EAEFED k% Table 7-15 (IR T, BEF I THRES
N ERTIA#E, IPsec REIEO T T4 X —Mi#T, BLHIAZ AR A7 SSD ITIRfFSIVD, B EE D SR A 8
IPsec fiEBH ED T T AR — MO HIFR%E FE4T L7, 0x00 T_EEXHIFRT S, IPsec TSNSy a d(—FE
FI7285 581X, RAM bICRFESNS, 26 TOE OFEJR OFF ([CL0 REIC 25720 HIBRS LD,
<PBHE#ETHALHT x— ALHERE >
-WebConnection: IPsec {5 O FRIIARROHIFR, 7 U2 L AEHEDH|FR

HRAE SRV IPsec 1815 I OFRTILA HEDOHIFR
- L&) OFF/ON

Table 7-15 @DIRIFICLAETE

i RAESE WEELX AT WD 5k
FRT I BIEIZ X - CREIN=FH1 | SSD BT X 2 R A g E bR 0x00 T k3
A (R HEEEE BEREEE) I = HIBR
BERFI X o TROE SN FAT | RAM EIR OFF —
A2 A L CAER LT
I FREE IKE f 3L Fibis g RAM | &JH OFF —
(IKEvl 7 =— X 1 TAER S
%)
IPsec FH A i g RAM IR OFF —
(IKEvl 7 = — X2 THEKESh
%)
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7 PRAFIE WEH A I T TRFED J5 14
FR A FHEIZL > TREINFA] | SSD EHFIC X D FERIA IR 0x00 T _|3&
Aot (FE M EEERE) I = HIBR
BELFIZ L o CRE S L2 F0l | RAM IR OFF —
AR 2 L CAER LT
TTA =} SSD BHE I X AIEIAEIER (E{E | 0x00 ThEX
7 IPsec FEAE D7 T A <— kit o %1 > b (mfE | Ox
e HHIE(E 2 E RE) IF HilB
IPsec ¢ Diffie-Hellman 75 RAM EJR OFF —
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1.4. BiSHEEME

FTP_ITC.1
TOE %, Table 7-16 |27~ 7" IT #ézs & DBE 2B\ T, IPsec 7' uha/VEFIHTH7-0, Fx x0T — 203
MTHESNDT LT,

Table 7-16 IT 252 DERE

TSF 23587795 IT $as Fuba
SMTP H#—/3— IPsec
SMERRRRE T — N — IPsec
DNS #—r3— IPsec
17— — IPsec
WebDAV H—/3 — IPsec
SMB #—/3— IPsec
<BIE BT 2 — ALHERE >
R SR [Table 7—19 EAMRHR T ICRlich /i, AR 2 RS EHHRAIE

FTP_TRP.1(a)

TOE 1%, FH##E2 TOE 2V —NEH I 5 HELL T, 7747 h PCOTIUH CEI{ET D WC 1245,
TOE 277147k PC MD#EEIX. @EHEHBIE/ SATHS IPsec ' ubha/)LaRHTD, VE—NEEDOT-OIZIT
A7+ PC 735 TOE ~7 78 ALZH: TOE 1% IPsec 7 b=V CORIBIEZBHAAL ., St OkRE . WET —4
RS DML BET — XN E DR A& RS 5,
<PBET DAL HT = — ALHERE >
*WebConnection: WebConnection D% B4 3% EREREDF]

FTP_TRP.1(b)

TOE 1%, EHETRWHIAEN TOE ~JE—RrT 78235 HELLT, 7947 PC 750 TEIfET S
WC £V HRTA N %495, TOE 27747k PC [BO@ENL. E{EHEE(E /XA THS IPsec 7 2ha/L %
FAT2, VE— T 7 8ADT=DIZITAT o PC 35 TOE ~7 78 AL7-FF, TOE 1% IPsec 7 0h=/L COHE
1EBAREL . OB, BT —ZIRIENSDOMRHEL | BE T — XL DRI RET 5,
<PBHHG DAL AT = — ALEERE >
*WebConnection: WebConnection ®—#%F] i EZHEREDF]
cTVHRTGAN—: 7. 2. T BAGRERE I CT VAR TAN =" A L H T 2— AT D8R AT

FCS_IPSEC_EXT.1
TOE 1%, RFC4301 |ZH#EHLT 5 IPsec 7—F 77 F ¥ 2 FEIET D, EHED LN, IPsec 7 abha/LEL T Rtk
TEELZRE, EHETELD, Tt OR EMEERHTZEE TR0,

- IPsec 7" B/ ALERTE : N T AR —RE—NR
- X257 uhaL: ESP(RFC 4303 (Z #EHL)
» ESP I 5k 7 /L= X 24 : AES-CBC-128, AES-CBC-256(RFC 3602 (= #E#L)
» ESP #ZZF7 /LU 24 HMAC-SHA-256, HMAC-SHA-384, HMAC-SHA-512
- e 7 R IKEv1(RFC 2407,2408,2409,4109 (2 L)
> IKEv1 i 5k 7 /LU X2 AES-CBC-128, AES-CBC-256(RFC 3602 | #E#1L)
» x4y — 9 F—K:Main Mode
> SA TATHA L
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® 7= —X10M SA:600~86400 &b
® 7 — 20D SA:600~28800 fb
> Diffie-Hellman Group:2 /L —7 14
> ESN: f2h, H20(RFC 4304 (ZHEHL)
« IKE §HRE S 7 VXV B4 RSA), 7F AN — 2D Hpij 4647 4
> TUHINVEL
® RSA-2048 (B4 ARk, B4 IRFE)
® RSA-3072 (B4 HRGE)
® AT LU R A SHA-256, SHA-384, SHA-512(RFC 4868 | HEHL)
> THXFAN— A FRT A
® HILE I E T HFATIA HE: 22 SO ASCIL L4
® HIET LY AX L SHA-256, SHA-384, SHA-512(RFC 4868 (Z#EHL)
> T abhaURE
® kLR 5 EA L (Any)
> IPsec fif HHE% &
® DefalutAction : il 3
® G ERRFESRE R E A IR feRR T
P F S feRB L 720
F o — FEEO RAEfERT D
RIN RS FERB L2\

¥72, TOE 1% IPsec E¥ 2T (R —F —H# X —2Z(SPD) # FHL TRY, HHE LV FTOREN TXD,
« IPsec RV —:IP Ty "D EFREL T, ZNENDOFRMITE B LT TP 2y MOk U AR - idilE - i
FEOHIHLEDINEEITONRINTED, IPsec RV —DEENHA L SRRy TR Rk
1Z, B V—/LTUELED, IP X7 hOSAEL LTt Any O 7 abhaL @5 0: IP 7RV A (fER, $£72
X7 Ry MEE) Dk E TE D,
IPsec R —(X IP RV —F—7 1~10 D 10 V'V —T ETHIETED, 1 DOBEMA T, HEo
IPsec RY L — R ESNTZH A IPsec RV —7 N —7 1~10 ORGENEFIZE DL, F i DELIEN
CEIMEE SIS,
SR E fRiE > BEE > @il ELEK
« TIANRT I ar: IPsec RV —IZHET DR ED /2> T2 56 OEEEZ TR LRI TX5, (Z0k
BN DWW TE B TR L LIRS DI A X ATHR/RL TV, )
> 3 . IPsec R — D EICHE LW IP 7y NI T 5
> @il : IPsec RV —DREEIZE B L2 IP 7y M s %
<PBHE#ETHALHT x— ALHERE >
-WebConnection: WebConnection M % ¥ & 7% EHEREDOF
WebConnection O — %% Fi & #EHE D F|
R E L [Table 7—19 ES#xtG:g—% | ICFdis o, B n s 2 S 28 E
cTVBRTGAN— 17, 2. T RARIHBERE) TTVHRTAN =" A F T 2 — AT D8R FAT

Copyright ©2024 KONICA MINOLTA, INC., All Rights Reserved
71/ 81



KONICA MINOLTA bizhub 7511 with FK-514,
DEVELOP ineo 7511 with FK-514
Security Target

1.5 %) T« EEBAE

FMT_MOF.1, FMT _MSA.1, FMT _MSA.3, FMT _MTD.1, FMT_SMF.1, FMT_SMR.1

TOE I, FIAFE KL T RlE B RE A 42 375, KE BRFERE L, SRS oA 27 = — A0 b O B4 E I HE
T“&')é TVHRTAN—F, EEREZ R UL L 720, BE S H LT WC C Nt 0B B RE A 21T 7 Sl i

BT HEICIE, TOE ~OfBIRAENE RSN, RBAECHEEMBEZF AT 2T TER Y, %&E
(U.ADMIN\ UNORMAL) (T, = —# — FHERICIVBE#EF T oRERIND, % E (UADMIN
U.NORMAL) ® B fFiF iEm 7/ AV R iZiToiv, v 7 T U METHER 5, TOE @ UADMIN (2%
U.BUILTIN_ADMIN (£ /LA &5 %) & U USER_ADMIN (o — W —&HE) 0 2 FIENEET D, BiE11%
f%%‘/\"xv»—h IZE o TRGES AL, BB X2 — Y —4 :LM:L»—AXU»—I\ EHEHEIR (FEPRHV AR E) 12k » T
RRESND, W& 1TV 41h U.ADMIN ERE AT HALS, FIAF OEEIR S TR WE B RE AR %
ZLlETEA, TOE 4, Table 6-2. Table 6-3 D7 27 A4 kb\“( Jz#:)*’fﬂ%‘l‘i@%}]ﬂﬁ{ﬁtbﬁﬁuFH%‘}C
BF & FIHEY a7 T —FEER LI KA ED User ID Z#I0VYTH, 777 A EHEEICIVAERKSND
FIRE SCET —2, FIH#E Y277 —21%, TOE AAOFAFIZL > TERESNDTZD, X274 JBIEO Y HfEE

LCTEHED User ID #EI0V YT, 777 AZEHROT 72 AfiilE i35, 777 A5 58 T#%I1X, Fa—R3E
ESITWRNT 7V AZAG DY A | 7 77 ALEITREI ATV ZER Y 7 A MRGFEINDT-0D | S8E| ATV ZAEHR v
ADT 7 AMETOHIEIL2Y, B2V T @ IEIEBIRR W, FIHEITEEE D UserlD 8EIVYTHNS, F o—
R ESNTNWD T 77 AZAE DL E, BX 2T BIEOIHEL L TR ESHIZE AR Y720 User ID 72319
WTHND, FEHIT, [7.2 7782l 1 25 B, TOE 1%, MIHEELTEW Y Thhiz User ID & L#EXx42%
HREZ FF-720,

Table 7-17 BHEF RIS EHMEE

(e T N FFAIS 7o | BAEFTREZR A&
fE Tz —A
ek BE | BE R W

HIl BT

TOE OFI BN User ID Zff > —H — DXk
THIBR, =P — AT — R DX R/ T — KRl {5
DR EIMRIE, FEEERIBR ORR E/fRkE, & HEF HER
O GIEIBRETTY, 22— — B EES TR FAE 233C
E LIV a7 B ER LR, X207 BIED
WIHMELL T User ID 235% E 41, Table 6-2, Table
6-3 OFIHET —&7 7 BAFIHP EEI D, 72
B, 2= —%HlrT 5L, Y% —VF—»PEaH
ThaELHIBRIND,
BEBE NSAT—RNERERK | BEE AU —NERET D, LR, &8
He PRAT =R T 7 ANV MERRESN TN, A
Fa'ﬁiﬁﬁéf@ RiE FREEICBNT, BV EEE N
EEELT D,
2 — P —BEEH RO EEIT), AMEEERGE, 4 | £H
B — N —GREE, RIREEE + SR Y — N —FRRED
WD ERINT D, BV U E B IL, FICARIK

B

VTR

BafE 2L WC

él*l )EH% ij‘ﬁ—}:)nu uﬂz%1’_‘¢’9,—é

LB RRE CRRBIGRES N,
SMBRRFEY — N —FRE | SN — N —FRRES NCTHRIH T 2MRREE Y — N | Bk B F | | B xr WO
HhE ~0>a£<“n=_’&ﬁoo Hill
AL R EIHEME OZ | BEERREBOBREE R E T D, MHEOER L | 28 B2V WC
Hhkne mftﬁ%ﬁ&lil%w) OB EMLL BT o7k TOE
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(el s P PPl SN | BEWRER A ¥
= Tz —A
EIRERIEOBMEEELL | W LRI E BB L, R sicdive | AF R RL WC
iR R IR ] D25 TR B IVINA VB BE ORRGEDME L SNT25E | TR 1
MREBESNDETORRMARET S,
FRRE R BB B (A | REERIK B3 % 27D 7§ D, ZOBRIEICED, v | FET BE 2L WC
VEHF LA O IVT | VAU E EE DS OFI A ORBGEE Ik A RS
Bne TEBTED,
RAT—KBIOE TR | AT =R OSRY =R R/ T ERELET) | £F BE 2V WC
HE DFRE - EEEFT,
X2V T (L ERE | EX VTR EOE DN ERET D, Al BB 2L WC
He BHMIERE LT, B2V T B BED 55 F W
T orREEEX2TRMEIC—FEREL., ZORE
EHERFT D, RN —2% L7z TOE OFEHHEEE.
ATF 2 KERE (RS-232C I/F %fEM) . vk —
JRRE R HAI LS RE 2 & ORI N L SN B, F
FAE DL SN R TR EL A EITLE
LA BEE AR R, FIRBE D RIEOME T
RUTESGA . B2V 7 o bk B A B
A
A RE D28 K RE AR MREBRETD, BEENBELRNBELLE | £F BE L WC
NN RE S - PN = ANk Y A WS
AT L =Ry M | R SRNAEER DL AT LA — ey MR OR | EE BV WC
MO ke EELTD,
BEhe s 7 U hEHIOZ | WC #Eh o BBY= 77U MEROR EEZTT, Ay wC
T
TR PR EEHEEHAETHD IPsec BIEDOBRTEXITY, | Bk, BE ., | #iEx1, WC
IPsec @G 7% &, FRIILA T, [Psec sEFIERY | HIBR
TEDE G, 25 HIBR,
S N — I3 R EE F b =23 E (TOE @ IP 7RL-A, DNS H$—/3 | %45, ZEH BiE v, WC
—® IP 7RV A, R—IE5%, NetBIOS 4%) D
Bk, BEEIT,
B oy G B R ERMREO RIS, Bdns ORIk, v | e A H R L WC
—N—  HEIRERFORTEL, BB DOREL
HIBRE4T9,
Ry ARG PR HE ARy ARGk, FrAE2—F—DEE HIFR | ek, £F ., | B 0L, WC
w179, Fill B
SR ATV SZAZEREMRE | TREI ATV ZAZOH /R, WM ATVZERy I A | Bk AH BIE 3V WC
ISAT —R DGR EELTH,
T77—Ahy=T7 7y 7T | USBAERVERIALIZTOE O77—20=7 777 | F4T PalE L

—M&RE

— TR T D,

Table 7-18 —&FIHH ICIRLSI N E B
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PR E 3 ST | Bl IR S
1§ Tr—A

=P AT —RRE | 2P —SAT =R OBREEAT), FIHET, AR | AH B S FL . WC
phe FERE . F Do ST R R EFHILHT

x5,
o AR FRAE BAR Y7 AD TGk, T —F — DR IR | Bk, £ 8, | #BF 01, WO

179, WilER

<BETHA X7 = —ALHRE : FMT_MOF.1, FMT MSA.1, FMT_MTD.1, FMT_SMF.1 >
*WebConnection: Table 7-17 }2 O} Table 7-18 TALZ 7 =—AIZ WC DIELET HHERE
HRE L Table 7-17 J X Table 7-18 TA Y X7 = — AN E SRV N FE T D4 RE

<PAHTHALH T = — AR FMT_SMR.1>
*WebConnection: EHEIZIDa—F —2EEikEE
RPN LA RAT — R E
—RF B L D/ AT — NG
SERE SR EERE T LD — W — ARG RE
EEAC LD AT —RRGE
— MR B LD AT —RERGE
FYLHRTA N —RFIIFIC LD AT — R

<P DAL BT =— AL HgRE : FMT_MSA.3>

*WebConnection: Table7-3~Table7-14 T, WC A ¥ 7 = —ALTHLL T O#AE
Table7-3, Table7-9: ¥ AL 277U M %EAT,
Table7-8, Table7-14: 4 AL 7 7V N FEAT,

ERIL Table7-3~Table7-14 T, #{E/ SRV E AL HT 2—ALTBHLL T OHEME
Table7-4, Table7-10: 55 /54 B IRL Tl
Table7-5, Table7-11: =2t — M (T,
Table7-6, Table7-12: %6/t &8 IR L T4(5,
Table7-8, Table7-14: {8 AR v A% FREL TR Y7 ARAF,

TV HRTA3—:  Table7-3~Table7-14 T, FVLHRTAN\—% AL BT 2 —ALTHLLUF O#RAIE
Table7-3. Table7-9: Ffill %3217
Table7-8. Table7-14: 7 v AMEAF4E FELT

T FIAA BT 2— AL DT 77 A G

FPT_SKP_EXT.1

TOE (%, IPsec i#{3 CHIA AR 54D 5 | EEE IC L GRESNIZFRT A 8L IPsec ZEHED T T A
— AR A HOR A REAR RS AL — U T D SSD IR TET D, TS DO EHET . RAM (2R fFT5
(Table 7-15 £ ), TOE [IfR{FSNIZFRiLAE, 7T A4 —hiE, 15 B2 BB T oM A 1Rk L7720 | F|
A2 TOE OEAEIZEVE NS EFH AT ZEETE/20, TOE 1X, MFP A{KIZRS-232C IF % 52351 TUWA23,
A PTG ENTWAED FIHENRZDOA L E 7 2—2%FIH LT, SSD OWET —#Z R0 H+ LT TX
720N, £7-. RS-232C IF LIk, TOE D4 ERHS SSD ONE T —# 2B 4 AL ¥ 7 = — A& FELEL TR,
SSD (3B B AR A 72 AN — T CTh BT, FIFFE DS SSD ZHANL CHEN T —Z 2B 32 &3 TE/en, B
FoZlnn, FIAZFIIRGFSN TSR, 7T X — MM, B S #E AT 2L TER D,
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7.6, BEEHERE

TOE IL, BENRFRICH L AR 24K,

FAU_GEN.1, FAU_GEN.2

RLEKL, nT Y — N —EEF D,

TOE (&, U FOFEZZEAMGERLL FREAFRLED BEDR), FROMEN, B7 2 =7 Mgl & .

FELRORERETLIT Do
Table 7-19 EENRFEH—E
EEareme I{)‘(ﬁ‘7 EAN BRETREZR crm
ARIEHR *1) A BT 2—A
Admin ID/ .
o BAE RV WC,
a— P —REED E i User ID/ Y BETAre OK/NG
Xk 1D
A 72 User ID BE R0 WC OK/NG
AT —REREED E it
RS Admin D Y EYIRe OK/NG
Bk, 22T HIBR
AP AT — RO User ID B SR WO OK/NG
B SRR — RO HE Admin ID BRIV OK
2R E DT Admin ID BrE 2L WC OK
SRR — /S — R E DBk, A HE Admin ID V(A VP OK
EHIPN- B Gl ERY ALY Admin ID V(A VP OK
B RAE DB E AL R R R D ZE 5 Admin ID BE RV WC OK
Eot N VAETE* . o
(U.BUILTIN_ADMIN LI4) » 2V 7 Admin ID PRl ior, We OK
IRAT— R EHIHIZ R Admin ID BE 0L WC OK/NG
X2V T AT R REDOEE Admin ID BE L WC OK
H R RO Z Admin ID BE R0 WC OK
VAT LA — RNy M D2 Admin ID BE R0 WC OK
HB2 7 7 7 M O 28 5 Admin ID WC OK
SRR ED Admin ID BE R0 WC OK/NG
gk, A HIRR
Ry T — TR E DXk, B H Admin ID BE R0 WC OK/NG
B B AR OB L5 1D IR ON OK
BE R0 WC
e g v A7 5 ID/ EHEH OFF
BRI T S A ID BRI L, WC OK
BT PR RE D Rk, A5 Admin ID BE L WC OK
R 7 B BEREIC LD Admin ID/ L
AR 7 AD B, 5. HIR User ID PRl We OK/NG
HEIATYZAZRIERE DR, B H Admin ID BRE RL  WC OK/NG
Ty =AU =TT v 7T — MEREDFELT AdminID BRSO OK/NG
TV hYa T ORE . NN
User ID TYVBRTA— WC OK/NG
(Table7-3 #{E"Create”)
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AR REFR

ID (7 =sk
AIEHR *1)

BAERTHE R

ART =—RA R

VvV a 7o
(Table7-3 #:{E"Read”)

User ID

(et Vg OK/NG

AX Y Va TOKEE
(Table7-10 #:{E"Create”)

User ID

Y (A i OK/NG

a b — g 7 ORI
(Table7-11 #&E"Create”)

User ID

Y (A i OK/NG

77 I AEEY a TOERE
(Table7-12 #2{E"Create”)

User ID

(et vig OK/NG

Ty I ARG a T O
(Table7-13 #fE"Create” 7 7 7 A0 D
Fa—REEELTWARWT 77 2 %52(E)

Ty ARIEY a T O%AF
(Table7-13 #{E"Create” HNERT 7 7 A5
Fa—RKEBELLY 77 2A%%/5)

AT AL ID

- OK/NG

T 7 I AZAEY 9 T OHIF

(Table7-13 fR{E"Create” & A £ VU ZIER
VI ARG T 7 7 ASLEERINL ., AT %
FEAT)

T 7 7 AZAE T a 7 OHIN
(Table7-13 #:{E"Create” fHAR v 7 A5
T 7 7 ALEREN L, HIRETE ET)

User ID

BE SR OK/NG

PRI a 7 DIRTF
(Table7-14 #{E"Create” KR 7 Ap{F%HE
17)

RIFY a 7 ORLE
(Table7-14 #{E"Create” KR v 7 AE(Fx4s
ELTHA LY N7 v b&FELT)

BRIFY a 7 ORTE

(Table7-14 #:{E"Create” AF¥ ¥y F ==+ |k
WERZE Y LT, Ay 2 A A= 2 —HliE )
BEAR Y 7 AEBEL T, Ay 7 AMEFEE
17)

BRIFY 2 7 ORAT

(Table7-14 #{E"Create” & v 7 AE1EETR
ELTNRAT— RiE5E{L POF O XA L7 17
Vb & FELT)

User ID

TV HRTA S

WC

OK/NG
RS

WC

Ty I AZIEY a T ORAF

(Table7-14 #{E"Create” #NE7 7 7 A5
Fa—REzEELTWRWT 7 7 ZA%ER, 7
7 7 AL EERE ATV ZER Y 7 AMRT)

T 7 I AZIEY a T ORAF
(Table7-14 #A{E"Create” T 7 7 A5

VAT A ID

- OK/NG
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e ID (F7 Y=k BRAF AR ,
AR WA E *D) S HT 2 o
Fa—REEELLT 77 A%E#R, 777 %
LELFRESNIBEAR 7 Z~MRAF)
A7 2 7 OFIRI
(Table7-14 #fE"Create” AAR > 2 25 User ID (et Vg OK/NG
CE AR, FHI A ET)
WREY a3 7O%EE
(Table7-14 #{E"Create” AR v 7 A5 User ID B 3L WO OK/NG
SCEABRIRL | K15 &2 ET)
WAFY a7 D7 77 A%
(Table7-14 #fE"Create” fAAR v 7 AND User ID Ba{E L OK/NG
WEEABRINL, 77 7 AL D E & ET)
RfFYa 7oy m—F
(Table7-14 #{E"Create” HAR v 7 ANE
LEABRL, ¥ Uro— RE%ET)
REvarzoxryra—FR User ID e OK/NG
(Table7-14 #fF"Create” il A € U ZIEH
VI ANST 7 7 ALEEENL, FUrm—
N % %EAT)
7Y 3 7O%H)
(Table7-14 #{E"Create” /$Z D — R AL Y REy
PDF 7R » 77 A7 SCHZBIR L, PRAF % FAT) User ID OKING
BRAFEY a 7 OBE
(Table7-14 #{E"Create” fHAR v 7 A5 BAE L WC
NEAZBRL, BEEFET,)
PRAFY a 7 OB
(Table7-14 #{E"Create” AR v 7 ZAM5 User ID BE L. WO OK/NG
TELZERL, a—2FT
HEY = 7 OHlR User ID BE RV WC OK/NG
(Table7-8 #E"Delete”) X
et a 7 ol User ID BB L WC OK/NG
(Table7-7 #/E"Delete” ) ’
IPsec & v ¥ 3 »HESL DA AT A5 ID PRl i, W errNo(*2)

TVHRTAII—(%3)

CLDIRBIFRGERTIC R A LB R ELO IDE 7 V=7 MRBIFE BT, KRB ID SV [EEE %815,
777 AR IR AT DWW 2T AID (B EfE - 3 27 4 (MFP)) #5045,
IPsec Ty a FMESEOHRBUITIBWNTHI AT AID (EEE : > A7 5 (MFP)) 258k 5,
ERa 7 TUSHEREDO B MG EE TIX, BAus B HEEOH A K BRI A EBIREC k> TEEL, A7 A ID

(B Ef# : AT 2 (MFP)) } Qe —H —RE5E ID Zitdk 15,
(*2) [601]( RT>—Tar BRC T aiR— PRI U o T2) 72 EDFTE D =5 — N El kS b,

(*3) #{E/SFIL :SMTP H— 38— SEEREEY— N— DNS Y — "— g/ — R —
WebDAV H—/—_ SMB — \—LDiEE

WebConnection: WebConnection ®FI|H
TVHRTAN— 7. 2. T7RARIEBERE | CTVHRTAN—T AL BT 2 — AL T DHHEME
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<PBEG DAL BT =— ALHERE >
*WebConnection: B/ & HEERE

[Table 7—19 &R R FEL—E | IRLESH T, B0/ 24 RS 58

PRE L B PR
[Table 7—19 EEAXMRFR & | ISRRHEHSN, BERS 2RSS HE
cTVBERT A= [Table 7—19 BEEEXGHG % | |Jilich iz, AR A RS T 58E
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FAU_STG_EXT.1

TOE 1%, BEAEMEEOA 2R, A n s ORE ik, v/ —\— BEREESREOREL, BEERY OE(E
CHIBRZ A ELE N R DA n /B EE 2 4RIt 9 5, v/ — 3—(X, WebDAV H— —%F|H 75, Efn
T OGS BT EHBEEEZHEL., [Psec @EEZFHAL Tl ——~Ehn/%%k5 95, TOE tusH—n
— D IPsec #1513, @5 R EHMRICLVR ET D,

TOE %, Dﬁ“‘%i&fzmﬁ‘774’/vkbf TOE HNOa— A NARLFHEIBIC —RERAFL . BEIEE SR CRELTH
L LI E Lo/ EREIGELZS A bLITEEE NEE 0/ R GF2FTUEHE AT, XML 7 —Z (& #
qu&‘*fwwm%@@“é

TOE WNIZ—WHRIFSNT=0 7 7 7 A it XML 7 — X2 # b S LIS BELE DS 0/ HI bR AT U2 RE, H
brd 5, XML 7 —#I%, 07— N—~DEFEZET %, ROT 774D XML 7 —2ZEHOBRIZHIFRT 2,
TOE NIZ—BRfFENT=zunl 774 XML 7 =4 ~T I8 AT HA X7 2 — AL, BEEFICLDER T D%
EHIBRD A THY, — R HB S BE N AR EILT 72T HZEXTER,

Fo T —JEERETrS =R la R ARG TET, TOE NOe— WV ARF IR M2 52855
FATTEHMERITLL T OMRRICHI RS LD,

- IR OFF |C XA A 0/ B REDK T
« IR ON ([C X DA v/ B RE D Bl 4h
« 22— W —FGE BB SO EBE 0T A2 D IFFAl)
C EHEICEDEE 0BG HUITHIBR
R NEER TS EEL LITEE/ YIBRE AT L. 0— I AR IFEIR O FRORBE AR S D 2 2 G, HIFRAME

%éﬂéo
Table 7-20 EE& w5 —Z D4

Efu 7T — 2 O80 Hn s
2 7RO E fEk SSD (27T 5
a ZfERIZn S 7 A E L TR L, XML F— 2 ICE#R LT
07— R—IZEET D,
077 7 A WIEEK 40MB RFAIRE T, T\ NrDZ A I 7
T, B 7P —=R—~DEEDT-H XML 7 — X (AW 5, k.,
L¥n 7 7 A VITHIBRT D,
2 ZIEROREET A X CEHENRE LZARD L IXEEEIGELES
- 36MB |2 L= A
- EHENER 0 SEEEET LGS
XML 7 —#Enm 77— =2 EH%, RO XML 7 —% B3 ERsh b
BRICHIBRT 2, FERBOEGE. kK 76MB (7277 7 A /L 40MB,
XML 5 —# 36MB) #' TOE NIZ—KHEEFESN D,

<BHHG DAL AT o — ALEERE >
*WebConnection: Ao/ &

[Table 7—19 BEAXMRFER % | ISRHESNZ, AR Z RS S HHE
ERE R B A B RE

[Table 7—19 BEAXMRFER % | ISRHESN Iz, AR Z RS S5 HE
cTVHRT A= [Table 7—19 AR FER B | ISRHSNZ, AR 2RSS HHE

FPT STM.1
TOE 1Zruy/iieza AL, BEE DRI TOE ORZIZEE T A e 275, AR ICFekT DML
W7oy e BRIk S D,
<G DAL H T = — ALHERE >
-WebConnection: [Table 7—19 B & XSG —% | |[Zildichiz, AR ARSI T 58E
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RE SRV [Table 7—19 BN RFL & IHEiShiz, BEE 0/ 2 ARSI 8E
cTVHRT A3~ [Table 7T—19 BB XM RES B IR HSNE, B0/ 2 ARSI 84E

1.1, BIEHTERAE

7.71. 7y T T— e

FPT_TUD_EXT.1
BEEIL, BB b LT WO THlBIRERER , EEE W C7 7 — AV =T N\ —Uar OfEREFITTED,
T EHE L, 77— b T T AT VANV EL T — BT USB AEVA TOE (23351, fr{E 3L
THkBIFRGE L EEREWE C7 7 — =T OT v 7T —MERRE EITTED, 77— LU= T 7 —HIZIEL, VAT A
arhr—53R0 7Y harha—5 o {7 7 — L7 =7 SHA-256 (k- THEIHLIEZ 77— AT =T DNy
T BT (7.7.2.0CF88 O B &7 AMBRE TR 32) NE TN TWD, TUXLVELT —#I1%, SHA-256 THH
L7277 — 20T T —H Dy 2B LT, FIPS PUB 186-4, “Digital Signature Standard”(Zit#i > RSA
TUHNVELT VAR LHER 2048bit, B4 AFX—A PKCS #1 Ver 1.5) TEA LT —4Thd,
BEEINT T T —MERER FATLUIZHE, TOE 1312 A—/L &2 B4 %A1 RSA AR (8 E 2048bit, Hif
K12 TOE IZA VA=A SN TWE) ZEHL T, 77— A0 T T —X2DT VXNV ELLGEE T T 5, B4 RGE
DRIUT= G A1, BAE SR CEBE AR IR, 77— A0 =7 OFEIHZ MBI TR, B MRIES LT
A, 77— AU T R T 7 — AT OV 2 BEREA AN VT 5, TUXNVELRGED BRI, TR
Dy,
(1) TOE 73#F> RSA ABH#E#ER 2048bit) TF VAN EBL T — 2% 515,
(2) SHA-256 T77—LUxT 5 —ZD i affizEt+5,
(3) DEQDEEKET D, —HTHIET7—L0 =TT —FPIEHE THHEHWT 5,

<PBHE#ETHALHT x— ALHERE >
-WebConnection : 77— AT =7 N— g U REEHRE
BER L T LY =T NV a U TR RE
USB AEVIZEA 77— =T T v/ — MERE
TP LT T T T = AT 8D USB AL FT = —A

7.7.2. BT X MHRE

FPT_TST_EXT.1

TOE (&, #Jf ON K2, L FORITRLIZT AMMERFIZFE L . REDPRESHIZGE | BlE  oniES %
FRL, BfEZ i Ik BRI R WRRBICBAT T2, ZHIUCED, TSF 2Ei 457 7 — LV =7 De e
R TED,

Table 7-21 BT Ah
No. x5 F Ak
SHA-256 CTHEH LK 77— LU =T Oy v afil, Tyv7T—
VAT ATy hr—JEDK MERE T TOE ~A 2 b=/ oy v a il RICFiER I T

(NN WAHEN—ET 5 2 L &fzE, TOE TRIHT T4 75U b
Ny Y A BERRFED R & e B,
| i) BRES T LT Y X DTHT D BEEET A b KAT test for SHA-512,

7o) X SHAHMAC %5 | KAT test for HMAC SHA-256, KAT test for AES encryption
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(CBC, 128-bit key). KAT test for AES decryption (CBC, 128-bit
key). KAT for RSA 2048-bit (PKCS #1 v1.5), KAT for Diffie-
Hellman % %fife,

=y bhr =L LTHATS Y7 bY =7 %% E L. DRBG B%#

3 WE{kZA4 7Y D~V AT A b (NIST SP800-90A @ [11.3 Health Testing] (25
7= XA DRBG 3% . Instantiate. Generate. Reseed DIEHEIZ D\ TEEENfET A
k) % FEi,

<G BHALZT = — ARERE >
- EHEIR ON oD B &7 AMERE

7.8. FAX 9> Btk

FDP_FXS_EXT.1

TOE NFEIEFT D77 VAL H T 2—AOFIH FHIEE LT, AR E I LI FAX #8800 7 77 A 5 &
FIREDBEE SN DDFATT DT 7 VAR E R DD, 77 I A BT = — AR TEZE BT IS TNDT —X
W, ERRVHA BRI 77 AL ER T TH D,

TOE 1%, 777 AET LMEREAZEEEL TEY, Super G3 7 b=/ BLW G3 bzl 2R —h 5, 777 AE
T AL, T I AEZAEDREFITL, ARERRE N LIzioa< 2 Rix—Y85Z 0117720, £z, TOE 1%, PSTN &
LAN O3 "I —7 7 Vo P T HDRERE A R =720,

PLEDZ e, FIAEDN TOE DT 77 AL 27 = — 2 FAWTHI A TEADIE, 777V AESZEDHTHD,

<A DAL FT = — AL RE
T FIAA BT 2— AT i%ﬁ?ﬁx RS EEE

Uk
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