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KONICA MINOLTA bizhub C551i/bizhub C451i/ bizhub C361i/bizhub C3011/
bizhub C251i/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,
DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 3611/ineo+ 301i/ineo+ 2511 with FK-514

Security Target
Table 1-2 TOE ##&K 5 —Fy=7 /Y7 =T
FAX %vb
MFP T7—bUxT »
TOE Di%H| . iz 5 Bo A 5k
VNN N—yay
(CaZEVZ )
KONICA MINOLTA | KONICA
bizhub C5511 MINOLTA
with FK-514 G00-R6 | bizhub C551i
KONICA MINOLTA | KONICA
bizhub C451i1 MINOLTA
with FK-514 GO0-R6 | bizhub C4511
KONICA MINOLTA | KONICA
bizhub C3611 MINOLTA
with FK-514 G00-R6 | bizhub C361i
KONICA MINOLTA | KONICA
bizhub C3011 MINOLTA
with FK-514 GO0-R6 | bizhub C3011
KONICA MINOLTA | KONICA
bizhub C2511 MINOLTA
with FK-514 G00-R6 | bizhub C251i
KONICA
KONICA MINOLTA
MINOLTA
bizhub C336DNi
bizhub .
with FK-514 G0OO-R6 ANAFVERD FAX % hEEN
C336DNi B
AA2J0Y0- T7—DL7xT % A883 1TONTIRRET
KONICA " ) .
KONICA MINOLTA F000-GO0-R6 | &L 7= (FK-514) P—E RN
MINOLTA .
bizhub C330DNi e Ve Bt 42,
bizhub
with FK-514 G00-R6
C330DNi
KONICA
KONICA MINOLTA
MINOLTA
bizhub C325DNi
bizhub
with FK-514 GO0-R6
C325DNi
DEVELOP
DEVELOP
ineo+ 5511
ineo+ 5511
with FK-514 GO0-R6
DEVELOP
DEVELOP
ineo+ 4511
ineo+ 4511
with FK-514 G00-R6
DEVELOP
DEVELOP
ineo+ 3611
ineo+ 3611
with FK-514 GOO-R6
DEVELOP
DEVELOP
ineo+ 3011
ineo+ 3011
with FK-514 GOO-R6
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KONICA MINOLTA bizhub C551i/bizhub C451i/ bizhub C361i/bizhub C3011/
bizhub C251i/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,
DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 3611/ineo+ 301i/ineo+ 2511 with FK-514

Security Target
DEVELOP
DEVELOP
ineo+ 2511
ineo+ 2511
with FK-514 G00O-R6
Table 1-3 TOE #1&§ 2 HAF R
HAAF LA L T7AN
TOE D5 HAZ A% F5(*3) NR—Tarv Bo At 5k
it iy
2 ik % N

KONICA MINOLTA FRFERIDS RAR DS
bizhub C551i [P A
with FK-514 GOO-R6 bizhub C651i/C551i/C451i

AR AR

1.00

KONICA MINOLTA WA Hi 23 [ A LIS D3
bizhub C451i [Hez5]
with FK-514 GOO-R6 bizhub C6511/C5511/C451i

User's Guide
KONICA MINOLTA
bizhub C361i
with FK-514 G0O-R6
KONICA MINOLTA
bizhub C301i
with FK-514 G0O-R6 S Ml A 08 & PR

[AAzE exe 77 AV UM
KONICA MINOLTA FULL hi "

*
bishub C2515 bizhub C3611/C3011/C251i -2) f@:*é
e *1),
with FK-514 G0O-R6 Y= XAAR
1.00
KONICA MINOLTA B S A DS D
bizhub CS36DN1 [ﬁ%ﬁ‘]
with FK-514 GOO-R6 bizhub C3611/C301i/C251i
{ 3 *

KONICA MINOLTA User's Guide(*4)
bizhub C330DNi
with FK-514 G0O-R6
KONICA MINOLTA
bizhub C325DNi
with FK-514 G0O-R6
DEVELOP [egE]
ineo+ 5511 ineo+ 6511/5511/4511 1.00
with FK-514 GOO-R6 User's Guide
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KONICA MINOLTA bizhub C551i/bizhub C451i/ bizhub C361i/bizhub C3011/
bizhub C251i/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,
DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 3611/ineo+ 301i/ineo+ 2511 with FK-514

Security Target
DEVELOP
ineo+ 4511
with FK-514 G00-R6
DEVELOP
ineo+ 3611
with FK-514 G00-R6
DEVELOP (575
ineo+ 3011 ineo+ 361i/3011/2511 1.00
with FK-514 GO0-R6 User's Guide
DEVELOP
ineo+ 2511
with FK-514 G00-R6
KONICA MINOLTA
bizhub C551i
with FK-514 G00-R6
KONICA MINOLTA
bizhub C451i B5E Mk 28 B AR DA
with FK-514 G00-R6 [HA:E
KONICA MINOLTA bizhub
bizhub C361i C751i/C6511/C551i/C4511/C361i/C3
with FK-514 G00-R6 01i/C251i
KONICA MINOLTA 2—PF—=XTHAR X2V 7r—Hne
bizhub C301i b
with FK-514 G00-R6 1.00
KONICA MINOLTA WRZEHIEAS A AR LIS D5 2024.9.17
bizhub C251i [2%5E] P—r A
with FK-514 G00-R6 bizhub NZiD
KONICA MINOLTA C7511/C6511/C5511/C451i/C3611/C3 pdf 7747 45
bizhub C336DNi 011/C2511 (*1),
with FK-514 G00-R6 C336DNi/C330DN1/C325DN1
KONICA MINOLTA AccurioPrint C7511
bizhub C330DNi User's Guide Security Operations
with FK-514 G00-R6
KONICA MINOLTA
bizhub C325DNi
with FK-514 G00-R6
DEVELOP
ineo+ 5511 (335
with FK-514 G00-R6 ineo+ 1.00
DEVELOP 7511/6511/5511/4511/3611/3011/2511 2024.9.17
ineo+ 4511 User's Guide Security Operations
with FK-514 GO0-R6
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KONICA MINOLTA bizhub C551i/bizhub C4511/ bizhub C361i/bizhub C3011/
bizhub C251i/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,
DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 361i/ineo+ 3011/ineo+ 2511 with FK-514

Security Target

DEVELOP
ineo+ 3611
with FK-514 G00-R6
DEVELOP
ineo+ 3011
with FK-514 G00-R6
DEVELOP
ineo+ 2511

with FK-514 G00-R6

(*DMFP ARkt B0 A X A(FULL Ml B3 2V 7 —HEREMR) 2V —E A~ A5,

(*2exe 77 A NEFEITTHZET html 77 A VE ATFT 5,

(*3) i 7E HUIF (f1:171) 23 H RO AL H ARFEDH AL L AREAT SV, B ARUS DA ITFZED I A X v AW E A
SND, BRFEHIIZ B AN S EN2 WA IX, FEEED T ALK LV AD BN EAT S5,

(*4)bizhub C336DNi, bizhub C330DNi, bizhub C325DNi (ZH%fhitad 5,
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KONICA MINOLTA bizhub C551i/bizhub C4511/ bizhub C361i/bizhub C3011/
bizhub C251i/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,
DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 361i/ineo+ 3011/ineo+ 2511 with FK-514

Security Target

1.4.2. TOE Oi#ErEEH

TOE O ELHY i A
LIFIZ TOE OF a7 A HEREL AR REZ FL R 372,

TOE
¥ VT G HEAmeE
T TTTTTTTTTTTTTmToooT o N i
1 . X ﬂ . |
i e EGEZ; 1 Fa T ERME || 7> b ;
1 . : h
| P I o " 1 1
! T 4 & R B ey o R % 5 ke !
1 . " |
1 ) . |
1 —_ = == N
! &St HsE =iE5R 4 E R E i O s i
1 | \ 1
1 | \ 1
' == =il £ ANTHE R 1
: W'fmﬁ:ﬁﬁ'{m%ﬁb FAX ﬁ&“f&ﬁb i E 77l Rﬁ%ﬁg :
UL B :
1
| | XEORFLRY G LEE | |
i — RS ’
'y 'y A F Y
h 4 h 4 h 4
FIR#E 747> kPC SMTPH — /5 — FAXI& 28
WY — /< —
DNSH —/3—
a4 4 —s—
WebDAV# — /8 —
SMBH — /3 —

1-2 TOE O ERAIEEHH
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KONICA MINOLTA bizhub C551i/bizhub C4511/ bizhub C361i/bizhub C3011/
bizhub C2511/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,
DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 361i/ineo+ 3011/ineo+ 2511 with FK-514

Security Target

1.4.2.1. EAHEE
PATIZ, TOE D RABEREZ L5,

Table 1-4 TOE DEAREEE

No. Function Definition

1 | 7V ks FIM#E D LAN £ i TE 7 3CE% TOE \Z—FFRFL., FHll32H%0E,
IIAT s PC OFVAARTAN—=HLLIE WC 25, FRRE& TV MRy 7RI
BT CEE—FRIFETED, £2. WC 253 RAT —KIE Bk PDF Ry A~E
F A —RHRAFETED, FIAE DA TS — R AF LT - S O]
MZEEATUT5E 341 3CGEIX TOE 2 DHIBRS A,

2 | AFrHRE FIRAEICEZDBAE AR DD DEAEIC LT EE AT v THADY, &
FICEICEHLC, %1 (E-mail. WebDAV, SMB) I 2#%8E,

3 | av—pkhe FAFICED BRI SFNANEDOEIEIC L > T, BELEE A YT CTht A B> T,
EIz S SV iIY e T SRCASN) il ey i Ti1EM

4 | 77U AKRE FEHET7 7 7 L) 7 b VT, AR BRI M (PSTN) Z /L C 30
e =l A A
<77 I ARG HERE
BAE SR INDDREFEEEL  MLEE AT Y TR, B CEICE
LT FRE LTINS 7 7 7 AT T DHERE, #AE SR s AR 7 AR
FEINTWHETLEL T 7V AKRETHIELTED,
<77 I AZAGHRE
GNER T 7 7 AN ERRRERE L CE - SUEE =R T DR,

5 | XEORFEEVHULELRE | ARy A BHEHIAEVZERY VA SAT—REF 5t PDF Ay 7 AICE X

AT, DLIIRGF LB T 3CERZ T 38,
AR 7 2R LT, ML EE AT v TR, B 7 CEICEHR L TR,
IFGAT N PC DTV HZRTAN—HELLIL WC DHE T CEERLT, 777 A
EBIZEoTRIE LTI Fa— &7 7 VAL ERRGF TED, Bl ATVZIER Y7
’iﬂ“bf Ty I AERRIC Lo TR B LI 7 7 7 A E R RAF TED, /SAT—F
51t PDF Ry Z RZHL T, 7947 h PC O WC 2358 7 L EARFTE
2,
AR Y7 RRAFS NI BT SCEIL, BE SV 6HR, SMTP H—/3—
[WebDAV #—/3—/SMB H#— _"—~D 77 A VEE, 777 REE . WC 55
SMTP #—/3—/WebDAV #—/3—/SMB ¥ —/R—~DT7A/LiElE, X7
T —RNTED, BRI AT ZER Y 7 ARAFISIIE T 3CEIL, BB v h
SHIFI, WC b2 7o —RNTES, SRAT —RiEE{L PDF Ry ZARGFS
NIZBASCEL, BB SRVNBENR Y I ASDERIEDRTED,
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KONICA MINOLTA bizhub C551i/bizhub C451i/ bizhub C361i/bizhub C3011/
bizhub C251i/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,
DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 3611/ineo+ 301i/ineo+ 2511 with FK-514

Security Target
1.4.2.2. ¥ 1) T 1 #HE
LATIZ, TOE X2V T7 (a4 5tuk 35,
AR =TT RA R OB EAVIZES T 58 EE1T. TOE MR 7 (BRI E T,
Table 1-5 TOE D t&F=UT 1H#5E
No. Function Definition
1 | #5IGRGERERE TOE ZHHALLLET2E N AIMAE ChHILZFIHE LB L7578

AEE A > TIREEL . 7P ATRI ST S SN 7= #7200 TOE OF 27
T DR, ?@%’J%%USTZEE“\\)&X«T&?XT%%E\(77&7\ﬁ1§%:[5$<) FIA
HOBBIRFEITINZ . BRI ATV ZAZR Y7 A ST — NI K DEFED FEhi 975,
R RUTIZTOE A & A2 %%IJMpﬁ%ﬁﬂtwk*ﬁ%mpﬁﬁt&%umm FEY—
N DI — =BT DD, AREBEICITLL T OMEENE £
N5,

EBU T By R0 05 L 1 B Qi RS U X [T Ol ol A Y e 11 g = | e Y54 1

0T AU, AU SAT —REH I— T CRRT D RE
RAV—RO B ERETHDIEEENTORE LI/ SAT—RED
S T2 LT S AT — R 1T 2 B8 Ak Be
uﬂa%uubpﬁézht:w%wms.%f’mwmﬁ?ﬂm\(Hﬁfi‘%ﬁ % LTZRERTZ2 )

. DBy ar AR T TR
2 | TUeREIfEEEE TOE AOREEFEITKL, FFAISN-FIHE OBRBT 7 eAT LD
IREGPE~DT 7 2% HI IR HHE6E,
3 | B bRgRE LAN ETOM@IE I, T —ZEENT 7 EATERWIINCHE St DHkE, 7
— 2 OB, EERAIRRBSNRE 57 VT VR AOME I L0 RGE
B,
4 | WIEEEERE LAN F R Ry b —2 OB XA Wi 2 O & 15 1E 3 D1, TPsec (2

FoCHaElE2R#ETSD, 7947 F PC. SMTP ¥ — _3— SERERGEY—
—. DNS #——_ nrH%—,3— WebDAV #—/3—_ SMB #——L TOE
OO T — 2 &M 5t 35, 3. S {LiRRIZ L > TRy N —2 &b
PRAEG AR BT DL TR T D,

WEABEMOKRE DRI TIThN D EERFET HIEEE,

5 tX U7 B EE R BIEREEMEBE CRAES N HE (U.ADMIN), — %% 3% (UNORMAL)
N, ZFNENORENRELESNT- TOE Ok T HEREICE TR E, R
MATRETH DI L RFET DHERE,

6 | EHEARERE TOE O ABIUEX 27 1 ICB#T5H G (LI T, EEFG L)) Ous %
ARFERGELEBICEE RS T — 2 U Ciisk T HHE, v/ 7 7 A/Vid, mfE
WEMEE AV ol — =R FEN., v/ — Nl BT AZENT
&5, 7rbabid WebDAV ZEH 75, WA R 7 #MBERRI )R — L7
VY,

7 | EEEAE R RE TOE O77—AU =77 7T —reBtaT AR, 77T — b RO7 7 — 4
U7 OBEIEMEZRGEL, %hﬁi‘IE%%O)%O)'C“SbZ)’&%Eﬁigﬁ‘éi‘%ﬂ%%(??‘yf?
—bRE), TOE OB R I B2 M U EZ =2 T 2 IR BB IR AT 75
_E’C77—Af7170)§6/}§Fi%%ﬁ?“é*ﬂ%ﬁ‘é(E o7 ANMERE).

8 FAX 5> BER&RE TOE ®7 77 A I/F 73, PSTN & LAN O 7 —% - 7 Vo % Ak 572D ff
ZIRN EHARFET DI RE
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KONICA MINOLTA bizhub C551i/bizhub C4511/ bizhub C361i/bizhub C3011/
bizhub C251i/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,
DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 361i/ineo+ 3011/ineo+ 2511 with FK-514

Security Target

1.4.3. FE

AR ST THEHTLHFHEDOEREE

£10,

Table 1-6 FiE

Designation Definition

BT E BFLET, CFEOHEREDEREE LI ET -4 Thd,

MESCHE HOCEFT, LRI E DI AR DM AR D L HETHD,

ErECE PRAEET H L Dx5: 722 (Storage and retrieval IZEDEIED xS E72%) BT

Tr YA E 777 AR IV ARERREN U THNE 7 7 7 AL IEZAZ T2 30E

var N—Rae— ik E Ckﬂjéﬂéiéﬂfiyxyo 3@*@@@&17 31 AL ED3CE
ZALBRTED,

WC Web Connection, 7 7 A 7> k PC ® Web 7' Z U %@ L C TOE Z#/E+ %
HHE, A V27 = — A,

BfE v TOE Z#(ET 272 DHEMa s ba— LT A A, 2y FAXNARIT A AT
LA THERR S LD,

AxyFa=v b TOE T ENSRE, BELZHARY . BT — X ICEHRT D720 DT A
Ao

T Ha=y k

TOE THIRIMICZ# S NIzilitg 7T — Z ZFIRI 14 2 7 /34 2,

flfl= br—Fa2=yh

TOE % il 9~ % 2 &,

Tr—=bLUxT TOE #HlfHl45Y 7 b =7,

CPU H R AL PR IS

RAM TEZEMEE L CRIA SN DB AEY,

SPI Flash TOE O#EMEALIET 2 TSF 7 — & BMRAF S 1L 2 B A A A 22 A i A E V),

SSD 256GB OB AR R ZRFELAL, 77— 20 =7 BEAXARORy U —
TINHDT I REACKTH VARV AECRKRT LOOEKESTET — X,
TOE OREMET —% . B LER T 7 AV E LTRIFEN D,

Ethernet I/F TOE & LAN #3595 7- DA > % 7 =—A, 10BASE-T, 100BASE-TX,
Gigabit Ethernet # ¥ K— h 35,

USBI/F TOE & USB 731 A& T 2720 DA 27 = — A,

RS-232C I/F D-sub9 BL &AL T, TOE ~Y D 7 AHEGT D2 LN TEDLA LV F T =— R,
TOE & —E A=W A VT ZERECIERT 5,

SMB %15 AX ¥ LieT—4#% TOE WIZRFSN TV AHETFLHFEREE, avta—
B—TWADT 7 ANMIEHE LT, 2 a—F—h—R"—DHET7 3 VL4
—~IEE T D HEE,

WebDAV {5 AF ¥ LT —4#% TOE WIZRFSN TV HETFLEREEY, 20 Ea—
B —TRZ DT 7 A ML L T WebDAV H— "—(ZT v 71— T HHHE,
0 7Y —nN—~ua JEETOHRAICHENT S,

Ry A TV MERE. T 7 7 AMEE, CEORF LI H LEREICRB W T, FIHE X
LF—ZOHME Y a 77— 4 % TOE \CERT A HeE, AL, SFr& 7Y
YRRy I A RRAT— REFEAL PDF Ry 7 A, BHI ATV ZER Yy 7 2, f#
ARy 7 ARFHATE D,

PRE& TV MRy 7 A —BRIREN, 77AT L FPCOT Y EZRIANR— H LIULWE b
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KONICA MINOLTA bizhub C551i/bizhub C4511/ bizhub C361i/bizhub C3011/
bizhub C2511/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,
DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 361i/ineo+ 3011/ineo+ 2511 with FK-514

Security Target

Designation

Definition

Uy MEREAR FIT L2, B XEN RSN D, —MAAE IR HEN
RN —RERF S NTCE T CEOMEZFTT L LN TE D,

/AT —RE 51t PDF Ay
=

—fRFIREN. 7 FAT > b PCDOWC »HRAT — KT S{k & 7= PDF ©
FURl S U< I3RFZFIT LR, B CEN—FHMREIND, —RFAIHE L.
BAEARIA DO —FRF SN E T XEOHIRMS LIIRGFEE2FETTL &0
T 5,

RHIATVZIER YT A

77 AERICLVZELLE F a— RN RESNTWARWT 7 7 ALEE LT
T 5, BEFEE AT Y ZEFE CHGI AT Y ZEEENRE LIZEEI
FIATE DCERFIIADCRE SN TND), £z, BEE DMK A TV ZExR
ETHRELZHRH AT Y ZERy 7 ARAU— R TE#ESND, Bl ATY %
BAR Y 7 ARAT— K& TWAH AT, BESxVveEr 747 b
PCOWC D, 77 7 ALEERYHTIENTE S,

(PN

—fEFIAED, HEPFATHMEAR Y 7 2L, BE %L, 774 T
FPCOT VX RTAN— L LI WChOEFILELRGFETED, 77
7 AKEREIC LV ZE LY a 7ICF a— PR EESRTWAERA. fESNT-
ARy 7 AT 7 7 ALERRET D, —BAIAER, BEBFAT LA
Ry 7 26t L, #@E %, 25472 F PCOWC »HEFLELZRY N
5,

s
ez
K
paflls

Ty AERICKVZE LI F 3 — PR EESNTT 7 7 ALEFELZMAR v 7
AGRATS DFEHE. AR > 7 ZOFAETH 5 —BFIHE & EEHE D, A
R 7 A AT & BURSLE A AT — RERETE D,

Fa—f

SUB 7RV ALIE(E ID TSNS, BURZEDSADICHRE SN TOLEAR
P ANT 7 7 ZRET DRI, BAEAR v 7 2 OB T L BRZEN
NAY— K& F a2— KO SUBTRLVALEEID & LTANT 5,

&l

v 7o FEATRE, R AFICEERM T SN DX 2 VT 4 BEEOHE], TOE 11X,
— %R 2 (U NORMAL), ##H#E (U ADMIN)OEENH 5,

— R
(UNORMAL)

—FIH#E (U.NORMAL) & L CTOEDF| A ATEn-fI i, FIREZE N 2—
Y=g, 22—V — AT —R | FHEMHERL Trs A ARSI LT, — A
(UNORMAL): L Cilkl&ansd, =— —Mmim CIEft&n A4 F H c& 5,

=g
(U.ADMIN)

EHH(U.ADMIN) & LT TOE OFAEFF IS FI 3, TOE OEFFHITIE,
ny Ay HEOFENCLY, 22— —EFHF(U.USER_ADMIN)EE /LA B HE
(U.BUILTIN_ADMIN) 2385, & H3E H m CIRfkan 2 v 2 U7 & B EE A7
FAT&5,

o
(U.USER_ADMIN)

FRAFENR2—F—4, 22— P — 2T —F FEHEHERDHY TrI AR BI LT
i 2 —H—&HE (U USER_ADMIN) - L TR S5,

N
(U.BUILTIN_ADMIN)

BHENRAY— REmAR A, FAENEHEE AU —RTas AR LT
I BV B (U BUILTIN_ADMIN) &L kRIS NS,

P—bE AT

P —ERARRT— REHBHFIHE, FIHENR —EARRT—RTr s A iZ
D L7zl — A EmE TR SN 2 iEEZFIH T %, TOE ORES T
TNk TP R— T D,

User ID

TOENHI M Z5h 2mnl 1. FIME D07 AL FIHE RS
LCHEEM TN, —fRFIHE, 2—F—EFBHE OB 2 —F — & HFERE D%
S NENE TOND, VML, FEHOEEE 5 2E S THd,
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KONICA MINOLTA bizhub C551i/bizhub C451i/ bizhub C361i/bizhub C3011/
bizhub C251i/bizhub C336DNi/bizhub C330DNi/bizhub C325DNi with FK-514,
DEVELOP ineo+ 5511/ineo+ 4511/ineo+ 3611/ineo+ 301i/ineo+ 2511 with FK-514

Security Target
Designation Definition
=7 FHENOZL T oo VARG GRAIFEREZ FATL ., #RBIRRREIC R L= H &
TOELZFIH ATREZIRBBIZ T BT L, BE L, WC, FVZRFANR—=DBFATT
=2,
a—F—4 —EFIRE 22— —FHER, VARV T v L ELT AT T 5305

T RREEBRIEOS S TORIZ2— —4 ([2k> TRIAFE VRS —F =D
DEANT B, 2 —F — W ERRERE T — IR B 2 B8 ABRCER E L, LA
TEAR,

Oy AL 7 SAT — R FIFHZD, a7 ARV TF o3 L ELTA ST 5320 — R, KR LEE RO
/El\\ TOEliEW\%‘//\"XU“*]\ J:O‘/Cﬂt‘ljﬂq%%uu thEj—é :L“_“}j-“_‘/\xlj ]\ Js’ﬁ
FRAT—R P —E 2T — R R 5,

S " —IRIE ORY A2 S RT—F, A RBAEOY O, B IH (o — ) — i FLf
BT R I — I — AT — R AR E TR B, R, B0
P AT FEEETEE,

BEE AT —R EVNA U EBRFHE O AL AT — R, TOEH R, FTEOF I SAT — R
RIESATHEY, TOERERHIE VMM U ERERYIHIENOE T 35, LA, &
HNEETED,

PP ZSAT— P—tRAw DOl AT —R,

— IR 45 1k EHE N AE OTOEDF| A 1L AHRE, FHlE L, = —F —FFkkbE

WZRBW TR ERS Lz User IDE:IC—REFI 5 (kDR E LRBRAS CX 5, —FREF| HE
AR EENT=User IDERFO—FIHAE s A 2FT LA, TOEIXBE
P 7T-FIHE BRI T D720 UFIHF ITes AR L, TOEZF|H T
EYAAN

B MR EHEN—BRAAE CEEBE B COTOEOH A EFF rl 3 2Mie, SHE 1L, =
— P EERE I B W TR RSN 7 User IDFHICE FREMERR O E LIRS T
%, BEREMHEIRD R E SN User IDZFRFO—FI I DN EBREHEIRDHY Ty A
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2. Conformance Claims

2.1. CC Conformance Claims

A ST 1%, LLF® Common Criteria (LL&, CC L384) I &1 5,

CC version : Version 3.1 Release 5
CC Part 2 (CCMB-2017-04-002) extended, CC Part 3 (CCMB-2017-04-

CC conformance
003) conformant

2.2. PP Claim

A ST X, LL T PP, Errata [ZH& 7 5,

PP Name :  Protection Profile for Hardcopy Devices
PP Version ! 1.0 dated September 10, 2015
Errata :  Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

2.3. PP Conformance Rationale

PP NERTHLLTFOFME R L, PP O KiEY [Exact Conformance | THho, = D7=H, TOE fii]iL PP &
—HL T3,
+ Required Uses
Printing, Scanning, Copying, Network communications, Administration
+ Conditionally Mandatory Uses
PSTN faxing, Storage and retrieval

+ Optional Uses
L
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3. Security Problem Definition

3.1. Users

TOE OHMMH L, LLFOINT/3HEND,

Table 3-1 User Categories

£ PR Dag L B

—FIAE — R AE B 2P RRY — R CEAEREE S 7 ]
(UNORMAL) (U.NORMAL) #, — %A #EU.NORAML) D& E| 245,

. (gt B Lo TFBFE MR A s, 2 —F—4, 2—
a— . B
(U.USER_ADMIN) (U.ADMIN) W= AT — R EHENERH Y THAFRAES AL F

- %, & E (U ADMIN) D& E &5,

ENVNM S ERHE (egiita BHE SAT =R L CTRAGRIES R A S, FHE
(U.BUILTIN_ADMIN) (U.ADMIN) (U ADMIN) D &£ %+,

3.2. Assets

TOE [ZB T DR G EITLL T D@y ThHD,

Table 3-2 Asset categories

Designation Asset category Definition
Data created by and for Users that do not affect the operation of the
D.USER User Data
TSF
Data created by and for the TOE that might affect the operation of
D.TSF TSF Data the TSF
e

3.2.1. User Data

User Data 3. LLFD 2 SOFERDHER S D,

Table 3-3 User Data types

Designation User Data type Definition
User Document Information contained in a User’s Document, in electronic or
D.USER.DOC
Data hardcopy form
Information related to a User’s Document or Document Processing
D.USER.JOB | User Job Data Tob
0

3.2.2. TSF Data

TSF Data (%, LA D 2 SOFERILHERK S LD,

Table 3-4 TSF Data types

Designation User Data type Definition
TSF Data for which alteration by a User who is neither the data
Protected TSF . o . )
D.TSF.PROT Dat owner nor in an Administrator role might affect the security of the
ata
TOE, but for which disclosure is acceptable
) . TSF Data for which either disclosure or alteration by a User who is
Confidential TSF
D.TSF.CONF Dat neither the data owner nor in an Administrator role might affect
ata
the security of the TOE
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3.3. Threat Definitions

Threats are defined by a threat agent that performs an action resulting in an outcome that has the
potential to violate TOE security policies.
Table 3-5 Threats

Designation Definition

An attacker may access (read, modify, or delete) User Document
T.UNAUTHORIZED_ACCESS Data or change (modify or delete) User Job Data in the TOE
through one of the TOE’s interfaces.

An attacker may gain Unauthorized Access to TSF Data in the TOE

T.TSF_COMPROMISE
through one of the TOE’s interfaces.

A malfunction of the TSF may cause loss of security if the TOE is
T.TSF_FAILURE .
permitted to operate.

An attacker may cause the installation of unauthorized software on
the TOE.

An attacker may access data in transit or otherwise compromise the
T.NET_COMPROMISE security of the TOE by monitoring or manipulating network

communication.

T.UNAUTHORIZED_UPDATE

3.4. Organizational Security Policy Definitions

TOE M EH T ~Z OSP #LL FITrRT,
Table 3-6 Organizational Security Policies

Designation Definition
Users must be authorized before performing Document Processing
P.AUTHORIZATION o ) .
and administrative functions.
Security-relevant activities must be audited and the log of such
P.AUDIT

actions must be protected and transmitted to an External IT Entity.
P.COMMS_PROTECTION The TOE must be able to identify itself to other devices on the LAN.
If the TOE provides a PSTN fax function, it will ensure separation
between the PSTN fax line and the LAN.

P.FAX FLOW

3.5. Assumption Definitions

Assumptions are conditions that must be satisfied in order for the Security Objectives and functional
requirements to be effective.
Table 3-7 Assumptions

Designation Definition

Physical security, commensurate with the value of the TOE and the

A.PHYSICAL data it stores or processes, is assumed to be provided by the
environment.
The Operational Environment is assumed to protect the TOE from
ANETWORK

direct, public access to its LAN interface.

TOE Administrators are trusted to administer the TOE according to
A. TRUSTED_ADMIN . . ..
site security policies.
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Designation

Definition

A.TRAINED_USERS

Authorized Users are trained to use the TOE according to site

security policies.
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4. Security Objectives

4.1. Definitions of Security Objectives for the Operational Environment

Table 4-1 Security Objectives for the Operational Environment

Designation Definition

The Operational Environment shall provide physical security,
OE.PHYSICAL_PROTECTION commensurate with the value of the TOE and the data it stores

Or processes.

The Operational Environment shall provide network security to
OE.NETWORK_PROTECTION . . . .
protect the TOE from direct, public access to its LAN interface.

The TOE Owner shall establish trust that Administrators will
OE.ADMIN_TRUST

not use their privileges for malicious purposes.

The TOE Owner shall ensure that Users are aware of site
OE.USER_TRAINING . o
security policies and have the competence to follow them.

The TOE Owner shall ensure that Administrators are aware of
site security policies and have the competence to use

OE.ADMIN_TRAINING ) )
manufacturer’s guidance to correctly configure the TOE and

protect passwords and keys accordingly.
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5. Extended components definition

ARETIE LR 2 T AREEN 2 E R T2, 23, JEREM 134T HCD-PP TERSNLTWDHDELD
FHEEML TS,

5.1. FAU_STG_EXT Extended: External Audit Trail Storage

Family Behavior:
This family defines requirements for the TSF to ensure that secure transmission of audit data from TOE
to an External IT Entity.

Component leveling:

FAU_STG_EXT.1: Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel

implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:
=  The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

= There are no auditable events foreseen.

FAU_STG_EXT.1 Extended: Protected Audit Trail Storage

Hierarchical to : No other components
Dependencies : FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel
FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External IT Entity using
a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity which relies
on a non-TOE audit server for storage and review of audit records. The storage of these audit records and
the ability to allow the administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR for the transmission of
audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class with a

single component.
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5.2. FCS_CKM_EXT Extended: Cryptographic Key Management

Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially, this extended
component is intended for cryptographic key destruction.

Component leveling:

FCS_CKM_EXT.4: Extended: Cryptographic Key Material Destruction 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key materials

that are no longer needed are destroyed by using an approved method.

Management:
The following actions could be considered for the management functions in FMT:

*  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

=  There are no auditable events foreseen.

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

Hierarchical to : No other components
Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction
FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and

cryptographic critical security parameters when no longer needed.

Rationale:
Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer
needed are destroyed by using an approved method, and the Common Criteria does not provide a suitable

SFR for the Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure, and it is
therefore placed in the FCS class with a single component.
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5.3. FCS_IPSEC_EXT Extended: [Psec selected

Family Behavior:

This family addresses requirements for protecting communications using IPsec.

Component leveling:

FCS_IPSEC_EXT.1 Extended: IPsec selected 1

FCS_IPSEC_EXT.1 IPsec requires that [Psec be implemented as specified.

Management:
The following actions could be considered for the management functions in FMT:

* There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

»  Failure to establish an IPsec SA

FCS_IPSEC_EXT.1 Extended: IPsec selected

Hierarchical to : No other components

Dependencies : FIA_PSK_EXT.1 Extended:Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit

FCS_IPSEC_EXT.1.1 The TSF shall implement the IPsec architecture as specified in RFC 4301.

FCS_IPSEC_EXT.1.2 The TSF shall implement [selection: tunnel mode, transport model.

FCS_IPSEC_EXT.1.3 The TSF shall have a nominal, final entry in the SPD that matches anything that is
otherwise unmatched, and discards it.

FCS_IPSEC_EXT.1.4  The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using
[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602)
together with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified
by RFC 3602) together with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-
128 as specified in RFC 4106, AES-GCM-256 as specified in RFC 4106].

FCS_IPSEC_EXT.1.5 The TSF shall implement the protocol: [selection: IKEVI, using Main Mode for Phase 1
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FCS_IPSEC_EXT.1.6

FCS_IPSEC_EXT.1.7
FCS_IPSEC_EXT.1.8

FCS_IPSEC_EXT.1.9

FCS_IPSEC_EXT.1.10

Rationale:

exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no other RFCs
for extended sequence numbers, RFC 4304 for extended sequence numbers], and
[selection: no other RFCs for hash functions, RFC 4868 for hash functionsl; IKEv2 as
defined in RFCs 5996, [selection: with no support for NAT traversal, with mandatory
support for NAT traversal as specified in section 2.23], and [selection: no other RFCs for
hash functions, RFC 4868 for hash functionsl].

The TSF shall ensure the encrypted payload in the [selection: IKEv1, IKEvZ] protocol
uses the cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC
3602 and [selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other
algorithml).

The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

The TSF shall ensure that [selection: IKEv2 SA lifetimes can be established based on
[selection: number of packets/number of bytes; length of time, where the time values can
be limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs|; IKEv1 SA lifetimes
can be established based on [selection: number of packets/number of bytes ; length of
time, where the time values can be limited to: 24 hours for Phase 1 SAs and 8 hours for
Phase 2 SAs]].

The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit MODP),
and [selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20 (384-
bit Random ECPE 5 (1536-bit MODP)), lassignment: other DH groups that are
implemented by the TOE), no other DH groups).

The TSF shall ensure that all IKE protocols perform Peer Authentication using the
[selection: RSA, ECDSA] algorithm and Pre-shared Keys.

IPsec is one of the secure communication protocols, and the Common Criteria does not provide a suitable

SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is

therefore placed in the FCS class with a single component.
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5.4. FGS_RBG_EXT Extended: GCryptographic Operation (Random Bit Generation)

Family Behavior:
This family defines requirements for random bit generation to ensure that it is performed in accordance

with selected standards and seeded by an entropy source.

Component leveling:

FCS_RBG_EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in accordance

with selected standards and seeded by an entropy source.

Management:
The following actions could be considered for the management functions in FMT:

* There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

=  There are no auditable events foreseen.

FCS RBG EXT1 Extended: Cryptographic Operation (Random Bit Generation)

Hierarchical to : No other components.
Dependencies : No dependencies.

FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in accordance with
[selection: ISO/IEC 18031:2011, NIST SP 800-90A] using [selection: Hash DRBG (any),
HMAC DRBG (any), CTR_DRBG (AES)).

FCS_RBG_EXT.1.2  The deterministic RBG shall be seeded by at least one entropy source that accumulates
entropy from [selection: [assignment: number of software-based sources| software-based
noise source(s), [assignment: number of hardware-based sourcesl hardware-based noise
source(s)] with a minimum of [selection: 128 bits, 256 bits| of entropy at least equal to the
greatest security strength, according to ISO/IEC 18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that it will generate.

Rationale:
Random bits/mumber will be used by the SFRs for key generation and destruction, and the Common
Criteria does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in the FCS

class with a single component.
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5.5. FDP_FXS_EXT Extended: Fax Separation

Family Behavior:
This family addresses the requirements for separation between Fax PSTN line and the LAN to which TOE is connected.

Component leveling:

FDP_FXS_EXT.1 Extended: Fax Separation 1

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to create a network bridge
between a PSTN and a LAN to which TOE is connected.

Management:
The following actions could be considered for the management functions in FMT:
»  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the PP/ST:
= There are no auditable events foreseen.

FDP_FXS_EXT.1 Extended: Fax separation
Hierarchical to : No other components
Dependencies : No dependencies
FDP_FXS _EXT.1.1 The TSF shall prohibit communication via the fax interface, except transmitting

or receiving User Data using fax protocols.

Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the Common Criteria does not provide a suitable
SFR for the Protection of TSF or User Data.

This extended component protects the TSF Data or User Data, and it is therefore placed in the FDP class with a single
component.
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5.6. FIA_PMG_EXT Extended: Password Management

Family Behavior:
This family defines requirements for the attributes of passwords used by administrative users to ensure

that strong passwords and passphrases can be chosen and maintained.

Component leveling:

FIA_PMG_EXT.1 Extended: Password Management 1

FIA_PMG_EXT.1 Password management requires the TSF to support passwords with varying

composition requirements, minimum lengths, maximum lifetime, and similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:

* There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

] There are no auditable events foreseen.

FIA_PMG_EXT.1 Extended: Password Management

Hierarchical to : No other components
Dependencies : No dependencies

FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:
- Passwords shall be able to be composed of any combination of upper and lower case letters,
numbers, and the following special characters: [selection: “I”, “@”, ‘#”, “$”, “%”, “A”, “&”, “*”,
“(“, <y, lassignment: other charactersl];
*Minimum password length shall be settable by an Administrator, and have the capability

to require passwords of 15 characters or greater;

Rationale:
Password Management is to ensure the strong authentication between the endpoints of communication,

and the Common Criteria does not provide a suitable SFR for the Password Management.

This extended component protects the TOE by means of password management, and it is therefore placed
in the FIA class with a single component.
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5.7. FIA_PSK_EXT Extended: Pre-Shared Key Composition

Family Behavior:
This family defines requirements for the TSF to ensure the ability to use pre-shared keys for IPsec.

Component leveling:

FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition 1

FIA_PSK_EXT.1 Pre-Shared Key Composition, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

] There are no auditable events foreseen.

FIA PSK EXT1  Extended: Pre-Shared Key Composition
Hierarchical to : No other components
Dependencies : FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit Generation)
FIA PSK EXT.1.1 The TSF shall be able to use pre-shared keys for IPsec.
FIA_PSK_EXT.1.2 The TSF shall be able to accept text-based pre-shared keys that are:
+22 characters in length and [selection: [assignment: other supported lengthsl, no other
lengthsl;
-composed of any combination of upper and lower case letters, numbers, and special
characters (that include: “”, “@”, “#”, “$”, “%”, “A”, “&”, “*”, “(, and “)").
FIA_PSK_EXT.1.3 The TSF shall condition the text-based pre-shared keys by using [selection: SHA-1, SHA-
256, SHA-512, [assignment: method of conditioning text stringl]l and be able to [selection:
use no other pre-shared keyss accept bit-based pre-shared keys; generate bit-based pre-

shared keys using the random bit generator specified in FCS_RBG_EXT.1].

Rationale:
Pre-shared Key Composition is to ensure the strong authentication between the endpoints of
communications, and the Common Criteria does not provide a suitable SFR for the Pre-shared Key

Composition.

This extended component protects the TOE by means of strong authentication, and it is therefore placed

in the FIA class with a single component.
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5.8. FPT_SKP_EXT Extended: Protection of TSF Data

Family Behavior:
This family addresses the requirements for managing and protecting the TSF data, such as cryptographic
keys.This is a new family modelled as the FPT Class.

Component leveling:

FPT SKP_EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires preventing symmetric

keys from being read by any user or subject.It is the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

] There are no auditable events foreseen.

FPT SKP_EXT.1 Extended: Protection of TSF Data
Hierarchical to : No other components.
Dependencies : No dependencies.

FPT _SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private keys.

Rationale:
Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are protected

securely, and the Common Criteria does not provide a suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication using Preshared Key, and

it is therefore placed in the FPT class with a single component.
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5.9. FPT_TST_EXT Extended: TSF testing

Family Behavior:
This family addresses the requirements for self-testing the T'SF for selected correct operation.

Component leveling:

FPT _TST_EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up in order to

demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

] There are no auditable events foreseen.

FPT_TST_EXT.1 Extended: TSF testing
Hierarchical to : No other components
Dependencies : No dependencies

FPT_TST _EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to demonstrate
the correct operation of the TSF.

Rationale:
TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not provide a
suitable SFR for the TSF testing.In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single

component.
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5.10. FPT_TUD_EXT Extended: Trusted Update

Family Behavior:
This family defines requirements for the TSF to ensure that only administrators can update the TOE

firmware/software, and that such firmware/software is authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1

FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

=  There are no auditable events foreseen.

FPT TUD_EXT.1 Extended: Trusted Update

Hierarchical to : No other components
Dependencies : FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).
FPT TUD_EXT.1.1  The TSF shall provide authorized administrators the ability to query the current version
of the TOE firmware/software.
FPT _TUD_EXT.1.2  The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.
FPT _TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE using a
digital signature mechanism and [selection: published hash, no other functions) prior to

installing those updates.

Rationale:
Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable SFR for

the management of firmware/software.In particular, there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single

component.
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6. Security Requirements

6.1. Security Functional Requirements

ZOFETIE, 4.1 B CTHESNIZ X2V T 4R B2 EBL T 57200, TOE OtX=V7 e 250k 3
%, 72k, BX 2T ABEREEEIX, CC Part2 ([ZHED X2V T AHEREEENG, 5135, CC Part2 IZHES
TR EF 2T HEEEE 1T, PP(Protection Profile for Hardcopy Devices 1.0 dated September 10, 2015,
Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 201 7IZHEDILIE X U7 A HEHEE )
o, 5l HT %,

<FKFoiE>

A= VRERIT, PP TR T EIEERELIZZ %2R T,

A5y ZEARIE, ST TERG LT E T 7= EH a2,

R RAZ T ZEZRIT, PP CoelEids Mk &7z SFR O3 L, ST IZBWGEIREN, 7o F7-
IR ENTZZEERT,

UL, ST TEIRG LUTHI T 7277,

FEIMAIZ ST, Bz X, (@), (), « -+ 23K &H72 SFR o AR — R M, #ukLE7RT,

JEEEa AR — R ME, SFR #ABNCT_EXT A8 CGRAllS b,
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6.1.1. Mandatory Requirements

6.1.1.1. Class FAU: Security Audit

FAU_GEN.1

FAU_GEN.1.1

FAU_GEN.1.2

Audit data generation

(for O.AUDIT)
Hierarchical to : No other components.
Dependencies ¢ FPT_STM.1 Reliable time stamps

The TSF shall be able to generate an audit record of the following auditable events:
a) Start-up and shutdown of the audit functions;

b) All auditable events for the not specified level of audit; and

¢) All auditable events specified in Table 6-1,[72L].

The TSF shall record within each audit record at least the following information:
a) Date and time of the event, type of event, subject identity (if applicable), and
the outcome (success or failure) of the event; and

b) For each audit event type, based on the auditable event definitions of the

functional components included in the PP/ST, additional information specified in
Table 6-1, [Z2L].

Table 6-1 Auditable Events

Auditable event Relevant SFR Additional information
Job completion FDP_ACF.1 Type of job
Unsuccessful User authentication FIA_UAU.1 None
Unsuccessful User identification FIA_UID.1 None
Use of management functions FMT_SMF.1 None
Modification to the group of Users that are | FMT_SMR.1 None
part of a role
Changes to the time FPT_STM.1 None
Failure to establish session FTP_ITC.1, Reason for failure
FTP_TRP.1(a),
FTP_TRP.1(b)

FAU_GEN.2

FAU_GEN.2.1

FAU_STG_EXT.1

FAU_STG_EXT.1.1

User identity association

(for 0.AUDIT)
Hierarchical to : No other components.
Dependencies : FAU_GEN.1 Audit data generation

FIA_UID.1 Timing of identification
For audit events resulting from actions of identified users, the TSF shall be able to

associate each auditable event with the identity of the user that caused the event.

Extended: External Audit Trail Storage

(for 0.AUDIT)
Hierarchical to : No other components.
Dependencies ¢ FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel.
The TSF shall be able to transmit the generated audit data to an External IT Entity using a
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trusted channel according to FTP_ITC.1.

6.1.1.2. Class FCS: Cryptographic Support

FCS_CKM.1(a)

FCS CKM.1.1(a)

FCS_CKM.1(b)

FCS_CKM.1.1(b)

FCS_CKM_EXT.4

Cryptographic Key Generation (for asymmetric keys)
(for 0.COMMS_PROTECTION)

Hierarchicalto : No other components.

Dependencies : [ECS_CKM-2 Cryptographic key-distribution;or
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification) 1
FCS_COP.1G) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall generate asymmetric cryptographic keys used for key

establishment in accordance with [

* NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for finite
field-based key establishment schemes;

 NIST Special Publication 800-56B, “Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography” for RSA-
based key establishment schemes
] and specified cryptographic key sizes equivalent to, or greater than, a symmetric
key strength of 112 bits.

Cryptographic Key Generation (Symmetric Keys)

(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION)

Hierarchical to : No other components.

Dependencies : [ECS—_CEM-2-Cryptographic key-distribution;or
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption)

FCS_COP.1(e) Cryptographic Operation (Key Wrapping)
FCS_COP.1(f) Cryptographic operation (Key Encryption) }
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)

FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

Refinement: The TSF shall generate symmetric cryptographic keys using a

Random Bit Generator as specified in FCS_RBG_EXT.1 and specified

cryptographic key sizes [ 128 bit, 256 bif] that meet the following: No Standard.

Extended: Cryptographic Key Material Destruction
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FCS_CKM_EXT4.1

FCS_CKM.4

FCS_CKM.4.1

FCS_COP.1(a)

FCS_COP.1.1(a)

FCS_COP.1(b)

(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)
Hierarchical to : No other components.
Dependencies :  [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)l,
FCS_CKM.4 Cryptographic key destruction
The TSF shall destroy all plaintext secret and private cryptographic keys and

cryptographic critical security parameters when no longer needed.

Cryptographic key destruction
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)

Hierarchical to :  No other components.
Dependencies ¢ [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)l,
Refinement: The TSF shall destroy cryptographic keys in
accordance with a specified cryptographic key destruction method [
For volatile memory, the destruction shall be executed by | powering off a devicel.
For nonvolatile storage, the destruction shall be executed by a [singlel overwrite of
key data storage location consisting of |a static pattern), followed by a [nonel. If
read-verification of the overwritten data fails, the process shall be repeated again;

] that meets the following: [no standard).

Cryptographic Operation (Symmetric encryption/decryption)
(for 0.COMMS_PROTECTION)

Hierarchical to @ No other components.
Dependencies 1 [EDPITC 3 Import-of user-datawithout-seeurity-attributes-
or—

FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
Refinement: The TSF shall perform encryption and decryption in accordance with
a specified cryptographic algorithm AES operating in [CBC mode] and
cryptographic key sizes 128-bits and 256-bits that meets the following:
« FIPS PUB 197, “Advanced Encryption Standard (AES)”
- [NIST SP 800-38A]

Cryptographic Operation (for signature generation/verification)
(for O.UPDATE_VERIFICATION, O.COMMS_PROTECTION)

Hierarchical to : No other components.
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Dependencies : [EDPITC I Importof userdatawithoutseeurityattributes—
or
FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_COP.1.1(b) Refinement: The TSF shall perform cryptographic signature services in

accordance with a [RSA Digital Signature Algorithm (rDSA) with key sizes

(modulus) of [2048 bits, 3072 bits] that meets the following [FIPS PUB 186-4,

“Digital Signature Standard’].

FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)
(for 0.STORAGE_ENCRYPTION and O.COMMS_PROTECTION)
Hierarchical to : No other components.
Dependencies ¢ No dependencies.

FCS_RBG_EXT.1.1  The TSF shall perform all deterministic random bit generation services in
accordance with [NIST SP 800-90A] using [CTR_DRBG (AES)).

FCS_RBG_EXT.1.2  The deterministic RBG shall be seeded by at least one entropy source that
accumulates entropy from [[onel software-based noise sourcel with a minimum of
[256 bits| of entropy at least equal to the greatest security strength, according to
ISO/TEC 18031:2011 Table C.1 “Security Strength Table for Hash Functions”, of
the keys and hashes that it will generate.

6.1.1.3. Class FDP: User Data Protection

FDP_ACC.1 Subset access control
(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to : No other components.
Dependencies ¢ FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP on subjects,
objects, and operations among subjects and objects specified in Table 6-2 and
Table 6-3.

FDP_ACF.1 Security attribute based access control
(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to : No other components.
Dependencies ¢ FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialization

FDP_ACF.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to objects
based on the following: subjects, objects, and attributes specified in Table 6-2 and
Table 6-3.

FDP_ACF.1.2 Refinement: The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules governing access

among controlled subjects and controlled objects using controlled operations on
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controlled objects specified in Table 6-2 and Table 6-3.

FDP_ACF.1.3 Refinement: The TSF shall explicitly authorise access of subjects to objects based
on the following additional rules: [ZL].
FDP_ACF.1.4 Refinement: The TSF shall explicitly deny access of subjects to objects based on
the following additional rules: [BEGE#RICHE T, M REEEE~DFIIHE DT 2 X5/
#.
Table 6-2 D.USER.DOC Access Control SFP
"Create" "Read" "Modify" "Delete"”
. View image or
. Submit a Release Modify stored | Delete stored
Operation: | document to .
. printed document document
be printed
Print output
Job owner (note 1)
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
. Submica View scanned | Modify stored | Delete stored
Operation: | document for . . .
. Image image image
scanning
Scan Job owner (note 2) denied
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
View scanned
Submit a Image or .
Operation: | document for Release Mod.u‘j/ sz De]ejte szt
. . Iimage Iimage
copying printed copy
Copy output
Job owner (note 2)
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
. Submit a View scanned | Modify stored | Delete stored
Operation: | document to . ] .
send as a fax Image Image Image
Fax send | Job owner (note 2) denied
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
View fax
.| Receive a fax Image or Modify image Delete image
Operation: . Release of received of received
and store it .
printed fax fax fax
Fax
. output
TECeVe  pax owner (note 3)
U.ADMIN (note 4) denied denied
U.NORMAL (note 4) denied denied denied
Unauthenticated (note 4) denied denied denied
. Store etz Modify stored | Delete stored
Operation: stored
Storage/ document d document document
retrieval ocument
Job owner (note 5)
U.ADMIN denied denied denied
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U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
Table 6-3 D.USER.JOB Access Control SFP
"Create" "Read" "Modify" "Delete"
) Create print View print Modify print Cancel print
Operation: . ) .
Job queue / log Job Job
i Job owner (note 1) denied
Print " .
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
. Create scan View scan Modify scan Cancel scan
Operation: . . .
Job status / log Job Job
Job owner (note 2) denied
Scan : :
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
. Create copy View copy Modify copy Cancel copy
Operation: . . .
Job status / log Job Job
Job owner (note 2) denied
Copy : :
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
) Create fax View fax job Modify fax Cancel fax
Operation: ] . .
send job queue / log send job send job
Job owner (note 2) denied
Fax send - -
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
View fa
. Create fax 1, viax Modify fax Cancel fax
Operation: .. receive status T .
receive job i receive job receive job
og
F
a'x Fax owner (note 3) denied
receive .
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied
Unauthenticated (note 4) denied denied
Create Modi
) g View storage / ity Cancel storage
Operation: storage / . storage / . .
. . retrieval log . . / retrieval job
St ; retrieval job retrieval job
or'age Job owner (note 6) denied
retrieval . -
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied

+ Note 1: Job Owner is identified by a credential or assigned to an authorized User as part of the
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process of submitting a print or storage Job.

- Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a scan,

copy, fax send, or retrieval Job.

+ Note 3: Job Owner of received faxes is assigned by default or configuration. Minimally, ownership

of received faxes is assigned to a specific user or U ADMIN role.

+ Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by Users of the

TOE.

- Note 5: Fax receive (250 create &7 3L ED Job owner IX Note 3. 77A 7+ PC bkE8h - &

@ Job owner % Note 1, A%+ & HWTHEKIINZLED Job owner I Note 2, /XATU—KiE; 5/ PDF
R T ANHLDLRIEIZIY create ZiL7=3CED Job owner iE Notel &9°5,

+ Note 6: Create storage job |23\ C, Fax receive {24V create S#1722a7 d Job owner |Z Note 3, 77

6.1.

AT F PC 3BEEEITZTa7 @ Job owner 1% Note 1. A%y & W TAERIITZYa7 ® Job owner
X Note 2, /XA —RIF 5t PDF R 7 AL DERTFIZED create 172727 @ Job owner % Notel &3
5, Create retrieval job @ Job owner IZ Note 2 £ 95,

1.4. Class FIA: Identification and Authentication

FIA_AFL.1 Authentication failure handling
(for 0.USER_1&A)
Hierarchical to : No other components.
Dependencies ¢ FIA_UAU.1 Timing of authentication
FIA_AFL.1.1 The TSF shall detect when [an administrator configurable positive integer

within [ 1~3]] unsuccessful authentication attempts occur related to [ =27
SNRDT—NICL B8, FEHIATEYZAGA I ANRD —N(Z L BF8F, B/ B PEE Dad

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has
been [met, surpassed], the TSF shall [fsr#1ER EHS 15 E T 24 FIHE Dr2
A NRDT — NS SFRAFE L, R D ER SIS F THBIAEYZIGA 2 RN
—NICLEBFRAFFE I, TOE DEBEYRE OFF/ON L TEEBN D HH-MERE I FESRIF ] 2 125 S
T BIFRE R 75 F TE M EPEE DFRFEF 12 1E].

FIA_ATD.1 User attribute definition
(for 0.USER_AUTHORIZATION)
Hierarchical to : No other components.
Dependencies ¢ No dependencies

FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to
individual users: [User ID, EPEEZHEIR HERELIIR HHIATYZIEA I ~DT2EX
#.

FIA_ PMG_EXT.1 Extended: Password Management
(for O.USER_I&A)
Hierarchical to : No other components.
Dependencies ¢ No dependencies
FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:

+Passwords shall be able to be composed of any combination of upper and
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FIA_UAU.1

FIA_UAU.1.1

FIA_UAU.1.2

FIA_UAU.7

FIA_UAU.7.1

FIA_UID.1

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

lower case letters, numbers, and the following special characters: [/, “@”,
R R e O R A S R A
e e e T S e NN U 7/ At ol =5 =277
RT—RO )

*Minimum password length shall be settable by an Administrator, and have

the capability to require passwords of 15 characters or greater;

Timing of authentication
(for 0.USER_I&A)
Hierarchical to No other components.

Dependencies FIA_UID.1 Timing of identification

Refinement: The TSF shall allow [ 772 X42/5, TOED JfBEfER 5L (N FE 2D FIE]
on behalf of the user to be performed before the user is authenticated.

The TSF shall require each user to be successfully authenticated before allowing

any other TSF-mediated actions on behalf of that user.

Protected authentication feedback
(for 0.USER_1&A)
Hierarchical to No other components.

Dependencies FIA_UAU.1 Timing of authentication

The TSF shall provide only [A 7 &7172 X F7—5 1 X FHEIC“ % "F/= (1" @ D ZeR)

to the user while the authentication is in progress.

Timing of identification

(for 0.USER_I&A and O.ADMIN_ROLES)

Hierarchical to No other components.

Dependencies No dependencies

Refinement: The TSF shall allow [ 772 X52/5, TOED K BEMER 55 (N F 7R ZEDHE]
on behalf of the user to be performed before the user is identified.

The TSF shall require each user to be successfully identified before allowing any

other TSF-mediated actions on behalf of that user.

User-subject binding
(for O.USER_I&A)
Hierarchical to No other components.

FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting
on the behalf of that user: [User ID, & FEEHEIR HEREFIIR, FHATUZI500 2R~
DT 2.

The TSF shall enforce the following rules on the initial association of user security
attributes with subjects acting on the behalf of users: [ User ID/Z—FF/H 17 IF 737
JESILTOSEE 2L FHZIZ S 7E EF = V7 7 jF e 75, B PEE HEIR
G-I TORNFIHE N EPEEHEIRD Y T T L= 5 & 25 FHE I &N
e tF2 V7 IR T D).

The TSF shall enforce the following rules governing changes to the user security

Dependencies
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attributes associated with subjects acting on the behalf of users: [ #/XEVZ(Eh
IRNRDT —ROGEFAIZ L) LT 2T DI AT Y NG ZZNDT IR
BHINZT 5, FEHIATYZ G AR DT —FORGANC I LTG5, i 2T D)
AEYZGN Y ZRND T 2 RS IR T2).

6.1.1.5. Class FMT: Security Management

FMT_MOF.1

FMT_MOF.1.1

Management of security functions behavior
(for 0.ADMIN_ROLES)
Hierarchical to : No other components.
Dependencies ' FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
Refinement: The TSF shall restrict the ability to [disable, enable, modify the
behavior off the functions [refer to Table 6-4 to U. ADMIN.

Table 6-4 Management of Security Functions behavior

Security Functions Operations

TRV T AL E

disable, enable

—HP—BRES A

modify the behavior

B AP AE

modify the behavior

S B pRAE

modify the behavior

SR AEYZAF

modify the behavior

FMT_MSA.1

FMT_MSA.1.1

Management of security attributes
(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to : No other components.
Dependencies :  [FDP_ACC.1 Subset access control, ex

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
Refinement: The TSF shall enforce the User Data Access Control SFP to restrict
the ability to [modify, delete, [create, —HFFI/HIE I~ —HEFIFIZ I DAEEE, 15,
/Z1] the security attributes [ 7able 6-500Security Attributes| to [Table 6-57
Authorised Identified Roles].

Table 6-5 Management of Subject Security Attribute

Security Attributes

Authorized Identified

Operations
Roles

User ID

Create
U.ADMIN Delete
— IR S 1 — IR 5 1R O iR R

U.ADMIN

TN Y 7 ADFTA# D
U.NORMAL

iE

R
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. . Authorized Identified .
Security Attributes Operations
Roles
U.ADMIN
UEEARY I AD owner ThH | HARY IV ZADPTHHDEHE
% U.NORMAL
Delete
B HERR U.ADMIN
£+ 5-
Delete
HEREMHIRR U.ADMIN s
X e
FMT MSA.3 Static attribute initialization
(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical t No other components.
Dependencies FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles
FMT_MSA.3.1 Refinement: The TSF shall enforce the User Data Access Control SFP to provide
[restrictivel default values for security attributes that are used to enforce the SFP.
FMT_MSA.3.2 Refinement: The TSF shall allow the [no rolel to specify alternative initial values
to override the default values when an object or information is created.
FMT MTD.1 Management of TSF data
(for 0.ACCESS CONTROL)
Hierarchical to No other components.
Dependencies FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to perform the specified operations
on the specified TSF Data to the roles specified in Table 6-6.
Table 6-6 Management of TSF Data
Data Operation Authorised role(s)
[assignment: list of TSF Data [selection: change default, query,
owned by a U NORMAL or modify, delete, clear, U.ADMIN, the owning
associated with Documents or [assignment: U.NORMAL.
Jjobs owned by a U NORMAL) other operationsl]
[assignment: other operations]
] U.ADMIN
Z— = N — N
. U.ADMIN, the owning
modify
U.NORMAL
FEFIATIZ NG I RNRT— N [assignment: other operations]
BhR U.ADMIN
modify
. . [selection: change default, query,
assignment: /ist of TSF Data )
modify, delete, clear, U.ADMIN
not owned by a U NORMAL) i
[assignment:
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Data Operation Authorised role(s)
other operationsl)]
BHZ NI —F modify
HIF G modify
SR TLG— R M modify
H Bz 7 MEE] modify
R AR ] E /2 i modify
ARAE R
clear
(U.BUILTIN_ADMIN L{#t)
INRD— N modify U.ADMIN
modify
IR A —N—FRE [assignment: other operations]
B PR R A DR AL I FEBRAF ] modify
modify
RN —ZFE [assignment: other operations]
) . [selection: change default, query,
[assignment: list of software, )
modify, delete, clear,
firmware, and related . U.ADMIN
, [assignment:
configuration datal )
other operationsl]
T AUz T modify U.ADMIN
FMT_SMF.1 Specification of Management Functions
(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL, and
O.ADMIN_ROLES)
Hierarchical to :  No other components.
Dependencies: : No dependencies
FMT_SMF.1.1 The TSF shall be capable of performing the following management functions: [refer
to Table 6-7].

Table 6-7 list of management functions

management functions

7 LR R
AR (22— — S AU — R OBk L THRE R X, User ID, A ELFHEIL, HAEMIE BT Si%AE
&)

2 — PR R AE

SRRRAE Y — S — TR e

AR PR

kb — IR DR, A TR

A 02 T B
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management functions

By m 7 EE B

AT LA — RNy MR 0O 28 TR RE

H &y 7o MR O 28 R BE

HHE SRR DO B RS L AR BRI D 48 SE Rk B

AT — N EAIZE R

FERIEA B E 5 B i oD 22 B e

FREEAARIE %% (U.BUILTIN_ADMIN LI4%) o2V 7 HERE

Wy 7 AR PRERE (B ARy 7 AD B Gk, A& = — P — 2 E 0 DL & 1)
TR ATV SZAEAR Y I AR ERERE (NAT —ROXR gk, ZH A5 L)
Ty —LU=T T v 7T — MERE

B SAT— R EHERE

FMT SMR.1 Security roles
(for 0.ACCESS_CONTROL, O.USER_AUTHORIZATION, and
O.ADMIN_ROLES)

Hierarchical to : No other components.

Dependencies ¢ FIA_UID.1 Timing of identification
FMT_SMR.1.1 Refinement: The TSF shall maintain the roles U ADMIN, UNORMAL.
FMT_SMR.1.2 The TSF shall be able to associate users with roles.

6.1.1.6. Class FPT: Protection of the TSF
FPT SKP_EXT.1 Extended: Protection of TSF Data
(for 0.COMMS_PROTECTION)
Hierarchical to : No other components.
Dependencies ¢ No dependencies

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private

keys.
FPT_STM.1 Reliable time stamps
(for 0.AUDIT)
Hierarchicalto : No other components.
Dependencies ¢ No dependencies
FPT _STM.1.1 TSF shall be able to provide reliable time stamps.

FPT _TST_EXT.1 Extended: TSF testing
(for O.TSF_SELF_TEST)
Hierarchical to : No other components.
Dependencies ¢ No dependencies
FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to

demonstrate the correct operation of the TSF.

FPT _TUD_EXT.1 Extended: Trusted Update
(for O.UPDATE_VERIFICATION)

Hierarchical to : No other components.
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Dependencies :  FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
FPT _TUD_EXT.1.1  The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.
FPT _TUD_EXT.1.2  The TSF shall provide authorized administrators the ability to initiate updates to
TOE firmware/software.
FPT _TUD_EXT.1.3  The TSF shall provide a means to verify firmware/software updates to the TOE
using a digital signature mechanism and [no other functions] prior to installing

those updates.

6.1.1.7. Class FTA: TOE Access

FTA_SSL.3 TSF-initiated termination
(for O.USER_I&A)
Hierarchicalto : No other components.
Dependencies ¢ No dependencies
FTA_SSL.3.1 The TSF shall terminate an interactive session after a [f2/E VR DL L, > X T4

=Rt MERJIC Lo THRESSHER], WC DBEE, HEIn 70 MERIICL > THRES
PBHER, T Y RGN —DBEE, S aht s a2 14720 ).

6.1.1.8. Class FTP: Trusted Path/Cannels
FTP_ITC.1 Inter-TSF trusted channel
(for 0.COMMS_PROTECTION, O.AUDIT)
Hierarchical to : No other components.
Dependencies : [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
FTP_ITC.1.1 Refinement: The TSF shall use [IPsed to provide a trusted communication
channel between itself and authorized IT entities supporting the following
capabilities: [authentication server, [SMTP#— ¥—, DNS#—/3N—, m2%— v—,
WebDAVH—,¥—, SMB#—v—]] that is logically distinct from other
communication channels and provides assured identification of its end points and
protection of the channel data from disclosure and detection of modification of the
channel data.
FTP_ITC.1.2 Refinement: The TSF shall permit the TSF, or the authorized IT entities, to
initiate communication via the trusted channel
FTP_ITC.1.3 Refinement: The TSF shall initiate communication via the trusted channel for
lauthentication service, mail service, DNS service, log transmission service,
WebDAYV service, SMB servicel.

FTP_TRP.1(a) Trusted path (for Administrators)
(for 0.COMMS_PROTECTION)

Hierarchicalto : No other components.
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FTP_TRP.1.1(a)

FTP_TRP.1.2(a)

FTP_TRP.1.3(a)

FTP_TRP.1(b)

FTP_TRP.1.1(b)

FTP_TRP.1.2(b)

FTP_TRP.1.3(b)

Dependencies : [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [[Psed] to provide a trusted communication path

between itself and remote administrators that is logically distinct from other

communication paths and provides assured identification of its end points and

protection of the communicated data from disclosure and detection of modification

of the communicated data.

Refinement: The TSF shall permit remote administrators to initiate

communication via the trusted path

Refinement: The TSF shall require the use of the trusted path for initial

administrator authentication and all remote administration actions.

Trusted path (for Non-administrators)

(for 0.COMMS_PROTECTION)

Hierarchicalto @ No other components.

Dependencies : [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement : The TSF shall use [IPsed to provide a trusted communication path

between itself and remote users that is logically distinct from other

communication paths and provides assured identification of its end points and

protection of the communicated data from disclosure and detection of modification

of the communicated data.

Refinement: The TSF shall permit [remote users] to initiate communication via

the trusted path

Refinement: The TSF shall require the use of the trusted path for initial user

authentication and all remote user actions.

6.1.2. Conditional ly Mandatory Requirements

6.1.2.1. PSTN Fax-Network Separation

FDP_FXS_EXT.1

FDP_FXS_EXT.1.1

Extended: Fax separation

(for O.FAX_NET_SEPARATION)

Hierarchical to : No other components.

Dependencies ¢ No dependencies

The TSF shall prohibit communication via the fax interface, except transmitting or

receiving User Data using fax protocols.

6.1.3. Selection-based Requirements

6.1.3.1. Protected Communications

FCS_IPSEC_EXT.1

Extended: IPsec selected
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FCS_IPSEC_EXT.1
.1
FCS_TPSEC_EXT.1
2
FCS_TPSEC_EXT.1
.3
FCS_IPSEC_EXT.1
4

FCS_TPSEC_EXT.1
5

FCS_TPSEC_EXT.1
.6

FCS_IPSEC_EXT.1
7
FCS_TPSEC_EXT.1
.8
FCS_TPSEC_EXT.1
.9
FCS_IPSEC_EXT.1
.10

FCS_COP.1(g)

Security Target
(selected in FTP_ITC.1.1, FTP_TRP.1.1)
Hierarchicalto : No other components.
Dependencies ¢ FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall implement the IPsec architecture as specified in RFC 4301.

The TSF shall implement [transport model.

The TSF shall have a nominal, final entry in the SPD that matches anything that
1s otherwise unmatched, and discards it.

The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using
[the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together
with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified by
RFC 3602) together with a Secure Hash Algorithm (SHA)-based HMAC).

The TSF shall implement the protocol: [IKEv1, using Main Mode for Phase 1
exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, |[RFC 45304 for
extended sequence numbersl, and [RFC 4868 for hash functionsl].

The TSF shall ensure the encrypted payload in the [ZKEvI] protocol uses the
cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC 3602
and [no other algorithm).

The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

The TSF shall ensure that [IKEv1 SA Iifetimes can be established based on [length
of time, where the time values can be limited to’ 24 hours for Phase 1 SAs and 8
hours for Phase 2 SAs]].

The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit
MODP), and [no other DH groups].

The TSF shall ensure that all IKE protocols perform Peer Authentication using
the [RSA] algorithm and Pre-shared Keys.

Cryptographic Operation (for keyed-hash message authentication)
(selected with FCS_IPSEC_EXT.1.4)

Hierarchical to : No other components.
Dependencies : [EDPITC A Import-of user-datawithout-seeurity-attributes—
or
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FCS_COP.1.1(g)

FIA_PSK EXT.1

FIA_PSK_EXT.1.1
FIA_PSK_EXT.1.2

FIA_PSK_EXT.1.3

FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
Refinement: The TSF shall perform keyed-hash message authentication in
accordance with a specified cryptographic algorithm HMAC-[SHA-256, SHA-384,
SHA-512, key size [256, 384, 512 bits), and message digest sizes [256, 3584, 512]
bits that meet the following:
"FIPS PUB 198-1, "The Keyed-Hash Message Authentication Code, and FIPS PUB
180-3, “Secure Hash Standard.”

Extended: Pre-Shared Key Composition

(selected with FCS_IPSEC_EXT.1.4)

Hierarchical to : No other components.

Dependencies :  FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall be able to use pre-shared keys for IPsec.

The TSF shall be able to accept text-based pre-shared keys that are:

22 characters in length and [no other lengthsl;

composed of any combination of upper and lower case letters, numbers, and special

characters (that include: “”, “@”, “#”, “$”, “%”, “»”, “&”, “*”, “(“, and “)).

The TSF shall condition the text-based pre-shared keys by using [SHA-256, SHA-

512, [SHA-384]] and be able to [use no other pre-shared keys).

6.1.3.2. Trusted Update

FCS_COP.1(c)

FCS_COP.1.1(c)

Cryptographic operation (Hash Algorithm)

(selected in FPT TUD EXT.1.3, or with FCS_SNI_EXT.1.1)
Hierarchicalto : No other components.

Dependencies :  No dependencies.

Refinement: The TSF shall perform cryptographic hashing services in accordance
with [SHA-256, SHA-384, SHA-512] that meet the following: [ISO/IEC 10118-
3:2004].

6.2. Security Assurance Requirements

The TOE security assurance requirements specified in Table 6-8 provides evaluative activities
required to address the threats identified in 3.3 of this ST.

Table 6-8 TOE Security Assurance Requirements

Assurance Class

Assurance ..
Assurance Components Description
Components

Security Target Evaluation | ASE_ECD.1 Extended components definition

ASE_CCL.1 Conformance claims

ASE_INT.1 ST introduction
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Assurance ..
Assurance Class Assurance Components Description
Components
ASE_OBJ.1 Security objectives for the operational environment
ASE_REQ.1 Stated security requirements
ASE_SPD.1 Security Problem Definition
ASE_TSS.1 TOE Summary Specification
Development ADV_FSP.1 Basic functional specification
AGD_OPE.1 | Operational user guidance
Guidance Documents
AGD_PRE.1 Preparative procedures
) ALC_CMC.1 | Labelling of the TOE
Life-cycle support
ALC_CMS.1 | TOE CM coverage
Tests ATE_IND.1 Independent testing — Conformance
Vulnerability assessment AVA_VAN.1 | Vulnerability survey

6. 3. Security Requirements Rationale

6.3.1. The dependencies of security requirements

TOE & =07 ABRREZM R OAFRERZ TR IR

Table 6-9 The dependencies of security requirements

BEREZL 1 RTERILR ST-Cliti7= 31K A7 Rt {RAFBIMR A T LT e BE
FAU_GEN.1 FPT_STM.1 FPT_STM.1 N/A
FAU_GEN.2 FAU_GEN.1 FAU_GEN.1 N/A

FIA_UID.1 FIA_UID.1 N/A
FAU_STG_EXT.1 FAU_GEN.1 FAU_GEN.1 N/A
FTP_ITC.1 FTP_ITC.1 N/A
FCS_CKM.1(a) FCS_COP.1(b) FCS_COP.1(b) N/A
FCS_COP.1()
FCS_CKM_EXT.4 | FCS_CKM_EXT.4 N/A
FCS_CKM.1(b) FCS_COP.1(a) FCS_COP.1(a) N/A
FCS_COP.1(d) FCS_COP.1(g)
FCS_COP.1(e)
FCS_COP.1(f)
FCS_COP.1(g)
FCS_COP.1(h)
FCS_CKM_EXT.4 | FCS_CKM_EXT.4 N/A
FCS_RBG_EXT.1 FCS_RBG_EXT.1 N/A
FCS_CKM.4 FCS_CKM.1(a) FCS_CKM.1(a) N/A
or FCS_CKM.1(b)
FCS_CKM.1(b)
FCS_CKM_EXT.4 FCS_CKM.1(a) FCS_CKM.1(a) N/A
or FCS_CKM.1(b)
FCS_CKM.1(b)
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PRREZ(T: A7 BIRR ST Tt 7= A7 BIAR RAFBIR AT I L TV VW BE
FCS_CKM.4 FCS_CKM.4 N/A
FCS_COP.1(a) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_CKM_EXT.4 FCS_CKM_EXT.4 N/A
FCS_COP.1(b) FCS_CKM.1(a) FCS_CKM.1(a) IPsecidfz (FCS_IPSEC_EXT.1) ®

FCS_CKM_EXT.4

FCS_CKM_EXT.4

B, 77T — MihE
(FPT_TUD_EXT.1) D& 1%,
FCS_CKM.1(a),
FCS_CKM_EXT.4/&iili /=720 23
FAE R IB TR/ W oD [E7R
[

FCS_COP.1(c) No dependencies No dependencies N/A
FCS_COP.1(g) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_CKM_EXT.4 FCS_CKM_EXT.4 N/A
FCS_IPSEC_EXT.1 FIA_PSK_EXT.1 FIA_PSK_EXT.1 N/A
FCS_CKM.1(a) FCS_CKM.1(a) N/A
FCS_COP.1(a) FCS_COP.1(a) N/A
FCS_COP.1(b) FCS_COP.1(b) N/A
FCS_COP.1(c) FCS_COP.1(c) N/A
FCS_COP.1(g) FCS_COP.1(g) N/A
FCS_RBG_EXT.1 FCS_RBG_EXT.1 N/A
FCS_RBG_EXT.1 No dependencies No dependencies N/A
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 N/A
FDP_ACF.1 FDP_ACC.1 FDP_ACC.1 N/A
FMT_MSA.3 FMT_MSA.3 N/A
FDP_FXS_EXT.1 No dependencies No dependencies N/A
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 N/A
FIA_ATD.1 No dependencies No dependencies N/A
FIA_PMG_EXT.1 No dependencies No dependencies N/A

FIA_PSK_EXT.1

FCS_RBG_EXT.1

Gl e MERK S E AV ZE v b —
AD I HAERZBRINL Qe

W28,
FIA_UAU.1 FTIA_UID.1 FIA_UID.1 N/A
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 N/A
FIA_UID.1 No dependencies No dependencies N/A
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 N/A
FMT_MOF.1 FMT_SMR.1 FMT_SMR.1 N/A
FMT_SMF.1 FMT_SMF.1 N/A
FMT_MSA.1 FDP_ACC.1 FDP_ACC.1 N/A
FMT_SMR.1 FMT_SMR.1 N/A
FMT_SMF.1 FMT_SMF.1 N/A
FMT_MSA.3 FMT _MSA.1 FMT _MSA.1 N/A
FMT_SMR.1 FMT_SMR.1 N/A
FMT_MTD.1 FMT_SMR.1 FMT_SMR.1 N/A
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BEREZE 1R 17 BIf% ST Clii 7= 3 A7 B LR IRAFRAGR A T2 L QRN

FMT_SMF.1 FMT_SMF.1 N/A
FMT_SMF.1 No dependencies No dependencies N/A
FMT_SMR.1 FIA_UID.1 FIA_UID.1 N/A
FPT_SKP_EXT.1 No dependencies No dependencies N/A
FPT_STM.1 No dependencies No dependencies N/A
FPT_TST_EXT.1 No dependencies No dependencies N/A
FPT_TUD_EXT.1 FCS_COP.1(b) FCS_COP.1(b) N/A

FCS_COP.1(c) FCS_COP.1(c) N/A
FTA_SSL.3 No dependencies No dependencies N/A
FTP_ITC.1 FCS_IPSEC_EXT.1 | FCS_IPSEC_EXT.1 | N/A

or

FCS_TLS_EXT.1

or

FCS_SSH_EXT.1

or

FCS_HTTPS_EXT.1
FTP_TRP.1(a) FCS_IPSEC_EXT.1 | FCS_IPSEC_EXT.1 | N/A

or

FCS_TLS_EXT.1

or

FCS_SSH_EXT.1

or

FCS_HTTPS_EXT.1
FTP_TRP.1(b) FCS_IPSEC_EXT.1 | FCS_IPSEC_EXT.1 | N/A

or

FCS_TLS_EXT.1

or

FCS_SSH_EXT.1

or

FCS_HTTPS_EXT.1
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Security Target

7. TOE Summary specification

TOE M358 2V 7 B BE D BRI AR AR T,
Table 7-1 X2 VT 1 HfE—&
X2V T R4

4
©

Rk 1) R A E

T e A RE
I LB RE
{5 BB S HERE
B2V E Bk R
B ARk RE

e B R B RE
FAX 45 Bfitdne

Ol | w|lo|o|n o~

7.1, GBI GREEHAE

TOE 1%, FIHEDDIZLT v V2 RUGL CGRBIGRREZTTV Y, BREEORSF, 77 Al LS =& 7201
TOE @*ljﬁﬁ%ﬁq:j—gqénﬁk}%l]muu *)%% bé"?af/\‘féo

FIA_UAU.1, FIA_UID.1

TOE (%, Table7-2 |27~ 32 DFBFES Xz VR — m B N — Y — R ERRE TR E TE D,

BE I LB LI WC 705 TOE ZR 3254, 20— —4, 22— — U —R  FEHEHEREZ AT 5,
EVI A EE LU TEE S XA B LT WC 25 TOE R85 6 BV UEBEHOus A HEiE)» b
BHERRU—REANTD, TVHRTA3=05 TOE ZRHATIHE, 2—V—4 22—V — AU —F% A
1795,

TOE X, ASNTIL T oo Vst lZil i a L . sEILT=85 6074 TOE OFIHEFF a5, /M50
P R—FBREH ANRESN TODEA, FIAH T2 — — %é::w#w\xv RIZMZ T, AN RRRE Y — N
—ID #AJ13%, TOE 1%, =— W =4 &5 E SN ANBRGEY — /S —I1215D | Kénmm{ﬂk IXLT, 22—
P XA = RN AER LT 2 — — I LD E 52 B> TE BRI U5 A SRR, 18 503 L 7=
LA CRRRE R I T 5, B VA LR OFRBIRRREIX, AL RO EIZ Bsﬁzb?ﬂ“ ARG B FREE 7
THEIESND,

TOE I3, 58| AT Z 55 EREEIC W C BELE DR ATV ZER Yy 7 AR — R a3 E T DI ik
L. A PR AT ZFR v 7 AR — R G ESN TS, #3E S L LT WC 2D B FRAEIC R Bh L7
*ﬁ%lJﬁH%iﬁ BRI ATV ZIER Y I ANT 7B AT HE BREIATYZAZR Y7 ASAT —RIC L AN E RSN,
PBREIZR BN LT 8 DI T 7B ANFF A S5, Lo T, il AEYZ G 7 A SAY — R & FNH 72—
&L BHIAEYZAE R ANRAFENTT 7V AL F L AT HTENTER, BEIATVZER Y 7 A/ SAT —R D
FREE, BREA ROBR EIZEADL T, WA E RS X CTEMmIND,

FRBIRRREIX EReA v H 7 = — AR FERET D70 FELE D WC 25U E — M BRFERE I HE 12, — R A
INFIINOTERIGRREE FEREL | FREILT=5 6 TOE 28 ET 2283 CT&D, 12720 BHEE N/ A ik, thoE
A ORBRPRGENE L ENAT=0 ., 2 ALL EOEHENFEEHIZ TOE 25 H 325813 TE20,

TV BRTAN—=b TOE 2RI T 556, Xty arid/ad, TOE »EF X ELXZ 1E.L7‘:Hi'f\ B ICEIC
GENDILT v (=Y =4 22— P — AT —R)[Z X BIFRREE T 5, LT84 FIHE 0%
FNEL T EFIHFE(UNORMAL) ZEIN Y T, 34 — BRI HE DA E T 28 LELLTTOE _ﬁ%ﬁﬁ“é ES
LT=56 ., A5 LTE 7 3CEA TOE IRAFE T FE T 5, TV HRTAN—T, BEEN TOE ZFHT5F
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Security Target
BaffkL7avy,
Pk FRREZ AT DR AIREZR BRI, FRLIEY
« TP I AZAE,
- TOE OIREMER B LOERTRFOREELL T T L lEN A EE,
> BB RO BEIFRE R (T 77— LT 2T DONR—Ta L Ko/ d)
' (AW NNDPEWE TN
> BB SRV DPER TR E
Table 7-2 = —¥ —FBILX EHERE
FORES ik BIERRE
TOE 2B EE1T), 2—V —Z b —P— AU —R FHEF RT—K | 7
AARLEETRFE HIABYZAZR Y7 AT —R 3, TOE [Z& RSN TODIEHRE — B+ D LA
wRT D,

TOE MM FRFEY —/3—(Active Directory) Z#F L CikBIFRFEZ1T5, TOE

%, =—%—4£% Kerberos version 5 7mh=/L&F|H L TR H#E 23M5E L 74t
HFRGE T — N —~REE L I SNBSS L T — AT — RIS A R
Lo —Y =BT LDE B 2TV BB A F2 k32,
ARIEETZFE, SR Y — S —FRREDOWT N THBIRFEE T, FIRERrT A
FATIRHTRRAE T N #IR T2,

A — N — 8

ARARIEE + S — N —3RGE

<PBHEG DAL AT = — ALHERE >

*WebConnection: EHHICLD AT —RE
— AN LD/ AT — RREGIE
SR ATV ZER Y I AD/SAT — NERGE

S (A V7 BEE (VI E ) ITE D/ AT —RE8G
B (22— —F ) ICLD/ AT —RERG
—RFIHF LD AT — R
BRI ATV SZER Y 7 AD/SAT —RE8G

s TUVAHRTAN = AN LD S AT — R38R

FIA_ATD.1
TOE 1%, =— W —&F e TR — P HE EIC, FIHE EIEEL T User ID, B EEHEIR , HRE IR
DT Ve AR TEFRT D, iz, FIAZ BIEEL T, BEHI ATV ZER I A~DT 7B AMEL EFRT D, Wi AT
[ERYIANDT 7B AMEL, THRE| ATV Z(E % EMEEICLDIRHI ATV ZER I ARAT — RO EIZL > TEIX
b, o, ENVMUEEE ORI HE BIEEL T, User ID 2 E#K 7 5.
<G HA L H T = — ALHERE >
+WebConnection: FHEICLL— —BERMGE
BT LB ATV ZAE R Y7 A SAT — R RGER EHEHE
BRE SRV BEH LD — Y — B R RE
EIRHF L DIRBI ATV ZAG R 7 A SAT — R RGE# EARHE

FIA_USB.1
— A =B DB EEREIC KB LIZ S & TOE 3AH#H B (User ID, & ELAHEIR, HEAEHI
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Security Target

IR, i ATVZER I A~DT 72 AKE) # BEAHT 5, BV A B DS BIRREEI R H L= 454 . TOE 137
& B (User ID) Z B8 ()%,

ZDOWE, User ID (C—ReF AT IR ESIL TV D6 TOE (354 4 F A IS BEAHT 7R 2 8 M2t
T 5, Flo, 2= —FEHELL Tl A FATUIAHF ITE BEHER AT B SNCO WG & S FIHE I
BT 7= A I3 B A A 5,

—WF D3RR ’EEIJJLf:T& 9@%’]7‘%Uﬁ1§ﬂf‘y7?@\?7?2?5[‘%§\ R ATV ZER Y7 A/RAT —
NIZEDRBRED B R &G, 7B _EJZIJJU‘_ . TOE FiZ 4 FHE ORI HE BIETHLMEI AT ZFEHR Y7 A~
DT 7 AMER BN T D, b %E&Ltzﬁm\ TOE 135% 4FHE ORI AE B THLMBI AT ZER Y7 A
DT TR AR TN T D,
<B#EGTDHALHT = — ALHERE >

*WebConnection: &HEICLD /AT —RE

— R LB AT — R R

SR ATV ZAZR v I AD/SAT — R FRGE
BRE L BHHFICLD AT — R

—RA A LD AT — R

SR ATV ZAGR Y IV AD/SAT — N8
TVBERTAN— —RFIHE LD/ AT — G

FIA_AFL.1

TOE 1Z. FIAHEOBBIFRIECB W T, BHERHONUORE LT =7 ml$(1~3 [B) LA o iz
FIUTZIRE B2 SR 3 OFRREAAE 1L T D8 G R FAE ILBERE 2 F2 372, R B BE MR M B3 TV 55
A —FIRAEELTOR nm%ﬂ&lﬁl%zkn%%aﬁﬁ'ﬁ%‘kbfah AR IR SRS,

BV EHELE ORRGENMEIE S84, TOE OE % OFF/ON L, L @hn 5 B EES (1 AR FREE IR E 1258 E
SN TWBHREE A RE % | _mﬂ?t%ﬁﬁprﬁﬂ“é — R AESL LT — —FHE OFBGENME SN 5 A, 78
AIEAE IR BB G\ WV BRE DS FRRIE AR R I ER DV BHERE % FEAT T 2 Z & CREGIHIE 1L 2 fifbR 35,

TOE 1%, SNV — " —F8GEH UL D55 FRGEE T[RRI, EFLORRGE R R D EEE FE i 5,

BRI ATV ZAZR Y 7 ASAT —ROFHIRFEZIB W T, BHERHONCOREL T = 7B (1~38 [EDLL L
OEFGE ISR Z RN UTZRE | 58 ATV ZAFR 7 A SAT =R OFEREAE L35, HH ATV ZER Y7 A AT —R D
FRAEDME (LS EA | TGS IR AE T V& B DN ERAE e BRI B D 1 B RE 2 34T T A 2 & CRRAEE 1k 2 fif 4
T2
<BHE DAL H T o — ALHERE >

+WebConnection: EHE D/ AT —RE:

— R HE DAY — R R

SR AEVZIFR Y 7 AD/SAT — R85
B S B DRAT —RFRGE (22— — )

EHE D/ SAD —RFRFE (VA E B

— R AH O/ SAT —R 3R

éﬁﬁ%ﬂ%%)x{pﬁ/7x0)/\x7 NS

cTVBRTGAN— — BRI D/ AT — 8

- E£7%EJR OFF/ON

Hic™

FIA_UAU.7

TOE i, ®t&htyarOFBFELEE (BE SR AE LT WC H0uT ) IZB N TR AL /3R —R | Bl A
FVZAER Y I ANRAT =R AT DHEE ANENT-LTT —H 1 LFEIC 7@ % FwT 5,
<BES DAL AT = — ALEERE >
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Security Target

+WebConnection: FHEICID/ AT —RFEEE
— ] N LA AT — R 3RS
SR ATV ZAZR v 7 AD /S AT — R RGE
HRE L B (o I ) |7 LB S AT — 3R
B (CNV M E B T LD/ AU — R B3
— R A F I A AT —RERE
FRIFI AT ZAZ R I ADISAT — R385

FIA_PMG_EXT.1
TOE CHIFAZ /AT —RELUTHEM AIRE/R SCF T, T 77Xy DK LR/ NCF ST, R (47, “@, ‘¢,
B R A S () S < O A e L A N I T T (T S
“EBIPAR—R) ThDh, MEIATVZER Y 7 A SZAT—ROBE . LRITMZ " F TN —TF—au)b
FIH &5, EEFIL, /AU —REE 8~64 LFOHIPHICRETHIENTED, Lo T, /AU —KNEE
LT 15 XU LORSEHRETED,
<PBEG LA AT = ALERE >
+WebConnection: EFHEICLD2— —BERMGE
BB IZLDIRHN ATV ZAGR Y7 A SAT — R RGER EREHE
EHEIZLDSAT =R RO E
— R E LA AT — R R B RE
EE TV EHF I D — Y — X RE
BRI LDTRBI ATVZAG R 7 A SAT — R FRGE# EARBE
BT LD EBE RAT — RO E
BHH SIS AT =R ORE
— R E LD/ AT — R % e RE

FTA_SSL.3
TOE 1%, #{E 00, WC CRBIFRRESNIFIHE DL T OSRMEEHIZ LIS 6, T D'y var 2k 735,
BRE L FIHE 3R EIC LD BN 5E T L TD, VAT A — R 'y MR (1~9 23 D TR E
AR L2 G . n T U RS LD,
-WC: TR IR EIC E DB 52 T LT, BEIm Y 7w MNEERH (1~60 470 [H T & ]
RIS G, v/ TU ML,
TVHRTAN—TIIREE By Va3, TV AR TAN—NLERSIZABENZ I (HF Dz ice s A
L. EDOMBRDFE T HZIZRT T RNAT,
<P DAL H T = — ALEERE >
*WebConnection: —f&FIH&EICELDRT A
wEEICI DA
i (A VI o) E N )=
BHE LD T A
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Security Target

1.2. 79 & A HlEBERE

FDP_ACC.1, FDP_ACF.1

TOE (I, Table 6-2, Table 6-3 OF|HFH 7 —57 7L AN H-S%, Table 7-3~Table 7-14 (ZFEH DY |
MMRELET =2 ERE Va7 T — 2 ~OBIEZ IR 5, FF I SHRWBRIEIZOWTIE, A 27 =— 2%
RO LUTHRIEAR AR THRIR, F2i3, BIEZRICH U THERD RN TCOBIETEIRWE DAYt — V2 RN L
a2,

FRAIRRREIC X0 FF s e — R # (U.NORAML) 23, Table 7-3~Table 7-14 @ Create #{F& 31772
If, 2~ B A # (Job owner)£720 | TOE (XX EH LLTY a7 OFTA#FIE#EL T User ID Z5téx 3%, TOE
%, BHE (U ADMIN) S Create f{ELZEITT DAL ¥ 7 =—A%4M L2V, 777 A% G HE(Fax receive)
1%, TOE OFAERLIZ, SMBT 77 ANDD 7 7 7 A5AF128D Create HAENEITENDT=D, 777 AZAG5E
TOXELLLIVa7 Ova7 A H L FHEFICEDV YL THNL(D), F a— R ESIL TR \77725215
BB 77 VAL EITRHI ATV ZER I ANMRESIND T2, 77V AZE% T HOVa7 A& 1L, AT %
EARY I ANRAT =R ML — A E L7 5(2), F a— R EESN TN 7 7V AZAE DL 6 77 7 AL E T4
ESHIAHANR I ANMRIESNDTZD, T 7 I AZAZH OV a7 A E L, M AR ADFTA & ThHH—I%F HE
Noad i E 705 (*43), 7SR —RiE 54k PDF R 7 2 H D AF (Storage/retrival) (%, # AL 77V NEFT
BELZ, PRAFDSER E SN2 LA SAT —RiE 56 PDF Ry 7 2B E0 L, BEE O AR Y7 AMRIFT 528
(128D Create BENFEITIND, IRIFEITHROLEL LIV a7 Ovay A E X, HAR I ADFHE ThD
— R L7205,

TOE 1%, = —H —FBERE I\ T B BELE S — I F 3 (S F ) T RE 7 B RE 4 1l BR 3~ 2 BE RE il BR % & % i
Z T3, TOE i, FIFER ri@if;% EHII RIS FEN T, HIIR ST RERE DAL 77 = — 2% I m LTHREAR AR
RETERRT D, Lo T, MEERIRDE ES 7 —MFI = 1X, Table 7-3~Table 7-14 O L Hfil|fRxF G re 2 H
TEEERI 2283 TE R,

TOE I%, 58 H| ATV E5% EMREIC W T, FEE D — BRI E ORGI ATV ZER I A~DT 72 A% il [
T HMHN AT ZEREL A TR, EHFITRHIATVZER I ANAT —RIZLoTT 7 EARH| RS TN
%, TOE 1%, FIAH BIEORBIATVZAZR Y7 ANDT 7 AMEZTEN T, AR7e854 . 5% 4 H A3 O A€Y
ZAGRY IV ANDT 7R AZFFAIL, B35 6 | S S AI R E ORI ATV ZER Y I A~DT 78 A& ST 5, X
ST, B ATV ZER Y I AR =R & b2 —i%FI| H#1%, Table 7-3~Table 7-14 OH LR ATV ZFHR >
JANDT 7R AP MBI BRI+ 528X TE RV,

TOE (T, Ry /7 AFBREREIC W T FHE B LI —FIAE D AR Y7 A0 A& (User ID) 5% ET 5
Bhe, BEELLUIBAR 7 ADFTAE THL—FIAE D, BAR 7 AOTA % (User 1D) %28 5§ HH4HE
2 TR E AR Y 7 AL E AR 7 ANIZERAT éhf:ﬁtimvﬁﬁtx%ﬁwﬁﬁﬁéo TOE (%, fE ARy 7 AD T
H#HUser IDNZHENT, —EFAFENEL User ID 2R OBAITIE, 34 HAR Y I ADA L BT 2 — A5ARHEL

TS NR Y I ANDT I8 2% 30T 5, —F7. *ﬁﬁuﬁﬁ%ﬁxﬁf;é User ID #5234 121%, TOE 135% Y4
ﬂﬁl)\ﬂ?‘/77\0)4’/5’7:»—x%#i’%ﬂ< 23578, Table 7-3~Table 7-14 CTiZ 4 AR I A~DT 72 AWM H
RBEERI T 22813 TER D,

<Table 7-3~Table 7-14 DA &>
TOE M9 210 27 = — A X FiLDiEb
PN:#afE/ <x/, WC:Web Connection, PD: 7V ZRKFA/3—
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Security Target
KHOFLHEIL FREOMEY,
O:TOE 3% AR —r42H0D, -:TOE 3% R —FL2RNED
AERLIT FREOEY,
*1:U.ADMIN
*2 R AEVZAF R 7 ARAT — R %2515 U.NORMAL
*3:F a— R CTHRESNIE ARy 7 ADO T A # Téhs UNORMAL
Table 7-3 D.USER.DOC(Print) D7 7 & A #il#]
A BRAE W R A AHT 2—A I
PN | WC | PD
Create Job owner - - O | Flz 317,
U.NORMAL - O - | FAVIRT VM FEAT,
O - | 7SRV —FK 5t PDF (2L FlZ&FEEL T4 ALob
TV b FEAT,
Read Job owner O - - | FRE& TV MRy 7 AN EEZRINL T, LE T 2—
ZAIR,
O - - | BRE& TV MRy 7 ANSSCEETR L, FIRZ 3247,
(FIRZE TIZ 20 SCEIFHIBRE D, )
O - - | NAU—=FES{E PDF Ry 7 A0 B 3CEZRIRL | HIRZ
FT,
(FIRNZIZ SAT — R A T3l B, FORIISE T2 L0 SCEIEHA]
FrEind, )
Modify | Job owner O - - | BEE& TV MRy RIBDFIRINZ 33T, FIRIER E % 5=
17,
Delete Job owner O - - | FRE& T VU MRy 7 ANGSEEHIRR,
O - © | SRU—FE AL PDF Ry 2 27035 AR,
Job owner O O - | a7 EIBRIC R SCEHIBR,
U.ADMIN
Table 7-4 D.USER.DOC(Scan)®D7 7t Al
BRIE | BRAERTHEAMI A AL BT 2R Py,
PN | WC | PD
Create Job owner O - - | ATy MIEfEEY LT, TSR AR Y A=
U.NORMAL — DI (777 A5 AR ZHEL T, EEEHE
7.
Read - - - - 2L,
Modify | Job owner O - - | Create #F TSR EZFET,
Delete Job owner O O - | aTEIBRICHED SCEHIBR,
U.ADMIN
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Security Target
Table 7-5 D.USER.DOC(Copy) D7 7 & A#il#Hl
BRIE | BRAERTREZAI A AL BT 2= ey
PN | WC | PD
Create Job owner O - - | AR YTy MIURERZEY LT, At — A e —EEND
U.NORMAL av—&3ELT,
Read Job owner O - - | Create #{F&31T,
Modify Job owner O Create #/ECIH 3R E % FAT,
Delete Job owner O O - | a7 HIRIZEES SCEHIBR,
U.ADMIN
Table 7-6 D.USER.DOC(Fax send)?® 7 7 & Al
= 5 20 ; -
iR BAERTREZ A & P;I'/ﬁ\;cl 7P\)D P,
Create Job owner O - - | ATy MIEREEY LT, 77 IR ARy A=
U.NORMAL —WADY 77 A5 e 2 #R L TIAE 2 £AT.
Read - - - - 7L,
Modify Job owner O - - Create B/ECIL AR EE LT,
Delete Job owner O O - Ta7 BIBRICIED SCEHIBR,
U.ADMIN
Table 7-7 D.USER.DOC(Fax receive) D7 7= A #l{H
R BRE W REZR A A BT x—R el
PN | WC | PD
Create Job owner(*1) - - - | TOE OffElel, M7 77 A0S F a—REFREL UV
W77 AR,
TOE O#AE/RL, SMBT 77 A0 F a—REEELIZ7 7
I 2A%ZAR,
Read Job owner O O - | BBHARYZER Y I ANLT 7 VAL ELZRINL, 3GET
Ea—%HER,
o] O - | AR AP T 7 7 AL EEERL, LET L 2—2 K
TRe
O - - | BEIAEVZER I AT 7V AL EETEINL | FIRIFEST
wFAT,
(FIRIZE TICED 7 7 7 AL ETHIBRS LD, )
O - - | AR I ADST 7 I AL EE R FIRIFEAT2 1T,
(FIRBIZE TIZE0 7 77 AL FTHIBRS LD, )
Modify | Job owner O - - | AR I RIS T 7 I ASCEEHINT BRI, SR EE
FAT,
O O - | EARY I ARG T 7 VAL EETRINL | R,
Delete Job owner O O - | BREIAERVZAER Y I ADD T 77 AL EEZHIR,
U.ADMIN
Job owner O O - | AR I AL T 7 7 AL EEHIRR,
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Security Target
PRIE BRAE W RE7e R R AET 2—A I
PN | WC | PD
Job owner O O - | I ALEOHIRIT a7 HIBRIZED T 7 7 ACEOHIFR,
U.ADMIN
O O - | ARy Z ADHIBRITED 7 7 7 ZSEOHIBR,
Table 7-8 D.USER.DOC(Storage/retrieval)® 7 & Al f#l
BAE | BAERTRELRAIRE AL BT 2= Py,
PN | WC | PD
Create Job owner - - O | Ry7ARAFEFET,
U.NORMAL - O - Ry I AR R EL T AL I T M EAT,
O - - | ARy ooy MOERE Y LT Ry S AA= 2 — [ A
DE ARy 7 2% TEL T, Ry 7 ARAF2 FEAT,
O - ISR =R 5 L PDF IZX LT Ry 7 ARGFEEEL T
AV I NT VN AT,
O PRAT—RKFBAL PDF Ry 7 AmBCEARIRL, (R1FEE
17, (BIRSNISCEDREE O ARy 7 2% 8))
Job owner(*2) - - - | TOE O#fERL, SMB7 77200 F a—REHEL TV Ve
W 7 I AZAZH  BRIATYRAE Ry AT 7 AL EE
RAFo
Job owner(*3) - - - | TOE O#ERL, SMBT 7720 F a—REfELZ7 7
JAZAGH  FRESINIMENR Y I AT 77 AL EEARTT
Read Job owner O O - | ARy Z AN ICEERIRL, LET L E2—% R,
(77 AL EERL, 77V ALEOLET L E 2—1T,
Table 7-7 ® Read #/EIC L0 HilfEIZILD, )
O - - | ARSI AN ICEARIRL, BRI, X5, 777 A28D
PAE BB, ' — WP IaEET,
(777 2AXEFEORIZ RS, 7727 Z3LEOFRIZ, Table
7-7 O Read BEIZIVHIEISND, )
O - | AR ANLCELEIRL, FE, FUvrn—R, BH),
AL — DV R FEAT,
O - | BEIARYSZERY I ADL L EERIRL, ¥y m—REE
17,
O - - | 7RAT =R 5L PDF Ry 720D L EZBHRL ., (R1F%
F17,
(PRTEIIFSAT =R AT, RIFSE T IS0 SCEITHI
FrREND, )
Modify Job owner O O - AR Y7 AN ICEE RN, Rk,

T 7 I ANLEE R, 777 ALEOMEX, Table 7-7 ©
Modify #EICL0HEIESND, )

O @) - Read #A/EGE(E . FIRNICIWT, SIS EEFET,

(T 77 ALEBOHIRE RS 77 7 AL EOHRNC 51T D)6
M EIL. Table 7-7 ® Modify #AEIZ LV EIEISND, )
O - - FRHIATYZIER Y I ANST 77 ALEZTRINL | RE &
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Security Target
R BRAE W RE7e R & AET 2—A .
PN | WC | PD
FRIS ),
Delete Job owner O O - | ARy ANGIEEHIRR,
(777 2ALEDHIBRZ R, 777 ZA3LEOHIERI, Table
7-7 @ Delete #{EIZL0HIEIZND, )
O - - | SRT =R Bk PDF R v 7 205 30EEHI bR,
Job owner O O - BNy 7 2D BRI LD SCEDOHIER,
U.ADMIN (777 23CEDHIBRZ RS, 777 A3CEOHIERIT, Table
7-7 @ Delete #{EIZIV IS ND, )
Table 7-9 D.USER.JOB(Print)?D 77 & A4
e HAERTREZ A & AHT 2—A R
PN | WC | PD
Create Job owner O | 7947V RPCIBICEEFIRL, TV ZRTA3—THI
U.NORMAL B EATH  BAE S IV TRIE& TV MRy 7 A — R A7
SN CEATFRINL , FIRIA AT,
(FIRIZE T2 R0 SCETHIBRE NS, )
O - | AT PC O WC b EERL, F (LI U b
B ELTH  BAE SV TRIE& 7V MRy 7 AL — R AF
ST SCEAIEIRL  HIRIA 32T,
(FIRIZE T2 R0 SCETHIBRE D, )
O - | 7947 PC © WC Hhb/ 32T —Ri 5k PDF X(#4%
BIRL, FIRIZE EL CH AL I NIV M e FATH, #fEoS
FILTRAT—RIE S PDF Ry 7 A0b—RHRIFS T
CEEEINL, FIRIZ%EST,
(FIRINZ S AT — R A 2308, FRIZE TR0 S
FrEnd, )
Read Job Owner O O
U.ADMIN TVaTd RRERR,
U.NORMAL (RAT =R 5t PDF 055 a7 %<, )
Unauthenticated | O
Modify 2L,
Delete Job owner O O - | varRENLYaT ZHIER,
U.ADMIN FRFE& TV MRy I ANLDEIRIT a7 D6 a7 |l
BriCEY SCEBHIBRS D, )
Table 7-10 D.USER.JOB(Scan)?® 7 & A4
= 0 = 5 —
E BRVE T REZRF P;/5;; ZPD .
Create Job owner O - - | A S a=yNMIRBEEY LT, I VR AF v A=
U.NORAML —EB36 0 (7 727 A% e m b)) R EL T, B EE %
7o
Read Job owner O O - | VarvRREFOR,
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Security Target
R HAERTREZ A & AHT z—A I
PN | WC | PD
U.ADMIN
U.NORMAL
Unauthenticated | O
Modify 2L,
Delete Job owner O Ay F 2=y NIV R HEA B T, TR e A B0 H
i CIEIEZ FETHLUIAMNY TX—% M L F I Yar
DHIBRE FEAT,
(TaZHIRIZED SCEL HIBRS LD, )
Job owner O O Vaz Kb YaT Bk,
U.ADMIN (a7 HIERIC X SCEL HIFRE D, )
Table 7-11 D.USER.JOB(Copy) D7 27 £A K|
iR BRERTREZR A A BT 2 —A e
PN | WC | PD
Create Job owner O Ax vy =y MIFMAZEy LT At —A=a—lED
U.NORAML ab—&FEAT,
Read Job owner O O
U.ADMIN . e .
U NORMAL Va7 RRERIR,
Unauthenticated O
Modify AJOR
Delete Job owner O AFyF o=y MT IR FRRE A B0 I, e e 2 B0
HE T EEEITHLUIA N TR —2 T L, F 1L Ys
7 DHIBRE FEAT,
(FaZHIRIZED SCES HIFRS LD, )
Job owner O O TVad RRNbY a7 wHIER,
U.ADMIN (Fa7 HIFRIC I SCELHIBRS D, )
Table 7-12 D.USER.JOB(Fax send) D7 7 & A
HE BRAE T REZRFI A BT 2—A .
PN | WC | PD
Create Job owner O 2¥ ¥ F =y MIREfRE YL T, 777 A AF Y A=a
U.NORMAL —HENDT 77 A6 SR B IR L TR E & F1T,
Read Job owner O O
U.ADMIN o e .
U NORMAL Va7 RRERTR,
Unauthenticated O
Modify AJOR
Delete Job owner O AF =y MK R e A B0 1 R R e A B D
B T A ETOLUIARY 7R —2 M L F 1L Ya
7 DHIBRE FAT,
(FaZ HIBRIZED SCED HIFRS LD, )
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Security Target
PRIE BRAE T REZLFI ALHT z—A o
PN | WC | PD
Job owner O O - | vaTRENLTaT EHIER,
U.ADMIN (TaZ HIBRIZEY SCED HIBRS 11D, )
Table 7-13 D.USER.JOB(Fax receive) D7 27 £A |
N BRAE T REZLFI ALHT z—A oy
PN | WC | PD
Create Job owner(*1) - - - | TOE O#E/eL, SMBT7 77200 F a—REFREL TR
W7 I A AR,
TOE O#AERL, SN 777205 F a—REfRELZT 7
I AR,
Job owner(*2) O - - | BRI ARV ZER Y I ANST 7 7 AL EL R, HIRIFET
ZFAT,
(FIRISE TIZED 7 7 7 AL ZITHIBRS LD, )
Job owner(*3) O - - | AR I RINGT 7 7 AL E R BRI | FIFEAT 5 AT,
(FIRISE TIZED 7 7 7 AL ZITHIBRS LD, )
Read Job owner O O
U.ADMIN NN .
U NORMAL Va7 RRERIR,
Unauthenticated O
Modify | - : : - | L
Job owner O O - | varRmEnbTaT 2HIER,
U.ADMIN (IR a7 D6 a7 IBRIZED 7 77 ZA3CED Bl R
5, )
Table 7-14 D.USER.JOB(Storage/retrieval) D7 7 & Al H
HiE BAERTREZ A & A BT z—R Py,
PN | WC | PD
Create Job owner - - O R AR5 AT,
U.NORAML - O - | Ry I AMRAFEAREL TH AL NIV M FEAT,
@) - - | AR Yoy MURRRAEY LT, Ry J AA= 2 — i )
BIE AR AEFREL T, Ry 7 AR A% FAT,
O - | Ry s R EAFEFEL TRAT—RIF B4t PDF OX AL2k
TV N FEAT,
Job owner(*2) - - - | TOE O#ERL, A7 77200 F a—REREL TR
WT 7 IR G R T 7 I ALEEREI AT ZAER 7 A~
(EXEN
Job owner(*3) - - - | TOE O#AERL, SN 7 77200 F a—RE{ELIZT 77
AZAGHR T 7 VAL E TR E SR 7 ARAE,
Job owner O - | ARy I ZANSLEEZRERINL, HIR, &5, 777 AI28D
U.NORMAL BE BE), ot —D W g FE T,
(77 7 AL EOHRNZRL, 772 AL EORIL Table
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Security Target
R HAERTREZ A & A HT = —A S,
PN | WC | PD
7-13 O Create #RIEICLD SIS, )
O - | AR AL EFEEARIRL, &5, ¥ vrn—K B, =
E— DWW TG ET,
Job owner - O - | BBEIAEVZER AN T 7V ALEERIRL, ¥ vm—
U.NORMAL R& AT,
Job owner O - - | NMRU—=RKE 5t PDF Ay 7 A0DCEERINL | (RIFEE
U.NORMAL 1T.
(RFFITITAS AT =R AT 3B, RAESE T IS RY SCE A
Fraind, )
Read Job owner O O
U.ADMIN TaT KRB,
U.NORMAL (RAT—RIE 5t PDF 0% (E a7 %),
Unauthenticated | O
Modify - - - - AJOR
Delete Job owner O - - | Ay =y MIEDRRE R AE U, JRRE RE A H
i CEIEEFEITHLUIA N TR —5 R FL EIEFYa”
DHIERE FEAT,
(Pa7 HIBRIZE CED RS D, )
O - - | AR YT ANLDOIMEFEITLIZ%, Ay TR —% T
L. F I a”7 ORIBRE 1T,
(a7 BBt SCEITAIBRS L2, )
Job owner ° Va7 RRDY T EHIR,
U.ADMIN
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Security Target

1.3. lEE{ctne

FCS_CKM.1(a)

TOE . IPsec iB{g O8RS TR IPsec sEBA ED A KIZIV T, NIST SP800-56B, Revision 2 ™ 6.3.1.3
EIZFEH D rsakpgl-crt 7 RUZFEHEK D LT, #ER 2048bit O RSA e Pt 4 k95, £/, [Psec 15 Dt
fESTIZEB W T, NIST SP800-56A, Revision 3 @ 5.6.1.1.1 HiiZit# ¢ Using the Approved Safe-Prime
Groups (ZFC#iD 15T, Diffie-Hellman 7 /v —7 14 (2 X5 FExFREEE A ik 45,
<BHE T DAL HT = — ALFEEE >
*WebConnection: IPsec 1B{Ei% T

WebConnection D% FRE R EREBEDFI| H

WebConnection O —fi%F|HEHEBEDOF]H
ERVE SRV [Table 7—19 BiAat G Hg—H | ICREilS e, Bl 2 /LS 58U E
TVBERTGAN— 7.2, T RAGEEEE ) TTVERTAN—% AL BT 2 — AT D Ea FAT

FCS_CKM.1(b)

TOE 1%, IPsec /5 D BAMAKE, £ LT SA T4 74 A L% O 12T, DRBG BI%(CTR
DRBG(AES-256)) M- L C DRBG THLELZ L . 128bit HL<I% 256bit O %I FRkT 584 A k3%,
<PBEG DAL HT = — ALHERE >
*WebConnection: WebConnection O HE % EMAEDOF] FH

WebConnection & —fi%Fl| FAEHEBEDOF]
BERE SR [Table 7—19 EEARIGHE RSN, BV 2 ARSI H84E
cTVHRTA = (7.2, T RARIERERE ) TV ARTA N~ A BT 2 — AL T D EE FA T

FCS_RBG_EXT.1

TOE (Z. NIST SP 800-90A 1Z##L3% CTR DRBG(AES-256)&, 1 DY 7y =7 = hat — MDA S
N5 RBG #%£¥#:4 5, Lig CTR DRBG i, Derivation Function & Reseed % #|H 4 57%. Prediction
Resistance #HREIXENEL 72\, Y7 by =7 = hat’—JFix, CPU ONEIKBEIZ B % 52 D504l — R0
FALLay I o B — ERS LB L — LB N S L TR | L — I AT IR OIX D D& &R I ay 7 1Y
VH—RRATEEL., raw T — X &5, V7MEFE XOR 2AWT raw T —HXIIEENDHT UMY —E2E v
RICHLFE, BT har T ava=r 7 EL, By 2ROz hae —5 e Bif7th, = hae—fEE L THL
75,

TOE %, 20 RBG ZFIHL TELEAAERL . SEHBERRE O 58 (# R 256bit & 128bit) 4= FIZFI 7
%, TOE WNELEAERK T 5B, CTR DRBG Ty —R~7 U7 /W (Entropy Input & Nonce) 3 B/~ 72846, =
et —JRELCHIAT Y 7 =7 2B, LB A XDz et —EE2REL TR T 5, Zoxr et — (il
1. NIST SP800-90A ¢ 10.2.1 iZ-x&N 5 Instantiate & Reseed [ M B /h = bt —#(TOE 04 .
X2 UTHRELFRIL 256bit) &7z CHY, +o/emr hue’ =R g £ T\,
<BIE T DA H T = — ALHRE >
*WebConnection: IPsec i#@/57% /€

WebConnection % B 3% EHBEDOF|

WebConnection O—i%F| & H&EEDF] H
ERE RV [Table 7—19 BEiAISRFL —F ITREHS Iz, Bl n/ 2SO H1E
cTVHARTA = [7. 2. T RAHIHBEEE ) TTVERTA N~ AL BT 2= AT DEMEE FEAT

FIA_PSK_EXT.1
TOE &, IPsec HIOHFRTHLAHLL T, FTRL7 FAM—AOFHTIAGEIF N TED, 7F AN —2AD F [
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Security Target

BHE, TRy a7 V2V ALE O TE Y MI~EHfEnD,
« THRAM— RO HFIHA G
> X122 3F (ASCIL XLF41)
> FIR ATAESCT ASCIL SUFBI(T L 7 7 Xy D ORICFE/NSCT, B ROWRERICT (1, “@”, 4,
G CO7, A &P, R w(e ) BRI DR T SCTE)
> ST O 515 SHA-256, SHA-384, SHA-512
<BEA DA HT o — ALHERE >
*WebConnection: WebConnection % H& 7% EHEEDOF] H
WebConnection ®—fixF|HE#BEDOF]H
HE S [Table 7—19 Bkt Hg—E | ICRiSh o, B/ 24 S H8E
TVHRTAR—: 7. 2. T RARIEBERE | CT VAR TAN—F AL 2T 2 — AT HEER FEAT

FCS_COP.1(a)

TOE I, IPsec g ® ESP 5L 7 /LY X AL C, FIPS PUB 197 & NIST SP 800-38A (Zii & L7-#EE
128bit & 256bit ® AES-CBC #FH 35, £7=. TOE X, IPsec i#{5 ® IKEv1 K57 VIV AXLEL T, FIPS
PUB 197 & NIST SP 800-38A (Zi# & L7z ## 5 128bit & 256bit O AES-CBC ZF|H 9%,
<PHHGT DAL HT = — ALKERE >
*WebConnection: WebConnection M % ¥ & 7% EHEREDOF] H

WebConnection ®—fi%F|HEHREDOF|H
e J(As Vi [Table 7—19 BEAXIGHEL 5 | ICifis iz, Bl n s 2 A RSO HIFE
TVBERTAN—: 7. 2. T RAGIHRERE | CT VAR TGAN—" AL FT 2 — AT D EE T

FCS_COP.1(b)

TOE (%, 7w 77 —MEBED 77— LU =7 HFEIZEB VT, FIPS PUB 186-4 (ZiE A& L7-#FK 2048bit ® RSA
TUHNELT NAVALEFNH T2, £72, IPsec #15 DETFEAEIZHBW T, FIPS PUB 186-4 [CH A L7-#E
2048bit O RSA 7 VX NELT NAVAL(BLER) & T VXV ELREEIZEBWT, FIPS PUB 186-4 |25 &
L7-8 5 2048bit & 3072bit O RSA TV XV B T NV RN (B4 MG 8 15,
<BEAET DAL HT = — ALKERE >
+WebConnection: WebConnection D% FEE R EMEREDF|

WebConnection ®—fi%F| A& #HEDOF H
X J(AE VI T L =T B O FELT

[Table 7—19 B RIGHSG—E | ICR#EIN, BEEO/ 24 RS EH8(E
TVHRTGAN— 7. 2. TV RARIEBERE | CT VA RTAN—F AL BT 2 — AT HEER FEAT

FCS_COP.1(c)

TOE (X, 7.7.1 EIIFEHOT 77 —MERIZBW T, L TOINCL TT VANV BABGEE W=7 7— A0 =
T T —HDOKFEEEITY, O F T, ISO/MEC 10118-3:2004 {Z#EHL2 SHA-256 (21D v 2fEDOE H A FITT
%o
(1) TOE 73#F> RSA ABH#EHE 2048bit) TF VAN EBX T — 2% 515,

(2) SHA-256 CT77—LU =7 T —HD v afzH 5,
(3) DE@QDEEKT D, —HTIIET 7 — LT =T T —ZNIEH THHEHWTI 5,

F72- TOE i3, 7.4 FIZFEEH D IPsec BEIZEBWT, LL FOKLHEIZ ISO/NEC 10118-3:2004 [ZHEHLF B/
2MEOHE M EFEITT D,
(1) IKEv1 3B3E7 /LT LEL T, SHA-256, SHA-384, SHA-512 (2L 5 2 B0 B A ETT 5,
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Security Target

(2) ESP #BRET7 VAV RLEL TN Ny 2 Ay B—VRBREE FAT T DB, Ny vaT7 LT YXAELT SHA-256,
SHA-384. SHA-512 #%I|H 35,
(3) RSAIZ&D TV HNELZFM LI T RAFH OBE, SHA-256 (285 v 2 HEOR A FETT 2,
<BHE DAL HT 2 — ALFEHE >
*WebConnection: WebConnection D& B E R EMEEDOT]H
WebConnection O —f%F|HEHEREDOF]H
HREA L Ty — LT WO FELT
[Table 7—19 EEAXRFEL ISRz, AR 2 ARSI EH8E
cTVHRTA = 17,2, T RAHIHBEEE ) TV ARTA N~ BT 2 — AT DEMEE FEAT

FCS_COP.1(g)

TOE X, IPsec @328\ T, FIPS PUB 198-1 TEFx415 The Keyed-Hash Message Authentication
Code. FIPS PUB 180-3 T&#&15 Secure Hash Standard (ZHEHL2 T Ny oAy — UG RIC L
% ESP #5445,

s Ay —UF AV 2 AN 256, 384, 512
- PR 256, 384, 512
s B 57X HMAC-SHA-256, HMAC-SHA-384, HMAC-SHA-512

Koy a T )VFYX LT SHA-256, SHA-384, SHA-512 ZF|H 7%
<PBEG DAL AT = — ALHERE >
*WebConnection: WebConnection M % ¥ & 7% EHEREDOF] H

WebConnection O —fi%Fl| HEHEBEDOF]H
Fo L(AE VI [Table 7—19 EEAHSRFL—F | ITRHS Nz, Bl n 2/ 2 RSO HAE
TVBERTAN—: 7. 2. T RAGIHARERE | CTVARTGAN—" AL H T 2— AT D EE T

FCS_CKM.4, FCS_CKM_EXT.4

TOE (%, IPsec #15 THIH 288, M BLORAEIEEAEFED Fi k% Table 7-15 127, HHEICL > TRRIES
- ERTILA#E, IPsec REIEO T T4 X — M T, BLHIAZHL R A7 SSD ITIRfFSIVD, & BE D S AT A 6
IPsec fEHHED 7T A _N—MEDHI 52 1T L2, 0x00 T LEXHIMT 5, IPsec TSNSy a #E(—F
IR B 81X, RAM EIZREEND, Z1biE TOE OFEJE OFF (XD REIZ2 5720 HIREN S,
<PHEF DAL HT = — ALHERE >
*WebConnection: IPsec {8 ORI AROHIER, 7 2 /VGEH EOHIER
B E L IPsec 1815 HOFERTILA SEOHI FR
- F&EJR OFF/ON

Table 7-15 EOF1FILHIE

el TRAESE WL A I WHED I ik
FRT A BHEIC L - TRE Sz FAl | SSD BELRIC X B A SR 0x00 Tk
A g (RS HEm S & PREERR) IR X HIBR
EHEICL > TRESN-%ERT | RAM | & OFF —
AT G A A U C AR L T
KRR IKE JH A Fi s g RAM EJi OFF —
(IKEvl 7 =— X 1 TAk & h
%)
IPsec LA Hms gt RAM IR OFF —
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Security Target
el TRAFSE WA WFED J ik
SR A EHHFIZ K - THE SN/ FAT | SSD EEREC L D FAT A SR 0x00 T_k#
A g (RS HEmE B BEEERE) I X HIBR
EHEIC K TRESNIZEAT | RAM | &K OFF —
ST A A U C AR L T
(IKEvl 7 =— X 2 TAk & h
%)
774 _—h IPsec SEBED 75 4~ | SSD %’fﬁ?‘:i LA ENIER (& | 0x00 T L#EX
el HEIMIE S PR RR) I HIlBR
IPsec @ Diffie-Hellman 7" 1 RAM ] OFF —
A
(IKEvl 7 =— X 1 TAER S
%)
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Security Target

1.4. BISHEEHE

FTP_ITC.1
TOE %, Table 7-16 |27~ 9" IT #ézs & DBE 2B W T, IPsec 7' b=V EFIHT 5720, Fx¥ /LT — 203
MTHESNDHT LT,

Table 7-16 IT K352 DE:E

TSF 23587795 IT $as Fuban
SMTP H#—/3— IPsec
SMERRRRE T — N — IPsec
DNS H—r3— IPsec
17— — IPsec
WebDAV H—/3— IPsec
SMB #—/3— IPsec
<P DA H T = — ALHERE >
e SR [Table 7—19 EAMRHR T ICRliah /i, AR 2RSS EHHAIE

FTP_TRP.1(a)

TOE 1%, BHH N TOE Z2VE—NMFET5H1EEL T, 7947 h PC O7 FUH TEIET 2 WC Z4{lk 35,
TOE 7747 b PC BO#EEIL., BEHEEE/ XA THS IPsec 7 /La2 R 35, VE—NEBLOT-DIZIT
A7k PC 26 TOE ~7 7B ALK, TOE (% IPsec 7' mh=/L TOLIBEZBALGL | iSO L, BIE T —4
IR DR L BET — X W E DN ERIET D,
<BES DAL HT 2 — ALFERE >
*WebConnection: WebConnection D% FELE 3R EMEREDF]

FTP_TRP.1(b)

TOE (%, & E TRWAIHE D TOE ~VE—r7 7B AT5HELLT, 7947~ PC O7 57 CEIfET S
WC £V HRTA N %495, TOE 27747k PC [BlO@(ENL. E{EHEEE XA THS IPsec 7 ha/L %
FIHT 5, UBE—R T 7 8ADT=0I122F 47~ PC 735 TOE ~7 7% AL7-H, TOE 1% IPsec 7' 11h=t/L T H i
1E2BRMEL . WSO L 15T —ZIRENADDOIRHEL 85T — 2 E DR ARG T 5,
<PBHHG DAL HT = — ALEERE >
*WebConnection: WebConnection ®— %K HEZHEGEDF|
cTVHRTA = (7.2, T RAGIERERE ) TV AR TA NN~ A BT 2 — AL T D EE AT

FCS_IPSEC_EXT1
TOE 1%, RFC4301 |ZH#EHLT5 IPsec 7—F 77 F ¥ 2 FHEIET 5, EHED LN, IPsec 7rbha/L LT Rtk
TEMEERE, BETEDLN, PO EEEFATHIEITTERN,

- IPsec 7 /ALERE : N7 AR —RE—R
- BF¥a2UT 47 ubaL: ESP(RFC 4303 (2 #EHL)
> ESP K55t 7 A3V R A : AES-CBC-128, AES-CBC-256(RFC 3602 (Z #E#iL)
> ESP FBRE7 L2V X A : HMAC-SHA-256, HMAC-SHA-384, HMAC-SHA-512
- s )7 R IKEv1I(RFC 2407,2408,2409,4109 (2 %EHL)
> IKEv1 B 54k 7 /L= X5 AES-CBC-128, AES-CBC-256(RFC 3602 (ZHEHL)
> 3A T —3 3% —R:Main Mode
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Security Target

» SATATHAL
® 7 —X10 SA:600~86400 F
® 7 — X207 SA:600~28800 F»
> Diffie-Hellman Group: 7 /L —7" 14
> ESN: #5855 7 2h(RFC 4304 |ZYEHL)
« IKE §8RE A0 T VXV E4 RSA) TF AR —AD H i LA 6
> T UHINVEL
® RSA-2048 (B4 ARk, B4 MGE)
® RSA-3072 (F4 M)
® SHFET /LAY XL SHA-256, SHA-384, SHA-512(RFC 4868 |2 #EHL)
> T X AR —AD FFiH AT G
® HIE NI E T HERTIAHE: 22 LFO ASCIIL CFF
® EIET /LAY R SHA-256, SHA-384, SHA-512(RFC 4868 (ZYEHL)
> 7 uabha AR E
® kLR 5 EA L (Any)
> IPsec fif AR &
® DefalutAction : Al 3
® CEHERRGESE R E A R R T D
P F S feRB L 720
Fx— 2 GEEO SRR TS
RIHHERS TR L 72

F7-. TOE (% IPsec t¥ =T 4R —F —H_X—A(SPD) #EEL TEY, BHEICIVLL TOREN TXD,
* IPsec RV — 1P 7y "4 EL T, ZNENDOSMITE LT TP 2y MO ARG - il - i
FEDHIHLEDENEEITOINEIR TES, IPsec RV —DEENSA L TRy T ORI Rk
X, RC— LV CAULEEILD, IP Ry hOME LTI Any 7 vbh=b B850 IP 7RVA (R, F7=
1T 7 Ry MEE) DX E TE D,
IPsec RV —(F IP RV —27—7"1~10 D 10 V)V —T £ THE TED, 1 2OWEM T, HEO
IPsec RUL —MREENTZHE . IPsec NI —7/L—7 1~10 OBEFIEFIZE ST, T e O SeEsr
CENMEDE SIS,
- AR A PR > I > Eilm EER
« TIFNRT 7ar s IPsec RV —IZE BT DR ENIRDST-HBEOIEE Tt HEIR TE 5, (O
ENZDWTEBE IR L, A IRINT 2L TA XV ATHRRL TS, )
> 3 . IPsec R —DFEEICHE LRV IP 7y NI T 5
> i : IPsec RV —DRREIZEE LW IP Xy NI@iE w5
< B DA L AT = ALFERE >
-WebConnection: WebConnection D% FLE 3R EMEREDF]
WebConnection & — %I FHEHEREDF]
SRR SR [Table 7—19 B RHFL ISz, AR 2 A RS E581E
cTVBRTAN— (7.2, T BAGIEERE ) CTVARTAN— %A LB T 2 — AL T D ER FAT
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Security Target

1.5, %) T« BEEHERE

FMT_MOF.1, FMT_MSA.1, FMT_MSA.3, FMT_MTD.1, FMT_SMF.1, FMT_SMR.1

TOE X, FIAFICH L C T B ERE A 21775, & B B ERIL, FLliSN T A 2T = — A0 DD BB E Rl HE
ﬁoé TVHRTA N, EEBREZ R UL 72, BE S B LT WC C R0 & B RE A 52179 Sl i

ZEBTHEICIE, TOE ~OBIGRIENE RS, RBAECHEEBEZFH T2 LT TERy, %&E
(U.ADMIN\ U.NORMAL) (X, = — ¥ —FHEERICIVEEMTORENIND, &% E (U.ADMIN
U.NORMAL) ® B # fFiF iE e/ A R iZiToiv, v 7 T U MNETHEF 5, TOE © UADMIN (2%
U.BUILTIN_ADMIN (£ /LA &5 #) & U USER_ADMIN (o —H—&HE) O 2 FENEET D, BiE11%
BF SR —RIZEo TREES L, & T2 — Y —4 22— P — 2T — % EEEHER FERHVEFRE) I2E-T
RRESND, W& 1TV U.ADMIN EREA T HALS, FIAE OFEIR SN TRV E B REZ R 5
Z LT TEA, TOE 13, Table 6-2, Table 6-3 D7 7 A Hil1#I1Z b\“C X2 UT 4 BIEORIIEE L TR AF
BF—& FIHE a7 T 2R L KA ED User ID ##I0VYThH, 777 A EHEEICIVAERKSND
FIHF SCET =2, FIH#E Y277 —21%, TOE AAOFAFIZL > TERESNDTZD, X 2T 4Bty HfEE
LCEBEED User ID ZEN0Y T, 777 AZAETOT 7w A#E I T 5, 777 A% E5% T#I1L. Fa—R)dg
ESITNRNT 7V AZAG DY A | 7 77 ALEITREI ATV ZEHR Y 7 A MRGFINADT- 0D | S8H| ATV ZAER v
ADT IR AMETOHIEE2D ., Ex 2T BIEIZERR W, FIHEITEEE O UserlD NEIWYTHNDS, F a—
RPEESN WD T 77 AZAE DA BX 2 )T BIEOWIMIEE L TR ESNTZE ARy 7 AD User ID 23EV
VTHND, FEMIL. (7.2 772 H#E 1 2Bzl TOE 1. FIHELL CEV Y TH/z User ID 2 EX45
BRBEZ 700,

Table 7-17 BHE RSN A ETEAE

(e T N FrA S | BEFRER A&
1E Tz —A
o — A B RE TOE OFI B User ID ZFfo— —DXGk | B ok, £ H ., | #fEx1, WC

/ﬁﬂﬁ? Z— P — AT =R OB/ T, — RS | HIBR

D% EMRER, BEREHIBR O F% E/MfRbR, & B HERR
@H@/#}Jﬂ%%ﬁ“’)o T =B EFES TR A
E LTV a T 2 ER LR, X207 BIED
WIHMELL T User ID 235% E 41, Table 6-2, Table
6-3 OFIHET =27 7 v AKERERIND, 7
B, x2—F—%HlkgT 5L, Y% —VF—2BEaH
ThaIELHIRIND,

ERLE NSAT—RNEREM | BHE AU —NERETD, LR, FHs | A% BE 2V
He RNRAT—RIZET 7 AV MERHESN TN S, FEH
BRARFE DR B PRt &2\ T, BV U B ELE
RIEEET D,
a— Y IR ERE | =V R ROREETTO, AMBIEERFE, S | £F BlE 2L WC

Y — N —FRGE, AR E SR — N —GREED
WO ERIRT D, BV B BLE L, BIOARK
I ;|| | RV g W

SNERFRREY — N =R E | SR — N —FRAEA N THIH T 25MFRGE T — N | B sk, BE | | BfE e, WC

HEHE —DREEIT). HIBR
SREF AR B BE D2 | AR OB AR ET 5, FIREOEGE L | 2% BE iz L WC
R E FRRER IR EIE A, Z O EMELL B2/ 5725, TOE
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Security Target
P ELEERE A FER ST B | BERTRER A
1 T —A
(B TV Rt p ATl i Tl A
B RAEOBAEAL L | U7 RRRE RIS BB L, BT kicde | B H B L WC

fiR BRIRF ] D28 R RE

IVA BB ORBFEDMF IS A | RBREE 1L
DEBRENDETORM R ET D,

FREE A B (VA | RBEERIR A S A7) 7§ A%, ZOBREICED, B | FET BE 2L WC
VEBFLINO2VT | VBB DS OFI R ORSGEE IR AR TS
HEHE ZENTED,
PRAT =R OETRE | SAT =R (SR =R/ NUFEREL L) | £F BE 2V WC
i3 DRRE-EHELTD,
X2V TR EW | BX 2T EOA ) B A ET D, Y BE L WC
i3 BN E LTI, B2 )T HASEED 5D F VI
BT LR ELE X 2T REIC—FEREL, ZORE
EHEFF YD, R hT—2% S LT= TOE OFHHERE,
AT I ARERE (RS-232C I/F %4 /H) . *ybhU—
IR E B LS RE R E ORI N &SNS, Fl
RAEDEE RSN EEFEITORELE L2 ETLE
Ha . BhEmE AL, FIRAE P RIEOMG AT
AL A . EX 2T bR BT NI A E S
B,
B R 3 D2 FHEHE ARFEWMAR ET D, EENGEENBAELLY | BF BE L WC
A 2O ARHE RN E R a/ ICRESSND,
VAT LA =Ry M | BESRABER OV AT A — Ny MR OF% | ZEE e L, WC
D Zs FHkBE XTI,
BEm 77U MEMOZE | WC BIER O B E#ns 7o MEH OB EEZ1T, A Y WC
Pl

e {5 R {5 A B RE

AR EEEHAETHD IPsec WIEDREETT,
IPsec BEa%E . FRIILA N E, [Psec LI ERL
TEDEE, ZH . HIBR,

e L WC

TN — 7 3 ERERE Foy k=28 E (TOE ® IP 7RL A, DNS H—/3 | Bk, A5 Bl L WC
—® IP 7R A, B—FE B4 NetBIOS £%45) 0
ik, EHEE1T,

Barm /o PR RE B MREDO A 2L, i n 7 OB ik, v | Bk AE el sxr, WC
—AN—  HERERFORTE L, BEhrs OREL
HIBRZATD,

Ry AE PREEHE THNR Y 7 ADR Gk, A& —F—DEE HIkR | Bk, ZE ., | #Fx21, WC

%3?50

GUIES

SR ATV ZAG R EHEE | REATYZEOEN/ MR, AT ZERy /A | ek, BH BiE L WC
INAT—ROBEREFELTH,
77— =T7T7v7T | USBAEVEZFIALIZTOE 77— 2b0=T77v7 7 | EAT BAE v

— e

— M FEHET D,

Table 7-18 —&F|HF TR NS E B
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Security Target
(e P PRSI | BRAERTRE AR A &

g Tz —A
2P AT —RBRE | 22— — R —FORELITH, FAEIT, HUR | £F B2V WC
R A%, B O2—F — SAT—REEETHIENT

&5,
Ry ARG BREERE ARy AORGR, FrEE2—F—DLE HIFR | Bk, £F . | B 0L, WC
#1179, Fill

<BETHA X T = —ALHRE : FMT_MOF.1, FMT MSA.1, FMT_MTD.1, FMT_SMF.1 >
*WebConnection: Table 7-17 2 O® Table 7-18 TAL X7 =— A2 WC NIE1ET DI HE
RV Table 7-17 & % Table 7-18 TA L ¥ 7 = —AIZHEAE S KU DFET DI AE

<BAHSHALH T = — AR FMT_SMR.1>
*WebConnection: EHE|ZLDa—F — B EEikaE
EHHFC LD AT —RFRR
—{RF B LD AT —RERGE
SERE SR EERE T LD — W — R G RE
EHFHICE DR AT — NG
— MR B LD AT —RERGE
TYLBRTAS = R LD AT — R 37

<P DAL H 7 =— AL HgRE : FMT_MSA.3>

*WebConnection: Table7-3~Table7-14 T, WC AL ¥ 7 =— AT AL T O#EAE
Table7-3, Table7-9: # AL 77U M FEAT,
Table7-8, Table7-14: 4 AL 7 7V N FEAT,

X0 V(A VI8 Table7-3~Table7-14 T, #{E/ SR NEALHT 2 — AT HLL T OHAE
Table7-4, Table7-10: 56 /54 B IRL TiEIF,
Table7-5, Table7-11: =2t — M (T,
Table7-6, Table7-12: %6/t &8 IR L T4(F,
Table7-8, Table7-14: {fl AR w7 A% HEEL TRy 7 ARAF,

TV HRTAR—:  Table7-3~Table7-14 T, TV HRTAN—Z AL HT 2—ALTHLL T O#EME
Table7-3. Table7-9: Flfill %3217
Table7-8. Table7-14: 7R v AMEAF4E FEAT

cTFIAA BT 2= RZE DT 7 I A G R

FPT_SKP_EXT.1

TOE (%, IPsec i#{3 CHIA AR 54D D | EHE IC K-> GRESNIZHFRT A 8L IPsec ZEHED T T A
— A B A AR AT RER R R AR — THD SSD ITRIFET D, TN LA ORS S4tiT. RAM ICR1FT5
(Table 7-15 M), TOE [I{R{FSNIZFRIILA T, 7 T4 X—NiE, B2 B T DM Re 2 kL7272 | F]
HE 2 TOE OEAEIZEVENSEFH AR T2 EETE/20, TOE 1X, MFP A{KIZ RS-232C IF % 52351 TUWLA23,
W TS LS TOATD  FIHE R ZOA 27 2— 2% FIH LT, SSD OWNHTF —#% R0 32 LiL T
720N, £7-. RS-232C IF LIk, TOE D47 SSD ONE T —# 2B 4 AL ¥ 7 = — A& F2HEL TR,
SSD (T B HIA AR B[ 72 AN — T BT FIFE DY SSD ZHANL CTNEL T — X2 B 3 Z 813 TEZRW, LA
FOZEDEL, FIAB RSN FRI A 8, 7T A — Mt B S a St T T TEAR,
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Security Target

7.6. BEEHRE

TOE |, BEAM R F LRI L Tl AR 2R, ikl v — " —~EE T2,

FAU_GEN.1, FAU_GEN.2
TOE 1%, L FTOELEERMRERLL, FHRARLEER HEEODW), FRORER, 7 V=7 NEBITE#
HROKE AT D,
Table 7-19 EEXNRER—E

ID (7= BRIERTREZR
A s i R
FRBIEHR *1) AL BT 22— A
Admin ID/ .
o BB SRV WC,
= —FRRE D E User 1D/ e e s OK/NG
TV HRTAIN—
A&k ID
ATV ZER Y7 A User ID S L WO OKING
NIV
AT —REREED i ser *
=—F-ERMRICLS Admin ID B L WC OK/NG
min BNV
gk, AT HIBR
D AT — RO User ID R SR WC OK/NG
R PR SR — R DL 5 Admin ID BE v OK
2—YP—FRRERREDEH Admin ID BaE 2L WC OK
INTRRRE Y — N —R E DBk, B H Admin ID BB RV WC OK
FRREI A B B B DA B Admin ID BiE L WC OK
B B RO EER (AR BRI TR D Admin ID BaE L WC OK
RSl VAP ) N
Admin ID ERE/ RV WC OK
(U.BUILTIN_ADMIN Li4h) o207
PSR — N B2 TR RE Admin ID BaE 2L WC OK/NG
XTI —RREDEH Admin ID BafE XL WC OK
HEFEWR O Admin ID BB L WC OK
VAT AA =N MR O ZE Admin ID BaE L WC OK
HEms/ 7o MG O F Admin ID WC OK
FERUBISE R ED Admin ID B2 WC OK/NG
min EY(EVAS /N
gk, A HIBR
Fo NI — TR ED R G, EH Admin ID BaE L WC OK/NG
) EEIR ON
B B RE DA 227 1 1D I OK
BafE iz WC
275 ID/ TR OFF
BT TSR EEDRKR T . . OK
R 2 FEE D HRE L, WC
Ao/ SRR Ok, AR Admin ID BaE 2L WC OK
R 7 A B HEEREIZ LD Admin ID/ L WC OK/ING
. B 1N
B AR 7 2D %G, 25 F , HIER User ID
TR AT Z(E R EMRED B Sk, A F Admin ID e 2L WC OK/NG
Tr =AU xT T v T — MEREDEST AdminID PR xv OK/NG
VAN ENALE S , -
, , User ID TVHERTA 73—, WC OK/NG
(Table7-3 #:{E"Create”)
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Security Target

A REFR

ID (7 =sh
FRAIIE R *1)

BREW REZR
AHET =2 —A

RS

U rYa TOHIRM
(Table7-3 #:{E"Read”)

User ID

BE L

OK/NG

X Y a TOERE
(Table7-10 £&/E"Create”)

User ID

Y AT

OK/NG

a b — g 7 ORI
(Table7-11 #&{E"Create”)

User ID

Y AT

OK/NG

Ty I AERY a T OERE
(Table7-12 #2{E"Create”)

User ID

BE L

OK/NG

T 7 I AZIEY a T DR
(Table7-13 F{E"Create” #ER7 7 7 A5
Fa—RFEELTWRNWT 77 ZA%2%F)

T 7 I AZEY a T DZE
(Table7-13 #{E"Create” HNERT 7 7 A5
Fa—RNEEELLY 77 2A%%5)

AT A ID

OK/NG

77 7 AZfE Y a T OHIR]
(Table7-13 #{E"Create” il A £V ZIER
VI AND T 7 ALEZRRL, HRETZ

P

A7)

Ty 7 AZIEY a 7 ORI
(Table7-13 #{E"Create” {HAR v 7 A5
Ty 7 ALERRIN L, HIRSEITE E1T)

User ID

Bl L

OK/NG

BRIEY a 7 DIRAE
(Table7-14 #{E"Create” KR v 7 Ap{F%HE
17)

PRIEY a 7 DOR-TF
(Table7-14 #{E"Create” KR v 7 ZE(Fx e
ELTHA VY N7V v b EFET)

BRIFY a 7 ORTE

(Table7-14 #¥:{E"Create” AF¥y F==v b
WHEREZE Y hLTC. Ry 7 AR =2 —HEH»
BIEARY 7 ZAEFRELT, Ry 7 AMpfGFEE
()

BRIFY a 7 ORTE

(Table7-14 #{E"Create” K v 7 AME(EETR
FELT/RAY— RiFZ{E POF O XA L7 R
U b & FELT)

User ID

TV HRTA N

WC

(A VI

WC

OK/NG

Ty I AZIEY a T DRAF

(Table7-14 #:{E"Create” HEFT 7 7 A5
Fa—REEELTWRNWT 77 A%E%, 7
7 7 AXEETREI AT Y ZER v 7 AMRAF)

T 7 I AZIEY a T ORAF
(Table7-14 #A{E"Create” N7 7 7 A5

VAT A ID

OK/NG
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Security Target
e ID (}7P=2k (R ,
AT SR A 1) Ao 5 Rk
Fa—RNEEELLY 77 AZER, 777 A
XEEFRESNIEAR » 7 ZA~MRTF)
RAFY 3 7 DER
(Table7-14 #fE"Create” AR v 7 295 User ID (s V% OK/NG

SCEAZEN L, FIRZ %1T)

BRAFY a T O%E
(Table7-14 #E"Create” AAR v 7 25 User ID BE L WC OK/NG
TEARINL, #1552 FET)

WEY a 7 D7 7 7 ZEE
(Table7-14 #a{E"Create” AR v 7 A5 User ID Ea{E L OK/NG
LEEFRL, 777 AL DEEEFET)

WFEva7oLyra—K
(Table7-14 #{E"Create” {HAR v 7 A5
LEEZEINL, XU rnm— RE%ET)

WEYa 7Ry a—R User ID wC OK/NG
(Table7-14 #{E"Create” i A £ U Z{E R
VT AN T 7 I ALEERINL, XU oa—

N % %EAT)
RfFY a2 7OBE)
(Table7-14 #{E"Create” /XA U — K51k BE SRV
PDF 7R > 7 A b CEZER L, PRAFE2 FEIT) User ID OKING
WRFEY 3 7 OBE)
(Table7-14 #E"Create” AR v 7 A5 BAE L WC
MEZBERL, B#EFET,)
BRfFEY a 7 OB
(Table7-14 #fE"Create” fHAR v 7 A6 User ID R L WC OK/NG
TEZERL, a—2FT
il a7 ol User ID B L WC OK/NG
(Table7-8 #{E"Delete”) A
RAFY 2 7 OHIBR
User ID e 2L WC OK/NG

(Table7-7 #:{E"Delete” )

BUE L WC,
IPsec & v ¥ a U HENT D SRBR VA7 A ID PR errNo(*2)

TVHRTAIN—(%3)

CLDIRBIFRGERTIC R A LB R ELO IDE 7 V=7 MRBIE BT, KRB ID SV [EEE %285,
777 A AR IR AT DWW 2T AID (Bl - 2 27 4 (MFP)) #5045,
IPsec Ty a FMESLOHRBUITIBWNTH I AT AID (EEE : > A7 5 (MFP)) 258k 5,
ERo 7 TUSHEREDO B MG EE TIX, BAus B HEEEOH A K BRI A EBIREC k> TEEL, A7 A ID
([E EfH : > AT L (MFP)) J ON—H — 4§55 ID Zrtdkd 2,
(*2) [601]( Xy m—Lal BT R —VP PRI E LD o 70) 7 E DO FTED =T — N ek S D,
(*3) #ME/ L SMTP H— 38— SEEEEEY— " — DNS Y — " — a7 — R —
WebDAV H—/3—_ SMB ¥ —/—LDiEfE
WebConnection : WebConnection O]
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Security Target

TUVHRTAN— 7. 2. TV RRFIHRERE | TT VAR TA N =% AL H T 2 — AL T HEAE

<PBEG DAL HT =— ALHERE >
*WebConnection: &0/ &I

[Table 7—19 AR FR & | ICRREIN, BEE/ 2 ARSI 58

PRE L B ER A
[Table 7—19 AR FR & | ICRREIN, BEE/ 2 ARSI 58
cTVHRTG AR —: [Table 7T—19 BEAEXMNRFELR 5 | ISFEHESN-, AR 2RSS LHE
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Security Target

FAU_STG_EXT.1

TOE I3, BEERED A 2N/ %, Bt oy OIS ik, a7 — — HEWRESRFORES, BEArT O%(E
CHIBRZE B N E 3 2 A n /7 W E R 242975, n 7 — X —X WebDAV H—_—2F|H$ %, K=
OB ETAEBREEHEL, IPsec WBEEZFIHAL Cash—"—~EHxns%%k515, TOE LusH— -
—[H D IPsec {513, &5 fHE{E % B ERIC VR ET D,

TOE 1%, v/ A s 7741 T TOE NOE— /U RIFEERIC —FHRFEL . BEEESIECRELZH
RO LUER E LT B EIGELESA . DIKIIERE NG/ B EEFTULIESG A1, XML 7 — 224
LCush— —~ik5 15,

TOE WIZ—BHREFSNIZ0 7 7 74 %, XML 57— 28 Btk S LIRS B N A 07 HIbRE FEAT U, Ml
g%, XML 7 —#1%, 07— _"—~OEEFEZE TR, KOs 774D XML 7 —2EHOBEIZHIBRT 2,
TOE WNIZ—HHRFESNI=nT 7740 XML 5 =X ~T 7B ATEHA 47 2— AT, EEEICLDERT 0T DXE
EHIBRD A THY , — BRI RABE B BEFE RAREILT VAT HIELTERN,

Fy D —JEERE Ty b —_—Zu/E#HEEETET, TOE NOu— IV RTFEIRAS TN R~ T2 55
FATTEDMAEITLL T OMREIZHITRS LD,

- B OFF (LA BUSHSREDORK T
- B ON (X DA n 7 B RE DO B 4h
o« — Y —ZREE (BB SIS DB FRE T 7 AL D B FFA])
CEHFICIDEE TG BULITHIBR
EHAENEREELLITER S HIBREEITL, 00— VRIS O AR RE SR SN D Z LT, HI R )MiE
Bans,
Table 7-20 B w5 —F D4

ERn 7T — 2 O80Hn s
2 GO E fEIk SSD (27T 5
a ZERIIn 77 7y AV E L TR L, XML 7 — X IZE# LT
B 7= R T FT B,
077 7 A WVIEEK 4A0MB RFAIRE T, Tt N0 Z A I 7
T, B 7P —=R—~DEEDT- XML 57— X (AW 5, ZEHtk,
L¥n T 7 7 A VITHIBRT D,
o JEROREF A X CEHENRE LZARD L IIEEEIGELES
- 36MB (T L =84
CEHEANER 0 SREEET LGS
XML 7 —#Em 7 — =2 EH%, RO XML 7 —% B3 Eshb
BRICHIERT 5, HERMOEE. &K T6MB (7277 7 1 /L 40MB,
XML 5 —# 36MB) # TOE NIZ—HHEFESN D,

<PBEG DAL BT =— ALHERE >
*WebConnection: BEE& o/ & HGE

[Table 7—19 BAEXIRESR & | ITREIN, BEE/ 2 ARSI 58(E
RSOV B o PR

[Table 7—19 BAEXIRESR & | ICREIN, BEE0/ 2 ARSI 58
cTVHRTAN—: [Table 7—19 EE&EX G HG—% | |Zfidich iz, BEE RS A RS & 58 E

FPT STM.1
TOE 1Zruy/ifea AL, BEE DRI TOE ORZIZE T T A e a1t 7 5, AR/ ICFekT HREZI 1
Wiy e BRSNS,
<BEAHA L HT o — ALHERE >
-WebConnection: [Table 7—19 B &EXIGH 4% | |[Zilfishiz, AR A RS E 2 8E
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Security Target

PREAR L [Table 7—19 EEXNRER—E ||IFLHSN T, BE0T 2 A RS HEE
< TVHRTA3—:  [Table 7—19 BEEMNRER—E IS, BE ARSI HEE
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Security Target

1.1, BIEHTERAE

7.7.1. 7w T T— FHRE

FPT_TUD_EXT.1
BHEF L, BE SR BLLIE WC TR BIFRAER & BEAE ﬁf‘77~b¢:7ﬂ—\‘/“a‘/®ﬁﬁ?’ FITTED,
Fo EHEL, Vb= T T AT UHNVEBL T — A ERELT- USB AEV% TOE (2335 | #E sx v
THBIRREER B W C7 7 — AV =T DT v 7T —MERRE FITTED, 77—V =T T —HXIZIX, VAT A
arhe—I0F Y harte—Jbn oKl 77— AU T7E SHA-256 ([ZE-> CRHLIEE 7 7—L0 =T DNy
YafE R (7.7.2125#0 H O T AMERE TR 92) NG EN WD, TUXNVEL T —H1T, SHA-256 TH
Lic77—20 T T —H D oy 2fBIZ% LT, FIPS PUB 186-4, “Digital Signature Standard” (it # > RSA
FUBNEL T VA XNGER 2048bit, B4 A% —25 PKCS #1 Ver 1.5) TELA LT-F — 4 Thb,
BEEINT T T —MERER FATLIZHE, TOE 1312 A—/L &2 B4 %A1 RSA AR (8E 2048bit, Hif
K2 TOE 1AV A=A STV ZEHL T, 77— AT =7 7 —2DF DAV BL il a FEfi T 5, B4 T
DR TZG A1, B S A N EEZ R R, 77— LU =7 OFEEZ AT DR, B4 BRAEDS R LTS
GEIE, 77— A =T R T — AU T Oy affifE REA ANV TS, T UV EARGED FIRIX, TR
Dy,
(1) TOE 73#F> RSA ABH#EE#E R 2048bit) TF VANV EBX T — 2% 515,
(2) SHA-256 T77—L0=T7 F—ZD i affizBiti+5,
(3) VEQDEZELET D, —ET LT 7—LT =T T —HBIEHE ThDHEHWT 5,

<PHHGT DAL HT = — ALHERE >
*WebConnection : 77 —A U =7 \— g U HEEHRE
i LA VI T =AU T NV a filE iR RE
USB AEVIZED 77— =T 77T — MERE
T LT T T T = AT 2D USB AL BT = —A

7.7.2. BB T X R

FPT_TST_EXT.1

TOE (3, fEJL ON KflZ, BLFORITRUICT AMZIAEFICHEML , REDRHSNIZSG G BIE S xovicE sz
FORU, BEZA 1L B2 T R R BRICRBAT %, ZHUCdD, TSF %%ﬁmﬁ‘é77~bﬁl7®m (e
R TE D,

Table 7-21 HE7Xh

No. PO 7 A
SHA-256 THMH L& 77— AU =T Oy v afid, 7y 77—
VAT AT b —FED% MERE T TOE ~4 A h—L Eioy v 2 BEIF#RICG ST
77 —L0xT WAEN—T 5 Z & 2R, TOE CHHTA ARSI 7TV
Ny a fBERRFEDOX G & T8 D,
KT T Y X ATKT B BERfET A~ KAT test for SHA-512,

_ L KAT test for HMAC SHA-256, KAT test for AES encryption
WE{kZA4 7Y ) ) )
2 o (CBC, 128-bit key). KAT test for AES decryption (CBC, 128-bit

7oAy XL SHA,HMAC % . < e

key)., KAT for RSA 2048-bit (PKCS #1 v1.5), KAT for Diffie-

Hellman % /i,
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Security Target
No. PSES T A b
Ty bE—JRE LTHATS Y7 b7 #RE L. DRBG B4k
ek A477 D~V AT A+ (NIST SP800-90A @ [11.3 Health Testing| (245
3 72 Y XA DRBG 3% . Instantiate. Generate. Reseed DIEHEIZ DUV CTEEIfET A
) % FE i,

<BAETEALHT = — AL e >
- EEIE ON oo A 27 AMERE

7.8. FAX 9Bt 8k

FDP_FXS_EXT.1

TOE NEET LT 7 VAL BT 2 — AR FIEE LT, ARERRE I LTI FAX #2380 00 7 7 7 A5 &
FIRBEDEAE SN DDFATT DT 7 VAR E DR DD, T 7 I A BT = — AR Tk {n?ﬁhﬁjéi}’bfb‘é‘f“ﬁ
X, ERRFIH BB RUIZ T 7 7 ASLETZ T ThD,

TOE 1%, 777 AET LMEREZREEL TEBY, Super G3 7ubh=a/LBLWNG3 Y uba/L YR —h 5, 777 AE
T AL, T I AEZZ DR EFEITL, AREIREN LIz~ Rid—WZ 0 H1F 720, 72, TOE %, PSTN &
LAN O3y T =277 Vo P a TR T DR RER R 720,

PLEDZENS, FIHE N TOE D7 77 AL BT = — A& FAWTHIH TEXHDIE, 77V AEZEDHTH D,

<BEEGBALET = — AL HBE
T FI AL AT 2— AT cté777xaé {EHERE

Utk

Copyright ©2024 KONICA MINOLTA, INC., All Rights Reserved
85/ 85



