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DEVELOP
DEVELOP
ineo 5511
ineo 5511
with FK-514 G00-R6
DEVELOP
DEVELOP
ineo 451i
ineo 4511
with FK-514 G00-R6
DEVELOP
DEVELOP
ineo 361i
ineo 3611
with FK-514 G00-R6
DEVELOP
DEVELOP
ineo 3011
ineo 3011

with FK-514 GO0-R6
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Table 1-3 TOE R DK A R
HAF LR o Z7ANV
TOE D3 A 2L F5(*3) N—av Bo At ¥k
s B
KONICA MINOLTA
. . e il 23 H AR DA
bizhub 6511 -
. [A A58
with FK-514 GO0-R6
bizhub 6511/5511/451i
KONICA MINOLTA =P —=AHAR
bizhub 5511 1.00
with FK-514 G00-R6 W 7e IS A A LIS D556
[3%7E]
KONICA MINOLTA . . ) )
bizhub 6511/5511/4511
bizhub 4511 .
User's Guide
with FK-514 G00O-R6
R NEEN N
KONICA MINOLTA ICTE ks RO 55 5
bizhub 361i (R A
with FK-514 G0O-R6 bizhub 361i/3011
2P —=ZXH AR
1.00
KONICA MINOLTA W75 Mg 78 I A DIS R O3
bizhub 3011 [Hez5] Pz
with FK-514 GOO-R6 bizhub 361i/301i exe 77 AL | A8
FULL fiit .
User's Guide (*2) Bx45
DEVELOP (1),
ineo 6511
with FK-514 GOO-R6
DEVELOP [247E]
ineo 5511 ineo 6511/5511/4511 1.00
with FK-514 G00O-R6 User's Guide
DEVELOP
ineo 4511
with FK-514 GO0O-R6
DEVELOP
ineo 3611
with FK-514 G0O-R6 (e8]
ineo 3611/3011 1.00
DEVELOP User's Guide
ineo 3011
with FK-514 G00O-R6
KONICA MINOLTA _ ARFE I B ARDGA )
X2V T 1 3 1.00 pdf -2+
bizhub 651i | [BAGE .
—HERETR 2024.9.17 TrAIv DO
with FK-514 GOO-R6 bizhub
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KONICA MINOLTA 7511/6511/5511/4511/3611/3011 1595
bizhub 551i 2P —XH AR X2l T —HERE (1),
with FK-514 G0O0O-R6 ]

KONICA MINOLTA

bizhub 4511 WRFE I A A LIS D

with FK-514 GOO-R6 [57E]

KONICA MINOLTA bizhub

bizhub 361i 7511/6511/5511/4511/3611/3011

with FK-514 G00-R6 User's Guide Security Operations

KONICA MINOLTA

bizhub 3011
with FK-514 GOO-R6
DEVELOP

ineo 6511
with FK-514 G00-R6
DEVELOP

ineo 5511

with FK-514 G00-R6
DEVELOP [43E]

ineo 451i ineo 751i/6511/551i/451i/3611/301i

1.00

2024.9.17
with FK-514 G00-R6 User's Guide Security Operations

DEVELOP

ineo 3611

with FK-514 G00-R6
DEVELOP

ineo 3011

with FK-514 G00O-R6

(*DMFP AR DA A X A(FULL Ml B3 2V 7 0 —HEREMR) 2 —E A~ A5,

(*2exe 77 AN EFEITTHZET htm]l 77 AV AFT 5D,

(*3) I FE ik (fL1A) 23 B ROGEIT B RFEO AL L ADEATSI . B RSN DG BILRZED T A L ADEC A
SD, BRFEHIERIC B RS ENR WG EIE, RRED T A X AD BB EATSID,
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1.4.2. TOE Oi#ErEEH

TOE O ELHY i A
LIFIZ TOE O X2l 7 AHEREL AR REZ FL k32,

TOE
¥ Us e =2 L
coTTTTTTTTmmTm e I h
1 , . - . |
i RIS AEME tEa T ERME || 7 b |
| b .
| — 4 £ = N ! ! :
E 7 ot A R EEHaE E i A ¥ v HEEE i
1 | h 1
! L = 24 =3 == 24
! St HaE =S E R E E o HE i
1 | \ 1
1 , . |
! == =l EE LN T A 1
U !
1
| | XEORFLIRY G LEE | |
N — RS ’
'y 'y A F Y
h 4 h 4 h 4
FIRE 2747 > kPC SMTPH — /5 — FAXH 22
SMEREREL Y — /8 —
DNSH — /3 —
a4 4 —s—
WebDAV ¥ — /3 —
SMBH — /¥ —

1-2 TOE O ERAIEEHH
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1.4.2.1. EAHEE
PATIZ, TOE D RAREREZ T T 5,

Table 1-4 TOE DA AE
No. Function Definition
1 | 7V MRE FIM#E D LAN £ TE 7 3CE% TOE (Z—FRFL., Fll32H%0E,
IIAT s PC OFVAARTAN—=HLLIE WC 25, FRRE& TV MRy 7RI
T ELE—HREFETED, 2. WC 235327 —RiE Bt PDF Ry 7 Z2~E
%iiégﬁﬂﬂ%ffé% FIFHE DSBE R RN 0 D— R AT LT3 1 SCEDH]
WEFEITLIS A 5% 48 T 3UEI TOE M oHIREND,
2 | AFrpAE FIRAE DB SR DDDOEAEIC LS T EE AR Y CHRATRY, &
FECERL T, 2512 (E-mail, WebDAV, SMB) 5148,
3 | ot —kfE F LD EAE S RIS DERIEIC L > T, ICEEAF ¥ T TH AR T,
Pt B 7o B A TR R 2 B RE.
4 | 77U AKRE FEHET7 7 7Y 7 bl VT, AR BRI/ (PSTN) Z/ LC 30
ZIEZAE T DR,
« 777 AE(EHEEE
BAE SR INDDREFEREEEL  MLEE AT Y TR, B CEICE
LT, 5B LI T 77 A~EE T DM RE, BB S0 bl AR Y7 AR
FEINTWHETLEL T 7 VARG THIELTED,
T 7 A S H%EE
AT 77 R D BREERE N L CE T CEE %5 T HHE,
5 | XEOHRMFLBOHLEERE | BARYIA SRHATIZER Y I A, /32T —Kf 51t PDF Ry 7 A28 13
EARIE BUITRTE LT 7 SCE 2 B 3 hRE,
AR 7 2R LT ML EE AT v TR, B 7 SCEICEHR L TR
IFGAT N PC DTV EZRTAN—HELLIL WC DHE T CEERLT, 777 A
EICE-oTRIE LT Fa— R &7 7 VAL ERRGF TED, Bl ATVZIER Y7
IZXL T, 777 AERRIC L > TRAG LI 7 7 VAL E R AT TED, /SAT—FR
K=k PDF Ry 7 AICKLT, 2947k PC @ WC InHE T CEARIETE
2o
AR Y7 R RAFS NI BT SCEIL, BE SV 6HR, SMTP H— /38—
/WebDAV #—/3—/SMB $— —~DT77AVEE, 777 AEE,. WC 5
SMTP #—/3—/WebDAV H—/3—/SMB H—/3—~DT7 7 A /LG, F T
B —RRTED, BRI ATV AR 7 RARAFS NI BT CEIL, BAE SR h
SHIFIL. WC b2 7o —RRTES, AT —REEE{L PDF Ry ZARGFS
NI T CEIL, BB SRV DE AR Y I ASDRIENRTED,
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1.4.2.2. %2 1) T 1 HHE

PLTFIZ, TOE ®&x2)T o HhEA 30k 5,
AR =V F RA A OB BAIC BT 28EREIL. TOE 252U T RIS TR0,

Table 1-5 TOE D& (H#EEE

Function

Definition

W R RIERE RE

TOE ZFIALEIDETHE N AIFIAE CHLI AR AE D DI L@
RETE WA S TIREEL . 37 IR A LIS I E 721718 TOE OFI A5l
THRERE, ATV ZER I AT VAT HBE (T 77 255Kk . FlH
HOFBIRFEITINZ . BRI ATV ZFR Y7 A SAT — NI X DFFED Ehi 95,
PRAEF UL TOE B & A5 FRAEAATO AR MEE B FEGFE T AN DOFRFEY —
N2 T BHERY— N —FRBEE S D D, AMEREITIZLL T OMBEN & £
b,

BB T By e | N G ET 2 =3 I [0 Wl N e 7 el N o L ol Y 111
T AR, ASIUT SR —R B X — 0T CHRNT D16

RAT—R DB AT A DICERE RN FOREL R/ SAT—RED
AN T LT SAT — RT21 T 2 58k D% BE
RBIFRRES NIz — W — O EN — B R 22\ (B ERE D3RR E LT RefiZ2v)
Bh. F Oy ar Bk T HMEE

77 AR RE

TOE WNOLREEEICKIL, FF ISR E DO BNT 7 AAREL/2 D 51T,
TR PEA~DT 72 A%l R 3 DI HE,

i LR RE

LAN ETOMBEPIC, T —FEE~T 7 BATERWINCRE BT DHEkE, T
— AW SAL DG REI ., E BRI A RSN 5 7 LT X LD I L0 RFE
b,

i 5 RUE E P RE

LAN I RFHZ Ry N — 7 EOEERIC L D16 Wik 2\ & IR T 2888, IPsec |12
FoTBIEREIRET D, 74Tk PC, SMTP H— 33— S ERFRGEY — 3
—. DNS #—,3— mJ/ 4 —,3—_ WebDAV H#—/3— SMB #—/3—L TOE
DEDBET — 2% 5T 5, 3. E5{LHEREIC L > TRy N —7 E&ifiD
REB LN 5L T DI TRET D,

B DBEMDOFIRE DT DT L &AL DIEHE,

T2V T PR RE

A FRFERE e CRRAES L= A8 PR (U ADMIN), — i) fl # (U.NORMAL)
R, FNERORENIRMES L TOE OFXa 7 IR E, 21
ARETHHIEZIRET D RE,

TOE OEABLOEX 27 (#5954 (LIF, B FGL D) our %
AFRHERGELLbICERDy T — 2 LU CRRsE T DRE, 0/ 77 Vid, &5
WEMEZ AV — "—ZEEFES, 0P — =BT HZENT
&2, 7rha/lid WebDAV &4 H4 5, WA 0/ #MEEREIZ R — L7
(AN

e 5 HE0 T R RE

TOE O77—20 =77 v/ 7 =T ORI, Ty 7 7 —Md R0 77—
V=7 OREIEWARIEL, TN EROLDOTHLZLERTLHET YT
—Mi#e), TOE DR EIRFICEE 28 H U (HT e W RIBICBAT 2
ZETTy— LU =T OFEEMAERGET HHRE(H O 7 AMERR),

TOE ©7 77 A I/F 5, PSTN & LAN D7 —4 - 7V P& R T D72 I
AIRN EaRFET D BE,
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1.4.3. FE

AR ST THEMATLHFHEOEREERT D,

Table 1-6 FE

Designation Definition

BT E BFLET, CFEOHEREDEREE LI ET -4 Thd,

MESCHE HOCEFT, U E DI AR DM AR D L HETHD,

ErECE PRAEET L D5 727 (Storage and retrieval IZEDEIED X G E72%) B

Tr YA E 777 AR IV AREIREN U THNE 7 7 7 AL IEZAZ T2 30E

eV N—Rae— 3k E CLEéﬂéX%@@%@kﬁ*@@@ﬁxﬁi1$UL@X%
AP TED,

WC Web Connection, 7 7 A 7> k PC ® Web 7' J U %@ L T TOE Z#/E+ %
HHE, A VX7 = — A,

B v TOE ##/ET A7 O0HEAa Y ha— LT, A, H v FRFIVEET 4 A

LA THERR S LB,

2FpFr=y b

TOE THRIXENOKE, BEZHAMY , BT —ZIIEBRT H72DDT A
A

o

T Ha=y k

TOE THIRIMICZ# S NIzilitg 7T — Z ZFIRIH 14 2 734 2,

flfl=> br—7a2=yh

TOE % il 9~ % 2 &,

Tyr—hT =T TOE ##l#4 2> 7 k=7,

CPU Hh o R AL R

RAM PRI S L TR SN 2R AT Y,

SPI Flash TOE D#EMEALIET 2 TSF 7 — & BMRAF S L2 B A M AN A 22 A i A £ V),

SSD 256GB OBUMIZHA A 2GR IR, 77 — A0 =7 | BE R ARy BT —
TINHDT IV RACKTH VARV AECRKRTDOOEKESTET — X
TOE OREMET —%, B LERT 7 AV E LTRIFEN D,

Ethernet I/F TOE & LAN % #ifi 4 257~ DA % 7 = —Z, 10BASE-T, 100BASE-TX,
Gigabit Ethernet # ¥R — + 35,

USB I/F TOE & USB 7 \Af A& Hft T HIcdDA VB 7 = — A,

RS-232C I/F D-sub9 B> %4 LT, TOE ~> U T AHGRT 5 LR TEAHA v X T = — A,
TOE & —E A=W A VT AERECIERT 5,

SMB #15 AXx v LT =42 TOE WIZRRFENTWDIETLEREEL, a0 Ba—
B—TRADT 7 ANMIERE LT, 2 Ea—F—F—N"—DFT 4 L&
—~EE T D HEE,

WebDAV (5 AX ¥ LT —FX° TOE WIIRFEN TWEIETXEREEZ, 2 Ba—
A —TWZ DT 7 A IWITEEH LT, WebDAV —_—27 v 71— R4 HHHE,
07— —n JRETAHAICLEHRT 5,

RZOS 7Y v MERE. 7 7 7 AHRE. SCEORAE LI H LSRRI W T, FIHE S
EF—HHAE Y a2 75— 4 % TOE [T D ke, A PIE, 5FE& 7Y
YRRy A RAY— RBEALPDF R w7 A, #il A€ VZER Y 7 2, {#
ARy 7 ARFHATE D,

PRE& TV MRy 7 A —BRIREN, 77AT L FPCOT Y EZRIANR— H LIULWE b

U MERER FAT Lcke, B XEN—IRFSN D, —RFAE L, BIEAS
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Designation

Definition

RN R RF S NTCE T CEOMEZFITT L LN TE D,

AT —RE 5 PDF Ry
2

—fRFIAHER. 2 T4 T >k PCOWC b3 AY — RTH AL S vz PDF ©
FTRIS U < IEPRAF 2 AT L7, B SCER R RF SN D, — A HE I,
BB SV B RAF SN B T CEOHS L IERFEZFITT 5 2 L0
TE D,

SRAIATYZER Y7 A

T7 7 AEICLVZE LI F a— R EESN T RN T 7 7 ALEE R
T 5, BEFEE AT Y ZEFE TSI AT Y ZEEENRE LIZEEI
FACTEL2GERTIZAMEREINTWD), £, BHEENERE ATV ZER
ECHRELEBEATYZERY 7 ANRAY— RCR#EIND, ME AT %
BARY 7 ANRAYT = REHM>TWD—RAMAEIL, BfEsxre s 470 b
PCOWC D, 77 7 ALEERYHTIENTX S,

AR A

—BAIRER, HEBFET HEAR Y 7 AT L, BlERRAL, 2T, T
RPCOFY LS RIA A~ b LI WCHLETFLERRETES, 77
U ABREIZ LD ZIE LTV a FIC F a— FABE STV S5, BEans
AR Y 7 2T 7 7 ALEEARET B, —RFRIES, BEBFET B
Ry AR L, BAEAFA, 2547 F PC O WC HbEFLEZRY H
5,

T7 7 AERICEVZE L F a— B EESNET 7 7 AXLEL@AR v 7
ANRIFS DHERE, AR v 7 ZOFHEE Th 5 —FIfHE L EBER, EA
Ry 7 AEANER L BRZAEM SAY — R ETE 5,

Fa—f

SUB 7RV ALIE(E ID TSNS, BURZEDSADICHRE SN TOLHBEAR
I ANT 7 7 ZRET DB, BAEAR v 7 2 OBEE T L BRZEM
NAY—R%&ZF a2— RO SUBTRVALKXFID & LTANT 2,

&l

v 7o FEATRE, R AFICEERM T SN DX 2 VT 4 BEEOHE], TOE 11X,
— %R 2 (U NORMAL), ##H#E (U ADMIN)OEENH 5,

— R AE
(U.NORMAL)

— R F#E (U.NORMAL) & L CTOEDH| A A& - FIHE, FIHEZE 22—
Y=g, 22—V — AT —R | FEHEMHERL Trs A ARSI LT, — A
(UNORMAL)LL CikBlansd, =—H —Mlim Tt A4 F H c& 5,

B
(U.ADMIN)

EHE(U.ADMIN) & L C TOE OF|HEFF & -Fl 3, TOE OEEZ T,
0l Ay HEOENIIY, 22— —EHH (U.USER_ADMIN)EE /LA B HE
(U.BUILTIN_ADMIN) 2385, & B8 E i CIefkan 2% 2V 7 & B EE A7
FAT&5,

PR
(U.USER_ADMIN)

FRAERE—F —4, =P — 2T —F BHEHERHY T AR IILTE
i 2 —H—&HE (U USER_ADMIN) - L TRl S5,

EVN B
(U.BUILTIN_ADMIN)

BHENRAY— REmARAE, FAENEHEE AU —RTas AR LT
B B LIS B (U BUILTIN_ADMIN) & L CikBllE N5,

P—bE AT

P —ERARRT— REHBFIHE, FIHENRY —EA R T —RTr s A iZ
D L7zl — A wE TR SN EEEZFIH T 5, TOE ORES N7
TNKNNE T R— 45,

User ID

TOEZH M Z5n 2mnl) 1. FIME D07 AL FIHE RS
LCHEEMTOND, —fRFIHE, 2—F—EFBE OB 2 —F — & HFERE D%
S NENE TOND, VM E T, FEHOEEE 5 2E YL THd,

=27 4

FIRZENSIVT vV BAGFU CGRBIFEREZ EITL . fRBGREEICRBIL A
TOEZFIH ATREZ R BIC 22 &, BE S0V, WC, U HRTA /=B FEITT
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Designation Definition

&2,

a—H—4 —RFAE, 22—V —EHE N, oA BRI LT L ELTA T T Bk
T RREERIEOS S TORIZ2— —4 [k > TRIAFE VRS —F =D
DEHANT B, 2—F — ISR T — IR A 2 B3 ABRCER E L, LA
TEAR,

0y AL IRAT—R RN, a7 ARV T o3l ELTA ST D/820 — R, REIEFEZRIEOE
A TOEXRT AL AT —RIZL > TR H#E 2 RIET 5, 22—V — 2T —F HH
FZRAT— R P —E 2T — "R3B 5,

AP RRAT—R —WFRIRFE ORI AL NAT — R, RREERIEOSGE | FEE X2 —V— 5
T BRAAZEFHICE— Y — AT —REHETES, —HRAAHIL. BHO2—
PR —REEETED,

BHE AT —R ENVRA L EHE Da s A AT —R, TOE L, FTE O F BE /SAT — R
RESITEY, TOEZKERHIE VI E EE DRI ST 35, DA, &8
FHWETTED,

P—E ZSRAT—R PR DOus AL IRAT—R,

— REFI 5 1R EHEN A AEOTOEDOFI A aiE 1L T 2668, FHE 1L, = —F—F kR

IR W TS User IDfEIZ—EF S IO ELAEBR N TE 5, —EF
AR ESN=User IDEF;F>—fZFIHE R0 A 2 FITLIEEE . TOEIXBE
7RI AE BEENET DD, AR AR TS kL, TOEZRA T
720,

B MR B ISR B B BT COTOEDOR A 271 Al o8 hE, B HE 1T, =
— P ERRERE I B WD TR RSN User IDAHIZE FRE MERR DR E LIRS T
%, A MR T ESNI-User IDEF > — A& NEHEHERHY Trr (v
WCHRPILTEG A BEEREICTOEL I CT& 5, EHEMERNP R ES LTV
User IDZFf>—FIAENEEEHRSY Crr A2 FATLESA . TOEILE
BT TR A BIEAFET 2720 4RI HE X/ ATk . TOEAZFIH
T&EeWY,

BEREI R B SR OF A AT REZR R RE A I IR T DRk RE, B EEH X, 2 — Y —EE
PRREIC IV TRk S User IDFGIHEREMI RO B E LIRFRAI TE D, BEREHIR S
RESNIZUser IDZFF>— I ME B0 A2 2 FTLI25E . TOEZF A2
IRENTHFEREDOUTZ FE RS LITHRIER AR TERR T 57200 | HilFR*T R OERE
ZRHTER,
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2. Conformance Claims

2.1. CC Conformance Claims

A ST 1%, LLF® Common Criteria (LLE, CC L384) I &1 5,

CC version : Version 3.1 Release 5
CC Part 2 (CCMB-2017-04-002) extended, CC Part 3 (CCMB-2017-04-

CC conformance
003) conformant

2.2. PP Claim

A ST X, LL T PP, Errata [Z#4& 7 5,

PP Name ¢ Protection Profile for Hardcopy Devices
PP Version ! 1.0 dated September 10, 2015
Errata :  Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

2.3. PP Conformance Rationale

PP NERTHLLTFOSME R L, PP O Ki@EY [Exact Conformance | THho, = D7=H, TOE fii]iL PP &
—HL T3,
+ Required Uses
Printing, Scanning, Copying, Network communications, Administration
+ Conditionally Mandatory Uses
PSTN faxing, Storage and retrieval

+ Optional Uses
L
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3. Security Problem Definition

3.1. Users

TOE OHMMAH L, LLF OIS,

Table 3-1 User Categories

£ PR Dag L B

—FIAE — R A B 2P RRY — R CEAEREE S 7 ]
(U.NORMAL) (U.NORMAL) #, — %A #E U NORAML) D& E| 245,

. (=gt BEHHIZL o CEHEEERE 53, 2 —V—4, =2—
a— W . e
(U.USER _ADMIN) (U.ADMIN) P2 — R EHENERH Y THAFRAES AL F

- %, & E (U ADMIN) D& E &5,

BN S ERHE (gt BHE SAT—RZL > CRAGRIES R A S, FHE
(U.BUILTIN_ADMIN) (U.ADMIN) (U ADMIN) D &£ %+,

3.2, Assets

TOE [ZB T DR G EILLL T D@y ThHD,

Table 3-2 Asset categories

Designation Asset category Definition
Data created by and for Users that do not affect the operation of the
D.USER User Data
TSF
Data created by and for the TOE that might affect the operation of
D.TSF TSF Data the TSF
e

3.2.1. User Data

User Data 3. L FD 2 SOFERDDHER S D,

Table 3-3 User Data types

Designation User Data type Definition
User Document Information contained in a User’s Document, in electronic or
D.USER.DOC
Data hardcopy form
Information related to a User’s Document or Document Processing
D.USER.JOB | User Job Data Job
0

3.2.2. TSF Data

TSF Data (%, LA FD 2 SOFERILERK S LD,

Table 3-4 TSF Data types

Designation User Data type Definition
TSF Data for which alteration by a User who is neither the data
Protected TSF . o . )
D.TSF.PROT Dat owner nor in an Administrator role might affect the security of the
ata
TOE, but for which disclosure is acceptable
) . TSF Data for which either disclosure or alteration by a User who is
Confidential TSF . . o .
D.TSF.CONF Dat neither the data owner nor in an Administrator role might affect
ata
the security of the TOE
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3.3. Threat Definitions

Threats are defined by a threat agent that performs an action resulting in an outcome that has the
potential to violate TOE security policies.
Table 3-5 Threats

Designation Definition

An attacker may access (read, modify, or delete) User Document
T.UNAUTHORIZED_ACCESS Data or change (modify or delete) User Job Data in the TOE
through one of the TOE’s interfaces.

An attacker may gain Unauthorized Access to TSF Data in the TOE

T.TSF_COMPROMISE
through one of the TOE’s interfaces.

A malfunction of the TSF may cause loss of security if the TOE is
T.TSF_FAILURE .
permitted to operate.

An attacker may cause the installation of unauthorized software on
the TOE.

An attacker may access data in transit or otherwise compromise the
T.NET_COMPROMISE security of the TOE by monitoring or manipulating network

communication.

T.UNAUTHORIZED_UPDATE

3.4. Organizational Security Policy Definitions
TOE M EH T ~Z OSP #LL FITRT,
Table 3-6 Organizational Security Policies

Designation Definition
Users must be authorized before performing Document Processing
P.AUTHORIZATION o ) .
and administrative functions.
Security-relevant activities must be audited and the log of such
P.AUDIT

actions must be protected and transmitted to an External IT Entity.
P.COMMS_PROTECTION The TOE must be able to identify itself to other devices on the LAN.
If the TOE provides a PSTN fax function, it will ensure separation
between the PSTN fax line and the LAN.

P.FAX FLOW

3.5. Assumption Definitions

Assumptions are conditions that must be satisfied in order for the Security Objectives and functional

requirements to be effective.

Table 3-7 Assumptions

Designation Definition

Physical security, commensurate with the value of the TOE and the
A.PHYSICAL data it stores or processes, is assumed to be provided by the

environment.

The Operational Environment is assumed to protect the TOE from
ANETWORK ) . ) )
direct, public access to its LAN interface.

TOE Administrators are trusted to administer the TOE according to
A.TRUSTED_ADMIN

site security policies.

Copyright ©2024 KONICA MINOLTA, INC., All Rights Reserved
22 / 84



KONICA MINOLTA bizhub 651i/bizhub 5511/bizhub 451i/bizhub 361i/bizhub 3011 with FK-514,
DEVELOP ineo 6511/ineo 551i/ineo 4511/ineo 361i/ineo 3011 with FK-514

Security Target

Designation

Definition

A.TRAINED_USERS

security policies.

Authorized Users are trained to use the TOE according to site
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4. Security Objectives

4.1. Definitions of Security Objectives for the Operational Environment

Table 4-1 Security Objectives for the Operational Environment

Designation Definition

The Operational Environment shall provide physical security,
OE.PHYSICAL_PROTECTION commensurate with the value of the TOE and the data it stores

Or processes.

The Operational Environment shall provide network security to
OE.NETWORK_PROTECTION . . . .
protect the TOE from direct, public access to its LAN interface.

The TOE Owner shall establish trust that Administrators will
OE.ADMIN_TRUST

not use their privileges for malicious purposes.

The TOE Owner shall ensure that Users are aware of site
OE.USER_TRAINING . o
security policies and have the competence to follow them.

The TOE Owner shall ensure that Administrators are aware of
site security policies and have the competence to use

OE.ADMIN_TRAINING ) )
manufacturer’s guidance to correctly configure the TOE and

protect passwords and keys accordingly.
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5. Extended components definition

AFETIE IREL X 2V T AR B2 E R T D, 728, JEIRE/ 1342 T HCD-PP TERSNTWDAHLDEZED
FERFEHAL TS,

5.1. FAU_STG_EXT Extended: External Audit Trail Storage

Family Behavior:
This family defines requirements for the TSF to ensure that secure transmission of audit data from TOE
to an External IT Entity.

Component leveling:

FAU_STG_EXT.1: Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel

implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:

=  The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

= There are no auditable events foreseen.

FAU_STG_EXT.1 Extended: Protected Audit Trail Storage

Hierarchical to : No other components
Dependencies : FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel
FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External IT Entity using
a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity which relies
on a non-TOE audit server for storage and review of audit records. The storage of these audit records and
the ability to allow the administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR for the transmission of
audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class with a

single component.
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5.2. FCS_CKM_EXT Extended: Cryptographic Key Management

Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially, this extended
component is intended for cryptographic key destruction.

Component leveling:

FCS_CKM_EXT.4: Extended: Cryptographic Key Material Destruction 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key materials

that are no longer needed are destroyed by using an approved method.

Management:
The following actions could be considered for the management functions in FMT:

*  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

®  There are no auditable events foreseen.

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

Hierarchical to : No other components
Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction
FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and

cryptographic critical security parameters when no longer needed.

Rationale:
Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer
needed are destroyed by using an approved method, and the Common Criteria does not provide a suitable

SFR for the Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure, and it is

therefore placed in the FCS class with a single component.
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5.3. FCS_IPSEC_EXT Extended: [Psec selected

Family Behavior:

This family addresses requirements for protecting communications using IPsec.

Component leveling:

FCS_IPSEC_EXT.1 Extended: IPsec selected 1

FCS_IPSEC_EXT.1 IPsec requires that [Psec be implemented as specified.

Management:

The following actions could be considered for the management functions in FMT:

*  There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in

the PP/ST:

] Failure to establish an IPsec SA

FCS_TPSEC_EXT.1

FCS_IPSEC_EXT.1.1
FCS_IPSEC_EXT.1.2
FCS_IPSEC_EXT.1.3

FCS_IPSEC_EXT.1.4

FCS_IPSEC_EXT.1.5

Extended: IPsec selected

Hierarchical to : No other components
Dependencies : FIA_PSK_EXT.1 Extended:Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit
The TSF shall implement the IPsec architecture as specified in RFC 4301.
The TSF shall implement [selection: tunnel mode, transport model.
The TSF shall have a nominal, final entry in the SPD that matches anything that is
otherwise unmatched, and discards it.
The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using
[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602)
together with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified
by RFC 3602) together with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-
128 as specified in RFC 4106, AES-GCM-256 as specified in RFC 4106].
The TSF shall implement the protocol: [selection: IKEv1, using Main Mode for Phase 1
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FCS_IPSEC_EXT.1.6

FCS_IPSEC_EXT.1.7
FCS_IPSEC_EXT.1.8

FCS_IPSEC_EXT.1.9

FCS_IPSEC_EXT.1.10

Rationale:

exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no other RFCs
for extended sequence numbers, RFC 4304 for extended sequence numbers], and
[selection: no other RFCs for hash functions, RFC 4868 for hash functionsl; IKEv2 as
defined in RFCs 5996, [selection: with no support for NAT traversal, with mandatory
support for NAT traversal as specified in section 2.23], and [selection: no other RFCs for
hash functions, RFC 4868 for hash functionsl].

The TSF shall ensure the encrypted payload in the [selection: IKEv1, IKEvZ] protocol
uses the cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC
3602 and [selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other
algorithml).

The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

The TSF shall ensure that [selection: IKEvZ2 SA lifetimes can be established based on
[selection: number of packets/number of bytes; length of time, where the time values can
be limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs|; IKEv1 SA lifetimes
can be established based on [selection: number of packets/number of bytes ; length of
time, where the time values can be limited to’ 24 hours for Phase 1 SAs and 8 hours for
Phase 2 SAs]].

The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit MODP),
and [selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20 (384-
bit Random ECPE 5 (1536-bit MODP)), lassignment: other DH groups that are
implemented by the TOE), no other DH groups).

The TSF shall ensure that all IKE protocols perform Peer Authentication using the
[selection: RSA, ECDSA] algorithm and Pre-shared Keys.

IPsec is one of the secure communication protocols, and the Common Criteria does not provide a suitable

SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is

therefore placed in the FCS class with a single component.
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5.4. FGS_RBG_EXT Extended: GCryptographic Operation (Random Bit Generation)

Family Behavior:
This family defines requirements for random bit generation to ensure that it is performed in accordance

with selected standards and seeded by an entropy source.

Component leveling:

FCS_RBG_EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in accordance

with selected standards and seeded by an entropy source.

Management:
The following actions could be considered for the management functions in FMT:

* There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

] There are no auditable events foreseen.

FCS RBG EXT1 Extended: Cryptographic Operation (Random Bit Generation)

Hierarchical to : No other components.
Dependencies : No dependencies.

FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in accordance with
[selection: ISO/IEC 18031:2011, NIST SP 800-90A] using [selection: Hash DRBG (any),
HMAC DRBG (any), CTR_DRBG (AES).

FCS_RBG_EXT.1.2  The deterministic RBG shall be seeded by at least one entropy source that accumulates
entropy from [selection: [assignment: number of software-based sources| software-based
noise source(s), [assignment: number of hardware-based sourcesl hardware-based noise
source(s)] with a minimum of [selection: 128 bits, 256 bits| of entropy at least equal to the
greatest security strength, according to ISO/IEC 18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that it will generate.

Rationale:
Random bits/number will be used by the SFRs for key generation and destruction, and the Common

Criteria does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in the FCS

class with a single component.
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5.5. FDP_FXS_EXT Extended: Fax Separation

Family Behavior:
This family addresses the requirements for separation between Fax PSTN line and the LAN to which TOE is connected.

Component leveling:

FDP_FXS_EXT.1 Extended: Fax Separation 1

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to create a network bridge
between a PSTN and a LAN to which TOE is connected.

Management:
The following actions could be considered for the management functions in FMT:
»  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the PP/ST:
= There are no auditable events foreseen.

FDP_FXS_EXT.1 Extended: Fax separation

Hierarchical to : No other components
Dependencies : No dependencies
FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface, except transmitting

or receiving User Data using fax protocols.

Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the Common Criteria does not provide a suitable
SFR for the Protection of TSF or User Data.

This extended component protects the TSF Data or User Data, and it is therefore placed in the FDP class with a single
component.
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5.6. FIA_PMG_EXT Extended: Password Management

Family Behavior:
This family defines requirements for the attributes of passwords used by administrative users to ensure

that strong passwords and passphrases can be chosen and maintained.

Component leveling:

FIA_PMG_EXT.1 Extended: Password Management 1

FIA_PMG_EXT.1 Password management requires the TSF to support passwords with varying

composition requirements, minimum lengths, maximum lifetime, and similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:

*  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

] There are no auditable events foreseen.

FIA_PMG_EXT.1 Extended: Password Management

Hierarchical to : No other components
Dependencies : No dependencies

FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:
- Passwords shall be able to be composed of any combination of upper and lower case letters,
numbers, and the following special characters: [selection: “I”, “@”, “#”, “$”, “%”, “A”, “&”, “*”,
“(“, <y, lassignment: other charactersl];
*Minimum password length shall be settable by an Administrator, and have the capability

to require passwords of 15 characters or greater;

Rationale:
Password Management is to ensure the strong authentication between the endpoints of communication,

and the Common Criteria does not provide a suitable SFR for the Password Management.

This extended component protects the TOE by means of password management, and it is therefore placed
in the FIA class with a single component.
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5.7. FIA_PSK_EXT Extended: Pre-Shared Key Composition

Family Behavior:
This family defines requirements for the TSF to ensure the ability to use pre-shared keys for IPsec.

Component leveling:

FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition 1

FIA_PSK_EXT.1 Pre-Shared Key Composition, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

] There are no auditable events foreseen.

FIA PSK EXT1  Extended: Pre-Shared Key Composition
Hierarchical to : No other components
Dependencies : FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit Generation)
FIA_PSK_EXT.1.1 The TSF shall be able to use pre-shared keys for IPsec.
FIA_PSK_EXT.1.2 The TSF shall be able to accept text-based pre-shared keys that are:
+22 characters in length and [selection: [assignment: other supported lengthsl, no other
lengthsl;
-composed of any combination of upper and lower case letters, numbers, and special
characters (that include: “”, “@”, “#”, “$”, “%”, “A”, “&”, “*”, “(, and )).
FIA_PSK_EXT.1.3 The TSF shall condition the text-based pre-shared keys by using [selection: SHA-1, SHA-
256, SHA-512, [assignment: method of conditioning text stringl] and be able to [selection:
use no other pre-shared keyss accept bit-based pre-shared keys; generate bit-based pre-

shared keys using the random bit generator specified in FCS_RBG_EXT.1].

Rationale:
Pre-shared Key Composition is to ensure the strong authentication between the endpoints of
communications, and the Common Criteria does not provide a suitable SFR for the Pre-shared Key

Composition.

This extended component protects the TOE by means of strong authentication, and it is therefore placed

in the FIA class with a single component.
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5.8. FPT_SKP_EXT Extended: Protection of TSF Data

Family Behavior:
This family addresses the requirements for managing and protecting the TSF data, such as cryptographic
keys.This is a new family modelled as the FPT Class.

Component leveling:

FPT SKP_EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires preventing symmetric

keys from being read by any user or subject.It is the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

] There are no auditable events foreseen.

FPT SKP_EXT.1 Extended: Protection of TSF Data

Hierarchical to : No other components.
Dependencies : No dependencies.

FPT _SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private keys.

Rationale:
Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are protected

securely, and the Common Criteria does not provide a suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication using Preshared Key, and
it is therefore placed in the FPT class with a single component.
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5.9. FPT_TST_EXT Extended: TSF testing

Family Behavior:
This family addresses the requirements for self-testing the T'SF for selected correct operation.

Component leveling:

FPT _TST_EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up in order to

demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

] There are no auditable events foreseen.

FPT_TST_EXT.1 Extended: TSF testing
Hierarchical to : No other components
Dependencies : No dependencies

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to demonstrate
the correct operation of the TSF.

Rationale:
TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not provide a
suitable SFR for the TSF testing.In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single

component.
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5.10. FPT_TUD_EXT Extended: Trusted Update

Family Behavior:
This family defines requirements for the TSF to ensure that only administrators can update the TOE

firmware/software, and that such firmware/software is authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1

FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

] There are no auditable events foreseen.

FPT TUD_EXT.1 Extended: Trusted Update
Hierarchical to : No other components
Dependencies : FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).
FPT TUD_EXT.1.1  The TSF shall provide authorized administrators the ability to query the current version
of the TOE firmware/software.
FPT TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.
FPT _TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE using a
digital signature mechanism and [selection: published hash, no other functions) prior to

installing those updates.

Rationale:
Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable SFR for

the management of firmware/software.In particular, there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single

component.
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6. Security Requirements

6.1. Security Functional Requirements
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6.1.1. Mandatory Requirements
6.1.1.1. Class FAU: Security Audit

FAU_GEN.1

FAU_GEN.1.1

FAU_GEN.1.2

Audit data generation

(for O.AUDIT)
Hierarchical to : No other components.
Dependencies ¢ FPT_STM.1 Reliable time stamps

The TSF shall be able to generate an audit record of the following auditable events:
a) Start-up and shutdown of the audit functions;

b) All auditable events for the not specified level of audit; and

¢) All auditable events specified in Table 6-1,[72L].

The TSF shall record within each audit record at least the following information:
a) Date and time of the event, type of event, subject identity (if applicable), and
the outcome (success or failure) of the event; and

b) For each audit event type, based on the auditable event definitions of the

functional components included in the PP/ST, additional information specified in
Table 6-1, [Z2L].

Table 6-1 Auditable Events

Auditable event Relevant SFR Additional information
Job completion FDP_ACF.1 Type of job
Unsuccessful User authentication FIA_UAU.1 None
Unsuccessful User identification FIA_UID.1 None
Use of management functions FMT_SMF.1 None
Modification to the group of Users that are | FMT_SMR.1 None
part of a role
Changes to the time FPT_STM.1 None
Failure to establish session FTP_ITC.1, Reason for failure
FTP_TRP.1(a),
FTP_TRP.1(b)

FAU_GEN.2

FAU_GEN.2.1

FAU_STG_EXT.1

FAU_STG_EXT.1.1

User identity association

(for 0.AUDIT)
Hierarchical to : No other components.
Dependencies : FAU_GEN.1 Audit data generation

FIA_UID.1 Timing of identification
For audit events resulting from actions of identified users, the TSF shall be able to

associate each auditable event with the identity of the user that caused the event.

Extended: External Audit Trail Storage

(for 0.AUDIT)
Hierarchical to : No other components.
Dependencies ¢ FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel.
The TSF shall be able to transmit the generated audit data to an External IT Entity using a
trusted channel according to FTP_ITC.1.

Copyright ©2024 KONICA MINOLTA, INC., All Rights Reserved
37 1 84



KONICA MINOLTA bizhub 651i/bizhub 5511/bizhub 451i/bizhub 361i/bizhub 3011 with FK-514,
DEVELOP ineo 6511/ineo 551i/ineo 4511/ineo 361i/ineo 3011 with FK-514
Security Target

6.1.1.2. Class FCS: Cryptographic Support

FCS_CKM.1(a)

FCS_CKM.1.1(a)

FCS_CKM.1(b)

FCS CKM.1.1(0)

FCS_CKM_EXT.4

Cryptographic Key Generation (for asymmetric keys)
(for 0.COMMS_PROTECTION)

Hierarchicalto : No other components.

Dependencies 1 [ECS—_CKM-2 Cryptographic key-distributionor
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification) 1
FCS_COP.1() Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall generate asymmetric cryptographic keys used for key

establishment in accordance with [

« NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for finite
field-based key establishment schemes;

« NIST Special Publication 800-56B, “Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography” for RSA-
based key establishment schemes

] and specified cryptographic key sizes equivalent to, or greater than, a symmetric
key strength of 112 bits.

Cryptographic Key Generation (Symmetric Keys)

(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION)

Hierarchical to : No other components.

Dependencies 1 [ECS_CKM.2 Cryptographic keydistribution;or
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption)

FCS_COP.1(e) Cryptographic Operation (Key Wrapping)
FCS_COP.1(f) Cryptographic operation (Key Encryption) }
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)

FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

Refinement: The TSF shall generate symmetric cryptographic keys using a

Random Bit Generator as specified in FCS_RBG_EXT.1 and specified

cryptographic key sizes [ 128 bit, 256 bif] that meet the following: No Standard.

Extended: Cryptographic Key Material Destruction
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)

Hierarchical to : No other components.
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FCS_CKM_EXT.4.1

FCS_CKM.4

FCS_CKM.4.1

FCS_COP.1(a)

FCS _COP.1.1(a)

FCS_COP.1(b)

Dependencies :  [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)],
FCS_CKM.4 Cryptographic key destruction

The TSF shall destroy all plaintext secret and private cryptographic keys and

cryptographic critical security parameters when no longer needed.

Cryptographic key destruction
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)

Hierarchical to : No other components.
Dependencies ¢ [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)],
Refinement: The TSF shall destroy cryptographic keys in
accordance with a specified cryptographic key destruction method [
For volatile memory, the destruction shall be executed by | powering off a devicel.
For nonvolatile storage, the destruction shall be executed by a [singlel overwrite of
key data storage location consisting of |a static pattern), followed by a [nonel. If
read-verification of the overwritten data fails, the process shall be repeated again;

] that meets the following: [no standard).

Cryptographic Operation (Symmetric encryption/decryption)
(for 0.COMMS_PROTECTION)

Hierarchical to @ No other components.
Dependencies 1 [EDPITC I Import-of user-datawithout-seeurity-attributes-
or—

FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
Refinement: The TSF shall perform encryption and decryption in accordance with
a specified cryptographic algorithm AES operating in [CBC mode] and
cryptographic key sizes 128-bits and 256-bits that meets the following:
+ FIPS PUB 197, “Advanced Encryption Standard (AES)”
- [NIST SP 800-38A]

Cryptographic Operation (for signature generation/verification)
(for O.UPDATE_VERIFICATION, O.COMMS_PROTECTION)

Hierarchical to : No other components.

Copyright ©2024 KONICA MINOLTA, INC., All Rights Reserved
39 / 84



KONICA MINOLTA bizhub 651i/bizhub 5511/bizhub 451i/bizhub 361i/bizhub 3011 with FK-514,
DEVELOP ineo 6511/ineo 551i/ineo 4511/ineo 361i/ineo 3011 with FK-514
Security Target

Dependencies : [EDPITC I Importof userdatawithoutseeurityattributes—
or
FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_COP.1.1(b) Refinement: The TSF shall perform cryptographic signature services in

accordance with a [RSA Digital Signature Algorithm (rDSA) with key sizes

(modulus) of [2048 bits, 3072 bits] that meets the following [FIPS PUB 186-4,

“Digital Signature Standard?.

FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)
(for 0.STORAGE_ENCRYPTION and O.COMMS_PROTECTION)
Hierarchical to : No other components.
Dependencies ¢ No dependencies.

FCS_RBG_EXT.1.1  The TSF shall perform all deterministic random bit generation services in
accordance with [NIST SP 800-90A] using [CTR_DRBG (AES)).

FCS_RBG_EXT.1.2  The deterministic RBG shall be seeded by at least one entropy source that
accumulates entropy from [[onel software-based noise sourcel with a minimum of
[256 bits| of entropy at least equal to the greatest security strength, according to
ISO/TEC 18031:2011 Table C.1 “Security Strength Table for Hash Functions”, of
the keys and hashes that it will generate.

6.1.1.3. Class FDP: User Data Protection

FDP_ACC.1 Subset access control
(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to : No other components.
Dependencies ¢ FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP on subjects,
objects, and operations among subjects and objects specified in Table 6-2 and
Table 6-3.

FDP_ACF.1 Security attribute based access control
(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchicalto : No other components.

Dependencies ¢ FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

FDP_ACF.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to objects
based on the following: subjects, objects, and attributes specified in Table 6-2 and
Table 6-3.

FDP_ACF.1.2 Refinement: The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules governing access
among controlled subjects and controlled objects using controlled operations on
controlled objects specified in Table 6-2 and Table 6-3.
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FDP_ACF.1.3 Refinement: The TSF shall explicitly authorise access of subjects to objects based
on the following additional rules: [ZL].
FDP_ACF.1.4 Refinement: The TSF shall explicitly deny access of subjects to objects based on
the following additional rules: [ZEREHIERIZEY T, /B HERE~DFIHE DT 2 X5
Z.
Table 6-2 D.USER.DOC Access Control SFP
"Create" "Read" "Modify" "Delete"
. View image or
. Submit a Release Modify stored | Delete stored
Operation: | document to .
) printed document document
be printed
Print output
Job owner (note 1)
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
. Submit a View scanned | Modify stored | Delete stored
Operation: | document for . . .
. Image Iimage Iimage
scanning
Scan Job owner (note 2) denied
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
View scanned
Submit a Image or .
Operation: | document for Release Mod.u‘j/ Sz De]ejte szt
. . Iimage Iimage
copying printed copy
Copy output
Job owner (note 2)
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
. Submit a View scanned | Modify stored | Delete stored
Operation: | document to . ] .
send as a fax Image Iimage Iimage
Fax send | Job owner (note 2) denied
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
View fax
.| Receive a fax Image or Modify image Delete image
Operation: . Release of received of received
and store it .
printed fax fax fax
Fax
. output
TeCeVe I pax owner (note 3)
U.ADMIN (note 4) denied denied
U.NORMAL (note 4) denied denied denied
Unauthenticated (note 4) denied denied denied
. Store etz Modify stored | Delete stored
Operation: stored
document document document
Storage/ document
retrieval | Job owner (note 5)
U.ADMIN denied denied denied
U.NORMAL denied denied denied
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Unauthenticated denied denied denied denied
Table 6-3 D.USER.JOB Access Control SFP
"Create" "Read" "Modify" "Delete"
) Create print View print Modify print Cancel print
Operation: . . .
Jjob queue / log job Job
i Job owner (note 1) denied
Print " .
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
. Create scan View scan Modify scan Cancel scan
Operation: ) . ;
Jjob status / log Jjob Jjob
Job owner (note 2) denied
Scan : :
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
) Create copy View copy Modify copy Cancel copy
Operation: . . )
Job status / log Job Job
Job owner (note 2) denied
Copy . :
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
; Create fax View fax job Modify fax Cancel fax
Operation: ) . .
send job queue / log send job send job
Job owner (note 2) denied
Fax send - -
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
View £z
. Create fax 1'e wiax Modify fax Cancel fax
Operation: .. receive status . ..
receive job i receive job receive job
og
F
a'x Fax owner (note 3) denied
receive .
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied
Unauthenticated (note 4) denied denied
Create Modi
) v View storage / ity Cancel storage
Operation: storage / . storage / . .
. . retrieval log . . / retrieval job
St ; retrieval job retrieval job
or'age Job owner (note 6) denied
retrieval . -
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied

+ Note 1: Job Owner is identified by a credential or assigned to an authorized User as part of the

process of submitting a print or storage Job.

+ Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a scan,
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copy, fax send, or retrieval Job.

+ Note 3: Job Owner of received faxes is assigned by default or configuration. Minimally, ownership
of received faxes is assigned to a specific user or U ADMIN role.

+ Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by Users of the
TOE.

- Note 5: Fax receive |25V create X172 CED Job owner (X Note 3, 77147 >k PC InHk(5 37 3CE
® Job owner (% Note 1, A&7 % W CTAERMSILZCED Job owner X Note 2, /SAT—FR 5k PDF
RO T ANBDERTFIZLY create 72 CED Job owner |3 Notel 9%,

* Note 6: Create storage job |23\ T, Fax receive {24V create 172227 d Job owner |Z Note 3, 77
AT PCHIEEEITZT a7 D Job owner 1% Note 1. A% v & H W TAEKESNZTa~7 @ Job owner
IZ Note 2, /XAT —RIFE5{t PDF R 7 A HLORIFIZEY create 17227 @ Job owner |% Notel &9
5, Create retrieval job @ Job owner |Z Note 2 £33,

6.1.1.4. Class FIA: Identification and Authentication

FIA AFL.1 Authentication failure handling
(for O.USER_I&A)
Hierarchical to @ No other components.
Dependencies ¢ FIA_UAU.1 Timing of authentication
FIA_AFL.1.1 The TSF shall detect when [an administrator configurable positive integer

within [ 1~3]] unsuccessful authentication attempts occur related to [ =27
SNRT—NICESRE AT YZNGA Y ZANR T —NIC LS8 , EVL I B D&

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has
been [met, surpassed], the TSF shall [fzfr#1E7R EHS 15 E T2 FIHE D2
A NRDT — NI SFRAFE L, FRR R D ER SIS F THBIAEYZIGA RN
—NICLBFRALFFE I, TOE DEBYRE OFF/ON L TEEBN D S IERE I FESRIF ] 2 125 S
PO BIFEHE T3 F T M B DF8FFF ).

FIA_ATD.1 User attribute definition
(for 0.USER_AUTHORIZATION)
Hierarchical to : No other components.
Dependencies ¢ No dependencies

FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to
individual users: [User ID, EFEZH#IR HEREHIR #HIATYZ(GR 2 Z~DT 2 TR
#.

FIA_PMG_EXT.1 Extended: Password Management
(for O.USER_I&A)
Hierarchical to : No other components.
Dependencies : No dependencies
FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:
+Passwords shall be able to be composed of any combination of upper and
lower case letters, numbers, and the following special characters: [, ‘@’
A A A e G ol e S A A T A
R e e e T S NN 7/ Sl s [ o
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FIA_UAU.1

FIA_UAU.1.1

FIA_UAU.1.2

FIA_UAU.7

FIA_UAU.7.1

FIA_UID.1

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

/\77_/\@%@ 2395 u]];
*Minimum password length shall be settable by an Administrator, and have

the capability to require passwords of 15 characters or greater;

Timing of authentication
(for O.USER_I&A)
Hierarchical to No other components.

Dependencies FIA_UID.1 Timing of identification

Refinement: The TSF shall allow [ 772 X5215, TOED K BEMER 5L PR FEDFRIE]
on behalf of the user to be performed before the user is authenticated.

The TSF shall require each user to be successfully authenticated before allowing

any other TSF-mediated actions on behalf of that user.

Protected authentication feedback
(for O.USER_I&A)
Hierarchical to No other components.

Dependencies FIA_UAU.1 Timing of authentication

The TSF shall provide only [ A //&#172 X F7—4 1 XFHEIZ % "F/=(17 @ D

to the user while the authentication is in progress.

Timing of identification

(for O.USER_I&A and O.ADMIN_ROLES)

Hierarchical to No other components.

Dependencies No dependencies

Refinement: The TSF shall allow [ 772 X5215, TOED K FEMER 55 (N F 7R ZEDHIE]
on behalf of the user to be performed before the user is identified.

The TSF shall require each user to be successfully identified before allowing any

other TSF-mediated actions on behalf of that user.

User-subject binding
(for O.USER_I&A)
Hierarchical to No other components.

FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting
on the behalf of that user: [User ID, ZFLEHEIR, BEGEFIIR, FHEHIXTYZIE 27X~
DT 7R

The TSF shall enforce the following rules on the initial association of user security
attributes with subjects acting on the behalf of users: [ User ID/Z—H#FF/H 1 1 7372
FESHTOBEE, BT I #1772 T F =) 7o B S R0, PR IR
LI TOVRWFIHE P EPEE RS ) Trl & ET LB, 2R 1B 1T
JetF2 VT BN T 3.

The TSF shall enforce the following rules governing changes to the user security
attributes associated with subjects acting on the behalf of users: [ ##/XEVZ (5
GANRY =R OGEAIZ D) LI 6 i P DRI AT Y ZANG o ZRANDT IR
FHINET D, HHIACYZ(GH IR NRT — RN OGRFAFIZ R L 72555, 7% R D]
ALY ZAGIN T RAND T2 X T N 93],

Dependencies

Copyright ©2024 KONICA MINOLTA, INC., All Rights Reserved
44 | 84



KONICA MINOLTA bizhub 651i/bizhub 5511/bizhub 451i/bizhub 361i/bizhub 3011 with FK-514,
DEVELOP ineo 6511/ineo 551i/ineo 4511/ineo 361i/ineo 3011 with FK-514
Security Target

6.1.1.5. Class FMT: Security Management
FMT _MOF.1 Management of security functions behavior
(for 0.ADMIN_ROLES)
Hierarchical to : No other components.
Dependencies : FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MOF.1.1 Refinement: The TSF shall restrict the ability to [disable, enable, modify the
behavior off the functions [refer to Table 6-4] to U.ADMIN.

Table 6-4 Management of Security Functions behavior

Security Functions Operations
X2 VT R E disable, enable
a2 —F—FEEH K modify the behavior
s A RE modify the behavior
S IEE(E e modify the behavior
EHIATYZAE modify the behavior
FMT MSA.1 Management of security attributes
(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchicalto : No other components.
Dependencies :  [FDP_ACC.1 Subset access control, e

FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MSA.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to restrict
the ability to [modify, delete, [create, —HFFI/HFELE~—FEFIHIFIE DREER, 1145, &
JZ1] the security attributes [7able 6-50Security Attributes| to [Table 6-57

Authorised Identified Roles].

Table 6-5 Management of Subject Security Attribute

. . Authorized Identified .
Security Attributes Operations
Roles
Create
U.ADMIN Delete
—WEFR S L — R A 1R O fif bR
U.ADMIN . _ -
User ID THNAR Y 7 ZDPTAH 3 DFE
U.NORMAL
U.ADMIN
LRI AD owner TH | [HARY IV ADOFTHHDOLEH
% U.NORMAL
EELH HEIR U.ADMIN Delete
¥ .
: £t 5
FEREHI R U.ADMIN Delete
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Security Attributes Authorized Identified Operations
Roles
R
FMT_MSA.3 Static attribute initialization
(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical t : No other components.
Dependencies ¢ FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles
FMT_MSA.3.1 Refinement: The TSF shall enforce the User Data Access Control SFP to provide
[restrictivel default values for security attributes that are used to enforce the SFP.
FMT_MSA.3.2 Refinement: The TSF shall allow the [no rolel to specify alternative initial values
to override the default values when an object or information is created.
FMT MTD.1 Management of TSF data
(for 0.ACCESS CONTROL)
Hierarchicalto : No other components.
Dependencies ' FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to perform the specified operations
on the specified TSF Data to the roles specified in Table 6-6.
Table 6-6 Management of TSF Data
Data Operation Authorised role(s)
[assignment: list of TSF Data [selection: change default, query,
owned by a U NORMAL or modify, delete, clear, U.ADMIN, the owning
associated with Documents or [assignment: U.NORMAL.
Jjobs owned by a U NORMAL) other operations]]
[assignment: other operations]
) U.ADMIN
2=t N — N Sl
. U.ADMIN, the owning
modify
U.NORMAL
FEFIATIZ NG I RNRT— N [assignment: other operations]
B U.ADMIN
modify
[selection: change default, query,
assignment: /ist of TSF Data modify, delete, clear,
not owned by a UNORMAL] [assignment: U-ADMIN
other operationsl]
BHZNRT—N modify
H iF g # modify
SR TAG— R MEFE] modify
H Bz 7 Mg modify U-ADMIN
ARAERL ] e modify
ARAERL T clear
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Data Operation Authorised role(s)
(U.BUILTIN_ADMIN L{#t)
INRID—RNHR modify
modify
IR GE Y — N —FIE [assignment: other operations]
B R AL DIRIFEE I JEBRIE T modify
modify
T NI — 2 ZE [assignment: other operations]
Br
. . [selection: change default, query,
[assignment: list of software, )
modify, delete, clear,
firmware, and related . U.ADMIN
. [ass1gnmenti
configuration data) .
other operationsl]
Tr—ATzT modify U.ADMIN
FMT _SMF.1 Specification of Management Functions
(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL, and
O.ADMIN_ROLES)
Hierarchicalto : No other components.
Dependencies: :  No dependencies
FMT_SMF.1.1 The TSF shall be capable of performing the following management functions: [refer
to Table 6-7].

Table 6-7 list of management functions

management functions

a7 R LR ERLRE

a— P —FERE (2 — Y — ST — N OG- L ERE K Y, User ID, & BEEHERR | B AEMHIIRA 2 P9 D1k
aite)

a— PR e AE

MERRERE Y — /N — B E R AE

e {5 B A B RE

Ry T —IRRIE D, 2 EHERE

H FE LoD 2 A RE

B An i P e

AT DA — Rty MR OZ A EE

H&ha 77 MR R O 28 S AE

R TRRE OB EEE MR BRIRE ] 0O 28 SO pkBE

ZNAY — R B 2L R RE

FORIE R R R E B i D 242 TR E

FRRIE R =13 (U.BUILTIN_ADMIN LIAh) o277 #hE

Ry 7 2 BERRRE (AR Y 7 2D 58k T = —F — 2 B 2REE & o)
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management functions

RHIATVZER YT A
Tr—Db =TT v 7T —MERE
BHE ST — N R ERRE

FEMRE ORAT—RDOBRGR, BHEEET)

FMT_SMR.1

FMT_SMR.1.1
FMT_SMR.1.2

Security roles

(for 0. ACCESS_CONTROL, O.USER_AUTHORIZATION, and
0.ADMIN_ROLES)

Hierarchical to : No other components.

Dependencies ¢ FIA_UID.1 Timing of identification

Refinement: The TSF shall maintain the roles U ADMIN, UNORMAL.

The TSF shall be able to associate users with roles.

6.1.1.6. Class FPT: Protection of the TSF

FPT_SKP_EXT.1

FPT_SKP_EXT.1.1

FPT_STM.1

FPT_STM.1.1

FPT_TST _EXT.1

FPT_TST_EXT.1.1

FPT_TUD_EXT.1

FPT_TUD_EXT.1.1

FPT_TUD_EXT.1.2

FPT_TUD_EXT.1.3

Extended: Protection of TSF Data

(for 0.COMMS_PROTECTION)

Hierarchical to : No other components.

Dependencies ¢ No dependencies

The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private
keys.

Reliable time stamps

(for 0.AUDIT)
Hierarchicalto : No other components.
Dependencies ¢ No dependencies

TSF shall be able to provide reliable time stamps.

Extended: TSF testing

(for O.TSF_SELF_TEST)

Hierarchicalto : No other components.

Dependencies ¢ No dependencies

The TSF shall run a suite of self-tests during initial start-up (and power on) to

demonstrate the correct operation of the TSF.

Extended: Trusted Update
(for O.UPDATE_VERIFICATION)
Hierarchical to : No other components.
Dependencies :  FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.
The TSF shall provide authorized administrators the ability to initiate updates to
TOE firmware/software.

The TSF shall provide a means to verify firmware/software updates to the TOE
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using a digital signature mechanism and [no other functions] prior to installing

those updates.

6.1.1.7. Class FTA: TOE Access

FTA_SSL.3 TSF-initiated termination
(for O.USER_I1&A)
Hierarchical to : No other components.
Dependencies ¢ No dependencies
FTA_SSL.3.1 The TSF shall terminate an interactive session after a [f2/E VR DG E, > X T4

T =t MERJIC Lo THRESISHER], WC DBEE, HEIn 70 MERICL > THRES
ABHER, T Y RGN —DBEE, S aEtr s a2 147720 ).

6.1.1.8. Class FTP: Trusted Path/Cannels
FTP_ITC.1 Inter-TSF trusted channel
(for 0.COMMS_PROTECTION, O.AUDIT)
Hierarchical to : No other components.
Dependencies : [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
FTP_ITC.1.1 Refinement: The TSF shall use [IPsed to provide a trusted communication
channel between itself and authorized IT entities supporting the following
capabilities: [authentication server, [SMTP#— N—, DNS#—/3N—, m2%— 3—,
WebDA VY — Y—, SMB%—~Y—]] that is logically distinct from other
communication channels and provides assured identification of its end points and
protection of the channel data from disclosure and detection of modification of the

channel data.

FTP_ITC.1.2 Refinement: The TSF shall permit the TSF, or the authorized IT entities, to
initiate communication via the trusted channel
FTP_ITC.1.3 Refinement: The TSF shall initiate communication via the trusted channel for

lauthentication service, mail service, DNS service, log transmission service,
WebDAYV service, SMB servicel.

FTP_TRP.1(a) Trusted path (for Administrators)
(for 0.COMMS_PROTECTION)
Hierarchicalto : No other components.
Dependencies ¢ [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
FTP_TRP.1.1(a) Refinement: The TSF shall use [IPsed to provide a trusted communication path
between itself and remote administrators that is logically distinct from other
communication paths and provides assured identification of its end points and
protection of the communicated data from disclosure and detection of modification

of the communicated data.
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FTP_TRP.1.2(a)

FTP_TRP.1.3(a)

FTP_TRP.1(b)

FTP_TRP.1.1(b)

FTP_TRP.1.2(b)

FTP_TRP.1.3(b)

Refinement: The TSF shall permit remote administrators to initiate
communication via the trusted path
Refinement: The TSF shall require the use of the trusted path for initial

administrator authentication and all remote administration actions.

Trusted path (for Non-administrators)

(for 0.COMMS_PROTECTION)

Hierarchical to @ No other components.

Dependencies . [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement : The TSF shall use [IPsed] to provide a trusted communication path

between itself and remote users that is logically distinct from other

communication paths and provides assured identification of its end points and

protection of the communicated data from disclosure and detection of modification

of the communicated data.

Refinement: The TSF shall permit [remote users] to initiate communication via

the trusted path

Refinement: The TSF shall require the use of the trusted path for initial user

authentication and all remote user actions.

6.1.2. Conditional ly Mandatory Requirements

6.1.2.1. PSTN Fax-Network Separation

FDP_FXS_EXT.1

FDP_FXS_EXT.1.1

Extended: Fax separation

(for 0.FAX_NET_SEPARATION)

Hierarchical to : No other components.

Dependencies ¢ No dependencies

The TSF shall prohibit communication via the fax interface, except transmitting or

receiving User Data using fax protocols.

6.1.3. Selection-based Requirements

6.1.3.1. Protected Communications

FCS_IPSEC_EXT.1

Extended: IPsec selected

(selected in FTP_ITC.1.1, FTP_TRP.1.1)

Hierarchicalto : No other components.

Dependencies ¢ FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature

generation/verification)
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FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

FCS_IPSEC_EXT.1 The TSF shall implement the IPsec architecture as specified in RFC 4301.

1

FCS_IPSEC_EXT.1  The TSF shall implement [transport model.

2

FCS_IPSEC_EXT.1  The TSF shall have a nominal, final entry in the SPD that matches anything that
3 1s otherwise unmatched, and discards it.

FCS_IPSEC_EXT.1  The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using

4 [the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together

with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified by
RFC 3602) together with a Secure Hash Algorithm (SHA)-based HMAC.

FCS_IPSEC_EXT.1  The TSF shall implement the protocol: [IKEv1, using Main Mode for Phase 1

5 exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, |[RFC 4504 for
extended sequence numbers), and [RFC 4868 for hash functionsl].

FCS_IPSEC_EXT.1  The TSF shall ensure the encrypted payload in the [ZKEvI] protocol uses the

.6 cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC 3602
and [no other algorithm).

FCS_IPSEC_EXT.1  The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

v The TSF shall ensure that [IKEvI SA lifetimes can be established based on [length

FCS_IPSEC_EXT.1 of'time, where the time values can be limited to’ 24 hours for Phase 1 SAs and 8

.8 hours for Phase 2 SAsl].

FCS_IPSEC_EXT.1 The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit

.9 MODP), and [no other DH groups].
FCS_IPSEC_EXT.1 The TSF shall ensure that all IKE protocols perform Peer Authentication using
.10 the [RSA] algorithm and Pre-shared Keys.
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
(selected with FCS_IPSEC_EXT.1.4)
Hierarchical to : No other components.
Dependencies : [EDPITC1 Impert-ofuserdatawithout-security attributes—
or

FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
FCS_COP.1.1(g) Refinement: The TSF shall perform keyed-hash message authentication in
accordance with a specified cryptographic algorithm HMAC-[SHA-256, SHA-384,
SHA-512, key size [256, 884, 512 bits), and message digest sizes [256, 3584, 512]
bits that meet the following:
"FIPS PUB 198-1, "The Keyed-Hash Message Authentication Code, and FIPS PUB
180-3, “Secure Hash Standard.”
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FIA_PSK_EXT.1

FIA_PSK_EXT.1.1
FIA_PSK_EXT.1.2

FIA_PSK_EXT.1.3

Extended: Pre-Shared Key Composition

(selected with FCS_IPSEC_EXT.1.4)

Hierarchicalto : No other components.

Dependencies : FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall be able to use pre-shared keys for IPsec.

The TSF shall be able to accept text-based pre-shared keys that are:

22 characters in length and [no other lengthsl;

composed of any combination of upper and lower case letters, numbers, and special

characters (that include: “”, “@”, “#”, “$”, “%”, “*”, “&”, “*”, “(“, and “)).

The TSF shall condition the text-based pre-shared keys by using [SHA-256, SHA-

512, [SHA-384]] and be able to [use no other pre-shared keys).

6.1.3.2. Trusted Update

FCS_COP.1(c)

FCS COP.1.1(c)

Cryptographic operation (Hash Algorithm)

(selected in FPT TUD EXT.1.3, or with FCS_SNI EXT.1.1)

Hierarchical to : No other components.

Dependencies ¢ No dependencies.

Refinement: The TSF shall perform cryptographic hashing services in accordance
with [SHA-256, SHA-384, SHA-512] that meet the following: [ISO/IEC 10118-
3:2004].

6.2. Security Assurance Requirements

The TOE security assurance requirements specified in Table 6-8 provides evaluative activities
required to address the threats identified in 3.3 of this ST.

Table 6-8 TOE Security Assurance Requirements

Assurance Class

Assurance ..
Assurance Components Description
Components

Security Target Evaluation | ASE_OBJ.1 Security objectives for the operational environment

ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components definition
ASE_INT.1 ST introduction

ASE_REQ.1 Stated security requirements
ASE_SPD.1 Security Problem Definition
ASE_TSS.1 TOE Summary Specification

Development

ADV_FSP.1 Basic functional specification

Guidance Documents

AGD_OPE.1 | Operational user guidance
AGD_PRE.1 Preparative procedures

Life-cycle support

ALC_CMC.1 | Labelling of the TOE
ALC_CMS.1 | TOE CM coverage

Tests

ATE_IND.1 Independent testing — Conformance
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Assurance o
Assurance Class Assurance Components Description
Components
Vulnerability assessment AVA_VAN.1 | Vulnerability survey

6. 3. Security Requirements Rationale

6.3.1. The dependencies of security requirements

TOE &=V 7 (R 2 OIRAFBIfR 2 T RITR T,

Table 6-9 The dependencies of security requirements

HEREZL(: K17 Ba% ST-CiiT= 3k 7 B% RAFBAER 2T 72 L QRN B
FAU_GEN.1 FPT_STM.1 FPT_STM.1 N/A
FAU_GEN.2 FAU_GEN.1 FAU_GEN.1 N/A
FIA_UID.1 FIA_UID.1 N/A
FAU_STG_EXT.1 FAU_GEN.1 FAU_GEN.1 N/A
FTP_ITC.1 FTP_ITC.1 N/A
FCS_CKM.1(a) FCS_COP.1(b) FCS_COP.1(b) N/A
FCS_COP.1()
FCS_CKM_EXT.4 | FCS_CKM_EXT.4 N/A
FCS_CKM.1(b) FCS_COP.1(a) FCS_COP.1(a) N/A
FCS_COP.1(d) FCS_COP.1(g)
FCS_COP.1(e)
FCS_COP.1(f)
FCS_COP.1(g)
FCS_COP.1(h)
FCS_CKM_EXT.4 | FCS_CKM_EXT.4 N/A
FCS_RBG_EXT.1 FCS_RBG_EXT.1 N/A
FCS_CKM.4 FCS_CKM.1(a) FCS_CKM.1(a) N/A
or FCS_CKM.1(b)
FCS_CKM.1(b)
FCS_CKM_EXT.4 FCS_CKM.1(a) FCS_CKM.1(a) N/A
or FCS_CKM.1(b)
FCS_CKM.1(b)
FCS_CKM.4 FCS_CKM.4 N/A
FCS_COP.1(a) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_CKM_EXT.4 | FCS_CKM_EXT.4 N/A
FCS_COP.1(b) FCS_CKM.1(a) FCS_CKM.1(a) IPseciifi{Z (FCS_IPSEC_EXT.1) ®
Wb, 77T — MRE
(FPT_TUD_EXT.1) D413,
FCS_CKM.1(a).
FCS_CKM_EXT4 | FCS_CKM_EXT.4 FCS_CRKM_EXT.4/ 3 7= &7 3,
BRI BT b7 oD 7R
A%
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PEREZA: EAFRALR ST Tl 7= I AFBIfR IRAEBILR A 7= L TR
FCS_COP.1(c) No dependencies No dependencies N/A
FCS_COP.1(g) FCS_CKM.1(b) FCS_CKM.1(b) N/A

FCS_CKM_EXT.4 FCS_CKM_EXT.4 N/A
FCS_IPSEC_EXT.1 FIA_PSK_EXT.1 FIA_PSK_EXT.1 N/A
FCS_CKM.1(a) FCS_CKM.1(a) N/A
FCS_COP.1(a) FCS_COP.1(a) N/A
FCS_COP.1(b) FCS_COP.1(b) N/A
FCS_COP.1(c) FCS_COP.1(c) N/A
FCS_COP.1(g) FCS_COP.1(g) N/A
FCS_RBG_EXT.1 FCS_RBG_EXT.1 N/A
FCS_RBG_EXT.1 No dependencies No dependencies N/A
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 N/A
FDP_ACF.1 FDP_ACC.1 FDP_ACC.1 N/A
FMT_MSA.3 FMT_MSA.3 N/A
FDP_FXS_EXT.1 No dependencies No dependencies N/A
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 N/A
FIA_ATD.1 No dependencies No dependencies N/A
FIA_PMG_EXT.1 No dependencies No dependencies N/A

FIA_PSK_EXT.1

FCS_RBG_EXT.1

fLEe v MERESE W ZE v b —
ADHFHFTHA A AR TR

Wb,
FIA_UAU.1 FIA_UID.1 FIA_UID.1 N/A
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 N/A
FIA_UID.1 No dependencies No dependencies N/A
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 N/A
FMT_MOF.1 FMT_SMR.1 FMT_SMR.1 N/A
FMT_SMF.1 FMT_SMF.1 N/A
FMT_MSA.1 FDP_ACC.1 FDP_ACC.1 N/A
FMT_SMR.1 FMT_SMR.1 N/A
FMT_SMF.1 FMT_SMF.1 N/A
FMT_MSA.3 FMT_MSA.1 FMT_MSA.1 N/A
FMT_SMR.1 FMT_SMR.1 N/A
FMT_MTD.1 FMT_SMR.1 FMT_SMR.1 N/A
FMT_SMF.1 FMT_SMF.1 N/A
FMT_SMF.1 No dependencies No dependencies N/A
FMT_SMR.1 FTIA_UID.1 FIA_UID.1 N/A
FPT SKP_EXT.1 No dependencies No dependencies N/A
FPT_STM.1 No dependencies No dependencies N/A
FPT_TST_EXT.1 No dependencies No dependencies N/A
FPT_TUD_EXT.1 FCS_COP.1(b) FCS_COP.1(b) N/A
FCS_COP.1(c) FCS_COP.1(c) N/A
FTA_SSL.3 No dependencies No dependencies N/A
FTP_ITC.1 FCS_IPSEC_EXT.1 | FCS_IPSEC_EXT.1 | N/A
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B REZE(:

AT PR

ST Cliti7= 9 1 AF A%

KA RMRZ 72 L TR N EE

or

FCS_TLS_EXT.1

or

FCS_SSH_EXT.1

or
FCS_HTTPS_EXT.1

FTP_TRP.1(a) FCS_IPSEC_EXT.1 | FCS_IPSEC_EXT.1 | N/A
or
FCS_TLS_EXT.1
or
FCS_SSH_EXT.1
or
FCS_HTTPS_EXT.1
FTP_TRP.1(b) FCS_IPSEC_EXT.1 | FCS_IPSEC_EXT.1 | N/A

or
FCS_TLS_EXT.1

or

FCS_SSH_EXT.1

or
FCS_HTTPS_EXT.1
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7. TOE Summary specification
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*WebConnection: EFHEIZILDH/IADU—REE

—FIHE LD AT — N8

SR AEVZIZR Y 7 AD /SRR — R85
BRE L BHFICLD AT — R

— R LB AT — R R

SR AEVZIER Y 7 AD /SR — R85
TVERTANR— —RFIHF LD/ SAT — R85

FIA_AFL.1

TOE 1%, FI & ORAIZRGEICBW T, BHENHSLNUDREL-F oy 7m0 (1~3 [\]) DL o Bz f
FIUTZIRE B2 SR OFRREA S 1L T D8 FEHEFAR ILBERE 2 F2 372, R B BE MR M B3 TV D5
A —EFIHELLTOR nmﬁ%%zlﬁléﬁzkna%%@fi%‘tbfah AR B3R AR E S D,

EVN VEEFE OFRRENMEIESNZGA . TOE OEJ % OFF/ON L, B D EREES - fRPREEM R IR E
STV DI AR | _mﬂ?m%ﬁﬁpﬁﬂ“é —BEFHEL LT — T —FHE OFBGEME LSz 54, 7R
AIEAE IR AE CleWVE B DSFRRE R IR BB D TH B RE R FEAT T HZ & CREGIE (LA fif bR 75,

TOE 1%, SN — S —38GEH UL D5k BIFERAE TH AR IZ, _EREOFRAERIIF OB EZ S35,

SR ATV ZAE AR 7 ARAT —ROFEBIFRFEZ BN T, EHENHONUORE LT =y 7R A~3 BE)LLE
@@mﬁ%ﬁﬁzﬁﬁimtﬁ%ﬁ FREIATYZAER 7 ANAT — R OFEREEAT LT 5, | AT Z(ER YT A/ SAT —RD
FRREAMEIE SN FRGEE LR BE Tl VE B SRR AE AL R R O 1Y EHERE A 24T 97D & CRBGEE IR A fif bR
T2,
<P DAL H T o — ALHERE >

+WebConnection: EHE D/ AT —REE

— RN E D/ SAT —RRG

SR AEVZIER Y 7 AD/SAT — R85
ERE S B DRAT —RFRGE (22— — B

BT DAY —REEGE (B VA E )

— R HE D/SAT — R

éﬁﬁ%ﬂ%%)x{aT/77\0>/\;<17—F‘§?&§E

cTVBRTGAN— — BRI D/ AT — 8

- EEJR OFF/ON

Hic™

FIA _UAU.7

TOE (%, %56ty ar ORI (BIE SR E LT WC MHDORZ A ) 12BN TR AL /SAT —R | G#if] A
FVZERYIANAT —RE AT D85 ANSNTXFT —F 1 UFEIC )" EF @K1 5,
<P DAL T = — ALHERE >

*WebConnection: EHHEIZLD/ AT —RiR:
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— MR & LD R AT — R G

TR ATV ZIER Y7 AD/RAT — K383
HRE L FHE (22— —FHE) 252U —RiRE

BHE (BN AEHE) 12X DA —REEE

— R LD AT —RERG

SR ATV ZIER Y 7 AD /SR — R85

FIA_PMG_EXT.1
TOE THIH#E /SAT —REL T ATREZ 2 S0 I, 7/v77f\“~yw>jtj£$&/ N, BT R (7, “@, #,
R T i i i ] R e
“P L PBIOAR=R) THD, BHIATVZER I AAT —ROGA ERRICMZ " (E TNV I —T—a)b
FIHT&%, BHEIL, /NIRRT —RE%L 8~64 WTFOHFHATHRETHIENTED, LoT, I/ IRAU—REL
LT 15 LFEULEORESERETED,
<BHH DAL HT = — ALKEHE >
+WebConnection: EFHEIZID2— —HERMEGE
B LA ATV Z(ER v I A SAT — R RGERR ERRE
BRI L DA =R KO E
— R E LA AT — R R B GE
LA VI EHF SIS — Y — X R
EHF I DB ATY ZAZ R 7 A AT — N ERGERR EHERE
BT LD EBE RAT — RO E
BHH SIS AT =N O E
— R F LD AT — R R R RE

FTA_SSL.3
TOE &, #fE/xv WC TRBIFERES IR B DL T OSRMZ LTz 6 . Dy iar ik T35,
HRE SOV R IR EEICR DB E T L TD, VAT 24—y MER(1~9 43 O T E
AR L7256 v T U RS LD,
-WC: R iﬂzf&ﬁsf’ﬁ CEDMBERFE T L TG, BB 7 MRER](1~60 43 O] TR E 7l
BERRIBLT5E ., ul T U RENA,
TVERTGAN—TIIREE Y vav| if£<\ TV BRTANR =D ER SN NZ T S BRlca s 1
L. EDMBDTE T ERZRIZT T I NATI,
<P DAL H T = — ALEERE >
*WebConnection: —f&FIH&FICLDRT A
wHEICI DT A
EE L —FIHE LD A
BHE LD T A
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1.2. 79 & A HlEBERE

FDP_ACC.1, FDP_ACF.1

TOE (I, Table 6-2, Table 6-3 OF|HH 7 —57 7 L AN H-S%, Table 7-3~Table 7-14 (ZFEH DY |
MRELET =2 ERE Va7 T =2 ~OBIEZ IR 5, FF I SHRWBRIEIZOWTIE, A 27 ==&
A LITEIEAR ARRRE THIR, FI2IE, BAEESRISH U THEIRD RN BE TERWE DAY =V 2R LR
EEfES 92,

RARRREIC X0 FF s e — R # (U.NORAML) 23, Table 7-3~Table 7-14 @ Create #{F& 31772
K, a7 B % (Job owner)£720 , TOE (33X #EHH LT a7 OFTA#HIE#EL T User ID %58k 3%, TOE
X, BEHAE (U ADMIN)ZS Create #EEEITTHA L X7 =2 —AZRHEL 2V, 777 2% {E#41E(Fax receive)
%, TOE OFAERLIT, SMBT7 77 ANDD T 77 A AF1280 Create BENEITEINDT=0, 77V AZ G5 T %
TOXELLLIVa7 Ovay A, FEHEICEHV Y TONL(1), Fa—RBRESN TN 77 AZF0
Bt 77 VAL EITRHI ATV ZER Y I ANMREINDID | T 7V AZAGE T ROV a7 pifi &, A%
BRI ZNAT —REMD—RIHE L7225 (*2), F a—RFBREESNTWDLT 7V AZAZORE | 77 7 AE IS
ESHIAHNR I ANMRIESNDTZD, T 7 I AZAZH OV a7 A E L [0 AR ADFTA & ThHH—I%F HE
Nad i E L7105 (*43), 7SR —RiE 54k PDF R 7 2HD1AF (Storage/retrival) (%, # AL 77V NEFT
FZ, BRAFDSER E ST L%/ SAT — R 5L PDF Ry 7 20 B0 L, BEE O AR Y 7 ANMRFT 5L
(128D Create BENFEITIND, IRIFEITHROLEL LIV a7 Ovay A E X, HAR I ADHE Ths
— R L7205,

TOE %, = —H —FBERE I\ T B BLE S — R F 3 (S F ) T RE 7o B RE 4 1l R 3~ 2 BE RE il BR % & % i
ZTC%, TOE 1%, FIHERYEOBEREHIFRIZIEN T, BRI RIERED AL # 7 = — A% IR S LT ERAEAR AR
RETERRT D, Lo T, MEERIR2E ES 7 — I & 1X, Table 7-3~Table 7-14 O L Hfi|fRxf G re 2 H
TBEEERI 2283 TER D,

TOE I, 58| ATV Z (55 EREEIZ BT BHLE D — BRI HE OREI ATV ZAZ R I A~DT 7B A%l R
T HMB ATV ZEREL A TR, EHFITRHIATVZER YT ANAT —RIZLoTT 7 EARH| RS T
%, TOE 1%, FIAH BIEORBIATVZAER Y7 ADT 7 AMEITEN T, AR07e854 | 5% 4 H A3 OiH A€
ZAGRY I ANDT 7R AZFFAIL, N5 6 | 34 A R E ORI ATV ZER Y I A~DT 78 A% ST 5, X
ST, B ATVZAE R v 7 A SAT —RE B0 —fiF| H# 1L, Table 7-3~Table 7-14 D) LG AT ZFH
JANDT IR AP MBI BRI+ 528X TE RV,

TOE (T, Ry /7 AFEREREIC W T FHE B LUL—FIAE D AR Y7 2D A& (User ID) 5% ET 5
ehe, BEELLUIBAR 7 ADFAE THL—FNAE D, BAR 7 AOFTA % (User 1D) %25 5§ HH4HE
2 TR E AR Y7 AL EH AR 7 ANIRFES NI L EA~DOT 72 2% IR 5, TOE X, 18 AR v7 ZADHF
4 (User IDNZFWT, —&FIHELFELT User ID ZEFOEAITIE, i 4 H AR I ADA L BT 22— A HRf L
T EUENR Y IV ASDT 78 25T 5, — 1, —EFIHE R R72D User ID Z2F528555121%, TOE 137% 4
AR YT ADA LR T 2 — A% IR RITTHT20, Table 7-3~Table 7-14 Ti% 4 {H AR VI A~DT 78 AN EE
RBEERI T 2283 TER N,

<Table 7-3~Table 7-14 DA &>
TOE M A A 27 = — AL Rt Db,
PN:#/E <%/, WC:Web Connection, PD: 7V ZRT A/ —

FHOTHEIL T RLOHEY,
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Security Target
O:TOE 23 ¥R —r42H0D, -:TOE 23 ¥R —FLARNED
HERLIL T RLOIEY,
*1: U.ADMIN
*2: G ATV ZER I ARAT —R %515 UNORMAL
*3:F a— R CHRESNTEAR Y7 AOFT A3 TéhsH UNORMAL
Table 7-3 D.USER.DOC(Print)D 7 7 & Al
BfE | BAERRERAIE A BT =R Py,
PN | WC | PD
Create Job owner O | HIkZ317,
U.NORMAL O EAVI NIV M FEAT,
O IR2T —RigE 54k PDF (23 LT, FIREZfEELTH AL 27k
TV N FAT,
Read Job owner @) AE& TV MR I AN E LRI T, LE TS L 2—
BRI,
O REE& TV MRy 7 ANSSCEERIRL | FlZ 5217,
(FIRIZE TIT &0 3CEITHIBRS D, )
O AT =R Bt PDF Ry 7 AND3CEERIRL ., Al
FAT,
(FIRNZIE SAT —R A T3 3 b B2, FIRISE T2 LD SCEILHI
FRSiLD, )
Modify | Job owner O FRE& TV MRy 7 ADBOHIBNZ BT, FIRIEX &2 %
7.
Delete Job owner O PRRE& TV MRy 7 ADG S EZH bR,
O ISR —RIEFAL PDF Ry 7 2085 30 E 2 HIBR,
Job owner O O Ta7 HIBRIC D SCEAIBR,
U.ADMIN
Table 7-4 D.USER.DOC(Scan)?®7 2= Al
BfE | BERTRE R A ALHT = —R Py,
PN | WC | PD
Create Job owner O AF¥ S =y MIUFERRZ 'Y LT, 777 A AF Y A=a
U.NORMAL —W DI (77 7 A5E e a R) 2R EL T, #EEE
(e
Read 2L,
Modify | Job owner O Create #FCIS HFR EEFEAT,
Delete Job owner O O Ta7 HIBRICES SCEAIBR,
U.ADMIN

Table 7-5 D.USER.DOC(Copy) D7 7t A#i|fHl
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Security Target
BAE | BfERTRELRAIRE AL BT 2= ey
PN | WC | PD
Create Job owner O AF¥yF o=y MNIFEf Ay LT, 2 — A= —E D
U.NORMAL av—&3ELT,
Read Job owner O Create #{FZE(T,
Modify Job owner O Create #/E Tt 3R E % FAT,
Delete Job owner O O Ta7 BRI SCEHIBR,
U.ADMIN
Table 7-6 D.USER.DOC(Fax send)?D7 2 A
" 5 20 . _
e HAERTREZ A & P;/ﬁ\;cl 7}\)D P,
Create Job owner O AXyFa=yMIERZEY LT, 77V AAX Y A==
U.NORMAL —WADY 77 A5 e R L TIAE 2 £AT,
Read 2L,
Modify | Job owner O Create #/FE Tl HER &% FEAT,
Delete Job owner O O a7 BRI SCEAITBR,
U.ADMIN
Table 7-7 D.USER.DOC(Fax receive) D7 7= Al {H
R BRE W REZ A A BT 2 —A el
PN | WC | PD
Create Job owner(*1) TOE OH#ERL, AT 77 A8 F a—RE&fEEL TV
W7 I A% AR,
TOE O#AE/RL, SMBT 77 A0 F a—REEELIZ7 7
I A%ZAR,
Read Job owner O O WEIAEYSZAZT Ry VAN T 7 7 AL EHARINL , JCEH TV
Eo—%RR,
O O BNR Y7 27 7 7 ALEZRINL, LET L a—% R
e
O WEIAEYZAER Yy I ANDT 77 AL EHZBIRL | FIRIEST
wFAT,
(FIRIZE TI2& 7 77 230CE T HIBRE D, )
O BN Y I AT 7 7 AL E AR | FIRIFEAT % FAT,
(FIRBIZE TIZED 7 77 AL FTHIBRS LD, )
Modify | Job owner O ARy 7 ZINST 7 7 ZACE AT DB ISR EE
FAT,
O O AR 7 ANET 77 ASCEERIRL | sk,
Delete Job owner O O TR ATV SZAE R Y I AT 77 AL EEHIBR,
U.ADMIN
Job owner O O BN Y I AW T 7 7 AL E A HIBR,
Job owner O O TV AL EHOHIR a7 BIBRIZES 7 7 7 ASLEOHIRR,
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Security Target
PRIE BRAE R RE7e R AET 2—A T
PN | WC | PD
U.ADMIN O O - | ARy Z ADHIBRIZHED 7 7 7 ZSEOHIBR,
Table 7-8 D.USER.DOC(Storage/retrieval) ® 7 7 & A
i S —
BAE | BAERTRELRAIRE - I:Ir/&;g >; = .
Create | Job owner - - O | RyrARIEFEFAT,
U.NORMAL - @) - NI ARAFEFREL THE AL N TV M FEAT,
O - - | ARy ooy MOERAE Y LT Ry Z AA= 2 — [ [ A
BIAANR 7 ZEFREL T, Ry AMRAFEET,
O - | NAT—=FE; S PDF IZX L C, Ry 7 ARIFERREL T
AV I NIV N ST,
O AT =R 54 PDF ARy 7 A5 SCEEIRIRL | fRfFa 5
1T (BIRSNI=SCENEAEE O ARy 7 A% E5))
Job owner(*2) - - - | TOE O#fERL, SMBT7 77200 F a—REHEL TV
W 7 I AZAZ % R ATVZAER Y VAT 7 VAL FH%
RfFo
Job owner(*3) - - - | TOE O#fERL, SMBT 77200 F a—REfRELZ7 7
7 AZAG %  FRESNIAANR v I AT 77 ASEEARAT,
Read Job owner O O - AR I AL L EABINL, LET L E2—52 KR,

(T I AXEZERL, V77 I/ALEOXET L E 2—1T,
Table 7-7 @ Read #{EIZX0HIEEND, )

O - - B AR 7 A6 EERIRL, FR, 255, 777 AI2&D
P BE, av—0WT R E T,

(77 7 AL FEDEIEBRL, 777 23 EO I, Table
7-7 @ Read #AEICIVHIHE NS, )

@) - AR I AINOILELRINL , #5., ¥ vru—F, BH),
A — DWW D EET,

@) - R AEVSZER Y 7 APOLEEERINL, ¥V rm—REE
17,

O - - ISAT —RE; 5t PDF AR 7 A CEEIRINL | R1F%
FAT,

(BRAFITIZ AT =R AT DB, RATSE TISE D SCEILHI
brEhs, )

Modify Job owner O O - AR Y7 AN ICEE BRI, Rk,

77 ALEERL, 77/ ALEOMEL, Table 7-7 O
Modify #EICIVHIES D, )

O O - | Read #EGE(E. HIRDIZI W T IS AR EEFELT,

(T 7 7 AL FEOINEERL, 7727 AL EOHIRIZ BT DG
R @lZ. Table 7-7 ® Modify #{EIC LIS ND, )

O - - B AT ZIER Y7 ANST 7 7 AL EZBINL ., WE 4
AT,
Delete Job owner O @) - Il AR 7 A5 3 E A IR,

(77 7 ZALEDHIRERRS, 7727 A LEOHIFRIL, Table
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Security Target
HE BERTREZFI AL BT 2—A
= R
PN | WC | PD
7-7 @ Delete BAEIZLVHIFEISNG, )
O - - | NRU—FIEEAL PDF 8> 27 27055 30 Z &I 4,
Job owner O O - Il AR 7 ZADHIFRIZEED SCEDOHIFR,
U.ADMIN (777 AL ZOHIEEERL, 777 AL EOHIRZ. Table
7-7 @ Delete #EICIVHIEEINS, )
Table 7-9 D.USER.JOB(Print)D 7 7-& A
HE BERTREZFI A BT x— R
= Wi
PN | WC | PD
Create Job owner - - O | 74TV FPC L LEERIRL, TV HRTA/3—"THI
U.NORMAL ERITH B SFLTRAE& TV MRy 7 AT — R TF

SN CEETERINL, FIRIZ LT,

(FIRIZE TIzZ SCERHIBRS LD, )

O - | 247N PC O WC DBILEEBINL, ¥ AL IMT Vb
EFEITH . BE SRV TRIAE& TV MRy 7 A — AT
SNSRI, FHIRIZEAT,

(FIRIZE TIzZ SCERHIBRS LD, )

O - | 2947 F PC ® WC 235327 —FHif 51t PDF X#%
BIRL, FIRIZR ELCTH AL 27U M e 31T #, BfES
VTSR — Rt PDF Ry 7 205 — RS
SCEEEINL, FIRZ AT,
(FIRNZIZ SAD —R A 3682 FIRSE T2 k0 S Al

FrEnDd, )
Read Job Owner O O
U.ADMIN Vad RERR,
U.NORMAL (/SAU =R 5AL PDF OS5y a7 %5, )
Unauthenticated O
Modify | - : : - | L
Delete Job owner O O - | VarvRENLTaT EHIR,
U.ADMIN GBRE& TV MRy 7 AN OHIRY a7 D4 a7 H

BRICEYSCELHIERS D, )

Table 7-10 D.USER.JOB(Scan)® 7 7= & &l

BIE | RIEFRERAIAE | A FT=—2 ‘
- s
PN | WC | PD
Create Job owner O - - AX vy MIRfEEZEY LT, 777 A AF Y Az
U.NORAML —EENOIESE (777 A5 e a R R EL T, #EE2HE
17.
Read Job owner O @)
U.ADMIN e .
Val FoRERTR,
U.NORMAL
Unauthenticated | O
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Security Target
N HAERTREZ A& AHT z—A I
PN | WC | PD
Modify AJOR
Delete Job owner O AFpF 2=y NIV FRE A B HIT, TR it A B0 H
i CHE L EFITHLUIA MY 7 —2 L EILFYar
DHIERE FEAT,
(a7 HIBRIZEZY CEDHIBRS D, )
Job owner O O TVad RRnbYaT wHIER,
U.ADMIN (TaZ HIBRIZED SCES HIBRS LD, )
Table 7-11 D.USER.JOB(Copy) D7 7 £ Al
A BRAERTREZR A AHT 2—A p——
PN | WC | PD
Create Job owner O A¥y o=y MIRfZ By LT, b — A= —HE )b
U.NORAML ab—&FELT,
Read Job owner @) O
U.ADMIN o e .
U NORMAL VaT RN RIR,
Unauthenticated O
Modify L,
Delete Job owner O AFyF =y MRV R FRHE A B0 1, R R e 2 B Hh
W T LA EITHLUIANY 7R —2 L EILhoa
7 DHIBRE FAT,
(a7 HIBRIZE CEBHIBRS D, )
Job owner O O Vaz Kb yaT EHlkR,
U.ADMIN (a7 HIERIC I SCELHIBREND, )
Table 7-12 D.USER.JOB(Fax send)D7 27 & AR
#R{E HAE AT REZ I AT = —A e
PN | WC | PD
Create Job owner O AFx v Fa=yMIRfREEY LT, 777 A AR Y A==
U.NORMAL —EENGT 77 A5 e 2B TEE & FAT,
Read Job owner O O
U.ADMIN o e .
U NORMAL Va7 RRERR,
Unauthenticated O
Modify 2L,
Delete Job owner O A%y F o=y MTEVJRFRRE A B0 I, iR e 2 B0
i CfE LA RITHLUIARY 77X —2 4 FL F 1k Ya
T DHIBRE FEAT,
(FaZ HIBRIZEY SCED HIFRS LD, )
Job owner O O Va7 RaErHYaT wHIR,
U.ADMIN (a7 HIBRIZEZ CEDHIBRES D, )
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Table 7-13 D.USER.JOB(Fax receive) D7 7 & A #i

(S HAE T RE7R R 3 AL BT x—A T,
PN | WC | PD
Create | Job owner(*1) TOE D#fERL, SN 7 727 A5 F a—REHEL TV
WT 7 AR,
TOE O#EAFZRL, ST 77 Aixn F a—RafiELiz7 7
I 2E%ZAR,
Job owner(*2) O ATV ZER Y I RINST 7 7 ZALEE RN, HIRFAT
7 FAT,
(FIRIZE T Iz 7 77 2ASCETHIRS LD, )
Job owner(*3) O TBNRY I ANST 77 AL EAIEIRL | HIREITZ FEAT,
(FIRIZE TIZXD 7 77 23T HIBRS LS, )
Read Job owner @) O
U.ADMIN NN .
U NORMAL Va7 RRERIR,
Unauthenticated O
Modify 2L,
Job owner O O TVad RRNbT a7 wHIER,
U.ADMIN (Rl a7 D6 a7 BIFRICED 7 77 23CED HlFRES
s, )
Table 7-14 D.USER.JOB(Storage/retrieval) ® 7 7 & A
HiE BAERTREZ A & ABT —A S
PN | WC | PD
Create Job owner O | RyZ AR AF2ET,
U.NORAML O Ry I AMRFEREL T AL I T ) b FAT,
O AF¥xF 2=y MR Z Yy LT, Ry FAR= 2 — [l )
SDIEAANR Y I AZARE LT, Ry AMREFEFELT,
@) R AR AFZ B E L TIRAY —R; 5/t PDF OX AL 7k
TV M EAT,
Job owner(*2) TOE DO#AFERL, SNBT 77205 F a—REEEL TR
WI 7 JAZAG e, 77 VAL EEREFIATVZFER Y I A~
PRtEs
Job owner(*3) TOE O#AERL, ST 77200 F a—F&EELIZ7 77
A% 7 7 VAL E LR ESWIAANR v 7 ARAF
Job owner O TANR Y 7 AN LE LR, BRI, #15, 777 A1285D
U.NORMAL R, BE), A —0W a7,
(T 77 ALEOHNZ RS, 7727 2L EHEDOHL Table
7-13 @ Create #/EIZLVHIEIEIND, )
O AR I ANS CEZBIRL  KME Fvre—R Bi#), o
E— DWW ELT,
Job owner O WEIAEYSZAER YV ANST 7 7 AL ELRINL, ¥ orn—
U.NORMAL R& AT,
Job owner O SAT =R 5/t PDF Ry 7 A0S CEEEIRL , (RFE2E
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Security Target
BE PAERTREZ A AL BT 2—A S,
PN | WC | PD
U.NORMAL (e
(BRAFITIZ S AT —R A TR BE, R AF5E TIT L0 SCEITH]
bR, )
Read Job owner O O
U.ADMIN Vad #RERIR,
U.NORMAL (RAT—KIE54k PDF O&Z{EH a7 %k,
Unauthenticated | O
Modify AJOR
Delete Job owner O A v F =y MV FERE A IR0 F1T | AR P2 B0
HCEIEEZETHLLLIIANY T =2 L B yar
DHIERZFAT,
(a7 HIBRIZE CELHIBRESND, )
O B NR Y 7 2 b DI Z EATUI R Ay 7% —24 T
L., E Ly a7 OFIkRE 3T,
(Ta7 HiIkRtE S SCEITHIBRS V20, )
Job owner O O TN I
U.ADMIN
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1.3. lEE{ctne

FCS_CKM.1(a)

TOE . IPsec i#{g O#ERE S THS IPsec sEFA ED A HKIZIW T, NIST SP800-56B, Revision 2 ™ 6.3.1.3
BIZFEHk O rsakpgl-crt 7 RUZFEHE D LT, #ER 2048bit O RSA Pt 4 k95, £/, [Psec 15 D
fESTIZEB W T, NIST SP800-56A, Revision 3 @ 5.6.1.1.1 HiiZit# ® Using the Approved Safe-Prime
Groups (ZFC#iD 15T, Diffie-Hellman 7 /v —7 14 (2 K5 FExFRiEE A ik 45,
<BHE T DAL HT = — ALFEEE >
*WebConnection: IPsec 1B{Ei% T

WebConnection D% FRE R ERBEDFI| H

WebConnection O —fi%F|HEHEHEDOF]H
ERVE SRV [Table 7—19 BiA e G HR—H | ICREilS e, BEa s 2 /LS D8 E
TVHRTGAN— 7.2, T RAGEEEE ) TTVERTAN—% AL BT 2 — AT D Ea FAT

FCS_CKM.1(b)

TOE I, IPsec /5 OilfEBAMAR:, £ LT SA T4 74 A LB % O 12T, DRBG BI%(CTR
DRBG(AES-256)) % M- L C DRBG THLELAZE L . 128bit L<I% 256bit O %I FRkT 584 A ik 3%,
<PBEG DAL HT = — ALHERE >
*WebConnection: WebConnection O HE % EMAFEDOF] FH

WebConnection & —fi%Fl| FAEHEBEDF]
BERE SR [Table 7—19 EEARGHE TSI, ARV 24 RS H84E
cTVHRTA = (7.2, T RARIERERE ) CT VAR TA N~ A BT 2 — AL T D EE AT

FCS_RBG_EXT.1

TOE (Z, NIST SP 800-90A Z##L3% CTR DRBG(AES-256)&, 1 DY 7y =7 = hat — M DA S
N3 RBG #%E¥#:4 5, Lit CTR DRBG i, Derivation Function & Reseed % #|H 4 57%. Prediction
Resistance #HREIXENEL 72\, Y7 by =7 = hat’—JFix, CPU O NEIKBEIZ B % 5- 2 D504l — R0
FALLay I o B — RSB L — LB N S L TR | L — I AT IR OIX D D& R I ay s 1Y
VH—RRATEEL., raw T — X &5, V7MERE XOR 2AWT raw T —HXIIEENDHT UMY —&2E v A
RICHHE, M5y T ava=r 7 EL, By 2ROz hae —5 %5 Bif7th, = hae—fEE L TH
T 5,

TOE %, 20 RBG ZFIH L TELEAERRL . S HIBEHRE O 58 (# R 256bit & 128bit) 4= FIZFI 7
%, TOE WNELEARK T 5B, CTR DRBG Ty —R~7 U7 /W (Entropy Input & Nonce) N EZ /2746, =
et —JRELCHIAT Y 7 =7 2B, LB A XDz et —EE2 G TR T 5, Zoxr et —{E
1. NIST SP800-90A ¢ 10.2.1 iZ-x&N 5 Instantiate & Reseed [Z M B /h = bt —#(TOE 04 .
X2 UTHRELFRIL 256bit) &L CEY, +o/emrhue’ =R g £ T\,
<BIE T DA H T = — ALHRE >
*WebConnection: IPsec i#@/57% /€

WebConnection % B 3% EHBE DT H

WebConnection O—i%F| & HEEEDF] H
R SRV [Table 7—19 EEAIRFSR —F ITRHiShz, Bl n/ 2SO HE
cTVHARTA = [7. 2. TIRAHIHBEEE ) TTVERTA N~ A BT 2 — AT DEMEE FEAT

FIA_PSK_EXT.1
TOE %, IPsec HOFHERTILAHLL T, FRLTFAM—AOFEFTILA IR TE5, TR A —2DOFH A
HHIT, Tie vy aT7 IV A o0& HWTE Y M| ~E#Eh 5,
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© TR AR— D FH R HAT
> F&:22 307 (ASCII 3¢741)
> R ATRE LT ASCIL SCFHI(T V7 7 Xy KO KILF LT BT, ROEESCTE (49, @, @,
P, w0, wan “&2w s« ) Tl B R T2 SUFES)
> SR 0 J7 1 SHA-256, SHA-384, SHA-512
<P G BAL AT 2 — ALKERE >
-WebConnection: WebConnection O FLE 3% EHEEEDOF]
WebConnection O — %%l Fi & #EHE D F| H
HE L [Table 7—19 BES&xIG R4 —% | ICidichz, Ry &2 /E S A E
cTVHERTGA = (7.2, T RAHIERERE ] TT VAR TA N = A L BT = — AT D i AT

FCS_COP.1(a)

TOE X, IPsec i#{g ® ESP 55k 7 LIV ALEL T, FIPS PUB 197 & NIST SP 800-38A (Zi & L7-#E
128bit & 256bit ® AES-CBC #FH 35, £7=. TOE (X, IPsec i#{5 ® IKEv1 K57 VIV AXLEL T, FIPS
PUB 197 & NIST SP 800-38A |Zi# & L7-#E R 128bit & 256bit > AES-CBC 4|72,
<BIET DA HT = — A EHRE >
*WebConnection: WebConnection M % ¥ & 7% EHEREDOF]

WebConnection ®—fixF|HEHREDOF]H
PERE L [Table 7—19 BEEXMRHEG—E | ICRREiSn, BEa/ 24 RS E58E
TVHRTAR— 7. 2. T RARIEBERE | CT VAR TAN—F A 2T 2 — AT HEER FEAT

FCS_COP.1(b)

TOE 1%, 775 —MERED 77— L7 =T HEAEIZEBUW T, FIPS PUB 186-4 (Zi# A& L7-8 K 2048bit @™ RSA
FOINEBEZLT NI R LHERF TS5, £72. IPsec WBIEDETIRIEICHB VT, FIPS PUB 186-4 (CH& L7-# R
2048bit ® RSA 7 VX NVELT NAYV AL (B AR & T HVEALRFEZIBN T, FIPS PUB 186-4 [Zi# 6y
L7=§#FR 2048bit & 3072bit D RSA T U XNV BT NAVR L (B4 WEE) #F 35,
<O DAL HT = — ALHERE >
*WebConnection: WebConnection 0% ¥ & 7% EHEREDOF]

WebConnection O —fi%Fl|HEHEBEDOF]H
BER L T — AU =T EHDOELT

[Table 7—19 BEAMRFG—E IS, AR ZERSEL8AE
cTVBRTGAN— 17, 2. T RARIHBERE ) TTVERTAN =" A BT = — AT DB FAT

FCS_COP.1(c)

TOE 1%, 7.7.1 EIIFEHOT v 7 7 —MERIZB W T, L FOINIL TT VXNV BARGEE AW 77— AT =
T T = A OREEET), DT, ISO/MEC 10118-3:2004 (ZHEHL+5 SHA-256 (L5 vy 2 HEOF & 379
%o
(1) TOE 73#F> RSA ABH#EHE 2048bit) TF VANV EBX T — 2% 5T 5,

(2) SHA-256 C77—LU =7 T —HD v afzF 5,
3y DE@QDEET S, —HTIIET 7 — L0 =T T —FPIEH THHEHIWT 5,

F7- TOE i, 7.4 ZIZFEEH D IPsec BIEIZBWT, L FOEHAIZ ISO/NIEC 10118-3:2004 [ZHEHL BN
2MEOHE N EFEITT 5,
(1) IKEv1 REF7 /YR AL T, SHA-256. SHA-384, SHA-512 12k A vy 2D E &2 FEIT 5,

(2) ESP GRGET LAY LELTHRA N2 Ay — ViR a2 FATTHER, /a7 /YA LELT SHA-256,
SHA-384, SHA-512 #F| 1 32,
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(8) RSAICEDT VAN ELEFHLIZE T ZBIEM HOBE, SHA-256 (285 Y 2 BEOE HZFATT 5,
<PHHG DAL HT = — ALKERE >
*WebConnection: WebConnection M % H& 7% EHEREDOF]

WebConnection O —f%F] Fi & #EEEDF|
BE L PUSaINVEVE:FPF X5}

[Table 7—19 BEASRFL T ITRHiS Iz, Bl n/ 2 RS D H1E
cTVERTAN— (7. 2. T RAGIEREEE | TV HRTAN—" AL BT 2 — AT D EEFAT

FCS_COP.1(g)

TOE X, IPsec i#8/5128 T, FIPS PUB 198-1 TE# =415 The Keyed-Hash Message Authentication
Code. FIPS PUB 180-3 TEFIN5 Secure Hash Standard [ZHEHLS 5 Tt/ v a Ay —UFFERIC K
% ESP #4545,

s Ay —UF AV 2 AN 256, 384, 512

- #5256, 384, 512

c B E T AU R L HMAC-SHA-256, HMAC-SHA-384, HMAC-SHA-512

Xy a T LAY X AL SHA-256, SHA-384, SHA-512 #F|H35%
<PBHHGT DAL AT = — ALKERE >
-WebConnection: WebConnection M % ¥ & 7% EHEREDOF]

WebConnection ®—fixF|HEHREDOF]H
ERE SRV [Table 7—19 EEAXRFER T IR, AR 2/ RS EO8AE
TVBARTAN—: 7. 2. T RAGIHRERE | CT VAR TGAN—" AL HT 2 — AT D EE AT

FCS_CKM.4, FCS_CKM_EXT.4

TOE &, IPsec i#{5 THIH 28, S ELORIF I LEIED J7{k% Table 7-15 (R, HEH LS TRIES
- ERTILA#E, IPsec REIEO T T4 X — Mt T, BLHIAZ LR A7 SSD ITIRfFSIVD, & BE D SR A 8
IPsec fEIHED 7T A _N—MEDHI 52 E1T L2, 0500 T_LEXHIMT 5, IPsec TSNSy a #E(—F
Fy7emE S H#IX, RAM _EIZRFESND, Z6HiE TOE OFEJR OFF [ZX0 R B 57- D HIBRS D,
< PO DAL HT = — ALHERE >
-WebConnection: IPsec i#{g HHOFRIILAFEOHIR, 72 # LA EOHIFR

FRESXL IPsec @15 O FriLAHHOH| B
- E&EJHE OFF/ON

Table 7-15 EOF1FILHIE

i PRAFSE WEEX AT WD Sk
Frai I o BEEFIZ L - CREIN=FHi | SSD BT X B HRi A S bR 0x00 T_ ki
B e (EETE ) X HIBR
I X o TROE SN FAT | RAM EIR OFF —
HH A B LT AR L
I FREE IKE f 3L Fibis g RAM | &JH OFF —
(IKEvl 7 =— X 1 TAER S
%)
IPsec A LA Hs g RAM IR OFF —
(IKEvl 7 = — X2 THEKSHh
%)
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Security Target
i RAFSE & T AN/ WEED Sk

i BHEIC X > TRESNLIZFAT | SSD BT X 2 Fai e gE bR 0x00 T k3

LA g (EETEm{E E HRe) I X HIBR

BHEICL > TRESNZER | RAM | &BIF OFF —

g2 2 U CAER LT Bt
T A N— | IPsec TEBIED S5 4~ 1k SSD %g%m;%ﬁ%%ﬂ%(%% QmOTL%%
i HHIE(E A PRFERE) IF HIlBR

IPsec @ Diffie-Hellman 7°Z RAM EJR OFF —

AN

(IKEvl 7 = — X 1 THERSHh

%)
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1.4. BiISFEEHE

FTP_ITC.1
TOE %, Table 7-16 |27~ 7" IT #ézs & DIBE 2B\ T, IPsec 7' uha/VEFIHAT 5720, Fx x0T —2 03
MLTHESNDHT LT,

Table 7-16 IT Bé35L DE:E

TSF 23587795 IT $as Fuban
SMTP H#—/3— IPsec
SMERRRRE T — N — IPsec
DNS H—r3— IPsec
17— — IPsec
WebDAV H—/3 — IPsec
SMB #—/3— IPsec
<P DA H T = — ALHERE >
e SR [Table 7—19 EAMRHR T ICRlich /i, AR 2 RS EHHRAIE

FTP_TRP.1(a)

TOE (X, HEH N TOE #VE—MEFE T 5 H1EEL T, 7947 F PCO7 7YY CTEIET 2 WC 2232,
TOE 2747k PC MD#E1L, mEHEE/SATHL IPsec 7 bV AR T2, UE—MFEOT-HIZ/T
A7k PC 26 TOE ~7 7 EALT K, TOE (% IPsec 7' mh=/L TOLIBEZBALGL | iSO L, BIE T —4
IR DOE L BET — X W E DN ERIET D,
<BES DAL HT 2 — ALFERE >
-WebConnection: WebConnection D% FLE 3R EMEREDF]

FTP_TRP.1(b)

TOE (%, & E TRWAIHE D TOE ~VE—r7 7R T5HELLT, 7947~ PC O7 57 CEIfET S
WC £V HRTA N =549 5, TOE 7747k PC BlO@ENL. E{EHEE{E /XA THS IPsec b/ %
FIHT 5, UB—R T 7 8ADT=0I122F 4T s PC 35 TOE ~7 7% AL7-H, TOE 1% IPsec 7' 11h=t/L T i@
EZBAMARL ., VS OB L, BET —XIRIBNODORHEL  BIE T — XL E DR ME Rt T 5,
<PBHHG DAL AT = — ALKERE >
*WebConnection: WebConnection ®— %K HEZHEGEDF|
cTVHRTA = (7.2, T RAGIERERE ) TTV AR TA N~ A BT 2 — AT D EE AT

FCS_IPSEC_EXT1
TOE 1%, RFC4301 |ZH#ELT5 IPsec 7—F 77 F ¥ 2 FHIET 5, EHED LN, IPsec b/l LT Rtk
EMEERE, BETEDLN, PRl OREEEFATHIEITTER,

- IPsec 7 /ALERE : N7V AR —RE—R
« ¥ a7 7 ubaL: ESP(RFC 4303 (2 HEHL)
> ESP K55k 7 /L2 X 4 : AES-CBC-128, AES-CBC-256(RFC 3602 |Z #EHL)
> ESP FBRE7 L2V X A : HMAC-SHA-256, HMAC-SHA-384, HMAC-SHA-512
- s )7 R IKEv1I(RFC 2407,2408,2409,4109 (2 %EHL)
> IKEv1 5L 7 /3R AES-CBC-128, AES-CBC-256(RFC 3602 (Z#EHL)
> 3A T —3 3% —R:Main Mode
» SATATZAL
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® 77— 217D SA:600~86400 F»
® 7 — X270 SA:600~28800 F»
> Diffie-Hellman Group:2 /L —7 14
> ESN: 4 H%(RFC 4304 (ZH#EHL)
- IKE F8RES K 7 U2V 4 (RSA), 7F AR — 2D i A
> T UHINVEL
® RSA-2048 (B4, ARk, B4 1L
® RSA-3072 (B4 RAE)
® UFET LAY R L SHA-256, SHA-384, SHA-512(RFC 4868 [Z L)
> TX AR — 2D FiT A HE
® HHLE R E T HFATIAA HE: 22 O ASCIL SLFS
® UAET /LAY R L SHA-256, SHA-384, SHA-512(RFC 4868 (= #EHL)
> 7 uaha AR E
® kLR 5 EA L (Any)
> IPsec fifi i€
® DefalutAction : il 3
® G ERRFESRE R E A IR feRR T
Sl FH 1 HERR L7
Fx— GEHEO SAEHERT D
SR  HEZR L 720

F7-. TOE (% IPsec ¥ =T 4RI —F —H~_X—A(SPD) #EEL TEY, BHEICIVLL TOREN TXD,
- IPsec RV —:IP NTy "D FMUEFREEL T, EAVENDRFITE LT IP 2y MR ULRGE - il - 1%
FEDHIHE DENELITONRINTES, IPsec R —DBLEINHA L ST Ry R T IR Ry b
X, RC— LV CAULEEILD, IP Xy hORME LT Any 7 vabh=b B850 IP 7RVA (R, F7=
Y7 Ry MEE) D% E TED,
IPsec RV —IZ IP RYL—27L—7 1~10 D 10 V)V —T £ THRIETED, 1 DOWBEHTFIC, B0
IPsec NI —NRESNT=HE . IPsec RV —T N —7 1~10 OBGENEFIZE ST, Tl OESENENT
TEMEN S NS,
CESCRE R RAE > REEE > il EEK
« TIFNRNT 7ar s IPsec RV —IZEET DR ENIRDST-HBEOIEE Tt HBEIR TE 5, (O
ENCOWTEEFIIH L, BEFEEZRINT DI A L A THRL TV, )
> e  IPsec RV — DR EIZEH L2V IP 7y NI EET 5
> @i IPsec R —DFETEICEE LW IP My MI@EiRS 5
<P DAL H T = — ALEERE >
*WebConnection: WebConnection D& B E R EMFEDOT]H
WebConnection ®—f%F| AZ R OF| H
SR [Table 7—19 BRI GHL | ICRHSe, BEERS 2 A SEH8A(E
cTVHRTAN—: (7. 2. T EAGIBEREEE | TT VU HRTAN—" AL BT 2 — AT DM EE AT
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1.5 %2 T« EEMAE

FMT_MOF.1, FMT MSA.1, FMT _MSA.3, FMT _MTD.1, FMT_SMF.1, FMT_SMR.1

TOE I, FIAFE KL CFRlE B RE A P2 1375, & BRFERE T, SRS oA 27 = — A0 b O B4 E T HE
T“E%?)é TUVHRTAN— X, EEBREZ R UL 720, BE S B LLIE WC C R0 & B RE A 51T Sl 1

ZEBTLEICIE, TOE ~OBIGRIENE RS, RBAECHEEBEZFH T2 LT TER, %&E
(U.ADMIN\ UNORMAL) (%, = —# —FHERICLVEEMToORENSND, % EH (UADMIN,
U.NORMAL) ® B # fFiF iE e/ A R iZiTodv, v 7 T U MNETHEF 5, TOE @ UADMIN (2%
U.BUILTIN_ADMIN (£ /LA &5 #) & U USER_ADMIN (o — W —&HE) 0 2 FENEET D, BiE11%
iﬁ%/\"xv»«h IZES TRRES L, BH T2 — Y —4, 22— P —RT— F EHEHEIR (FEPRHV AR E) 12k~ T
RRESND, W& 1TV U.ADMIN EREA T HALS, FIAE OEEIR SN TRV E B RE 2RI 2
&I TER W, TOE 1L, Table 6-2, Table 6-3 O7 7 & A4l _kb\f\ TX 2T A BIEOPIHNEE L TR S
BF—& FIHE a7 T —2EER L KA ED User ID Z#I0YThH, 777 A EHEEICIVAERKSND
FIHE SCET =2, MH#E Y277 —21%, TOE AAORAFIZL > TERESNDTZD, X2V T Bty HfEE

LCTEHED User ID #EIVY T, 777 AZEHROT 72 AfililE I35, 777 A5 58 T %13, F a—R3 e
ESITWNRNT 7V AZAG DY A | 7 77 ALEITREI ATV ZER Y 7 A MRGFINDT- D | 38H| ATV ZER 7
ADT I AMETOHIEE2D ., Ex 2T BIEIZERR W, FIHEITEEE O UserlD NEIWYTHNDS, F a—
R ESNTWD T 7V AZAE DL E X2V T A BIEOHEL L TR ESIZE ARy 720D User ID 23
WTHND, FEHNT, [7.2 77821 | 25 B, TOE 1%, MIHMEELTEW Y Thhiz User ID & L#EXx4%
e S AN

Table 7-17 BHEF RSN A EIMEAE

E R RE WA FER ST B | BAIERTRER A
1k Tr—A
a— Y —E I RE TOE OFIHI# @M User ID 8 oo—H—D 8k | Bk, £ZH ., | @ x1, WC
THIBR, —P— AT — N OB ER/ZETE | —ReF S | Bk

DR EMRME, KERERIIR DR MR, B H AR
DO HEIBREAT), 2 —F =X R 23 3C
B BLEFVaTBER LM, EX 2T B
WA E L C User ID 238 & &40, Table 6-2, Table
6-3 DRIRAET —Z7 7 AHIENEREND, 72
B, 2= —%HIRTHE, Yo —F —DiaEH
THHLELHIBREND,

EHENSAT—RREH | BEE AU —RERE TS, TR, FHE | 2%

e RAT —RIZIET 7 AV MEB R ESIL TN D, 1EH

F'aﬁiz“ﬂéfOD % EFRZCIBNT, BN EEE N
EETT D,

=P —FBEEHF OB EEITH, REREERA, 7 | BE

Y — N —FRGE, ARREEE 4 SN — N —REED

WTNDERIRT D, BV U EIRE I, HICARE

(A VI

BE 1L, WC

él*”ﬁﬁ% Lﬁj—énu qu:fa:FJl:T%)

BB RGECHRBIGRRES N,
SNRRRFEY — N —8RE | SN — N —FBRE NCHRIH T2 RRGE Y — N | Bk, B E | | B, WO
S —DREEIT, Hil
ALK BB OZ | BEERRIEBOBREE R E T D, FIHEOER L | 28 BE 2V WC
THkne nuuﬁﬁ%ﬁ&zlilé;&éx O EMLL LT/ 57-H TOE
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Security Target
B RE N FFAIS AL | BERTRE AR A ¥
& Tz —A
EHF AL OFRIEEE L | Mt U7 AE R EIE B LA izl | 558 R RL WC
iR R IR ] D25 TR B VA BB OFRREDME (SN T | FEREE Ik
DIRRENAETORREZHRET S,
FREE R E B (B VA | RBEERIR A S A7) 7§ A%, ZOBREICED, B | FET BE 2V WC
VEHFE LA O IVT | VA E EE DS OFI R ORBGEE I A RS
Bne TEWTED,
PSAT =R OEF | SRR OSAT =N/ N CE e Eb ade) | £ BE 2V WC
HE DFRE B FEITH,
XTI EW | B2V T b EOF R W E R E T B, paLd BE 2V WC
HE AR E LT, B2V T (B RED 55 F T
BT rREE X 2T RMEIC—FEREL., ZORE
EHEFFT D, Fv T —2%Sr LT= TOE O S HHEHE,
AT I AHERE (RS-232C I/F %) . Ry kU —
IRREEH LS RE 2 & ORI N LS B, F
AP SN BEREET R EL L EITLE
LA EEE AR R, FIRAE D RIEOME T
RUTESA . B2V T b B A TS
A
A R 28 B Rk AR ARFEMAER ET D, BEEMNGEENHAELLY | £F BE L WO
A 2O B RFEF RS EA e ICFREIND,
VAT LA =My | BEASRAVEBER O AT AA— N By MR O | 2E BfE v WC
M2 Rk hE EELT,
HEmZ 7T UMEMOZE | WC HBIER OBy 7o MER OB EZ1T, ALy WC
HHRE
TR PR EEHREHEETHD IPsec BIEDORTEXITY, | Bok, BE ., | #{Ex1, WC
IPsec BE 7% &, FRIILAHEELE. [Psec sEFIERY | HIBR
TEDR Gk, A HIBR,
KRNI — I3 TERERE Fo b —23E (TOE @ IP 7RLA, DNS Y— % | %k, ZEH BiE v, WC
—® IP 7RLVA AR—hE& 5% NetBIOS 4%) D
Bk, EEEIT,
B B E EAMEOR DS, BAns ORIk, asr | Bk AR BIE 3L, WC
—R— HEREELHREOREL, BB/ OEFL
HIBREATD,
Ry AEBREERE ARy 7 2O, FiAH 22— —DZEH HIBR | Bk, EE ., | B x1, We

Z17D,

MM ATV ZAZRERRE | TR ATV ZEOF N/ L, MFATIZERy IR | Bk, AH e S, WC
AT —ROXRGRIZEEZATD,
Ty —bU =TTy T | USBAEVEFIALIZTOE D7 57— 207777 | FEAT (A Y

—M&RE

— M FEHT D,

Table 7-18 —&FHH TR N D E EHERE
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A%, BEO—P — AT —REEESTHIENT
x5,

Security Target
P ELEERE A FER ST | BERTRER A
1E Txz—A
AP RRAT—RHRE | 2—F— AT —FDOBRELIT, FIBEL. B | &% e S, WC

Ry A PR RE

2179, GUIES

ENR Y 7 2D %Gk, FrAE 2 —V —OLHE Ak | Bk, ZE, | #E 1, WC

<BhE T 5147 = —ALHRE : FMT_MOF.1, FMT MSA.1, FMT MTD.1, FMT SMF.1>

*WebConnection:
HREA L

Table 7-17 & O Table 7-18 TA L Z 7 =— A2 WC MEAETHHERE
Table 7-17 & T Table 7-18 TA L7 = —AIZHAE SRV DMFIET DI HE

<BIEFAAL AT = — ALEERE . FMT_SMR.1 >

*WebConnection:

SERE SR

s TVBRTA R —

THH L2 — Y — BRHRE
RPN LA RAT — R E
—RF B L D/ AT — NG
BT E D — I — B GRHERE
BRI L D AT —RFRR

— MR B LD AT —RERGE
— RN BN LB/ XA — R

<BIETAAL AT = — ALEERE . FMT_MSA.3>

*WebConnection:

RIS

cTVBRTAIN—

Table7-3~Table7-14 T, WC A2 ¥ 7 = —ALFTHLLU T O#EAE
Table7-3, Table7-9: # AL 77U M FEAT,

Table7-8, Table7-14: 4 AL 7 7V N FEAT,

Table7-3~Table7-14 T, #{E/ SR NEALHT 2 — AT HLL T OHAE
Table7-4, Table7-10: 55 /54 B IRL TiEIF,

Table7-5, Table7-11: =2t — M (T,

Table7-6, Table7-12: %6/t & 3R L T4(5,

Table7-8, Table7-14: {f AR v/ AZFREL TR Y7 AMRAF,
Table7-3~Table7-14 T, YUV HZRTAN—% AL BT 2 — AT HLLT O#ERAE
Table7-3. Table7-9: Flfill %3217

Table7-8. Table7-14: 7R v AMEAF4E FEAT

T FIAA BT — R LDT 77 A S RE

FPT_SKP_EXT.1

TOE (%, IPsec i#{3 CHIA AR 54D D | BHE ICL > GRESNIZFRT A 8L IPsec ZEHED T T A
— AR AR A REAR RS AR — U T D SSD IR TET 5, TSN O E8ET . RAM (2R fFT5
(Table 7-15 M), TOE [I{R{FSNIZFRIILA T, 7 T4 — N, W B2 B T DM Re 2 Rk L7 72 | F]
HE 2 TOE OEAEIZEVENSEFH AT ZEETE/Z20, TOE 1X, MFP A{KIZ RS-232C IF % 52351 TUWLA23,
W TS LS TOAT=D  FIHE R ZOA 27 2— 2% FIH LT, SSD OWNHTF —#% W0 32 LiL T
720N, £7-. RS-232C IF LIk, TOE D4 7S SSD ONE T —# 2B 4 AL ¥ 7 = — A& FEHEL TR,
SSD (FB A AR A7 AN — T BT FIFE DY SSD ZHAAL TS T —Z &2 B 3 Z 813 TEZRW, LA

Loz Emns, FIHE

IR FSNI R A, 7T AN — M B S RAFE T I EITTER Y,
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7.6. BEEHERE

TOE IL, BENRFRICH L AR 24K,

FAU_GEN.1, FAU_GEN.2

FLERL ., B Y — N — K55 D,

TOE (&, U FOFEZEEAMGERLL FREAERLED BRDR), FROMEA, BT =7 Mgl & .

FELORERETLIT D,
Table 7-19 EENZFH—FE
EEareme I{)‘(ﬁ‘7 AN BRAE W RETR crm
ApIEHR *1) A BT =— R
Admin ID/ N
— Y —FBRED E User ID/ T%f/ﬁ/%f‘ W‘C‘ OK/NG
xi 1D TUVHRTA 73—
A 7 2 User ID BE 2L WC OK/NG
PSR — NRGED
RS Admin D <L WC OK/NG
TP SR — R DI User ID B L WC OK/NG
B SR — RO E Admin ID BRI OK
2 — YRR EDEE Admin ID B R WC OK
SMNEGRAEY — N —RRIE DBk, A Admin ID B R WC OK
EHIPN- S Y ALY Admin ID Bl 3L WC OK
B RAE DB E AL I R R D28 5 Admin ID B R WC OK
ARRIE I EI . oo
Admin ID BuE v WC OK
(U.BUILTIN_ADMIN LISt o207
IRAT— R KA R Admin ID B R WC OK/NG
X VT AT R REDOE R Admin ID BE RV WC OK
ARG ROZEH Admin ID BE 2L WC OK
VAT DA — RNy MR D2 Admin ID BE 2L WC OK
HBns 77 M O 28 5 Admin ID WC OK
R Admin ID B2 WC OK/NG
gk, A HIR
YN —TRRTE DXk, AW Admin ID B2 WC OK/NG
Beten /RSO A L2572 D LR ON OK
Bl L WC
e 227 1 ID/ F &K OFF
EEA T SRR/ T P ID SRSl WC OK
BT PR RE D Rk, A5 Admin ID BE L WO OK
R 7 2B BHEREIC LD Admin ID/ L
AR 7 A DB, . IR User ID PRl e OK/NG
SR AT D52 15 % ERR RO B ek, A Admin ID R S F3L  WC OK/NG
Ty =AU =TT v 7T — MEREDFLT AdminID BE L OK/NG
TV RYa T O ) —
User ID TYVBRTA— WC OK/NG
(Table7-3 #:{E"Create”)
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AR REFR

ID (7 2=k
AIEHR *1)

BEW REZR
ABET =—A

B

U sYa 7OHIM
(Table7-3 #:{E"Read”)

User ID

BE L

OK/NG

AX Y Va TOREE
(Table7-10 #&{E"Create”)

User ID

Y AT

OK/NG

a b — g 7 ORI
(Table7-11 #E"Create”)

User ID

Y AT

OK/NG

Ty I AERY a TOERE
(Table7-12 #&{E"Create”)

User ID

BE L

OK/NG

T 7 I AZEY g T DZAF
(Table7-13 #{E"Create” A7 7 7 A5
Fa—RERELTWRWT 77 AE3%(E)

Ty I AZIEY a T ORAE
(Table7-13 #{E"Create” HNERT 7 7 A5
Fa—RNEEELLY 77 2A%%8)

AT AL ID

OK/NG

77 7 AZIEY a 7 OEI

(Table7-13 #1E"Create” HfH| A & U Z{ER
T ADNG T 7 7 ALEZEIR L, HIBETZ
FAT)

77 7 AZIEY a 7 OHI
(Table7-13 #{E"Create” AR v 7 A5
Ty 7 ALERRIN L, HIRSEITE E1T)

User ID

(A V%

OK/NG

BRIEY a 7 DIRTE
(Table7-14 #{E"Create” K v 7 Ap{F%HE
17)

PRIEY a 7 DOR-TF
(Table7-14 #{E"Create” KR v 7 AE(Fx e
ELTHA VY N7 v b EFET)

BRIFY a 7 O

(Table7-14 #2{E"Create” AF¥yF ==+ |k
WKEREEy PLT, Ay 7 AA = 2 —@EE»
ARy 7 A%MEL T, RNy 7 ARIGFEFE
17

BRIFY a 7 ORTE

(Table7-14 #{E"Create” & v 7 AME(EETR
ELT/RAT— RiFZ{E POF O XA L7+
U b & FELT)

User ID

TV HRTA S

WC

(A VI

WC

OK/NG

Ty I AZIEY a T ORAF

(Table7-14 F{E"Create” #NER7 7 7 A5
Fa—REEBELTWRNWT 77 ZAZE%R, 7
7 I AXE RG] ATV ZER Y 7 AMRT)

T 7 I AZIEY a T ORAF
(Table7-14 #A{E"Create” N7 7 7 A5

VAT A ID

OK/NG
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e ID (}7P=2k (R ,
RESS HAMEE *1) o i
Fa—REEELLT7 7y 7 AZE®R, 777 A
LEAETE SNIEAR v 7 A~MRTF)
LRAFY a 7 OHIR
(Table7-14 #2{E"Create” HAR v 7 X5 User ID BiE L OK/NG
CEABIR L, HIR A FEAT)
RAEY a T O%AF
(Table7-14 #{E"Create” AR v 7 ZAM5 User ID B 2L WO OK/NG
CEARINL . BME & ET)
WAEY a 7 D7 7 7 ZEE
(Table7-14 f{E"Create” AR v 7 A5 User ID Ea{E L OK/NG
LEEFRL, 777 AL DEEEFET)
REYaToF T a—F
(Table7-14 #fE"Create” AR v 7 ZAD 5
LEEERL, FUrnr— NEFT)
BETa7Tor T a—R User ID WC OK/NG
(Table7-14 #:E"Create” #fil 2 €V Z{ER
YT ANDT 7 ANLEERRIRL, ¥ U om—
R % A7)
RIFY a 7 OBE
(TableT-14 HAfECreate” /XA T — NG EAL MR L
PDF AR 7 R 6 0B ZRIR L, R A7 % F17) User ID OKING
BRAEY a 7 DOBE)
(Table7-14 #{E"Create” fHAR v 7 A5 BAE L WC
WEARRL, BB EET,)
RAFEY a 7 OH
(Table7-14 #{E"Create” AR v 7 AM5 User ID BE L. WC OK/NG
WEEABNL, 2 ©—&FfT
##EY a7 ORI User ID BER L WC OK/NG
(Table7-8 #{E"Delete”) h
Pifr=a 7 ol User ID BB 2L WC OK/NG
(Table7-7 #:{E"Delete” ) h
IPsec & v ¥ a U HENT D SBR VAT 5 ID PR, we, errNo(*2)

TVHRTAIN—(%3)

CLDFRBIFRGERTIC R A LB R ELO IDE 7 V=7 MRBIE B, KRB ID SV [EEEE2 8T D,
77 A AR IR AT DRV Y 2T AID (Bl - 3 27 4 (MFP)) #5048k %,
IPsec By a fastDFBUIT BN TH T AT AID ([EEfE : 27 5 (MFP)) 2508k 5.
ERa 7 TUSHEREDO B MG EE TIX, BAus B HEEEOH A K BRI A EBIRENCE->TEEL, A7 A ID

(B EE: 227 5 (MFP) kO —H —REE ID 25tk 1 5,
(*2) [501]( T m— g BRI iR — DA LR o T2) 72 E D FTE D= F— N itk b,

(*3) #ME/ L SMTP H— 38— SEEEEEY— " — DNS Y — " — a7 — R —
WebDAV H—/3—_ SMB H—/3—LDil(E

WebConnection : WebConnection O]
TVARTAN— 17, 2. T7RARIEBERE | TT VL HRTAN—" AL BT 2 — AT DHEME
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<PBEG DAL BT =— ALHERE >
*WebConnection: B/ & HEERE

[Table 7—19 &R R FEL—E | IRLESH T, B0/ 24 RS 58

BRE L B PR
[Table 7—19 EEAXMRFR & | ISRRHEHSN, BERS 2RSS HE
cTVBERTAN—: [Table 7—19 BEE&EXGHG % | |TiLich iz, AR A RS T 58E
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FAU_STG_EXT.1

TOE %, BE&RED A2/ EL) e n 7 oG iik, v/ — 1" — BEIEESRIOREL, BEhues DRE
CHIBRA S B N FE S DA n/ E B RE AT I 9 5, nY — 3 — X, WebDAV $— —%F 3%, Ehn
T ORI EFHEEEEZHEL, IPsec lEEFHL TrI Y —R—~EEn /%2455, TOE Lo/ Hh—n
—[H D IPsec {5 1%, &5 fHE{E 5 B ERIC VR ET D,

TOE (. Dﬁ“‘%i&fzmﬁ‘774’/vkbf TOE NOwu—J VARIEREEIC — R AFL . B ENE(E SR CTRRIELTCH
RO LR E LT/ B EICELZG A b IEHEEDNEEn /B EE2FITLEEA I, XML 7 —X A
L“CD?‘*)L**/\“—/\%E?LE)

TOE WIC—IpRfFSNT-a 7 74 0id, XML 7 — X ICE %S LB BLE N A v/ 1 bR AT LI RE, HI
b5, XML 7 —#I%, 07— N—~DEFELETH, RO 774D XML 7 —2ZEHOBRIZHIFRT 2,
TOE MIZ—FipESNZns 7740 XML 54 ~T 7B RATHA L HT7 2 — AL, BHEILIDER T OXE
EHIBRDHTHY , — A HESLCHBEE N RIEIZT 7 EATLHI LI TERN,

Fy N —J[ERE Tas— " —Za/ EHE5EE TEJ, TOE NOu— I AR~ T- 56
FATCELMERRIZLL T O RRICHIRE D,

- IR OFF IC XA 0/ S HEREDRK T

- IR ON (LB a7 S RE D B bk

« 2— W —FGE BB SO EEE 0T A2 D IFFAl)

EHFICLDEA RS RE BULITHIBR
BPRE NEER 0 EEL LT a /YR E BT 0 — D ARFEREIR O SRR BEE SR S A 2 T HIBR MR

B/%éﬂéo
Table 7-20 & w5 —F D4

ERn 77— 2O Hn s
2 GO E fEIk SSD (27T 5
n JERIIR 7 A0 E LT RFEL, XML T — X IZEH# LT
07— N—ITEET D,
077 7 A WIEEK 40MB RFAIRE T, T\ NrDZ A I 7
T, B 7P —=R—~DEEDT- XML 57— X (LW 5, ZEHtk,
L¥n 7 7 A VITHIBRT D,
2 ZIEROREET A X CEBENERELZHEL L ITEMBICELESEA
- 36MB |2 L= A
- EHENER 0 SEEEET LGS
XML 7 —#Em 7 — =2 E%, RO XML 7 —% B3 ERshb
BRICHIERT 5, HERMOEE. &K T6MB (7277 7 1 /L 40MB,
XML 5 —# 36MB) # TOE NIZ—FHEFESN D,

<PBHHG DAL AT = — ALEERE >
-WebConnection: E&Ho/ & HEERE

[Table 7—19 BEAXMRFER % | ISRHESNZ, AR Z RS S HHE
R RFIL B A B RE

[Table 7—19 BEAXMRFER % | ISRHESN Iz, AR Z RS S5 HE
cTVHRT A3 —: [Table 7T—19 BEAXMRFER B | ISRHESNZ, AR 2RSS HHE

FPT STM.1
TOE 1Z7uyr/ifea AL, BEE DR TOE ORZIZE T T A e a1t 7 5, AR/ ICFekT DKL
Wiy e BRSNS,
<PBHE T DAL HT = — AEHERE >
-WebConnection: [Table 7—19 B &I GH 4% | |Zilfishz, B RS AR S T2 8E
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FREAR L [Table 7—19 EEXNRER—E ||IFLHSN T, BE0T 2 A RIS HEE
< TVHRTA3—:  [Table 7—19 BEEMNRER—E IS, BE0T ARSI HEE
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1.7, BIEHTERAE

7.7.1. 7w T T— FHRE

FPT_TUD_EXT.1
BEFIL, BE 2B LLUL WC CHAIGERER  BHEEBE C7 7 — LU= T N\ —Var O a 3447 T& D,
iﬁ\éﬁﬁji77_A7I77_5b7/ﬁW%%T_5%%%LKUﬂ%ﬂﬂ%TOEL EEL. B E v
CTHBIRRGEE , B W C7 7 — AV =T DT v 7T —MERRE FITTXD, 77—V =TT —XIZIX, VAT A
arvha—I7R0 7V harha—St W KR T 77— A7 =T SHA-256 1L TCEHLEZS T 7—L7 =T DNy
YafE R (7.7.2 250 H O T AMERE TR 92) NG EN WD, TUXNVEL T —H1T, SHA-256 TH
L7 7 =20 =T T —HDO 28128 LT, FIPS PUB 186-4, “Digital Signature Standard”|Z7E#i> RSA
FUHNEL T A XNGER 2048bit, B4 A% —25 PKCS #1 Ver 1.5) TELA LT-T — 4 Thb,
BEENT ST —MEREZ FATUIZFE, TOE |3/ A— /L& BltA 4 AR RSA ZABRSE (8K 2048bit, Hifr
B2 TOE ICAV A=A ENTWD) LT, 77— L0 =T T —Z DT D IVEL Wik a B+ 5, B4 M
DRI AT, BB SR NTEEE R R L, 77— AU =7 OFBEHZ BT THOR, B RAED B LT
e B 77~Ar717’é:%77~w7:7®/w/:1 BFHEA L AN—NT5, TUOLVEL RO FIET, T
DY,
(1) TOE 73%F> RSA ABH#E#R 2048bit) TF VANV EBL T — 2% 515,
(2) SHA-256 T77—2L0=T7 F—ZD i affizBiti+5,
(38) VEQDEZELET D, —ET LT 7—LbT =TT —HBIEH ThDHEHWT 5,

<PHHGT DAL HT = — ALHERE >
*WebConnection : 77 —2A U =7 /3— 3 EBHEEE
i LA VI T =AU T NV a filE iR
USB AENICED 77— 20 =T 7 v 7T — Mg
T AU =T TS T — N9 %0 USB AL H T 2 — A

7.7.2. BB T X R

FPT_TST_EXT.1

TOE I3, Bl ON HC, Bl FO#ICRLE T AMENERICERIL, A RIS N 5 A, Bl SRCE
SR B L, HEE 2 R RIS 5, ZAUCED. TS A0l 57— b7 5
R TED,

Table 7-21 HE 7 Xh

No. PO 7 A B
SHA-256 TR LK 7 7 — L0 =T DOy vafile, 7y 77—
VAT Ay ha—J %D MERET TOE ~A1 v A h—L&Niony ¥ a EfFRICTes ST
77 —h0xT WAER—ET 5 Z L 2R, TOE TRIHAT A (LI 77U %
Ny Y a BERRGEDO MG E T2 B,
BT T Y X BT BBEMAET A b KAT test for SHA-512,

_ L KAT test for HMAC SHA-256, KAT test for AES encryption
WElbZ 1477 ) ] )
2 L (CBC, 128-bit key). KAT test for AES decryption (CBC, 128-bit
73y XA SHA,HMAC %

key). KAT for RSA 2048-bit (PKCS #1 v1.5). KAT for Diffie-

Hellman % %/,
3 Wb 4770 Ty hrbE—J{E LTHAT S Y7 hv=T %3E L, DRBG B
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No. PIES T A b
7Y XA DRBG D~)VAT A K~ (NIST SP800-90A @ [11.3 Health Testing| (2%
3%, Instantiate, Generate, Reseed DIHRIZ DV TBEAiET A
N &,

<BAETBALHT = — AL e >
- EEIE ON oo A 27 AMERE

7.8. FAX 9Bt H8 8k

FDP_FXS_EXT.1

TOE BERET DT 7 VAL X T 2—ADOFNF FIEEL T, ARERREZ N LI FAX #8350 H0D 7 77 Az {5 &
FIHE DEAESZNDDEATT DT 7 VAEGE RS D, 77V AL BT 2 — AR CEZE RIS TS T —H
WX, ERRRIA FIEIOR U7 77 ALERE T THD,

TOE 1%, 777 AFT LMEREZREEL TEY, Super G3 7ubh=a/L BL W G3 Y uba/LaYR—h 5, 777 AE
T AL, TV AREZAE DI EFATL, DRERE N LTz~ Rix—8z i 15720, 72, TOE i%, PSTN &
LAN MO NI =277V PR DR REE R T2 70 0,

PLEDZ s, FIHEN TOE D777 AL 2T = — 2% FWTHI I TEXADIL, 777 AEZED R THD,

<BEEGBALET = — AL HRE
T FI AL AT 2— AT cté777xaé {EHERE

Uk
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