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1412.TOED 7 7 — L7 = 7K

TOE O7 7 — AU = TR EREZLL FITRT,

Table 1-3 TOE O 77— A7 7HERR

Ty —hU =7 Fi¥H ROM &Rl | /\— a4 (GM3-10 #5R FW)
{4 481 5%/ 1 I1 AE1K0Y0-00I1-GM3-10
TE {4 )4 5/ 2 12 AE1K0Y0-0012-G00-10
{4 AR /3 13 AE1K0Y0-00I3-G00-10
TG AR o/ 4 14 AE1K0Y0-0014-G00-10
TG 4R /5 15 AE1K0Y0-00I5-GM2-10
ADF % F A84K0Y0-00F1-G00-01
BIRR T AE1K0Y0-00T1-G00-10
TP — W AE1K0Y0-00W1-G00-10
AF -y — L A85C0Y0-00L1-G00-20
TV~ C AE1K0Y0-00C1-G00-10
Fv b —Z7 i1 P1 AE1K0Y0-00P1-G00-10
oy NI — 712 P2 AE1K011-00P2-G00-10

1413. HA4A KX R

UTFICHAE v AD— G, —fa—— [T DT A X A= —ZXHAR)iE html 77 A VO TR GE
DSV — v =a T VOB URL 2@ LIRILE1TH, $7o, X2 VT AHEREDO T A X VA (a—H —
AHAR X207 —HEER) 1L exe 77 ANVDOIA T, lBS G2 —V —Z Al e iR EAA 2 VT it a
119,

Table 1-4 HAX L A—%&

& Ver. R
KONICA MINOLTA AccurioPress 7136/7136P/7120 = —H — X AR 01.00.00 HAGE
KONICA MINOLTA AccurioPress 7136/7136P/7120 =——XHAK % | 1.0 HAGE
=74 —HERERICE3L) (2024/08/27 347)

KONICA MINOLTA AccurioPress 7136/7136P/7120 =——X#HAK % | 1.0 H AFER
27— RER (2 — 3 —) (2024/05/08 ¥&17)

1.4.1.4. TOE OEBRREZ D

TOE DMk B H# &L IR,

TOE %1% MFP AR ORMILEL T Oili) Tb,

MFP A {kiE TOE AT 577 — A0 =7 BHIA T FR T RS IIRE AT i & o C
SRR,

Table 1-5 TOE O RER
BRER el FW R"—Payv
KONICA MINOLTA FW R—2 3 GM3-10
AccurioPress 7136/7120

MFP Afk

Copyright ©2024 KONICA MINOLTA, INC., All Rights Reserved
10 / 73



KONICA MINOLTA AccurioPress 7136/7120 Security Target

1.4.2. TOE D imIBRYE0 FH
LLFIZ TOE O tF =7 e S A RE 2 7L 1R 5,

TOE

1 \ 1
| mmemamwe || vreesss |0 | 2 HEE | !
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1.4.2.1. BEARHERE
TOE [3LL FOEEAMRER AT 2,

Figure 1-3 TOE DO#&E A&

Table 1-6 TOE D EAKEEE

No. Function Definition

1 | A%y B FIAB LD FADEDOEAEI L > T ML ELF AR TE T LEE
A RRUANES 1T #83(WebDAV H—/3— SMB #—/3—_ FTP #—/3—)IZi%
159 DH%HE

2 | A —HEhE FIAE LB FADEDEAEI L > T ML ELFH A TEF LEE
AR UE SRR, 5% HDD (R 1E T DHRE,

3 | CEORFEBOHUERE | FIHEICLDBRIE I LOEIEIC L > T B EE R AR CE L&Y
AL HDD ITHRAF, HDVNTEFELT-E T SCEE B H UEIRI4 DR RE,
TR A U HIBRD FTRE Th 5,

4 | VR 7747k PC 6 LAN ZH L CZE LR 2 AV N — 2 &2 U7 H]
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| iz,

1422 . %2V 7 1 #ee

LLFIZ, TOE Ot U7 (HkREE ek 42,

Table 1-7 TOE O&X=V 7 1#HE

No. Function

Definition

1 | WRRRERRE

TOE ZFIALEIHETHE DT AIFIAE CHLZ LRI AE D DIF LIz AR
RETE AR > THREEL . 77 AR LS/ & 720012 TOE ORI HEFFF
I KRR, FAEAUTIL TOE B & 2 iRFEREAATOARMREEE RAE D Hn
il FA AT BE, AFEEEICIZLL T OFSREDS & D,

FRE L K ) web 75 H (Web Connection 187 ) (2 BN TEREESALL
T E L E IR A5 1L T2 Bk

T VHRTANZ LS TH SN2 E T CEZE RO — P —FRFEIZIBN T
REERIPR(E BREEDLT=5E . FIRAE OT v heay 7 LRGEAR Al EE 722
e

T AU AT T2/ SAT —R eI — T CTE R T DIERE

SR =R OB R T DO ICEHENTORE LI/ N SAT—FED
SN TZ U2 SAT — R 7200 2 88k DRk RE

HEENS KT T, RBIERGES NIz — — DOEAEN — TR 22V A
DOy ar i T TR,

2 | TR

TOE WNOLREEEICKIL, FFrISNIRIAE DO HNT 7 AAREL/2 D 51T,
TR PEA~DT 72 A%l (R 3 HHEHE,

3 | AN— UKL RE

HDD-SSD (ZRLdS I TNDT —H &Rk 572012, TNbaiE =
A RaYy ==

4 | miEEEEHEEE

LAN FIHB Ry NI —27 EORERIC LD Wi A2 1+ 286, 7947
>k PC & TOE OMO@ET —4#, K UOEA RS — S—00 5 1T #gs (B
FLEORFIRELTHATESY—/3—, WebDAV #—/3— SMB #—
— FTP ¥ —/"—® 3 fifi) & TOE O Dig{g 7T — 4% IPsec #{E1C LR 51k
T 5,

5 TX =2V T 1 HEE

W FR A RE CRBAES L2 TOE OFF AT FIIH ISR LT, £ ORI HE ORENC
XL THZ BN TR ETIFIE 5 2N HERIZESWT TSF 7 —#
2R T DEAEIC BT D81, X X2 T AREED SOFENOE AR IR
HeRE, EX 2T A TRIEBUE DR ER L — P —DIER AV —NEH | Bifns
Y= N—DOFE, ARFDEERENEE T D,

6 | EArkRE

TOE OEMFBLUEF2UT B 25% (LLT, BEEFERL)) Onsz
AR R & LB ITAMN AT 7 — S — R (E DI RE,

T | TYTT T — S G

e
HE

TOE O77—2b0 =7 DT v 7T — e T DRI, 77—V =T ODEEM,EE
PRAET DI T U5V EL fRAE % FEhE 5 D14

8 | HOTAMERE

TSF {777 —A7 =7 BNIER ThHHZL% TOE OSBRI HEET HHERE,
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1.5. FzE

A ST TIXLL T DOmsaE -

RS,

Table 1-8 FHZE

Designation Definition

B E B CEIEAG, CERRERE O REE L LT — 2 ThD,

AR HOCET, G, USRI E DIFRAE SWIAD TETH S,

BE v #/E/ 21 1%, KONICA MINOLTA AccurioPress 7136/7120 ORISR 5%
Y FRINKT AAT A R OFER S DAFRCTH D,

SMB SMB &%, Microsoft &2 OS IZBW TRy NI —7 ECavta—#—[E L3 EmEE1T
7-ODOT TV r—arraka)vthd,

Z—H— BHH IV 2= =4 ul (L SAT =R TOR (D8RS — A i, uora
NE DB RE R Th 12 XY User ID E#tfAHTHLA,

BHE B SR —REMAF A, & ERF PR RSB RSN H 3B R RE R 2h 2
&Y Admin ID EffHTBILD,

P RE—R TOE D& - RFRR-CE AL ZTOHME ThH I —b A= v=7 (L', CE
EIERR) F OAFER E W, LIRS AF 1T - TV N E DT SA 2O LD
HeREZ EMTED, P —E AT —NL, BESFADED IR - E R EITHIZENTE
Do T2 LY —E AT 7 A 3 AT TE R AE (B BEF A% AT RE) DR B IS L0 A BE AR 13 1
L TcED,

SC=a—F ERRY TN =T K ON—R =7 B PSR A LR, BE SRR REND T
—a—F, SCa—RDHE/REIIZ TOE ZEEEE IE, #IEEZ T M 72\ IR T
T 5, ZOT—RRRRINTRFL, FHZNI AT V=T EMESIOTAZ A
ICTENSN TS,

Fv N — 7 B BE RN — 78R R CEEE OMRBIFRGER A A ATRe L 72 o EE (Ve — MEEEEE) Th
D, A2 —F v ISW HfE (12 7 —F v b FWT, S —/ =5, TOE OEX
ZEATOREHE) . Web Connection (Web 7 Z 79 % L T TOE D% &4 H o0k BERE
RET DD OEHE) BIFIET D, BEX 2T 8L ENT I ELENTVWEEAIT
Web Connection D7 7— AT =7 3 —g 0 TEBERED A3 F)F C& | 2 DM OBEHE
e N G=VA AN

FTP (5 BT XEE FTP — " — (27 v 7’ un—R 458,

SMB %18 BT XEL N 2—F =Y — =D T 3 L F —~ DT HREE,

WebDAV %15 B L EE WebDAV H— "—Z7 v 7 m—R 3 58HE,

ZF—hRtvh ary AR, FORESNICA =N By MG TT 78 AN 0o 7c A I BB
0y 7y N AHEEE,

F— Rt NREH] ORI T 5L HBMINIES TUNT D, BAIE SR NLOEIER RIS,

Va7 N—Rat—LEEB I END TR A M— DB 1E 1 AL o EE
WBRCES,

TX 2T R LR E X2V T AERED S FNCER TR EE B 2 T I — R E LT D% E 2
Frd DRERE, ZOBSBEDS A NITR> TWBZ LT Ry hT —2 %4 L= TOE o F ik
BB, X 20T ALV DR Ry N — 3R ER R E ORI R kS, FIRI A
DEEE B E AR RASNDIED REMOE EORRITHEE BE ARSI, RE
EOZEE EEE T NFATRE) 2179 X 2UT (LR EIXEN 5, 728,
T 2T AR E N RIRRRED 278 TOE LELTOBREETHD,

User ID — A E BTN TODEI T, TOE 13Z OB I LR HE 248 E 5,

Admin ID BHE D25 TCODAI T, TOE (32 OB KR %2 /€55,
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Designation

Definition

= — Y — B E

2P DR EE S IR TORRE,

— P —RREAEE

TOE mﬂeljﬁﬁ%%nu nEj—é*%éHbo ZIK{ZIKHL uEkquﬁnunE 571‘J‘|3nu FED 3 %ﬁ*’ﬁ&)éﬁ) tx
2 VT A TRALER E DA R R IARRGERED A 3MEFH TE D,

=8/ TOE I3\ T, 22— —Z ral AL AT — R Lo Tk B A BT D28,

B BE BB G RUCKI L CER RS AR, FUskL., n7 P — S — k(3 T RE

A SRS AR LAN L TRV § 257 — & &0 B{L L CIRi# 3 DR HE.

B2 U T HIR B HE HDD IRAFT DR, BAE L OB Va7 O— 5 R i) 5 EI R
HAOBRTED,

— IR TF T CEE HDD ICRTF T DHHE, 1E VO — R TFY a7 O— B R R E )5
FIRIH R TED, 74N 2 =18 OVa7 BB A NN | 2 E AR
OVaTRFICH AShD,

HDD {47 TR HDD IR 9 2880E, BB 30 HDD 17727 O— 5 3R i )
SEIRIH 13 C&D, —RH RIS REL Ao 2 — P —PMERL T2 7 4 L F — 1231 T
a7 BRIFCEDID, IR OYa 7 RIFICHEREND,

Tr—hU=T TOE K OZDEDERE (7 1=y % —) OEARNZ2HHZ 7 28R 5 o7 7 =

7THY, TOE IO 77— L7 =7 THERS LT D, TSF HERED EBUII AL
W77 —2o=7 ROyt —I577—A =T 2L TN,

Ty —LU=T T T —h
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HOHEfTED, ISW EHEEND,
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2.

Conformance claims

2.1. CC Conformance claims

A ST 1%, LLF® Common Criteria (LLE, CC L384) I AT 5,

CC version : Version 3.1 Release 5
CC conformance : Part2 (CCMB-2017-04-002) Extended,
and Part3 (CCMB-2017-04-003) Conformant

2.2. PP claim

A ST 1, LR PPIZEA T2,

PP identification

PP Title : Protection Profile for Hardcopy Devices

PP registration

PP version : 1.0 dated September 10, 2015

Date ! September 10, 2015

Errata :  Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

2.3. PP Conformance rationale

PP NERTALL FOSM2T 2L, PP Bk iEY Exact Conformance| Thb, +D7-H . TOE fERIIL PP &
—HL T2,

3.

REE

Required Uses

Printing, Scanning, Copying, Network communications, Administration
Conditionally Mandatory Uses

Storage and retrieval, Field-Replaceable Nonvolatile Storage

Optional Uses

7L

Security Problem Definition

T, FIHE LR RE PEDE R, ARSI, B MOt =27 RN OV TREE T %,

3.1. Users

TOE OFIHE X, LLFOIIFHES NS,

Table 3-1 User Categories

Designation Asset category Definition
U.NORMAL Normal User A User who has been identified and authenticated and does not
have an administrative role
U.ADMIN Administrator A User who has been identified and authenticated and has an

Copyright ©2024 KONICA MINOLTA, INC., All Rights Reserved
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administrative role

3.2. Assets

38 & PEIT . User Data, TSF Data Thd, FEEITLL FTOIIICERIND,

Table 3-2 Asset categories

Designation Asset category Definition
D.USER User Data Data created by and for Users that do not affect the operation of
the TSF
D.TSF TSF Data Data created by and for the TOE that might affect the operation
of the TSF

3.2.1. User Data

User Data 1% FiC 2 DOFEBINORERSILD,

Table 3-3 User Data Type

Designation User Data Type Definition
D.USER.DOC | User Document Information contained in a User’s Document, in electronic or
Data hardcopy form
D.USER.JOB | User Job Data Information related to a User’s Document or Document
Processing Job

3.2.2. TSF Data

TSF Data (% F52 2 DOFRINLERIILD,

Table 3-4 TSF Data

Designation TSF Data type Definition
D.TSF.PROT | Protected TSF TSF Data for which alteration by a User who is neither the data
Data owner nor in an Administrator role might affect the security of
the TOE, but for which disclosure is acceptable
D.TSF.CONF [ Confidential TSF TSF Data for which either disclosure or alteration by a User who
Data is neither the data owner nor in an Administrator role might
affect the security of the TOE
3.3. Threats

This section describes threats to assets described in clause in 3.2.

Table 3-5 Threats for the TOE

Designation

Definition
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T.UNAUTHORIZED_
ACCESS

An attacker may access (read, modify, or delete) User Document Data or change
(modify or delete) User Job Data in the TOE through one of the TOE’s

interfaces.

T.TSF_COMPROMIS
E

An attacker may gain Unauthorized Access to TSF Data in the TOE through

one of the TOE’s interfaces.

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if the TOE is permitted to

operate while in a degraded state.

T.UNAUTHORIZED_
UPDATE

An attacker may cause the installation of unauthorized software on the TOE.

T.NET_COMPROMIS
E

An attacker may access data in transit or otherwise compromise the security of

the TOE by monitoring or manipulating network communication.

3.4. Organizational Security Policies

This section describes the Organizational Security Policies (OSPs) that apply to the TOE. OSPs are used
to provide a basis for Security Objectives that are commonly desired by TOE Owners in this operational
environment but for which it is not practical to universally define the assets being protected or the
threats to those assets.

Table 3-6 Organizational Security Policies for the TOE

Designation Definition

PAUTHORIZATION Users must be authorized before performing Document Processing and
administrative functions.

P.AUDIT Security-relevant activities must be audited and the log of such actions must be

protected and transmitted to an External IT Entity.
The TOE must be able to identify itself to other devices on the LAN.

P.COMMS_PROTECT

ION
PSTORAGE_ENCRY | If the TOE stores User Document Data or Confidential TSF Data on Field-
PTION Replaceable Nonvolatile Storage Devices, it will encrypt such data on those

devices.

PKEY_MATERIAL Cleartext keys, submasks, random numbers, or any other values that
contribute to the creation of encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF Data must be protected

from unauthorized access and must not be stored on that storage device.

3.5. Assumptions

The Security Objectives and Security Functional Requirements defined in subsequent sections of this

Protection Profile are based on the condition that all of the assumptions described in this section are

satisfied.
Table 3-7 Assumptions for the TOE
Designation Definition
A.PHYSICAL Physical security, commensurate with the value of the TOE and the data it stores

or processes, 1s assumed to be provided by the environment.
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ANETWORK The Operational Environment is assumed to protect the TOE from direct, public

access to its LAN interface.

A.TRUSTED_ADMIN | TOE Administrators are trusted to administer the TOE according to site security

policies.

A.TRAINED_USERS Authorized Users are trained to use the TOE according to site security policies.

Copyright ©2024 KONICA MINOLTA, INC., All Rights Reserved
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4. Security Objectives

4.1. Security Objectives for the Operational environment

This section describes the Security Objectives that must be fulfilled in the operational environment of
the TOE.

Table 4-1 Security Objectives for the Operational environment

Designation Definition

OE.PHYSICAL_PROT | The Operational Environment shall provide physical security, commensurate

ECTION with the value of the TOE and the data it stores or processes.
OE.NETWORK_PRO The Operational Environment shall provide network security to protect the
TECTION TOE from direct, public access to its LAN interface.

OE.ADMIN _TRUST The TOE Owner shall establish trust that Administrators will not use their
privileges for malicious purposes.

OE.USER_TRAININ The TOE Owner shall ensure that Users are aware of site security policies and

G have the competence to follow them.
OE.ADMIN_TRAINI The TOE Owner shall ensure that Administrators are aware of site security
NG policies and have the competence to use manufacturer’s guidance to correctly

configure the TOE and protect passwords and keys accordingly.
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5. Extended components definition

AFETIE JLEL X 2V T AR B2 E R T D, 728, JEIRE/ 1342 T HCD-PP TERSNTWDAHLDEZED
FEFEHAL TS,

5.1. FAU_STG_EXT Extended: External Audit Trail Storage

Family Behavior:
This family defines requirements for the TSF to ensure that secure transmission of audit data from TOE
to an External IT Entity.

Component leveling:

FAU_STG_EXT.1: Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel

implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:

=  The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

®  There are no auditable events foreseen.

FAU_STG_EXT.1 Extended: Protected Audit Trail Storage
Hierarchical to : No other components
Dependencies : FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel
FAU_STG_EXT.1.1  The TSF shall be able to transmit the generated audit data to an External IT Entity using
a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity which relies
on a non-TOE audit server for storage and review of audit records. The storage of these audit records and
the ability to allow the administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR for the transmission of
audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class with a

single component.
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5.2. FCS_CKM_EXT Extended: Cryptographic Key Management

Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially, this extended
component is intended for cryptographic key destruction.

Component leveling:

FCS_CKM_EXT.4: Extended: Cryptographic Key Material Destruction 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key materials

that are no longer needed are destroyed by using an approved method.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

=  There are no auditable events foreseen.

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

Hierarchical to : No other components
Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction
FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and

cryptographic critical security parameters when no longer needed.

Rationale:
Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer
needed are destroyed by using an approved method, and the Common Criteria does not provide a suitable

SFR for the Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure, and it is

therefore placed in the FCS class with a single component.

5.3. FCS_IPSEC_EXT Extended: IPsec selected

Family Behavior:

This family addresses requirements for protecting communications using IPsec.
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Component leveling:

FCS_IPSEC_EXT.1 Extended: IPsec selected 1

FCS_IPSEC_EXT.1 IPsec requires that IPsec be implemented as specified.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

= Failure to establish an IPsec SA

FCS_IPSEC_EXT.1 Extended: IPsec selected

Hierarchical to : No other components

Dependencies : FIA_PSK_EXT.1 Extended:Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit

FCS_IPSEC_EXT.1.1 The TSF shall implement the IPsec architecture as specified in RFC 4301.

FCS_IPSEC_EXT.1.2 The TSF shall implement [selection: tunnel mode, transport mode).

FCS_IPSEC_EXT.1.3  The TSF shall have a nominal, final entry in the SPD that matches anything that is
otherwise unmatched, and discards it.

FCS_IPSEC_EXT.1.4  The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using
[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602)
together with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified
by RFC 3602) together with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-
128 as specified in RFC 4106, AES-GCM-256 as specified in RFC 4106).

FCS_IPSEC_EXT.1.5  The TSF shall implement the protocol: [selection: IKEvI, using Main Mode for Phase 1
exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no other RFCs
for extended sequence numbers, RFC 4304 for extended sequence numbers], and
[selection: no other RFCs for hash functions, RFC 4868 for hash functionsl; IKEv2 as
defined in RFCs 5996, [selection: with no support for NAT traversal, with mandatory
support for NAT traversal as specified in section 2.23), and [selection: no other RFCs for
hash functions, RFC 4868 for hash functionsl].
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FCS_IPSEC_EXT.1.6  The TSF shall ensure the encrypted payload in the [selection: IKEvI, IKEv2 protocol
uses the cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC
3602 and [selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other
algorithml).

FCS_IPSEC_EXT.1.7 The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

FCS_IPSEC_EXT.1.8  The TSF shall ensure that [selection: IKEv2 SA lifetimes can be established based on
[selection: number of packets/number of bytes; length of time, where the time values can
be limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs]; IKEv1 SA lifetimes
can be established based on [selection: number of packets/number of bytes ; length of
time, where the time values can be Iimited to: 24 hours for Phase 1 SAs and 8 hours for
Phase 2 SAs]].

FCS_IPSEC_EXT.1.9  The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit MODP),
and [selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20 (384-
bit Random ECE 5 (1536-bit MODP)), |assignment: other DH groups that are
implemented by the TOE], no other DH groups).

FCS_IPSEC_EXT.1.10 The TSF shall ensure that all IKE protocols perform Peer Authentication using the
[selection: RSA, ECDSA] algorithm and Pre-shared Keys.

Rationale:
IPsec is one of the secure communication protocols, and the Common Criteria does not provide a suitable

SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is

therefore placed in the FCS class with a single component.

5.4. FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)

Family Behavior:
This family provides the specification to be used for using multiple layers of encryption keys to ultimately

secure the protected data encrypted on the storage.

Component leveling:

FCS_KYC_EXT Key Chaining 1

FCS_KYC_EXT Key Chaining, requires the TSF to maintain a key chain and specifies the characteristics
of that chain.

Management:
The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

Copyright ©2024 KONICA MINOLTA, INC., All Rights Reserved
23 /73



KONICA MINOLTA AccurioPress 7136/7120 Security Target

= There are no auditable events foreseen.

FCS KYC EXT1 Extended: Key Chaining

Hierarchical to : No other components.
Dependencies : [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(f) Cryptographic operation (Key Encryption),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),
and/or
FCS_COP.1(G) Cryptographic operation (Key Transport)]
FCS_KYC_EXT.1.1  The TSF shall maintain a key chain of: [selection: one, using a submask as the BEV or
DEK; intermediate keys originating from one or more submask(s) to the BEV or DEK using
the following method(s): [selection: key wrapping as specified in FCS COP1(e), key
combining as specified in FCS_SMC EXT 1, key encryption as specified in FCS_COP1(®),
key derivation as specified in FCS KDF EXT1, key transport as specified in
FCS_COP 1G] while maintaining an effective strength of [selection: 128 bits, 256 bits].

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the characteristics of
that chain.However, the Common Criteria does not provide a suitable SFR for the management of
multiple layers of encryption key to protect encrypted data.

This extended component protects the TSF data using cryptographic algorithms, and it is therefore

placed in the FCS class with a single component.

5.5. FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit Generation)

Family Behavior:
This family defines requirements for random bit generation to ensure that it is performed in accordance

with selected standards and seeded by an entropy source.

Component leveling:

FCS_RBG_EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in accordance

with selected standards and seeded by an entropy source.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.
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FCS RBG EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

Hierarchical to : No other components.
Dependencies : No dependencies.

FCS_RBG_EXT.1.1  The TSF shall perform all deterministic random bit generation services in accordance with
[selection: ISOAEC 18031:2011, NIST SP 800-90A] using [selection: Hash DRBG (any),
HMAC_DRBG (any), CTR_DRBG (AES)\.

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by at least one entropy source that accumulates
entropy from [selection: [assignment: number of software-based sources| software-based
noise source(s), [assignment: number of hardware-based sourcesl hardware-based noise
source(s)] with a minimum of [selection: 128 bits, 256 bits] of entropy at least equal to the
greatest security strength, according to ISO/IEC 18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that it will generate.

Rationale:
Random bits/mumber will be used by the SFRs for key generation and destruction, and the Common

Criteria does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in the FCS

class with a single component.

5.6. FDP_DSK_EXT Extended: Protection of Data on Disk

Family Behavior:
This family is to mandate the encryption of all protected data written to the storage.

Component leveling:

FDP DSK_EXT.1 Extended: Protection of Data on Disk 1

FDP_DSK_EXT.1 Extended:Protection of Data on Disk, requires the TSF to encrypt all the Confidential
TSF and User Data stored on the Field-Replaceable Nonvolatile Storage Devices in order to avoid storing

these data in plaintext on the devices.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

=  There are no auditable events foreseen.

FDP_DSK _EXT.1 Extended: Protection of Data on Disk

Hierarchical to : No other components
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Dependencies : FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption).

FDP_DSK_EXT.1.1  The TSF shall [selection: perform encryption in accordance with FCS_COP.1(d), use a
self-encrypting Field-Replaceable Nonvolatile Storage Device that is separately CC
certified to conform to the FDE EE cPP, such that any Field-Replaceable Nonvolatile
Storage Device contains no plaintext User Document Data and no plaintext Confidential
TSF Data.

FDP_DSK_EXT.1.2  The TSF shall encrypt all protected data without user intervention.

Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any confidential data without user
intervention, and the Common Criteria does not provide a suitable SFR for the Protection of Data on
Disk.

This extended component protects the Data on Disk, and it is therefore placed in the FDP class with a

single component.

5.7. FIA_PMG_EXT Extended: Password Management

Family Behavior:
This family defines requirements for the attributes of passwords used by administrative users to ensure

that strong passwords and passphrases can be chosen and maintained.

Component leveling:

FIA_PMG_EXT.1 Extended: Password Management 1

FIA_PMG_EXT.1 Password management requires the TSF to support passwords with varying

composition requirements, minimum lengths, maximum lifetime, and similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FIA_PMG_EXT.1 Extended: Password Management

Hierarchical to : No other components
Dependencies : No dependencies

FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:

+ Passwords shall be able to be composed of any combination of upper and lower case
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“p ok

letters, numbers, and the following special characters: [selection: “!”, “@”, “#”, “$”, “%”, “*”,
“&”, ¥ “(« ) [assignment: other charactersll;
+ Minimum password length shall be settable by an Administrator, and have the capability

to require passwords of 15 characters or greater;
Rationale:
Password Management is to ensure the strong authentication between the endpoints of communication,

and the Common Criteria does not provide a suitable SFR for the Password Management.

This extended component protects the TOE by means of password management, and it is therefore placed

in the FIA class with a single component.

5.8. FIA_PSK_EXT Extended: Pre-Shared Key Composition

Family Behavior:
This family defines requirements for the TSF to ensure the ability to use pre-shared keys for IPsec.

Component leveling:

FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition 1

FIA_PSK_EXT.1 Pre-Shared Key Composition, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FIA PSK EXT 1 Extended: Pre-Shared Key Composition
Hierarchical to : No other components
Dependencies : FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit Generation)
FIA_PSK EXT.1.1 The TSF shall be able to use pre-shared keys for IPsec.
FIA_PSK_EXT.1.2 The TSF shall be able to accept text-based pre-shared keys that are:
+22 characters in length and [selection: [assignment: other supported lengths), no other
lengthsl;
-composed of any combination of upper and lower case letters, numbers, and special
characters (that include: “”, “@”, “#”, “$”, “%”, “*”, “&”, “*”, “(, and “)").
FIA_PSK_EXT.1.3 The TSF shall condition the text-based pre-shared keys by using [selection: SHA-1, SHA-
256, SHA-512, [assignment: method of conditioning text stringl] and be able to [selection:

use no other pre-shared keyss accept bit-based pre-shared keys; generate bit-based pre-
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shared keys using the random bit generator specified in FCS_RBG_EXT 1].

Rationale:
Pre-shared Key Composition is to ensure the strong authentication between the endpoints of
communications, and the Common Criteria does not provide a suitable SFR for the Pre-shared Key

Composition.

This extended component protects the TOE by means of strong authentication, and it is therefore placed
in the FIA class with a single component.

5.9. FPT_KYP_EXT Extended: Protection of Key and Key Material

Family Behavior:
This family addresses the requirements for keys and key materials to be protected if and when written

to nonvolatile storage.

Component leveling:

FPT_KYP _EXT.1 Protection of key and key material 1

FPT_KYP _EXT.1 Extended: Protection of key and key material, requires the TSF to ensure that no

plaintext key or key materials are written to nonvolatile storage.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FPT_KYP_EXT.1 Extended: Protection of Key and Key Material
Hierarchical to : No other components.
Dependencies : No dependencies.

FPT _KYP_EXT.1.1 The TSF shall not store plaintext keys that are part of the keychain specified by
FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage Device.

Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key material are written to
nonvolatile storage, and the Common Criteria does not provide a suitable SFR for the protection of key
and key material.

This extended component protects the TSF data, and it is therefore placed in the FPT class with a single

component.
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5.10. FPT_SKP_EXT Extended: Protection of TSF Data

Family Behavior:
This family addresses the requirements for managing and protecting the TSF data, such as cryptographic
keys.This is a new family modelled as the FPT Class.

Component leveling:

FPT SKP_EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires preventing symmetric

keys from being read by any user or subject.It is the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FPT SKP _EXT.1 Extended: Protection of TSF Data
Hierarchical to : No other components.
Dependencies : No dependencies.
FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private keys.

Rationale:
Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are protected

securely, and the Common Criteria does not provide a suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication using Preshared Key, and

it is therefore placed in the FPT class with a single component.

5.11. FPT_TST_EXT Extended: TSF testing

Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct operation.

Component leveling:

FPT_TST_EXT.1 Extended: TSF testing 1
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FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up in order to

demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FPT_TST _EXT.1 Extended: TSF testing
Hierarchical to : No other components
Dependencies : No dependencies

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to demonstrate
the correct operation of the TSF.

Rationale:
TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not provide a

suitable SFR for the TSF testing.In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single

component.

5.12. FPT_TUD_EXT Extended: Trusted Update

Family Behavior:
This family defines requirements for the TSF to ensure that only administrators can update the TOE

firmware/software, and that such firmware/software is authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1

FPT _TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.
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FPT_TUD_EXT.1

FPT_TUD_EXT.1.1

FPT_TUD_EXT.1.2

FPT_TUD_EXT.1.3

Rationale:

Extended: Trusted Update

Hierarchical to : No other components
Dependencies : FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).
The TSF shall provide authorized administrators the ability to query the current version
of the TOE firmware/software.
The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.
The TSF shall provide a means to verify firmware/software updates to the TOE using a
digital signature mechanism and [selection: published hash, no other functions] prior to

installing those updates.

Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable SFR for

the management of firmware/software.In particular, there is no SFR defined for importing T'SF Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single

component.

Copyright ©2024 KONICA MINOLTA, INC., All Rights Reserved
31/ 173



KONICA MINOLTA AccurioPress 7136/7120 Security Target

6. Security Requirements
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6.1.1. Class FAU: Security audit

FAU_GEN.1 Audit data generation
(for 0.AUDIT)
Hierarchical to : No other components
Dependencies : FPT_STM.1 Reliable time stamps
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:

a) Start-up and shutdown of the audit functions;

b) All auditable events for the not specified level of audit; and

¢) All auditable events specified in

Table 6-1, [assignment: other specifically defined auditable events].
[assignment: other specifically defined auditable events)

" none

FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:

a) Date and time of the event, type of event, subject identity Gf applicable), and the
outcome (success or failure) of the event; and

b) For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, additional information specified in

Table 6-1, [assignment: other audit relevant information).

[assignment: other audit relevant information]

" none

Table 6-1 Audit data requirements

Auditable event Relevant SFR Additional Details
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information
Job completion FDP_ACF.1 Type of job aB—D5ET
AXYDTET
A —Va T ORTE
ARAFTa7 OFHL
ARAFET a7 O
AR a7 OHIBR
IR FVaT OER RS (B8 -4
)
TV R aT OFIR
TV a7 OPRAT
Unsuccessful User authentication | FIA _UAU.1 None BT AL DD
A=V E PIOEN ('
Unsuccessful User identification FIA_UID.1 None BT AL DD
‘0l A DRI
Use of management functions FMT_SMF.1 None B F VT PR RE DT
Modification to the group of Users | FMT_SMR.1 None 2— P —DEBNOLEEERBBTFIEL
that are part of a role RN RLERIIAT O
Changes to the time FPT_STM.1 None - HEEDA T
Failure to establish session FTP_ITC.1, Reason for | «iBfEHEST DI ORI DB H
FTP_TRP.1(a), failure
FTP_TRP.1(b)
FAU_GEN.2 User identity association
(for 0.AUDIT)
Hierarchical to : No other components
Dependencies : FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification
FAU _GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able to

FAU_STG_EXT.1

FAU_STG_EXT.1.1

associate each auditable event with the identity of the user that caused the event.

Extended: External Audit Trail Storage

(for 0.AUDIT)
Hierarchical to : No other components
Dependencies : FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel
The TSF shall be able to transmit the generated audit data to an External IT Entity using
a trusted channel according to FTP_ITC.1.

6.1.2. Class FCS: Cryptographic support

FCS_CKM.1(a)

Cryptographic Key Generation (for asymmetric keys)
(for 0.COMMS_PROTECTION)

Hierarchical to : No other components.
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FCS_CKM.1.1(a)

Refinement:

FCS_CKM.1(b)

Dependencies : [ECS_CKM-2 Cryptographie key-distribution,or

FCS_COP.1(b) Cryptographic Operation (for signature
generation/ verification),

FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material

Destruction

The TSF shall generate asymmetric cryptographic keys used for key establishment in

accordance with [selection:

NIST Special Publication 800-564, “Recommendation for Pair-Wise Key
FEstablishment Schemes Using Discrete Logarithm Cryptography” for finite field-
based key establishment schemes;

NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for elliptic curve-
based key establishment schemes and implementing “NIST curves” P-256, P-384 and
[selection: P-521, no other curves/ (as defined in FIPS PUB 186-4, “Digital Signature
Standard”)

NIST Special Publication 800-56B, ‘RBecommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography” for RSA-based

key establishment schemes

] and specified cryptographic key sizes equivalent to, or greater than, a symmetric key
strength of 112 bits.
[selection: NIST Special ..]

NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for finite field-
based key establishment schemes

NIST Special Publication 800-56B, “Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography” for RSA-based

key establishment schemes

Cryptographic key generation (Symmetric Keys)
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION)

Hierarchical to : No other components.

Dependencies : [ECS_CKM-2 Cryptographiekey-distribution,or

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption)

FCS_COP.1(e) Cryptographic Operation (Key Wrapping)
FCS_COP.1(f) Cryptographic operation (Key Encryption)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)

FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
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FCS_CKM.1.1(b)

Refinement

FCS_CKM_EXT.4

FCS_CKM_EXT.4.1

FCS_CKM.4

FCS_CKM.4.1

Refinement:

Bit Generation)
The TSF shall generate symmetric cryptographic keys using a Random Bit Generator as
specified in FCS_RBG_EXT.1 and specified cryptographic key sizes [selection: 128 bit, 256
bif] that meet the following: No Standard.
[selection: 128 bit, 256 bif
. 128bit
. 256 bit

Extended: Cryptographic Key Material Destruction
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)

Hierarchical to : No other components.
Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)],
FCS_CKM.4 Cryptographic key destruction

The TSF shall destroy all plaintext secret and private cryptographic keys and

cryptographic critical security parameters when no longer needed.

Cryptographic key destruction
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)

Hierarchical to : No other components.
Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]

The TSF shall destroy cryptographic keys in accordance with a specified cryptographic key

destruction method [selection:

] For volatile memory, the destruction shall be executed by [selection: powering off a
device, [assignment: other mechanism that ensures keys are destroyed]].

] For nonvolatile storage, the destruction shall be executed by a [selection: single, three
or more times| overwrite of key data storage location consisting of [selection: a pseudo
random pattern using the TSF’s RBG (as specified in FCS_RBG _EXT.1), a static
pattern], followed by a [selection: read-verify; nonel. If read-verification of the
overwritten data fails, the process shall be repeated again;

] that meets the following: [selection: NIST SP800-88, no standard).

[selection: For volatile memory; ...]

= For volatile memory, the destruction shall be executed by [selection: powering off a
device, [assignment: other mechanism that ensures keys are destroyed]].

= For nonvolatile storage, the destruction shall be executed by a [selection: single, three
or more times] overwrite of key data storage location consisting of [selection: a pseudo
random pattern using the TSF’s RBG (as specified in FCS_RBG_EXT.1), a static
pattern], followed by a [selection: read-verify, nonel. If read-verification of the
overwritten data fails, the process shall be repeated again;

[selection: powering off a device, [assignment: other mechanism that ensures keys are

destroyed]|

= powering off a device
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FCS_COP.1(a)

FCS_COP.1.1(a)

Refinement

FCS_COP.1(b)

FCS_COP.1.1()

Refinement

[selection: single, three or more times]

] single

[selection: a pseudo random pattern using the TSFs RBG (as specified in
FCS RBG EXT 1), a static pattern]

. a static pattern

[selection: read-verify, nonel

*  none

[selection: NIST SP800-88, no standard]

] no standard

Cryptographic Operation (Symmetric encryption/decryption)

(for 0.COMMS_PROTECTION)

Hierarchical to : No other components

Dependencies : [EDP_ITC 1 Import-of user data—without-seeurityattributes or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

The TSF shall perform encryption and decryption in accordance with a specified

cryptographic algorithm AES operating in [assignment: ome or more modes] and

cryptographic key sizes 128-bits and 256-bits that meets the following:

=  FIPS PUB 197, “Advanced Encryption Standard (AES)”

. [Selection: NIST SP 800-384, NIST SP 800-38B, NIST SP 800-38C, NIST SP 800-

3801
[assignmenf; one or more modes]
=  CBC

[Selection: NIST SP 800-38A, NIST SP 800-38B, NIST SP 800-38C, NIST SP 800-38D)
=  NIST SP800-38A

Cryptographic Operation (for signature generation/verification)
(for O.UPDATE_VERIFICATION, O.COMMS_PROTECTION)

Hierarchical to : No other components
Dependencies : [EDP_ITC 1 Import-of user-datawithout-securityattributes,or
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
The TSF shall perform cryptographic signature services in accordance with a [selection:
*  Digital Signature Algorithm (DSA) with key sizes (modulus) of lassignment: 2048 bits
or greaten,
»  RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater], or
] Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of [assignment:
256 bits or greater]]

that meets the following [selection:
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Case: Digital Signature Algorithm

] FIPS PUB 186-4, “Digital Signature Standard”

Case: RSA Digital Signature Algorithm

L] FIPS PUB 186-4, “Digital Signature Standard”

Case: Elliptic Curve Digital Signature Algorithm

] FIPS PUB 186-4, “Digital Signature Standard”

. The TSF shall implement “NIST curves” P-256, P384 and [selection: P521, no other
curves] (as defined in FIPS PUB 186-4, “Digital Signature Standard”).

]

[selection: Digital Signature ...]

= RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater]

[assignment: 2048 bits or greater]

. 2048bits

[selection: Case: Digital ...]

] FIPS PUB 186-4, “Digital Signature Standard”

FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)
(for O.STORAGE_ENCRYPTION and O.COMMS_PROTECTION)

Hierarchical to : No other components.
Dependencies : No dependencies.

FCS_RBG_EXT.1.1  The TSF shall perform all deterministic random bit generation services in accordance with
[selection: ISO/IEC 18031:2011, NIST SP 800-90A] using [selection: Hash DREBG (any),
HMAC _DRBG (any), CTR_DRBG (AES)I.

[selection: ISO/IEC 18031:2011, NIST SP 800-90A]

. NIST SP 800-90A

[selection: Hash DRBG (any), HUAC_DRBG (any), CTR_DRBG (AES)
=  CTR_DRBG (AES)

FCS_RBG_EXT.1.2  The deterministic RBG shall be seeded by at least one entropy source that accumulates
entropy from [selection: [assignment: number of software-based sources| software-based
noise source(s), [assignment: number of hardware-based sources| hardware-based noise
source(s)] with a minimum of [selection: 128 bits, 256 bits] of entropy at least equal to the
greatest security strength, according to ISO/IEC 18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that it will generate.

[selection: [assignment: number of software-based sources] software-based noise source(s),
[assignment: number of hardware-based sources| hardware-based noise source(s)]
. [assignment: number of hardware-based sources| hardware-based noise source(s)

[assignment: number of hardware-based sources]

*  one
[selection: 7128 bits, 256 bits]
= 256 bits

6.1.3. Class FDP: User data protection

FDP_ACC.1 Subset access control
(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
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FDP_ACC.1.1

Refinement

FDP_ACF.1

FDP_ACF.1.1
Refinement
FDP_ACF.1.2

Refinement

FDP_ACF.1.3

Refinement

FDP_ACF.1.4

Refinement

Hierarchical to No other components
Dependencies FDP_ACEF.1 Security attribute based access control
The TSF shall enforce the User Data Access Control SFP on subjects, objects, and

operations among subjects and objects specified in Table 6-2 and Table 6-3.

Security attribute based access control

(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to No other components

FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation

The TSF shall enforce the User Data Access Control SFP to objects based on the following:

subjects, objects, and attributes specified in Table 6-2 and Table 6-3.

Dependencies

The TSF shall enforce the following rules to determine if an operation among controlled
subjects and controlled objects is allowed: rules governing access among controlled
subjects and controlled objects using controlled operations on controlled objects specified
In Table 6-2 and Table 6-3.

The TSF shall explicitly authorise access of subjects to objects based on the following
additional rules: [assignment: rules that do not conflict with the User Data Access Control
SFP based on security attributes, that explicitly authorise access of subjects to objects].
[assignment: rules that do not conflict with the User Data Access Control SFB based on
security attributes, that explicitly authorise access of subjects to objects]

= L

The TSF shall explicitly deny access of subjects to objects based on the following additional
rules: [assignment: rules that do not conflict with the User Data Access Control SFE based
on security attributes, that explicitly deny access of subjects to objects].

[assignment: rules that do not conflict with the User Data Access Control SFE based on
security attributes, that explicitly deny access of subjects to objects]

= oL

Table 6-2 D.USER.DOC Access Control SFP

"Create" "Read" "Modify" "Delete"

Print

Operation :

Submit a | View image or | Modify stored Delete stored

document to be | Release printed | document document

printed output

Job owner

(note 1)

U.ADMIN

denied

denied

denied

U.NORMAL

denied

denied

denied

Unauthenticated

denied

denied

denied

denied

Scan

Operation :

Submit
document

scanning

for | image

View scanned

Modify stored

Image

Delete stored

Image

Job owner

(note 2)

denied

denied

denied

U.ADMIN

denied

denied

denied

denied

U.NORMAL

denied

denied

denied

Unauthenticated

denied

denied

denied

denied

Copy

Operation :

Submit

View scanned

Modify stored

Delete stored
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[#2] Table6-2 1%, FFLOMRULTO SFP ik T2,

TV AREREE DT 2V T HIRIL 722~ Ol T —212xh 3% SFP

AX U RREE VT, AR Y R BRI N Lz vay O T —212x45 SFP
abt’—fREE AWVC, UM ALY a7 OB T — X2k 95 SFP

document  for | image or | image Iimage
copying Release printed
copy output
Job owner (note 2) denied denied
U.ADMIN denied denied denied denied
U.NORMAL denied denied denied
Unauthenticated | denied denied denied denied
Storage / | Operation : Store document | Retrieve stored | Modify stored Delete stored
retrieval document document document
Job owner (note 1)
U.ADMIN denied denied
U.NORMAL denied denied denied
Unauthenticated | denied denied denied denied

Print :
Scan :
Copy :

Storage / retrieval :

Ot — Ax vl (RIEHEEEE VT, —IHRTEHDD (R1FEL7=V a7 OWig T — 2 x4 % SFP

XA TOE 1% FAX #REZEH L QU 7= [Fax send | [ Fax receive ] BEDO#RE K N7 7 AN TFEE LR,

Table 6-3 D.USER.JOB Access Control SFP

"Create" "Read" "Modify" "Delete"
Print Operation : Create print job | View print | Modify print job | Cancel print job
queue / log
Job owner (note 1)
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated | denied denied denied
Scan Operation : Create scan job | View scan | Modify scan job | Cancel scan job
status / log
Job owner (note 2) denied denied
U.ADMIN denied denied denied
U.NORMAL denied denied
Unauthenticated | denied denied denied
Copy Operation : Create copy job | View copy | Modify copy job | Cancel copy job
status / log
Job owner (note 2) denied
U.ADMIN denied denied denied
U.NORMAL denied denied
Unauthenticated | denied denied denied
Storage / | Operation : Create storage /| View storage /| Modify storage/ | Cancel storage /
retrieval retrieval job retrieval log retrieval job retrieval job
Job owner (note 1)
U.ADMIN denied denied
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U.NORMAL denied denied

Unauthenticated | denied denied denied

[#i/2] Table6-3 X, FRLDIRPLTOD SFP ALk L T2,
*  Print: FUCEBEREEHWTEX2UTAFIRILIZY a7 OYa7 7 —2IZk9 5 SFP
*  Scan: AFYUBREEZMWT, AFY U RERICH ALY a7 OVaT T =2k % SFP
*  Copy: =E—HmEZMAWT. YV ALY ay ovay T —H#Ix4 % SFP
] Storage / retrieval :
ab’— A¥xyl | RIFHEREE VT, — R HDD RFLIZVar ovar 7 —2 2545 SFP
A TOE 13 FAX BEREZ#5#, L QU 72\ 728 [Fax send | [ Fax receive | RED#ER{E K OV T 72 AN FEELZR,

Note 1 Job Owner is identified by a credential or assigned to an authorized User as part of the process
of submitting a print or storage Job.
Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a scan, copy or

retrieval Job.

6.1.4. Class FIA: Identification and authentication

FIA_AFL.1 Authentication failure handling
(for O.USER_I&A)
Hierarchical to : No other components
Dependencies : FIA_UAU.1 Timing of authentication
FIA_AFL.1.1 The TSF shall detect when [selection: [assignment: positive integer number], an

administrator configurable positive integer within [assignment: range of acceptable
values|] unsuccessful authentication attempts occur related to [assignment: list of
authentication events).
[selection: [assignment: positive integer number], an administrator configurable positive
integer within[assignment: range of acceptable values]]
[assignment: positive integer numberl,
] Refer to Table 6-4
[assignment: list of authentication events)
] Refer to Table 6-4
FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has been [selection:
met, surpassed], the TSF shall [assignment: list of actions].
[selection: met, surpassed]
. met
[assignment: list of actions]
] Refer to Table 6-4

Table 6-4 Authentication failure handling

authentication events positive integer number list of actions)
BUE S RATIBIT D — —GRGE & OVE B REG 1 5 T OFBIE 1k
Web Connection (23317 % & B FRGE 1 5 R DORRFEE 11
BERRCB T 22— —RRREMR TV ZRT48 | 3 TV bOE YT
([CEo TSN BT LEDOZEREO 2 —Y —FB3E (A7 L8 3 1A 1 L 35 1
Ta oy 7 RERRIEIC LD
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kR S D)

| FIA_ATD.1

FIA_ATD.1.1

FIA_PMG_EXT.1

FIA_PMG_EXT.1.1

FIA_UAU.1

FIA_UAU.1.1

Refinement

User attribute definition
(for 0.USER_AUTHORIZATION)

Hierarchical to : No other components

Dependencies : No dependencies

The TSF shall maintain the following list of security attributes belonging to individual
users: [assignment: /ist of security attributes].

[assignment: list of security attributesl.

. % 2 7 J&ME(User ID, Admin ID)

»  #%#|(UNORMAL, U.ADMIN)

Extended: Password Management
(for O.USER_I&A)

Hierarchical to : No other components

Dependencies : No dependencies

The TSF shall provide the following password management capabilities for User
passwords:

+ Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [selection: “!”, “@”, “#”, “$”, “%”, “*”,
“&”, ¥ “(“ “) [assignment: other charactersl;

+ Minimum password length shall be settable by an Administrator, and have the capability
to require passwords of 15 characters or greater;

[selection: “I”, “@”, “#”, “$”, “%”, “7”, “&”, “*” “(“, ), [assignment: other characters]]

. W@, W, P, U, N “&D, 7 (%)) and [assignment: other characters)

[assignment: other characters)

({315 et 1] BEAEN1Y BN IO LA (T AN T P A {4 ) Y AR EE A1 b A (e b B TS b N 1 LA {3 P N 19 1Y LA (I I B 1 L N { S {3 “‘)7?
L - [ ] . - ~ |
b ¥ b b b b L) 0 D b b b b b b b b ’ + b < b > b . and
<G
({315 eR 1] RN 1Y B AT AT T IE S E TS N 1Y [T TR LA 14 bR A T | BN TS b I T3 I A T2 S AN 1S LA 1] G A TN IR S A PP L A TS T 1) 32
L] - [ ] : = ~ { } ?
b ¥ b b b b L) ) ) b b b b b b b b b + b < b > b . and

“ 0 (HRFIHE)

Timing of authentication
(for O.USER_I&A)

Hierarchical to : No other components

Dependencies : FIA_UID.1 Timing of identification

The TSF shall allow [assignment: list of TSF mediated actions that do not conflict with

the User Data Access Control SFP and do not provide access to D.TSF, CONF, and do not

change any TSF data) on behalf of the user to be performed before the user is

authenticated.

[assignment: list of TSF mediated actions that do not conflict with the User Data Access

Control SFE and do not provide access to D.TSFE.CONE, and do not change any TSF datal

* TOE DREMRS LORTEORE

" AFX X VBB L D AR v T — X ORERE, av—BEC L omAEE. Y v
RIANCLDHADERE, MRy LI nNY a 7OBRETH LR DERE., H
AMFETLTOWARNY 3 TOHATFRIOME

. F—hr Uty MERORE
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FIA_UAU.1.2

FIA_UAU.7

FIA_UAU.7.1

FIA_UID.1

FIA_UID.1.1

Refinement

FIA _UID.1.2

FIA_USB.1

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

The TSF shall require each user to be successfully authenticated before allowing any other

TSF-mediated actions on behalf of that user.

Protected authentication feedback

(for O.USER_I&A)

Hierarchical to : No other components

Dependencies : FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: list of feedback] to the user while the
authentication is in progress.

[assignment: list of feedback]
" AN INTETFT —F 1 UTFREICHE T ORI

Timing of identification
(for O.USER_I&A and O.ADMIN_ROLES)

Hierarchical to : No other components

Dependencies : No dependencies

The TSF shall allow [assignment: list of TSF-mediated actions that do not conflict with

the User Data Access Control SFE and do not provide access to D.TSF.CONE, and do not

change any TSF datal on behalf of the user to be performed before the user is identified.

[assignment: list of TSF-mediated actions that do not conflict with the User Data Access

Control SFP, and do not provide access to D.TSF.CONE, and do not change any TSF data)

»  TOE OWREERS L OERTEDOHE

» AX Y UBREIC KD ARy T =X ORERE, 2 v —RECLDHAORE, 7Y 2
RIANCEBHENBERE, BNy e SN2y a TORBRRETH D RHENERE. H
TNMFET L TWRNWY a 7O FROBE

" F—FV kv MNEMORE

The TSF shall require each user to be successfully identified before allowing any other

TSF-mediated actions on behalf of that user.

User-subject binding

(for 0.USER_I&A)

Hierarchical to : No other components

Dependencies : FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting on the

behalf of that user: [assignment: Iist of user security attributes].

[assignment: list of user security attributes].

. 2 27 J&PE(User ID, Admin ID)

- #%E (U NORMAL, U.ADMIN)

The TSF shall enforce the following rules on the initial association of user security
attributes with the subjects acting on behalf of users: [assignment: rules for the initial
association of attributes.

[assignment: rules for the initial association of attributes)

*  Admin ID(1 SO R E) CRIES Wiz G, &E UADMIN % BT %

. Z Ofho> ID TREGE S L7235 5% H UNORMAL % B#ftiT 5,

The TSF shall enforce the following rules governing changes to the user security attributes

with the subjects acting on behalf of users: [assignment: rules for the changing of
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attributes].

[assignment: rules for the changing of attributes)
= L

6.1.5. Class FMT: Security management

FMT_MOF.1 Management of security functions behaviour

(for O.ADMIN_ROLES)

Hierarchical to : No other components

Dependencies : FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

FMT_MOF.1.1 The TSF shall restrict the ability to [selection: determine the behaviour of, disable,
Refinement enable, modify the behaviour ofl the functions [assignment: /ist of functions] to

U.ADMIN.

[selection: determine the behaviour of. disable, enable, modify the behaviour of

= Refer to Table 6-5

[assignment: list of functions]

= Refer to Table 6-5

Table 6-5 Management of Security Functions behavior

Security Functions Operations
X o UT o s bk ERRE disable, enable
VR =8 ST enable
P—BRu T A AR ERERE disable, enable
FMT_MSA.1 Management of security attributes
(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to : No other components
Dependencies : [FDP_ACC.1 Subset access control, ex

EDP_IEC 1 Subset-information flow-control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MSA.1.1 The TSF shall enforce the User Data Access Control SFP to restrict the ability to
Refinement [selection: change default, query, modify, delete, [assignment: other operations]] the
security attributes [assignment: ist of security attributes] to [assignment: the authorised
identified roles).
[selection: change default, query, modify, delete, [assignment: other operations]|
= Refer to Table 6-6
[assignment: list of security attributes]
= Refer to Table 6-6
[assignment: the authorized identified roles]

= Refer to Table 6-6

Table 6-6 Management of Object Security Attribute
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Security Attribute Authorized Identified Roles Operations
User ID U.ADMIN ¢k, modify. delete
FMT _MSA.3 Static attribute initialisation

(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)

No other components

FMT_MSA.1 Management of security attributes

FMT_SMR.1 Security roles

The TSF shall enforce the User Data Access Control SFP to provide [selection, choose one

Hierarchical to

Dependencies

of: restrictive, permissive, [assignment: other property/l default values for security

attributes that are used to enforce the SFP.

[selection, choose one of: restrictive, permissive, [assignment: other propertyll

[selection: U.ADMIN, no rolel

Management of TSF data

(for 0.ACCESS_CONTROL)

No other components
FMT_SMR.1 Security roles

The TSF shall allow the [selection: U.ADMIN, no rolel to specify alternative initial

values to override the default values when an object or information is created.

FMT_SMF.1 Specification of Management Functions

FMT_MSA.3.1
Refinement
= restrictive
FMT_MSA.3.2
Refinement
] no role
FMT _MTD.1
Hierarchical to
Dependencies
FMT_MTD.1.1
Refinement

Table 6-7 Operation of TSF Data (1)

The TSF shall restrict the ability to perform the specified operations on the specified TSF
Data to the roles specified in Table 6-7, Table 6-8 and Table 6-9.

TSF Data owned by a U NORMAL or associated with Documents or jobs owned by a U NORMAL

TSF Data Operations Authorized Roles
UNORMAL ®uZ A2 /SR —R Modify the owning UNORMAL.
U.NORMAL ©OuZ' A2 /32T —R Xk, Modify U.ADMIN,
Table 6-8 Operation of TSF Data (2)
TSF Data not owned by a U NORMAL
TSF Data Operations Authorized Roles
F R modify U.ADMIN
i 5 #E(KEK) modify U.ADMIN
S #(KEK/DEK) delete U.ADMIN
Bty O E modify U.ADMIN
TN — I modify U.ADMIN
ISR — R query, modify U.ADMIN
U. ADMIN O EE /RAT—R Modify U.ADMIN

Table 6-9 Operation of TSF Data (3)

TSF Data: software, firmware, and related configuration data
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TSF Data Operations Authorized Roles
TOE O77—AU=7 BHIZEATET —% (E | modify U.ADMIN
FRHROT 7 — L0 =T)

FMT SMF.1 Specification of Management Functions
(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL, and O.ADMIN_ROLES)
Hierarchical to : No other components
Dependencies : No dependencies
FMT_SMF.1.1 The TSF shall be capable of performing the following management functions: [assignment:
Refinement list of management functions provided by the TSH.

[assignment: list of management functions provided by the TSF]
] refer to Table 6-10

Table 6-10 list of management functions

management functions

U.ADMIN IZ L 5 %= VT 1 sfb ik ke
U.ADMIN I & % A n s 245 Joak e pghE
U.ADMIN (Z & % = —F — & EHE ™
UNORMAL (2 kB HEH DB 7oA LA T — N O FHERE
U.ADMIN (2 L & HE /SA T — RO HHERE
U.ADMIN (Z X % H RO 2 TR
U.ADMIN |2 L % /82 U — R FHSHE
UADMIN {2 X % % v b U — 7 8% E DB - 725 FRERE
U.ADMIN {2 & % =4 O 25 B REARE
UADMINIC LD 77 —A V=T 7 v 7T — MR

el

el

el

U.ADMIN (2 L 527 — & & X HIR%hE

UADMIN IZ X BT A vy by 7 fRERigHE

UADMIN (2 LB —E A u A % e RE

o — WP —EHEEEIZIX, U.ADMIN (24 % UNORMAL ®u /A /320 — ROEFHR, 7527 hOvx
2 VT 4 BREOEENEEND,

FMT_SMR.1 Security roles
(for 0.ACCESS_CONTROL, O.USER_AUTHORIZATION, and O.ADMIN_ROLES)
Hierarchical to : No other components
Dependencies : FIA_UID.1 Timing of identification

FMT SMR.1.1 The TSF shall maintain the roles U ADMIN, UNORMAL.

Refinement

FMT SMR.1.2 The TSF shall be able to associate users with roles.

6.1.6. Class FPT: Protection of the TSF

FPT SKP EXT.1 Extended: Protection of TSF Data
(for 0.COMMS_PROTECTION)

Hierarchical to : No other components.
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Dependencies : No dependencies.

FPT _SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private keys.

FPT _STM.1 Reliable time stamps
(for 0.AUDIT)
Hierarchical to : No other components
Dependencies : No dependencies
FPT_STM.1.1 TSF shall be able to provide reliable time stamps.

FPT_TST _EXT.1 Extended: TSF testing
(for O.TSF_SELF TEST)

Hierarchical to : No other components
Dependencies : No dependencies

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to demonstrate
the correct operation of the TSF.

FPT _TUD_EXT.1 Extended: Trusted Update
(for O.UPDATE_VERIFICATION)

Hierarchical to : No other components

Dependencies : FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current version
of the TOE firmware/software.

FPT TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE using a
digital signature mechanism and [selection: published hash, no other functions] prior to
installing those updates.

[selection: published hash, no other functions]

= no other functions

6.1.7. Class FTA: TOE access

FTA_SSL.3 TSF-initiated termination
(for O.USER_I&A)
Hierarchical to No other components
Dependencies No dependencies
FTA_SSL.3.1 The TSF shall terminate an interactive session after a [assignment: time interval of user
Inactivityl.

[assignment: time interval of user inactivityl
= BERRLDBRE.
> BRI HB IR ER OGRS EIC L AR E T LT D 1~9 53 OfEED
F A D3RR AE W HE 7 IRefH]
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> IR IIRCBREIC L A ERNE T LT D 30 4
= Web Connection O34, it v ¥ a idin
TV UHRTANRNDES, iy Vg R

6.1.8. Class FTP: Trusted path/channels

FTP_ITC.1

FTP_ITC.1.1

Refinement

FTP_ITC.1.2
Refinement
FTP_ITC.1.3

Refinement

FTP_TRP.1(a)

FTP_TRP.1.1(a)

Refinement

Inter-TSF trusted channel
(for 0.COMMS_PROTECTION, O.AUDIT)

Hierarchical to : No other components

Dependencies : [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

The TSF shall use [selection: IPsec, SSH, TLS, TLS/HTTPS| to provide a trusted

communication channel between itself and authorized IT entities supporting the following

capabilities: [selection: authentication server, [assignment: other capabilities]] that is

logically distinct from other communication channels and provides assured identification

of its end points and protection of the channel data from disclosure and detection of

modification of the channel data.

[selection: IPsec, SSH, TLS, TLS/HTTPS|

] IPsec

[selection: authentication server, [assignment: other capabilities]]

. [assignment: other capabilities]

[assignment: other capabilities]

. 7 7 A VY —,3—(WebDAV, FTP, SMB)

»  EEe 7P —3—(syslog)

The TSF shall permit the TSF, or the authorized IT entities, to initiate communication via

the trusted channel.

The TSF shall initiate communication via the trusted channel for [assignment: list of

services for which the TSF is able to initiate communications).

[assignment: list of services for which the TSF is able to initiate communications|

. A S EE MR

. v 7 oY —N—k {5 Bhe

Trusted path (for Administrators)
(for 0.COMMS_PROTECTION)

Hierarchical to : No other components
Dependencies : [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
The TSF shall use [selection, choose at least one of: IPsec, SSH, TLS, TLS/HTTPS] to
provide a trusted communication path between itself and remote administrators that is
logically distinct from other communication paths and provides assured identification of

its end points and protection of the communicated data from disclosure and detection of
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modification of the communicated data.
[selection, choose at least one of: IPsec, SSH, TLS, TLS/HTTPES]

] IPsec
FTP_TRP.1.2(a) The TSF shall permit remote administrators to initiate communication via the trusted
Refinement path.
FTP_TRP.1.3(a) The TSF shall require the use of the trusted path for initial administrator authentication
Refinement and all remote administration actions.
FTP_TRP.1(b) Trusted path (for Non-administrators)
(for 0.COMMS_PROTECTION)
Hierarchical to : No other components
Dependencies : [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
FTP_TRP.1.1(b) The TSF shall use [selection, choose at least one of: IPsec, SSH, TLS, TLS/HTTPS] to
Refinement provide a trusted communication path between itself and remote users that is logically

distinct from other communication paths and provides assured identification of its end
points and protection of the communicated data from disclosure and detection of
modification of the communicated data.

[selection, choose at least one of: IPsec, SSH, TLS, TLS/HTTPS]

] IPsec
FTP_TRP.1.2(b) The TSF shall permit [selection: the T'SF, remote users] to initiate communication via the
Refinement trusted path.

[selection: the TSF, remote users]
= remote users
FTP_TRP.1.3(b) The TSF shall require the use of the trusted path for initial user authentication and all

Refinement remote user actions.

< Appendix B: Conditionally Mandatory Requirements (Confidential Data on Field-Replaceable

Nonvolatile Storage Devices) >
6.1.9. Class FPT: Protection of the TSF

FPT_KYP_EXT.1 Extended: Protection of Key and Key Material
(for 0. KEY_MATERIAL)

Hierarchical to : No other components.

Dependencies : No dependencies.
FPT _KYP_EXT.1.1 The TSF shall not store plaintext keys that are part of the keychain specified by
Refinement FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage Device.

6.1.10. Class FCS: Cryptographic support

FCS_KYC_EXT.1 Extended: Key Chaining
(for 0.STORAGE_ENCRYPTION)

Hierarchical to : No other components.
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Dependencies : [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(f) Cryptographic operation (Key Encryption),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),
and/or
FCS_COP.1(G) Cryptographic operation (Key Transport)]
FCS_KYC_EXT.1.1  The TSF shall maintain a key chain of: [selection: one, using a submask as the BEV or

DEK; intermediate keys originating from one or more submask(s) to the BEV or DEK using

the following method(s): [selection: key wrapping as specified in FCS COPI1(e), key

combining as specified in FCS_SMC EXT 1, key encryption as specified in FCS_COP1(®),
key derivation as specified in FCS KDF EXT1, key transport as specified in

FCS_COP1@G)] while maintaining an effective strength of [selection: 128 bits, 256 bits].

[selection: one, using a submask as the BEV or DEK; intermediate ...]

] intermediate keys originating from one or more submask(s) to the BEV or DEK using
the following method(s): [selection: key wrapping as specified in FCS_COP.1(e), key
combining as specified in FCS_SMC_EXT.1, key encryption as specified in
FCS_COP.1(), key derivation as specified in FCS_KDF_EXT.1, key transport as
specified in FCS_COP.1()]

[selection: key wrapping as specified in FCS_COPRI1(e), key combining as specified in

FCS SMC _EXT. 1, key encryption as specified in FCS_COP1(), key derivation as specified

in FOS_KDF EXT. 1, key transport as specified in FCS_COP1()]

= key encryption as specified in FCS_COP.1(f)

[selection: 128 bits, 256 bits]

. 256bit

6.1.11. Class FDP: User data protection

FDP_DSK_EXT.1 Extended: Protection of Data on Disk
(for O.STORAGE_ENCRYPTION)

Hierarchical to : No other components
Dependencies : FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption).

FDP_DSK_EXT.1.1  The TSF shall [selection: perform encryption in accordance with FCS_COP.1(d), use a
self-encrypting Field-Replaceable Nonvolatile Storage Device that is separately CC
certified to conform to the FDE EE cPPl, such that any Field-Replaceable Nonvolatile
Storage Device contains no plaintext User Document Data and no plaintext Confidential
TSF Data.
[selection: perform encryption in accordance with FCS_COP.1(d), use a self-encrypting
Field-Replaceable Nonvolatile Storage Device that is separately CC certified to conform
to the FDE EE cPP|
= perform encryption in accordance with FCS_COP.1(d)

FDP_DSK_EXT.1.2  The TSF shall encrypt all protected data without user intervention.

< Appendix D: Selection-based Requirements (Confidential Data on Field-Replaceable Nonvolatile
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Storage Devices) >

6.1.12. Class FCS: Cryptographic support

FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)
(for 0.STORAGE_ENCRYPTION)
Hierarchical to : No other components
Dependencies : [EDP_ITC 1 Import-ofuser data—without-seeurityattributes or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
FCS_COP.1.1(d) The TSF shall perform data encryption and decryption in accordance with a specified
cryptographic algorithm AES used in [selection: CBC, GCM, XT'S| mode and cryptographic
key sizes [selection: 128 bits, 256 bits] that meet the following: AES as specified in ISO/IEC
18033-3, [selection: CBC as specified in ISO/IEC 10116, GCM as specified in ISO/IEC
19772, and XTS as specified in IEEE 1619I.
[selection: CBC, GCM, XTS]

= (CBC
[selection: 128 bits, 256 bits]
*  256bits

[selection: CBC as specified in ISO/IEC 10116, GCM as specified in ISO/IEC 19772, and
XTS as specified in IEEE 1619
] CBC as specified in ISO/IEC 10116

FCS_COP.1(f) Cryptographic operation (Key Encryption)
(selected from FCS_KYC_EXT.1.1)
Hierarchical to : No other components
Dependencies : [EDP_ITC 1 Import-ofuserdata—without-seeurityattributesor
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material

Destruction
FCS_COP.1.1(9) The TSF shall perform key encryption and decryption in accordance with a specified
Refinement cryptographic algorithm AES used in [[selection: CBC, GCM] mode] and cryptographic key

sizes [selection: 128 bits, 256 bits] that meet the following: [AES as specified in ISO /IEC
18033-3, [selection: CBC as specified in ISO/IEC 10116, GCM as specified in ISO/IEC
19774.

[selection: CBC, GCMI]

] CBC

[selection: 128 bits, 256 bits]

] 256bits

[selection: CBC as specified in ISO/IEC 10116, GCM as specified in ISO/IEC 19772)

] CBC as specified in ISO/IEC 10116

< Appendix D: Selection-based Requirements (Protected Communications) >
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6.1.13. Class FCS: Cryptographic support

FCS_IPSEC_EXT.1

FCS_IPSEC_EXT.1.1
FCS_IPSEC_EXT.1.2

FCS_IPSEC_EXT.1.3

FCS_IPSEC_EXT.1.4

FCS_IPSEC_EXT.1.5

Extended: IPsec selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

Hierarchical to : No other components
Dependencies : FIA_PSK_EXT.1 Extended:Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit
The TSF shall implement the IPsec architecture as specified in RFC 4301.
The TSF shall implement [selection: tunnel mode, transport model.
[selection: tunnel mode, transport model
] transport mode
The TSF shall have a nominal, final entry in the SPD that matches anything that is
otherwise unmatched, and discards it.
The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using
[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602)
together with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified
by RFC 3602) together with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-
128 as specified in RFC 4106, AES-GCM-256 as specified in RFC 4106).
[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602)
together with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified
by RFC 3602) together with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-
128 as specified in RFC 4106, AES-GCM-256 as specified in RFC 4106]
= the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together
with a Secure Hash Algorithm (SHA)-based HMAC
= AES-CBC-256 (as specified by RFC 3602) together with a Secure Hash Algorithm
(SHA)-based HMAC
The TSF shall implement the protocol: [selection: IKEvI, using Main Mode for Phase 1
exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no other RFCs
for extended sequence numbers, RFC 4304 for extended sequence numbersl, and
[selection: no other RFCs for hash functions, RFC 4868 for hash functionsl; IKEvZ as
defined in RFCs 5996 {with-mandatory-support-torNAT traversalas-speecifiedin-seetion
2.23) 4307 [selection’ with no support for NAT traversal, with mandatory support for
NAT traversal as specified in section 2.25], and [selection: no other RFCs for hash
functions, RFC 4868 for hash functionsl].
[selection: IKEVI as defined ...; IKEvZ as defined|
= IKEv1 as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no other RFCs

for extended sequence numbers, RFC 4304 for extended sequence numbers|, and
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FCS_IPSEC_EXT.1.6

FCS_IPSEC_EXT.1.7
FCS_IPSEC_EXT.1.8

FCS_IPSEC_EXT.1.9

FCS_TPSEC_EXT.1.10

[selection: no other RFCs for hash functions, RFC 4868 for hash functions]
[selection: no other RFCs for extended sequence numbers, RFC 4304 for extended
sequence numbers]

L] RFC 4304 for extended sequence numbers

[selection: no other RFCs for hash functions, RFC 4868 for hash functions|

] RFC 4868 for hash functions

The TSF shall ensure the encrypted payload in the [selection: IKEv1, IKEvZ] protocol

uses the cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC

3602 and [selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other

algorithml].

[selection: IKEv1, IKEvZ]

. IKEv1

[selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other algorithm)]

L] no other algorithm

The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

The TSF shall ensure that [selection: IKEv2 SA lifetimes can be established based on

[selection: number of packets/number of bytes; length of time, where the time values can

be limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs]; IKEv1 SA lifetimes

can be established based on [selection: number of packets/number of bytes ; length of

time, where the time values can be limited to’ 24 hours for Phase 1 SAs and 8 hours for

Phase 2 SAsl].

[selection: IKEv2 SA lifetimes can be established based on [selection: number of

packets/number of bytess length of time, where the time values can be limited to’ 24

hours for Phase 1 SAs and 8 hours for Phase 2 SAs]; IKEvl SA lifetimes can be

established based on [selection: number of packets/number of bytes ; length of time,

where the time values can be limited to’ 24 hours for Phase 1 SAs and 8 hours for Phase

2 5Asl]

] IKEv1 SA lifetimes can be ...

[selection: number of packets/number of bytes; length of time, where the time values can

be limited to’ 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs]

= length of time, where the time values can be limited to: 24 hours for Phase 1 SAs
and 8 hours for Phase 2 SAs

The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit MODP),

and [selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20 (384~

bit Random ECE &5 (1536-bit MODP)), |assignment: other DH groups that are

Implemented by the TOE), no other DH groups].

[selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20 (384-bit

Random ECP), 5 (1556-bit MODP), [assignment: other DH groups that are implemented

by the TOE], no other DH groups|

] no other DH groups

[assignment: other DH groups that are implemented by the TOE]

= none

The TSF shall ensure that all IKE protocols perform Peer Authentication using the

[selection: RSA, ECDSA] algorithm and Pre-shared Keys.

[selection: RSA, ECDSA]

. RSA
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6.1.14. Class FCS: Cryptographic support

FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
(selected with FCS_IPSEC_EXT.1.4)
Hierarchical to : No other components
Dependencies : [EDP_ITC 1 Import-of user datawithout-seeurityattributes,or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material

Destruction
FCS_COP.1.1(g) The TSF shall perform keyed-hash message authentication in accordance with a specified
Refinement cryptographic algorithm HMAC-[selection: SHA-1, SHA-224, SHA-256, SHA-384, SHA-

5121, key size [assignment: key size (in bits) used in HMAC], and message digest sizes
[selection: 160, 224, 256, 384, 512] bits that meet the following: FIPS PUB 198-1, “The
Keyed-Hash Message Authentication Code, and FIPS PUB 180-3, “Secure Hash

Standard.”

[selection: SHA-1, SHA-224, SHA-256, SHA-384, SHA-512)]
=  SHA-1

=  SHA-256

=  SHA-384

= SHA-512

[assignment: key size (in bits) used in HMAC!
] 160~512bits
[selection: 160, 224, 256, 384, 512

. 160
. 256
. 384
. 512

6.1.15. Class FIA: Identification and authentication

FIA PSK_EXT.1 Extended: Pre-Shared Key Composition
(selected with FCS_IPSEC_EXT.1.4)

Hierarchical to : No other components
Dependencies : FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit Generation)
FIA_PSK_EXT.1.1 The TSF shall be able to use pre-shared keys for IPsec.
FIA_PSK_EXT.1.2 The TSF shall be able to accept text-based pre-shared keys that are:
] 22 characters in length and [selection: [assignment: other supported lengths], no
other lengthsl;
L] composed of any combination of upper and lower case letters, numbers, and special
characters (that include: “I”, “@”, “#”, “$”, “%”, “*”, “&”, “*” “(“, and “)”).
[selection: [assignment: other supported lengthsl, no other lengths)

L] no other lengths
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FIA_PSK_EXT.1.3

The TSF shall condition the text-based pre-shared keys by using [selection: SHA-1, SHA-
256, SHA-512, [assignment: method of conditioning text stringl] and be able to [selection:
use no other pre-shared keys; accept bit-based pre-shared keys; generate bit-based pre-
shared keys using the random bit generator specified in FCS_RBG_EXT 1].

[selection: SHA-1, SHA-256, SHA-512, [assignment: method of conditioning text stringl]
] SHA-1

= SHA-256

. SHA-512

=  [assignment: method of conditioning text string]

[assignment: method of conditioning text stringl

" SHA-384

[selection: use no other pre-shared keys; accept bit-based pre-shared keys; generate bit-
based pre-shared keys using the random bit generator specified in FCS_RBG_EXT. 1]

. use no other pre-shared keys

< Appendix D: Selection-based Requirements (Trusted Update) >

6.1.16. Class FCS: Cryptographic support

FCS_COP.1(c)

FCS _COP.1.1(c)

Refinement

Cryptographic operation (Hash Algorithm)

(selected in FPT_TUD_EXT.1.3, or with FCS_SNI_EXT.1.1)
Hierarchical to No other components
Dependencies No dependencies.

The TSF shall perform cryptographic hashing services in accordance with [selection: SHA-
1, SHA-256, SHA-884, SHA-512) that meet the following: [ISO/IEC 10118-3:2004].
[selection: SHA-1, SHA-256, SHA-584, SHA-512]

. SHA-1, SHA-256, SHA-384, SHA-512

6.2. Security assurance requirements

This section describes Security Assurance Requirements (SARs) for the TOE.

Table 6-11 TOE Security Assurance Requirements

Assurance Class Assurance Assurance Components Description
Components
Security ASE_CCL.1 Conformance claims
Target ASE_ECD.1 Extended components definition
Evaluation ASE _INT.1 ST introduction
ASE_OBJ.1 Security objectives for the operational environment
ASE_REQ.1 Stated security requirements
ASE_SPD.1 Security Problem Definition
ASE_TSS.1 TOE Summary Specification
Development ADV_FSP1 Basic functional specification
Guidance AGD_OPE.1 Operational user guidance
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Documents AGD_PRE.1 Preparative procedures
Life-cycle support ALC_CMC.1 Labelling of the TOE
ALC_CMS.1 TOE CM coverage
Tests ATE_IND.1 Independent testing — Conformance
Vulnerability AVA_VAN.1 Vulnerability survey
assessment

6.3. Security requirements rationale

6.3.1. The dependencies of security requirements

TOE &2V 7 A HERE BN M OIRAFRRZ T RITRT,

Table 6-12 The dependencies of security requirements

B REZ 1 RAFRAR ST Cha/z AFEIR | IRIFEBMRAT 2L Cuviau g
FAU_GEN.1 FPT_STM.1 FPT_STM.1 N/A
FAU_GEN.2 FPT_STM.1 FAU_GEN.1 N/A
FIA_UID.1 FIA_UID.1
FAU_STG_EXT.1 | FPT_STM.1 FAU_GEN.1 N/A
FTP_ITC.1 FTP_ITC.1
FCS_CKM.1(a) [FCS_COP.1(b), FCS_COP.1(b) N/A
or FCS_COP.1()] FCS_CKM_EXT.4
FCS_CKM_EXT.4
FCS_CKM.1(b) [FCS_COP.1(a), FCS_COP.1(a) N/A
or FCS_COP.1(d), FCS_COP.1(d)
or FCS_COP.1(e), FCS_COP.1(e)
or FCS_COP.1(f), FCS_COP.1(f)
or FCS_COP.1(g), FCS_COP.1(g)
or FCS_COP.1(h)] FCS_CKM_EXT.4

FCS_CKM_EXT.4 FCS_RBG_EXT.1
FCS_RBG_EXT.1

FCS_CKM_EXT.4 | [FCS_CKM.1(a), FCS_CKM.1(a) N/A
or FCS_CKM.1(b)] FCS_CKM.1(b)
FCS_CKM.4 FCS_CKM.4
FCS_CKM.4 [FCS_CKM.1(a), FCS_CKM.1(a) N/A
or FCS_CKM.1(b)] FCS_CKM.1(b)
FCS_COP.1(a) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_COP.1(b) FCS_CKM.1(a) FCS_CKM.1(a) IPsec #{Z (FCS_IPSEC_EXT.1) D

FCS_CKM_EXT.4 FCS_CKM_EXT.4 G Ty7 T —MERE
(FPT_TUD_EXT.1) D13,
FCS_CKM.1(a), FCS_CKM_EXT 4 /&
WSS, BRI I 222 DT
RHREZRV N,

FCS_RBG_EXT.1 No dependencies. No dependencies. N/A
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PEREZE (HEESLER ST Tili7=IIKAFRIR | IAFRIRZRG - L TRV E
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 N/A
FDP_ACF.1 FDP_ACC.1 FDP_ACC.1 N/A
FMT _MSA.3 FMT_MSA.3
FIA_AFL.1 FIA _UAU.1 FIA _UAU.1 N/A
FIA_ATD.1 No dependencies. No dependencies. N/A
FIA_PMG_EXT.1 No dependencies. No dependencies. N/A
FIA_UAU.1 FIA_UID.1 FIA_UID.1 N/A
FIA_UAU.7 FIA _UAU.1 FIA _UAU.1 N/A
FIA_UID.1 No dependencies. No dependencies. N/A
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 N/A
FMT_MOF.1 FMT_SMF.1 FMT_SMF.1 N/A
FMT_SMR.1 FMT_SMR.1
FMT_MSA.1 FDP_ACC.1 FDP_ACC.1 N/A
FMT_SMR.1 FMT_SMR.1
FMT_SMF.1 FMT_SMF.1
FMT_MSA.3 FMT_MSA.1 FMT _MSA.1 N/A
FMT_SMR.1 FMT_SMR.1
FMT_MTD.1 FMT_SMR.1 FMT_SMR.1 N/A
FMT_SMF.1 FMT_SMF.1
FMT_SMF.1 No dependencies. No dependencies. N/A
FMT_SMR.1 FIA_UID.1 FIA_UID.1 N/A
FPT_SKP_EXT.1 No dependencies. No dependencies. N/A
FPT_STM.1 No dependencies. No dependencies. N/A
FPT_TST_EXT.1 No dependencies. No dependencies. N/A
FPT_TUD_EXT.1 | FCS_COP.1(b) FCS_COP.1(b) N/A
FCS_COP.1(c) FCS_COP.1(c)
FTA_SSL.3 No dependencies. No dependencies. N/A
FTP_ITC.1 [FCS_IPSEC_EXT.1, | FCS_IPSEC_EXT.1 | N/A
or FCS_TLS_EXT.1,
or FCS_SSH_EXT.1,
or
FCS_HTTPS_EXT.1]
FTP_TRP.1(a) [FCS_IPSEC_EXT.1, | FCS_IPSEC_EXT.1 | N/A
or FCS_TLS_EXT.1,
or FCS_SSH_EXT.1,
or
FCS_HTTPS_EXT.1]
FTP_TRP.1(b) [FCS_IPSEC_EXT.1, | FCS_IPSEC_EXT.1 | N/A
or FCS_TLS_EXT.1,
or FCS_SSH_EXT.1,
or
FCS_HTTPS_EXT.1]
FPT KYP EXT.1 No dependencies. No dependencies. N/A
FCS_KYC_EXT.1 | [FCS_COP.1(e), FCS_COP.1(H) N/A
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PRREZL(:

A7 RIS

ST Cii7= 3 ZRIR

IRAFBEMRZA 72 L CU RO B

FCS_SMC_EXT.1,
FCS_COP.1(f),
FCS_KDF_EXT.1,

and/or

FCS_COP.1()]

FDP_DSK_EXT.1 | FCS_COP.1(d) FCS_COP.1(d) N/A
FCS_COP.1(d) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_COP.1(f) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_IPSEC_EXT. | FIA_PSK_EXT.1 FIA_PSK_EXT.1 N/A
1 FCS_CKM.1(a) FCS_CKM.1(a)
FCS_COP.1(a) FCS_COP.1(a)
FCS_COP.1(b) FCS_COP.1(b)
FCS_COP.1(c) FCS_COP.1(c)
FCS_COP.1(g) FCS_COP.1(g)
FCS_RBG_EXT.1 FCS_RBG_EXT.1
FCS_COP.1(g) FCS_CKM.1(b) FCS_CKM.1(b) N/A

FCS_CKM_EXT.4

FCS_CKM_EXT.4

FIA_PSK_EXT.1

FCS_RBG_EXT.1

Gl v MER SR E AW E Yy h— 2D
HATH A E R RN Qe aw,

FCS_COP.1(c)

No dependencies.

No dependencies.

N/A
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7. TOE Summary specification
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v EF VTR ISR LRV ERE DOERS - 22 (BE L D —F — R E I CRRE FIREZR BB R E . HIHE
Ty AIVERIE K AT ar OEERERE DERNC b 5% &)

" AR UBEICE AR YT —FORERIE, At — B IO I BIE, TV ARTANC KIS T B,
HAOBRXY SN Tevar7 ORBETCHLREDIERE, HAIMRE TL T2 a7 O HRIOME

= ARy ORE

72k, FIHEN—RFAIHZELL T TOE OFHZF TSI CODIREE CEELE OB R EE 1T T2 85 A 12T,

—EFIHEZELLTO TOE OFHANARAIHE (27 TR REEL/2D | BIOF|HE LU CEBMEREAZFF IS b L7 D,

EHREREOR K TRIC T O — %A FE LU T TOE 23R CEA IR DZ Lidian,

< EHE DFRRIFREE

B ORI nE@ﬁfEJ% VR ORRBIFEREE 272D,

BAE KR web 777 (Web Connection f# HIRF) (2350 VT, FII I 23 E BB RE ORI H CE LM ICER 5
BE. TOE 1 IFIHEICEHE AT —RDO AN %R D, HEEE AT —REMLFHE N T RbbEEE LD E
ZTHY, EBE R E W I ES T 8ER RERBIEIR 25720 22 TR —F =4 DO ATNET RO (— %
FAEITEHEEMED DR OZLTTERY), TOE 1%, FIHENOEHE AT —R 2 BS L CARIKRERIE )T
RUTLDFRBFEREEAT VN, MRAED#E F A HLE L WS 725721 TOE O EREERE ORI A FF vl 95, FIl & 138
1B, DT web 7T (Web Connection i ) & W CEBLE XAV —R% TOE IZA 135, 7V
HARTANPLEBRERBIEEITOZEILTE R, TOE 18 GSNIZEHE AT —Re—K T 52 L2 /B35, ik
BIFRREZ FEATRNC — U B RE A1 TO Z LI TER LY,
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728, FIHE DNEBERSREOFI 2T AT S CODIREE Tl — R 3 LU CGRBIGRRERER T FIT TE A (T
BERTFTELZRY)

<BAHETBHA v H—T = — R LERE>

o BMEASFOVEBEICE D SAT —REEEE, — R IS L D S AT —RERGE

o TUUERTAN R IZL D/ AT — N8

e WebConnection : BEHEIZLAH/ AT —RiE3

FIA_AFL.1

TOE 1%, #{E SV BITDEEE L N2 —H —38GE, O Web Connection (Z351) 24 BLE TR BIFEREIZES
AN Jh#ﬁ%ﬁﬁ(l mEDL7=34. TOE (3R H#E iﬂf((}*{@pw uiﬁﬁ’a’f 5 RISEITLA W, Fio, #fE iz
BIFHZ—W—FRFE, LT VHZRTA LS TH D SN E - L EZERFO 22— —FRFEIC B W TERAEN K
J(3 [AhEED) L= 854, TOE 1% %W&%@7w¢/$%n/abmﬂﬂ”7 EL72D, T/ DFRFRICITAE FLAE R [
(ZBWTT AT by Z R ER B E D L B
<BIETLHA L H—T = — A LHRE>
o BMEASRVEBE LD AU —RRRGE, — AV LD SAY —RRERE. 7T by 2 fRBREERE
o TUERTAN —RFIHE LD AT —RERE
*  WebConnection : BHH 215D/ AT — N

FIA_PMG_EXT.1
TOE 1%, FTRROFMAE AT —RIZT VT 7 Xy O R ILFE/NF, BF RO T DR CFE B e T
LFHNERE TED,

Table 7-2 /SAD —R(Zff l CEX D45 CF

FEHE AT — R ] CE D RER (32 SCF)
! @ # $ % n & * ( ) - s
[ ] : ; , . / « ‘ = ~ |

— MR SR — NI CE DRk 0 F(32 30F)
! @ # $ % A & * ( ) - ¥
[ ] : ; , ) / AN'=R ‘ = ~ |

F72 TOE IFFIHE D TR HE AT —RERE, HOWIIE L EITHOHGE | FTICESND/SAT — R IR

AT —R B/ INSCFH R EE L EOSUFHD MR EATH(SAY — N R/ NSCFHU, A 1L T 8 UFE~64 XX

FOFP TR ESND) FRMUEWMI-SIRNGE TR EL T R ELERTDHIAE—VEERFZT D,

. ERE AU —R

s a—P— AU —F

<BETBHA o H—T = — R >

o HBMESOVEHEICEID PRGBSI EHE S AU — N OE EERE, A ICLD S
U—RNBREERRE, — A AEICEDB H O A2 /32T — R D% T HERE

FIA_USB.1
TOE (IFHFH OMRBIFEREE . FIRE ZRAT T 22712 —H =ik 7-(User ID) & OME#H UNORMAL 2B
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HATHND, Fo, BHEE OMBIFRREZ L. FIHEEZ AT T 56222712 Admin ID LK UMEE U.ADMIN 73E5:E
SFbND, RBAIAEZRITT DA IA L Z—T7 = — A #5522 . Web Connection T4 HLE

RAFEREI S SRV D — IR B SO B O AIGERREE FE i 528 R RETHH (725, Web Connection 2

BWTE, 77—Ar7:n7/\—/a/mﬁ BDHINFRETHD),

<B#ET LA KX —T = — R L HERE

o B(ERFVUEBIEICIS /AT — I\.mu R )i A VA VR N

*  WebConnection : BHHF 2L D/ AT —R &G

FIA_UAU.7

TOE . FIFENERIE SN cweb 7T NLDOFRIED 2D/ SAT —R%& AT 28, AJILTZCFORHYIC
AN 553 @&:—jt%(*)f?%ﬂ*ﬁ‘é

<PHET LA v H—T7 = — R LHRE

o BREFNVEBEICID AT — hm — R B LD/ AT — R

o TUUERTAN —RFIVHFICL D SAT — R

e WebConnection : BEHEIZLAH/ AT —RiE3

FTA_SSL.3

TOE 3#:1E/%/L - Web Connection* 7V ¥R T A /N CilBIFRFES IR AZE B LL T O EmT- LIS E . %

Dy arEzik T35,

» BERRVOYE | R RSB EIC LA SE T L TB 145 (1£ 53 0)%Uﬂﬂ%75“?ﬁ~ Utk
REZ TN LTZRE) | HOWVIERESNI-A— N By MBI EE ORI A EH 15 IO TR IE TED) D%
WU A7 TSNS, FEBE IR BREICIDENZE TL TS 30 4 ?’ﬁ s TR, Bl
AENELREND,

*  Web Connection DIFA | #BIFRREN KL, T I70FICT 7— LU =T N—Var bR LiZE®ZIZeZ T Uk
119

s TUHRTANRDEGA, Wity oA, TV ERTA RIS BRSNS Z T AT BB i e s
AL, ZORBED5E THEZIaT T RNAT,

<P#ETAHA L HX—T = — R LHERE>

o BMEASRVIEREICLDuT A —RFIAFEIC L e A

2. 77 & R HEEE

FDP_ACC.1, FDP_ACF.1

TOE % Table 6-2, Table 6-3 ([Zit#iSI-RIAH T —4#7 7 BAGMNZEE &, FIAFE L TR AE CET

—ZLRIHE Va7 T =2 ~DOBREEHIR TS, KT —Z~DT 7 HATERESFN R OT VAR TA % FHNT

DIHEMTED,

(1) BB SFAFAEEOFAH SCET —4, LORIHAE Va7 7 — 2 ~O e IR

o BERRVTAR YL 3t RAFB U EER ST A I ER T HERICIE TOE ~OfkBIFRREN

PRSI, RFEAECEEIEAFIH A2 LITTER, FIOEXEFHE /AU - TR/ (352813 T

7R (B R AR T 22 &Ik .

s FREYVaT T AR ORIHE LET —ZOERICB W T, &7 — 2T A ETEHREL T User ID ASirdgS
N,

o CEHEITERAIGEREL  EELEROEE IRV, R ICED HDD fRFVaT O—E (Vay 1 =Y
HOV LR A VT, 77 A4 BAEEHT ARl 2B TED) OFRR, L OE Va7 OFIbREF4TTED,
Fo R Va7 BRHIBRR AR E T8I, —EMHEZ B E T RF a7 ZHIBRTHZIENTED, 72
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B, HDD ([ZRIFENT-HRHE CET =2 K ORIHE Va7 7 =22k L, Modify (% I/F 2MFER T 37T
E2,

HDD (R FESNT-FIHE CET =2 R ORIHE Va7 57—k L., Job owner I% Read, Modify, Delete
N C&%, HDD A7V a7 O—EHRRBEHIZE VT, Pa7 ORIE/ B U, KO 235 TL TR
WaT DD FHRIOFR RN TELN, ZOMEHE TlIn s A R & B EVEFTEE/ R Y a7 O BN F RSO
FRAFFTA a7 xRS0, BlH UF BEELRW O MOFAZE A Ya”7 O,/ B0 HUBSHEIE
FATTER, FHNNRETLTHRWY a7 OH PR TiX, Read, Modify, Delete 3572 I/F 73+
FELIRWZO EITTEARN,

Job owner (%, 2 —#A{EICIOIERESNTFIHE CET —2 M ORIHE a7 7 — 8% ANy TR E 24
T45ZE12XD Delete TX3, 72721, Job owner THH> Thabt —EAEIZLVIERSNI-FIHE LET —¥
® Read, Modify, FIH#H a7 7 —#® Modify 1% I/F NFAEL/RN 2O FITTER0,

Job owner TH-> ThAF ¥ U FAEICEVIERR SR CET —# D Read, Modify, Delete, Fil &=
77 —4® Modify, Delete 1% I/F BFAEL72W 2D EIT TR0,

AX v I D AR v T —H DOEEIEIE, 2 —BAEICLD M NBERE, ¥y erE&nicra7 OlE
EChHHARM DBIEE, BN TLTNRWYar7 O TRIFRRIEL— —2 &0 CHME T2,
HDD f&f7va” O ERER L ORGP EIEIIRRGE— — 250 CH & T 5,

(2) TV ERFGANFIAREORAE SLET =& RORMAEF Va7 7 —Z ~OEAEHIIR

TVHRTANTEF 2T AHIRIBEREZ FHAT T DRI TV AR T A N Ca— Y —F LA —R &2 A )
LTI, TR EEX AT TOE ([ GRGEREN FE iS5, i BIFRRER IR IZ TV R T AR T
FERENTZ B ENFITIND DY, FRAIGERE B (I TR EN T v B L ENFETS N2, TOEZFBH R
AT =R TIERT AT HZ LT TERV (BB H T 52 LTk W),

TVAHRTANTIEIAF v 2t — MO UEREIE UF MFELZRWZD AT TERL Y,

FRE a7 7 —2 K OFIHE LET —ZOIERIZBWT, &7 — XA & 1E#EL T User ID 23F0ERkS
b,

BEE LA F AR ER M IZB W T, — BRI AE ICLAHE a7 OHIBRE FITTED, 7o, Fl
& CET =227 % Read, FIHE LET —Z K OFIHE a7 T =Xkt Modify (% UF S EEL7R
W2 T TERUY,

B a7 O— B EREE TR AR HEBERA Y a7 OAPERISIMOFIIE A a7 3R RS
W, T2 TV ERIA NSRRI IVER SRR E XET — 2 R ORIAE Va7 7 =224 L, Job
owner /X Read, Modify, Delete 73 CX, fiOF| & CET —ZIZxt 9% Read, K OMLOF| & SCET —4
KOO F#E a7 5 —212%45 Modify, Delete 1% I/F 2FELELIRWZD FELTTER,

B a7 O BRI R — — 2 G0 CHLIE'E T& 5,

FIA_ATD.1
TOE 3R AE L., FIAEZEEZNATT XA DZ A7 JEE(User ID, Admin ID) & OM%E|(U.NORMAL,
U.ADMIN) Z@EIEELTCEFRT D, XAZ BB OB A 713 T,

—RFIRE . EEE DB E SR D — P — DB EEEAT o7 REC, FIAF RIS L T2=—272 UserID &
[E & D E L LT UNORMAL 2VED Y THLD

FHE . FHE L AdminID 28 1 72T BMEELGBICHIBRIT TEZR ), EE D& E LT U.ADMIN A3
ELTHR TS

<BHETIHA L H—T = — R LHERE>

BRSOV A E T LD — P — Rk eE

7.3. 2 b L —YBES1tEE

AR =D T A ARG GAUHERE L TOE BB . ARHIE T 77— 20 =TI A ENTZRE 5 b7 A7 F0I2 8o T
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HieEiv, b DX A 7 TIRET A ADKE AL R IR T 7 B AT HI LI TEARN, T A AICEZA
TeHNC T —H &R B b, T A RN AH LEICT — 252 E 535, ZOMEL, KT AR TESIAL GG
HLT AL TOR B b %7 — 2Tt L CiThivd, 22 Cliks B LESRE I fE 3~ A1 B8 DR 3  h L 8T
TR CREME T35,

FCS_COP.1(d), FCS_KYC_EXT.1, FCS_COP.1(f), FCS_CKM.1(b), FPT_SKP_EXT.1, FPT_KYP_EXT.1

TOE 13LL FOHMKIE ST BT VTV X 8AELEL TD, 723 CTR_DRBG % - LB s AL 9247
DOFERIZIE, N—R =7 = hat —JFNL RS L7E 1024bit DY Y RIZERKL, 77— =T NDOTA T TV 7
7 =7 (GUARD FIPS Security Toolkit) O EE A BI%IC A 1T 52 L TR R T 5,

Table 7-3 fE HB 5L 7 /LTYX A

Algorithm Standard SFR Reference
CTR_DRBG NIST SP 800-90A FCS_RBG_EXT.1
AES-CBC 256bits ISO/TIEC 10116 FCS_COP.1(d)

FCS_COP.1(f)

TOE I1ZAN —L OBt A EHL 4 5H7-5 Table 7-4 [ZERE SN S84 4k L TWV5,

Table 7-4 AhL— VR BALICE I § 5156

g i

DEKI(256bit) AP =V TFNAALOT — 2SI A, TOE OGS TRORNT
CTR_DRBG(AES-256)IZ 1t 7= BLEUE k& RATU TR,

KEK(256bit) DEK fRTFREDRE S, TOE 0t TH20727>C CTR_DRBG(AES-256)
(o T BLER AR il FEAT L CAE R,

EHEEIL TOE OF| s, T 5@ FRERE | 21792201k KEK OFARKA{TI LD HAX L AIZTE
WEND, ZORER & B DN EIT T DK FRR AL BN FATEI D,

(1
(2)
(3
(4)

EEPROM |2 fF&EN 7= KEK Z 3t 2 iA %, RAM _EIZR-TFET 5,

EEPROM 76l Z{bsiviz DEK ZHtiA A&, LRtog#lc TiE 5k, RAM 2R 5,
CTR_DRBG(AES-256) |21t~ 7= ELE L A A 24T L T 256bit @ KEK #7212 /£ L. DEK 28 51t 4%,
EEPROM |Z KEK &, i 5{kL7- DEK #{&fF4 2%,

FROFBICL > TERS NI 583 TOE EE I Z OPIHHEABE O h TUL T DI IR s,

(1

(2)
(3
(4)

TOE OFIER ON [2Lh 7 —ra—Z NEEIL, SSD O 77— A0 = 7 FAHEIE ) S & 7 7 — L7 = 7 2 HHA I
FATT %,

TOE 77— =73 EEPROM 75 KEK #4 5 4A %, RAM _FIZI1ET 5,

EEPROM bl 5{b&7- DEK Z#iiA &, KEK (2T 51k, RAM 2T 25,

TOE ©7 77— =74, #H5{b&h7z DEK % VT SSD & NVRAM ([ZIRfFS N EEHA1E 51k
L. TOE O&x =27 1% 5 &2 COMROYIII LA Eli, 52 THEE S VICEARBm AR R, FIlH
F3 TOE OREZFIH FIBE/ Ik BEE 35,

EREITRULTZARIZ

KEK #% TOE O}t > EEPROM (ZHMIS DN, BLHIASHA Al REZ R FEIEMEARL — U F R T34 24
T DRI IIIRAES IR, A EHT S T2 DITAFIEL 72V,
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=  DEK#3X TOE @A D EEPROM (ZH; BALS IR IE TGS LD DY, BLHIASHA T REZ2 RS E AL
— VT NARZEEY THEARIIIRAFS N2, SR EHIEZ S T DB DIXFTELR Y,

= fE{bSi7e DEK #13 RAM OB IRAFI D, BLHIZAZHL Al RE7e RRFEVEA RN — U7 A RIZF4 Y T D
RIZIF PR ES IR,

=  KEK/DEK O#IIIENST 72 AT HA L H—T 2 —ATFELRD,

U EDZENOIE S HIIRESINL TN DEB 2 HIND,

<BHEGBAH—T 2 — A LRERE >

o BRMEIV RS S R RE

e REIEJ OFF/ON

FDP_DSK_EXT.1

TOE 1, Table 7-4 FE#OW; 584 HL 7 — X OB 5L Z1T9,

TOE (28T, B S bR RERDRIHE LET — X B D TSF 7 — X% REF AT HE/2 T /A A LB HI A #A ]
RER REFEMEAR — U T R AR5 SSD/HDD K ONBLHIAS HA FTREZR ARAE R AR — DT A AL S LW
NVRAM/EEPROM THAHRAM L TSF 7 —XLEIER OFF S3HTHESND), Z2IZH T 727 A ALS
% TSF A Wb, HUITFIFEIR OFF B2 TSF 7 — 2 2R 54 DR &> TR W AR B b xR i L
TR, BT NAADKE 5L DRI HR L7257 — 2O Table 7-5, Table 7-6 (27”87,

Table 7-5 %7 /ARG H FTRER R EREAN — VT AR OB EALHRLERD T —H

Storage PRI - fEIE I Bkt it 7 1 I g TILTYR L 5Bk St
SSD SSD AT AFEIK (V8—TF 43 | BB LRIE4h - — —
T T V)
T 7L =T O W55 5t — - -
TOE #% & 15 sk el (F 8 ¥ | Bf 577 (L2 | DEK AES(CBC) | #h¥F
BRI DK EARAT) 75
SWAP ik (#211) A - - -
HDD Vav REEE (a7 BT — | M S DEK AES(CBC) R
(RAID 0) | #-varm?)
a7 R AF A (R T — & - | Il 2k DEK AES(CBC) IR
LFA )
arha—JHE(TOE D% vk | Wi 5{t77 AL A | DEK AES(CBC) I
—JRE BRI — AT RL | T4
2 AT —F)
AR GRAET — %) W57 74/ A | DEK AES(CBC) | #HKf
T A
[ W5 {t77 A2 | DEK AES(CBC) | #h¥
T A
Table 7-6 %7 /SAR (BLHIZZH W RERRIEFEMEA N — DT NARLSY) D Bbxt g L72d T —4
Device PN - fEER My AL G s | W TAIYRL | RS
NVRAM | TOE & EH kMR — | N2AT =R #H % | DEK AES(CBC) I
—RAEE RS SAT —RIE#, A | B 5L CTIRAE
Xy RREsE St B ARG | (ERRISEEYS LA
JERRE) TUTIFFESD)
EEPROM | DEK M 5L CHRAT KEK AES(CBC) | #hF
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| | KEK ot | - B — |

Table 7-5. Table 7-6 ([ZF#iSN7-FHB IZOWCHLAT 5,

B EET AN AT AE B EAERHE FIESNZ T BAL T 7 AV AT M) LRLfi STV DR —T g ar (]
) & TDO774/L 0 Read/Write ZEHL | ZDEERE Sk -/ BALLER A T FEfE T 57 7 ANV AT LY TR
T THY, KEEAL 1 S ALALERZ [ CE DAL X —T = — A IFLELIR W, BEEAL T 7 ANV AT AT LD
W BALALER X, 2=/ 2O THIZEBWT TOE O0flidE TROZMTHMEEINS (DEK $EOVER LR 5
{E7 7 AN AT L TORMABREGITOID) . £ 028 HE N 5L EL A 20 b T 28 FI T e (]
T DFEBIFELRY),

»  HDD OIVa /{3 (Ca7 BTy —2- a7 al) [ 130a 7 Gy —2 AN 15 G A2 —T = — AT
LA B - H B b FEESND, YVad T — 2L EERA A —T 2 —ATETD Read/Write 170, £
DFEIRE AL 18 B AL A VT i 32720 K5 b -1 5L PR Z (A CE DA ¥ — T = —RIIFIEL 7
W, VaT ER T =2 AN A —T == ATI DR AL L, 2= 2O THIZEWT TOE OfdiE
TROLNTHMEENS (DEK #O/EREY a7 ET —Z A I 2 —7 2—ATOR AR EHITHhN
%) o DX E BE DS S LEEREZ A LT 2B EIT L B (b 35 FECDAFAEL 72,

*  HDD O Va7 RFHEE(EER T —5 - 21 AV) JIFEBR T — X AN N &2 F] DA H—T7 2— AL D0 5k
BEALNFERS NG, BT —ZI% LEA Z—T7 2 — A T2 TD Read/Write 21T\, FDOREKE 2L - 15 5
{LALELZ T FE N T D728 K5 b - 18 S LA PR Z [ABE CE DA X — T = — R IFEELR, BT —Z A
WA —T7 2 — A XD AL L, o= I3 XD TIHITHBWT TOE ofldE TROZNTHMES
N5 (DEK #OIEREY a7 E T —Z A 1A 2 —T7 2 — A TOR AR EBITOND) , T 0 &L D
AR A N T DB 7o (B L D FEEBAFTEL 72\,

= SSD DI 77 —LA7 =T OFANFEER ) 1IHE S b E2 TRV Ch D, %Y 3 HMEkIE OS IBEHET 7 A )L AT
LZE o> TRead/Write 217923, FIHFIZR LU TEBETZ 7 ANT IR REITHIA L H—T =— AT 20,

<PBET DAL A —T = — ALHERE >

o HEE/x)L:TTable7-13 B R HR — T ICREHSN A 0/ 2 A S D HE

o TVUERTAN —RFIHFIZL D BX 2T A FIRIBERE D I T, — R & 12 LD/ S AT — NG

e WebConnection: & HE (215 /AT —REEE

FCS_RBG_EXT.1

TOE (%, NIST SP 800-90A (Z#fil--% CTR DRBG(AES-256)&. 1 DD/N—KR =7 /A RFENSIEEESND
RBG #3454 %, Fi CTR DRBG (%, Derivation Function & Reseed #F| 19 %73, Prediction Resistance
BEREIZENEL 720,

N—RTxT )4 XJFEIZIE RDRAND WO ELEAE R 528> intel £ CPU(Intel® Pentium G4400
3.3GHz) % 114 %, RDRAND 4 i% SP800-90A (1T ALB AT TRV, Z DEEHH TN HOWTLL T Ok
IRRAFEOZENSE IR FDOFEIRA DO TND,

(1) RDRAND #4313 1 [BEIOELEE > MDY 7 = AMIx L 64bit OELEE H 3%,

(2) RDRAND 3[R —REMND 128bit OELEE I A 511 HAERK T 5, HIH RDRAND 4% 1022

[a](=511 X (128bit/64bit)) 1T+ 5 L1280, RDRAND T HHEN AL —NMEIZSL T EFES NS,

(3) RDRAND fin 4 Hi /713 1bit 720 0.5bit L Lo/ oot —%E e,

TOE (ZN—RV =7 /A XPibr s b — a4 BS 7 58, RDRAND #i4% 1022 []) 7= ARL 64bit OFEL
Batasd (O —RNENFCELEIXERSN) . ZhvE 16 [Bl#EVIRL CHEEEL 1024bit O Y NMIESH, ZOE v RIIX
512(=1024x0.5)bit LA EDx habt—%2 &L BESND, 2O XA E Eii§ 52 TE Y RO = hae
—RE P, mbae—EE L TH AT,

TOE (X, 20 RBG ZFIHAL CELEZ LKL, K8t KEK KO 58 DEKGEEE 256bit) 4 sk cF 42,
TOE 2NELEERK T 585, CTR DRBG T¥—K~7U7 /L (Entropy Input & Nonce) XM E (22> 4 .
RDRAND #ifmaFITL LB A RO hat —HE2 IS L CHIH 35, 2o by —fEi%, NIST SP800-
90A @ 10.2.1 |{Z/RENS Instantiate & Reseed (24 /oo bt —&(TOE OB A, BX 2T (58 E L[H
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U 256bit) & /=L Tk, +o7em s hrt =R & Eh s,

(*1) Mike Hamburg, Paul Kocher, Mark E. Marson: ANALYSIS OF INTEL'S IVY BRIDGE DIGITAL
RANDOM NUMBER GENERATOR. Technical Report. Cryptography Research, Inc. March 2012)
<BHHFHAH—T = —ALBERE >

o BBV SRR SRR RE

FCS_CKM.4, FCS_CKM_EXT.4

TOE 1238\ T, AR — VI SbHERE I FH SN O 58 KEK [3BLHIAZHAA 772 EEPROM IZfRfFSAL, &
F =27 58 bk EIRREIC B 5T TOE OREAHIEICEAD AR EN WA & oA T — 2 OREICHIHINLS, KEK
H K O DEK SO RAF I LA HESX A 7% Table7-7 IR,

EHEIIHAZ AT TOE OFEFERFICET — & FESYIREIELZ T2 L2 RBANSN TS,

Table 7-7 DR L WE
i PRA7 S FEL A egED Fr ik
KEK 30 EEPROM TOE fif #Er 0x00 T 1 [A]_FE&H|pR
HECE30) RAM BENRELI2HRHTOE OFl | TOE O g R IzXY
TR P R RAM 7/ 5HI bR
DEK it (5SS TIREE) EEPROM TOE fl ehs 0x00 T 1 [\] EEXHIFR
BOT50) RAM BN FL72HEH(TOE OF| | TOE ORIEIRERIZLY
R RAM 7541 B

<P DA H—T = — ALHERE >
o BBV AT & EESHIREE
* [/ OFF/ON

1.4. BIEEEEHEE

FPT_SKP_EXT.1

TOE O EFFBEMAE CHAIND T X TOFFAA ., XtFrdE, L0774 <—rMi#E RAM & O HDD o
a2 ha— IR TSNS, HDD ooy ha—J88I3R 5L 7 7 A L AT AL ERES LT D GERETE AN
L— UGSk BED TSS 22 M), £7-. RAM X O HDD ([ ESN -G 58c 7 /v 250 2—T = — AT
TFIEL2WN,

UL EDZ LB S8 RESN TN D EB R HND,

FCS_CKM.1(a)

TOE %, Web Connection ® PKI 3% EIZLD IPsec @15 DML THUD IPsec fEBIEDARIZIBWT,
NIST SP800-56B, Revision 2 ® 6.3.1.3 HilCit#i D rsakpgl-crt J7 U # D LT, #K 2048bit ® RSA
IR FRGEA LT 5, FT-. IPsec 1B (FTP_ITC.1 S ) O #EE I3\ T, NIST SP800-56A, Revision 3 @
5.6.1.1.1 HilZ5# D Using the Approved Safe-Prime Groups (ZFC# D 5715 C, Diffie-Hellman 7 /1 —7 14
\ZRDIEXI g A R AT D,
< B DAL H—T = —ALHERE >
RSA $#A R,

e WebConnection: PKI % & (% & Ffie < H o> A 5 fii 7] E)

DH #4E Rk

o H{ExL:ITable7-13 BRI S FES—E | ICHiS - ERE 0/ 2 A RS E 58 E(TPsec i al T
DR 2 BR<)

o TUERTANT.2 T 7B ARIEKEE | CHTV AR TA N B —T 2 — AT HEERFAT
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*  WebConnection: PKI % &Gt E Tt & O A Ffii Al HE) . 77— LA =7 73— a iR hE

FCS_CKM.1(b)

TOE %, IPsec #1E D#(EH4AFF(FTP_ITC.1 /), HLUE SA FA7 XA LfREHZ O IZIBN T,
DRBG B%%2(CTR DRBG(AES-256))ZF-ONM LT DRBG THLE A A ALL . 128bit & L< I3 256bit 0% Frks 54
T D,
<BHEGBALH—T 2 — A LRERE >
o HEfExL:TTable7-13 EikxtGH4— & | ICifich B e/ 24 iS58 E([TPsec i al L

DIRB 2 BR<)
o TUUHERTANNT.2 T I RAKIERERE | CT VL ARTANEA LB —T 2 — AT HENEE AT
*  WebConnection: PKI 3% EGEE Tt P DAL EHE vl fR), 77— L0 =7 /3 —Va U Rk RE

FCS_RBG_EXT.1

TOE /%, NIST SP 800-90A |[Z#§ll9-% CTR DRBG(AES-256)&., 1 DD/ N—R7 =7 /A AP HIERREILD
RBG % 32¥4 %, it CTR DRBG /. Derivation Function & Reseed %% 9 %73, Prediction Resistance
FEREITEIEL 7220,

=R =T JARXPIZIE RDRAND W) ELEUAE Rk 554 F5> intel #:0 CPU(Intel® Pentium G4400
3.3GH2)Zft 11 "%, RDRAND #4513 SP800-90A [Tt ALEEZAT > TRV, ZDELEH T OV TLLUF Dk
R AR OZENBE LR FDDOFLRNH0> TN D,

(1) RDRAND 453 1 [FIOEEE Y MDY 7 = ZAMIXEL 64bit OEEE 192,

(2) RDRAND 3 (E LS —REAS 128bit DE B Z R K 511 fH4A %, AlH RDRAND 4 1022

[7](=511 X (128bit/64bit)) £ T3 HZ L1280, RDRAND T HEND Y —REIXSLFEESND,

(3) RDRAND 4@ i /11 1bit &7-0 0.5bit PA Eof/hr=r hae —% & e,

TOE |3N—Ry =7 A X P bmr b —fEZ G756, RDRAND Mm% 1022 [F]Y 7= AR 64bit DL
BafGs (O —NEBSFRICELEITERN) . Zhz 16 BIFRIRL THERSL 1024bit OB Y IMIEGL, ZOE YRl
512(=1024x0.5)bit M EDTU bt —Z G T ESND, ZOIHIRAREEfTHI LTy bk hae
—% BTk, = hre—EELCTH T 5,

TOE %, Z® RBG ZF L TELEZ Ak L. IPsec FEBAEDHET & O IPsec cookie/nonce (IPsec v a2
FERPED IR A5, TOE MNELEAERK T 2B, CTR DRBG T —K~7U7 /L (Entropy Input & Nonce)7?
W 7g 57554 . RDRAND & AT L L A XD bt —HA BGL TR 7%, 2o et — i,
NIST SP800-90A ? 10.2.1 (Z/rEN5 Instantiate & Reseed (24 fe/ bt —E(TOE 04, E%=
U738 EELTRIC 256bit) AL TV, +437 e hrE—R3E £ T\,

(*1) Mike Hamburg, Paul Kocher, Mark E. Marson: ANALYSIS OF INTEL'S IVY BRIDGE DIGITAL

RANDOM NUMBER GENERATOR. Technical Report. Cryptography Research, Inc. (March 2012)

<BHE T DAL X —T = —ALFERE >

o HE/ L [Table7-13 B WS HFLR — R ICiHSN GRS E 5 BIE(TPsec £y al fifEsr
DR % FR)

o TULHRTANNT.2 T IR AGIHMSHE ) CT VL HRTANEA L H—T 2 — AT D EE AT

¢ WebConnection: PKI 3% & GR & Fex O A FEHE A HE) . 77— A0 =7 /3—Va L HeBHEHE

FCS_COP.1(a)

TOE i, IPsec i#{Z® ESP i 547 /L2 X 4L LT, FIPS PUB 197 & NIST SP 800-38A (& L7-#E
128bit & 256bit ® AES-CBC ZH| 4%, £7=. IKEv1 i =51t 7=V A 5L T FIPS PUB 197 & NIST SP
800-38A T A LI-#E 128bit & 256bit ® AES-CBC Z#| {15,
<BHEG DA H—T = —AERERE >
o TUUHERTANT.2 T I RAKIERERE ) CT UV ARTA NGB —T 2 — AT D EE T
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*  WebConnection: PKI % &Gt E Tt & O A Ffii Al HE) . 77— LA =7 73— a iR hE

FTP_TRP.1(a), FTP_TRP.1(b)
TOE 12> @54 IT HELs L DO BE B W T B LBEE1TY, K 51 bl

i

DORIREIRDEREIILL T DBV TH

il

Do
Table 7-8 K5 B5-{LiBE DX LR DR
WE FIAE Sl S L illE N2 - BEaE ZakaL
7747~ PC (=giiE s 7 Z0%12d% Web Connection OF| IPsec
7747 PC — A& TVABARTANZE > TH SN B LEDRZ(E IPsec

<BHE DAL H—T 2 — ALHERE >
o TUUHERTANNT.2 T 7B AHIFRERE | TTVHARTANRG AL H—T 2 — AT HEMEL FEAT
e WebConnection : WebConnection O B E L5

FTP_ITC.1
TOE (X IT B2 L DIBIEIZB VT S LiB{E 2179, TOE 233 21 Sl fE X LA F 0l Tho, (BF=2V7
AR ED A N5 E)

o> o

Table 7-9 TOE 232t 2R 5L @/

WEg TabhaL | ST ATYRL s —T = — R

77 AN —3—(FTP) IPsec AES(128bits, 256bits) | #AE/ HRANBAF v U HERED EAT
77 ANH—,3—(WebDAV) | IPsec AES(128bits, 256bits) | I/ SRADNDAF ¥ HERED FAT
77 ANH—N—(SMB) IPsec AES(128bits, 256bits) | #H{FE/ S RANDAF ¥ HERED FAT
A n s — 3 —(syslog) IPsec AES(128bits, 256bits) | Table 7-13 2

<BHHETAHALH—T = — REHERE >
o HE/ L :[Table7-13 BEXMGHER & | ICREINZEEn /2 A RSt 28 E(TPsec By a N
DERL % BEL)

FCS_IPSEC_EXT.1, FCS_COP.1(g), FCS_COP.1(b), FCS_COP.1(c)
TOE 73M# 3% IPsec 7' h=/L Tl FREOF%EDFH FIRE THV MO EITFIH TE e, HEGLE L H DL
DI EREDRIRTELEE THY, ZORPUIEHEDOLNDRE LB E TED,
= IPsec 17/ LRE: FT AR—FE—R
= X747 ubhaLESP
- ESP B 5{t7/L=U X2 AES_CBC-128, AES_CBC-256
- ESP#RiE7 /L2 X : HMAC-SHA-1, HMAC-SHA-256, HMAC-SHA-384, HMAC-SHA-512
¥ EFROBIRIZE ST, Ay E—UF AV ANEN 160 B CHEE 160 B HMAC-SHA-1, Ayt
—UH AT = ANED 256 v R CHERE 256 £ b HMAC-SHA-256, Ay tr—UF AV = ANME) 384 &
v TR 384 Evhd HMAC-SHA-384, Ayt —UF AV AMNEN 512 EvhTHEE 512 Evhod
HMAC-SHA-512 DWW INIRE, S E w2 o P2 kD Ay — V3854 5 (HMAC) & JHV = @2
179,
KoNy a7 3 X AE SHA-1, SHA-256, SHA-384, SHA-512 (ISO/IEC 10118-3:2004 [T #EHiL)
ZAf
MESP CIILiEy — 7 AFH(ESN)Z AR —RL T 5,
o HARHLS U TKEV]
<IKEv1 fi HRF D% E>
-  IKEvl K58k 712X AES_CBC-128. AES_CBC-256
- IKEv1 #iE7 V2V X2 ISO/IEC 10118-3:2004 (2 #EHL4-25 SHA-1, SHA-256, SHA-348, SHA-512
- Oy xT—32%F—K:Main Mode
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- T7x—X 1A —R) A #IIREE : 600~86,400 FY
- Tx—X 20y 7E—R)EAH N : 600~28,800 b
- Diffie-Hellman Group: 27 /v —7 14

» ETRREES R T UV ELRSA TUXNVEL T LT XL DSA) 2048bit, FIPS PUB 186-4, “Digital
Signature Standard”(ZH#EHL), /Ny 2T LTV R A SHA-256(ISO/TEC 10118-3:2004 (ZHERL) , FHRTILA
g

F72, TOE I% IPsec £x2UT 4R —F —H~_X—Z (SPD) R L TEY, BHE IV FOBRENTED,

»  IPsec RUT—:IP "Iy hDFRMEBEL T, ZNENDOFRMEICHELT TP A~y MR R GE - i - i 32
DHIBHEDENMEEITINERINTED, IP Ny O SEELTE Any O abhaLv @556 IP 7RV A(@R], £
7213V 7 Ry MEE) R E TED, IPsec RV — (X IP RV —Z/—7 1~10 D 10 /)L —F £ THE TE,
BEZEOWM GOy MEHESND, 1 DOBEMRFIC, HED IPsec NI —RNRESNTHGE .
IPsec RV —27/L—7" 1~10 OBEKIAFICBIDL T, Frt OB SEIAA CEEREHI D,

R m R > AREE > il LK

= FTIUNENT Ay IPsec RV —IZE BT HREN RS T2GE OEELZ TRLNDIRIRTES, (ZORE
[COWTEFLE IR AR T DT A X L ATRNL TN, )

- EEE:IPsec RV —DREICEE LW IP 7y MIFET S
- 1B IPsec RV —DREIZAF LW IP Xy MIiEESE2

< PR DAL H—T = — A LRERE >

o TVUHRTANT2 T IR ARIEIERE ) CTV AR TANEA L HZ—T 2 — AT HEER EAT

e WebConnection : WebConnection O FE I LHH]H

o E/xL:[Table7-13 HEXM R HR & | ICREIN A/ 2 A RS 58 E(TPsec ©y i al S
DR 2 FRQ)

FIA_PSK_EXT.1
TOE i, IPsec HOHFFHLAHEL T, TRt 7 FAM 2O FEFLAEIFIHTED, THFANI—2D FH i
HHIL, Treny a7 VTR LEHWTE Y M ~E#fRIND,
" TRANR—ZOHEFT A
- EX22xF
- FIAFREESCT:: ASCIL SCFAI(T VT 7y bR T LT BT O ER ST (7, <@, ‘¥, “$”,
“opr, war wgr @k (<) AR AT S0 £213 HEX fE
- ST oI5k SHA-1, SHA-256, SHA-384, SHA-512
<BHEG DAL H—T = — ALRERE >
o TVUHRTANT2 T IR ARIERERE ) CT VAR TANEA LB —T 2— AT DHEMER FELT
e WebConnection: WebConnection O%& HE L 5F] H

FCS_CKM.4, FCS_CKM_EXT.4

TOE {2k T, mfE s E fEaE I SN o0F 5t i Ve 0@ EHE HDD o= e —Z8Eb LT RAM
(ZORAFS I, PREEIB(E HENL IRF O BEASHE, FRRE . B DVWNTIBIE ORE SALICFI S D, IPsec @15 THIH 958, 4t
M ORAFIE EREEED J7i5% Table 7-10 1§, BELH ICL > TRRESHIZFRIIL A §E, IPsec AEHFEDT T A
N—R X, HDD IZRAFS I, RELR DX AL 71X TOE ZBEFE T DI RES LD, TOE DBEFERFIC 1T Bl
(2T — 7 LEZHIREREL RO TAF L ATRERNIN TS, &7 —Z LEZHIRERE TIE, K58k
FFHEIEA [ EE(0) T 1 B L EHEFA1TH, IPSec 2L THEMIND By va gE(—Rpiem 58013 RAM I
rfFshd, ZbiE TOE OFIEI OFF [ZXD AREIZ D7D HIRS D,
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Table 7-10 RDIRIFESE & RE

#t TRAFE LA WD
IPsec FEFAEO#E~T HDD TOE T hF 0x00 T L& X HIx
IPsec SFriILA # HDD TOE % 305 0x00 T kL& XHIBg
IPsec cookie/nonce RAM BENRELLH(TOE DF| | TOE RIS FMER XY
BRI TIE) RAM 7> Hl B
IKE 76 fis g RAM BENAFELLIE(TOE Of | TOE @ gl IR L
(IKEvl 7 = —X 1 TR SN D) FEIFIUE TR RAM H5HIBR
IPsec F3LH Fibiss g RAM BENAFEL/LIE(TOE Of | TOE @ gl SRR 2 LV
(IKEvl 7 = —X 2 ThK SN D) FEIFIE TR RAM H5HIBR
IPsec @ Diffie-Hellman 347 & RAM BENRELI2HRHTOE OF| | TOE O g Rz XY
BRI TIE) RAM 7> Hl B

<BES DA H—T = — AL RE >
o BMERRL AT —& LEXYIHERE
e HIFER OFF/ON

75. %2V 71 EXEMERE

FMT_MOF.1, FMT_SMF.1, FMT SMR.1, FMT MSA.1, FMT MSA.3, FMT MTD.1

TOE 13FIHE KL T TRt OF BB REZ M5, TN NOE B REIT R INIA L —T = —ANbD
HEERTRE CTh D, BE/ SV T PRt B P RE A 21T T 2 M (BB T 2B82IE TOE ~OfkBIFRREN F R S
. RFAE CE I REEZTIH T DT T&ER WV, #%E|(U.ADMIN, UNORMAL) I, == —V —FH&HEIC LV ES
BT OBGRNEND, % EI(U.ADMIN, UNORMAL) DB E AT 1327 A #2474, TOE 13 FhEh otk
EH RSN A BEDO R AN Al e — Y — (X —T = — 2B 5, 2 BEATT AR E X e S Tk
FETHEFFS LD, FIHZE ORENRREES N TR WE BREEREZFIH 322813 TE72\, TOE (X, Table 6-2, Table
63 OT 7 EAFIEIZEB W FIABELET —% ., FIRFHEY 3 77— X 2B LIZFIfA#F O User ID % Job
owner & L CEINYTS, TOE (ZE VY TH5 User ID % FEX T HMMAEL =720,

Table 7-11 U.ADMIN (Z#RHtEh 2% FfERE

(g T AP TP ST | BRAERTRE R A X
= =T =2

XTI EW | BXa )Tk E oA kAT, Eary A V2

HE

B n 7 BB T | A BMERTE (BB ——0 IP TRLVR%S | BH BERRL

e DFy NI —ZFE) 1T,

o —Y— IR U.ADMIN /% User ID ##oo—Y—ma&dk 2 | ZH . Mk, | B <xL

W, HIERATES (UADMIN (2% UNORMAL @ | {EA%
07 AL AT —R O EHRBEDZNUICE END), =
— P —DEEKIZEBUT Table 6-2, Table 6-3 127
HENT-FIMET =27 78 ZHEIZHE ST, B
PEISE Y72 WA R ES D,

U.ADMIN 0 A2 s% | UADMIN & ELE SAT —R 2245, g R
AT — RS R RE

H IREIE D28 T B RE A RS A % 35, A (A
PSRRI O G | 7SAT—RHK) (OSAT =R/ UG E) Of%E - | A8 (A
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B HRERE WNZE PRl ST B | BERTREZR A
= —7x—A
HE EHEELT,
FYhT—TBEDR G | FvhT—2FE (TOE @ IP 7RLA, DNS $—/3 | 225 BE L
IR RE —®D IP 7RV A, R—hF 5% NetBIOS 44, IPsec
RES) OB E - EEEIT,
5 5 S A RE AR — U S RE T T AR B KEK A ZE | R BE RV
H5,
T77 =20 =T T7v7F | TOE D77 —b0=7 777 — a2 E 15, FA47 (A %
— M
27— LEZHIRE | SRR ERA EEMO0)T 1 Bl LESLBATT | ET (A %
HE 5
TV Ny VRRERISEE | RAEARFIREE RS T R B T hv o hovy 7w R | ST (= %
T 5,
F—EART A AR | P RE—RF O AL OB EE(TH Ay BE L
TETERE

Table 7-12 UNORMAL [Z#ftZh 5% HEERE

B R N Pl S | BErRele ¥
1E =T =2
U.NORMAL ®uZ'1> | UNORMAL RAE&HDOus A2 20 —RDOREE | BHE BERRL
/RAY—R OF% EREEE 19,

<PH#dHA L —T c—ALBERE: FMT _MOF.1, FMT MSA.1, FMT _MTD.1, FMT _SMF.1 >

o EME/Sx/L:Table7-11~Table7-12 T, #{E RN EA X —T 2 —ALT HENE

<BHTAA L H—T = — A LFBE : FMT _SMR.1>

o BMEAROVEHFICL D — R EkERE B ERE IC LD SR — NIRGE, R E LD AT — RRE

o TUUERTAN —RFIVHFICL D SAT — R

e WebConnection : FHH I LA/ AT — KRR

<BIETAHA L2 —T7 = —ALHkRE: FMT_MSA.3>

o BERV A BFIAEICES TV N aT ORI, —BFIHE L A —T a7 oL R, — R
FCLDAX Y a7 OFELT, — R HEICLDRAY 27 OFRAT (B8 - 51

o TULERTAN: —RFNHE LD X2V T HIRIBSRE D AT

7.6. EEEEAE

TOE (ZE ARG FRITHL TR 2Rk, Lkl 07— "—~kE T2,

FAU_GEN.1, FAU_GEN.2
TOE 1T, L FOFELEEAENGERLEL, FREARL(H AR, FLOFR], 7 Y=/ NEBITE#R, £
DAL RAE TSR T D,

Table 7-13 EEXIREH—E

ID (37 V=7 Nsk5ItE WAL A —Tr—
e =7 bkl . T -
Ho*1) 2
BHLEFREED Eiti Admin ID OK/NG FIA UAU.1,
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ID (W7 V=2 N1 B A F—T = —
B R e R
H® *1) =2
FIA_UID.1
BHE ST — R DS G Admin ID OK Table7-11 &M
N FIA_UAU.1,
a—F—ZREED E i User ID / %% ID OK/NG
FIA_UID.1 &
BHE LD —YP—DIERK Admin ID OK Table7-11 2K
BEEICLA—P— 2T —RDLEE Table7-11 &M
Admin ID OK
BHEIZL A2 ——DH| R Admin ID OK Table7-11 &/
BHE L=V —D R E Admin ID OK Table7-11 £ K4
Z2— Pt LB —F—D LT (= —WF Table 7-12 &R
5 . . User ID OK
—SAT— R/ E)
TX VTR E DL F Admin ID OK/NG Table7-11 £
IAT — RN BRI EDZE T Admin ID OK Table7-11 &/
Ry NI — IR EDIEHE Admin ID OK Table7-11 £
P RO AR R EDE Admin ID OK Table7-11 £
A R ERREDER Admin ID OK Table7-11 &/
RSO T Admin ID OK Table7-11 22
T —AU=T T 7T — MERRISW) D FELT Admin ID OK/NG Table7-11 R
H % Admin ID OK Table7-11 £
e RERE DL EY Fxfgk ID OK IR
A HSRE DS T AA Gk ID OK R
L FDP_ACC.1,
A7 a7 DY User ID / Admin ID OK
FDP_ACF.1 &4
) L FDP_ACC.1,
AN EWARIEN] User ID OK/NG
FDP_ACF.1 &
TV a7 DRAF User ID OK/NG FDPACCL,
b= £2
ser FDP_ACF.1 B
C FDP_ACC.1,
at"— a7 OHI] User ID OK/NG
FDP_ACF.1 B#
s FDP_ACC.1,
g — Va7 OIRTFE User ID OK/NG
FDP_ACF.1 &
o FDP_ACC.1,
AF¥xadl DFELT User ID OK/NG
FDP_ACF.1 B
FDP_ACC.1
PIEY a7 O User ID OK/NG - ’
ser FDP_ACF.1 B
. FDP_ACC.1,
RAFvaT7 OER / HiRT (BE - HR) User ID OK/NG
FDP_ACF.1 &
RAFY a7 OFEHL User ID OK/NG FDPACEL
A ser FDP_ACF.1
FTP_ITC.1.
IPsec © > al st S KXtk ID errNo(*2) FTP_TRP.1(a),
FTP_TRP.1(b) &R

CLREPFRFERNC R AL ER MR FRIIV 7 V= MRBIE e U OREE: ID SV [EEEE TRk 5
(*2)IPsec & a RMERZ /R T =7 —FHE LTS
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<HHETEHA L H—T = — R LRERE>

o HfE/ 3L TTable7-13 Bi i RHFR T RS, B n s 24 kST o8 E

o TULHRTAN: [TableT-13 BEEXIRFG — & | ICFii S vz, a7 2 AR S8 5 8(E
*  WebConnection: [Table7-13 B & xf R F 54— | ICFldis v, B/ 2 E S o #E

FAU_STG_EXT.1

LRS- A n /B HIE TOE W TR, EEEDHE LTI A Y — N —(syslog lZfE v v r 7
FANDEEETT), TOE EAMTF A Y — X—[Di@{E1% IPsec 7 ubhzLz AWk S Li@(E 266 . m s fEE
[EEHRERRIC IR E T D, T EEXAIL T 728X Table T-14 & DL,

Table 7-14 BB u /M OH#E
B 0 7 O BB i

17 fE O R fHI AR — Vg SRR I T kS 7z HDD fEis
B EHREE S AT B A R F R Ay (RIRF)
EERR LD R FELIARMNIET o7 G

Fy NI — 7 EERECa s — N —lla s E R EEE TERWEA HDDEDIZ
—RFICIRTE 21T, I K 10000 4, o/ fE#HAS 10000 HEIERHIIZLIEOE #
RS ND, 7B — R ES L T — N — L OB G RIE R I A F &
., 0% C HDD EOIERAZHIBRT 5,

(*1Table 7-5 (2”& 72 HDD EOuZ {RAFFEBIC—FEIRIESND, BRIFSNIZEHRIT T 7 AV AT BT
DG BAL T DI LIV ARIET 7B A BR# %217, 38/l FDP_DSK_EXT.1 ® TSS #&M o= &, £/ TOE 1%
a7 EROREEIBA~T 7 AT D2~ — A H—T = — A TR TN a T E R E G AT T EIIAF
FEL72W,

<PHET LA v H—T = — R L HERE>

o BER2V:[TableT-13 AR HR — | ICRiiiSN T, B n s 2 Al S o HE

o TULHERTA/N: [TableT-13 BRI G HR —T) ICiidi sz, BhAr 7 2 AR S &2 8YE

¢ WebConnection : [Table7-13 B A& X R H R —& | ICiRHfiSnc, BE o/ 24 RS EHHE

AR RAR DAL

FPT_STM.1

TOE 137y /a2 AL, BEFE DR TOE ORFLIEZE BT HMEEA TR 5, A u/ ICFiek T DML &
IZ7 vy 7B REN BRSNS,

<BET LA H—T = — R LHRE>

o HEE/ XL :ITable7-13 BE AR R HR —H IZildich e, AR/ 24 RS H8A4E

o TUUHERTA/N: [TableT-13 ekt —% ) ([Ciddlic e, AR V2 ER S E 25 8E

*  WebConnection: [Table7-13 B & xf R H4 — & | ICFldis v, AR/ 2Bl ST HdE

1.7.7 v 77— b7 — X 1RGEERE

FPT TUD_EXT.1
TOE (X% HH DI LL T OMERED FEMi 27137 2.
" Ty— AT N—Va MBS EE
" Ty— AT Ty T — MR
BHLF TR ARRREL S BEE B E W T 1235\ ) T HL<IE Web Connection 25k 5l F8RERIZ web 77712k
WCT 77— =T N —Var DR a2 FATTED,
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Fo EEEIRRBIGRGES  WRE R EH ISR W T 7y — AU =T T T — MEREER EFTT& D, TOE 1377
— AT T T —hE i, T*?%ﬁmi@f%:0)7 07 IALF eI ELT, 77— T 77 AV G ENHa=03
INVEDTIENVELEANTT 77— LT =T 77 AV DORRFFELTY, BAFORE R ER WSS N2 4 O I
FW OEX# 2 A Efi 35, (ZOR, 77 —27 =7 Oy affiz i3 8L SSD O R 7 7 AV 2T ARNIC
ZDNY B DBRIFEATONEEGEAT), 2Oy a2l T — 2 3%+ 8 BT AMEREIC THEMR 2, ) T V20
B WAL= E . TOE (3 E SNV 5 FoR LT v 77 — ML A T 15,
<BHETEHA U H—T = — R LHERE>
o BMEARNVTr— AU T R—Ua g, 77— AU =T Ty T — MERE
e WebConnection : 77— A7 =7 N—a L HeBik e
o TIy—AUxT TV T — {7940 USB AL H—T—A
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