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Normal User
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ik

A User who has been identified and authenticated
and does not have an administrative role
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Administrator

WAIRRRE S R A © BEERE 2R OMAHE

A User who has been identified and authenticated
and has an administrative role
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Data created by and for Users that do not affect the
operation of the TSF
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Data created by and for the TOE that might affect
the operation of the TSF
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User Document Information contained in a User’s Document, in
Data electronic or hardcopy form
D.USER.JOB | fIfi#&E Y a7 FIRFE OSCGEF 1213 3CGERE Y o 7 2B 2 (F#H
wA\‘\_‘ &
7 Information related to a User’s Document or
User Job Data Document Processing Job
=34 REEETSFT—4)
B X EE
D.TSF.PROT | {Ri#EXi7= TSF | T— X D& CHLEHERKETHL2WAAEIZ X
T4 HME /N TOE O F 2 VT 4 I[CHBE RITT
H LAV, BRITFFA CTX 5 TSF 7 —#
Protected TSF TSF Data for which alteration by a User who is
Data neither the data owner nor in an Administrator role
might affect the security of the TOE, but for which
disclosure is acceptable
D.TSF.CONF | %D TSF 7 — | T — X OfiAHE THLEBERETHL 2 WFIHEIZ X

7

Confidential TSF
Data

HEBEIIIUS AN TOE O X = U T ¢ 1T
2 FAETH LAIVRWTSEF 7 — 4

TSF Data for which either disclosure or alteration
by a User who is neither the data owner nor in an
Administrator role might affect the security of the
TOE
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T.UNAUTHORIZED_ACCESS
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IHIER) . £RITRAE Y a 7T — 2 2 E (WA
TUXHIER) 2008 LivZauy,

An attacker may access (read, modify, or delete) User
Document Data or change (modify or delete) User
Job Data in the TOE through one of the TOE’s

interfaces.

T.TSF_COMPROMISE

Wz T, TOEDA X7 =—2 %@L T, TOEHN
DTSFF —ZIIARET 7B AT 50 LIV,

An attacker may gain Unauthorized Access to TSF
Data in the TOE through one of the TOE’s interfaces.

T.TSF_FAILURE

TOED#EAERFF A Sl hG . TSFORRFEERNIZ K-
T, BF=2 V7 0 DBEREGISE TS LR,

A malfunction of the TSF may cause loss of security if
the TOE is permitted to operate.

T.UNAUTHORIZED_UPDATE

WEEIT, TOEICARAERY 7 =T %A A F—
VT HE LIV,

An attacker may cause the
unauthorized software on the TOE.

installation of

T.NET_COMPROMISE

WBET, Xy FUV—JlEEZE=F LI VEIEL
V352 T, BEROT—FIIT 7EALRED,
TOEDtF = V7 4 b L7V 50 b L
Uy,

An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.
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P.AUTHORIZATION FIHB L, SCEALEL R OVE BRBERE 2 SE1 T 2 AN HE

Rz s s,

Users must be authorized before performing
Document Processing and administrative functions.

P.AUDIT X VT ABET T o BT 4 BRI NI
6T, £k T v arou ZiiME#E
SH, ANBIT= T 4 7 4 ~EESNR TR S
AR

Security-relevant activities must be audited and the
log of such actions must be protected and
transmitted to an External IT Entity.

P.COMMS_PROTECTION TOEIZ. LAN LD TS A A L B & 2kl T& 7
FIUTZR 57220,

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPTION TOE I & ST BT — & % 7= 13 OTSF> — 4 %
B AZ B AT 2 RAEFEME A b L — U F /8 R TRAT
T 586, TOEXZNOLDT NA A EDOYT —X
ALY D2 &,

If the TOE stores User Document Data or
Confidential TSF Data on Field-Replaceable
Nonvolatile Storage Devices, it will encrypt such
data on those devices.

PKEY_MATERIAL HMRE LET — 2 RIIREOTSFT — 4 OBLHA
B RTRE R NI R b L — P D720 DR S HED A B
CHWGT DL M, PXOH, FT~R 7 ELEK
LFEOMDH P HMEIL, RIERT 7 EAND
RS NRTIUZRERND, DOEDAFL—UT
A A BICRAF SN TR B 720,

Cleartext keys, submasks, random numbers, or any
other values that contribute to the creation of
encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF
Data must be protected from unauthorized access
and must not be stored on that storage device.
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A.PHYSICAL
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SINDHZEEEET D,

Physical security, commensurate with the value of

the TOE and the data it stores or processes, is
assumed to be provided by the environment.

ANNETWORK

HEHEREIL, LANA V& 7 2 — A~DOINEN S DA
VDT 72 ANSLTOEZR#ET HZ L2 ET D,

The Operational Environment is assumed to protect
the TOE from direct, public access to its LAN
interface.

A.TRUSTED_ADMIN

TOEEHF X, V14 bOEXx2 VT ¢ HEHTHEST
TOEZEHT L &, BHINTWVD,

TOE Administrators are trusted to administer the
TOE according to site security policies.

A.TRAINED_USERS

FFA S IRIHEIL, A bovX2 U T 4 HEHC
it> TTOEAMEMT % L 5 #AFF S TV 5,

Authorized Users are trained to use the TOE
according to site security policies.
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