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Designation

Definition

Do T2lZ L —E AR A L 3 AR EHERE (B B 3 3% A8 T RE) DR E IS KV A A 13 1
ETED,

SC =2—F

BRI 2T R ON—R =7 BE NRAE LRI, BB SR FREND T
—a—K, SCa—ROE/REIC TOE (ZEEEE 1L, BEEZ I AT eV KRB IS AT
T 5, ZOT—RKRFRENTWT, FEEII T ATV =T EMERIOITAZ A
ICTEASI TN,

Ty T — 78 PR RE

oy N7 — 7 # % I CEELE OMRIFEGEE A A T ie L2 o8 eE (U —MEBHEE) Th
0, A2 52— NISWBERE (1o 7 — ko M FWT, SN — =5 TOE OE X
2 &ATOMRE) . Web Connection (Web 777 4 L T TOE D% E 4 B ORI
RBET LD OWER) BDIFET D, X207 LR EXNT LI TWDIEEIE
Web Connection D77 —AT =7 \—Ta FEFBMERED ) F T, Z D ORERE
IR TEZR,

F—Ft

R7 AN, PORESNA =N By MR TT 78 AN > T2 58 12 B BIRIC
077y MO,

A —h -t MR

CORHARGE T DL B BRI T UMD, B SR INDOBIENT L,

Va7 N—Ra—IEE [ CE NSO GRS RS, — DB Z 2713 1 KU EoEL
WBRCES,

TRV T LR E X2 VT RO SLF R T IREEL X 2 T I — R E LT DO E &
B oMhe, ZOBRENT N> TWDZEIZIY Ry N —2 %24 L7- TOE o & #k
HE, EF 20T AL~V DRV Ry N — 73R R R & ORI 23 EE k&, F3FI A
ORI S B H SR RINDIFD, R EMOE EOBRICH L BN R RS, #E
O FE FEEH T NFEITHE) 21THL v 2 T LR IR BT 5, 728,
BX 2T LR E DA 7R ED 78 TOE EL COBREETH D,

User ID — R DT 25N TNDkAF. TOE 132 OB+ ZoR A& 28 ET 5,

Admin ID EHE DT 25N TS+, TOE (3% Okl E0F & 245 E 15,

o—— A EREE L— DX EE S HIREATORRE,

2 — — R

TOE DOFIHE ZRERET D RE, AATRRES TPIHIREAL. SMIRERED 3 HHH LMY, ¥
2 VT A SRAGRRE DA R R I ARARTRRED A DME ] TE D,

oy Ay TOE IZBWTC, =W —4&al A /SR —RZL > TRBIFRRER EIT T DL,

B A hgAE B RERITH L TR AR, SRkl ns I — N — k{5 3 HHHE,

ST ERIE b RE LAN L TRV T 27 — X &5 5L L TR 3 DI 6E,

BT HIRI A HDD (AR A7 T DHERE, B1E/ 0L DB 2~ O —RE RS B 5> 5 FI
HAOBRTES,

PNV E Y TOE K OEDEDIEE (7 4=y v —) ORI HIHE S DML R 72 7y =
7 THY, TOE IZHEHOT 7— L7 =7 TRERLS LTV D, TSF #ERED EHUZIT AN
W7 7—20x7 | LA ta—777—Au=TEZFEHL TS,

T7—=b0=T Ty 7T —h | ZohT—IRBELLLUL USB ARUNBAF LT 7T —hT — X &AL T 7—24

V=7 DEFEATOMRE, £ 27 SRLBE S A RRHT USB A2 L7 H
BOHBFERTED, ISW EBFETIND,

Copyright ©2023 KONICA MINOLTA, INC., All Rights Reserved

13/ 171




KONICA MINOLTA AccurioPress 7136P Security Target

2. Conformance claims

2.1. CC Conformance claims

A ST 1%, LLF® Common Criteria (LLE, CC L384) I AT 5,

CC version : Version 3.1 Release 5
CC conformance : Part2 (CCMB-2017-04-002) Extended,
and Part3 (CCMB-2017-04-003) Conformant

2.2. PP claim

A ST 1, LR PPIZEA T2,

2.3. PP Conformance rationale

PP identification

PP Title : Protection Profile for Hardcopy Devices

PP registration

PP version : 1.0 dated September 10, 2015

Date ! September 10, 2015

Errata :  Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

PP NERTALL FOSM2T 2L, PP Bk iEY Exact Conformance| Thb, +D7-H . TOE fERIIL PP &

—HL T\,

3.

Required Uses

Printing, Network communications, Administration

Conditionally Mandatory Uses

Field-Replaceable Nonvolatile Storage

Optional Uses
7L

Security Problem Definition

ARETIE, FIHE LRGN R PEDERR, ARSI, BB MO X274 ROV TRER T,

3.1. Users

TOE OFIHE X, LLFOIIFHES NS,

Table 3-1 User Categories

Designation Asset category

Definition

U.NORMAL Normal User

A User who has been identified and authenticated and does not

have an administrative role

U.ADMIN Administrator

A User who has been identified and authenticated and has an
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administrative role

3.2. Assets

38 & PEIT . User Data, TSF Data Thd, FEEITLL FTOIIICERIND,

Table 3-2 Asset categories

Designation Asset category Definition
D.USER User Data Data created by and for Users that do not affect the operation of
the TSF
D.TSF TSF Data Data created by and for the TOE that might affect the operation
of the TSF

3.2.1. User Data

User Data 1% FiC 2 DOFEBINORERSILD,

Table 3-3 User Data Type

Designation User Data Type Definition
D.USER.DOC | User Document Information contained in a User’s Document, in electronic or
Data hardcopy form
D.USER.JOB | User Job Data Information related to a User’s Document or Document
Processing Job

3.2.2. TSF Data

TSF Data (% F52 2 DOFRINLERIILD,

Table 3-4 TSF Data

Designation TSF Data type Definition
D.TSF.PROT | Protected TSF TSF Data for which alteration by a User who is neither the data
Data owner nor in an Administrator role might affect the security of
the TOE, but for which disclosure is acceptable
D.TSF.CONF [ Confidential TSF TSF Data for which either disclosure or alteration by a User who
Data is neither the data owner nor in an Administrator role might
affect the security of the TOE
3.3. Threats

This section describes threats to assets described in clause in 3.2.

Table 3-5 Threats for the TOE

Designation

Definition
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T.UNAUTHORIZED_
ACCESS

An attacker may access (read, modify, or delete) User Document Data or change
(modify or delete) User Job Data in the TOE through one of the TOE’s

interfaces.

T.TSF_COMPROMIS
E

An attacker may gain Unauthorized Access to TSF Data in the TOE through

one of the TOE’s interfaces.

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if the TOE is permitted to

operate while in a degraded state.

T.UNAUTHORIZED_
UPDATE

An attacker may cause the installation of unauthorized software on the TOE.

T.NET_COMPROMIS
E

An attacker may access data in transit or otherwise compromise the security of

the TOE by monitoring or manipulating network communication.

3.4. Organizational Security Policies

This section describes the Organizational Security Policies (OSPs) that apply to the TOE. OSPs are used
to provide a basis for Security Objectives that are commonly desired by TOE Owners in this operational
environment but for which it is not practical to universally define the assets being protected or the
threats to those assets.

Table 3-6 Organizational Security Policies for the TOE

Designation Definition

PAUTHORIZATION Users must be authorized before performing Document Processing and
administrative functions.

P.AUDIT Security-relevant activities must be audited and the log of such actions must be

protected and transmitted to an External IT Entity.
The TOE must be able to identify itself to other devices on the LAN.

P.COMMS_PROTECT

ION
PSTORAGE_ENCRY | If the TOE stores User Document Data or Confidential TSF Data on Field-
PTION Replaceable Nonvolatile Storage Devices, it will encrypt such data on those

devices.

PKEY_MATERIAL Cleartext keys, submasks, random numbers, or any other values that
contribute to the creation of encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF Data must be protected

from unauthorized access and must not be stored on that storage device.

3.5. Assumptions

The Security Objectives and Security Functional Requirements defined in subsequent sections of this

Protection Profile are based on the condition that all of the assumptions described in this section are

satisfied.
Table 3-7 Assumptions for the TOE
Designation Definition
A.PHYSICAL Physical security, commensurate with the value of the TOE and the data it stores

or processes, 1s assumed to be provided by the environment.

Copyright ©2023 KONICA MINOLTA, INC., All Rights Reserved
16 / 71



KONICA MINOLTA AccurioPress 7136P Security Target

ANETWORK The Operational Environment is assumed to protect the TOE from direct, public

access to its LAN interface.

A.TRUSTED_ADMIN | TOE Administrators are trusted to administer the TOE according to site security

policies.

A.TRAINED_USERS Authorized Users are trained to use the TOE according to site security policies.

Copyright ©2023 KONICA MINOLTA, INC., All Rights Reserved
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4. Security Objectives

4.1. Security Objectives for the Operational environment

This section describes the Security Objectives that must be fulfilled in the operational environment of
the TOE.

Table 4-1 Security Objectives for the Operational environment

Designation Definition

OE.PHYSICAL_PROT | The Operational Environment shall provide physical security, commensurate

ECTION with the value of the TOE and the data it stores or processes.
OE.NETWORK_PRO The Operational Environment shall provide network security to protect the
TECTION TOE from direct, public access to its LAN interface.

OE.ADMIN _TRUST The TOE Owner shall establish trust that Administrators will not use their
privileges for malicious purposes.

OE.USER_TRAININ The TOE Owner shall ensure that Users are aware of site security policies and

G have the competence to follow them.
OE.ADMIN_TRAINI The TOE Owner shall ensure that Administrators are aware of site security
NG policies and have the competence to use manufacturer’s guidance to correctly

configure the TOE and protect passwords and keys accordingly.
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5. Extended components definition

AFETIE JLEL X 2V T AR B2 E R T D, 728, JEIRE/ 1342 T HCD-PP TERSNTWDAHLDEZED
FEFEHAL TS,

5.1. FAU_STG_EXT Extended: External Audit Trail Storage

Family Behavior:
This family defines requirements for the TSF to ensure that secure transmission of audit data from TOE
to an External IT Entity.

Component leveling:

FAU_STG_EXT.1: Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel

implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:

=  The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

®  There are no auditable events foreseen.

FAU_STG_EXT.1 Extended: Protected Audit Trail Storage
Hierarchical to : No other components
Dependencies : FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel
FAU_STG_EXT.1.1  The TSF shall be able to transmit the generated audit data to an External IT Entity using
a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity which relies
on a non-TOE audit server for storage and review of audit records. The storage of these audit records and
the ability to allow the administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR for the transmission of
audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class with a

single component.
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5.2. FCS_CKM_EXT Extended: Cryptographic Key Management

Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially, this extended
component is intended for cryptographic key destruction.

Component leveling:

FCS_CKM_EXT.4: Extended: Cryptographic Key Material Destruction 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key materials

that are no longer needed are destroyed by using an approved method.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

=  There are no auditable events foreseen.

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

Hierarchical to : No other components
Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction
FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and

cryptographic critical security parameters when no longer needed.

Rationale:
Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer
needed are destroyed by using an approved method, and the Common Criteria does not provide a suitable

SFR for the Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure, and it is

therefore placed in the FCS class with a single component.

5.3. FCS_IPSEC_EXT Extended: IPsec selected

Family Behavior:

This family addresses requirements for protecting communications using IPsec.
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Component leveling:

FCS_IPSEC_EXT.1 Extended: IPsec selected 1

FCS_IPSEC_EXT.1 IPsec requires that IPsec be implemented as specified.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

= Failure to establish an IPsec SA

FCS_IPSEC_EXT.1 Extended: IPsec selected

Hierarchical to : No other components

Dependencies : FIA_PSK_EXT.1 Extended:Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit

FCS_IPSEC_EXT.1.1 The TSF shall implement the IPsec architecture as specified in RFC 4301.

FCS_IPSEC_EXT.1.2 The TSF shall implement [selection: tunnel mode, transport mode).

FCS_IPSEC_EXT.1.3  The TSF shall have a nominal, final entry in the SPD that matches anything that is
otherwise unmatched, and discards it.

FCS_IPSEC_EXT.1.4  The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using
[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602)
together with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified
by RFC 3602) together with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-
128 as specified in RFC 4106, AES-GCM-256 as specified in RFC 4106).

FCS_IPSEC_EXT.1.5  The TSF shall implement the protocol: [selection: IKEvI, using Main Mode for Phase 1
exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no other RFCs
for extended sequence numbers, RFC 4304 for extended sequence numbers], and
[selection: no other RFCs for hash functions, RFC 4868 for hash functionsl; IKEv2 as
defined in RFCs 5996, [selection: with no support for NAT traversal, with mandatory
support for NAT traversal as specified in section 2.23), and [selection: no other RFCs for
hash functions, RFC 4868 for hash functionsl].
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FCS_IPSEC_EXT.1.6  The TSF shall ensure the encrypted payload in the [selection: IKEvI, IKEv2 protocol
uses the cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC
3602 and [selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other
algorithml).

FCS_IPSEC_EXT.1.7 The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

FCS_IPSEC_EXT.1.8  The TSF shall ensure that [selection: IKEv2 SA lifetimes can be established based on
[selection: number of packets/number of bytes; length of time, where the time values can
be limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs]; IKEv1 SA lifetimes
can be established based on [selection: number of packets/number of bytes ; length of
time, where the time values can be Iimited to: 24 hours for Phase 1 SAs and 8 hours for
Phase 2 SAs]].

FCS_IPSEC_EXT.1.9  The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit MODP),
and [selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20 (384-
bit Random ECE 5 (1536-bit MODP)), |assignment: other DH groups that are
implemented by the TOE], no other DH groups).

FCS_IPSEC_EXT.1.10 The TSF shall ensure that all IKE protocols perform Peer Authentication using the
[selection: RSA, ECDSA] algorithm and Pre-shared Keys.

Rationale:
IPsec is one of the secure communication protocols, and the Common Criteria does not provide a suitable

SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is

therefore placed in the FCS class with a single component.

5.4. FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)

Family Behavior:
This family provides the specification to be used for using multiple layers of encryption keys to ultimately

secure the protected data encrypted on the storage.

Component leveling:

FCS_KYC_EXT Key Chaining 1

FCS_KYC_EXT Key Chaining, requires the TSF to maintain a key chain and specifies the characteristics
of that chain.

Management:
The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:
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= There are no auditable events foreseen.

FCS KYC EXT1 Extended: Key Chaining

Hierarchical to : No other components.
Dependencies : [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(f) Cryptographic operation (Key Encryption),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),
and/or
FCS_COP.1(G) Cryptographic operation (Key Transport)]
FCS_KYC_EXT.1.1  The TSF shall maintain a key chain of: [selection: one, using a submask as the BEV or
DEK; intermediate keys originating from one or more submask(s) to the BEV or DEK using
the following method(s): [selection: key wrapping as specified in FCS COP1(e), key
combining as specified in FCS_SMC EXT 1, key encryption as specified in FCS_COP1(®),
key derivation as specified in FCS KDF EXT1, key transport as specified in
FCS_COP 1G] while maintaining an effective strength of [selection: 128 bits, 256 bits].

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the characteristics of
that chain.However, the Common Criteria does not provide a suitable SFR for the management of
multiple layers of encryption key to protect encrypted data.

This extended component protects the TSF data using cryptographic algorithms, and it is therefore

placed in the FCS class with a single component.

5.5. FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit Generation)

Family Behavior:
This family defines requirements for random bit generation to ensure that it is performed in accordance

with selected standards and seeded by an entropy source.

Component leveling:

FCS_RBG_EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in accordance

with selected standards and seeded by an entropy source.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.
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FCS RBG EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

Hierarchical to : No other components.
Dependencies : No dependencies.

FCS_RBG_EXT.1.1  The TSF shall perform all deterministic random bit generation services in accordance with
[selection: ISOAEC 18031:2011, NIST SP 800-90A] using [selection: Hash DRBG (any),
HMAC_DRBG (any), CTR_DRBG (AES)\.

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by at least one entropy source that accumulates
entropy from [selection: [assignment: number of software-based sources| software-based
noise source(s), [assignment: number of hardware-based sourcesl hardware-based noise
source(s)] with a minimum of [selection: 128 bits, 256 bits] of entropy at least equal to the
greatest security strength, according to ISO/IEC 18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that it will generate.

Rationale:
Random bits/mumber will be used by the SFRs for key generation and destruction, and the Common

Criteria does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in the FCS

class with a single component.

5.6. FDP_DSK_EXT Extended: Protection of Data on Disk

Family Behavior:
This family is to mandate the encryption of all protected data written to the storage.

Component leveling:

FDP DSK_EXT.1 Extended: Protection of Data on Disk 1

FDP_DSK_EXT.1 Extended:Protection of Data on Disk, requires the TSF to encrypt all the Confidential
TSF and User Data stored on the Field-Replaceable Nonvolatile Storage Devices in order to avoid storing

these data in plaintext on the devices.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

=  There are no auditable events foreseen.

FDP_DSK _EXT.1 Extended: Protection of Data on Disk

Hierarchical to : No other components
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Dependencies : FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption).

FDP_DSK_EXT.1.1  The TSF shall [selection: perform encryption in accordance with FCS_COP.1(d), use a
self-encrypting Field-Replaceable Nonvolatile Storage Device that is separately CC
certified to conform to the FDE EE cPP, such that any Field-Replaceable Nonvolatile
Storage Device contains no plaintext User Document Data and no plaintext Confidential
TSF Data.

FDP_DSK_EXT.1.2  The TSF shall encrypt all protected data without user intervention.

Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any confidential data without user
intervention, and the Common Criteria does not provide a suitable SFR for the Protection of Data on
Disk.

This extended component protects the Data on Disk, and it is therefore placed in the FDP class with a

single component.

5.7. FIA_PMG_EXT Extended: Password Management

Family Behavior:
This family defines requirements for the attributes of passwords used by administrative users to ensure

that strong passwords and passphrases can be chosen and maintained.

Component leveling:

FIA_PMG_EXT.1 Extended: Password Management 1

FIA_PMG_EXT.1 Password management requires the TSF to support passwords with varying

composition requirements, minimum lengths, maximum lifetime, and similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FIA_PMG_EXT.1 Extended: Password Management

Hierarchical to : No other components
Dependencies : No dependencies

FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:

+ Passwords shall be able to be composed of any combination of upper and lower case
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“p ok

letters, numbers, and the following special characters: [selection: “!”, “@”, “#”, “$”, “%”, “*”,
“&”, ¥ “(« ) [assignment: other charactersll;
+ Minimum password length shall be settable by an Administrator, and have the capability

to require passwords of 15 characters or greater;
Rationale:
Password Management is to ensure the strong authentication between the endpoints of communication,

and the Common Criteria does not provide a suitable SFR for the Password Management.

This extended component protects the TOE by means of password management, and it is therefore placed

in the FIA class with a single component.

5.8. FIA_PSK_EXT Extended: Pre-Shared Key Composition

Family Behavior:
This family defines requirements for the TSF to ensure the ability to use pre-shared keys for IPsec.

Component leveling:

FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition 1

FIA_PSK_EXT.1 Pre-Shared Key Composition, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FIA PSK EXT 1 Extended: Pre-Shared Key Composition
Hierarchical to : No other components
Dependencies : FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit Generation)
FIA_PSK EXT.1.1 The TSF shall be able to use pre-shared keys for IPsec.
FIA_PSK_EXT.1.2 The TSF shall be able to accept text-based pre-shared keys that are:
+22 characters in length and [selection: [assignment: other supported lengths), no other
lengthsl;
-composed of any combination of upper and lower case letters, numbers, and special
characters (that include: “”, “@”, “#”, “$”, “%”, “*”, “&”, “*”, “(, and “)").
FIA_PSK_EXT.1.3 The TSF shall condition the text-based pre-shared keys by using [selection: SHA-1, SHA-
256, SHA-512, [assignment: method of conditioning text stringl] and be able to [selection:

use no other pre-shared keyss accept bit-based pre-shared keys; generate bit-based pre-
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shared keys using the random bit generator specified in FCS_RBG_EXT 1].

Rationale:
Pre-shared Key Composition is to ensure the strong authentication between the endpoints of
communications, and the Common Criteria does not provide a suitable SFR for the Pre-shared Key

Composition.

This extended component protects the TOE by means of strong authentication, and it is therefore placed
in the FIA class with a single component.

5.9. FPT_KYP_EXT Extended: Protection of Key and Key Material

Family Behavior:
This family addresses the requirements for keys and key materials to be protected if and when written

to nonvolatile storage.

Component leveling:

FPT_KYP _EXT.1 Protection of key and key material 1

FPT_KYP _EXT.1 Extended: Protection of key and key material, requires the TSF to ensure that no

plaintext key or key materials are written to nonvolatile storage.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FPT_KYP_EXT.1 Extended: Protection of Key and Key Material
Hierarchical to : No other components.
Dependencies : No dependencies.

FPT _KYP_EXT.1.1 The TSF shall not store plaintext keys that are part of the keychain specified by
FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage Device.

Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key material are written to
nonvolatile storage, and the Common Criteria does not provide a suitable SFR for the protection of key
and key material.

This extended component protects the TSF data, and it is therefore placed in the FPT class with a single

component.
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5.10. FPT_SKP_EXT Extended: Protection of TSF Data

Family Behavior:
This family addresses the requirements for managing and protecting the TSF data, such as cryptographic
keys.This is a new family modelled as the FPT Class.

Component leveling:

FPT SKP_EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires preventing symmetric

keys from being read by any user or subject.It is the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FPT SKP _EXT.1 Extended: Protection of TSF Data
Hierarchical to : No other components.
Dependencies : No dependencies.
FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private keys.

Rationale:
Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are protected

securely, and the Common Criteria does not provide a suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication using Preshared Key, and

it is therefore placed in the FPT class with a single component.

5.11. FPT_TST_EXT Extended: TSF testing

Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct operation.

Component leveling:

FPT_TST_EXT.1 Extended: TSF testing 1
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FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up in order to

demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FPT_TST _EXT.1 Extended: TSF testing
Hierarchical to : No other components
Dependencies : No dependencies

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to demonstrate
the correct operation of the TSF.

Rationale:
TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not provide a

suitable SFR for the TSF testing.In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single

component.

5.12. FPT_TUD_EXT Extended: Trusted Update

Family Behavior:
This family defines requirements for the TSF to ensure that only administrators can update the TOE

firmware/software, and that such firmware/software is authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1

FPT _TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.
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FPT_TUD_EXT.1

FPT_TUD_EXT.1.1

FPT_TUD_EXT.1.2

FPT_TUD_EXT.1.3

Rationale:

Extended: Trusted Update

Hierarchical to : No other components
Dependencies : FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).
The TSF shall provide authorized administrators the ability to query the current version
of the TOE firmware/software.
The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.
The TSF shall provide a means to verify firmware/software updates to the TOE using a
digital signature mechanism and [selection: published hash, no other functions] prior to

installing those updates.

Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable SFR for

the management of firmware/software.In particular, there is no SFR defined for importing T'SF Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single

component.
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6. Security Requirements
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6.1.1. Class FAU: Security audit

FAU_GEN.1 Audit data generation
(for 0.AUDIT)
Hierarchical to : No other components
Dependencies : FPT_STM.1 Reliable time stamps
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:

a) Start-up and shutdown of the audit functions;

b) All auditable events for the not specified level of audit; and

¢) All auditable events specified in

Table 6-1, [assignment: other specifically defined auditable events].
[assignment: other specifically defined auditable events)

" none

FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:

a) Date and time of the event, type of event, subject identity Gf applicable), and the
outcome (success or failure) of the event; and

b) For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, additional information specified in

Table 6-1, [assignment: other audit relevant information).

[assignment: other audit relevant information]

" none

Table 6-1 Audit data requirements

Auditable event Relevant SFR Additional Details
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information
Job completion FDP_ACF.1 Type of job ARTET a7 OFHL
ARAFEY a7 OHIRI
ARAFT a7 OHIER
ARFFTaT OEE R (B8 - 1
%)
TV R aT OFIR
TV aT DIRAT
Unsuccessful User authentication | FIA_UAU.1 None 1A DR
‘u T A DIEL
Unsuccessful User identification FIA_UID.1 None BT AL DD
BT A DRI
Use of management functions FMT_SMF.1 None X2 U7 B RE O A
Modification to the group of Users | FMT_SMR.1 None 2 —HF—DEBNOLETRENFIEL
that are part of a role TRNAFLEITAT O
Changes to the time FPT_STM.1 None - ARFDZE
Failure to establish session FTP_ITC.1, Reason for | «iBfEHEST DI ORI DB H
FTP_TRP.1(a), | failure
FTP_TRP.1(b)
FAU_GEN.2 User identity association
(for 0.AUDIT)
Hierarchical to : No other components
Dependencies : FAU_GEN.1 Audit data generation
FTIA_UID.1 Timing of identification
FAU_GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able to

FAU_STG_EXT.1

FAU_STG_EXT.1.1

associate each auditable event with the identity of the user that caused the event.

Extended: External Audit Trail Storage

(for 0.AUDIT)
Hierarchical to : No other components
Dependencies : FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel
The TSF shall be able to transmit the generated audit data to an External IT Entity using
a trusted channel according to FTP_ITC.1.

6.1.2. Class FCS: Cryptographic support

FCS_CKM.1(a)

Cryptographic Key Generation (for asymmetric keys)
(for 0.COMMS_PROTECTION)

Hierarchical to : No other components.

Dependencies : [ECS_CKM-2 Cryptographic key-distribution,or
FCS_COP.1(b) Cryptographic Operation (for signature

generation/ verification),
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FCS_COP.1(G) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material

Destruction
FCS_CKM.1.1(a) The TSF shall generate asymmetric cryptographic keys used for key establishment in
Refinement: accordance with [selection:

] NIST Special Publication 800-564, ‘“Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for finite field-
based key establishment schemes;y

] NIST Special Publication 800-564, ‘“Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for elliptic curve-
based key establishment schemes and implementing “NIST curves” P-256, P-384 and
[selection: P-521, no other curves] (as defined in FIPS PUB 186-4, “Digital Signature
Standard”)

] NIST Special Publication 800-56B, “Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography” for RSA-based
key establishment schemes

] and specified cryptographic key sizes equivalent to, or greater than, a symmetric key

strength of 112 bits.

[selection: NIST Special ..]

] NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for finite field-
based key establishment schemes

] NIST Special Publication 800-56B, “Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography” for RSA-based

key establishment schemes

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION)

Hierarchical to : No other components.
Dependencies : [ECS_CKM-2 Cryptographie key-distribution,or
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption)
FCS_COP.1(e) Cryptographic Operation (Key Wrapping)
FCS_COP.1(f) Cryptographic operation (Key Encryption)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit Generation)
FCS_CKM.1.1(b) The TSF shall generate symmetric cryptographic keys using a Random Bit Generator as
Refinement specified in FCS_RBG_EXT.1 and specified cryptographic key sizes [selection: 128 bit, 256
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FCS_CKM_EXT.4

FCS_CKM_EXT.4.1

FCS_CKM.4

FCS_CKM.4.1

Refinement:

bif that meet the following: No Standard.
[selection: 128 bit, 256 bif]

= 128bit

= 256 bit

Extended: Cryptographic Key Material Destruction
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)

Hierarchical to : No other components.
Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)],
FCS_CKM.4 Cryptographic key destruction

The TSF shall destroy all plaintext secret and private cryptographic keys and

cryptographic critical security parameters when no longer needed.

Cryptographic key destruction
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)

Hierarchical to : No other components.
Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]

The TSF shall destroy cryptographic keys in accordance with a specified cryptographic key

destruction method [selection:

] For volatile memory, the destruction shall be executed by [selection: powering off a
device, lassignment: other mechanism that ensures keys are destroyed]).

] For nonvolatile storage, the destruction shall be executed by a [selection: single, three
or more times| overwrite of key data storage location consisting of [selection: a pseudo
random pattern using the TSF’s RBG (as specified in FCS_RBG _EXT.1), a static
pattern], followed by a [selection: read-verify; nonel. If read-verification of the
overwritten data fails, the process shall be repeated again;

] that meets the following: [selection: NIST SP800-88, no standard).

[selection: For volatile memory; ...]

] For volatile memory, the destruction shall be executed by [selection: powering off a
device, [assignment: other mechanism that ensures keys are destroyed]].

] For nonvolatile storage, the destruction shall be executed by a [selection: single, three
or more times] overwrite of key data storage location consisting of [selection: a pseudo
random pattern using the TSF’s RBG (as specified in FCS_RBG_EXT.1), a static
pattern], followed by a [selection: read-verify, nonel. If read-verification of the
overwritten data fails, the process shall be repeated again;

[selection: powering off a device, [assignment: other mechanism that ensures keys are

destroyedi]

] powering off a device

[selection: single, three or more times]

= single

[selection: a pseudo random pattern using the TSFs RBG (as specified in
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FCS_COP.1(a)

FCS COP.1.1(a)

Refinement

FCS_COP.1(b)

FCS _COP.1.1(b)

Refinement

FCS _RBG _EXT 1), a static pattern]

. a static pattern

[selection: read-verify, nonel

*  none

[selection: NIST SP800-88, no standardl

] no standard

Cryptographic Operation (Symmetric encryption/decryption)

(for 0.COMMS_PROTECTION)

Hierarchical to : No other components

Dependencies : [EDP_ITC 1 Import-of user- datawithout-seeurity-attributesor
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

The TSF shall perform encryption and decryption in accordance with a specified

cryptographic algorithm AES operating in [assignment: ome or more modes] and

cryptographic key sizes 128-bits and 256-bits that meets the following:

=  FIPS PUB 197, “Advanced Encryption Standard (AES)”

. [Selection: NIST SP 800-384, NIST SP 800-38B, NIST SP 800-38C, NIST SP 800-

38D
[assignment: one or more modes]
. CBC

[Selection: NIST SP 800-384, NIST SP 800-38B, NIST SP 800-38C, NIST SP 800-38D)
. NIST SP800-38A

Cryptographic Operation (for signature generation/verification)
(for O.UPDATE_VERIFICATION, O0.COMMS_PROTECTION)

Hierarchical to : No other components
Dependencies : [EDPITC 1 Import-ofuser-data-without-seeurity-attributes,or
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
The TSF shall perform cryptographic signature services in accordance with a [selection:
»  Digital Signature Algorithm (DSA) with key sizes (modulus) of [assignment: 2048 bits
or greater],
] RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greaterl, or
] Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of [assignment:
256 bits or greaterl]
that meets the following [selection:
Case: Digital Signature Algorithm
L] FIPS PUB 186-4, “Digital Signature Standard”
Case: RSA Digital Signature Algorithm
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FCS_RBG_EXT.1

FCS_RBG_EXT.1.1

FCS_RBG_EXT.1.2

] FIPS PUB 186-4, “Digital Signature Standard”

Case: Elliptic Curve Digital Signature Algorithm

L] FIPS PUB 186-4, “Digital Signature Standard”

= The TSF shall implement “NIST curves” P-256, P384 and [selection: P521, no other
curves] (as defined in FIPS PUB 186-4, “Digital Signature Standard”).

]

[selection: Digital Signature ...]

L] RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater]

[assignment: 2048 bits or greater]

= 2048bits

[selection: Case: Digital ...]

] FIPS PUB 186-4, “Digital Signature Standard”

Extended: Cryptographic Operation (Random Bit Generation)
(for O.STORAGE_ENCRYPTION and O.COMMS_PROTECTION)

Hierarchical to : No other components.

Dependencies : No dependencies.

The TSF shall perform all deterministic random bit generation services in accordance with
[selection: ISOAEC 18031:2011, NIST SP 800-90A] using [selection: Hash DRBG (any),
HMAC _DRBG (any), CTR_DRBG (AES).

[selection: ISO/IEC 18031:2011, NIST SP 800-90A]

. NIST SP 800-90A

[selection: Hash_DRBG (any), HMAC _DRBG (any), CTR_DRBG (AES))

= CTR_DRBG (AES)

The deterministic RBG shall be seeded by at least one entropy source that accumulates
entropy from [selection: [assignment: number of software-based sources| software-based
noise source(s), [assignment: number of hardware-based sourcesl hardware-based noise
source(s)] with a minimum of [selection: 128 bits, 256 bits] of entropy at least equal to the
greatest security strength, according to ISO/TEC 18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that it will generate.

[selection: [assignment: number of software-based sources] software-based noise source(s),
[assignment: number of hardware-based sources| hardware-based noise source(s)]

. [assignment: number of hardware-based sources] hardware-based noise source(s)

[assignment: number of hardware-based sources)

" one
[selection: 7128 bits, 256 bits]
. 256 bits

6.1.3. Class FDP: User data protection

FDP_ACC.1

FDP_ACC.1.1

Subset access control

(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical to : No other components

Dependencies : FDP_ACEF.1 Security attribute based access control

The TSF shall enforce the User Data Access Control SFP on subjects, objects, and
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Refinement

FDP_ACF.1

FDP_ACF.1.1
Refinement
FDP_ACF.1.2

Refinement

FDP_ACF.1.3

Refinement

FDP_ACF.1.4

Refinement

operations among subjects and objects specified in Table 6-2 and Table 6-3.

Security attribute based access control

(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to No other components

FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation

The TSF shall enforce the User Data Access Control SFP to objects based on the following:

subjects, objects, and attributes specified in Table 6-2 and Table 6-3.

Dependencies

The TSF shall enforce the following rules to determine if an operation among controlled
subjects and controlled objects is allowed: rules governing access among controlled
subjects and controlled objects using controlled operations on controlled objects specified
In Table 6-2 and Table 6-3.

The TSF shall explicitly authorise access of subjects to objects based on the following
additional rules: [assignment: rules that do not conflict with the User Data Access Control
SFP based on security attributes, that explicitly authorise access of subjects to objects].
[assignment: rules that do not conflict with the User Data Access Control SFB based on
security attributes, that explicitly authorise access of subjects to objects]

= 2L

The TSF shall explicitly deny access of subjects to objects based on the following additional
rules: [assignment: rules that do not conflict with the User Data Access Control SFE based
on security attributes, that explicitly deny access of subjects to objects].

[assignment: rules that do not conflict with the User Data Access Control SFE based on
security attributes, that explicitly deny access of subjects to objects]

= 2L

Table 6-2 D.USER.DOC Access Control SFP

"Create"

llRead"

"Modify"

"Delete"

Print

Operation :

Submit

a

document to be

printed

View image or
Release printed

output

Modify stored

document

Delete stored

document

Job owner

(note 1)

U.ADMIN

denied

denied

denied

U.NORMAL

denied

denied

denied

Unauthenticated

denied

denied

denied

denied

[#i/2] Table6-2 I%, FRLOIKITO SFP ZEib L T3,

] Print :

TV EREE AW T X 2T HIRL =Y a7 Ol T — #1259 5 SFP

%K TOE 1% FAX #REZ#5# L T 72 2 [Fax send | [Fax receive | REOHRIE & VT 7 AR FFEL 72V,
MR TOE 13 AF v HEEEHHEH L TR0 729 [ Scan | [ Copy | I D#RAE K O 7 AHIITEE L2

Table 6-3 D.USER.JOB Access Control SFP

"Create"

llRead"

"Modify"

"Delete"
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Print

Operation : Create print job | View print | Modify print job | Cancel print job
queue / log

Job owner (note 1)

U.ADMIN denied denied

U.NORMAL denied denied

Unauthenticated | denied denied denied

[#fi/2] Table6-3 IZ, FREDIKILTD SFP ZFEik L T3,

] Print :

TV EEREE N TEX 2 VT AFIRIL 72227 Dva7 7 —212x3 % SFP

A TOE 1% FAX BEREZ#5#E L TV 22 =8 [Fax send | [Fax receive | REDHE K N7 7 & ZHIFNIAFLE LRV,
¥R TOE |3 AF v 3 E 2 L Q2 [Scan | [ Copy | B DHRE K O 72 AHIEITEE LA

Note 1° Job Owner is identified by a credential or assigned to an authorized User as part of the process

of submitting a print or storage Job.

Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a scan, copy or

retrieval Job.

6.1.4. Class FIA: Identification and authentication

FIA_AFL.1

FIA_AFL.1.1

FIA_AFL.1.2

Authentication failure handling
(for O.USER_I&A)

Hierarchical to

Dependencies

No other components
FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection: [assignment: positive integer number], an

administrator configurable positive integer within [assignment: range of acceptable

values|] unsuccessful authentication attempts occur related to [assignment: list of

authentication events].

[selection: [assignment: positive integer number], an administrator configurable positive

integer within[assignment: range of acceptable values]

[assignment: positive integer numberl,
] Refer to Table 6-4
[assignment: list of authentication events)
] Refer to Table 6-4

When the defined number of unsuccessful authentication attempts has been [selection:

met, surpassed], the TSF shall [assignment: list of actions].

[selection: met, surpassed]

. met

[assignment: list of actions]
= Refer to Table 6-4

Table 6-4 Authentication failure handling

authentication events

positive integer number

list of actions]
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BAE SR IIT D — P —FRGE K OV B 38 1 5 PO D FBFIEIE 11
Web Connection (23317 % & B FRGE 1 5 M ORFEE 11
BEARIMTBIT D — P —FRAEK TV ZRTA] | 3 TAY hOR YT
(CE o THASNIZE T LEDZF RO —Y —F8GE (8 B 3 3¢ 7 T L2 5
Tr y 7RI LY
R = 5)
FIA_ATD.1 User attribute definition

FIA_ATD.1.1

FIA_PMG_EXT.1

FIA_PMG_EXT.1.1

FIA_UAU.1

FIA_UAU.1.1

Refinement

(for 0.USER_AUTHORIZATION)

Hierarchical to : No other components

Dependencies : No dependencies

The TSF shall maintain the following list of security attributes belonging to individual
users: [assignment: /ist of security attributes].

[assignment: list of security attributesl.

. % 2 7 J&M(User ID, Admin ID)

= %E(UNORMAL, U.ADMIN)

Extended: Password Management
(for O.USER_I&A)

Hierarchical to : No other components
Dependencies : No dependencies
The TSF shall provide the following password management capabilities for User
passwords:

- Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [selection: “!”, “@”, “#”, “$”, “%”, “*”,
“&”, ¥ “(“ “) [assignment: other charactersl;

* Minimum password length shall be settable by an Administrator, and have the capability

to require passwords of 15 characters or greater;

[selection: “I”, “@”, “#”, “$”, “%”, “7”, “&”, “*” “(“, ), [assignment: other characters]]

. W@, W, P, U, N “&D, 7 (¢ ) and [assignment: other characters)

[assignment: other characters]

. A L R A T i i T D o Ts |
“«r (EEE)

. B A ] T T T e i e S S AP Do s
O (ERIAE)

Timing of authentication
(for 0.USER_I&A)

Hierarchical to : No other components

Dependencies : FIA_UID.1 Timing of identification

The TSF shall allow [assignment: list of TSF mediated actions that do not conflict with
the User Data Access Control SFE and do not provide access to D.TSF.CONEF, and do not
change any TSF datal on behalf of the user to be performed before the user is
authenticated.

[assignment: list of TSF mediated actions that do not conflict with the User Data Access
Control SFE and do not provide access to D.TSE,CONE, and do not change any TSF datal
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FIA_UAU.1.2

FIA_UAU.7

FIA_UAU.7.1

FIA_UID.1

FIA_UID.1.1

Refinement

FIA_UID.1.2

FIA_USB.1

FIA_USB.1.1

FIA_USB.1.2

- TOE ORIEMERI L ORREOHKE

= TV B RTANZEDHNERE, Hinddy L ani-va 7ORBRETH DRI
JBIE, BAMRZET LTy a 7OoH A FROME

. A=tV Ey MEEORE

The TSF shall require each user to be successfully authenticated before allowing any other

TSF-mediated actions on behalf of that user.

Protected authentication feedback
(for O.USER_I&A)

Hierarchical to : No other components

Dependencies : FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: Iist of feedback] to the user while the
authentication is in progress.

[assignment: Jist of feedbackl
- AN ENT-LFTT —H 1 LFRICWE LT OER

Timing of identification

(for O.USER_I&A and O.ADMIN_ROLES)

Hierarchical to : No other components

Dependencies : No dependencies

The TSF shall allow [assignment: /ist of TSF-mediated actions that do not conflict with

the User Data Access Control SFE and do not provide access to D.TSF. CONF, and do not

change any TSF data) on behalf of the user to be performed before the user is identified.

lassignment: list of TSF-mediated actions that do not conflict with the User Data Access

Control SFP, and do not provide access to D.TSF.CONE and do not change any TSF datal

=  TOE DREMERS L OFKREFEORE

" TV B RTANCLEDMAERE, HAinfy e aieya 7ORETH LR
JBIRE, HAmsET LTWnWewnwy a7 o) HHIORE

. F—~ V' NEMORE

The TSF shall require each user to be successfully identified before allowing any other

TSF-mediated actions on behalf of that user.

User-subject binding
(for O.USER_I&A)

Hierarchical to : No other components

Dependencies : FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting on the

behalf of that user: [assignment: list of user security attributes].

[assignment: list of user security attributes].

- & 2 7 B (User ID, Admin ID)

= #%#|(UNORMAL, U.ADMIN)

The TSF shall enforce the following rules on the initial association of user security
attributes with the subjects acting on behalf of users: [assignment: rules for the initial
association of attributesl.

[assignment: rules for the initial association of attributes)

*  Admin ID(1 SO ZEE) CRIES -6, %E UADMIN % BEEAHT %
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. Z Ofho> ID TREGE S L7235 5% H UNORMAL % B#iftiT 5.

FIA_USB.1.3 The TSF shall enforce the following rules governing changes to the user security attributes
with the subjects acting on behalf of users: [assignment: rules for the changing of
attributes).

[assignment: rules for the changing of attributes]
= L

6.1.5. Class FMT: Security management

FMT _MOF.1 Management of security functions behaviour

(for O.ADMIN_ROLES)

Hierarchical to : No other components

Dependencies : FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

FMT _MOF.1.1 The TSF shall restrict the ability to [selection: determine the behaviour of, disable,
Refinement enable, modify the behaviour ofl the functions [assignment: Zist of functions] to

U.ADMIN.

[selection: determine the behaviour of, disable, enable, modify the behaviour of

= Refer to Table 6-5

[assignment: list of functions]

= Refer to Table 6-5

Table 6-5 Management of Security Functions behavior

Security Functions Operations
X o UT o s bk ERRE disable, enable
Ty ha oy 7 R enable
P—vRu A AR ERRE disable, enable
FMT_MSA.1 Management of security attributes
(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to : No other components
Dependencies : [FDP_ACC.1 Subset access control, ex

EDP_IEC 1 -Subsetinformationflow-control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MSA.1.1 The TSF shall enforce the User Data Access Control SFP to restrict the ability to
Refinement [selection: change default, query, modify, delete, [assignment: other operations]/] the
security attributes [assignment: list of security attributes] to [assignment: the authorised
identified roles).
[selection: change default, query, modify, delete, [assignment: other operations)|
= Refer to Table 6-6
[assignment: list of security attributes]
= Refer to Table 6-6
[assignment: the authorized identified roles]
= Refer to Table 6-6
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Table 6-6 Management of Object Security Attribute

Security Attribute Authorized Identified Roles Operations
User ID U.ADMIN ¢k, modify. delete
FMT _MSA.3 Static attribute initialisation

(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)

No other components

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

Hierarchical to

Dependencies

FMT_MSA.3.1 The TSF shall enforce the User Data Access Control SFP to provide [selection, choose one
Refinement of: restrictive, permissive, [assignment: other propertyfl default values for security

attributes that are used to enforce the SFP.

[selection, choose one of: restrictive, permissive, [assignment: other propertyll

= restrictive
FMT_MSA.3.2 The TSF shall allow the [selection: U.ADMIN, no rolel to specify alternative initial
Refinement values to override the default values when an object or information is created.

[selection: U.ADMIN, no rolel

= no role
FMT MTD.1 Management of TSF data

(for 0.ACCESS_CONTROL)

Hierarchical to No other components

Dependencies FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 The TSF shall restrict the ability to perform the specified operations on the specified TSF
Refinement Data to the roles specified in Table 6-7, Table 6-8 and Table 6-9.

Table 6-7 Operation of TSF Data (1)

TSF Data owned by a U NORMAL or associated with Documents or jobs owned by a U NORMAL

TSF Data Operations Authorized Roles
U.NORMAL ®uZ A2 /32T —R Modify the owning U NORMAL.
U.NORMAL a2 /3AT —R Xk, Modify U.ADMIN,
Table 6-8 Operation of TSF Data (2)
TSF Data not owned by a U NORMAL
TSF Data Operations Authorized Roles
F R modify U.ADMIN
15 5#(KEK) modify U.ADMIN
5 5 #(KEK/DEK) delete U.ADMIN
ATy DIFE 5k modify U.ADMIN
Ry NI —IRTE modify U.ADMIN
ISAT—RHK query, modify U.ADMIN
U. ADMIN OEBLE /SAT —R Modify U.ADMIN
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Table 6-9 Operation of TSF Data (3)
TSF Data: software, firmware, and related configuration data
TSF Data Operations Authorized Roles
TOE 77— =7 BHICEHT 257 —% (E | modify U.ADMIN
BRROT7 =L =7)

FMT_SMF.1 Specification of Management Functions
(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL, and O.ADMIN_ROLES)
Hierarchical to : No other components
Dependencies : No dependencies
FMT_SMF.1.1 The TSF shall be capable of performing the following management functions: [assignment:
Refinement list of management functions provided by the TSH.

lassignment: list of management functions provided by the TSF]
] refer to Table 6-10

Table 6-10 list of management functions

management functions
U.ADMIN (2 L 5¥ %= U T ¢ ik EHEHE
U.ADMIN |Z & % B v/ 2415 Joak EaEE
U.ADMIN |2 & % = —F —FH A~
UNORMAL (2 kB HEH DB 7oA LA T — N O FHERE
U.ADMIN |Z & % BiE /S AU — KDL FERERE
U.ADMIN (2 & % H B O 28 ke
U.ADMIN |2 L % /82 U — KRB FHSHE
UADMIN {2 X % % v b U — 7 8% E DB - 725 FRERE
U.ADMIN | & % I 5§ 0> 28 T HERE
e
e
e
Iz

UADMIN (2L 57 7 — A7 =77 v 77— MRE

U.ADMIN |2 L 527 —# & X HIRHE

U.ADMIN L7 a7 fiRkrikee

UADMIN (C kB —v 21w 7o AR EHhE

o —H—EHEHREIZ I, UADMIN (2k% UNORMAL ®u 2 A /AU — ROFH, 7Y =27 hotF
2 VT 4 BEOEENEG END,

FMT _SMR.1 Security roles
(for 0.ACCESS_CONTROL, O.USER_AUTHORIZATION, and O.ADMIN_ROLES)
Hierarchical to : No other components
Dependencies : FIA_UID.1 Timing of identification

FMT SMR.1.1 The TSF shall maintain the roles U ADMIN, UNORMAL.

Refinement

FMT_SMR.1.2 The TSF shall be able to associate users with roles.

6.1.6. Class FPT: Protection of the TSF

FPT SKP EXT.1 Extended: Protection of TSF Data
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FPT_SKP_EXT.1.1

FPT_STM.1

FPT_STM.1.1

FPT_TST_EXT.1

FPT_TST_EXT.1.1

FPT_TUD_EXT.1

FPT_TUD_EXT.1.1

FPT_TUD_EXT.1.2

FPT_TUD_EXT.1.3

(for 0.COMMS_PROTECTION)
Hierarchical to : No other components.
Dependencies : No dependencies.

The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private keys.

Reliable time stamps

(for O.AUDIT)
Hierarchical to : No other components
Dependencies : No dependencies

TSF shall be able to provide reliable time stamps.

Extended: TSF testing
(for O.TSF_SELF_TEST)

Hierarchical to : No other components
Dependencies : No dependencies
The TSF shall run a suite of self-tests during initial start-up (and power on) to demonstrate

the correct operation of the TSF.

Extended: Trusted Update
(for O.UPDATE_VERIFICATION)

Hierarchical to : No other components
Dependencies : FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).
The TSF shall provide authorized administrators the ability to query the current version
of the TOE firmware/software.
The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.
The TSF shall provide a means to verify firmware/software updates to the TOE using a
digital signature mechanism and [selection: published hash, no other functions] prior to
installing those updates.
[selection: published hash, no other functions)

] no other functions

6.1.7. Class FTA: TOE access

FTA_SSL.3

FTA_SSL.3.1

TSF-initiated termination

(for O.USER_I&A)

Hierarchical to No other components

Dependencies No dependencies

The TSF shall terminate an interactive session after a [assignment: time interval of user
Inactivityl.

[assignment: time interval of user inactivityl

» BERRLDBRE.
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> RE TR ER K ORI K D BEERE T LTS 1~9 53 OEED
I ZE 733 E AT RE 72 R fH
> EHEFIIREEREIC L DLBENE T LTS 30 4
=  Web Connection ®HH&. *tEhit v a idzewn
v TV UERTARNOHE, Rty g SERn

6.1.8. Class FTP: Trusted path/channels

FTP_ITC.1

FTP_ITC.1.1

Refinement

FTP_ITC.1.2
Refinement
FTP_ITC.1.3

Refinement

FTP_TRP.1(a)

FTP_TRP.1.1(a)

Refinement

Inter-TSF trusted channel
(for 0.COMMS_PROTECTION, O.AUDIT)

Hierarchical to : No other components
Dependencies : [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
The TSF shall use [selection: IPsec, SSH, TLS, TLS/HTTPS] to provide a trusted
communication channel between itself and authorized IT entities supporting the following
capabilities: [selection: authentication server, [assignment: other capabilities]] that is
logically distinct from other communication channels and provides assured identification
of its end points and protection of the channel data from disclosure and detection of
modification of the channel data.
[selection: IPsec, SSH, TLS, TLS/HTTPS|
] IPsec
[selection: authentication server, [assignment: other capabilities]]
. [assignment: other capabilities]
lassignment: other capabilities]
= EEa 7Y —3—(syslog)
The TSF shall permit the TSF, or the authorized IT entities, to initiate communication via
the trusted channel.
The TSF shall initiate communication via the trusted channel for [assignment: list of
services for which the TSF is able to initiate communications).

[assignment: list of services for which the TSF is able to initiate communications]
. v 7 oY —N—k {5 Bhe

Trusted path (for Administrators)
(for 0.COMMS_PROTECTION)

Hierarchical to : No other components
Dependencies : [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
The TSF shall use [selection, choose at least one of: IPsec, SSH, TLS, TLS/HTTPS] to
provide a trusted communication path between itself and remote administrators that is
logically distinct from other communication paths and provides assured identification of

its end points and protection of the communicated data from disclosure and detection of
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modification of the communicated data.
[selection, choose at least one of: IPsec, SSH, TLS, TLS/HTTPES]

] IPsec
FTP_TRP.1.2(a) The TSF shall permit remote administrators to initiate communication via the trusted
Refinement path.
FTP_TRP.1.3(a) The TSF shall require the use of the trusted path for initial administrator authentication
Refinement and all remote administration actions.
FTP_TRP.1(b) Trusted path (for Non-administrators)
(for 0.COMMS_PROTECTION)
Hierarchical to : No other components
Dependencies : [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
FTP_TRP.1.1(b) The TSF shall use [selection, choose at least one of: IPsec, SSH, TLS, TLS/HTTPS] to
Refinement provide a trusted communication path between itself and remote users that is logically

distinct from other communication paths and provides assured identification of its end
points and protection of the communicated data from disclosure and detection of
modification of the communicated data.

[selection, choose at least one of: IPsec, SSH, TLS, TLS/HTTPSI

] IPsec
FTP_TRP.1.2(b) The TSF shall permit [selection: the T'SF, remote users] to initiate communication via the
Refinement trusted path.

[selection: the TSF, remote users]
= remote users
FTP_TRP.1.3(b) The TSF shall require the use of the trusted path for initial user authentication and all

Refinement remote user actions.

< Appendix B: Conditionally Mandatory Requirements (Confidential Data on Field-Replaceable

Nonvolatile Storage Devices) >
6.1.9. Class FPT: Protection of the TSF

FPT_KYP_EXT.1 Extended: Protection of Key and Key Material
(for 0. KEY_MATERIAL)

Hierarchical to : No other components.

Dependencies : No dependencies.
FPT _KYP_EXT.1.1 The TSF shall not store plaintext keys that are part of the keychain specified by
Refinement FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage Device.

6.1.10. Class FCS: Cryptographic support

FCS_KYC_EXT.1 Extended: Key Chaining
(for 0.STORAGE_ENCRYPTION)

Hierarchical to : No other components.
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Dependencies : [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(f) Cryptographic operation (Key Encryption),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),
and/or
FCS_COP.1(G) Cryptographic operation (Key Transport)]
FCS_KYC_EXT.1.1  The TSF shall maintain a key chain of: [selection: one, using a submask as the BEV or

DEK; intermediate keys originating from one or more submask(s) to the BEV or DEK using

the following method(s): [selection: key wrapping as specified in FCS COPI1(e), key

combining as specified in FCS_SMC EXT 1, key encryption as specified in FCS_COP1(®),
key derivation as specified in FCS KDF EXT1, key transport as specified in

FCS_COP1@G)] while maintaining an effective strength of [selection: 128 bits, 256 bits].

[selection: one, using a submask as the BEV or DEK; intermediate ...]

] intermediate keys originating from one or more submask(s) to the BEV or DEK using
the following method(s): [selection: key wrapping as specified in FCS_COP.1(e), key
combining as specified in FCS_SMC_EXT.1, key encryption as specified in
FCS_COP.1(), key derivation as specified in FCS_KDF_EXT.1, key transport as
specified in FCS_COP.1()]

[selection: key wrapping as specified in FCS_COPRI1(e), key combining as specified in

FCS SMC _EXT. 1, key encryption as specified in FCS_COP1(), key derivation as specified

in FOS_KDF EXT. 1, key transport as specified in FCS_COP1()]

= key encryption as specified in FCS_COP.1(f)

[selection: 128 bits, 256 bits]

. 256bit

6.1.11. Class FDP: User data protection

FDP_DSK_EXT.1 Extended: Protection of Data on Disk
(for O.STORAGE_ENCRYPTION)

Hierarchical to : No other components
Dependencies : FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption).

FDP_DSK_EXT.1.1  The TSF shall [selection: perform encryption in accordance with FCS_COP.1(d), use a
self-encrypting Field-Replaceable Nonvolatile Storage Device that is separately CC
certified to conform to the FDE EE cPPl, such that any Field-Replaceable Nonvolatile
Storage Device contains no plaintext User Document Data and no plaintext Confidential
TSF Data.
[selection: perform encryption in accordance with FCS_COP.1(d), use a self-encrypting
Field-Replaceable Nonvolatile Storage Device that is separately CC certified to conform
to the FDE EE cPP|
= perform encryption in accordance with FCS_COP.1(d)

FDP_DSK_EXT.1.2  The TSF shall encrypt all protected data without user intervention.

< Appendix D: Selection-based Requirements (Confidential Data on Field-Replaceable Nonvolatile
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Storage Devices) >

6.1.12. Class FCS: Cryptographic support

FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)
(for 0.STORAGE_ENCRYPTION)
Hierarchical to : No other components
Dependencies : [EDP_ITC 1 Import-ofuser data—without-seeurityattributes or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
FCS_COP.1.1(d) The TSF shall perform data encryption and decryption in accordance with a specified
cryptographic algorithm AES used in [selection: CBC, GCM, XT'S| mode and cryptographic
key sizes [selection: 128 bits, 256 bits] that meet the following: AES as specified in ISO/IEC
18033-3, [selection: CBC as specified in ISO/EC 10116, GCM as specified in ISO/IEC
19772, and XTS as specified in IEEE 1619I.
[selection: CBC, GCM, XTS]

= (CBC
[selection: 128 bits, 256 bits]
*  256bits

[selection: CBC as specified in ISO/IEC 10116, GCM as specified in ISO/IEC 19772, and
XTS as specified in IEEE 1619
] CBC as specified in ISO/IEC 10116

FCS_COP.1(f) Cryptographic operation (Key Encryption)
(selected from FCS_KYC_EXT.1.1)
Hierarchical to : No other components
Dependencies : [EDP_ITC 1 Import-ofuserdata—without-seeurityattributes—or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material

Destruction
FCS_COP.1.1(9) The TSF shall perform key encryption and decryption in accordance with a specified
Refinement cryptographic algorithm AES used in [[selection: CBC, GCM] mode] and cryptographic key

sizes [selection: 128 bits, 256 bits] that meet the following: [AES as specified in ISO /IEC
18033-3, [selection: CBC as specified in ISO/IEC 10116, GCM as specified in ISO/IEC
19774.

[selection: CBC, GCMI]

] CBC

[selection: 128 bits, 256 bits]

] 256bits

[selection: CBC as specified in ISO/IEC 10116, GCM as specified in ISO/IEC 19772)

] CBC as specified in ISO/IEC 10116

< Appendix D: Selection-based Requirements (Protected Communications) >
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6.1.13. Class FCS: Cryptographic support

FCS_IPSEC_EXT.1

FCS_IPSEC_EXT.1.1
FCS_IPSEC_EXT.1.2

FCS_IPSEC_EXT.1.3

FCS_IPSEC_EXT.1.4

FCS_IPSEC_EXT.1.5

Extended: IPsec selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

Hierarchical to : No other components
Dependencies : FIA_PSK_EXT.1 Extended:Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit
The TSF shall implement the IPsec architecture as specified in RFC 4301.
The TSF shall implement [selection: tunnel mode, transport model.
[selection: tunnel mode, transport model
] transport mode
The TSF shall have a nominal, final entry in the SPD that matches anything that is
otherwise unmatched, and discards it.
The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using
[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602)
together with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified
by RFC 3602) together with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-
128 as specified in RFC 4106, AES-GCM-256 as specified in RFC 4106).
[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602)
together with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified
by RFC 3602) together with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-
128 as specified in RFC 4106, AES-GCM-256 as specified in RFC 4106]
= the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together
with a Secure Hash Algorithm (SHA)-based HMAC
= AES-CBC-256 (as specified by RFC 3602) together with a Secure Hash Algorithm
(SHA)-based HMAC
The TSF shall implement the protocol: [selection: IKEvI, using Main Mode for Phase 1
exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no other RFCs
for extended sequence numbers, RFC 4304 for extended sequence numbersl, and
[selection: no other RFCs for hash functions, RFC 4868 for hash functionsl; IKEvZ as
defined in RFCs 5996 {with-mandatory-support-torNAT traversalas-speecifiedin-seetion
2.23) 4307 [selection’ with no support for NAT traversal, with mandatory support for
NAT traversal as specified in section 2.25], and [selection: no other RFCs for hash
functions, RFC 4868 for hash functionsl].
[selection: IKEVI as defined ...; IKEvZ as defined|
] IKEv1 as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no other RFCs

for extended sequence numbers, RFC 4304 for extended sequence numbers|, and
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FCS_IPSEC_EXT.1.6

FCS_IPSEC_EXT.1.7
FCS_IPSEC_EXT.1.8

FCS_IPSEC_EXT.1.9

FCS_TPSEC_EXT.1.10

[selection: no other RFCs for hash functions, RFC 4868 for hash functions]
[selection: no other RFCs for extended sequence numbers, RFC 4304 for extended
sequence numbers]

L] RFC 4304 for extended sequence numbers

[selection: no other RFCs for hash functions, RFC 4868 for hash functions|

] RFC 4868 for hash functions

The TSF shall ensure the encrypted payload in the [selection: IKEv1, IKEvZ] protocol

uses the cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC

3602 and [selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other

algorithml].

[selection: IKEv1, IKEvZ]

. IKEv1

[selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other algorithm)]

L] no other algorithm

The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

The TSF shall ensure that [selection: IKEv2 SA lifetimes can be established based on

[selection: number of packets/number of bytes; length of time, where the time values can

be limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs]; IKEv1 SA lifetimes

can be established based on [selection: number of packets/number of bytes ; length of

time, where the time values can be limited to’ 24 hours for Phase 1 SAs and 8 hours for

Phase 2 SAsl].

[selection: IKEv2 SA lifetimes can be established based on [selection: number of

packets/number of bytess length of time, where the time values can be limited to’ 24

hours for Phase 1 SAs and 8 hours for Phase 2 SAs]; IKEvl SA lifetimes can be

established based on [selection: number of packets/number of bytes ; length of time,

where the time values can be limited to’ 24 hours for Phase 1 SAs and 8 hours for Phase

2 5Asl]

] IKEv1 SA lifetimes can be ...

[selection: number of packets/number of bytes; length of time, where the time values can

be limited to’ 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs]

= length of time, where the time values can be limited to: 24 hours for Phase 1 SAs
and 8 hours for Phase 2 SAs

The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit MODP),

and [selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20 (384~

bit Random ECE &5 (1536-bit MODP)), |assignment: other DH groups that are

Implemented by the TOE), no other DH groups].

[selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20 (384-bit

Random ECP), 5 (1556-bit MODP), [assignment: other DH groups that are implemented

by the TOE], no other DH groups|

] no other DH groups

[assignment: other DH groups that are implemented by the TOE]

= none

The TSF shall ensure that all IKE protocols perform Peer Authentication using the

[selection: RSA, ECDSA] algorithm and Pre-shared Keys.

[selection: RSA, ECDSA]

. RSA
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6.1.14. Class FCS: Cryptographic support

FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
(selected with FCS_IPSEC_EXT.1.4)
Hierarchical to : No other components
Dependencies : [EDP_ITC 1 Import-of user datawithout-seeurityattributes,or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material

Destruction
FCS_COP.1.1(g) The TSF shall perform keyed-hash message authentication in accordance with a specified
Refinement cryptographic algorithm HMAC-[selection: SHA-1, SHA-224, SHA-256, SHA-384, SHA-

5121, key size [assignment: key size (in bits) used in HMAC], and message digest sizes
[selection: 160, 224, 256, 384, 512] bits that meet the following: FIPS PUB 198-1, “The
Keyed-Hash Message Authentication Code, and FIPS PUB 180-3, “Secure Hash

Standard.”

[selection: SHA-1, SHA-224, SHA-256, SHA-384, SHA-512)]
=  SHA-1

=  SHA-256

=  SHA-384

= SHA-512

[assignment: key size (in bits) used in HMAC!
] 160~512bits
[selection: 160, 224, 256, 384, 512

. 160
. 256
. 384
. 512

6.1.15. Class FIA: Identification and authentication

FIA PSK_EXT.1 Extended: Pre-Shared Key Composition
(selected with FCS_IPSEC_EXT.1.4)

Hierarchical to : No other components
Dependencies : FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit Generation)
FIA_PSK_EXT.1.1 The TSF shall be able to use pre-shared keys for IPsec.
FIA_PSK_EXT.1.2 The TSF shall be able to accept text-based pre-shared keys that are:
] 22 characters in length and [selection: [assignment: other supported lengths], no
other lengthsl;
L] composed of any combination of upper and lower case letters, numbers, and special
characters (that include: “I”, “@”, “#”, “$”, “%”, “*”, “&”, “*” “(“, and “)”).
[selection: [assignment: other supported lengthsl, no other lengths)

L] no other lengths
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FIA_PSK_EXT.1.3

The TSF shall condition the text-based pre-shared keys by using [selection: SHA-1, SHA-
256, SHA-512, [assignment: method of conditioning text stringl] and be able to [selection:
use no other pre-shared keys; accept bit-based pre-shared keys; generate bit-based pre-
shared keys using the random bit generator specified in FCS_RBG_EXT 1].

[selection: SHA-1, SHA-256, SHA-512, [assignment: method of conditioning text stringl]
] SHA-1

= SHA-256

. SHA-512

=  [assignment: method of conditioning text string]

[assignment: method of conditioning text stringl

" SHA-384

[selection: use no other pre-shared keys; accept bit-based pre-shared keys; generate bit-
based pre-shared keys using the random bit generator specified in FCS_RBG_EXT. 1]

. use no other pre-shared keys

< Appendix D: Selection-based Requirements (Trusted Update) >

6.1.16. Class FCS: Cryptographic support

FCS_COP.1(c)

FCS _COP.1.1(c)

Refinement

Cryptographic operation (Hash Algorithm)

(selected in FPT_TUD_EXT.1.3, or with FCS_SNI_EXT.1.1)
Hierarchical to No other components
Dependencies No dependencies.

The TSF shall perform cryptographic hashing services in accordance with [selection: SHA-
1, SHA-256, SHA-884, SHA-512) that meet the following: [ISO/IEC 10118-3:2004].
[selection: SHA-1, SHA-256, SHA-584, SHA-512]

. SHA-1, SHA-256, SHA-384, SHA-512

6.2. Security assurance requirements

This section describes Security Assurance Requirements (SARs) for the TOE.

Table 6-11 TOE Security Assurance Requirements

Assurance Class Assurance Assurance Components Description
Components
Security ASE_CCL.1 Conformance claims
Target ASE_ECD.1 Extended components definition
Evaluation ASE _INT.1 ST introduction
ASE_OBJ.1 Security objectives for the operational environment
ASE_REQ.1 Stated security requirements
ASE_SPD.1 Security Problem Definition
ASE_TSS.1 TOE Summary Specification
Development ADV_FSP1 Basic functional specification
Guidance AGD_OPE.1 Operational user guidance
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Documents AGD_PRE.1 Preparative procedures
Life-cycle support ALC_CMC.1 Labelling of the TOE
ALC_CMS.1 TOE CM coverage
Tests ATE_IND.1 Independent testing — Conformance
Vulnerability AVA_VAN.1 Vulnerability survey
assessment

6.3. Security requirements rationale

6.3.1. The dependencies of security requirements

TOE &2V 7 A HERE BN M OIRAFRRZ T RITRT,

Table 6-12 The dependencies of security requirements

B REZ 1 RAFRAR ST Cha/z AFEIR | IRIFEBMRAT 2L Cuviau g
FAU_GEN.1 FPT_STM.1 FPT_STM.1 N/A
FAU_GEN.2 FPT_STM.1 FAU_GEN.1 N/A
FIA_UID.1 FIA_UID.1
FAU_STG_EXT.1 | FPT_STM.1 FAU_GEN.1 N/A
FTP_ITC.1 FTP_ITC.1
FCS_CKM.1(a) [FCS_COP.1(b), FCS_COP.1(b) N/A
or FCS_COP.1()] FCS_CKM_EXT.4
FCS_CKM_EXT.4
FCS_CKM.1(b) [FCS_COP.1(a), FCS_COP.1(a) N/A
or FCS_COP.1(d), FCS_COP.1(d)
or FCS_COP.1(e), FCS_COP.1(e)
or FCS_COP.1(f), FCS_COP.1(f)
or FCS_COP.1(g), FCS_COP.1(g)
or FCS_COP.1(h)] FCS_CKM_EXT.4

FCS_CKM_EXT.4 FCS_RBG_EXT.1
FCS_RBG_EXT.1

FCS_CKM_EXT.4 | [FCS_CKM.1(a), FCS_CKM.1(a) N/A
or FCS_CKM.1(b)] FCS_CKM.1(b)
FCS_CKM.4 FCS_CKM.4
FCS_CKM.4 [FCS_CKM.1(a), FCS_CKM.1(a) N/A
or FCS_CKM.1(b)] FCS_CKM.1(b)
FCS_COP.1(a) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_COP.1(b) FCS_CKM.1(a) FCS_CKM.1(a) IPsec #{Z (FCS_IPSEC_EXT.1) D

FCS_CKM_EXT.4 FCS_CKM_EXT.4 G Ty7 T —MERE
(FPT_TUD_EXT.1) D13,
FCS_CKM.1(a), FCS_CKM_EXT 4 /&
WSS, BRI I 222 DT
RHREZRV N,

FCS_RBG_EXT.1 No dependencies. No dependencies. N/A
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PEREZE (HEESLER ST Tili7=IIKAFRIR | IAFRIRZRG - L TRV E
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 N/A
FDP_ACF.1 FDP_ACC.1 FDP_ACC.1 N/A
FMT _MSA.3 FMT_MSA.3
FIA_AFL.1 FIA _UAU.1 FIA _UAU.1 N/A
FIA_ATD.1 No dependencies. No dependencies. N/A
FIA_PMG_EXT.1 No dependencies. No dependencies. N/A
FIA_UAU.1 FIA_UID.1 FIA_UID.1 N/A
FIA_UAU.7 FIA _UAU.1 FIA _UAU.1 N/A
FIA_UID.1 No dependencies. No dependencies. N/A
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 N/A
FMT_MOF.1 FMT_SMF.1 FMT_SMF.1 N/A
FMT_SMR.1 FMT_SMR.1
FMT_MSA.1 FDP_ACC.1 FDP_ACC.1 N/A
FMT_SMR.1 FMT_SMR.1
FMT_SMF.1 FMT_SMF.1
FMT_MSA.3 FMT_MSA.1 FMT _MSA.1 N/A
FMT_SMR.1 FMT_SMR.1
FMT_MTD.1 FMT_SMR.1 FMT_SMR.1 N/A
FMT_SMF.1 FMT_SMF.1
FMT_SMF.1 No dependencies. No dependencies. N/A
FMT_SMR.1 FIA_UID.1 FIA_UID.1 N/A
FPT_SKP_EXT.1 No dependencies. No dependencies. N/A
FPT_STM.1 No dependencies. No dependencies. N/A
FPT_TST_EXT.1 No dependencies. No dependencies. N/A
FPT_TUD_EXT.1 | FCS_COP.1(b) FCS_COP.1(b) N/A
FCS_COP.1(c) FCS_COP.1(c)
FTA_SSL.3 No dependencies. No dependencies. N/A
FTP_ITC.1 [FCS_IPSEC_EXT.1, | FCS_IPSEC_EXT.1 | N/A
or FCS_TLS_EXT.1,
or FCS_SSH_EXT.1,
or
FCS_HTTPS_EXT.1]
FTP_TRP.1(a) [FCS_IPSEC_EXT.1, | FCS_IPSEC_EXT.1 | N/A
or FCS_TLS_EXT.1,
or FCS_SSH_EXT.1,
or
FCS_HTTPS_EXT.1]
FTP_TRP.1(b) [FCS_IPSEC_EXT.1, | FCS_IPSEC_EXT.1 | N/A
or FCS_TLS_EXT.1,
or FCS_SSH_EXT.1,
or
FCS_HTTPS_EXT.1]
FPT KYP EXT.1 No dependencies. No dependencies. N/A
FCS_KYC_EXT.1 | [FCS_COP.1(e), FCS_COP.1(H) N/A
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PRREZL(:

A7 RIS

ST Cii7= 3 ZRIR

IRAFBEMRZA 72 L CU RO B

FCS_SMC_EXT.1,
FCS_COP.1(f),
FCS_KDF_EXT.1,

and/or

FCS_COP.1()]

FDP_DSK_EXT.1 | FCS_COP.1(d) FCS_COP.1(d) N/A
FCS_COP.1(d) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_COP.1(f) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_IPSEC_EXT. | FIA_PSK_EXT.1 FIA_PSK_EXT.1 N/A
1 FCS_CKM.1(a) FCS_CKM.1(a)
FCS_COP.1(a) FCS_COP.1(a)
FCS_COP.1(b) FCS_COP.1(b)
FCS_COP.1(c) FCS_COP.1(c)
FCS_COP.1(g) FCS_COP.1(g)
FCS_RBG_EXT.1 FCS_RBG_EXT.1
FCS_COP.1(g) FCS_CKM.1(b) FCS_CKM.1(b) N/A

FCS_CKM_EXT.4

FCS_CKM_EXT.4

FIA_PSK_EXT.1

FCS_RBG_EXT.1

Gl v MER SR E AW E Yy h— 2D
HATH A E R RN Qe aw,

FCS_COP.1(c)

No dependencies.

No dependencies.

N/A
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7. TOE Summary specification
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e WebConnection : BEHEIZLAH/ AT —RiE3

FTA_SSL.3

TOE 3#:/E/%/L - Web Connection* 7V ¥R T A /N CilBIFRFES IR AZE R LL T O EmT-LIcSE . %

Dy arEzik T35,

» BERRVOYE | R RSB EIC LA SE T L TB 145 (1£ 53 0)%Uﬂﬂ%75“?ﬁ~ Utk
REZ TN LTZRE) | HOWVIERESNI-A— N By MBI EE ORI A EH 15 IO TR IE TED) D%
WU A7 TSNS, FEBE IR BREICIDENZE TL TS 30 4 ?’ﬁ s TR, Bl
AENEREND,

*  Web Connection DA | #BIFRAEN KL, 7707 7— LU =T N—Var bR LiZE®ZIZeZ T Uk
119

s TUHRTANRDEGA, Wity oA, TV ERTA RIS BRSNS Z T AT BB i e s
AL, ZORBED5E THEZIaT T RNAT,

<P#ETAHA L HX—T = — R LHERE>

o BMEASRVIEREICLDuT A —RFIAFEIC L e A

2. 77 & R HEEE

FDP_ACC.1, FDP_ACF.1

TOE % Table 6-2, Table 6-3 ([Zit#iSI-RIAH T —4#7 7 BAGMNZEE &, FIAFE L TR AE CET

—ZLRIHE Va7 T —Z~DOBREEHIR TS, KT —Z~DT 7B ATERESFN R OT VA RTA % FNT

DIHEMTED,

(1) BB SFAFAEEOFAH SCET —4, LORIHAE Va7 7 — 2 ~O e IR

s FRE VAT T2 R OFIHE CET — 2 OERICEB T, &7 — XA EHTEHRELT User ID AEsES
N5,

» HARFRvYURASINZYaT DBETHLR MBI, HIB5E T L TWRW a7 O ) FANITARGERET
— =% GO TLHE TE5,

(2) FVHARTAFIAREOFAH LET —4, LOFIHE Y27 T — 2 ~OHAEH R

= TUHERTANTEXR )T A HIRBERER AT T AT TV AR T AN Ca— — 4 &R — K& A T) T
HZEIZED, TR EEXAITE TOE ([ TCGRAGEREN E S NS, ikBIFRRER BRI TV HRTART
RSV ENEITENDD, kB FRFE LB I TR EDR T v BV SN EITENR, ZOLXEHE S
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AT =R TERZ A FHILETERW (BHEREZFI T 22 213 kR,

v TUUHRTANTIEAF v At — IO UBEREIT UF MELELZRWZD EITTER,

» FIEYVaT T2 R OFIRE CET — 2 OIERIZB W T, &7 —ZIZHT A EE#HEL T User ID 23F0kE
b,

o EPEIIRRDIGEEE L B R E BN T, — A ISR VU a T ORIRE FATTED, 728, A
H#3GET —#12%9% Read, *IJW%X%T“—5’&0\%?@%&/57\?‘—5 \ZxtL Modify (% I/F 23MF(EL7e
WD BT TERLY,

BT O—EFROREE IR AU RIAEFTA Y a T OBARERSIVOFNHFEFT A Y a T X E RSN
W, T2 TV ZRIA SR IO ER S VA E CE T —2 M ORIAE a7 7 — 21Tkl Job
owner /% Read, Modify, Delete 73 C& | R HE LET —#1Zxt 3% Read,  OMLOFIHFEH CHET —#
K OMOF Va7 7 —212%1 3% Modify, Delete 13 IUF M FAELZ2WD FITTEARLY,

o BT O EEIIREE Y — 20 CHLIE TE D,

FIA_ATD.1

TOE 13F|HE L. FIHELRITT 22704 27 @ (User ID, Admin ID) K& O#|(U.NORMALS,

U.ADMIN) #@EMl L CEFHT D, XAV BIELEEDOEYL H A 71T T ig,

» RFIAE . FEEDBREARARADD = DGR T ol B, R FE B L L Cx=—272 UserID &
[ E D EL LT UNORMAL 23 E0:4 ThiLs

»  EIE FHEIT AdminID 23 1 O BFEEL, BICHIBRIZTE 2V, BEDO&EI LT U.ADMIN 28
EHLETHLTND

<EETHA L H—T = — A L BERE>

o BESOVUEBIEICI D — Y — X EE

71.3. R b L—2EES1{bikee

AR — VT S AR SRS BEIT TOE BBV | AEHIE 7 7— A0 = T I A ENTZE BT A7 VI8~ T
HEMbEI, B b DX AL 7 TIRET NAADKE SAL R FIRIZ T 7B AT HI LT TERN, T3 AITEZIA
TeHNC T —HEREB b L, T A RDLEAH LIZICT — 25535, ZOMEIL, KT AR TESIAL G A
HUTHETORE bR T — 2Tk L T T b, 22 TG S L RE I 4 i S8 D kLT,
TRRICCREMZ R 35,

FCS_COP.1(d), FCS_KYC_EXT.1, FCS_COP.1(f), FCS_CKM.1(b), FPT_SKP_EXT.1, FPT_KYP_EXT.1

TOE XL FOHME ST R 5L T VTV R L% FEEE L CD, 728 CTR_DRBG % AW - ELE A sl LB 521 T
DOFRIZIE, N—FR =7 = hat —JFENS L 7E 1024bit DY Y RlZERKL, 77 —20 =T NOTA T TV 7
;7 =7 (GUARD FIPS Security Toolkit) D ELEAE A BAEIZ A ST 452 & TR A AN T 5,

Table 7-3 R BL T VIR A

Algorithm Standard SFR Reference

CTR_DRBG NIST SP 800-90A FCS_RBG_EXT.1

AES-CBC 256bits ISO/IEC 10116 FCS_COP.1(d)
FCS_COP.1(f)

TOE IFAR —Y DM 5k & F2 BT 5728 Table T-4 |[ZFL#S i 584 AL TV D,

Table 7-4 AN —VEFAKICERA T 558
A EE

Copyright ©2023 KONICA MINOLTA, INC., All Rights Reserved
59 / 71



KONICA MINOLTA AccurioPress 7136P Security Target

DEK(256bit) AP =V TFNAARALEOT —2ESICE A, TOE O3S TROLNT
CTR_DRBG(AES-256)lZ 1o 7= BLER AL it a FATL TAERL,

KEK(256bit) DEK {RAFREDRE B2 ], TOE O #lis THED722>C CTR_DRBG(AES-256)
(ST ELE A i FEAT U CAE ARG

AL TOE OF |, (g S WiEe | 2321795201k KERK OFAERKEZITILD . HAX L AIZTSE
WNEND, ZOERER B HELE NFATTHZ LD FRROLEENFEI TSNS,

(1) EEPROM |ZffFsn7- KEK Z#A 7, RAM _EIZIRAFT 5,

(2) EEPROM 2 blifS{b&i/z DEK Z#tiA ., ERLo#Ez THE Sk, RAM 235,

(3) CTR_DRBG(AES-256)IZHt~7-BLE A A 31T T 256bit © KEK ## 7212425k L. DEK ZHs 51bd 5,
(4) EEPROM (Z KEK & 55k L7- DEK Z{%:1F9 %,

FREOFBIZL > TAERISN R 58T TOE E#) R I Z O HHEAIRO R TLL T OISR E L,

(1) TOE OFEI&EJ ON Ik —re—X 3B, SSD D 77— A7 = 7 ¥ANEIIN SR 77— 2T = 7 55 IA
FATT %,

(2) TOE ®»77—217=7 X EEPROM 75 KEK #8475t 1A, RAM _EIZER1FET 5,

(3) EEPROM 7bi5 B{b&i 7= DEK Z#tiA#, KEK (2 CTiE Bk, RAM (&35,

(4) TOE ©»77—2rv=7%. #H5{kEn/= DEK Z M\ T SSD & T NVRAM (ZARFES V- 3% E 1 A 18 51t
L. TOE OtV 7 1#ie% & e 2 TOMBED I b2 30, 58 T % BE S ARl m 2R~ L, FIH
# TOE OreaF) A nl e/l gL 975,

EFRIORLIZERIT

*»  KEK % TOE ®#AMK Lo EEPROM (ZHARSALDAS, B AZ i il GE72 RAERMEARL — U F SARIZEEY
THEARII RSN, SEMEHTE Y T DB DITAFIEL R,

*  DEK #3 TOE @A E> EEPROM (2K BALSAU7 IR BE RIS D03, BLHI A #a Al iE7p AR HFERE AR
— VT NARTEE Y T ARSI N2, AT EHI Y T DL DOIIAFIELR,

= HE Sz DEK 81X RAM O AIZERIFEND, BLHIA L Al REZR R AN — 2 7 /S A RIZE% Y T D
RIZIFPRAES R,

»  KEK/DEK OIS T 7B AT HA L Z—T = — RITAEEL 7RV,

UL EDZ LB S8 RESN TNDHEE R BID,

<BE#EGTHA L H—T = — ALNERE >

o BMEAROVIE B KRR

*  HIFEJ OFF/ON

FDP_DSK_EXT.1

TOE L. Table 7-4 Fe#l OB 58 A HL 7 — X DK 5LE1TD,

TOE (28T, B B bR RERDFIHE LET —X B D TSF 7 — X% RFERIHE/ T /A A LB HI A #a ]
B R MEARL — T (L7025 SSD/HDD K ONBLHIAZ #i vl REZR AR FEMEA R — U T SA RITEE S L2
NVRAM/EEPROM THAHRAM Lo TSF 7 —XLREIFER OFF L3I EIND), Z2IZH T 727 A ALS
1% TSF [H# &b, HLULEITEIR OFF BFZ TSF 7 — 2 &R F5 T 2 8E 1R > QR W ARF S LD xR EL
TV, BT NARADKE SAL DRI GR L7257 — 2D T Table 7-5, Table 7-6 (27”7,

Table 7-5 &7 A Z(BUHAZ B F RBR R EREMEA N — VT AR DAL R LRDT —F
| Storage | Pk | e | mEe | 7aauxs | ek

Copyright ©2023 KONICA MINOLTA, INC., All Rights Reserved
60 / 71



KONICA MINOLTA AccurioPress 7136P Security Target

SSD SSD v AT AfEIE (=T 1a | BBtk — - -
T =T V)
T 7L =T O W55kt G — - -
TOE 3% E I s aask (B | B 5{b77 A/ A | DEK AES(CBC) | #ih¥F
A E DX E FARTF) F A
SWAP Ik (#5h1k) HALE — - -
HDD VaZ RAERCa 7 EE T — | M % DEK AES(CBC) R
(RAID 0) | #-varma?)
VaZ RAFES(E g T — & -3 | dhE g DEK AES(CBC) | #H¥
LRAI)
arha—JEE(TOE D%y kY | B 5{t77 A/ % | DEK AES(CBC) IR
—JRRE | BE LY — AT RL | T4
R AT —R)
AR GREET — %) 57741 A | DEK AES(CBC) R
N
Ao/ EH 557741 A | DEK AES(CBC) R
F A
Table 7-6 &7 /AR (BHIZZHFTRERRIEFRMEA N — DT SARLSN) DR Bbxt g L/ed T —4
Device P - Ik Wbt ik | Rk TAIYVRL | B LS
NVRAM | TOE % EH kMR — | N 2T =R #H % | DEK AES(CBC) IR
—RBALEBRSSAT =R IE#, & | B b L TRAF
G =S R ) (EFRIZER Y L
TUTIVEES0)
EEPROM | DEK i 5L L CHRAF KEK AES(CBC) | #h¥
KEK Y oEE - - -

Table 7-5. Table 7-6 (ZFE#iSN =K H B IZOW TR T 5,

WS b7 7 ANV AT LE, B SALRHE FIESNZ TR B AL T 7 AV AT M) LRL#iES I TV o/ —T 1 ar (FH
1) & TDOT77A/L D Read/Write ZEHL | ZDEENE Sk - H BALLE A VT T 57 7 AV AT LY TR
T THY, KAl 15 5L A [ CE DAL H—T = — R IFIELIR W, BE AL T 7 ANV AT M2 ED
B EALALEL X, 2 =H 2O TIFIZEBWT TOE Ofld TROZCTH LSS (DEK SEOER LIRS 5
b7 7 AN AT LTORMBREBITOID) . & DA EBEE PR 5L A 2 b T 28 EI L2220 (I
T HFEBAETELRVY),

HDD O Va7 fFEik(Ca7 BT —F-Tarynal) | 1ZVa7 B8l T — X A& FDAH—T 2 — AT
LA B BN EfEND, Va7 BT 2T LA X —T 2 — A TETD Read/Write #1170, +
DB 54l 18 BAL AL A2 & K 35726, B 5k - 18 5L LB A [58E CE DAL X —T = — AT FIE L7
W, Vav BT =S AN A B —T = — R I DR SR L, 2= A 2O THIZEWT TOE O flE
TR THEMMEEND (DEK #OEREYa 7 EHT —X AH A ¥ —7 2—ATORHZELI TP
%) o T D% E B DR 5 LBEREZ A LT 2B Bl B (L35 FECBAFAEL 7R,

HDD O a7 (RAFFEB(EHE 7 — 52 « b LR A V) NI T —Z A & A0 5 —7 = — AL DM 51k
BEALNERMES D, BT —HX T EERAL X —T2—ATETD Read/Write Z1T\ . ZORERE Bk - 15 &
{BALER 2 T FE N 57280 B 5k - 18 AL 2 [ CED A ¥ — T = —RIFIEL R, Wit T —2 A
DA 2 —T7 2 — R LB AV, =D 2D THIZEBWT TOE ORLE TROTHIMES
N5 (DEK $#EDOERE Va7 EH T —Z A A2 —T7 2 —ATOR R EBITHOID) , 0 2% E B B
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A REE A LT DB 2 (R LT D FBEBAFEL 72,
*  SSD DI 77 —AU =T OANEIR IR S LAATORWER ThHD, %24 T 5T OS T 7 ALy 2T
LIZL->TRead/Write 2179703, FIAFICK L CEHBETZ 7 ANVT 7R AEATOA L H—7 = — AT S 72 u,
<PBEG DAL A —T = — ALFEBE >
o HERV:[TableT-13 AR G F R — & | ICRliSN B A 0/ & Al S E D8 E
o TUUERTAN —RFIHFICL D BX 2V T A FIRIERED FA T, — BRI HE 12 LD/ S AT — N8
e WebConnection : & HHIC LD/ 2T —N#EF

FCS_RBG_EXT.1

TOE /%, NIST SP 800-90A [Z#E#L9-2% CTR DRBG(AES-256)L, 1 DD N—RT =7 /A XJFNHERLS D
RBG %#3E#4 2%, it CTR DRBG %, Derivation Function & Reseed 23 %23, Prediction Resistance
FEREITENEL 722\,

N=RT =T JAXPIZIE RDRAND LW ELEUAE Rk 54 F5> intel #:0 CPU(Intel® Pentium G4400
3.3GHz) % 14 %, RDRAND 45 i% SP800-90A |1t~ 7 LB AT > TV, £ DEEH IOV TLL T Ok
RFHBE RO ZENBE R FDDFLIRNHIN> TN D,

(1) RDRAND #5131 RIOEEE Y MDY 7 =AML 64bit OELEZE ) T5,

(2) RDRAND 3 (ZF LS —REAS 128bit DE B Z R K 511 fH4A %, AlH RDRAND 4 1022

[1](=511 X (128bit/64bit)) E1 T 252 LI12LY, RDRAND THEHINL Y —REIZMLTETIND,

(3) RDRAND i Hi /71 1bit H720 0.5bit LA LD F/hor hat’ —% 5,

TOE [3N—RU =7 /AR PFipbT bt —Ha s 58 RDRAND firfi4 1022 [5]U 7 = ZRL 64bit DL
BatGs (O —NMERSFRICELEIIERN) . Zhz 16 BIFRDIRL THERSL 1024bit OB Y IMIEGL, ZOE YRl
512(=1024x0.5)bit LL DT hab—2 G T LMESND, ZOIRAIA E T 52 TE Y MRO T faE
—Hx LFTth, = hre—fEELTH 1T 5,

TOE (X, 20 RBG #FIAL CTELEEERKL ., if =8t KEK & O 58 DEKGEEE 256bit) & pICH 35,
TOE MNELEA KT 5K, CTR DRBG Ty —FK~7U7 /L (Entropy Input & Nonce) B4 E TR~ 4
RDRAND i f & FETLMLEY A XDt —fHEZ G L CTHIH 5, 2oz hrt—{ii%, NIST SP800-
90A @ 10.2.1 |Z/REN%S Instantiate & Reseed (2 E e/ hat —&(TOE 0% %27 158 L[FH
U 256bit) & 7L Tk, +07RT b —RE TN,

(*1) Mike Hamburg, Paul Kocher, Mark E. Marson: ANALYSIS OF INTEL'S IVY BRIDGE DIGITAL
RANDOM NUMBER GENERATOR. Technical Report. Cryptography Research, Inc. (March 2012)

<PHE T DAL H—T = — ALHERE >

o BMESRIV NG BB TR RE

FCS_CKM.4, FCS_CKM_EXT.4

TOE (28T, AR — VI B LR ICME S o5 S8t KEK [ZEB AL # A 772 EEPROM (IZfRfFSiL, &
F =27 58 bk EIRREIZ B 5T TOE O AR EN WA &4 T —2OREICHHIILS, KEK
K O DEK #EDOIRAF I LAFEX A 7% Table7-7 (277,

EHEIIHAL AT TOE QBRI 2T —4 FEZHIBREIELZ T 52 L2 BN TV,

Table 7-7 @DRAE L L WEE
e RTESE FH A7 gD F7 1k
KEK HrCES0) EEPROM TOE fi HERs 0x00 C 1 [A] EEXHIk%
HrCE30) RAM PENRAR L7 HRH(TOE OFI | TOE ORI LY
FEYFHE TIE) RAM 7541
DEK # (N bR eg) EEPROM TOE fif #Es 0x00 T 1 [A] EEEHIBR
HrCE30) RAM BENAREL72HRHTOE OFl | TOE @ g FEFMERErIzXY
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el TRAFSE LA egED F ik
KEK HrCE30) EEPROM TOE H3Ens 0x00 C 1 [A] EEXHIk
HECE-30) RAM BN REL2HRHTOE OFI | TOE O FEITEFRMERHIZXY
FEIFHE T IE) RAM 754l B
TEYRHE T IE) RAM 7511 B

<BE DA H—T = — AL RE >
o BMERRL AT — LEXYIHERE
*  HIEJ OFF/ON

7.4, SISEBEMEE

FPT_SKP_EXT.1

TOE O @ EFEBEHIECHEASNLIT X TOFRIAAE, *FsE, L0774 X—R T RAM & O HDD @
a2 ha— IR TSNS, HDD ooy ha—Z 883 5L 7 7 A L AT AL RES LT D GERETE AN
L—UE S bERED TSS 22 M), £7-. RAM & O HDD (ZfRESNIZHE S8 T /v A9 X —T = — AT
TEEL72UN,

YL EDZ LML SHIIRESILTNDHEE 2 HD,

FCS_CKM.1(a)

TOE %, Web Connection ® PKI 3% EICLD IPsec 1#1{5 DHEME THUD IPsec fEBIEDARIZIBWT,
NIST SP800-56B, Revision 2 ® 6.3.1.3 HilZit#i D rsakpgl-crt 72U HE D 15T, #K 2048bit ® RSA
FExH PRI £ T D, F72. IPsec 35 (FTP_ITC.1 2 fR) O #EREN 1235 T, NIST SP800-56A, Revision 3 @
5.6.1.1.1 HilZFE# D Using the Approved Safe-Prime Groups (ZFC# D 51k T, Diffie-Hellman 7 /1 —7" 14
\ZRDIER R E R AT D,
<BAH S DAL H—T = — ALHERE >
RSA ##A: Rk
e WebConnection : PKI 3 & (% & -t & o D A E i 7] fiE
o HfEXxL:[Table7-13 BRI S HG & | ICiHlic B/ 24 RS H8E(MTPsec &y al L

DR %R
o TVHRTANT.2 T 7R AKIERERE | CT VU ARTA NG AL H—T 2 — AT D EANER AT
*  WebConnection: PKI 5% EGR & Fhex HO A FEMERIRE), 77— L0 =T /3—Va L fB R

FCS_CKM.1(b)

TOE (%, IPsec 15 DE(FRHAAFF(FTP_ITC.1 /), HLUE SA FA7 XA L% OSEfENLIZI N T,
DRBG %7(CTR DRBG(AES-256))ZF-ONM L C DRBG CTHELE &AL . 128bit & L<IZ 256bit 0O Bl 58
T D,
<G DA H—T = — AL BERE >
o ERMESV:[Table7-13 AR HEL & IR HIN B0/ 2 kSt 518 E(TTPsec &y al HESL

DR 2 FR<)
o TVERTANNT2 T 7R ARIEIERE ) CTVARTANEA LB —T 2 — AT HENEE T
*  WebConnection: PKI % € GE & T & H D A Ffifi il HE), 77— L7 =7 73—V a e iR HHE

FCS_RBG_EXT.1
TOE /Z. NIST SP 800-90A (Z#:#Ll4% CTR DRBG(AES-256)&. 1 DD NN—KRT =7 /A XJFEOIER SIS
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RBG #3244%, it CTR DRBG /. Derivation Function & Reseed %% 9 %73, Prediction Resistance
FEREITENEL 722\,

=R =T JAXPIZIEZ RDRAND WO ELEAE k@45 %F7> intel £:0> CPU(Intel® Pentium G4400
3.3GHz) % 9%, RDRAND fir43iZ SP800-90A (ZHE~7T= A LERAAT > THRY ., ZDELIH ST HOWTLLF Dk
IRRFEAFFOZENSZ IR FDOFLIRD B> TND,

(1) RDRAND i451% 1 FIOELEE > MDY 7 = AMIXI L 64bit OELEAE )55,

(2) RDRAND - 5lEF U —R i 5 128bit OELEZ K 511 £ 5, Al RDRAND fin 54 1022

[7](=511 X (128bit/64bit)) £ T3 HZ L1280, RDRAND TS ND Y —REIXSLFEESD,

(3) RDRAND 4@ H /113 1bit 729 0.5bit UL ED &K/ b —%E& e,

TOE l3N—RU =7 /A XPFirbrr hoe—E2 TG 585, RDRAND 54 1022 [B]Y 7= ARL 64bit DL
Batsd (O —NMENFCELEITRRSN) . Zhz 16 [A#0IRL THFEL 1024bit OB MIZG5, ZOE v
512(=1024x0.5)bit LL LD T bt =25 T lMESND, ZO IR A ENE 52 TE Y MYRD T hat
— Ry FIFth, mohrE—EELTHIIT 5,

TOE %, Z® RBG #FIHL TELE A AL L, IPsec REED#E~T K O IPsec cookie/nonce (IPsec £z
SRR ARkl 1*' 3%, TOE »RELEARK T 58, CTR DRBG T —K~7V7 /L (Entropy Input & Nonce)??
Vo7 854 . RDRAND a3 a ETL ML EF A XD bt —EEBGL CHIA 5, 2o e — L
NIST SP800-9OA ® 10.2.1 IZ7:EN5 Instantiate & Reseed (240 F e/t bt —&(TOE O 4, ¥ =
VT AR EE LR 256bit) 27 L T, +37 = ha’ =35 F TV,

(*1) Mike Hamburg, Paul Kocher, Mark E. Marson: ANALYSIS OF INTEL'S IVY BRIDGE DIGITAL

RANDOM NUMBER GENERATOR. Technical Report. Cryptography Research, Inc. (March 2012)

<PBET DA —T = —ALHEE >

o HfExL:TTable7-13 Bkt GH4— & | ICifich /- BER e/ 24 S5 8 E(MTPsec & al L
D RP % BR)

o TVERTANNT2 T 7B AFIEERE | CT VA ZRTGA NG B —T 2 — AL DHNER FAT

*  WebConnection: PKI 5% &R & e 1 O A FEHE A[HE) . 77— AU =7 /N—Va L HEBHEHE

FCS_COP.1(a)

TOE i, IPsec i#{5® ESP i 5k 7 /L2 X 4L LT, FIPS PUB 197 & NIST SP 800-38A (ZiH & L7-#F
128bit & 256bit ® AES-CBC #4725, £7-. IKEv1 i 5t 7 /LU X5 T FIPS PUB 197 & NIST SP
800-38A |Zi & L7-#tE 128bit & 256bit  AES-CBC 25| 3%,
<PEG DA —T = — ALFEBE >
o TUHRTANT2 T IR AHIHIERE | CT VAR TA N AL B —T 2 — AL D ER FELT
e WebConnection : PKI % & GRE FHE T OLFERMATEE), 77— =7 /38— g He e

FTP_TRP.1(a), FTP_TRP.1(b)
TOE (D =548 IT #E2E LD E TR W TR BALIBIE 21T, i LI DX RERDIEREITILL T DOEBYTH
50

Table 7-8 K S LIBIE DRI L/ DHEHE

BfE5%E kS bt SR LDl E A - FERE PA=1=Y2
7747~ PC it 77791255 Web Connection OF|H IPsec
7747 PC — R & TVBERTANZE S THIIEN T E L EOXZIF IPsec

<PAETHALH—T = —ALHERE >
o TUUHERTANNT2 T I BARKIEIERE ) CHTV ZRTANEA A —T 2 — AT DEEE AT
e WebConnection : WebConnection O B L 5H]

FTP_ITC.1
TOE (3 IT #27L DIBEIZHB VT S LilBfE 2179, TOE 2RI 21 Bl fE X LA T Dl Tho, (X7
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AR E DA 2255
Table 7-9 TOE 2324t 928 S{LERE

Bk TahL | B BT LIYR A BB H—T R
B n s — 3 —(syslog) IPsec AES(128bits, 256bits) | Table 7-13 &

<BES DAL A —T = —ALHERE >
o ERE/XV:[Table7-13 EEAEXMREL & G LHIN B/ 2 RS 58 E(TTPsec &y al HESE
DI ZBR<)

FCS_IPSEC_EXT.1, FCS_COP.1(g), FCS_COP.1(b), FCS_COP.1(c)
TOE 73M#i H3°% IPsec 7" h=/L Tl FREOF%EDFIH FTRE THV MO R EITFIH TE e, HEGLE 1 HDHH
DIFEHEIDRIRTEAIEA THY, ZORBIRITEHE OLNHRE L H TED,
»  IPsec ¥7B/WALEE : T AR —FE—FR
X277 ubaL ESP
- ESP BT A=V R AES_CBC-128, AES_CBC-256
- ESPBiF7 /LU AL HMAC-SHA-1, HMAC-SHA-256, HMAC-SHA-384, HMAC-SHA-512
XK EFOBIRIZE ST, AvE—UF AV ANEN 160 BV THRE 160 v b HMAC-SHA-1, Ayt
—VHE AP = ANED 256 By R CHER 256 B ho> HMAC-SHA-256, Ayt —U X AV ANEN 384 &
v CHER 384 B HMAC-SHA-384, Ayt —U X AV AMEN 512 v CHE 512 B R
HMAC-SHA-512 DWFHIIFE ST E AL o T 8D A — U385 B (HMAC) & iV V- i81{E
2179,
oy v 27 L ) XA SHA-1, SHA-256, SHA-384, SHA-512 ISO/IEC 10118-3:2004 |2 %E#L)
=
MESP CIILiRy — 7 AFH(ESN)Z VAR —RL T5,
o HERHLS G TKEV]
<IKEv1 ff RO E>
- IKEvl B 5{k7 /L2 X5 AES_CBC-128. AES_CBC-256
- IKEv1 #&FE7 L2V X2 ISO/IEC 10118-3:2004 (2 #EHL4-25 SHA-1, SHA-256, SHA-348, SHA-512
- RO —3%F—R:Main Mode
- 72— 1A —R) A 2R : 600~86,400 F»
- TR 204y 7E—R)EEA R : 600~28,800
- Diffie-Hellman Group: 27 /v —7 14
» ETHATR T UV EL(RSA FUANEL T LAY X LEDSA) 2048bit, FIPS PUB 186-4, “Digital
Signature Standard”{Z¥#EHL), /Ny 27 /LAY X : SHA-256(ISO/IEC 10118-3:2004 (ZHEHL), HFaijd:
s

F7-. TOE (% IPsec ¥ =T 4Ry —F —H_X—A(SPD) #EELTEY, BHEICIVLL TORENTXD,

*  IPsec RV —:IP o bhdEMEEEL T, ZNENORMICH L IP /7y MUk - 18 - il 5
DHIHEDENERITINERINTED, IP My hDOSEEELTE Any O abhaL @556 IP 7RV A (@R, %
T2V 7 Ry MEE) BiRE TED, IPsec RV — (X IP RV —27/—7 1~10 D 10 /)L —F £ THRE TE,
EE.ZEOmM GOy MEASNS, 1 DOBEHETFIC, HEO IPsec RV —NRESNTHA .
IPsec RV —27 L—7" 1~10 OBERNEFIZEE DL T, TRLOBISENEN CEIEE FH S b,

R s g > mEEE > EiR EEK

TG NARTIar: IPsec R —IZA BT DR ENLD ST HE OENEE TRt H®RIRTED, (ZOKE
IZOWTEBF TR A RIRT DT A X A TREALTND, )

- Rl IPsec RV —DREICEE LW IP 4y NI EET 2
- EE:IPsec RV —DFREIZEE LW IP Ry Mi@igses
<G HALH—T = — ALRERE >
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o TVUERTANNT2 T I RARKIEISRE ) TTVARTANEA L H—T 2 — AT DR ER AT

*  WebConnection : WebConnection O HL#E 2L 55 H

o HE/x1:[Table7-13 BEAXGHFEL 5| ICRHSN R 2 A RS ELBIE(T TV a7 DIRAF]
[MPsec & a MeNL D R % FRS)

FIA_PSK_EXT.1
TOE 1%, IPsec HOHEFTILAHLL T, FilTF AN —ZAOHF L ENF T TES, THFAM—ZDHRFTIE
HHT, Froy v a7 VT VA L D TE Y MIl~E#iEn5,
= TRAN—ZOFH A R
- &2 7
- FIAFHRESCT: ASCIT SLFHN(T T 7 Ry bR ILF-E/NCF BT R O R SCT (47, “@, ‘%, “$”,
“opn, wnr €& R w(« ) A B A T TS, £213 HEX fE
- T I SHA-1, SHA-256, SHA-384, SHA-512
<BHEG DAL H—T 2 — A LRERE >
o TUHRTANT2 T 72 ARIEEEE ) TT VS HRTANEA L H—T 2 — AT HEER FAT
¢ WebConnection: WebConnection ®%& ##E 2L A5

FCS_CKM.4, FCS_CKM_EXT.4

TOE IZBW\T, &5 HBE KRR S ok 58 &k O s £HE HDD o= he—Z6 i L RAM
(CARTESHL, PR S e NI O SRS  FRGIE. D WTIEIE Ol SALICHI IS D, IPsec @15 TR 354, 8
MBI L FED S k% Table 7-10 (T, HEHEICL TR ESNZFi A H#E, IPsec fEBAED T T A
N—h L, HDD (SR AFS I, REELAR D2 A3 713 TOE 2B HE§ D[R EES LD, TOE DFEHER | 3E
(CeT —4 FEXHIREEL T L2 TAF L ATRERNSNTWD, &7 —4 L ESHIRSAE TIL, B 54
FEREIZ [ EE0) T 1 [ L EXAF AT, IPSec 728 TSNS By a dt(—rRY720E 58813 RAM i
BRIFEEND, ZH1E TOE OFIEIR OFF (ZXVARE| /25T RS LD,

Table 7-10 SEDLRETESE & WEEE

# TRIFSE WFEL A7 HED Ik
IPsec FFAAEOH#HAT HDD TOE f3ERE 0x00 T k3t & ik
IPsec Hrafi3t A # HDD TOE f3ERE 0x00 T k& X HIBR
IPsec cookie/nonce RAM PN ARTEL2HIF(TOE OF| | TOE ORIFEIERHIZXY
"R P L) RAM 75HIBR
IKE 276 fls RAM BERAFELLE(TOE Of | TOE @ fil B 2 L
(IKEvl 7 =— X 1 TAk & 5) FEYFHE T IE) RAM 751l BR
IPsec H A Fih g RAM BENREL72HRH(TOE OFl | TOE @ g TRz XY
(IKEvl 7 =—X 2 TAEKEN%) R TIRE) RAM bR
IPsec @ Diffie-Hellman 4§ RAM BENARELLIE(TOE Of | TOE @ gl EJHERH 2 LY
TR RAM 7541 B

<PAEETHA L H—T = — AL HERE >
o HMEASRIL AT —H FEXYI R
*  FIEJE OFF/ON

75. % 2 VU7 1 EEHEE

FMT_MOF.1, FMT_SMF.1, FMT_SMR.1, FMT_MSA.1, FMT _MSA.3, FMT _MTD.1
TOE 3FIMA KL T FRROEEEEZ RIS 5, T OB BEREII RS NIA L F—T == ZnHD
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HEAEFRE CTh D, BAE /LT TR B HEREL AT T D E IER T HFRIZIE TOE ~OfAIFRAEN FRE
. RRGECEFEREZ T 5213 T& e, & E (U ADMIN, UNORMAL)(E, = —¥—&HREIC VB
HAHTOREENEND, #EI(U.ADMIN, UNORMAL)DEES T/ A Bz Thh., TOE 1 ZZhEhnotk
B AR S NAMBEDO R AN AT e e e — — (o X —T = — R 5, F- | BT DN R EN T Tk
FTHERFSIND, R OEENTR S TUORWE B EEZ FII I 352 &3 T&721 ), TOE X, Table 6-2, Table
63 OT 7 HAFIFNZBNC, FIHESCET —%, AAEY a2 77— ¥ 2ER L7-FIH#F D User ID % Job
owner & LCHIV Y T%, TOE IXHI W Y ToHN 5 User ID % EEX T HHEEZ FF- 720,

Table 7-11 U.ADMIN ({2 ftXh A& HE ke

B ERE A PRSI | BIERIREAR A X
E TRTA

X2V T AR ER | B2V T EIEBOE DA ML L AT, ZH LA

3

Bifim 7 AR e RERK | BEAn RERE (RELF——0 IP 7RLR%E | AR (A Y

i DAY NI —TFRE) E1T,

o~ H A U.ADMIN (% User ID ZFfoa—HF—Dxrgk, 2 | 2 H | HIbR, | #4F 00

¥ HIFR2STX% (U.ADMIN (212 UNORMAL @ | 1ERL
0y AL RAT — RO EMEL ZAUCE END), =
— P —DEHLIZF T Table 6-2, Table 6-3 (27T
HENF-HRE T —2T7 7 AHEIESNT, B
PEIE Y72 WA R ES D,

U.ADMIN ®ouz A2 % | UADMIN BEHE AT —REE TS5, I BAE RV
AU — NS iR

H REE oD 25 S B RE A R AR E 35, Y (A
PRAT—REKOE T | S2AT =R (AT — N/ SUTFHGRE) DR E. | BF (A V%
HE EHELTD,
2T — IR EDORE | Kb —2#E (TOE @ IP 7RLUA, DNS #—/N | 2% (A VI
AL = —®DIP 7RLA RN—hEE%, NetBIOS 4 IPsec
RREE) DFRE - EE AT,
M5 G  FE A R AR —UESALBERE TR 325 S (KER) A 4 | A (A
Hi5,
Ty =2 =T7T v 77 | TOE D77 —L0=T 7 v 75— e Efid5, F17 BE L
— MRE
27— & LEZHIRE | RS RMREEIRA EEMO)T 1 B EEXLEATT | EiT (A VI
HE g,
Ty JHEEREERE | WEERFIREL RS TR BT o houy s &Rk | EAT BE L
T,
Y—e 2T AU FAR | P RE—RFIAOF A IR OREERT ZALd BRI SV
TERERE

Table 7-12 UNORMAL [Z# s 5B B RE

PR RE A FFR ST | BERTREZR A&
s =T =2
U.NORMAL a2 1> | UNORMAL 3B H D/ AL RAT—K DR E% 2R e RV

ASAT—ROBGERHE | 179,
<BY oA 5 =7 x—ALHRE: FMT_MOF.1, FMT_MSA.1, FMT_MTD.1, FMT_SMF.1>
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o BME/Sx/L:Table7-11~Table7-12 T, #{EXFNEA X —T 2 —ALT HERME

<BHESTAHA L H—T =— R LHEEE  FMT _SMR.1>

o BMEASROVEEFICEL D — R EERE BB T LD SAT — NIBGE, — RIS L DS AT — R
o TULHERTAN —RFIAF LD SAT —RB5

e WebConnection: B E T LA/ AT —REE

<P AAL X —T = —ALFERE : FMT_MSA.3 >

o BMEV RIS TV M a7 ORAE

o TUUHRTAN: —RAIVAFICLD B 2T A FIRIERED AT

7.6. B EHERE

TOE I3EEA R ERICK L TER a2 ARL., S0kl ., n /Y — " — k515,

FAU_GEN.1, FAU_GEN.2
TOE 1%, U TOELEERMEELRLL, FLEARL(A AN, FROMR, 7=/ NEBIE R, E8
DOFERETLERT D,
Table 7-13 EEXNRER—&

ID (7P =7 higknE B#Eg 5 H—T = —
ST ' R
W *1) Z
- FIA UAU.1,
B PR RO E i Admin ID OK/NG
FIA_UID.1 &M
EHLE NAT — R DZE ARG Admin ID OK Table7-11 &R
o FIA_UAU.1,
2B E i User ID / #%4% ID OK/NG
FIA_UID.1 &/
BHEIZID 22— —DIERL Admin ID OK Table7-11 &/
EHEICLD 22— — RAT—RDEF /% Table7-11 218
Admin ID OK
BHEICLD 22— —DHIR Admin ID OK Table7-11 &
BHEICID Y —D AT Admin ID OK Table7-11 &
Z2—W— kb — Y —D B EE (22— Table 7-12 £/
. . . User ID OK
— AT —RZEE L)
X2 VTR EDOE T Admin ID OK/NG Table7-11 Z:H4
PR —RRFIRR EDE Admin ID OK Table7-11 &:H4
F NI — TR EDETE Admin ID OK Table7-11 &1
AT AR R EDEE Admin ID OK Table7-11 2R
R/ R EHREDER Admin ID OK Table7-11 &:H4
SR Y] Admin ID OK Table7-11 218
T —AU=T T 7T — MERRISW) D FELT Admin ID OK/NG Table7-11 R
H 3% & Admin ID OK Table7-11 &R
EE A RED L B ARAEk 1D OK Bl IR
EERREDRR T K45 ID OK Fl TR
N FDP_ACC.1,
1RIE a7 DHIR User ID / Admin ID OK
FDP_ACF.1 &
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ID (W7 V=2 N1 B A F—T = —
B R e L
H® *1) =2
. L FDP_ACC.1,
YR a7 OHIRI User ID OK/NG
FDP_ACF.1 &
. L FDP_ACC.1,
TN a7 OIS User ID OK/NG
FDP_ACF.1 &
FTP_ITC.1.
IPsec v as fesr o 4l Fx4k ID errNo(¥2) FTP_TRP.1(a),
FTP_TRP.1(b)Z M

CLREBIRRGERN SR AL E N R E LRIV T o/ MRBERE L TRBE: ID SV [E S ME et 5
(*2)IPsec & a RER 2R T =7 —F A ek 5

<PET LA H—T = — R LIRS

o HE/R3V:[TableT-13 AR G HR— K | ICiliiSh -, BEE 0/ 2 Al S L8 E

o TUUHRTA/N:[TableT-13 AR FER - IS N7z, BEn 7 24K S 5 8E
*  WebConnection: [Table7-13 B & xf R H4 — 5 | ICFldisiv, By 2 E S o #HE

FAU_STG_EXT.1

LRSI A n 7 E ML TOE WCREFRSNIZ ., EEE D ELTANT AV — N —(syslog lZ eV s 7
FANDFEEEITI, TOE EANEREE A — S —R]Di@1513 IPsec 7 uha/Lva Wz BALi@E 20 H | 515 1EE
B PMRRIC IR ET D, T EEXAIL T 728 1L Table T-14 & D&,

Table 7-14 BB u/ E@MOHRE

EA 7 FHROROFN B

B O PR S AR — VAL REIC THE 5L 47z HDD fEs
a7 RS AI T B A R F I Ay (RIRF)
EERR LR R FELIAXMIET o0 fH#

I b —JEERE TS — R —lu S R EEE TE VWA, HDDFDIZ
—HFRUIZARAF AT, IR 10000 1, o7 15 HA% 10000 {FEIERFIZIZLARE D1
ITEFES LD, 7o B —REIRAFE NI Y — N — L OB E RIE R RE X
., 4T HDD EOEHmAHIRT 2,

(*1)Table 7-5 (Z/r&H72 HDD _EOal RAFFEIC — RERIR T SID, RIFSIVIZIEHRIT T 7 AL AT AT K
D BT DZEICLVARIET 78 AR #EETTY, iH/iX FDP_DSK_EXT.1 @ TSS #&Man-L, /- TOE I
7 EROBE EIRA~T 78 AT D= — (L F—T = — A TRMEL TV WA S A T AT T FRIIE
FEL720N,

<EETEHA L H—T = — A LIERE>

o HEE/x/L:ITable7-13 BE AR R HR —H IZilsich e, AR/ 24 RS O84E

o TUUERTAsN: [TableT-13 ekt —% ) ([Ciidic e, AR V2B S E 25 8E

¢ WebConnection : [Table7-13 B A& X R H R —& | ICiRHfiSnc, BE s 24 RS EHHE

AR RO AL

FPT_STM.1

TOE [37ny iz AL, BHAE ORI TOE ORZ 28I DiREL TR %, BAn /IR 2R 215 #
vy 7 RED DRSS,

<PIET LA o H—T = — A LBERE>

o #{Exv:[Table7-13 Bi A RHER K | ISRHiSN, BAns 2 kS E 515 E
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o TUUERTA/N: [Table7-13 Bs kIR F4: 0| IRz, BEhn 724k & 5#(E
e WebConnection: [Table7-13 Bi & xf G5 —& | [ZitdiShviz, BB/ 2 A kS5 #(E

17.7 v 77— b7 — X IR5EERE

FPT_TUD_EXT.1

TOE (& HH DA LL T ORERED E R A7t Do
T — AU T N—Ua R RE

s Tr—AU=T Ty T —MERE

BHRE IR PR A LS R E I E (2B T, B LI Web Connection 2>Hik BIFREER 12 web 77728
WCT 77— =T =gy OfgiRa FTTED,

Fio BHFIIRERGEE . BHEEREEEICBW I 7—La0 =T T v T —MEREE EITT&%, TOE X177
— AT T T T = NERE, T X RER O TS T AT 27 LT, Vb =T T AN E ENDHa =
INVEDT AN ELERNTCT 7 — L0 T 77 AV ORRAEEIT) . MRAED A5 R WS S35 6 O A
FW O #Ex#az Lz 295, (ZOB, 77— 27 Oy aflizzt 5L SSD OB 51k 7 7 A /L AT LI
ZDON Y afEDORGFEITORELLATY, 2Oy v a7 — X3tk 325 A 7 AMERICTEMR 32, ) 7 Vo4
B RFEDN LT84, TOE 138 E SNBSS A2 FORLT v 7 7 — MU Z 1R 55,
<BHET LA H—T = — R LHEHE>
o HENRRILTr— LT T NRN— Vs RS, 77— AU =T T v T — Mk RE
*  WebConnection : 77— AU =7 /\—T g fEBIHERE
o Iy —AUxT Ty T eATH%D USB AL H— Tz — A

FCS_COP.1(b), FCS_COP.1(c)

TOE IZLL FOIINCL TT VXNV B RGEE 2T 7 — A0 =7 7 7 AV ORRGEEAT),

1. 77—bUxT I7AMIUTT VHNVELT — 2T 7— LT T —ENEEND, T UXNVELT —HITRSA
T UHNELT LT X L(EDSA) 2048bit, FIPS PUB 186-4, “Digital Signature Standard” (2L,

. TOE ORI TT VAN EBL T — 2 %1 56T 5,

3. RIFEEBLLIET —#L, 77— =T T —4% ISO/NEC 10118-3:2004 (Z¥EHLT 5 SHA-256 (215
VafEOEHLT-LOEET D, BT UL T 77— AT =T T — AN EFE THHEHWT 5

<BHEGBAH—T = — A EFERE >

o EMEARXIL: 77— LU T EHOELT

7.8. B2 T X hH#gE

FPT _TST_EXT.1

TOE IZEIEJR ON 5L, ETARKGIEN T 7 — L0 =7 Fo "I —ZHfH7 77— L0 =7 ONEIZT 77— L7 =7 H
CT ANDFESiZAToTo% FW ZitdriAle, X 2T AEREOHIEHZITI7 7— L0 =7 THOREHIE T 77— L7
=T R ORY NI =T 77— 27 =7 O~y affZ Gt H L, 77— AU =T RGERFIC SSD IZFeEk L7 v = fE
T RO —FEWRTIHILETUIADF EABRAL TSF Eira—Rowethzmild5, 2ok TOE Tffi i
L CWBRFBALTA T Vb Y 2 BERREED R R L7 >TNDT2D  ZHBE S BN RFES D, MFEN B L7-5
A TOE 13 AE R85 (SC 2 —R) 2 F R, BIEAE 1L, B E2Z M 72 W IRBE ISR T 95, ERibisk o
77~A'7:n7 IOWTIE TSF 7 — X2 3257 7 B AFE R X 2 VT AHRE A TRE N 2 > CTRH T, TSF 7

WZxP T DT I BAFREEFF> TN END, 77— AT = 7 RREHERED DRI TN D,

*ﬁafmﬁ%ﬁ&w_;ﬁm TOE [ T#{E SRS (SC 2 —R) 2 FoR L, BIEEE IR, B E2Z T T 72V IREBICE

174 %,

Copyright ©2023 KONICA MINOLTA, INC., All Rights Reserved
70 /71



KONICA MINOLTA AccurioPress 7136P Security Target

EROMMEIZEY TSF D5 FENWERIETHT 77— =T DE2M 2R T& 578, TSF 2 ELLEEL TV
HZEERFEFET DD+ 72b D THLHENZ D,
<PET LA U H—T = — R L HERE>
o EIEIE ON B H &7 AMERE
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